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1. Introduction

A key conponent of Donai n-based Message Aut hentication, Reporting,
and Conformance (DMARC) [RFC9989] is the ability for Domain Omers to
request that Mail Receivers provide various types of reports. These
reports allow Domain Omers to have insight into which | P addresses
are sending on their behalf and sone insight into whether or not the
vol ume may be legitimate.

These reports expose information relating to the DMARC policy, as
wel |l as the outcome of Sender Policy Framework (SPF) [RFC7208] and
Domai nKeys ldentified Mail (DKIM [RFC6376] validation

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.1.1. Not at i on

Certain properties of mail messages described in this docunent are
referenced using notation found in [ RFC5598] (e.g., "RFC5322.Fronti).

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
not ati on of [ RFC5234] and [ RFC7405].



1.1.2. DMARC Ter m nol ogy

There are a nunber of terns defined in [RFCO989] that are used within
thi s docunent. Understanding those definitions will aid in reading
this docurment. The terns below are of noted interest:

*  Aut hor Domain
*  DMARC Policy Record
*  Domai n Oaner
*  Mail Receiver
* Organi zational Donain
* Report Consuner
2. Docunment Status

Thi s docunent, in part, along with [ RFC9989] and [ RFC9991], obsol etes
and repl aces DMARC [ RFC7489]. Note that errata for this docunent has
been addressed as described in [ RFC9989].

3. DMARC Feedback

Providing Domain Owmers with visibility into how Mail Receivers

i mpl erent and enforce the DVMARC mechanismin the form of feedback is
critical to establishing and maintaining accurate authentication
depl oynents. \When Dormai n Owners can see what effect their policies
and practices are having, they are better willing and able to use
quarantine and reject policies.

3.1. Aggregate Reports

The DVARC aggregate feedback report is designed to provide Donmain
Omers with precise insight into:

* authentication results,
* corrective action that needs to be taken by Dormai n Owners, and

* the effect of Domain Omer DMARC policy on mail streans processed
by Mail Receivers.

Aggr egat e DMARC f eedback provides visibility into real-world nail
streans that Domain Oamers need in order to make informed decisions
regardi ng the publication of a DVARC policy. Wen Domain Owmers know
what legitinmate nail they are sending, what the authentication
results are on that mail, and what forged Mail Receivers are getting,
they can make better decisions about the policies they need and the
steps they need to take to enable those policies. Wen Domain Oamers
set policies appropriately and understand their effects, Mil

Recei vers can act on them confidently.

Visibility cones in the formof daily (or nore frequent) feedback
reports that are originated from Mil Receivers and that contain
aggregate data on nessage streans relevant to the Domain Omer. This
i nformation includes data about messages that passed DVARC

aut hentication as well as those that did not.

A separate report MJIST be generated for each DVARC Policy Donmain
encountered during the reporting period. See below for further
expl anation in Section 3.1.2 ("Handling Domains in Reports").



3.

1.

The report may include the follow ng data:

* The DVARC policy discovered and applied, if any

* The sel ected nessage di sposition

* The identifier evaluated by SPF and the SPF result, if any

* The identifier evaluated by DKIM and the DKIMresult, if any

* For both DKIM and SPF, an indication of whether the identifier was
in DMARC alignment (see Section 3.2.10 of [RFC9989])

* Sendi ng and receiving donai ns
*  The nunber of successful authentications

* The counts of messages based on all nessages received, even if
their delivery is ultimately bl ocked by other filtering agents.

Each report MJST contain data for only one DVARC Policy Domain. A
single report MJUST contain data for one policy configuration. |If
mul ti ple configurations were observed during a single reporting
period, a reporting entity MAY choose to send nultiple reports;
otherw se, the reporting entity SHOULD note only the fina
configuration observed during the period. See below for further

i nformation.

1. Description of the Content of the XML File

The format for these reports is defined in the XML Schema Definition
(XSD) in Appendix A The XSD includes the possible values for sone

of the elenents below. Mst of these values have a definition tied

to [ RFC9989].

The format is also described in the follow ng sections. Each section
describes a collection of sibling elements in the XM hierarchy.
There are pointers to where in the hierarchy each table fits.

If a docunent does not match the specified format, the docunent

eval uat or SHOULD di scard the report. The eval uator MAY choose to try
to utilize sone of the data; however, if the format is in question,
the data may be as well. The report eval uator MAY choose to contact
the report generator so that they may be alerted to an issue with the
report format.

The colum "#" specifies how many tinmes an el enent nay appear -- this
is sometinmes referred to as nultiplicity. The possible values are:

O OPTIONAL, zero or one el ement

R REQUI RED, exactly one el enent

*:  OPTIONAL, zero or more elements

+:  REQUI RED, one or nore el enents

Some el ements contain text neant for humans and support an optiona
"l ang" attribute whose value indicates the | anguage of its contents.
The default value is "en". Elenments supporting this optiona

attribute are marked with "[ @ang]" at the start of their content
description in the follow ng tables.

3.1.1.1. XM Root El enent

DMARC aggregat e feedback reports have the root el enent "feedback"



with its XML nanmespace set to the DMARC nanespace.

[ ety gt oy
| Element name | # | Content |
| feedback | R| First level elenents; see Section 3.1.1.2 |
o e e - o e e e m e e e e e e e e e e e e e e e m e e e memmo— o +

Table 1: The XM. Root El enent

3.1.1.2. First Level Elenents

The elements in this table MJST appear in the order |isted.

[ s e oo e e e e s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s
| El enent nane | # | Content

| version | O] MJIST have the value 1.0.

o e e e e oo oo o e e e m e e e e e e e e e e e e e e e m e e e memmo— o
| report_metadata | R | Report generator netadata; see

| | | Section 3.1.1.3.

Fom e e
| policy_published | R| The DMARC policy configuration

| | | observed by the receiving

| | | system see Section 3.1.1.5.

o e e e e oo oo o e o m m e e e e e e e e e e e e e e e e e e e ao - o
| extension | O] Allows for future

| | | extensibility; see

| | | Section 3.1.1.6.

Fom e e e oo e
| record | + | Record(s) of the feedback from

| | | the report generator; see

| | | Section 3.1.1.7.

Fom e e

Table 2: First Level Elenents of the Aggregate Feedback Report

There MUST be at |east one "record" element; these el enents contain
data stating that | P addresses were seen to have delivered nessages
for the Author Domain to the receiving system For each |P address

that is being reported, there will be at |east one "record" el enent.

3.1.1.3. Report Generator Metadata

[ e e e e e e e s e e s s e s s s s s s s s s s s s s s s s s s s s s s s s

| El enent nane | # | Content

| org_nane | R| Nane of the Reporting Organization.

o e e e o e e m e e e e e e e e e e e e e e e e e mmm e e

| enmil | R| Contact to use when contacting the

| | | Reporting Organization.

- e

| extra contact_info | O| [@ang] Additional contact details.

Fom e e e e oo o T

| report_id | R| Unique Report-ID, see Section 3.5.1.

o e e e e oo o e o m m o e e e e e e e e e e e e e e m e oo

| date_range | R| The reporting period; see

| | | Section 3.1.1.4.

I T T

| error | O] [@ang] Error nessages encountered when

| | | processing the DMARC Policy Record; see

| | | Section 3.1.5.

.
gener at or | O] The name and version of the report

I
| | | generator; this can help the Report
| | | Consumer find out where to report bugs.



Tabl e 3: Report Cenerator Metadata

3.1.1.4. Contents of the "date_range" El enment

This el ement describes the tinme range in UTC defining the reporting

period of this report

B ety ety ety o}
| Element name | # | Content |
R ety Sty g —_——————————(———(—————— o}
| begin | R| Start of the reporting period. |
F-- - - - - - I e R +
| end | R| End of the reporting period. |
I I I I T R +

Table 4: Contents of the "date_range" El enent

* "begin" and "end" contain the nunber of seconds since the epoch

The "begin" and "end" el enents are meant to denote the reporting
period and not the first/last observed nessage fromthe reporting
period. \When generating reports, these reporting periods SHOULD NOT

overlap. Typically,
day, beginning at 000

the r
ouTC.

eporting period will enconpass a single UTC

3.1.1.5. Contents of the "policy_published" El enent

This el erent provides information on the DMARC Policy Record
hor Domain. The elenents from"p" and onwards
contain the discovered or default value for the DVMARC policy applied

publ i shed for the Aut

Unspeci fied tags have their default val ues.

oo oo o}
Cont ent |
e p—p—_—————————————————
The DMARC Policy Donain. |
_______________________________________ +
The nethod used to discover the DVARC |

Pol i cy Record used during eval uation.
_______________________________________ +
A Dormai n Omer Assessnent Policy. |
_______________________________________ +
A Dormai n Omer Assessnent Policy. |
....................................... +
A Domai n Omner Assessnent Policy. |
_______________________________________ +
The value for the failure reporting
options. |
_______________________________________ +
The DKIM Identifier Alignnment node. |
....................................... +
The SPF ldentifier Alignnent node. |
_______________________________________ +
The value of the "t" tag |
_______________________________________ +

Table 5: Contents of the "policy_published" El enent

* "discovery nethod" can have the value "psl" or "treewal k", where
"psl" is the method from [ RFC7489] and "treewal k" is described in

[ RFC9989] .

* Many of the items above (p, sp, etc.) are defined in [ RFC9989].



3.1.1.6. Contents of the "extension" Elenent

Use of extensions nmay cause elenents to be added here. These
el ements MUST be nanespaced

[§ pleemesfoms b esos s esoefsesoe s esps s ess sl = esesfoms el e oo
| El ement nane | # | Content |
[ s e e e
| <any nanespaced elenent> | * | File level elenents |
| | | defined by an extension.

o e e e e e e oo o T +

Tabl e 6: Contents of the "extension" El enent

* "<any nanespaced el enent>": Zero or nore elenments in the nanmespace
of the related extension declared in the XML root el enent.

3.1.1.7. Contents of the "record" El enent
The report MJIST contain one or nore records stating which IP
addresses were seen to have delivered nessages for the Author Donain
to the receiving system For each |IP address that is being reported,
there will be at |east one "record" el enent.

This el ement contains all the authentication results that were
eval uated by the receiving systemfor the given set of nessages.

An unlimted nunmber of "record" elenments may be specified.

Use of extensions may cause other elements to be added to the end of
the record; such el enents MJST be nanespaced

One record (1P, result, authentication identifiers) per tuple.

The elements in this table MJST appear in the order |isted.

[} bbby sy e U
| Elenent name | # | Content |
| row | R| See Section 3.1.1.8. |
S S +

| identifiers | R| The data that was used to apply policy for
| | | the given "row'; see Section 3.1.1.10. |

| auth results | R| The data related to authenticating the |
| | | nmessages associated with this sending IP |
| | | address; see Section 3.1.1.11.

o e e - o e o mm e e e e e e e e e e e e e e e e e e e mm e me— o +
| <any | * | Record level elenents defined by an |
| nanespaced | | extension. |
| el ement> | | |
o e e o - o +

Table 7: Contents of the "record" El enent

* "<any nanespaced el enent>": Zero or nore elenents in the nanespace
of the related extension declared in the XM. root el enent.

3.1.1.8. Contents of the "row' El enent
A "row' el enent contains the details of the connecting system and
how many nai|l nessages were received fromit, for the particular
conbi nation of the policy eval uated.



| El enent nane | | Content |
[ gt ———————— gy L ——(———————————————————————————————
| R
|
(.

| source_ip R | The connecting | P address. |
| | Pv4address or | Pv6address as defined |
| in Section 3.2.2 of [RFC3986]. |
Fom e e e oo L +
| count | R | Nunber of nessages for which the |
| | | "policy_eval uated" was appli ed. |
o e e e oo T +

| policy evaluated | R| The DMARC di sposition applied to |
| | | matchi ng nessages; see |
| | | Section 3.1.1.09. |

Tabl e 8: Contents of the "row' El enent
3.1.1.9. Contents of the "policy_eval uated" El enent
Thi s el ement describes the results of applying the DMVARC policy. |If
alignnment fails and the policy applied does not match the DVARC
Pol i cy Donmain’s configured policy, the "reason" el enment MJST be

i ncl uded.

The elements in this table MJST appear in the order |isted.

[ gttt —p—— Sep—p—_ lppp—pp—p—p—p—p—p—_—(—(—————————————————————————————
| Elenent nanme | # | Content |
| disposition | R | The result of applying the DVARC policy. |
o e e e e o - o e m e e e e e e e e e e e e e e e e e e e e memaoo- +
| dkim | R| The result of the DKIM DVARC ldentifier |
| | | Alignment test. |
oo s Fom e e e e e e e e e e e e e e e e e eeao o +
| spf | R| The result of the SPF DVARC Identifier |
| | | Alignnent test. |
o e e e e o - o e m e e e e e e e e e e e e e e e e e e e e memaoo- +
| reason | * | Policy override reason; see |
| | | Section 3.1.1.14. |
oo s Fom e e e e e e e e e e e e e e e e e eeao o +

Table 9: Contents of the "policy_eval uated" El enment
* "gpf" and "dkim MJST be the eval uated values as they relate to
DMARC, not the val ues the receiver may have used when overriding
the policy.
* "reason" elenments are nmeant to contain any notes the reporter
m ght want to include as to why the "disposition" policy does not
mat ch the "policy_published", such as a |ocal policy override.

3.1.1.10. Contents of the "identifiers" Elenent

| envelope_from| O | The RFC5321. Mail From domain that the SPF |
| | | check has been applied to. |

| envel ope_to | O| The RFC5321. Rcpt To domain fromthe |
| | | message. |

Tabl e 10: Contents of the "identifiers" El enent



* "envel ope_front' MAY exist but be enpty if the message had a null
reverse-path (see Section 4.5.5 of [RFC5321]).

3.1.1.11. Contents of the "auth_results" El enent

This el ement contains DKIM and SPF results, uninterpreted with
respect to DVARC.

If validation is attenpted for any DKIM signature, the results MJST
be included in the report (within reason; see Section 3.1.3 ("DKIM
Si gnatures in Aggregate Reports") bel ow for handling nunerous

si gnat ures).

The elements in this table MJST appear in the order |isted.

E oo e e e
| Element name | # | Content |
B e sl e s s s s sl °)
| dkim | * | DKIMauthentication result; |
| | | see Section 3.1.1.12. |
oo e +
| spf | O| SPF authentication result; |
| | see Section 3.1.1.13. |
o e e e e o - o m e m e e e e e e e e e e ao o +
Table 11: Contents of the "auth results" El enent
3.1.1.12. Contents of the "dkim El enent
| Elenent name | # | Content |
[ et el sy s s U
| dommin | R| The domain that was used during validation |
| | | (the "d=" tag in the signature). |
oo o +
| selector | R| The selector that was used during validation |
| | | (the "s=" tag in the signature). |
o e oo - oo o m o o e o e e e e e e e e e e e e e e e o — o - +
| result | R| DKIMverification result; see bel ow |
oo L +

| human_result | O] [@ang] Mre descriptive information to the |
| | | Dormain Omner relating to evaluation failures. |
Tabl e 12: Contents of the "dkini El enent

* "result" is a |lowercase string where the value is one of the
results defined in Section 2.7.1 of [RFC8601].

3.1.1.13. Contents of the "spf" El enent

Only the "MAIL FROM' identity (see Section 2.4 of [RFC7208]) is used

in DMARC.

[ oo bl oy oo oo oo o ps e
| Element nane | # | Content |
[ e e s e s e s s s s e e s s s s s s s e e e s s s s s s s s e s s s st
| domain | R| The domain that was used during validation. |
oo L +
| scope | O| The source of the domain used during |
| | | validation. |
R o e o m m e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
| result | R| SPF verification result; see bel ow |
oo L +

| human_result | O] [@ang] Mre descriptive information to the |
| | | Dormain Omner relating to evaluation failures. |



Table 13: Contents of the "spf" El enent
* The only valid value for the "scope" elenment is "nfront.

* "result" is a lowercase string where the value is one of the
results defined in Section 2.7.2 of [RFC8601].

3.1.1.14. Contents of the "reason" El enent

The policy override reason consists of a pre-defined override type
and free-text comment; see Section 3.1.6.

[ ety gt e e sl
| Element name | # | Content |
| type | R| The reason the DMARC policy was overridden |
o e e - o e o mm e e e e e e e e e e e e e e e e e e e mm e me— o +
| comment | O] [@ang] Further details, if available. |
. e +

Tabl e 14: Contents of the "reason" El enent
3.1.2. Handling Domains in Reports

In the sane report, there MJUST be a single DVARC Policy Domain,

t hough there could be multiple RFC5322. From donmi ns. Each
RFC5322. From domain will create its own "record" within the report.
Consi der the case where there are three domains with traffic vol ume
to report: exanple.com foo.exanple.com and bar.exanple.com There
will be explicit DVARC Policy Records for exanple.com and

bar. exanple.com with distinct policies. There is no explicit DVARC
Policy Record for foo.example.com so it will be reliant on the
policy described for exanple.com For a report period, there would
now be two reports.

The first report will be for bar.exanple.comand contain only one
"record", for bar.exanple.com The second report will be for
exanpl e.comand will contain nmultiple "record" el enents, one for
exanpl e. com and one for foo.exanple.com (and by extension, other
"record" elenments for subdonmains that |ikew se did not have an
explicit DMARC Policy Record)

3.1.3. DKIMSignatures in Aggregate Reports

Wthin a single message, the possibility exists that there could be
mul tiple DKIM signatures. When validation of the message occurs,
some signatures may pass, while some may not. As these pertain to
DVMARC, and especially to aggregate reporting, reporters nmay not find
it clear which DKIM signatures they should include in a report.

Si gnatures, regardl ess of outconme, could help the report ingester
determne the source of a nmessage. However, there is a preference as
to which signatures are included.

1. A signature that passes DKIM in strict alignnent with the
RFC5322. Fr om dormai n

2. A signature that passes DKIM in relaxed alignnent with the
RFC5322. Fr om donai n

3. Any other DKIMsignatures that pass
4. DKIMsignatures that do not pass

A report SHOULD contain no nore than 100 signatures for a given



"row', in decreasing priority.
3.1.4. Unique ldentifiers in Aggregate Reporting

There are a few places where a unique identifier is specified as part
of the body of the report, the subject, and so on. These unique
identifiers should be consistent per each report. Specified bel ow,
the reader will see a "Report-1D' and "uni que-id". These are the
fields that MJST be identical when used.

3.1.5. Error El enent

Here are a few exanples of information contained within the "error"”
el ement (s):

*  DMARC Policy Record evaluation errors (invalid "rua", "sp", etc.)
* Miltiple DMARC Policy Records at a given location

Be m ndful that the "error" elenent is an unbounded string but should
not contain an extrenely |arge body. Provide enough information to
assi st the Domain Owmer with understanding sone issues with their

aut henti cati on or DMARC Policy Record.

3.1.6. Policy Override Reason

The "reason" el enent, indicating an override of the DVARC policy,
consi sts of a nmandatory "type" elenment and an optional "comrent"
element. The "type" elenent MJST have one of the pre-defined val ues
listed below The "coment" elenment is an unbounded string for
providing further details.

Possi bl e values for the policy override type:

"l ocal _policy": The Ml Receiver’'s local policy exenpted the
message from being subjected to the Domain Omer’s requested
policy action.

"mailing list": Local heuristics determned that the nessage arrived
via a mailing list, and thus authentication of the origina
message was nhot expected to succeed.

"other": Some policy exception not covered by the other entries in
this list occurred. Additional details can be found in the
"coment" el enent.

"policy_test _node": The nessage was exenpted from application of
policy by the testing node ("t" tag) in the DMARC Policy Record

"trusted forwarder": Message authentication failure was antici pated
by other evidence Iinking the nessage to a locally nmaintained |ist
of known and trusted forwarders.

3. 2. Ext ensi ons

The docurent format supports optional elenments for extensions. The
absence or existence of this section SHOULD NOT create an error when
processing reports. This will be covered in Section 5 ("Extensible
Reporting").

3.3. Changes in Policy During a Reporting Period

Note that Domain Owmners or their agents may change the published
DMARC Policy Record for a domain or subdomain at any tine. Froma
Mai| Receiver’'s perspective, this will occur during a reporting
period and rmay be noticed during that period, at the end of that



peri od when reports are generated, or during a subsequent reporting
period, all depending on the Mail Receiver’'s inplenentation. Under
these conditions, it is possible that a Mail Receiver could do any of
the follow ng:

* generate for such a reporting period a single aggregate report
that includes nessage di spositions based on the old policy, or a
m x of the two policies, even though the report only contains a
single "policy_ published" el enent

* generate multiple reports for the sane period, one for each
publ i shed policy occurring during the reporting period

Such policy changes are expected to be infrequent for any given
domai n, whereas nore stringent policy nonitoring requirenents on the
Mai | Receiver would produce a very large burden at Internet scale.
Therefore, it is the responsibility of Report Consuners (i.e.,
vendors) and Dormain Omers to be aware of this situation and expect
such m xed reports during the propagation of the new policy to Mi
Recei vers

3.4. Report Request Discovery

A Mail Receiver discovers reporting requests when it | ooks up a DVARC
Policy Record that corresponds to an RFC5322. From donmai n on received
mail. The presence of the "rua" tag specifies where to send

f eedback.

3.5. Report Delivery

The Mail Receiver, after preparing a report, MJST evaluate the
provided reporting URIs (see [RFC9989]) in the order given. |[If any
of the URIs are nmal forned, they SHOULD be ignored. An attenpt MJST
be nmade to deliver an aggregate report to every remaining URI, up to
the Receiver’s limts on supported URIs.

If delivery is not possible because the services advertised by the

published URIs are not able to accept reports (e.g., the URl refers
to a service that is unreachable), the Mail Receiver MAY cache that
data and try again |ater or MAY discard data that could not be sent.

VWhere the URI specified in a "rua" tag does not specify otherw se, a
Mai | Receiver generating a feedback report SHOULD enpl oy a secure
transport mechani sm neaning the report should be delivered over a
channel enpl oying TLS ( SMIP+STARTTLS)

3.5.1. Definition of Report-ID
This identifier MJST be unique anong reports to the same domain to
aid receivers in identifying duplicate reports should they happen
The Report-I1D val ue should be constructed using the foll ow ng ABNF:
ridim = (dot-atomtext ["@ dot-atomtext]) ; from RFC 5322
ridext = ("<" ridfmt ">") / ridfnt
The format specified here is not very strict, as the key goal is
uni queness. I n order to create this uniqueness, the Ml Receiver
may wi sh to use el enments such as the receiving donmain, the sending
domain, and a timestanp in conbination. An exanple string nmight be
"1721054318- exanmpl e. com@xanpl e.org”. An alternate could use a date
string such as "2024-03-27_exanpl e. com@xanpl e. org"

3.5.2. Email

The nessage generated by the Mail Receiver MJST be as described in



[ RFC5322] and formatted per [RFC2045]. The aggregate report itself
MUST be included in one of the parts of the nessage, as an attachnent
with a correspondi ng nedia type frombel ow. A human-readabl e

annot ati on MAY be included as a body part (with a human-friendly
content-type, such as "text/plain" or "text/htm").

The aggregate data MUST be an XML file that SHOULD be subjected to
&ZI P [ RFC1952] conpression. Declining to apply conpression can cause
the report to be too large for a receiver to process (the tota
message size could exceed the receiver SMIP size limt); doing the
conpressi on increases the chances of acceptance of the report at some
compute cost. The aggregate data MJST be present using the nmedia
type "application/gzip" if conpressed (see [RFC6713]) and "text/xm"
otherwi se. The attachnent filename MJST be constructed using the
fol | owi ng ABNF:

filenanme = receiver "!" policy-domain "!" begin-tinestanp
end-tinestanp [ unique-id ] "." extension

recei ver = donmi n- nane
; inmported from RFC 6376

pol i cy-domai n = donmai n- name

begin-timestanmp = 1*DIA T
; seconds since 00:00:00 UTC January 1, 1970
; indicating start of the tine range contained
; in the report

end-tinestanp = 1*DIG T
; seconds since 00:00:00 UTC January 1, 1970
; indicating end of the tine range contained
; in the report

uni que-id 1*(ALPHA / DIGET)

ext ensi on "xm " [ "xm.gz"

The following printive tokens that are used but ot herw se
unspecified are taken from"Core Rul es" (Appendi x B.1 of [RFC5234]):
DA T, ALPHA

The extension MJIST be "xm" for a plain XM_ file or "xm.gz" for an
XML file conpressed using GZIP

"uni que-id" allows an optional unique |ID generated by the Mi

Recei ver to distinguish among multiple reports generated

simul taneously by different sources within the same Domain Omer. A
vi abl e option may be to explore Universally Unique ldentifiers

(UUI Ds) [ RFC9562] .

If a report generator needs to re-send a report, the system MJUST use
the same filenanme as the original report. This would allow the
receiver to overwite the data fromthe original or discard the
second i nstance of the report.

For exanple, this is a sanple filenane for the gzip file of a report
to the Domai n Omer "exanple.com' fromthe Miil Receiver
"mail . receiver. exanpl e":

mai | . recei ver. exanpl e! exanpl e. com 1013662812! 1013749130. xm . gz

No specific M ME nessage structure is required for the nessage body.
It is presuned that the aggregate reporting address will be equi pped
to extract body parts with the prescribed nedia type and fil enane and
ignore the rest.



Mai | streans carryi ng DMARC f eedback data MJST conformto the DVARC
mechani sm thereby resulting in an aligned "pass" (see Section 4.4 of
[ RFC9989]). This practice minimzes the risk of Report Consumers
processi ng fraudul ent reports.

The RFC5322. Subject field for individual report subm ssions MJST
conformto the foll ow ng ABNF:

; FWS is inported from RFC 5322
dmar c- subj ect = %" Report" 1*FWS %" Domai n: "

1*FWS domai n- nane 1*FWS ; policy domain
%" Subm tter:" 1*FWS
domai n- nane 1*FWS ; report generator

[ %" Report-ID:" 1*FW5s ridtxt ] ; defined above

The first domain-name indicates the DNS domai n nane about which the
report was generated. The second domai n-nane indicates the DNS
domai n nane representing the Mail Receiver generating the report.
The purpose of the Report-ID: portion of the field is to enable the
Domain Omer to identify and ignore duplicate reports that m ght be
sent by a Mail Receiver.

For instance, this is a possible Subject field for a report to the
Domai n Oamner "exanpl e.com fromthe Miil Receiver
"mai |l .receiver.exanple". It is folded as allowed by [ RFC5322]:

Subj ect: Report Dommin: exanple.com
Submitter: mail.receiver.exanple
Report-I1D: <sampl e-ridt xt @xanpl e. conr

This transport mechani smpotentially encounters a probl em when
f eedback data size exceeds maxi nrum al | owabl e attachnent sizes for
either the generator or the consuner.

Optionally, the report sender MAY choose to use the sane "ridtxt" as
a part or whole of the RFC5322. Message-1d header included with the
report. Doing so may help receivers distinguish when a nessage is a
re-transm ssion or duplicate report.

3.5.3. Oher Mthods

The specification as witten allows for the addition of other
regi stered URI schenes to be supported in | ater versions.

3.5.4. Handling of Duplicates

There may be a situation where the report generator attenpts to
deliver duplicate information to the receiver. This may manifest as
an exact duplicate of the report or as duplicate information between
two reports. In these situations, the decision of howto handle the
duplicate data lies with the receiver. As noted above, the sender
MUST use the sane unique identifiers when sending the report. This
all ows the receiver to better understand when duplicates happen

Here are a few options on how to handl e that duplicate information

* Reject back to sender, ideally with a pernfail error noting the
duplicate receipt

* Discard upon receipt

* |nspect the contents to evaluate the tinestanps and reported data,
act as appropriate

* Accept the duplicate data



When accepting the data, it’s likely that the duplicate data has not
yet been noticed and is a one-off experience. Long-termduplicate
data is not ideal. 1In the situation of a partial tinme frane overl ap,
there is no clear way to di stinguish the inpact of the overlap. The
recei ver would need to accept or reject the duplicate data in whole.

Verifying External Destinations

It is possible to specify destinations for the different reports that
are outside the authority of the Domain Owmer nmking the request.
This all ows donains that do not operate nail servers to request
reports and have them go soneplace that is able to receive and
process them

W thout checks, this would allow a bad actor to publish a DVARC
Policy Record that requests that reports be sent to a victim address
and then send a large volune of mail that will fail both DKIM and SPF
checks to a wide variety of destinations; the victimwll in turn be
fl ooded with unwanted reports. Therefore, a verification nechani sm

i s included.

When a Mail Receiver discovers a DMARC Policy Record in the DNS, and
the Organi zational Domain at which that record was di scovered is not
identical to the Organizational Domain of the host part of the
authority conponent of a [RFC3986] specified in the "rua" tag, the
followi ng verification steps MIUST be taken

1. Extract the host portion of the authority conponent of the URI.
Call this the "destination host", as it refers to a Report
Recei ver.

2. Prepend the string " _report. dmarc".

3. Prepend the donmain nane from which the policy was retrieved,
after conversion to an A-label [RFC5890] if needed.

4. 1f the length of the constructed name exceed DNS limts, a
positive determ nation of the external reporting rel ationship
cannot be nmde; stop.

5. Query the DNS for a TXT record at the constructed nane. |If the
result of this request is a tenporary DNS error of some kind
(e.g., atinmeout), the Mail Receiver MAY elect to temporarily
fail the delivery so the verification test can be repeated | ater

6. For each record returned, parse the result as a series of
"tag=val ue" pairs, i.e., the sanme overall format as the DVARC
Policy Record (see Section 4.7 of [RFC9989]). |In particular, the
"v=DMARC1" tag is mandatory and MUST appear first in the list.

Di scard any that do not pass this test. A trailing ";" is
opti onal
7. If the result includes no TXT resource records that pass basic

parsing, a positive determ nation of the external reporting
rel ati onshi p cannot be made; stop.

8. If at least one TXT resource record remains in the set after
parsing, then the external reporting arrangenent was authorized
by the Report Consurmer.

9. If a "rua" tag is thus discovered, replace the correspondi ng
val ue extracted fromthe domain’s DVMARC Policy Record with the
one found in this record. This pernits the Report Consuner to
override the report destination. However, to prevent |oops or
i ndirect abuse, the overriding URI MJST use the same destination
host fromthe first step.



For exanple, if the DVARC Policy Record for "blue.exanple.conf

contai ned "rua=nmilto:reports@ ed. exanpl e. net", the Organizationa
Domai n host extracted fromthe latter ("red.exanple.net") does not
mat ch " bl ue. exanpl e. com', so this procedure is enacted. A TXT query
for "blue.exanple.com report. _dmarc.red.exanple.net" is issued. |If
a single reply cones back containing a tag of "v=DMARCL", then the
rel ati onship between the two is confirnmed. Moreover,

"red. exanpl e.net" has the opportunity to override the report
destination requested by "blue. exanple.cont if needed.

Where the above algorithmfails to confirmthat the externa

reporting was authorized by the Report Consuner, the URI MJST be
ignored by the Mail Receiver generating the report. Further, if the
confirmng record includes a URI whose host is again different than
the domai n publishing that override, the Miil Receiver generating the
report MUST NOT generate a report to either the original or the
override URI. A Report Consumer publishes such a record in its DNS
if it wishes to receive reports for other domains.

A Report Consuner that is willing to receive reports for any donain
can use a wildcard DNS record. For exanple, a TXT resource record at
"*_ _report._dmarc. exanpl e. con containing at |east "v=DVARCL"
confirns that exanple.comis willing to receive DMARC reports for any
domai n.

If the Report Consuner is overcone by volume, it can sinply renove
the confirmng DNS record. However, due to positive caching, the
change could take as long as the Tine to Live (TTL) on the record to
go into effect.

If the DNS query length is excessively long (Step 4 above), the
Domai n Omer nay need to consider using a shorter donmain nanme or
coordinate with another party that nay allow for a shorter DNS | abel

Ext ensi bl e Reporting

DVARC reports allow for sone extensibility, as defined by future
docunents that utilize DMARC as a foundation. These extensions MJST
be properly formatted XM. and neant to exist within the structure of
a DMARC report. Two positions of type "<any>" are provided in the
exi sting DMARC structure: one at file level in an "<extension>"

el ement after "<policy_published>" and one at record | evel after
"<auth_results>". In either case, the extensions MJST contain a UR
to the definition of the extension so that the receiver understands
how to interpret the data.

At file |evel

<f eedback xm ns="urn:ietf:parans: xn :ns: dnarc-2. 0"
xm ns: ext="URl for an extension-supplied nane space">

<pol i cy_publ i shed>
<domai n>exanpl e. conk/ domai n>
<p>quar ant i ne</ p>
<sp>none</ sp>
<t esting>n</testing>
</ policy_published>
<ext ensi on>
<ext:arc-override>never</ext:arc-override>
</ ext ensi on>

Wthin the "record" el enent:

<record>



6.

6.

7.

7.

<r ow>

</ row>
<identifiers>

</identifiers>
<aut h_resul ts>

</auth_resul ts>
<ext:arc-results>

</ext:arc-resul ts>
</record>
<r ecord>

Here "arc-override" and "arc-results" are hypothetical el enent nanes
defined in the extension’ s namespace.

Extensi on el enents are optional. Any nunber of extensions is
allowed. |If a processor is unable to handle an extension in a
report, it SHOULD ignore the data and continue to the next extension.

| ANA Consi der ati ons

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry mechani smdescribed in [ RFC3688]. Two URI
assi gnnents have been registered by the | ANA

1. Registration for the DMARC Nanespace

| ANA has registered the following URI in the "ns

"I ETF XM. Regi stry" group:

registry within the

URI: urn:ietf:params:xm:ns:dmarc-2.0
Regi strant Contact: The IESG (iesg@etf.org)
XM.: N A; the requested URI is an XM. namespace.

2. Registration for the DMARC XM. Schenma

| ANA has registered the following URI in the "schema" registry within
the "I ETF XM. Regi stry" group:

URI: wurn:ietf:parans: xm:schema: dnarc-2.0
Regi strant Contact: The IESG (iesg@etf.org)
XM.:  See the DMARC XML scherma [ WBC. REC- xnl schema- 1]
[ WMBC. REC- xm schema-2] in Appendix A of this docunent.

Privacy Consi derations
Thi s section discusses exposure related to DMARC aggregate reporting.
1. Report Recipients

A DMARC Policy Record can specify that reports should be sent to an

i ntermedi ary operating on behalf of the Domain Owmer. This is done
when the Donain Omer contracts with an entity to nonitor nail
streans for abuse and performance issues. Receipt by third parties
of such data may or may not be permitted by the Mail Receiver’s
privacy policy, terms of use, or other sinilar governing docunent.
Domain Omers and Mail Receivers should both review and understand if
their own internal policies constrain the use and transm ssi on of
DMARC r eporti ng.

Sone potential exists for report recipients to performtraffic
anal ysis, making it possible to obtain metadata about the Receiver’s



traffic. In addition to verifying conpliance with policies,
Recei vers need to consider that before sending reports to a third

party.
.2. Data Contained Wthin Reports

Aggregat e feedback reports contain aggregated data relating to
messages purportedly originating fromthe Domain Owmer. The data
does not contain any identifying characteristics about individual
users. No personal information such as individual nail addresses, |IP
addresses of individuals, or the content of any nessages is included
in reports.

Mai | Receivers shoul d have no concerns in sending reports, as they do
not contain personal information. |In all cases, the data within the
reports relates to the donmain-level authentication informtion
provided by nmail servers sendi ng nessages on behal f of the Domain
Omer. This information is necessary to assist Domain Oamers in

i mpl ementi ng and mai nt ai ni ng DVARC.

Domai n Omners shoul d have no concerns in receiving reports, as they
do not contain personal information. The reports only contain
aggregated data related to the domain-Ievel authentication details of
messages claimng to originate fromtheir domain. This informtion
is essential for the proper inplenentation and operation of DVARC
Domain Owmners who are unable to receive reports for organizational
reasons can choose to exclusively direct the reports to an external
processor.

.3. Feedback Leakage

Provi di ng feedback reporting to Public Suffix Qperators (PSGs) for a
Public Suffix Domain (PSD) [RFC9989] can, in sone cases, cause
information to | eak out of an organization to the PSO This | eakage
could potentially be utilized as part of a program of pervasive
surveill ance (see [RFC7624]). There are roughly three cases to
consi der:

Single Organization PSDs (e.g., ".ml"):
Aggregate reports based on PSD DMARC have the potential to contain
i nformati on about mail related to entities managed by the
organi zation. Since both the PSO and the Organizational Domain
Omners are comon, there is no additional privacy risk for either
normal or non-existent domain reporting due to PSD DVARC.

Mul ti-organi zati on PSDs requiring DMARC usage (e.g., ".bank"):
Aggregate reports based on PSD DVARC wi Il only be generated for
domai ns that do not publish a DMARC Policy Record at the
Organi zational Domain or host |level. For domains that do publish
the required DVMARC Policy Records, the feedback reporting
addresses of the Organizational Dormain (or hosts) will be used.
The only direct risk of feedback | eakage for these PSDs are for
Organi zati onal Domains that are out of conpliance with PSD policy.
Data on non-exi stent domai ns woul d be sent to the PSO

Mul ti-organi zati on PSDs not requiring DVARC usage (e.g., ".cont):
Privacy risks for Organizational Donmins that have not depl oyed
DMARC wi t hin such PSDs can be significant. For non- DMARC
Organi zati onal Domains, all DMARC feedback will be directed to the
PSO if that PSOitself has a DMARC Policy Record that specifies a
"rua" tag. Any non-DVARC Organi zati onal Domain would have its
feedback reports redirected to the PSO The content of such
reports, particularly for existing donmains, is privacy sensitive.

PSOCs will receive feedback on non-exi stent domains, which may be
simlar to existing O ganizational Domains. Feedback related to such



domai ns have a small risk of carrying information related to an

actual Organi zational Domain. To mininize this potential concern,
PSD DMARC feedback MJUST be linmted to aggregate reports. Failure
reports carry nore detailed infornation and present a greater risk

8. Security Considerations

Wiile reviewing this docunent and its security considerations, it is
i deal that the reader also review the Privacy Considerations section
above, as well as the privacy considerations and security
considerations in Sections 10 and 11 of [RFC9989].

8.1. Report Content as an Attack

Aggregate reports are supposed to be processed automatically. An
attacker might attenpt to conpronmise the integrity or availability of
the report processor by sending nmal formed reports. In particular,
the archive deconpressor and XM. parser are at risk to resource
exhaustion attacks (zip bonmb or XM. bonb).

8.2. False Information

The data contained within aggregate reports may be forged. An
attacker mght attenpt to interfere with or influence policy
decisions by submitting false reports in large volune. The attacker
could also be attenpting to influence platformarchitecture

deci sions. A vol une-based attack may al so inpact the ability for a
Report Receiver to accept reports fromother entities.

8.3. Disclosure of Filtering Information

Wil e not specified in this docunent itself, the availability of
extensions could enable the report generator to disclose information
about nessage pl acenent (I nbox/Spametc.). This is very nuch

di scouraged as it could relay this information to a malicious party,
all owing themto understand nmore about filtering methodol ogies at a
receiving entity.

9. (Operational Considerations
9.1. Report Generation
* The error fields should be reasonably terse and usabl e.

* |f reports cannot be generated, the systemshould ideally log a
useful error that hel ps troubl eshoot the issue.

9.2. Report Evaluation

As noted above, if a report does not match the specified format, the
evaluator will likely find the contents to be in question
Alternately, the evaluator nmay decide to sideline those reports so
they can nore easily collaborate with the report generator to
identify where the issues are happeni ng.

It'’s quite likely that the data contained within the reports will be
extracted and stored in a systemthat allows for easy reporting,
dashboardi ng, and/or nonitoring. The XM reports thensel ves are not
human readable in bulk, and a system such as the above may aid the
Domain Omer with identifying issues.

9.3. Report Storage
Once a report is accepted and properly parsed by the report

evaluator, it is entirely up to that evaluator as to what they wi sh
to do with the XM. docunments. For sone donmins, the quantity of



10.

10.

reports could be fairly high, or the size of the reports thensel ves
could be large. Once the data fromthe reports has been extracted
and i ndexed, the reports seenmngly have little value in nost

si tuations.
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Appendi x A.  DMARC XML Schema

<?xm version="1.0"?>

<xs:schema xm ns: xs="htt p://ww. w3. or g/ 2001/ XM_Schema"
t ar get Nanespace="urn: i etf: parans: xm : ns: dmarc-2. 0"
xm ns="urn:ietf:paranms: xm :ns:dmarc-2.0"
el ement For mDef aul t =" qual i fi ed">



<I-- Elenents with an optional "lang" attribute. -->
<xs: conpl exType name="l| angAttrString">
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute name="I|ang" type="xs:I|anguage"
use="optional " default="en"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<l-- The time range in UTC defining the reporting period of

this report, specified in seconds since epoch. -->
<xs: conpl exType name="Dat eRangeType" >
<xs:all>

<xs: el enent nanme="begi n" type="xs:integer"
m nCccurs="1" maxCccurs="1"/>
<xs: el enent name="end" type="xs:integer"
m nCccur s="1" maxCccurs="1"/>
</[xs:all>
</ xs: conpl exType>

<!-- Report generator netadata. -->
<xs: conpl exType name="Report Met adat aType" >
<xs:all>

<l-- Reporting Organization -->

<xs: el enent name="org nane" type="xs:string"
m nCccurs="1" maxCccurs="1"/>

<l-- Contact to use when contacting the Reporting Organization
<xs: el enent name="email" type="xs:string"

m nCccur s="1" maxCccurs="1"/>
<l-- Additional contact details -->

<xs: el enent name="extra_contact _info" type="langAttrString"
m nCccurs="0" maxCccurs="1"/>
<!-- Unique Report-ID -->
<xs: el enent name="report _id" type="xs:string"
m nCccur s="1" maxCccurs="1"/>
<I-- Tinestanps used when formng report data -->
<xs: el enent nane="dat e_range" type="DateRangeType"
m nCccurs="1" maxCccurs="1"/>
<l-- Optional error nessages when processi ng DMARC policy -->
<xs: el enent name="error" type="langAttrString"
m nCccur s="0" maxCccurs="1"/>
<l-- Optional information about the generating software -->
<xs: el enent nanme="generator" type="xs:string"
m nCccurs="0" maxCccurs="1"/>
</xs:all>
</ xs: conpl exType>

<l-- Alignnent node (relaxed or strict) for DKIMand SPF. -->
<xs: si npl eType nane="Al i gnnent Type" >
<xs:restriction base="xs:string">
<xs:enuneration value="r"/>
<xs:enuneration val ue="s"/>
</xs:restriction>
</ xs: si npl eType>

<l-- The policy actions specified by p, sp, and np in the
DMARC Policy Record. -->
<xs:si npl eType nane="Di spositionType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="none"/>
<xs: enuneration val ue="quarantine"/>
<xs:enuneration value="reject"/>
</xs:restriction>
</ xs:si npl eType>



<l-- The policy actions utilized on nessages for this record. -->
<l--
"none": No action taken
"pass”: No action, passing DMARC w enforcing policy
"quarantine": Failed DMARC, message marked for quarantine
"reject": Failed DVMARC, narked as reject
-->
<xs: si npl eType nane="Acti onDi spositionType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="none"/>
<xs:enuneration val ue="pass"/>
<xs:enuneration val ue="quarantine"/>
<xs: enuneration value="reject"/>
</xs:restriction>
</ xs: si npl eType>

<l-- The nmethod used to discover the DMARC Policy Record used during
eval uation. The avail able values are "psl" and "treewal k",
where "psl" is the nethod from RFC 7489 and "treewal k" is
described in RFC 9989. -->
<xs: si nmpl eType nane="Di scoveryType" >
<xs:restriction base="xs:string">
<xs: enuneration val ue="psl"/>
<xs:enuneration val ue="treewal k"/>
</xs:restriction>
</ xs: si npl eType>

<l-- The published DMARC policy. Unspecified tags have their

default values. -->
<xs: conpl exType name="Pol i cyPubl i shedType" >
<xs:al | >

<!-- The domain at which the DVARC record was found. -->
<xs: el enent nanme="donai n" type="xs:string"
m nCccurs="1" maxCccurs="1"/>
<!-- The policy published for nmessages from -->
<l-- * the domain. -->
<xs: el enent nanme="p" type="Di spositionType"
m nCccurs="1" maxCccurs="1"/>
<l-- * subdonmins. -->
<xs: el enent name="sp" type="Di spositionType"
m nCccurs="0" maxCccurs="1"/>
<l-- * non-existent subdomains. -->
<xs: el enent name="np" type="Di spositionType"
m nCccurs="0" maxCccurs="1"/>
<l-- The DKIM alignnent node. -->
<xs: el enent name="adki m' type="Ali gnnent Type"
m nCccurs="0" maxCccurs="1"/>
<l-- The SPF alignnment node. -->
<xs: el enent nanme="aspf" type="Alignnent Type"
m nCccurs="0" maxCccurs="1"/>
<l-- Method used to find/obtain DMARC policy. -->
<xs: el enent name="di scovery_net hod" type="Di scoveryType"
m nCccurs="0" maxCccurs="1"/>
<l-- Failure reporting options in effect. -->
<xs: el enent nanme="fo" type="xs:string"
m nCccurs="0" maxCccurs="1"/>
<I-- Whether testing node was declared in the DMARC Record. -->
<xs: el enent name="testing" type="TestingType"
m nCccurs="0" maxCccurs="1"/>
</xs:all>
</ xs: conpl exType>

<l-- Values for Testing node attached to policy. -->
<xs:sinpl eType nanme="Testi ngType">
<xs:restriction base="xs:string">



<XS:enuneration val ue="n"/>
<xs: enuneration val ue="y"/>
</xs:restriction>
</ xs: si npl eType>

<l-- The DMARC-aligned authentication result. -->
<xs:si npl eType nane="DVARCResul t Type" >
<xs:restriction base="xs:string">

<xs: enuneration val ue="pass"/>

<xs:enuneration value="fail"/>
</xs:restriction>
</ xs:si npl eType>

<!-- Reasons that may affect DMARC disposition or execution. -->
<xs: si npl eType nane="PolicyQverri deType" >
<xs:restriction base="xs:string">
<xs: enuneration val ue="local _policy"/>
<xs:enuneration value="mailing_list"/>
<xs:enuneration val ue="other"/>
<xs: enuneration value="policy test node"/>
<xs: enuneration value="trusted forwarder"/>
</ xs:restriction>
</ xs: si npl eType>

<l-- Override reason consists of pre-defined override type and
free-text coment. -->

<xs: conpl exType name="Pol i cyOverri deReason">

<xs:all>

<xs: el enent nanme="type" type="PolicyOverrideType"
m nCccurs="1" maxCccurs="1"/>
<xs: el enent nanme="conment" type="langAttrString"
m nCccurs="0" maxCccurs="1"/>
</[xs:all>
</ xs: conpl exType>

<l-- Taking into account everything else in the record,
the results of applying DMARC. If alignnent fails
and the policy applied does not match the dommin’s
configured policy, the reason el ement MJST be specified. -->
<xs: conpl exType nane="Pol i cyEval uat edType" >
<Xs:sequence>
<xs: el enent name="di sposition" type="ActionDi spositionType"
m nCccur s="1" maxCccurs="1"/>
<xs: el enent nanme="dki n type="DVMARCResult Type"
m nCccurs="1" maxCccurs="1"/>
<xs: el enent name="spf" type="DVARCResul t Type"
m nCccurs="1" maxCccurs="1"/>
<xs: el enent name="reason" type="PolicyOverri deReason"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="RowType">
<xs:all>
<l-- The connecting I P. |Pv4address or |Pv6address
as defined in RFC 3986, Section 3.2.2. -->
<xs: el enent nanme="source_ip" type="xs:string"
m nCccurs="1" maxCccurs="1"/>
<l-- The nunber of messages for which the
Pol i cyEval uat edType was applied. -->
<xs: el enent name="count" type="xs:integer"
m nCccurs="1" maxCccurs="1"/>
<!-- The DMARC di sposition applied to matchi ng nessages. -->
<xs: el enent nanme="policy_eval uated" type="PolicyEval uat edType"
m nCccurs="1" maxCccurs="1"/>
</xs:all>



</ xs: conpl exType>

<xs: conpl exType name="IdentifierType">
<xs:all>

<I--

The RFC5322. From domain. -->

<xs: el enent nanme="header froni type="xs:string"
m nCccurs="1" maxCccurs="1"/>

<l--

The RFC5321. Mai | From domai n. -->

<xs: el enent nane="envel ope_fron' type="xs:string"
m nCccurs="0" maxCccurs="1"/>

<!-- The envel ope recipient domain. -->
<xs: el enent name="envel ope_to" type="xs:string"
m nCccur s="0" maxCccurs="1"/>

</ xs

rall >

</ xs: conpl exType>

<I--

<XS:
<XS.:

<XS

<XS:
<XS:
<XS:
<XS:

</ xs

DKIM verification result; see RFC 8601, Section 2.7.1. -->
<xs: si npl eType nanme="DKI MrResul t Type" >
<xs:restriction base="xs:string">

enumner at i
enumner at i
senumer at i
enuner at i
enuner at i
enuner at i
enumner at i
crestricti

on
on
on
on
on
on
on
on>

</ xs: si npl eType>

val ue="none"/ >

val ue="pass"/ >

val ue="fail"/>

val ue="policy"/>
val ue="neutral "/ >
val ue="temperror"/>
val ue="pernerror"/ >

<xs: conpl exType name="DKI MAut hResul t Type" >
<xs:all>
<l-- The "d=" tag in the signature. -->
<xs: el enent nane="donai n" type="xs:string"

m nCccurs="1" maxCccurs="1"/>

<l-- The "s=" tag in the signature. -->

<xs: el enent name="sel ector" type="xs:string"

m nCccur s="1" maxCccurs="1"/>

<l--

The DKIM verification result. -->

<xs: el enent name="result" type="DKI MResul t Type"

m nCccurs="1" maxCccurs="1"/>

<l-- Any extra information (e.g., from Authentication-Results).
<xs: el enent name="human_result" type="langAttrString"

m nCccur s="0" maxCccurs="1"/>

</ xs

rall >

</ xs: conpl exType>

<I--

<I--

<XS.:

<XS

<XS:
<XS:
<XS:
<XS:
<XS.:
<XS:

</ xs

SPF dommi n scope. -->

<xs: si npl eType nane=" SPFDomai nScope" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="nfron/>
</xs:restriction>

</ xs: si npl eType>

SPF verification result; see RFC 8601, Section 2.7.2. -->
<xs: si npl eType nane="SPFResul t Type" >
<xs:restriction base="xs:string">

enumner at i
senumer at i
enuner at i
enuner at i
enuner at i
enumner at i
enumner at i
enuner at i
rrestricti

on
on
on
on
on
on
on
on
on>

</ xs:si npl eType>

val ue="none"/ >

val ue="pass"/ >

val ue="fail"/>

val ue="softfail"/>
val ue="policy"/>
val ue="neutral "/ >
val ue="tenperror"/>
val ue="pernerror"/>

S



<xs: conpl exType nanme="SPFAut hResul t Type" >
<xs:all>
<!-- The checked donmain. -->
<xs: el enent name="donai n" type="xs:string"
m nCccurs="1" maxCccurs="1"/>
<l-- The scope of the checked domain. -->
<xs: el enent nanme="scope" type="SPFDonai nScope"
m nCccurs="0" maxCccurs="1"/>
<l-- The SPF verification result. -->
<xs: el enent name="result" type="SPFResult Type"
m nCccurs="1" maxCccurs="1"/>
<l-- Any extra information (e.g., from Authentication-Results).
The information in the field bel ow should be for a
person to be provided with additional information
that may be useful when debuggi ng SPF aut hentication
i ssues. This could include broken records, invalid
DNS responses, etc. -->
<xs: el enent name="human_result" type="langAttrString"
m nCccurs="0" maxCccurs="1"/>
</xs:all>
</ xs: conpl exType>

<l-- This element contains DKIMand SPF results, uninterpreted
with respect to DVARC. -->
<xs: conpl exType name="Aut hResul t Type" >
<XS:sequence>
<l-- There may be zero or nore DKI M signatures. -->
<xs: el enent name="dki m' type="DKI MAut hResul t Type"
m nCccur s="0" maxCOccur s="unbounded"/ >
<l-- There may be zero or one SPF result. -->
<xs: el enent nanme="spf" type="SPFAut hResul t Type"
m nCccurs="0" maxCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>

<l-- This elenment contains all the authentication results that
were eval uated by the receiving systemfor the given set of
messages. -->

<xs: conpl exType nane="Recor dType" >
<Xs:sequence>
<xs: el enent name="row' type="RowType"
m nCccur s="1" maxCccurs="1"/>
<xs: el enent nanme="identifiers" type="ldentifierType"
m nCccurs="1" maxCccurs="1"/>
<xs: el enent name="auth_results" type="AuthResultType"
m nCccurs="1" maxCccurs="1"/>
<l-- Extension at record level -->
<xs:any processContents="| ax"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Ext ensi onType" >
<XS:sequence>
<xs:any processContents="| ax"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<l-- Parent -->
<xs: el enent nane="feedback" >
<xs: conpl exType>
<Xs:sequence>
<xs: el enent name="versi on" type="xs:deciml"
m nCccurs="0" maxCccurs="1"/>



<xs: el enent nanme="report_netadata" type="ReportMetadataType"
m nCccurs="1" maxCccurs="1"/>
<xs: el enent nanme="policy_published" type="PolicyPublishedType"
m nCccurs="1" maxCccurs="1"/>
<l-- Extension at top level -->
<xs: el enent name="extension" type="ExtensionType"
m nCccur s="0" maxCccurs="1"/>
<l-- One record (IP, result, IDs Auths) per tuple -->
<xs: el enent nanme="record" type="RecordType"
m nCccurs="1" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

Appendi x B. Sanpl e Report

<f eedback xm ns="urn:ietf:parans: xm : ns: dmarc-2. 0" >
<versi on>1. 0</ ver si on>
<report _net adat a>
<or g_nane>Sanpl e Reporter</org_nane>
<enui | >report _sender @xanpl e-reporter. conx/ email >
<extra_contact_info>. ..</extra_contact_info>
<report _i d>3v98abbp8ya9n3va8yr 8oa3ya</report i d>
<dat e_r ange>
<begi n>302832000</ begi n>
<end>302918399</ end>
</ dat e_range>
<gener at or >Exanpl e DMARC Aggregate Reporter v1.2</generator>
</ report _net adat a>
<pol i cy_publ i shed>
<donmi n>exanpl e. conx/ donai n>
<p>quar ant i ne</ p>
<sp>none</ sp>
<np>none</ np>
<testing>n</testing>
<di scovery_nmnet hod>t r eewal k</ di scovery_net hod>
</ policy_published>
<record>
<r ow>
<source_i p>192. 0. 2. 123</ source_i p>
<count >123</ count >
<pol i cy_eval uat ed>
<di sposi ti on>pass</ di sposition>
<dki nppass</ dki n»
<spf>fail </ spf>
</ policy_eval uat ed>
</ row>
<identifiers>
<envel ope_fronmpexanpl e. conx/ envel ope_frone
<header _fronmpexanpl e. conx/ header _fronp
</identifiers>
<auth_results>
<dki e
<domai n>exanpl e. conk/ domai n>
<resul t >pass</resul t>
<sel ect or >abc123</ sel ect or >
</ dki e
<spf >
<domai n>exanpl e. conk/ domai n>
<result>fail</result>
</ spf>
</auth_results>
</record>
</ f eedback>



Appendi x C. Differences from RFC 7489

Here is a bulleted list of some of the nore noticeabl e/i nportant
di fferences between DVARC [ RFC7489] and this docunent:

* Many el enents of the defining XSD have been clarified, which means
the structure of the report should be nore consistent

* The report identifier has nore structure

* Carification provided about the nunber of dommins to be addressed
per report

* The addition of extensions as part of the report structure
* PSD is now included as part of the specification
* Selector is now required when reporting a DKIM signature

Furthernore, the original DMARC specification was contained within a
singl e docunent: [RFC7489]. The original docunent has been split
into three docunents: [RFC9989], this docunment, and [ RFC9991]. This
all ows these pieces to potentially be altered in the future without
re-opening the entire docunment, as well as allowing themto nove
through the | ETF process i ndependently.
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