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I ntroduction
The I nternet Message Access Protocol (I MAP) specification [ RFC9051]
defines the use of nessage keywords, and [ RFC5788] describes the
creation of the "I MAP and JMAP Keywords" registry. Simlarly,
[ RFC8457] describes the creation of the "I MAP Mail box Name
Attributes" registry. [RFC8621] updates these registries to apply to
messages and nmi | boxes over the JVMAP as wel | .
Thi s docunent defines 17 nessage keywords:
*  $aut osent
* $canunsubscri be
*  $foll owed
*  $hasat t achment
*  $hasnmeno

*  $hasnoat t achnent

*  $inported



*  $istrusted

* $Mail FlagBitO
* $Mail FlagBitl
* $Mail FlagBit2

*  $maskedemai |

*  $neno

*  $nuted
*  $new

* $notify

* $unsubscri bed

And defines three mail box name attributes:
*  Menos

*  Schedul ed

*  Snoozed

Thi s docunent al so registers these in the "I MAP and JMAP Keywor ds"
registry and "I MAP Mail box Name Attributes” registry.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Fl ag Col or Keywor ds
The I nternet Message Access Protocol (IMAP) specification [ RFC9051]
defines a \Flagged systemflag to mark a nessage as urgent / in need
of special attention. The new keywords defined in Section 3.1 allow
such a flagged nessage to have that flag be of one of seven colors.
.1. Definition of the $Muil FlagBit_ Message Keywords

The three flag col or keywords:

* $Mail Fl agBitO0
* $Mail FlagBitl
* $Mail FlagBit2

make up a bit pattern that defines the color of the flag as such

f ool oo ool oo ool e oo
| Bit 0] Bit 1| Bit 2| Color |
+o———ooo4 -4 -4 -—————=——+
| O | O | O | red |
+------- +------- +------- F----- - - +
| 1 | O | O | orange



AR, AR, AR, S SRR +
| 1 | 1 | O | green |
Fomm o - Fomm o - Fomm o - T +
| O | O | 1 | blue |
N N N Fomm e - o - +
| 1 | O | 1 | purple |
AR, AR, AR, S SRR +
| O | 1 | 1 | gray |
Fomm o - Fomm o - Fomm o - T +

Table 1: Flag Col ors

Note that the bit conbination 111 (all three bits set) is not
assigned a color, resulting in seven distinct flag colors instead of
ei ght possi bl e conbi nati ons.

These flags MJUST be ignored if the \Flagged systemflag is not set.
If the \Flagged systemflag is set, the flagged status MAY be
presented to the user in the color corresponding to the conbination
of the three flag col or keywords.

3.2. Inplenmentati on Notes

A mil client that is aware of these flag col or keywords MJST cl ear
all three flag color keywords when the user unflags the nessage,
i.e., when clearing the \Flagged systemflag, all three flag col or
keywor ds MJUST al so be cl eared.

A mail client MUST NOT set any of these flags unless the \Flagged
systemflag is already set or is being set.

Servers MAY cl ear these flag col or keywords when a client clears the
\ Fl agged system fl ag.

Wil e these keywords are defined in terms of colors, clients SHOULD
provide alternatives for users who cannot perceive colors. This
could include using different shapes, patterns, text |abels, audio
cues, or other distinguishing characteristics that convey the sane
semantic meaning as the color variations. The specific bit patterns
can serve as identifiers for such alternative representations.

4. Attachment Detection Keywords

The foll owi ng keywords help clients determ ne whether a nessage
contains attachments without having to fetch and parse the entire
message structure. This is particularly useful for displaying
attachnent indicators in nessage lists or inplenmenting attachnent-
based filtering.

The $hasattachnent and $hasnoattachnment keywords are mutual ly
excl usive. A nessage MJUST NOT have both keywords set sinultaneously.

4.1. $hasattachnent

The $hasattachnent keyword indicates that a nmessage has one or nore
attachnents. It is set by the server during nessage delivery;
otherwise, it is set by the client (if neither $hasattachment nor
$hasnoattachnment is currently set).

This keyword enables clients to indicate attachnments (e.g., paperclip
icons) in nessage lists without having to fetch the full MM
structure for each nessage. It also facilitates attachnent-based
filtering and search operations.

When using JMAP, the "hasAttachment" Emmil property MJIST refl ect the



same information as this keyword for consistency across protocols.
4.2. $hasnoattachment

The $hasnoattachnent keyword explicitly indicates that a nessage does
not have any attachnments. It is set by the server during nessage
delivery; otherwise, it is set by the client (if neither

$hasatt achment nor $hasnoattachnment is currently set).

Thi s keyword conpl ements $hasattachnment by providing definitive
i nformati on about messages that have been anal yzed but found to
contain no attachnents. The absence of $hasattachnment alone is
inconclusive, as it mght sinply nean the nmessage hasn’t been
processed for attachnent detection.

This explicit distinction is inportant for clients that need to know
whet her attachment detection has been perforned on a nessage. When
usi ng JMAP, the "hasAttachment" Enmmil property MJST reflect the sane
informati on as this keyword.

5. Menps Keywords

The foll owi ng keywords are used to support user-created annotations
or menos attached to messages. They allow for contextual notes to be
added to conversations while maintaining proper cross-referencing

bet ween nessages and their annotati ons.

The $menmp keyword is applied to the neno nmessage itself (the note-to-
self), while the $hasmenp keyword is applied to the original nmessage
bei ng annotated. This creates a bidirectional rel ationship that
allows clients to efficiently |ocate nenos and their associ ated
nessages.

The $menmp and $hasnmeno keywords are nutual ly exclusive. A message
MUST NOT have both keywords set sinultaneously.

5.1. S$hasneno

The $hasmeno keyword indicates that a nessage has an associ ated meno
(identified by the $menp keyword) in the same thread. This allows
clients to efficiently identify nessages with annotations without
having to exam ne all messages in a thread.

When a client creates a neno for a nessage, it MJST add this keyword
to the nessage bei ng annotated while adding the $meno keyword to the
meno nmessage itself. Conversely, when a neno is deleted, the client
MUST renove this keyword fromthe annotated nessage.

Thi s keyword enabl es several optimzations for clients. It allows
for efficient searching for nmessages with annotations, enables
indicators in nessage lists to indicate which nessages have nenos,
and hel ps clients decide whether to fetch entire conversation threads
when | oading a mail box to ensure nmenps are properly presented.

5.2. $neno

The $menmo keyword identifies a message as a note-to-self created by
the user regardi ng another nessage in the sanme thread. It allows for
contextual annotations to be added to conversations.

Messages with this keyword should be constructed simlarly to a reply
to the nessage being annotated, with appropriate Subject and Reply-To
headers set to maintain context and threading. Servers SHOULD store
messages with this keyword in a mail box with the "Menps" mail box nane
attribute (see Section 9.2.3), if available.
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Supporting clients MIST present these nessages differently from
regular emails. Rather than presenting them as standal one nessages,
they MUST be presented as annotations attached to the nessage they're
commenting on. dients may provide special U affordances for
editing or deleting these nenos, which typically requires replacing
the message since emnil nessages are imrmutable.

When a client creates or renoves a nmeno, it MJST also set or clear
the rel ated $hasnenmo keyword on the nessage being annotated to
mai ntai n proper cross-referencing.

Subscri pti on Managenment Keywords

The foll owi ng keywords help clients manage nmailing |ist
subscriptions. They provide nechanisns for tracking unsubscription
attenpts and identifying nessages with valid unsubscribe options.

$canunsubscri be

The $canunsubscribe keyword indicates that a nessage contains a
val id, List-Unsubscribe header conpliant with [ RFC8058] that clients
can use to provide one-click unsubscribe functionality.

This keyword is set by servers during nessage delivery when they
detect a valid List-Unsubscribe header and the nessage passes

i npl ementation-specific reputation checks. This pre-verification is
important, as not all List-Unsubscribe headers are trustworthy: sone
m ght lead to phishing sites or generate additional spam

The primary benefit of this keyword is efficiency: clients can know
whet her to offer unsubscribe functionality in their user interface
wi thout having to fetch and validate the List-Unsubscribe header for
every nessage. It also provides an extra |ayer of safety since the
server has already perforned reputati on checks on the unsubscribe
mechani sm

$unsubscri bed

The $unsubscri bed keyword indicates that the user has attenpted to
unsubscribe fromthe mailing |list associated with a message. It
provi des a persistent record of unsubscription attenpts across
multiple clients.

This keyword is set by a client after a user attenpts to unsubscribe
froma nmailing list, typically via a one-click List-Unsubscribe

action as defined in [RFC8058]. It serves as a record that an
unsubscription attenpt has been rmade, even if confirmation of
successful unsubscription hasn’'t been received. |t MJST NOT be set

if the unsubscription attenpt definitely fail ed.

Supporting clients can use this to provide an indicator on nessages
with this keyword to rem nd the user they have previously attenpted
to unsubscribe fromthis sender or mailing list. This can be hel pfu
when users revisit old nmessages and might otherw se attenpt to
unsubscri be again or when they receive additional messages despite
unsubscri bing and need to take further action

O her Message Keywords
$aut osent
The $aut osent keyword identifies messages that were automatically
generated and sent by the systemon behalf of the user, typically in

response to user-defined filtering rules or settings.

This keyword is set by the server on the user’s copy of vacation
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auto-replies, automated responses, or other system generated nessages
sent on behalf of the user. It allows clients to clearly distinguish
these nessages fromthose directly conposed and sent by the user

Supporting clients can present these nessages differently in the

\ Sent mail box, such as with a distinct indicator (e.g., icon or

| abel) indicating their automated nature. This hel ps prevent user
confusi on when they encounter nessages they don't renenber writing,
particularly in the case of vacation responses or other autonated
replies that may have been configured and then forgotten

$f ol | owed

The $fol |l owed keyword indicates that a user is particularly
interested in future nessages in a specific thread. This enables
special handling to ensure these nessages receive appropriate
attention.

VWhen a new nessage arrives in a thread where this keyword is present,
supporting servers MAY take actions to prioritize the nmessage. This
could include ensuring it is available in the inbox regardl ess of
filtering rules that m ght otherwise affect it, automatically adding
the $notify keyword to ensure notifications, or applying other

handl ing that increases its prom nence. The specific actions taken
and whet her they can be configured by the user depend on the

i mpl ement ati on.

Thread identification for this keyword follows the sane definition as
described in Section 7.6.

This keyword is set or cleared by clients based on user actions to
follow or unfollow a thread. Wen unfollowing a thread, clients MJST
renove this keyword fromall nessages in the thread that have it.

The $foll owed keyword is nutually exclusive with the $nuted keyword.
If both are present on nessages in the sane thread, servers MJST
treat the thread as followed rather than mnuted.

$i nported

The $inported keyword identifies messages that were inported into the
mai | box from anot her systemrather than received through normal mail
delivery channel s.

This keyword is set by servers during inport operations from other
mai | systens, data migrations, or nmanual inports fromlocal files.
It hel ps distinguish nessages that didn't arrive through normal nail
delivery and may have different characteristics or behaviors.

Supporting clients can provide an indicator for inported nessages,
especially if they have unusual properties such as unexpectedly old
dat es, unusual header structures, or other anonmalies that m ght

ot herwi se confuse users. Some clients might also offer filtering or
search capabilities specifically for inported nessages.

$i strusted

The $istrusted keyword indicates that a nmessage’s sender identity has
been verified by the server with a high degree of confidence. It
provides an indication that the nmessage is |likely authentic.

Thi s advisory keyword is set by the server during nessage delivery
when the authenticity of both the sender’s nanme and emmil address can
be verified with a high degree of confidence. This |evel of
verification typically applies to nessages sent by the nail box
provider itself to its custoners, where the provider has strong

evi dence of the message’s origin.



Supporting clients can provide a verification indicator (e.g., check
mark icon) for nessages with this keyword, hel ping users identify
legitimate conmmuni cations fromtheir service provider. This is
particularly inmportant for distinguishing authentic provider nessages
from phi shing attenpts that inpersonate the provider.

Servers MJST exercise caution when applying this keyword, as it
conveys trust to the user. |If misapplied, it could |lead users to
trust fraudul ent nessages.

It MJUST NOT be used for nmessages that have only passed standard
aut henti cati on mechani sns |i ke Sender Policy Franmework (SPF),
Domai nKeys ldentified Mail (DKIM, or Domain-based Message

Aut henti cation, Reporting, and Confornance (DVARC).

7.5. $naskedemi |

The $nmaskedenmi|l keyword indicates that a nessage was received
through a masked emai|l address -- an alias created specifically for
conmuni cations with a particular sender to protect the user’s prinmary
emai | address.

Thi s advisory keyword is set by the server during nessage delivery on
messages that arrive via such aliases. These m ght be automatically

gener at ed singl e-use addresses, service-specific addresses, or user-

created aliases for specific correspondents.

Supporting clients can provide an indicator (e.g., mask icon) for
messages with this keyword. This hel ps users understand that the
message was received through a privacy-enhancing alias rather than
their primary address. Cdients night also provide rel ated
functionality, such as the ability to disable the specific alias used
if it starts receiving unwanted nessages.

7.6. S$nuted

The $mut ed keyword provides a way for users to indicate they are not
interested in future nessages in a particular conversation thread.
Thi s enabl es aut onat ed processi ng of subsequent nessages in that
thread to reduce their prom nence.

When a new nessage arrives that belongs to the same thread as one
marked with this keyword, supporting servers MAY automatically
deprioritize the nessage. This could include noving it to an archive
or trash folder, marking it as read, or applying other handling that
reduces its pronminence. The specific actions taken and whether they
can be configured by the user depends on the inplenmentation

For thread identification purposes, nessages are considered part of
the sane thread when they share the sane thread identifier as defined
in Section 5.2 of [RFC8474] for |IMAP or Section 3 of [RFC8621] for
JMAP. This definition applies to all thread-related keywords in this
docunent .

This keyword is set or cleared by clients based on user actions to
mute or unnute a thread. Wen unnuting a thread, clients MJST renpve
this keyword fromall messages in the thread that have it. The
$muted keyword is mutually exclusive with the $foll owed keyword. |If
both are present on nessages in the sane thread, both servers and
clients MIST treat the thread as foll owed rather than nuted.

I mpl enenters should note the security considerations in the | ANA

registration: if an attacker gains access to a user’'s account, they
could nute threads to hide inportant comunications. However, this
represents only a small increase in risk since conprom sed accounts
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all ow many other simlar actions.
7. $new

The $new keyword indi cates that a nessage shoul d be enphasi zed or
made nore promnent to the user due to a recent system action, even
if the nessage itself is not new

Thi s advisory keyword is typically set by servers when a previously
snoozed nessage "awakens" and returns to the inbox after its snooze
period has el apsed. It signals to clients that, although this
message m ght have an ol der date, it should be treated as effectively
new in terns of user attention

Supporting clients can present these nessages with special treatnent
to draw user attention, such as enphasi zing, bol ding, or placing them
at the top of the nmessage list, even if strict date sorting would

pl ace them el sewhere

Clients MJUST clear this keyword when the user interacts with the
message, such as by opening, replying to, or otherw se acknow edgi ng
it. This prevents the nessage from renai ni ng enphasi zed i ndefinitely
after the user has accessed it.

8. $notify

The $notify keyword indicates that a client should present a
notification for a nessage. This provides a nmechanismfor nore
sel ective notifications than the common approach of notifying for
every nessage arriving in the inbox.

When a nessage with this keyword is delivered to a mailstore,
supporting clients SHOULD present a notification to the user unless
configured otherwi se by the user. This notification my occur

al ongsi de ot her nmessage notifications according to user preferences.

Thi s keyword enabl es both users (through filtering rules) and servers
(through automat ed processing) to identify specific nessages that
warrant user attention, even if they m ght otherwi se be filtered or
sorted in a way that wouldn't normally trigger a notification

Servers typically set this keyword during nessage delivery when a
message meets certain criteria indicating inportance to the user
Clients may clear the keyword when the user interacts with the
nmessage by opening it, archiving it, or performng other actions.
When one client clears this keyword, other clients connected to the
same account may choose to automatically dismiss their correspondi ng
notification.

Mai | box Nanme Attri butes
1. Snoozed

The Snoozed mail box nane attribute identifies a mailbox that is used
to store messages that have been temporarily renoved fromthe user’s
attention and schedul ed to reappear at a later tine.

When a user chooses to "snooze" a nessage, the supporting server
nmoves the nmessage to a nmailbox with this attribute. At the specified
"awaken" tinme, the server automatically noves the message back to its
original location (typically the inbox) and may mark it with the $new
keyword to ensure it receives proper attention

This attribute standardi zes the | ocation of snoozed nessages across
clients, allowing themto identify and manage snoozed nessages
consistently. However, this attribute merely identifies the storage
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| ocati on for snoozed messages and does not itself define the snoozing
nmechani smor interface.

Supporting clients may present the contents of this mail box
differently fromregul ar nmail boxes, such as organi zi ng nmessages by
their schedul ed "awaken" tine rather than received date or providing
speci alized interfaces for adjusting the snooze duration

Schedul ed

The Schedul ed mail box name attribute identifies a mail box that
cont ai ns nessages that have been conposed but are schedul ed to be
sent at a future tine rather than inmredi ately.

When a user conposes a nessage and chooses to send it at a |ater date
or time, the supporting server stores the nessage in a mailbox with
this attribute until the schedul ed sending tine. Once that tinme is
reached, the server sends the nessage and typically nmoves it to the
\'Sent mail box or delete it according to server policy.

This attribute standardi zes the | ocation of schedul ed nmessages across
clients, enabling users to review, edit, or cancel schedul ed nessages
before they are sent, regardless of which client was used to schedul e
t hem

Supporting clients may present the contents of this mailbox in a way
that highlights the schedul ed sending tinme and allows users to nodify
or cancel schedul ed nmessages before they are sent.

Menos

The Menos nmi |l box name attribute identifies a mail box designated for
storing nmessages that have the $nmeno keyword. These nessages are
user-created notes or annotations related to other nessages.

When a user creates a menp (a note-to-self regardi ng another
message), clients SHOULD store these nmessages in a mailbox with this
attribute. This separation allows clients to handl e nenos
differently fromregul ar nessages, presenting them as annotations
rat her than standal one comuni cati ons.

Storing menops in a designated mail box hel ps prevent them from
cluttering the user’s inbox or other nmessage folders, while stil
mai ntai ni ng them as proper enail nessages for conpatibility and
synchroni zati on purposes.
Supporting clients MJUST NOT present the contents of this mail box as
regul ar messages in their interface; instead, they MJST present them
contextual Iy al ongsi de the nessages they annotate when those nessages
are accessed.

I ANA Consi derations

The following 17 | MAP/ JMAP keywords have been registered in the "I MAP
and JMAP Keywords" registry, as established in [RFC5788].

| MAP/ JMAP Keywor d Regi strations
1. S$autosent Keyword Registration
| MVAP/ JVMAP keyword name:  $aut osent

Purpose: Indicate to the client that a nmessage was sent
automatically as a response due to a user rule or setting.

Private or Shared on a server: SHARED



Is it an advisory keyword or may it cause
keyword i s advisory.

When/ by whom t he keyword is set/cl eared:
server on delivery.

Rel at ed keywords: None

Rel ated | MAP capabilities: None
Security considerations: None
Publ i shed specification: RFC 9979
I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

.1.2. $canunsubscri be Keyword Regi stration

| MAP/ JMAP keyword name:  $canunsubscri be
Pur pose

Unsubscri be header that
SHARED

Private or Shared on a server:

Is it an advisory keyword or may it cause an automatic action

keyword i s advisory.

When/ by whom t he keyword i s set/cl eared:
server on delivery.

Rel at ed keywords: None

Rel ated | MAP capabilities: None
Security considerations: None
Publ i shed specification: RFC 9979
I nt ended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

.1.3. $foll owed Keyword Registration

| MAP/ JMAP keywor d name:  $f ol | owed

Pur pose

an automatic action: This

This keyword is set by the

Indicate to the client that this nessage has a List-
is compliant with [ RFC3058].

Thi s

This keyword is set by the

Indicate to the server that the user is particularly

interested in future replies to a particular thread.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action

keyword can cause automatic action

When/ by whom t he keyword i s set/cl eared:
cleared by the client.

Rel at ed keywor ds:

Mut ual Iy exclusive with $nuted.

Thi s

This keyword is set and

If both are
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specified on a thread, servers MJST behave as though only

$f ol | owed were set.
Rel ated | MAP capabilities: None
Security considerations: None
Publ i shed specification: RFC 9979
I ntended usage: COMVON
Scope: BOTH
Onner/ Change controller: |ESG
4. S$hasattachnent Keyword Registration

| MAP/ JVAP keyword nane: $hasat t achment

Purpose: Indicate to the client that a nessage has an attachnent.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This

keyword i s advisory.

When/ by whom t he keyword i s set/cl eared:
during nmessage delivery; otherwi se, it

nei t her $hasattachnent nor $hasnoattachnent

It is set by

t he server

is set by the client (if

is currently set).

Rel at ed keywords: Mitually exclusive with $hasnoattachnent

Rel ated | MAP capabilities: None
Security considerations: None
Publ i shed specification: RFC 9979
I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

5. $hasnmeno Keyword Registration

| MAP/ JMAP keyword name:  $hasneno

Purpose: Indicate to the client that a message has an

menmo with the $neno keyword.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic

keyword i s advisory.

When/ by whom t he keyword i s set/cl eared:

Thi s keyword

cleared by the client based on user interaction

Rel ated keywords: The $nenp and $hasnmeno keywords are

excl usi ve.
Rel ated | MAP capabilities: None

Security considerations: None

associ at ed

action: This

is set and

mut ual 'y



Publ i shed specification: RFC 9979

I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

.1.6. $hasnoattachment Keyword Regi stration
| MAP/ JMAP keyword name:  $hasnoat t achment

Purpose: Indicate to the client that a nmessage does not have an
attachnent.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: It is set by the server
during nmessage delivery; otherwise, it is set by the client (if
nei t her $hasattachment nor $hasnoattachnent is currently set).

Rel at ed keywords: Mitually exclusive w th $hasattachment

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

.1.7. $inmported Keyword Registration

| MAP/ JMAP keywor d name:  $i nported

Purpose: Indicate to the client that this nmessage was inported from
anot her mai | box.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by the
server on delivery.

Rel at ed keywords: None

Rel ated | MAP capabilities: None
Security considerations: None
Publ i shed specification: RFC 9979
I nt ended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG
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1.8. S$istrusted Keyword Registration
| MAP/ JMAP keyword nanme: $istrusted

Purpose: Indicate to the client that the authenticity of the from
nane and email address have been verified by the server

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by the
server on delivery.

Rel at ed keywords: None
Rel ated | MAP capabilities: None

Security considerations: Servers should nake sure this keyword is
only set for nessages that really are trusted

Publ i shed specification: RFC 9979

I nt ended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

1.9. $Mail FlagBit0 Keyword Registration

| MAP/ JVAP keyword nanme: $Mail Fl agBit0

Purpose: Bit 0 part of a 3-bit bitmask that defines the color of the
flag when the nessage has the systemflag \Fl agged set. See
Section 3 for details.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by a
client as the result of a user action to "flag" a nessage as
urgent / in need of special attention

Rel at ed keywords: $Mail FlagBitl, $Mil FlagBit2

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

9.1.10. $Muil FlagBitl Keyword Registration

| MAP/ JVAP keyword nanme: $Mail FlagBitl



Purpose: Bit 1 part of a 3-bit bitmask that defines the color of the
flag when the message has the systemflag \Flagged set. See
Section 3 for details.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by a
client as the result of a user action to "flag" a nessage as
urgent / in need of special attention

Rel at ed keywords: $Mail FlagBitO, $Mail FlagBit2

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

9.1.11. $Mail FlagBit2 Keyword Registration

| MVAP/ JMAP keyword name: $Mail Fl agBit 2

Purpose: Bit 2 part of a 3-bit bitmask that defines the color of the
flag when the nmessage has the systemflag \Flagged set. See
Section 3 for details.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by a
client as the result of a user action to "flag" a nessage as
urgent / in need of special attention

Rel at ed keywords: $Mail Fl agBit0O, $Muil FlagBitl

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

9.1.12. $maskedemmi| Keyword Registration

| MVAP/ JVMAP keyword nanme: $naskedenmi

Purpose: Indicate to the client that the nessage was received via an
alias created for an individual sender

Private or Shared on a server: SHARED



Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by the
server on delivery.

Rel at ed keywords: None

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I nt ended usage: LIM TED USE

Scope: BOTH

Onner/ Change controller: |ESG
9.1.13. $nmenp Keyword Registration

| MVAP/ JVMAP keyword name: $nenpo

Purpose: Indicate to the client that a nessage is a note-to-self
fromthe user regardi ng anot her nessage in the sane thread.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set and
cleared by the client based on user interaction

Rel at ed keywords: The $nenp and $hasneno keywords are nutually
excl usi ve.

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG
9.1.14. $nuted Keyword Registration

| MVAP/ JVMAP keyword name:  $nut ed

Purpose: Indicate to the server that the user is not interested in
future replies to a particular thread.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword can cause an automatic action

When/ by whom the keyword is set/cleared: This keyword is set and
cleared by the client.



Rel at ed keywords: Mitually exclusive with $followed. |[f both are
specified on a thread, servers MJST behave as though only
$f ol | oned were set.

Rel ated | MAP capabilities: None

Security considerations: Miting a thread can nean a user won't be
notified of a reply. |f sonmeone conprom ses a user’'s account,
they may mute threads where they don’t want the user to be
notified of the reply, for exanple, when sending phishing to the
user’'s contacts. However, there are many ot her ways an attacker
with access to the user’s mail box can al so achieve this, so this
is not greatly increasing the attack surface. Wen restoring
legitimate access to a stolen account, care nust be taken to find
and confirmor revert nute actions that nmay have been taken by the
attacker.

Publ i shed specification: RFC 9979

I nt ended usage: COMVON

Scope: BOTH

Onner/ Change controller: |ESG

9.1.15. $new Keyword Regi stration
| MAP/ JVAP keyword nane: $new

Purpose: Indicate to the client that a nmessage shoul d be made nore
prom nent to the user due to a recent action

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by the
server. Cients can clear the keyword based on user interaction

Rel at ed keywords: None

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: LIM TED USE

Scope: BOTH

Onner/ Change controller: |ESG
9.1.16. $notify Keyword Registration

| MAP/ JMAP keyword name: $notify

Purpose: Indicate to the client that a notification should be
presented for this nmessage.

Private or Shared on a server: SHARED

Is it an advisory keyword or nmay it cause an automatic action: This
keyword can cause an automatic action



When/ by whom the keyword is set/cleared: This keyword is set by the
server on delivery when a nessage neets certain criteria. 1t may
be cleared by a client when the user interacts with the nessage.

Rel at ed keywords: None

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: COMMVON

Scope: BOTH

Onner/ Change controller: |ESG

9.1.17. $unsubscribed Keyword Registration

| MAP/ JMAP keyword nane: $unsubscri bed

Purpose: Indicate the client has attenpted to unsubscribe fromthe
mailing list this message is from

Private or Shared on a server: SHARED

Is it an advisory keyword or nmay it cause an automatic action: This
keyword i s advisory.

When/ by whom the keyword is set/cleared: This keyword is set by the
client based on user interaction

Rel at ed keywords: None

Rel ated | MAP capabilities: None

Security considerations: None

Publ i shed specification: RFC 9979

I ntended usage: COMMON

Scope: BOTH

Onner/ Change controller: |ESG

.2. | MAP Mail box Name Attributes Registrations

The followi ng three | MAP/ JMAP nuai |l box nane attributes have been
registered in the "I MAP Mail box Name Attributes" registry, as
establ i shed by [ RFC8457].

Note that none of the attributes in this section have an inplied
backsl ash. This sets themapart fromthose specified in Section 2 of
[ RFC6154] .

.2.1. Snoozed Mil box Nanme Attribute Registration

Attribute Name: Snoozed

Description: ldentifies the mail box where tenporarily snoozed
nessages are stored.

Ref er ence: RFC 9979
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2. Schedul ed Mail box Nanme Attribute Registration
Attribute Nanme: Schedul ed

Description: ldentifies the mail box where nmessages schedul ed to be
sent at a later tine are stored.

Ref erence: RFC 9979
3. Menos Mail box Name Attribute Registration
Attribute Name: Menps

Description: ldentifies the mail box where user-created meno nessages
are stored.

Ref erence: RFC 9979
Security Considerations

The security considerations for the $istrusted and $nuted keywords
are described in Sections 9.1.8, 7.4, and 9.1. 14, respectively.

The use and interpretation of the keywords and mail box name
attributes defined in this document depend on the client’s and user’s
ability to trust the | MAP server. dCients should be aware that a
conprom sed or malicious server could set these keywords incorrectly
or mani pulate themto nislead users. For additional security
considerations related to | MAP, refer to [ RFC9051].

O herwi se, this docunent should not affect the security of the
I nternet.
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