
Internet Engineering Task Force (IETF)                        M. Prorock
Request for Comments: 9964                                     O. Steele
Category: Standards Track                                   Tradeverifyd
ISSN: 2070-1721                                                 May 2026

  ML-DSA for JSON Object Signing and Encryption (JOSE) and CBOR Object
                     Signing and Encryption (COSE)

Abstract

   This document specifies JSON Object Signing and Encryption (JOSE) and
   CBOR Object Signing and Encryption (COSE) serializations for the
   Module-Lattice-Based Digital Signature Standard (ML-DSA), a Post-
   Quantum Cryptography (PQC) digital signature scheme defined in US
   NIST FIPS 204.

Status of This Memo

   This is an Internet Standards Track document.

   This document is a product of the Internet Engineering Task Force
   (IETF).  It represents the consensus of the IETF community.  It has
   received public review and has been approved for publication by the
   Internet Engineering Steering Group (IESG).  Further information on
   Internet Standards is available in Section 2 of RFC 7841.

   Information about the current status of this document, any errata,
   and how to provide feedback on it may be obtained at
   https://www.rfc-editor.org/info/rfc9964.

Copyright Notice

   Copyright (c) 2026 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents
   (https://trustee.ietf.org/license-info) in effect on the date of
   publication of this document.  Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document.  Code Components extracted from this document must
   include Revised BSD License text as described in Section 4.e of the
   Trust Legal Provisions and are provided without warranty as described
   in the Revised BSD License.

Table of Contents

   1.  Introduction
   2.  Terminology
   3.  AKP Key Type
   4.  ML-DSA Private Keys
   5.  ML-DSA Algorithms
   6.  AKP Thumbprints
   7.  Security Considerations
     7.1.  Private Key Compromise
     7.2.  Rationale for Not Supporting HashML-DSA
     7.3.  Validation of Keys
     7.4.  Mismatched AKP Parameters
   8.  IANA Considerations
     8.1.  Additions to Existing Registries
       8.1.1.  New COSE Algorithms



       8.1.2.  New COSE Key Types
       8.1.3.  New COSE Key Type Parameters
       8.1.4.  New JOSE Algorithms
       8.1.5.  New JOSE Key Types
       8.1.6.  New JWK Parameters
   9.  References
     9.1.  Normative References
     9.2.  Informative References
   Appendix A.  Examples
     A.1.  JOSE
     A.2.  COSE
   Acknowledgments
   Contributors
   Authors’ Addresses

1.  Introduction

   This document specifies how to use ML-DSA keys and signatures as
   described in [FIPS-204] in conjunction with JOSE and COSE.  A new key
   type named Algorithm Key Pair (AKP) is defined to express public and
   private keys for use with algorithms not limited to those registered
   in this document.  Similarly, a new thumbprint algorithm is defined
   for AKP to ensure these keys can be compared according to the
   procedures defined in [RFC7638] and [RFC9679].

2.  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

   Some examples in this specification are truncated using "..." for
   readability.

3.  AKP Key Type

   This section specifies a generic cryptographic key structure for use
   with algorithms not limited to those registered in this document.
   The Algorithm Key Pair (AKP) type is used to express public and
   private keys for use with algorithms.  The concept of public and
   private information classes for key pairs originates from Section 8.1
   of [RFC7517].  The parameters for public and private information
   classes contain byte strings in a format specified by the alg value.
   The alg JSON Web Key (JWK) parameter or COSE Key Common parameter is
   REQUIRED for all AKP keys.  The pub parameter contains public
   information and is REQUIRED.  The priv parameter contains private
   information and MUST NOT be present in public keys.  Some algorithms
   may require or recommend additional structure or length checks for
   associated key type parameters.

   When AKP keys are expressed as JWKs, the key parameters are base64url
   encoded.  When AKP keys are expressed as COSE keys, no encoding is
   needed.

   This document introduces the AKP key type in [IANA.jose]:

   An example truncated private key for use with ML-DSA-44 in JWK format
   is provided below:

   {
      "kid": "T4xl70S7MT6Zeq6r9V9fPJGVn76wfnXJ21-gyo0Gu6o",
      "kty": "AKP",
      "alg": "ML-DSA-44",
      "pub": "unH59k4Ru...DZgbTP07e7gEWzw4MFRrndjbDQ",



      "priv": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"
   }

                   Figure 1: The All-Zeros ML-DSA-44 JWK

   This document introduces the AKP key type in [IANA.cose]:

   An example truncated private key for use with ML-DSA-44 in COSE_Key
   format is provided below:

   {
      / kid /   2: h’b8969ab4b37da9f068...6f0583bf5b8d3a8059a’,
      / kty /   1: 7, / AKP /
      / alg /   3: -48, / ML-DSA-44 /
      / pub  / -1: h’ba71f9f64e11baeb589...3830546b9dd8db0d’,
      / priv / -2: h’00000000000000...0000000000000000’
   }

                 Figure 2: The All-Zeros ML-DSA-44 COSE Key

4.  ML-DSA Private Keys

   Note that US NIST [FIPS-204] defines 2 expressions for private keys:
   a seed, and a private key that is expanded from the seed.

   Unlike [RFC9881], which supports the expanded private key format to
   maximize interoperability with existing implementations, this
   document specifies ML-DSA private key information using only the seed
   format.  The seed format was chosen to provide a single, compact
   representation that is consistent across both COSE and JOSE,
   simplifying key management and reducing storage requirements.

   For the ML-DSA private keys described in this document, the priv
   parameter MUST be the seed and MUST have a length of 32 bytes.

   This specification intentionally does not define a means of utilizing
   the expanded private key representation defined by US NIST FIPS so as
   to increase interoperability by having a single ML-DSA private key
   representation for COSE and JOSE.

   See the Security Considerations of this document for details.

5.  ML-DSA Algorithms

   The ML-DSA Signature Scheme is parameterized to support different
   security levels.

   In this document, the abbreviations ML-DSA-44, ML-DSA-65, and ML-
   DSA-87 are used to refer to ML-DSA with the parameter choices given
   in Table 1 of [FIPS-204].

   This document has registered the ML-DSA-44, ML-DSA-65, and ML-DSA-87
   algorithms in [IANA.jose] and [IANA.cose].

   In accordance with Section 3 of this document, ML-DSA key parameters
   have the following additional constraints:

   *  The pub parameter is the ML-DSA public key as described in
      Section 5.3 of US NIST [FIPS-204].

   *  The size of pub and the associated signature for each of these
      algorithms is defined in Table 2 of US NIST [FIPS-204] and
      repeated here for convenience:

      +===========+=============+============+================+
      | Algorithm | Private Key | Public Key | Signature Size |



      +===========+=============+============+================+
      | ML-DSA-44 | 2560        | 1312       | 2420           |
      +-----------+-------------+------------+----------------+
      | ML-DSA-65 | 4032        | 1952       | 3309           |
      +-----------+-------------+------------+----------------+
      | ML-DSA-87 | 4896        | 2592       | 4627           |
      +-----------+-------------+------------+----------------+

         Table 1: Sizes (In Bytes) of Keys and Signatures of
                                ML-DSA

      Note that priv size is always 32 bytes and that KeyGen_internal is
      called to produce the expanded private keys for "Private Key" in
      the table above.

      See Section 4 for further details.

   *  These algorithms are used to produce signatures as described in
      Algorithm 2 of US NIST [FIPS-204].

   *  The ctx parameter MUST be the empty string for ML-DSA-44, ML-DSA-
      65, and ML-DSA-87.

   *  Signatures are encoded as byte strings using the algorithms
      defined in Section 7.2 of US NIST [FIPS-204].

      When producing JSON Web Signatures, the signature byte strings are
      base64url encoded and the encoded signature size is larger than
      described in the table above.  When producing COSE signatures, no
      encoding is needed; see Section 4 of [RFC9052] for more details on
      how COSE signatures are created.

   *  Table 2 of [FIPS-204] describes the ML-DSA key and signature
      sizes.  ML-DSA produces significantly larger public keys and
      signatures compared to traditional algorithms.  This size increase
      can create challenges for deployments with limited bandwidth,
      memory, or processing capacity.  ML-DSA may not be suitable for
      use cases requiring small keys or signatures.  Use of thumbprints
      as described in [RFC7638] and [RFC9679] can reduce the need to
      repeat public key representations.

6.  AKP Thumbprints

   Although this document specifies how to represent ML-DSA keys using
   AKP, the AKP key type and thumbprint computations are suitable for
   use with algorithms other than ML-DSA.

   When computing the COSE Key Thumbprint as described in [RFC9679], the
   required parameters for AKPs are:

   *  "kty" (label: 1, data type: int, value: 7)

   *  "alg" (label: 3, data type: int, value: int)

   *  "pub" (label: -1, value: bstr)

   The COSE Key Thumbprint is produced according to the process
   described in Section 3 of [RFC9679].

   When computing the JWK Thumbprint as described in [RFC7638], the
   required parameters for AKPs are:

   *  "kty"

   *  "alg"



   *  "pub"

   Their lexicographic order, per Section 3.3 of [RFC7638], is:

   *  "alg"

   *  "kty"

   *  "pub"

   The JWK Thumbprint is produced according to the process described in
   Section 3 of [RFC7638].

   See the kid values in the JWK and COSE Key examples in Appendix A for
   examples of AKP thumbprints.

7.  Security Considerations

   The security considerations of [RFC7515], [RFC7517], and [RFC9053]
   apply to this specification as well.

   A detailed security analysis of ML-DSA is beyond the scope of this
   specification; see [FIPS-204] for additional details.  Implementers
   should also refer to the security considerations in [RFC9881] for
   additional guidance on ML-DSA deployment considerations, including
   discussions on randomized versus deterministic signing approaches.

7.1.  Private Key Compromise

   The seed and the private key expanded from the seed require the same
   level of protection.  If an unauthorized party obtains the seed, or
   the expanded private key, they can forge signatures.  This undermines
   the authenticity and integrity guarantees provided by ML-DSA, as
   attackers could impersonate the legitimate signer or alter signed
   data without detection.

7.2.  Rationale for Not Supporting HashML-DSA

   This document does not specify algorithms for use with HashML-DSA as
   described in Section 5.4 of [FIPS-204].  As the verify routines are
   different, future support for HashML-DSA would require the
   registration of additional algorithms.  Section 8.3 of [RFC9881]
   explains the rationale for disallowing HashML-DSA, including the
   increased complexity and compatibility concerns with existing
   implementations.

7.3.  Validation of Keys

   When an AKP algorithm requires or encourages that a key be validated
   before being used, all algorithm-related key parameters MUST be
   validated.

   Section 7.2 of [FIPS-204] describes the encoding of ML-DSA keys and
   signatures.  For Algorithms 22 and 23 (pkEncode and pkDecode), the
   inputs need to be within the ranges given in the algorithms.  For the
   ML-DSA algorithms registered in this document, the priv key parameter
   is the seed, and therefore, the seed length check MUST be performed.
   The length of the seed is 256 bits, which is 32 bytes.  However, when
   the priv parameter is expanded using KeyGen_internal, the skEncode
   and skDecode algorithms MUST be used.  [FIPS-204] notes "skDecode
   should only be run on inputs that come from trusted sources" and that
   "as the seed can be used to compute the private key, it is sensitive
   data and shall be treated with the same safeguards as a private key".

7.4.  Mismatched AKP Parameters



   When using an AKP key with an algorithm, it is possible that the
   public and private information class parameters have been tampered
   with or mismatched.  Depending on the algorithm and implementation,
   the consequences of using mismatched parameters can range from
   operations failing to private key compromise.

8.  IANA Considerations

8.1.  Additions to Existing Registries

8.1.1.  New COSE Algorithms

   IANA has registered the following entries in the "COSE Algorithms"
   registry.  The following completed registration actions are provided
   as described in [RFC9053] and [RFC9054].

8.1.1.1.  ML-DSA-44

   Name:  ML-DSA-44

   Value:  -48

   Description:  CBOR Object Signing Algorithm for ML-DSA-44

   Capabilities:  [kty]

   Change Controller:  IETF

   Reference:  RFC 9964

   Recommended:  Yes

8.1.1.2.  ML-DSA-65

   Name:  ML-DSA-65

   Value:  -49

   Description:  CBOR Object Signing Algorithm for ML-DSA-65

   Capabilities:  [kty]

   Change Controller:  IETF

   Reference:  RFC 9964

   Recommended:  Yes

8.1.1.3.  ML-DSA-87

   Name:  ML-DSA-87

   Value:  -50

   Description:  CBOR Object Signing Algorithm for ML-DSA-87

   Capabilities:  [kty]

   Change Controller:  IETF

   Reference:  RFC 9964

   Recommended:  Yes

8.1.2.  New COSE Key Types



   IANA registered the following entry in the "COSE Key Types" registry.
   The following completed registration template is provided as
   described in [RFC9053].

8.1.2.1.  AKP

   Name:  AKP

   Value:  7

   Description:  COSE Key Type for Algorithm Key Pairs

   Capabilities:  [kty(7)]

   Change Controller:  IETF

   Reference:  RFC 9964

8.1.3.  New COSE Key Type Parameters

   IANA has registered the following entries in the "COSE Key Type
   Parameters" registry.  The following completed registration templates
   are provided as described in [RFC9053].

8.1.3.1.  AKP Public Key

   Key Type:  7

   Name:  pub

   Label:  -1

   CBOR Type:  bstr

   Description:  Public key

   Reference:  RFC 9964

8.1.3.2.  AKP Private Key

   Key Type:  7

   Name:  priv

   Label:  -2

   CBOR Type:  bstr

   Description:  Private key

   Reference:  RFC 9964

8.1.4.  New JOSE Algorithms

   IANA has registered the following entries in the "JSON Web Signature
   and Encryption Algorithms" registry.  The following completed
   registrations are provided as described in [RFC7518].

8.1.4.1.  ML-DSA-44

   Algorithm Name:  ML-DSA-44

   Algorithm Description:  ML-DSA-44 as described in US NIST FIPS 204

   Algorithm Usage Location(s):  alg



   JOSE Implementation Requirements:  Optional

   Change Controller:  IETF

   Specification Document(s):  RFC 9964

   Algorithm Analysis Documents(s):  [FIPS-204]

8.1.4.2.  ML-DSA-65

   Algorithm Name:  ML-DSA-65

   Algorithm Description:  ML-DSA-65 as described in US NIST FIPS 204

   Algorithm Usage Location(s):  alg

   JOSE Implementation Requirements:  Optional

   Change Controller:  IETF

   Specification Document(s):  RFC 9964

   Algorithm Analysis Documents(s):  [FIPS-204]

8.1.4.3.  ML-DSA-87

   Algorithm Name:  ML-DSA-87

   Algorithm Description:  ML-DSA-87 as described in US NIST FIPS 204

   Algorithm Usage Location(s):  alg

   JOSE Implementation Requirements:  Optional

   Change Controller:  IETF

   Specification Document(s):  RFC 9964

   Algorithm Analysis Documents(s):  [FIPS-204]

8.1.5.  New JOSE Key Types

   IANA has registered the following entry in the "JSON Web Key Types"
   registry.  The following completed registration is provided as
   described in [RFC7518] and [RFC7638].

8.1.5.1.  AKP

   "kty" Parameter Value:  AKP

   Key Type Description:  Algorithm Key Pair

   JOSE Implementation Requirements:  Optional

   Change Controller:  IETF

   Specification Document(s):  RFC 9964

8.1.6.  New JWK Parameters

   IANA has registered the following entry in the "JSON Web Key
   Parameters" registry.  The following completed registrations are
   provided as described in [RFC7517] and [RFC7638].

8.1.6.1.  AKP Public Key



   Parameter Name:  pub

   Parameter Description:  Public key

   Used with "kty" Value(s):  AKP

   Parameter Information Class:  Public

   Change Controller:  IETF

   Specification Document(s):  RFC 9964

8.1.6.2.  AKP Private Key

   Parameter Name:  priv

   Parameter Description:  Private key

   Used with "kty" Value(s):  AKP

   Parameter Information Class:  Private

   Change Controller:  IETF

   Specification Document(s):  RFC 9964
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Appendix A.  Examples

A.1.  JOSE

{
  "priv": "0000000000000000000000000000000000000000000000000000000000000
000",
  "jwk": {
    "kid": "T4xl70S7MT6Zeq6r9V9fPJGVn76wfnXJ21-gyo0Gu6o",
    "kty": "AKP",
    "alg": "ML-DSA-44",
    "pub": "unH59k4RuutY-pxvu24U5h8YZD2rSVtHU5qRZsoBmBMcRPgmu9VuNOVdteXi
1zNIXjnqJg_GAAxepLqA00Vc3lO0bzRIKu39VFD8Lhuk8l0V-cFEJC-zm7UihxiQMMUEmOFx
e3x1ixkKZ0jqmqP3rKryx8tSbtcXyfea64QhT6XNje2SoMP6FViBDxLHBQo2dwjRls0k5a-X
SQSu2OTOiHLoaWsLe8pQ5FLNfTDqmkrawDEdZyxr3oSWJAsHQxRjcIiVzZuvwxYy1zl2STiP
2vy_fTBaPemkleynQzqPg7oPCyXEE8bjnJbrfWkbNNN8438e6tHPIX4l7zTuzz98YPhLjt_d
6EBdT4MldsYe-Y4KLyjaGHcAlTkk9oa5RhRwW89T0z_t1DSO3dvfKLUGXh8gd1BD6Fz5Mfgp
F5NjoafnQEqDjsAAhrCXY4b-Y3yYJEdX4_dp3dRGdHG_rWcPmgX4JG7lCnser4f8QGnDriqi
AzJYEXeS8LzUngg_0bx0lqv_KcyU5IaLISFO0xZSU5mmEPvdSoDnyAcV8pV44qhLtAvd29n0
ehG259oRihtljTWeiu9V60a1N2tbZVl5mEqSK-6_xZvNYA1TCdzNctvweH24unV7U3wer9XA
9Q6kvJWDVJ4oKaQsKMrCSMlteBJMRxWbGK7ddUq6F7GdQw-3j2M-qdJvVKm9UPjY9rc1lPgo
l25-oJxTu7nxGlbJUH-4m5pevAN6NyZ6lfhbjWTKlxkrEKZvQXs_Yf6cpXEwpI_ZJeriq1UC
1XHIpRkDwdOY9MH3an4RdDl2r9vGl_IwlKPNdh_5aF3jLgn7PCit1FNJAwC8fIncAXgAlgcX
IpRXdfJk4bBiO89GGccSyDh2EgXYdpG3XvNgGWy7npuSoNTE7WIyblAk13UQuO4sdCbMIuri
CdyfE73mvwj15xgb07RZRQtFGlFTmnFcIdZ90zDrWXDbANntv7KCKwNvoTuv64bY3HiGbj-N
Q-U9eMylWVpvr4hrXcES8c9K3PqHWADZC0iIOvlzFv4VBoc_wVflcOrL_SIoaNFCNBAZZq-2
v5lAgpJTqVOtqJ_HVraoSfcKy5g45p-qULunXj6Jwq21fobQiKubBKKOZwcJFyJD7F4ACKXO
rz-HIvSHMCWW_9dVrRuCpJw0s0aVFbRqopDNhu446nqb4_EDYQM1tTHMozPd_jKxRRD0sH75
X8ZoToxFSpLBDbtdWcenxj-zBf6IGWfZnmaetjKEBYJWC7QDQx1A91pJVJCEgieCkoIfTqke
QuePpIyu48g2FG3P1zjRF-kumhUTfSjo5qS0YiZQy0E1BMs6M11EvuxXRsHClLHoy5nLYI2S
j4zjVjYyxSHyPRPGGo9hwB34yWxzYNtPPGiqXS_dNCpi_zRZwRY4lCGrQ-hYTEWIK1Dm5Olt
tvC4_eiQ1dv63NiGkLRJ5kJA3bICN0fzCDY-MBqnd1cWn8YVBijVkgtaoascjL9EywDgJdeH
nXK0eeOvUxHHhXJVkNqcibn8O4RQdpVU60TSA-uiu675ytIjcBHC6kTv8A8pmkj_4oypPd-F
92YIJC741swkYQoeIHj8rE-ThcMUkF7KqC5VORbZTRp8HsZSqgiJcIPaouuxd1-8Rxrid3fX
kE6p8bkrysPYoxWEJgh7ZFsRCPDWX-yTeJwFN0PKFP1j0F6YtlLfK5wv-c4F8ZQHA_-yc_gO
Dicy7KmWDZgbTP07e7gEWzw4MFRrndjbDQ",
    "priv": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"



  },
  "jws": "eyJhbGciOiJNTC1EU0EtNDQiLCJraWQiOiJUNHhsNzBTN01UNlplcTZyOVY5Zl
BKR1ZuNzZ3Zm5YSjIxLWd5bzBHdTZvIn0.SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c2luZXNzLC
BGcm9kbywgZ29pbmcgb3V0IHlvdXIgZG9vci4.knI1Q_9CIzLH5Xy94Kkc7WVKqZcAgtJ3mN
f0GUj1uLA6YXAWFJfXkh-zQxUtEl3UIC7zPCiUwKTDR6ZsuUmFj8Ctb_6aH64hElN7weS_1m
5okCy8GqHNL2lsfclCH3Y2f4QNP-DLVS1XsuboDA7Dw3ir2IdYKIfWJyIU7ROHgd24nuun1z
JbxcLJC2EKt2M8R0wZudcIE9nm5oPzYXq0z-hPsKoXp9leVYkqgMmO9Lo8SP_1YYIEth3B8v
-GuP249KDTFRKPjISmK4aPCknjtjihHsQVv2XePXxKExatHl4qhsiiW-y-EJXa1Kfw4WYpLA
7B4_5Ids--cIJmIx7f6xxAWKh5qoBWq1QIOaaFuzsAraRW3NOEuzThew1En85gI3GcRTZGp-
VDGyxHm0Al04cyWo2bxAVOF0fbDc265iP2mCNw6Qg10jIJeAhGB4OAMYcBUWJAG0l1MN1U_k
oEmGh5dXKnQTRl461ea_Cq3DLkcA2Dj2woWUFyDTmQ8oO_yheASfJacyRm7_suj88z5XFNo8
F53P8OxTG9xUPlrwvH-TAq7AH3NU4SNXApyVKTU3zhx1tJ34nlTILcTujXVJVo_f0DZfUxr6
JSCYqvy4z1Kl0wDQzd55aopyFtQxvOPhcCHbAN34g2Ug750Jm835fl7NOxcqoMbuTcgH68kr
37M-Pdh2K9WazXUJgCupgdIWW8WjfOjmTiF59CrVtfVtK2qDzF40OENCfqtNPQlZe5cN5p0P
8arj4USB8HCPh7NdqQBAeWrw0wsYhdiM39lrSkA8mLRYMhZnqKGCTPCrHXDdEjRKYRNaqIUT
44laYl5c27K0v-ozjKPu6tzEhkYSC4XZ3LehEFtmAzOE0mHbhKMgXqjoPJjOrGIPibX3jwK8
_Q5RmMOXtXo8R3vXfBaUdQoLeeyywNYE0nIcsl4z5a8_utwEFiVf0VK2pdviyiOPVSi3zOMA
mqz6gFhVy8aMMQOWZAEAuTyDw7ZWG6diwptmrgSXZotW63I19S2ZH7keCXRIq_pFLuYhOuG6
dD4MkouILRdC9bXZMLrNDq7COpUOO86aQVlYd0pR935WpUw-V6obSRnHlRFZSmUSIB7h1Q0I
mciRzojN93Xhw7qpzGzdzDEO3OOTayXaSG_0YHQyy-eH4hBbmgt_LBx120g1eY4XHeHFRfTf
etHkL5ZZusX1jQ_nk9ez4XBG_6hRtTNSuVBsYlH8-KUuR5-qTP8dkvRf8Wk2hHoUr2sz5YO_
xDFCMMTrt8ahiMyfjo5ih5Fwo3riFbFUGKibniTLXspFd4spcNK_WchlZLRgkPK4jh6Z_X8J
JkHxvQhpyouHQFyGxgBrl24x-_EB1zbWMhJthmm8DiKt-nzKaJz8Cju1-HwCpg76CRqRsEz2
hyKEpbb4M5KQSj3AsENCroVmQ5QIv3K2XNRkve4vjBmP6sV2b6GSY_UeRvPElA7SUgBGTKbn
-c0aYhBuB8plPhRTBa55_cFqAmNmavF1-fdMktJuIaH2f-K0zZCzbHw54998T7kIWgyMsyGC
AvynEB_khOqwT7tCjg5HQ8SIjdnRYW0kjZfjt5LJbGA-PnRo8gPVQVGeYDP2vsSXhNJY94Ai
tKCY1srcSsuYDrhNBKrnoJ1uEsMPVHsgFw_ZHMyAEaVQughSNW4fm8q6_1Nv4zLutDITzmAL
6a6i6-WS6QRIs_4VUtwr5cXXIFDDeHVWeGcNivQ6W9urEUP4crguiq7z_DTiYaGfUksub-T7
mw0zU8ZoOSd5pUTpJLv-IYIUAl6CscHvunnRLEKqpW1Sa1dcFZs5VP4AfR3mg7wX4Vlq1AHn
pFxE2L1LZiKoTc9jDEOvTDkxr86gMkwMm6RdyPF_q48AVJ1br8Qp88-4B84X52zZ5cw-IJYe
-HiVJ29LpeYm340_rWivpy-UB5i9TKlMrxf94y1okzZTPbP3_v1_XX0nE7RTLz98EA96euJ7
l3EpbEqks7mh6i1FJNnvvlM_u29sYobJ6PUT-i1VlQnF_JBARKEz74pBXm1l5Y5Lo15rsIla
QHinUBCO8fHCHI59LAfKusN4JmodDqLYwkWijEL_sfrC6LtrbXqpM1pw09zSrs_tS1RQ-LnW
HuPrU5KLCzv53JKrh8lU_cdBowe_F-Ib_Ui4bQ2FME-0mnyG0XijHUsrGMZ9dfowvIkr83Jp
qwlFOZAwMmSGPNPEJRw9kDshjotndUB5S1UCfv_U4IoVn7WgvxeCS-BBxqyWfh7YTdf73Enm
GwVYxVjlXaHCeeTZmUacnT4MQUAcbFjTq6BBlboAQGWP2FZWpd6HNnruv744VeWmfgLk9z55
67wFhwuXMkmE2xvDo4wP80xutjUfsePx5YkLxhY1XsWqTZr19tInxJWWq8RLZsWPmtq5wZ5u
cBMasCLpOABenYZdSAcQNhC73wLS0Z2s1HQhBoIl7lr1p372LZs_Seu1u_8Fo7DoJqRpKaNo
c2_JUMmn7TUZS8zLyzxgeq8R8iNbRP20DwDBNXocsTDBKaQrtB-QiEPySQtJa4G61XeNZyh5
aGzfoWZ9OmjZG9pbbehcqwIrt-ESjPyeT6sfSrvOfTZr7fBXwpUs2rS4BrlNse5g_h8CQiik
8aaOTOEPkXiyg4s5DewRlgDZHS-3g-YXPUIBNO62_HxknkMpkJvKW-tkvDbgtxvy4nG80ul6
W_KeRsoEKDTRYNKZWxXjZITNa0h6agnwNCJKEbFg3Qhre394c0i60mfP9YIgKTXrCX3Yt2eX
-6mPzYmLbSbV5jH69v6WZqYV2WAj-9DU0diR4hOfYQaJnBZhTtKb-SQsYiFuN1BDJ3v9eM9K
8hq91NBdCHVa-Thk9Dov-JkcTZnZGRRyW5yXHUV4NOEltBXh8GkjjDvs5Yo3u-2rPCXjK1aG
PSI1W8BaUJLQY5sbfAVCAuUHBv-Vlh5Qamt-lgeKguhqTSuy-tjabOb5kiBOG7xGQt3z-XYX
tnWFDCii-5h11XfZsQ-xQxy8gSfdMz4hDK9Nw_VQt6fzWiQY0Th_dHzVki0MUfVfsDUjgblh
D6j0wgbs3zdj-GM3rtt8oit0wXx11bIOaOKgf07tP0wimVXMRqRWe7LCUAKTE5PkRKU1x_h4
iusrzi5uwKDhc4SmRwm6KssNrmCAkiNDZCREVKd3yMnrjA4PAGDzdKWVplcHJ6jKmrsbrEzt
Hd9QAAAAAAAAAAAAAAABIfMEQ",
  "raw_to_be_signed": "65794a68624763694f694a4e54433145553045744e4451694
c434a72615751694f694a554e4868734e7a42544e3031554e6c706c63545a794f5659355
a6c424b52315a754e7a5a335a6d3559536a49784c576435627a424864545a76496e302e5
3585469674a6c7a494745675a4746755a3256796233567a49474a3163326c755a584e7a4
c434247636d396b627977675a323970626d63676233563049486c76645849675a4739766
36934",
  "raw_signature": "92723543ff422332c7e57cbde0a91ced654aa9970082d27798d78049f25a732466effb2e8fcf33e5714da3c179dcff0ec531bdc543e5af0bc7f9302aec01",
  "raw_public_key": "ba71f9f64e11baeb58fa9c6fbb6e14e61f18643dab495b47539829179363a1a7e7404a838ec00086b0976386fe637c98244757e3f769ddd4467471bfad6"
}

                         Figure 3: ML_DSA_44

{
  "priv": "0000000000000000000000000000000000000000000000000000000000000
000",
  "jwk": {
    "kid": "Suiu29qbfuaBaR4Ats-c6XQBePB_OpAxAwcTR_0KXVM",
    "kty": "AKP",
    "alg": "ML-DSA-65",
    "pub": "QksvJn5Y1bO0TXGs_Gpla7JpUNV8YdsciAvPof6rRD8JQquL2619cIq7w1YH
j22ZolInH-YsdAkeuUr7m5JkxQqIjg3-2AzV-yy9NmfmDVOevkSTAhnNT67RXbs0VaJkgCuf
SbzkLudVD-_91GQqVa3mk4aKRgy-wD9PyZpOMLzP-opHXlOVOWZ067galJN1h4gPbb0nvxxP
Wp7kPN2LDlOzt_tJxzrfvC1PjFQwNSDCm_l-Ju5X2zQtlXyJOTZSLQlCtB2C7jdyoAVwrftU
XBFDkisElvgmoKlwBks23fU0tfjhwc0LVWXqhGtFQx8GGBQ-zol3e7P2EXmtIClf4KbgYq5u
7Lwu848qwaItyTt7EmM2IjxVth64wHlVQruy3GXnIurcaGb_qWg764qZmteoPl5uAWwuTDX2
92Sa071S7GfsHFxue5lydxIYvpVUu6dyfwuExEubCovYMfz_LJd5zNTKMMatdbBJg-Qd6JPu
Xznqc1UYC3CccEXCLTOgg_auB6EUdG0b_cy-5bkEOHm7Wi4SDipGNig_ShzUkkot5qSqPZnd
2I9IqqToi_0ep2nYLBB3ny3teW21Qpccoom3aGPt5Zl7fpzhg7Q8zsJ4sQ2SuHRCzgQ1uxYl
Fx21VUtHAjnFDSoMOkGyo4gH2wcLR7-z59EPPNl51pljyNefgCnMSkjrBPyz1wiET-uqi23f
8Bq2TVk1jmUFxOwdfLsU7SIS30WOzvwD_gMDexUFpMlEQyL1-Y36kaTLjEWGCi2tx1FTULtt
Qx5JpryPW6lW5oKw5RMyGpfRliYCiRyQePYqipZGoxOHpvCWhCZIN4meDY7H0RxWWQEpiyCz
RQgWkOtMViwao6Jb7wZWbLNMebwLJeQJXWunk-gTEeQaMykVJobwDUiX-E_E7fSybVRTZXhe
rY1jrvZKh8C5Gi5VADg5Vs319uN8-dVILRyOOlvjjxclmsRcn6HEvTvxd9MS7lKm2gI8BXIq
hzgnTdqNGwTpmDHPV8hygqJWxWXCltBSSgY6OkGkioMAmXjZjYq_Ya9o6AE7WU_hUdm-wZmQ
LExwtJWEIBdDxrUxA9L9JL3weNyQtaGItPjXcheZiNBBbJTUxXwIYLnXtT1M0mHzMqGFFWXV
KsN_AIdHyv4yDzY9m-tuQRfbQ_2K7r5eDOL1Tj8DZ-s8yXG74MMBqOUvlglJNgNcbuPKLRPb
SDoN0E3BYkfeDgiUrXy34a5-vU-PkAWCsgAh539wJUUBxqw90V1Du7eTHFKDJEMSFYwusbPh
EX4ZTwoeTHg--8Ysn4HCFWLQ00pfBCteqvMvMflcWwVfTnogcPsJb1bEFVSc3nTzhk6Ln8J-
MplyS0Y5mGBEtVko_WlyeFsoDCWj4hqrgU7L-ww8vsCRSQfskH8lodiLzj0xmugiKjWUXbYq
98x1zSnB9dmPy5P3UNwwMQdpebtR38N9I-jup4Bzok0-JsaOe7EORZ8ld7kAgDWa4K7BAxjc
2eD540Apwxs-VLGFVkXbQgYYeDNG2tW1Xt20-XezJqZVUl6-IZXsqc7DijwNInO3fT5o8ZAc
LKUUlzSlEXe8sIlHaxjLoJ-oubRtlKKUbzWOHeyxmYZSxYqQhSQj4sheedGXJEYWJ-Y5DRqB
-xpy-cftxL10fdXIUhe1hWFBAoQU3b5xRY8KCytYnfLhsFF4O49xhnax3vuumLpJbCqTXpLu
reoKg5PvWfnpFPB0P-ZWQN35mBzqbb3ZV6U0rU55DvyXTuiZOK2Z1TxbaAd1OZMmg0cpuzew
gueV-Nh_UubIqNto5RXCd7vqgqdXDUKAiWyYegYIkD4wbGMqIjxV8Oo2ggOcSj9UQPS1rD5u
0rLckAzsxyty9Q5JsmKa0w8Eh7Jwe4Yob4xPVWWbJfm916avRgzDxXo5gmY7txdGFYHhlolJ



KdhBU9h6f0gtKEtbiUzhp4IWsqAR8riHQs7lLVEz6P537a4kL1r5FjfDf_yjJDBQmy_kdWMD
qaNln-MlKK8eENjUO-qZGy0Ql4bMZtNbHXjfJUuSzapA-RqYfkqSLKgQUOW8NTDKhUk73yqC
U3TQqDEKaGAoTsPscyMm7u_8QrvUK8kbc-XnxrWZ0BZJBjdinzh2w-QvjbWQ5mqFp4OMgY94
__tIU8vvCUNJiYA1RdyodlfPfH5-avpxOCvBD6C7ZIDyQ-6huGEQEAb6DP8ydWIZQ8xY603D
oEKKXkJWcP6CJo3nHFEdj_vcEbDQ-WESDpcQFa1fRIiGuALj-sEWcjGdSHyE8QATOcuWl4TL
VzRPKAf4tCXx1zyvhJbXQu0jf0yfzVpOhPun4n-xqK4SxPBCeuJOkQ2VG9jDXWH4pnjbAcrq
jveJqVti7huMXTLGuqU2uoihBw6mGqu_WSlOP2-XTEyRyvxbv2t-z9V6GPt1V9ceBukA0oGw
tJqgD-q7NXFK8zhw7desI5PZMXf3nuVgbJ3xdvAlzkmm5f9RoqQS6_hqwPQEcclq1MEZ3yML
5hc99TDtZWy9gGkhR0Hs3QJxxgP7bEqGFP-HjTPnJsrGaT6TjKP7qCxJlcFKLUr5AU_kxMUL
eUysWWtSGJ9mpxBvsyW1Juo",
    "priv": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"
  },
  "jws": "eyJhbGciOiJNTC1EU0EtNjUiLCJraWQiOiJTdWl1MjlxYmZ1YUJhUjRBdHMtYz
ZYUUJlUEJfT3BBeEF3Y1RSXzBLWFZNIn0.SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c2luZXNzLC
BGcm9kbywgZ29pbmcgb3V0IHlvdXIgZG9vci4.zmO9_0bLgJAegoVNymfRo4nGPK5lVtSFGn
DbzfzYAD5mUEXpaBUg4itvZ8rAUZi4HLb59QqDQSBSpMXC0axajXOMV_YttfmwGgC6FMyaMR
Zkx-A92bGiNLutqX9jcwRLJqXjMkUGhz2YpHe_mV9QpxokRCH9K6jkyFZp4hZIwFXhRt1z0O
GIa5rOoHKsxOCAUZhTXKiASb3vk9lUASW0-Y58WKT4rVmst7_dvk7FVbe9A9I21IH-Tqlg1z
SMoI8ozh1aBSG92uPursBd5KRcOlJwhNUYJDgHScIHXM6Hzk6u98W5orKPHu1rDIK7rHJI4Z
rui4wBjmQLsPE01LcZHRx4zexDCTMCGSojbL1FiT9CU3oUep4oWOytTEAf2eCi3qDD0iSrp5
IslCueoNjtGOFSnUKlsnCeiZF-tNqTy1KpJ3ErTaNPcCzCvsEalhJwFa7NOWyQOEJUzcLaPY
_VEFwcCX1Gk4bEI-1rLDiyZqkXgny-U2oRnll0d3u-e2S_Rg-_eL1H_XEbPs_km-822G7JY9
li4muZ5KVvfQf_5hza1V4GweqvmeWuZL1gBU2HPS7x1tWL798ALOk1rMnxsvBOPiSLxAEdPo
Iuw0_qMlKjTavJcDFaihgCgGMUk5SjU65IWQS9t4rgxv9Idu0OCsozo9iCBqrVcnaOwUpkMh
V6KeiXA7kQNcegVaMio40cjSyMiEkhGIOEOf8L6eohOh_bPPRYs-8NrZ-VOBJCa0ubJcDU1c
TuGNCa7nWWxAqfVjcMyNDx9XHBYBnSOcFNfMP7S9nvqw3KC50U_t2PH5SfwS9w4DLvcgrlEP
_gwSgOXuf-i0tRGLQly3IMB7O8QOnkofyFaCUDZeurFkGTpoBfT6lzbJznQAMIDPNcWUsRlN
TXsH7atC1nxl4xDJLmmPLCxiErfxbCW5gMWox0kLDwfsFj57hsXG75cZ4jiBbq9b0VjD7Vkf
8xlc06ExdzBhGXz8oJiaT5WHDsuzGtrFmh6diN1cO4Cxjr6KdNE8IlyxsfXxQ4AI-0ke3gMy
i0DOGeHgHuNc-JHD7oZ6njUMSTBkR1aUMNT7n_2nfFTDCdqW1HaMsMwIHfLOk6dayKXE1oMq
Y5Op8S5k_SAaknR0vNxmhlTA5h3bZJ28NZxM6R7D00_eBEYrH20rmRP7G7kXKzLvmWeaKAh4
oQHiqjVhgauiePDRiMmjx0OhdQnMCtO8PWbx06SiviRn_5hswdVV08B48MVHqbM2AxCLLJYi
nC2Ep0302Uo0DI-rTNZ1Znn58kM7VCskcxDLsH9AYvPz-HQr3H7Xg0ElwjYn-jJXgZ_cdnLF
t4_TuKQdpw_qhvyrNjOx0Mdc-1PrwoWqpA9sSv_pS5lwI2qNVHI2Vj2mZHByod1QUeOQExf3
SBjP_FHEAUzUu1OK8M-1SQZGzJT2su3a6ZnMnp0U5qdXyMONFoI2jJ2hDjt7QEQsLx-rvaLx
ZMJtc2z0MHdwJGAC_kug7XjH3SWQZzBu7zzreIaSwr2A2oobeZiAydwb8LX2QsY9Jr_NphGA
MAqzrpkuaMyBd_pFTKMp9s0GYxwyG1ZD9uRuPI9imA4CS7bt-O8YvbWg6eQ-qa9OqDlxNt3X
c32TniQFVxVxN6PDY33XXU-Rpvd1w47NZ48nkyJzjD8Xlbvk9p2ynxWHr-Sto5HXZdru4j8E
TUW7ri3mEG1m_dxAbAe2kVbsBp2I1vQppugbmRexuMRLdYFIKqNm0qpQoWTr_k2t5KHnWolr
SbFH7Usm8Pwyi4sNhh4_yRHADO2q2o19zCCx2plDSMeYI74CQPRGLlK_GLM4E5Bzfny3E2ea
E5_gQBTSGNHpQtJB0ipPwDjqsjDCXqXupCkRta1vxng4coi2-vWYvKu6mq9HhdovHAaWrZRy
vuPPI4ZDN_NkmfQR8HogR6NLVhLlRp1cwMArSSDA3f8QlnjdbaeutxRXvFnCCjBk79ws8VGd
WAuRmIWgoEFeVAVxkJjJ07zOW8I3kNfB6pnxsZmJwWAGqWc1UlPmkNBstmSXinAzbdl-W-kn
1XRDuhzTafHnkCbKS5XgJKsWD2FrhcnCaxxRxuxIGxijofjD4ihmJoYDFh1FYs9IcC-szEfM
SekanWOIZCHd1fVzTSbLr5bNaOXR2sO1muFX7w22m8pBVD3fyOHK2JnK4FBCnEBrruMIDaqq
u8Z4xesAHKfxY67w-25eUuvVCGL3xpXSyp90684ICkG4STztP1shLVsxKDA-37sKKplqemER
lMPY4vDM1Np8JlVawbSGIuom20g6p2KV_zpIPwx9vd1nAiaeZbryf3N5gtL-dOq-c6uZhTCx
9OLBtLGE3BcAmn5JFjMGQFxyTL07BluNu24Kf-lttGj9jzbwPZYrok-SnMilXGFEqB3D3cKC
OlWjsgg_3cUW1uMp4KlWQvkimV9Pd7cY70w607jcYBJ3MlFZ8EeWeYPZ9qu6xwidA8XlLHxX
xfLIJOgfpU8MTppfxdnMhqNSvH_Hx57oDphbUks5K1Z8-O4dSnNqQ-ZWbhaAydYQFDKuUF6H
YTAvaWhJmACxhTkTp2t6-P3bev-FcdFIdszJC9LxWtJ96LY_GV4Qvp0hiIdyP1BukWNHtsXK
2Rxres3_4Cndg2BOGxVcKZ9YpQDCUy76GRbTCenqjD-SG5sVUEVha5yxbKArPr2-Xpgk8cuZ
BRSAdmPNRdxCgUtldfCLeL7xhJvryMouxfQ75PMBaImHcsMd95075ePt_VkClUaUj55Y9E81
FbOEchPfud2w3TtSvRPvB8-RgY8sLJUAclxcUGE4PnKSZJ7TIBUtHD6uyZ0-nC5KGxbXZsBE
zUeHns4ix0Wmo6-6vAM4PGK3qRA1VAhtKXyvNcAfVccVi8KJMK9Mz2eIOXPATvyRy34Ltrcg
8tcgK0ftYqEWYpAZ2fVpZBXcYfTIinuLN0-qLra388EZuu59jvmRD7mUv1msMWVMGVeBoNP3
lJaJGGWK8iYyu4q7Grq-6WXr5qCz_7kwAtVJdb-zW8U3jLJ3tRSYlyjlpzeVAGjDQ6Yni5y9
x4BF-5QUqcoGMLLglyx2WOCELT8IW7nsV21QnqqAbtCzZ76UtEdmUuEOTyqiKQZ0lrjMRm3Y
rCvJKxtR5thhTRka708NzBvwSRs-JxGG__EWjHhT-aB4VL3IL_oz3mt3iQoszfA-SzHcKU1l
aZMBuUCyxks6KiJgQGZRPXyaxxDtqZdaRP8Ic5CmuPeyu3kafi0L6LFijsUxnSGxTpgu7hfv
cmowQijfE9_ylvg8k_EbI2miG11giODVCYb7k9Yjyriwc9dSUUZ7XoiS24hWYUX6BGGQNN3w
VHPkDkOVSDBYTjto99ulquryx4K_UMCu9sQVNxBfMh8tLN7O9-MXlnJbHfKfqFHiPGdIYOBp
wuqJdAJiyiuSG3gJxMG_wuwNkBWoO--iOm6PIarCyvL8_P-tuUfT4zIgjJJ3o6YJhbo-q2K8
2ZFmHuILyzfDSGtHDZpZIR7XnRQWet90cJEHL5k653kvyEHJg0iUiE0iwNA5d_4gBq3vmw1J
74hwAHx0Z_iYEcPS6hDGow8M8D7UJTZDkUV_86zj2YqGm_QC_aAeD__NP6sa61bI9-gTOzvY
c0JiExKTDjOK9fIvHaV-HN4xr2vWner8o6jPyETvGM8D7aEezlUVOEFwALmhJPSMAq_Fk9Jl



cIUuC-ITJZNtNz9Awfiru3wkPja1bXN76WAuRHjia0x5ptgMCy2py_vSHZybfIS85ZjsOQ-i
_e_niBzhyzXwzBaLEyEitbF4ZQx5c88lXKDMpe9tirAI6XAcqLf4UZkD8Wm2YV7hhVfxLQ1A
WLekWE9DZljCtE-SbS1EWNGR8faXKCvaZznRyoqdWz8IN3w7KvaA_ZrEKkIXkkreztG6pI06
DlDHCl_sU6rCOoyQf6y1AY77Ob4SdkSRoBHGgR6Uv-LrxHpyJ6trzccu0kqxubHrkW2yHcqe
6enVf43zYwWKUeJJZ10bt3a92ziSne-3aj6v3guiKoJoLnV_9h8rUF6zorTWE-Tq58tYfb5S
mGf4iCJ5cy9LTY0COIfwJtPkUmyBCZwUhWJnV24P5pOZPe_CckQ28xv5J7Zf4Bvqrq_rhubF
EhTJ5JvdMfz8Whc56WSHX7GRKEMqXVp3pHohBvOyT9BmotzIlibVklJy4gzkzUcjJJOld-BO
aM_cnMiHpoyKXSJAXTNwXngzEpbvDP2Y0fnrgqDpO3RR3gINaZLRmeG0WI4wWBMMfw8PHjpy
V17C_1hmfRI-darbZcX7PD3N4Rw4lBACyk_wnOHBcAS-5cLZEzNmFmhc4iO4msz_seQ1N0dr
bB0NoUVWBmcY3pGC9TiY6f6Pn-FBUnQkuBhIyPtgAAAAAAAAAABgwVHCUv",
  "raw_to_be_signed": "65794a68624763694f694a4e54433145553045744e6a55694
c434a72615751694f694a5464576c314d6a6c78596d5a3159554a68556a524264484d745
97a5a5955554a6c55454a66543342426545463359315253587a424c57465a4e496e302e5
3585469674a6c7a494745675a4746755a3256796233567a49474a3163326c755a584e7a4
c434247636d396b627977675a323970626d63676233563049486c76645849675a4739766
36934",
  "raw_signature": "ce63bdff46cb80901e82854dca67d1a389c63cae6556d4851a70d962ba24f929cc8a55c6144a81dc3ddc2823a55a3b2083fddc516d6e329e0a95642f9229",
  "raw_public_key": "424b2f267e58d5b3b44d71acfc6a656bb26950d57c61db1c880df078dc90b5a188b4f8d772179988d0416c94d4c57c0860b9d7b53d4cd261f332a185156"
}

                         Figure 4: ML_DSA_65

{
  "priv": "0000000000000000000000000000000000000000000000000000000000000
000",
  "jwk": {
    "kid": "tRn1JNIkgMsABVQBlXeDHxAIcclh-2IX0UdDEzPt5XU",
    "kty": "AKP",
    "alg": "ML-DSA-87",
    "pub": "5F_8jMc9uIXcZi5ioYzY44AylxF_pWWIFKmFtf8dt7Roz8gruSnx2Gt37RT1
rhamU2h3LOUZEkEBBeBFaXWukf22Q7US8STV5gvWi4x-Mf4Bx7DcZa5HBQHMVlpuHfz8_RJW
VDPEr-3VEYIeLpYQxFJ14oNt7jXO1p1--mcv0eQxi-9etuiX6LRRqiAt7QQrKq73envj9pkU
baIpqL2z_6SWRFln51IXv7yQSPmVZEPYcx-DPrMN4Q2slv_-fPZeoERcPjHoYB4TO-ahAHZP
4xluJncmRB8xdR-_mm9YgGRPTnJ15X3isPEF5NsFXVDdHJyTT931NbjeKLDHTARJ8iLNLtC7
j7x3XM7oyUBmW0D3EvT34AdQ6eHkzZz_JdGUXD6bylPM1PEu7nWBhW69aPJoRZVuPnvrdh8P
51vdMb_i-gGBEzl7OHvVnWKmi4r3-iRauTLmn3eOLO79ITBPu4CZ6hPY6lfBgTGXovda4lEH
W1Ha04-FNmnp1fmKNlUJiUGZOhWUhg-6cf5TDuXCn1jyl4r2iMy3Wlg4o1nBEumOJahYOsja
wfhh_Vjir7pd5aUuAgkE9bQrwIdONb788-YRloR2jzbgCPBHEhd86-YnYHOB5W6q7hYcFym4
3lHb3kdNSMxoJJ6icWK4eZPmDITtbMZCPLNnbZ61CyyrWjoEnvExOB1iP6b7y8nbHnzAJeoE
GLna0sxszU6V-izsJP7spwMYp1Fxa3IT9j7b9lpjM4NX-Dj5TsBxgiwkhRJIiFEHs9HE6SRn
jHYU6hrwOBBGGfKuNylAvs-mninLtf9sPiCke-Sk90usNMEzwApqcGrMxv_T2OT71pqZcE4S
g8hQ2MWNHldTzZWHuDxMNGy5pYE3IT7BCDTGat_iu1xQGo7y7K3Rtnej3xpt64br8HIsT1Aw
4g-QGN1bb8U-6iT9kre1tAJf6umW0-SP1MZQ2C261-r5NmOWmFEvJiU9LvaEfIUY6FZcyaVJ
XG__V83nMjiCxUp9tHCrLa-P_Sv3lPp8aS2ef71TLuzB14gOLKCzIWEovii0qfHRUfrJeAiw
vZi3tDphKprIZYEr_qxvR0YCd4QLUqOwh_kWynztwPdo6ivRnqIRVfhLSgTEAArSrgWHFU1W
C8Ckd6T5MpqJhN0x6x8qBePZGHAdYwz8qa9h7wiNLFWBrLRj5DmQLl1CVxnpVrjW33MFso4P
8n060N4ghdKSSZsZozkNQ5b7O6yajYy-rSp6QpD8msb8oEX5imFKRaOcviQ2D4TRT45HJxKs
63Tb9FtT1JoORzfkdv_E1bL3zSR6oYbTt2Stnpz-7kVqc8KR2N45EkFKxDkRw3IXOte0cq81
xoU87S_ntf4KiVZaszuqb2XN2SgxnXBl4EDnpehPmqkD92SAlLrQcTaxaSe47G28K-8MwoVt
4eeVkj4UEsSfJN7rbCH2yKl2XJx5huDaS0xn2ODQyNRmgk-5I9hXMUiZDNLvEzx4zuyrcu2d
0oXFo3ZoUtVFNCB__TQCf2x27ej9GjLXLDAEi7qnl9Xfb94n0IfeVyGte3-j6NP3DWv8OrLi
UjNTaLv6Fay1yzfUaU6LI86-Jd6ckloiGhg7kE0_hd-ZKakZxU1vh0Vzc6DW7MFAPky75iCZ



lDXoBpZjTNGo5HR-mCW_ozblu60U9zZA8bn-voANuu_hYwxh-uY1sHTFZOqp2xicnnMChz_G
Tm1Je8XCkICYegeiHUryEHA6T6B_L9gW8S_R4ptMD0Sv6b1KHqqKeubwKltCWPUsr2En9iYy
pnz06DEL5Wp8KMhrLid2AMPpLI0j1CWGJExXHpBWjfIC8vbYH4YKVl-euRo8eDcuKosb5hxU
GM9Jvy1siVXUpIKpkZt2YLP5pEBP_EVOoHPh5LJomrLMpORr1wBKbEkfom7npX1g817bK4Ie
YmZELI8zXUUtUkx3LgNTckwjx90Vt6oVXpFEICIUDF_LAVMUftzz6JUvbwOZo8iAZqcnVslA
mRXeY_ZPp5eEHFfHlsb8VQ73Rd_p8XlFf5R1WuWiUGp2TzJ-VQvj3BTdQfOwSxR9RUk4xjqN
abLqTFcQ7As246bHJXH6XVnd4DbEIDPfNa8FaWb_DNEgQAiXGqa6n7l7aFq5_6Kp0XeBBM0s
OzJt4fy8JC6U0DEcMnWxKFDtMM7q06LubQYFCEEdQ5b1Qh2LbQZ898tegmeF--EZ4F4hvYeb
ZPV8sM0ZcsKBXyCr585qs00PRxr0S6rReekGRBIvXzMojmid3dxc6DPpdV3x5zxlxaIBxO3i
_6axknSSdxnS04_bemWqQ3CLf6mpSqfTIQJT1407GB4QINAAC9Ch3AXUR_n1jr64TGWzbIr8
uDcnoVCJlOgmlXpmOwubigAzJattbWRi7k4QYBnA3_4QMjt73n2Co4-F_Qh4boYLpmwWG2Sw
cIw2PeXGr2LY2zwkPR4bcSyx1Z6UK5trQpWlpQCxgsvV_RvGzpN22RtHoihPH74K0cBIzCz7
tK-jqeuWl1A7af7KmQ66fpRBr5ykTLOsa17WblkcIB_jDvqKfEcdxhPWJUwmOo4TIQS-xH8a
rLOy_NQFG2m14_yxwUemXC-QxLUYi6_FIcqwPBKjCdpQtadRdyftQSKO0SP-GxUvamMZzWI7
80rXuOBkq5kyYLy9QF9bf_-bL6QLpe1WMCQlOeXZaCPoncgYoT0WZ17jB52Xb2lPWsyXYK54
npszkbKJ4OIqfvF8xqRXcVe22VwJuqT9Uy4-4KKQgQ7TXla7Gdm2H7mKl8YXQlsGCT2Ypc8O
4t0Sfw7qYAuaDGf752Hbm3fl1bupcB2huIPlIaDP6IRR9XvTYIW2flbwYfhKLmoVKnG85uUi
2qtqCjPOIuU3-peT0othfmwKQXaoOqO-V4r6wPL1VHxVFtIYmEdVt0RccUOvpOVR_OAHG9uH
OzTmueK5557Qxp0ojtZCHyN-hgoMZJLrvdKkTCxPNo2-mZQbHoVh2FnThZ9JbO49dB8lKXP4
_MU5xAnjXMgKXtbfI8w6ZWATE_XWgf2VQMUpGp4wpy44yWQTxHxh_4T9540BGwG0FU0bkgrw
A_erseGZnepqdmz5_ScCs84O5Xr5MbYhJLCGGxY6O5GqS-ooB2w0Mt87KbbE4bpYje9CAHH8
FX3pDrJyLsyasA3zxmk4OmGpG7Z70ofONJtHRe56R5287vFmuazEEutXn81kNzB-3aJT1ga3
vnWZw4CSvFKoWYSA7auLgrHSHFZdITfOrgtmQmGbFhM9kSBdY1UCnpzf65oos3PZWRa2twfU
xxLAnPNtrxpRGyvtsapw7ljUagZmuyh3hLCjhAxYmnoE1dbyIWvpCqSlEtVjL1yb_nuLEzgv
mZuV02fHxGuWgHTOMVGXpf81Rce3eoBK3lapW1wkzezlk3tcA2bZOtA9qbxdsbVR37kemzQ9
K1e3Y0OWhtSj",
    "priv": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"
  },
  "jws": "eyJhbGciOiJNTC1EU0EtODciLCJraWQiOiJ0Um4xSk5Ja2dNc0FCVlFCbFhlRE
h4QUljY2xoLTJJWDBVZERFelB0NVhVIn0.SXTigJlzIGEgZGFuZ2Vyb3VzIGJ1c2luZXNzLC
BGcm9kbywgZ29pbmcgb3V0IHlvdXIgZG9vci4.hmMrKkUgZwGPQV_WUoXUVq_Z9WOenDZbfM
mHpKritl0btWi29TC8eIyQyT1FAuW2kg3h6ALsvCrjX5tn3QKFQZYC0sBdRt0VNiDm0BjyJ4
jWcomSCgb0-cGXaLlODAz-njGridYfO1DpGMwHHshuKuvECv4qnX3XgZPE-6C8La43TZrYO8
brzBXGiuyGMLq-TSmXavOeiadtpp6iTUqJDBgQSYvPB6PvipeCPlQH2ZQi8qkraxspi0lgy8
Jh2aRYj44DX2ZKq-Ml-hfBJB4iHRpWmwPpEH7Ed4LkBIlaqZoPccrPgpGQpyz4_FcahrJc8C
GGtTO5I34o5BcuZej7WOQvJ6mRmvYqIrYwoLs-3_YFZkVdX4KU38oprMvAHjObOhy_vZZArM
nCgfYlCKrANbhOZG8O0BXgqow5Bqv_oRIztGQZMrivp_1CS0hELarwkwjdqyH5R747ndV26I
Qkeyn6y9daXRZIWxaC9KmAaDSm5-YsRVpiAAr0QmfaV51z065_r5qZmOMFIBERVi9Bbm_Z7i
pJkoIL2SqVsePATfHeWB8huFpVFxdeEkJUPDuBtthax0HhxpRuECpFNJf2xA70Hp5C5VZIsi
5EO21HuRpixiNKmXP5whhsn_uv_B7R4f4DX6X6A53lFrUfpFIrTfOQvBAvmEUUTSGcPeT-F7
f_1lz34uFyN3ZT4FCeCh4n4yyZY1fSPVMNtOfK8GrLrRoWdi8gMk30oTKgb9zFkFU7uZhVEV
RV86A_060bgFSHWDz5dlXLfyCoJsbsHlO9WBibTCkrMv6lnjh4czprro2prRtJAJB2jVwS1d
v2mo4wP1lFYqY63yM9I9deU4fxy6mkwig7XwcVJskg8jX_0agATqmrKfYWMI4yGQ9fciYacg
N8X2uSHqiPU1cgQ8VUGsSAsw4POdZpmcUt_DacVLT8-qwnq6NWpm8bqm_uUQu3JjqcHKLz7z
WKopeLG_ZY7a45IqUQpwbMg9ICE1ZNTe5nsMHAJnevgLfWk14wnvVQyRVvlSvatdUTg0EjBc
6P35a4lY12vIOq2ENpA-m52TfXeXxXK0vtZfT9SY33thi4EfZABWL_jQyiio6b6Akrh6_PgQ
-bh2H2Fpu8Z3GImrbHodcbnqFpmKYlMLwxDHnKPxY7PpyyV8HsWfEjqVlAX56stAIIG4_oww
zMZMcFwgucAP176TwjaXJqm9v2-DXisD2cNjyGlJ_rec670rv61thjiJF2uZrB9Z2zoQVYnc
3Y9sJMMPPmunUcXpNVZWSsPlFDoPa1ABoFnRbP8rO-qbNGP5N7xY2DuPRYOp3CdyxeyDPmGB
C2556FNeLRj-PhPAkd61fgXsQZyS9N2jHmFUIKbL8o-e3bQnqW7ebEn7zAjS_LQ2DtgIdIne
Uu84hh8AduoW9ky_aOpqvBUmdnHUwZHQiSSdeCPnEOssVBbuDd3gbcQf_VWvplwcjTTrJPsq
qZpirjfVGPFUCVAz6kD0vhFcvTdQt6DGqys61xg_VOfj6wxpKsXuXDuqwaeb4KpGniHx-23n
ECgKG86N_1BBX8RRAvYnksxIIxIxgyrng-y44CV9FL_wGfP0Plx6JjSUFOL1gDZTc5NrAPoO
ztEo1FbJ2Lq8gqBR9Ku9Yza3aYANAJQvAraTXzA0t1j6qcmh-WtXeI1GE-8neOJtlRVbzT5R
vPiRJZAVmu9Pg97wbLLQNPJoqIYp-c9mieGsDxAi75C2M1ArRnCa4kJJXrupgzQzzFefWyaR
kIvC2MP9MwB_Z_NY3mp3opcNlT1TdKLr1sncLUkk3qJ0Pwyr-5dsKrC6aenapBHO7G0OnA0q
Ti8-Oy91VqJYYcVjcOUQaxNeMtnk-pLJL7j3MzqNiDkc-OfR19fcWvDmmd9Z8wtj20khL4mT
Dn7qTUo-PsVR7GnpqkImmEmE8sa4ZlPHa4_IcZGFbdcwp9xuOndINlzWGrIKywFPQ1x26zXD
Ea7fOx5f01aX8dIU_KWNAGdaZxPIlqLW5qbC6dipSqf9NwblZLJs5DCiLV8nHS-QM26xQJVU
NH22n_3Z_8z1SA8AX8d7j0-g1Pf7NZC8e8Ipnm4B3YGpA7nn471aTbJb4OUamfgys17MV_hP
DK_f7FF7NXp06-dtVYDmcs-87ZkrDuluOkUaRivKULwjEtSbiiKZAKirGfAOuwyCbbzygEpq
YvEztABSmDYd_F_autklob_0deKuvvRYFpVCaxeaYQ7WIkpfBbMxeh9Qci7kPfgyB5H9ajWE
JV3fgRk10Q1RaWyTUddQ_jWaluiDa3GD_t39sUrG7QhXc2Oz1NPPNoY6-A4jFbFCtXSF1muz
tqy0xaworcNiHY18yeL4Cw2iYLJ1Q3O4NnFo3E-wIXmYF4CLxZifr2Jkd6Ix1w-wlsN6vyCc
Ds8JeAgeJn0_Oahk1mgvRhVz8FFeidSdFqJBxGKbfZ32F_auJwrsLyjN_ShxTSFofyKQy2XC
foVMko4eu5o6md66xBmjZvTvItXL7f-eD0JxISBsBkZG3mFrApZKbdpI1lEa681ZbCxRTYpx



UR7McTbs0Q5S9PCN5ElUz_axfeupIIbCTE4S0-ZQuIdQcQ2pn1j-4t2c04jtLE6WFI-1ASBC
edlZmrZUiRegbezE01hMiFnfN32BhBu7ZcnlBCdWwj9hUfpEduJIgaA3acXhysGs40nqRzR9
imvX9CBQYJZjrCHr-wORF6svmvF5FADRgwbM7Cc9puJgLBiQwXrhD43B6kjX_OXi5O2UNZFk
APr0WONBJsip8CgR6pt1u_mIKlIrYM9kM-idJGGT0DZ9UU4LMx0-9_2KCCkjDqgYN1rS9DA_
_GP9tS3dJ-XLSlk2URQuoHm4Xubv4vwgjUS7JzAxcQWHB0HtHFoZ3-tYVw_GRbRwyODm3E-N
5O3L_R-pva9fvlPjkCNMrf2IlxAxBKML1gCxsSqhFr5yoPeW40LTxMF_dYPNLjC3l7mRRl_w
fY_FhvayI7hrgCYfMgWeb-cXyx5eXumt9lMFOD3dQtEG1IUbdE7pVXG-barWK0Zl43DtQMNQ
zoCK_BLxfCsambyRRcI6E4QTfqe5lWtVf8Wi4KproenWyCjjzEjJQdWw4g-ae_bjGjfZCp38
RgsXtWgI_tuzKyRF5WwjyN9VEoRXd8W2DctmBejHF2XDYzbMFkJ-384SokPX6intnlqBGMs0
ssxriJhsFOA-vgDra6REx3DUMb8_u_Umc-zp4E6isX4D-eRYgElmj0ez945nqxp3YliO8mRL
MW6E4OupLthfw4vmK3YqTAuXcnGxYrf7JqAkMfz5uAPi0SqPWDQZq7ycu9BmkMXAIhMb19XB
DjL7hZGDwDRrn9yBBcYlPaFPNXjMJWJH_xxUKNsTFGg5-J_WdxXi8Zn6tDMxbxqqjIpw_FUa
M00jJ2MhpbkzhEx7X85pBR47ScRgr6WJpf4ZLSFuV7NT1WI3PIBa_bYeCiq29fp3ShM-1bRF
dJG_lGZd97TuAMF_QU6-KDXBv5i8kUZ1NXdJUz-YaA0RRVNFgMGM5n0pKB5IFncAPK-taTzH
LIZJ9uuBdP2y2Hxwbw8YQlmy2-MT5XE5Ae_9kxuvIIlSzjpfLN9012HSnX4tZ8x3aWwof3E7
s3jjzw7qbBtoUkYYpIGVOKf2EpmhEqevSlXYWpBYN3X2ZYjsrA9CL9PTvrPdyWLwKBmfh7cD
JbjNXJSQLeKL7oHzicrllABzR9Ckkz7b24XGV1Klcat_Og4oB9qxiO2zJZWz2GDTAL0hosUl
HLWnrQYvqFzzdIOzGlifwIyGgoRNb44IRMzzsErxuoqkdjZewVc4PzruHRlV3cWK6M7ZUiWL
txtMzas2sfAERy8BdS7ISLzj5PERoWyYXSW-898WD3ze5MJcpSsAYNEmPCBtdxF9l-Qz1Lxu
Da8hOCQ2Wzef1a2WFF5pCBaZRcAK_kef65xRst6WFpjWZGCLZUqHBhFDLEOd7Ikbw7d9V8dc
4nAO65NQcxfT9JDUZadS2jmQJip8GLD4P9lGS1Ry-8rHCnMN7zXDp43TfyYhSgv9uj4xKi2w
mAMMYBl0n2RNemx8nt-K_dknGgYYGOybDkg2uAUoXdxP33KfiRjbRpYqZVAiq0S45QLAIxxG
iDJoZRnyIscdM6lryQtXj0PO67vRf6ifxC3wLv97HHUKergpXcAg-4_rNj_Zx_xiHMfCAe2q
3DG1a_DcSmu5u1OPkBHmzHB9Vs8HV0E2-z44sl3Exqb5L8pMYpDnZ7QW-Qb1-S-zoESUy__A
KhkRWPC7GmvmJJJHur6SRGSK0X2KyszkEYoe-8NhwpvLrYnNuVk7QknBS91KH2q8C0B8FKqc
Y40S5ILkImP9iOGIXYl5ZVRleoDBpH9BootWH2az5l7c_e-vfBGs7XpudoAq5wzhe_-AMBvK
PCm0BoCX5B_NGUasXvEWobqUb61mpKCuVJdzVtexk-m8Jfvmdc8ooPJEYD_oosY5_S1LuHoc
7GHLnoYdDVb2FhIPhOJCLQCef-Y3dtNThqOEo534Zg7R72nSeSQhdQ1hcBUsc50U2oF9OlOn
V9z5hsfNwIxdUO9bdoXRYFmosmtpmDfGxAem0s5iPJ0EJ_8szlaX2pi6k6VP-ci-n7J8pEBw
L2R3c-ei2iqB7JdLi7Gg6iXVMpQIFTxswh0HbgGtyZXgR_-AM91XRszm_kAlqAHTAJ7B-0Z5
bJgMGEY2StBdhGzel_gNPVaxemC3DT0904GbCU2Z3avUHcedebI02_MdILdQxyXbw145KjqC
15CqeaG--6x6WzpAuSjrFQRuz6Z5UyibW6Ay9R3P25c-gwmaRM8rPW5YkQtQdfzrtvGZ6wyh
IcBXvbpU02OoChfRDF4xI2LvnaW3g6hQIUGe5lueI13ArYRAhZC0LHKPuVfv5OKeMqxYRtcN
3YK6Ddc1t61rsA7MU1cAKzOGsiQ7aNyNBQHOV6z-W4-ws_DnZKYRMz0D_hwbeHO0ZKhciXng
5VDCX4hyb47LExmO5N1mfihN3iHEkX_19rIgunfkSb9gd9B_AaazAttBEPPLtbsoZneQXBRl
3PWiDpC_yXiLTWAd13AOBYHzBMKeJ4hplUqsAGTaGSztbpvV92wz_YX9kMEucHMu5hoM-TJb
uWoheiiiKSFBNRK_g_rqXZo1UZjDOnHpHGJxOnlJBPp94Zvwh8sKLOpOd4qeOMLbnYKiag00
al5x_3fBXq-KI0Y31OJfgDdCaKAQ0DUX71HN6XDOlvU1Iwh48iASJHdQGDmjhcS8YoeX9omw
PiYhcbGJGzEVrn3H7h24eIf_7bVRpicMhjwghB0xtqTT0eVam1l8kr1-5kem7Dr2Kyqm2HpE
wbi3KPXKYDXQRbHElEhazMCYr2wnjx_Bx2ai2uZa8uQyjN1zh1cjWHH0TicL2eAyc6YPKfKp
mc5QwLrgT0ddQDhvXkCkN50fOR1Sbl56iFoAL8goFl3QA5wBk51vsDsquEt7nlz6sGTHzknE
Nb-eEayrXnw-Q5FueFwqzoJpUrEYDXTxgOU8XVhrPv0Ot-BO6ORfzn3_1gREcHjhrc6RdF01
NNqyzyVG0BdckywvAnzUGskWdCfP62dKdx46lAIRVPd3xG4tViaQ79GAeMVnqSeCLXbOyqfn
JwhOT2fgQzLwxcj1tqGBBd3Pfx2d5-10WiL_mis0ven6golqaLq1EQsveb9AJpkYgJxdBeyH
ZXxNLMh4_XAuK1ZIs9F8Cz1vFEVcAFipev-cFyRvsdcNI2-HK2nOGkypEcuVATyLtA0jKeyP
tE4TJ3_l8KXltEZjWycQAd_8Tj9is3wisC8bfzjll8UBjFZp-rzmCr8kA4cZih9gl27TiCmh
yKhgMfDUIUmuDL_Rn9DLxEAT3Ebl1SW0ToCciNtKTH9oO-wnkPd-jg1HCooLcg-K_QkOTptJ
NZRFbXpooKqwH5Z9qsCxurZxnS_MscnE0qTa4EqrlpiDnj4FBs4q9SEPlKequfYzFmjQis1i
wsReutf6pHmsvRmz9gx5vd6NMIkI05IeLNDElvlOGD04m1vR4ZISdmdHaAgaW9_AUPGx0vP1
Rqe36cvebwUYSnzdbZ7y1s7PH7GXF5r7zNEzY9bHmXvsjb3N_u9BkenwkQfZGS6ez0AAAAAA
AAAAALGSAlKzg7Qw",
  "raw_to_be_signed": "65794a68624763694f694a4e54433145553045744f4463694
c434a72615751694f694a30556d3478536b354a6132644e63304643566c46436246686c5
245683451556c6a5932786f4c544a4a574442565a455246656c42304e566856496e302e5
3585469674a6c7a494745675a4746755a3256796233567a49474a3163326c755a584e7a4
c434247636d396b627977675a323970626d63676233563049486c76645849675a4739766
36934",
  "raw_signature": "86632b2a452067018f415fd65285d456afd9f5639e9c365b7cc93906abffa11233b4641932b8afa7fd424b48442daaf09308ddab21f947be3b9dd576e884be313e5713901effd931baf208952ce3a5f2cdf74d761d29d7e2d67cc77696c287f713bb",
  "raw_public_key": "e45ffc8cc73db885dc662e62a18cd8e3803297117fa5658814a8dac1f861fd58e2afba5de5a52e020904f5b42bc0874e35befcf3e6119684768f36e008f"
}

                         Figure 5: ML_DSA_87

A.2.  COSE



{
  "priv": "0000000000000000000000000000000000000000000000000000000000000
000",
  "key": "a5025820b8969ab4b37da9f0684e42647eb8a0be8b5b661ebf5d76f0583bf5",
  "key_diag": "{2: h’b8969ab4b37da9f0684e42647eb8a0be8b5b661ebf5d76f0583
bf5b8d3a8059a’, 1: 7, 3: -48, -1: h’ba71f9f64e11baeb58fa9c6fbb6e14e61f183af97316fe1506873fc157e570eacbfd222868d14234101966afb6bf9940829253a953ad’, -
2: h’0000000000000000000000000000000000000000000000000000000000000000’}"
,
  "sign1": "d2845827a201382f045820b8969ab4b37da9f0684e42647eb8a0be8b5b668fdd208abd5c7f98aa0e882772387ef5032f60e71a7c1c630a8eacdde2a7c5e86277b20e",
  "sign1_diag": "18([h’a201382f045820b8969ab4b37da9f0684e42647eb8a0be8b5
b661ebf5d76f0583bf5b8d3a8059a’, {}, h’68656c6c6f20706f7374207175616e7475
6d207369676e617475726573’, h’2657237b7520fd4cb8803f69a6e4ab613f4816420cddff6f804cd491dfae0308b4c8983ea1c574b4414df8ca772fbb60dc49249f8dbab9c4335’])",
  "raw_to_be_signed": "846a5369676e6174757265315827a201382f045820b8969ab
4b37da9f0684e42647eb8a0be8b5b661ebf5d76f0583bf5b8d3a8059a40581d68656c6c6
f20706f7374207175616e74756d207369676e617475726573",
  "raw_signature": "2657237b7520fd4cb8803f69a6e4ab613f4816420cd38e6474e56d251e20a0a5b2dc08e05beb325797aa7c2746596c534964cc751ff341d49e39c8b6f8a9",
  "raw_public_key": "ba71f9f64e11baeb58fa9c6fbb6e14e61f18643dab495b4753980e0e2732eca9960d981b4cfd3b7bb8045b3c3830546b9dd8db0d"
}

                         Figure 6: ML_DSA_44

{
  "priv": "0000000000000000000000000000000000000000000000000000000000000
000",
  "key": "a5025820b788acf242f1f1d6532926d816e76e1636874267f2a48c84c4e657",
  "key_diag": "{2: h’b788acf242f1f1d6532926d816e76e1636874267f2a48c84c4e



65789ab80cc02’, 1: 7, 3: -49, -1: h’424b2f267e58d5b3b44d71acfc6a656bb269’, -2: h’00000000000
00000000000000000000000000000000000000000000000000000’}",
  "sign1": "d2845827a2013830045820b788acf242f1f1d6532926d816e76e16368742967cc921acc66935cdbea43f393d9f65303a4640c081a6073f762fd78c532911ecc60400a84af2ba028594de966674fa11ed21634922f8e5b4dbc0b9c9c899881dcaba8d6724d114",
  "sign1_diag": "18([h’a2013830045820b788acf242f1f1d6532926d816e76e16368
74267f2a48c84c4e65789ab80cc02’, {}, h’68656c6c6f20706f7374207175616e7475
6d207369676e617475726573’, h’d5bd2448903e4f81fb949158eefdeb93e2f40e58d3f06e29b4dc3c9ae21ef6ca67e3c34a0e8f43dfaa0882d24e7fcc770ff28450efa19b88de8’])",
  "raw_to_be_signed": "846a5369676e6174757265315827a2013830045820b788acf
242f1f1d6532926d816e76e1636874267f2a48c84c4e65789ab80cc0240581d68656c6c6
f20706f7374207175616e74756d207369676e617475726573",
  "raw_signature": "d5bd2448903e4f81fb949158eefdeb93e2f40e58d3ffe5703d236eef96664ed015c4563ec71807022f6b92d8542a0feda0b8190ac2db5ea9c967836cda38a35f0d958ca423abfd1c6346f9472ba7d7aa70b845ff343acdf9153aa939bcd101f0578f",
  "raw_public_key": "424b2f267e58d5b3b44d71acfc6a656bb26950d57c61db1c88050b794cac596b52189f66a7106fb325b526ea"
}

                         Figure 7: ML_DSA_65

{
  "priv": "0000000000000000000000000000000000000000000000000000000000000
000",
  "key": "a5025820d9bc439f97bd6d4093e68f0f3fcf09c9a97adf888ed7308dd56524cc9760ae789e9b3391b289e0e22a7ef17cc6a4577157b6d95c09baa4fd532e3ee0a29081",
  "key_diag": "{2: h’d9bc439f97bd6d4093e68f0f3fcf09c9a97adf888ed7308dd56
5247a166cb4fa’, 1: 7, 3: -50, -1: h’e45ffc8cc73db885dc662e62a18cd8e38032e73c65c5a201c4ede2ffa6b19274927719d2d38fdb7a65aa43708b7fa9a94aa7d3210253’, -2: h’000000000000000000000000000
0000000000000000000000000000000000000’}",
  "sign1": "d2845827a2013831045820d9bc439f97bd6d4093e68f0f3fcf09c9a97adfca398d245361fc2297c83867f388c8aa35e704d3f7081a961c528751faa64fd7efbcc03b46509727cd5b76f182c1353ee94e6ef98901cdba4b6cfc1dda01628ff86b21e2be53da4a",
  "sign1_diag": "18([h’a2013831045820d9bc439f97bd6d4093e68f0f3fcf09c9a97
adf888ed7308dd565247a166cb4fa’, {}, h’68656c6c6f20706f7374207175616e7475
6d207369676e617475726573’, h’e132b492fc022d5fd1d2205f52dbf1ad1aaef3ece46cc03bed69e99ae1517d499117227cb08254d7b8aa079530af39fb19b246d45a4d41a99553da4a8c2c9fc1b50b28ada2836959ed1398c70018b5f3c35d9f3c8768af0966a0e8ee6b1’])",
  "raw_to_be_signed": "846a5369676e6174757265315827a2013831045820d9bc439
f97bd6d4093e68f0f3fcf09c9a97adf888ed7308dd565247a166cb4fa40581d68656c6c6
f20706f7374207175616e74756d207369676e617475726573",
  "raw_signature": "e132b492fc022d5fd1d2205f52dbf1ad1aaef3ece4622b4e3875e99ae1517d499117227cb08254d7b8aa079530af39fb19b246d45a4d41a9955095636c789fc1b50b28ada2836959ed1398c70018b5f3c35d9f3c8768af0966a0e8ee6b16dd17455a",
  "raw_public_key": "e45ffc8cc73db885dc662e62a18cd8e3803297117fa5658814a9409915de63f64fa797841c57c796c6fc550ef745dfe9f179457f94755ae5a2506a764f3"
}

                         Figure 8: ML_DSA_87
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