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I ntroduction

The LI SP architecture [ RFC9300] introduces two new nunbering spaces
that are intended to provide overlay network functionality: Endpoint
Identifiers (ElIDs) and Routing Locators (RLOCs). To map fromEIDs to
a set of RLOCs, a control plane Mapping Systemis used [ RFC6836]

[ RFC8111]. These Mapping Systens are naturally distributed in their
depl oynent for scalability but are centrally nanaged by a third-party
entity, nanely a Mapping System Provider (MSP). The entities that
use the Mapping System such as data plane LISP Tunnel Routers
(xTRs), depend on and trust the MSP. They do not participate in the
Mappi ng System other than to register and retrieve infornmation

[ RFCO301] .

Thi s docunent introduces a Decentralized Mappi ng System (DVB) so the
XTRs can participate in the Mapping Systemas well as use it. They
can trust each other rather than rely on third-party infrastructure.
The xTRs act as Map-Servers to nmmintain distributed state for scale
and reduce the attack surface. The trust relationships between the
XTRs are established through authentication and authorization
procedures in [ RFC9301] and [ ECDSA- AUTH] .

This design was first introduced to the LISP Wrking Goup (W5 in
January of 2018. It was presented in London in March 2018

[ ETF101- PRESCO and in Prague in March 2019 [I ETF104-PRESQ. This

I nformational docunent is not a standard and did not reach community
consensus to nmake it an | ETF LI SP WG docunent.

The intended audi ence for this specification are protocol devel opnent
engi neers who woul d inplenment this specification in products as wel
net wor k engi neers who depl oy the technol ogy in operationa

envi ronnent s.

Thi s design does not conflict with those designs or contradicts any
ot her LI SP design principles produced by the working group. This
sol ution nakes no fundanmental LISP changes and adheres to the

speci fications docunented in [ RFC9301].

By the nature of this work, this document uses |P addresses as
exanpl es. They should not be copied or used outside of a lab
environment. Depl oynments shoul d use addresses appropriate for their
envi ronnent .

Definitions of Terns

Mappi ng System Provider (MSP): Infrastructure service that deploys
LI SP Map- Resol vers and Map- Servers [RFC9301] and possibly LISP-ALT
nodes [ RFC6836] or LI SP-DDT nodes [RFC8111]. ALT-nodes and DDT-
nodes use different algorithns for connecting Map- Resol vers and
Map- Servers together. The MSP can be managed by a separate
organi zation other than the one that nanages xTRs. This nodel
provi des a busi ness separation between the organi zati on that
manages (and is responsible for) the control plane versus the
organi zation that nmanages the data pl ane overlay service.

Decentral i zed Mapping System (DMS): A nmapping systementity that is
managed by the XTR nodes that use it and not third-party nodes/
operators. The xTRs thensel ves are part of the Mapping System
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1.

The state of the Mapping Systemis fully distributed across xTRs,
decentralized, and the trust relies on the xTRs that use and
participate in their own nmappi ng system

Decent - Pul | - Based Mapping System The napping systemis pull-based,

meani ng that xTRs will ook up and regi ster mappi ngs by
algorithmc transformation to | ocate whi ch Map- Resol vers and Map-
Servers are used. It is required that the | ookup and registration

uses a consistent algorithmc transformation function. Mp-

Regi sters are sent to specific Map-Servers. Map-Requests are
consi dered external |ookups when sent to Map-Resol vers on XTRs
that do not participate in the mappi ng system and the Map- Requests
are considered internal |ookups when they are sent to Map-

Resol vers on xTRs that do participate in the mapping system

Modul us Value: This value is used in the Pull-based Mapping System
It defines the nunmber of Map-Server sets used for the Mapping
System The nodul us value is used to produce a Name | ndex used
for a Domain Name System (DNS) | ookup. The Mdulus Value is
chosen based on the horizontal scale-out width of the Map-Server
cluster the network operator chooses to depl oy.

Name | ndex: This index value <index> is used in the Pull-based
Mappi ng System For a Mapping Systemthat is configured with a
Map- Server set of DNS nanes in the form of <nanme>. exanple.com the
Nane Index is prepended to <nane> to formthe | ookup nane
<i ndex>. <nane>. exanple.com |f the Mddulus Value is 8, then the
Name | ndexes are O through 7.

Hash Mask: The Hash Mask is used in the Pull-based Mappi hg System
It is a mask value with 1 bit left justified. The mask is used to
sel ect what high-order bits of an EID-prefix are used in the hash
functi on.

Decent - Push- Based Mappi nhg System The Mapping Systemis push-based,

meani ng that xTRs will push registrations via I[P nulticast to a
group of Map-Servers and do | ocal |ookups acting as their own Map-
Resol vers.

Replication List Entry (RLE): An RLOC-record format that contains a
list of RLOCs that an Ingress Tunnel Router (ITR) replicates
mul ticast packets on a nulticast overlay. The RLE format is
specified in [RFC8060]. RLEs are used with the Decent-Push-based
Mappi ng System

Group Address EID: An EIDrecord format that contains |Pv4d
(0.0.0.0/0, G or IPv6 (0::/0, G state. This state is encoded as
a Multicast Info Type LISP Canoni cal Address Format (LCAF)
specified in [RFC8060]. Menbers of a seed-group send Map-
Regi sters for (0.0.0.0/0, G or (0::/0, G with an RLOCrecord
that RLE encodes its RLOC address. Details are specified in
[ RFC8378] .

Seed- G oup: A set of Map-Servers joined to a nulticast group for the
Decent - Push- based Mapping System or are mapped by DNS nanes in a
Pul | - based Mapping System A core seed-group is used to bootstrap
a set of LISP-Decent xTRs so they can | earn about each other and
use each other’s Mappi ng System service. A seed-group can be
pul | -based to bootstrap the Decent-Push-based Mappi hg System
That is, a set of DNS napped Map-Servers can be used to join the
mappi ng systems I P nulticast group.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and



"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Overvi ew

The clients of the DVMS are al so the providers of mapping state, see

[ RFC9301] for formal details. Cdients are typically Egress Tunnel
Routers (ETRs) that Map-Register EIDto-RLOC mapping state to the
mappi ng dat abase system |ITRs are clients in that they send Map-
Requests to the mappi ng dat abase systemto obtain El D to-RLCC

mappi ngs that are cached for data plane use. Wen XTRs participate
in a DM5, they are also acting as Map-Resol vers and Map- Servers using
the protocol machinery defined in LISP control plane specifications

[ RFC9301], [RFC9303], and [ ECDSA-AUTH]. The xTRs are not required to
run the dat abase mappi ng transport system protocols specified in

[ RFC6836] or [RFCB111].

Thi s docunent will describe two decentralized and distributed mapping
system nmechani sns. A Decent - Push-based Mappi ng Systemuses |IP

mul ti cast so xTRs can find each other by locally joining an IP

mul ticast group. A Decent-Pull-based Mappi ng System uses DNS with an
algorithnmic transformation function so xTRs can find each other.

The docunent proposes two approaches to provide state/bandw dth, ease
of configurability, and robustness/conplexity trade-offs. Wen the
Decent - Push- based approach is used, there is | ess nessagi ng invol ved.
XTRs can nulticast a single Map-Regi ster nessage that goes to all

Map- Servers joined to the nulticast group. Wen Mp-Servers are
added to or renoved fromthe Map-Server cluster group, the Mapping
System updates quickly with l[ittle human intervention. In the push
nodel , all mapping state is stored in all Map-Servers so there is

r obust ness achi eved t hrough redundancy. However, this requires a
mul ti cast underlay in nodes between all xTRs and Map- Servers. Wen a
mul ti cast underlay is not avail able, the Decent-Pull-based approach
can be used with the help of the DNS. This approach uses |less state
overal|l anong the Map-Servers (they each have different Mapping
System state) and the | TRs know whi ch Map-Server to ask by using the
hashi ng techni ques described later in this docunent.

Thi s docunent does not describe any conpatibility with other nmapping
systens. The design is intentional so that all xTRs and Map- Servers
support this specification. Mreover, all xTRs and Map- Servers MJST
support either the pull-based or push-based algorithns. They cannot
be mixed. Wen both are used, they are conpletely discrete Mapping
Systens just |ike they would be using one of the LI SP W5 Mappi ng
System desi gns. An inplenentation can decide to inplenent only the
pul | - based approach or the push-based approach and still be conpliant
with this specification.

Decent - Push- Based Mappi hg System

The XxTRs are organi zed in a mappi ng-system group. The group is
identified by an IPv4 or IPv6 nulticast group address or using a
Decent - Pul | - based approach described in Section 5. Wen using

mul ticast, the xTRs join the sane nmulticast group and receive LISP
control plane nessages addressed to the group. Messages sent to the
mul ticast group are distributed when the underlay network supports IP
mul ti cast [ RFC6831] or via the overlay nulticast mechani sm described
in [RFC8378]. When overlay nulticast is used and LI SP Map- Regi st er
messages are sent to the group, they are LISP data encapsul ated with
an instance-1D set to Oxffffff in the LISP header. The inner header
of the encapsul ated packet has the destination address set to the

mul ticast group address and the outer header that is prepended has
the destinati on address set to the RLOC of Mappi ng System group
menber. The menbers of the Mapping System group are kept in the LISP



data pl ane map-cache so packets for the group can be replicated to

each nenber RLOC.

Al l

menbers are not only receivers of
send packets to the group.

.1
When an xTR is configured to be a

[ RFC6832]), it runs the ITR ETR
network functions.

XTRs in a Mapping System group will
mappi ngs and maintain the state as Map-Servers normal ly do.
but they al so

store the sane registered
The
the multicast group,

Conponents of a Decent-Push-Based LI SP-Decent xTR

LI SP-Decent XTR (or PxTR

Map- Resol ver, and Map- Server LI SP

The foll owi ng di agram shows 3 LI SP-Decent xTRs joi ned to Mapping

System group address 233.252.1. 1.
originates a Map-Register, it
synchroni zi ng all

to its Map-Resolver so it can repl
233.252.1.1.

In this docunent,

the Mapping Systemgroup, it only
Decent Map- Resol vers confi gured.
El D 233.252.1.1, the external

is sent to all
3 Map-Servers in xXTR1,
function can popul ate its map-cache by sendi ng a Map- Request

there is no special

When the ETR function of xTR1
XTRs (including itself)
XxTR2, and xTR3. The ITR

i cate packets to each RLCC for

needs to have one of the LI SP-
By | ooking at the Map-Resol ver for

XTR could get the conmplete list of

menbers for the Mapping System group.

For future study, an external
233.252.1.1 and either one of the
return a Map-Reply or the external
mul ti pl e Map- Repli es.

XTR coul d nmul ticast the Map-Request to

Ll SP- Decent WMap- Resol vers woul d
XTR i s prepared to receive

| ocal l'y
El D

meani ng for the multicast group

address 233.252.1.1. It is used for exanple purposes only.
XTR1
Map- Request R R R +
(always local) | +----- + - + |
R | ITR| | ETR|[------------- +
| | e e |
| | | | Map-Register to
| | ommo - + | EID233.252.1.1
A L > MRYMS | <--------m----- + encapsulated to
| Fommmm- - + | | RLOCs xTR1, xTR2,
A R + | and xTR3
I
o e e e R +
I I
I I
e e + e e +
| oo o | oo o
I | MMB | I I | MMB | I
| Fomm e m + | | Fomm e m + |
| +----- I + | +----- I +
| | ITR|] | ETR| | | | ITR|] | ETR| |
| +----- I + | +----- I +
I + I +
XTR2 XTR3
Figure 1
Note that if any external XxTR would like to use a Map-Resolver from

4.2. I nplenentation Considerations

There are no LI SP changes required to support the Decent-Push-based
LI SP- Decent set of procedures. An inplenentation that sends Map-



Regi ster nmessages to a nulticast group versus a specific Map-Server
uni cast address MJST change to call the data plane conponent so the
ITR functionality in the node can encapsul ate the Map-Regi ster as a
uni cast packet to each nenber of the Mapping System group

An | TR SHOULD | ook up its Mapping System group address periodically
to determine if the menbership has changed. The |ookup interval is a
configuration paraneter only needed when the | TR does not use the
PubSub capability docunented in [RFC9437] to be notified when a new
menber joins or |eaves the multicast group. Wen PubSub is not used,
there needs to be coordination (via configurati on managenent) anong
all xTRs so they rendezvous roughly at the same time and to the sane
group address.

4.3. Configuration and Authentication

When xTRs are joined to a nmulticast group, they MJST have their site
regi stration configuration consistent. Any policy or authentication
key material MJST be configured consistently anong all menbers. Wen
[ ECDSA- AUTH] is used to sign Map-Regi ster nessages, public keys can
be registered to the Mapping System group using the site

aut henti cati on key mentioned above or using a different

aut hentication key fromthe one used for registering EID records. An
out -of -band registration controller, |like an ETR dedicated for this
function, can send Map-Regi ster nessages for public-key encoded El Ds.

4.4. Core Seed-Goup

A core seed-group can be discovered using a multicast group in a
Decent - Push- based system or a Map-Server set of DNS nanes in a
Decent - Pul | - based system (see Section 5 for details)

When using nulticast for the Mappi ng System group, a core seed-group
mul ticast group address can be preconfigured to bootstrap the
decentralized Mappi ng System The group address (or DNS nane that
maps to a group address) can be explicitly configured in a few xTRs
to start building up the registrations. Then as other xTRs cone
online, they can add thenselves to the core seed-group by joining the
seed-group nulticast group

Al ternatively or additionally, new xXTRs can join a new Mappi ng System
mul ticast group to form another |ayer of a decentralized Mapping
System The group address and menbers of this new | ayer seed-group
woul d be registered to the core seed-group address and stored in the
core seed-group mappi ng system Note that each Mappi ng System | ayer
coul d have a specific function or a specific circle of trust.

This multi-layer Mapping System can be illustrated:

/ core \' 233.252.2.2 / layer-1 \
| seed-group | ---------- > | I
| 233.252.1.1 | | I\ |
\_ / | J---K |
| \_ /
| 233.252.3.3
I
v
/[ layer-2\
I X I
I [\ I
| Y---Z |
\ /

Configured in xTRs A, B, and C (they make up the core seed-group):
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5.

233.252.1.1 -> RLE: A B, C

core seed-group DVS, mapping state in A, B, and C
233.252.2.2 -> RLE: |, J, K
233.252.3.3 -> RLE: X, Y, Z

| ayer-1 seed-group DM5 (inter-continental), mapping state inl, J, K
EIDL -> RLCCs: i(1), j(2)

EIDn -> RLOCs: i(n), j(n)

| ayer-2 seed-group DM5 (intra-continental), mapping sate in X, Y, Z:
ElDa -> RLOCs: x(1), y(2)

EIDz -> RLQCs: x(n), y(n)
Fi gure 2

The core seed-group nulticast address 233.252.1.1 is configured in
XTRs A, B, and C so when each of them send Map- Regi ster nessages,
they would all be able to maintain synchroni zed nmappi ng state. Any
ElI D can be registered to this DM5, but in this exanple, seed-group
mul ti cast group EIDs are being registered only to find other Mpping
Syst em gr oups.

For exanple, XTR | boots up and it wants to find its other peers in
its Mappi ng System group address 233.252.2.2. Goup address
233.252.2.2 is configured so xTR I knows what group to join for its
Mappi ng System group. However, XTR | needs a Mapping Systemto
register to, so the core seed-group is used and avail able to receive
Map- Regi sters. The other xTRs J and K in the Mapping System group do
the sane so when any of |, J, or Kneeds to register ElIDs, they can
now send their Map-Regi ster nessages to group address 233.252.2. 2.
Exanpl es of EIDs being registered are EID1L through El Dn shown above.

When Map- Regi sters are sent to group address 233.252.2.2, they are
encapsul ated by the LISP data plane by |ooking up EID 233.252.2.2 in
the core seed-group Mapping System For the nap-cache entry to be
popul ated for 233.252.2.2, the data plane MJST send a Map- Request so
the RLOCs |, J, and K are cached for replication. To use the core
seed-group Mappi ng System the data plane MJST know of at |east one
of the RLCCs A, B, and/or C.

Decent - Pul | - Based Mappi hg System
1. Conponents of a Decent-Pulled Based LI SP-Decent XTR

When an xTR is configured to be a LISP-Decent xTR (or PxTR
[ RFC6832]), it runs the ITR ETR Map-Resolver, and Mp- Server LISP
networ k functions.

Unl i ke the Decent-Push-based Mappi ng System the xTRs do not need to
be organi zed by joining a multicast group. |In a Decent-Pull-based
Mappi hg System a hash function over an EID is used to identify which
XTR i s used as the Map-Resol ver and Map-Server. The DNS [ RFC1034]

[ RFC1035] is used as a resource di scovery mechani sm

The RLOC addresses of the xTRs will be A and AAAA records for DNS
nanes that map algorithmcally fromthe hash of the EID. A SHA-256
hash function [ RFC6234] over the following ASCII-formatted EID string
is used:

[<iid>]<eid><m>
[ <iid>] <group>/<gm >-<source>/<sm >

In this section, where you see angl e brackets, they are replaced with



values in ASCI| characters. For exanple, a unicast EIDof 1.1.1.1 in
instance-id 11 would be encoded as a string "[11]1.1.1.1/32".

<iid>is the instance-ID and <eid> is the EID of any EIDtype defined
in [ RFC8060]. The Mdulus Value <mv> is used to produce the Nane
I ndex <index> used to build the DNS | ookup nane:

eid = "[<iid>]<eid><m>"
i ndex = hash. sha_256(eid) MOD nv

The Hash Mask is used to select what bits are used in the SHA- 256
hash function. This is required to support |ongest match | ookups in
the Mapping System The sanme Map- Server set needs to be sel ected
when | ooking up a nore-specific EID found in the Map- Request nessage
with one that could match a | ess-specific EID-prefix registered and
found in the Map- Regi ster nessage. For example, if an EI D prefix
[0]240.0.1.0/24 is registered to the Mapping System and EI D
[0]240.0.1.1/32 is | ooked up to match the regi stered prefix, a Hash
Mask of 8 bytes can be used to AND both the /32 or /24 entries to
produce the sanme hash string bits of "[0]240.0".

For (*,Q and (S,G multicast entries in the Mapping System the hash
strings are:

sg-eid = "[<iid>]<group>/<gm >-<source>/<sm >"
i ndex = hash. sha_256(sg-eid) MOD nv

starg-eid = "[<iid>]<group>/<gni>-0.0.0.0/0"
i ndex = hash. sha_256(starg-eid) MOD nv

The Hash Mask MUST include the string "[<iid>]<group>" and not string
<source>. So when looking up [0](2.2.2.2, 233.252.1.1) that wll
match a (*, 233.252.1.1/32), the hash string produced with a Hash
Mask of 12 bytes is "[0]233.252.1.1".

When the <index> is conmputed froma unicast or nulticast EID, the DNS
| ookup nane becones:

<i ndex>. map- server. exanpl e. com

When an XTR does a DNS | ookup on the | ookup name, it will send Map-
Regi ster nmessages to all A and AAAA records for EID registrations.
For Map- Request nessages, XTRs MAY round robin El D | ookup requests
anong the A and AAAA records.

.2. Configurable EID Prefix Lengths for Lookups

In inplenentations where EID allocations follow a predictable
pattern, operators MAY configure ITRs to use specific prefix |engths
for | ookups when the EID falls within well-known allocation ranges.
This configuration allows | TRs to conpute the correct hash index even
when data packets carry nore-specific EIDs than the prefix | engths
used by ETRs during registration.

For exanple, if an operator allocates EIDs in the range
[0]240.11.0.0/16 and all ETRs register these EIDs with a /24 prefix
I ength, I TRs receiving data packets for EIDs like [0]240.11.1.1/32
will still hash on the /24 prefix to |ocate the correct Map-Server.
Wthout this configuration, the | TR woul d hash on the /32 and
potentially query the wong Map- Server.

I TRs SHOULD support configuration of EID prefix ranges and their
associ ated | ookup prefix lengths. Wen an | TR perforns a Map- Request
| ookup, it SHOULD check if the destination ElID matches any configured
range. |If a match is found, the | TR MJST use the configured | ookup
prefix length instead of the EID s registered prefix |ength when



computing the hash string. Wen nultiple configured ranges match a
given EID, the range with the | ongest (nost-specific) configured
prefix | ength MUST be sel ect ed.

The configuration consists of pairs of EID-prefix (the well-known EID
all ocation range in C assless Inter-Domain Routing (CIDR) notation,
e.g., 240.11.0.0/16) and | ookup-length (the prefix length to use for
hash conputation when EIDs fall within this range, 0-32 bytes for

| Pv4 and 0-128 bytes for |Pv6).

| mpl enent ati on note: When conputing the hash string for a | ookup
where the EID matches a configured range, the | TR MUST construct the
hash string using the configured | ookup-Iength, ensuring that the
bits beyond the | ookup-length are zero (i.e., the EID address is
masked to the | ookup-1ength before converting to the hash string
format).

Exanpl e configuration with multiple ElID ranges:
El D Range Configurati on:
Range: [0]240.11.0.0/16 -> |ookup-length: 24
Range: [0]240.12.0.0/16 -> |ookup-length: 30
Range: [0]240.13.0.0/16 -> |ookup-length: 25

Lookup Exanpl es:

EI D [0] 240. 11. 1. 1/ 32 -> hash on [0]240.11.1.0/ 24
El D [ 0] 240. 12. 2. 5/ 32 -> hash on [0]240.12. 2. 4/30
EI D [ 0] 240. 13. 3. 7/ 32 -> hash on [0]240.13.3.0/25
EI D [ 0] 240. 14. 1. 1/ 32 -> hash on [0]240.14.1.1/32

(no match, use full EID)

Thi s approach is particularly useful in deploynments where the Mapping
System uses a consistent ETR registration strategy (e.g., all ETRs in
a region register with /24 prefixes), but ITRs receive packets with
nor e-specific destinations (/32 addresses). By configuring the
expected registration prefix length for each allocation range, |ITRs
can reliably locate the correct Map-Servers w thout nodifying LISP or
i ntroduci ng conplex nulti-Ievel |ookups.

5.3. Deploynent Exanpl e

Here is an exanpl e depl oynment of a Decent-Pull-based nmodel. Let’s
say that 4 Map-Server sets are provisioned for the Mappi ng System
Therefore, 4 distinct DNS nanes are allocated and a Mddul us Val ue 4
is used. Each DNS nane is allocated Name | ndex 0 through 3:

map-server.|ispers. net
map- server.|lispers. net
map- server.|lispers. net
map- server. |l i spers. net

wh ko

The

>

records for each nane can be assigned as:

0. map-server.lispers. net:
A <rlocl-att>
A <rloc2-verizon>

1. map-server.|ispers. net:
A <rlocl- bt>
A <rloc2-dt>

2. map-server.lispers.net:
A <rlocl-cn>
A <rloc2-kr>

3. map-server.lispers. net:
A <rlocl-au>
A <rloc2-nz>



5.

8.

8.

VWhen an XxTR wants to register "[1000]fd::2222/128", it hashes the EID
string to produce, for exanple, hash value 0x67. Using the nodul us
value 4 (0x67 & 0x3) produces index 0x3, so the DNS nanme 3. map-
server.lispers.net is used and a Map-Register is sent to <rlocl-au>
and <rl oc2-nz>.

Note that the Decent-Pull-based method can be used for a core seed-
group for bootstrappi ng a Decent-Push-based Mappi ng System where
mul ticast groups are registered.

4. Managenent Consi derations

An i mpl enentati on SHOULD do periodic DNS | ookups to determine if A
records have changed for a DNS entry. This is a configuration
paraneter the network operator selects. This specification nmakes no
recomendation for an interval val ue.

When xTRs derive Map-Resol ver and Map-Server nanes fromthe DNS, they
need to use the same Mddul us Value. Oherw se, some xTRs will | ook
up EIDs to the wong place they were registered.

The Modul us Val ue can be configured or pushed to the LI SP-Decent
XTRs. A future version of this docunment will describe a push
mechani smso all XxTRs use a consistent nodul us val ue.

Security Considerations

Refer to Section 9 of [RFC9301] for a conplete |ist of security
mechani sms as well as pointers to threat analysis docunents.

VWhere DNS is deployed for the Pull-based Mapping System it is
recomended to use DNSSEC [ RFC9364] to add nore security to the DNS
| ookup system

Repl ay attacks, spoofing, and trust relationships are discussed in
detail in [RFCO9301] and [ RFC9303].

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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