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Abst ract

Segnent Routing (SR) Point-to-Miltipoint (P2MP) Policies are used to
define and manage explicit P2MP paths within a network. These
policies are typically calculated via a controll er-based nechani sm
and installed via, e.g., a Path Conputation Element (PCE). |n other
cases, these policies can be installed using the Network
Configuration Protocol (NETCONF) / YANG or a Command Line Interface
(CLI). They are used to steer Multicast traffic along optim zed
paths froma Root to a set of Leaf routers.

Thi s docunent defines extensions to ping and traceroute nechani sns
for an SR P2MP Policy with MPLS encapsul ation to provide Operati ons,
Adm ni stration, and Mai ntenance (OQAM capabilities. The extensions
enabl e operators to verify connectivity, diagnose failures, and
troubl eshoot forwarding issues within SR P2MP Policy Milticast trees.

By introduci ng new mechani sms for detecting failures and validating
path integrity, this docunent enhances the operational robustness of
P2MP Mul ticast deploynents. Additionally, it ensures that existing
MPLS and SR-based OAM tools can be effectively applied to networks
utilizing SR P2\MP Poli ci es.
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1. Introduction

[ RFC9960] expl ains the concept of the SR P2MP Policy and its

candi date paths (CPs). It also explains the concept of howa CPis
sel ected to be the active CP. To enable seanl ess gl oba

optimization, a CP may consist of multiple P2MP tree instances
(PTlIs), allow ng for Make-Before-Break procedures between an active
PTI and a newy established, optimzed PTI. A PTI is the actual P2MP
tunnel set up fromthe Root to a set of Leaves via transit routers.

A PTl is identified on the Root node by the PTlI's instance |ID

To ensure reliable network operation, it is essential to verify end-
to-end connectivity for both active and backup CPs, as well as al
associ ated PTIs. This docunment specifies a nmechanismfor detecting
data plane failures within an SR P2MP Policy CP and its associ ated
PTls, enabling operators to nonitor and troubl eshoot Milticast path
integrity.

This specification applies exclusively to Replication Segnments
(Replication-SIDs) that use MPLS encapsul ation for forwarding and
does not cover Segment Routing over |IPv6 (SRv6). The nechani sns
descri bed herein build upon the concepts established in [ RFC6425] for
P2MP MPLS OAM  All considerations and linitations described in
Section 6 of [RFC6425] apply to this docunent as well.

1.1. Termi nol ogy
The readers of this docunment should familiarize thenselves with the
fol |l owi ng docunents and sections for term nology and details
regarding the inplenentation of the SR P2MP Pol i cy.
[ RFC9524], Section 1.1 defines terns specific to an SR Replication
segnment and al so expl ains the node termnology in a Milticast domain,
i ncluding the Root node, Leaf node, and Bud node.

[ RFC9960], Section 1.1 defines terns and concepts specific to the SR
P2MP Policy including the CP and the PTI

2. Conventions Used in This Document



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Mdtivation

An SR P2MP Policy and its correspondi ng Replication segnents are
typically provisioned via a centralized controller or configured
usi ng NETCONF/ YANG or CLI. The Root and the Leaves are discovered in
accordance with [ RFC9960], and the Miulticast tree is conputed from
the Root to the Leaves. However, there is no underlay signaling
protocol to distribute the SR P2MP Policy fromthe Root to the Leaf
routers. Consequently, when a P2MP tree fails to deliver user
traffic, identifying the failure can be challenging wthout ping and
traceroute nechanisns to isolate faults along the tree.

To address this challenge, SR P2MP Policy ping and traceroute can be
utilized to detect and localize faults within the P2MP tree and its
associ ated Replication segnents, as defined in [ RFC9524]. These OAM
tool s enabl e periodic ping operations to verify connectivity between
the Root and the Leaves. |In cases where a ping fails, a traceroute
can be initiated to deternmine the point of failure along the tree.
Thi s diagnostic process can be initiated fromthe node responsible
for establishing the SR P2MP Policy, ensuring proactive nonitoring
and fault detection.

3.1. MPLS SR P2MWP Policy Ping and Traceroute

Pi ng/traceroute packets are forwarded based upon the SR P2MP Policy
on a specific CP and its PTI toward the designated Leaf routers.
These packets are replicated at the replication point based on the
Replication segnent forwarding i nformati on on the correspondi ng
router.

MPLS packets are processed based on the standard behavi or when their
Time to Live (TTL) expires or when they reach the egress (Leaf)
router. The appropriate response is sent back to the Root node
followi ng the procedures outlined in [ RFC6425].

3.1.1. Applicability of RFC 6425 to MPLS SR P2MP Pol i cy

The procedures in [RFC6425] define fault detection and isolation
mechani snms for P2MP MPLS Label Switched Paths (LSPs) and extend the
LSP ping techni ques described in [ RFC8029] such that they may be
applied to P2MP MPLS LSPs, ensuring alignment with existing fault
managenent tools. [RFC6425] enphasizes the reuse of existing LSP
pi ng nmechani sns desi gned for Point-to-Point (P2P) LSPs, adapting them
to P2MP MPLS LSPs to facilitate seam ess inplenentation and network
operati on.

The fault detection procedures specified in [RFC6425] are applicable
to all P2MP MPLS protocol s, including P2MP RSVP-TE and Miul ticast LDP
and now the SR P2MP Policy. Whiile [ RFC6425] highlights specific

di fferences for P2MP RSVP-TE and Multicast LDP, this docunent

i ntroduces consi derations unique to SR P2MP Pol i ci es, including:

1. Egress Address P2MP Responder sub-TLVs: Milticast LDP, as per
Section 3.2.1 of [RFC6425], does not allow for the inclusion of
Egress Address P2MP Responder sub-TLVs, as upstream Label
Switching Routers (LSRs) lack visibility into downstream Leaf
nodes. Similarly, SR P2MP Policies often rely on a PCE for
programm ng transit routers. This is why in the SR P2MP donai n,
transit routers do not have know edge of the Leaf nodes. Only



3.

3.

the Root node, where the SR P2MP Policy is programed, has
visibility into the Leaf nodes. Consequently, these sub-TLVs
SHOULD NOT be used when an echo request carries an SR P2MP Policy

MPLS CP Forwardi ng Equival ence dass (FEC). |f a node receives
the Egress Address P2MP Responder sub-TLVs in an echo request,
then it will not respond since it is unaware of whether it lies

on the path to the address in the sub-TLV.

2. End of processing for traceroutes: As per Section 4.3.1 of
[ RFC6425], it is RECOMMENDED that traceroute orations provide for
a configurable upper limt on TTL values. This is because, for
some protocols like Miulticast LDP, there may not be an easy way
to figure out the end of the traceroute processing, as the
initiating LSR m ght not always know about all of the Leaf
routers. 1In the case of an SR P2MP Policy, the Root node has
visibility of the Leaf nodes; as such, there is a definitive way
to estimate the end of processing for a traceroute, and a
configurable upper limt on TTL nmay not be necessary. However, a
configurable upper limt on the TTL value is an inplenentation
choi ce.

3. ldentification of the LSP under test: Section 3.1 of [RFC6425]
defines distinct identifiers for P2MP RSVP-TE and Miulticast LDP
when identifying an LSP under test. As each protocol has its own
identifier, this document introduces a new Target FEC Stack TLV
specific to SR P2MP Policies to uniquely identify their CPs and
PTls. These nodifications ensure that SR P2MP Policy OAM
mechani sns are properly aligned with existing MPLS ping and
traceroute tools while addressing the specific operationa
characteristics of SR P2MP Pol i ci es.

1.2. Conformance to Existing Procedures and Additional Considerations

In addition to major differences outlined in the previous section, SR
P2MP Pol i ci es SHOULD fol |l ow the conmon procedures specified in

[ RFC6425] for P2MP MPLS LSPs. Furthernore, this specification reuses
the sanme destination UDP port as defined in [ RFC8029] for consistency
with the existing MPLS OAM nmechani sm

| mpl enent ati ons MJUST account for the fact that an SR P2MP Policy nmay
contain multiple CPs, and each CP may consist of multiple PTls. As
such, inplenentations SHOULD support the ability to individually test
each CP and its correspondi ng PTI using ping and traceroute

mechani sns. The ping and traceroute packets are forwarded al ong the
specified CP and its PTl, traversing the associated Replication
segnents. \Wen a downstream node capabl e of understanding the
Replication-SID receives a ping or traceroute packet, it MJST process
the request and generate a response even if the CP and its PTI are
not currently the active path.

1.3. Considerations for Interworking with Uni cast Paths

As per [RFC9960], there are two ways to build a P2MP tree:

1. P2MP tree with non-adjacent Replication segnents

2. P2MP tree with adjacent Replication segnents

For the case of adjacent Replication segnments, there are no speci al
considerations for the TTL or Hop Limt propagation, and the TTL
shoul d be decremented hop by hop as the OAM packet traverses the
Replication segnents of a P2MP tree

For the case of non-adjacent Replication segnents (for exanple, two

Replication segnents that are connected via an SR Policy or simlar
technol ogy), there are special considerations. |In such scenarios, SR



P2MP Policy OAMtools should be used to verify the connectivity of
the non-adj acent Replication segnents that are building the P2MP
tree, while the unicast OAMtools should be used to verify the
connectivity of the unicast path connecting the two non-adjacent
Replication segnments. In these scenarios, the Replication-SID should
not be exposed or examined in the unicast path. Proper TTL handli ng
to copy the Replication segnent TTL to the unicast path can be

achi eved via the hierarchical MPLS TTL node being used (e.g., Pipe
Mode vs. Uniform Mode) as per [RFC3270]. For the P2VP tree
traceroute, the TTL node MJST be set to Pipe Mdde on the router that
the unicast path starts. This will ensure that the unicast path TTL
is set to a large value that allows the traceroute packet to be
delivered to the downstream Replication segnent. For ping, either
the Pi pe Mdde or the Uni form Mbde can be used dependi ng on the

i npl ementation. The unicast path failure detection is considered out
of scope for this docunent.

3. 2. Packet Format and New TLVs

The packet format used in this specification follows Section 3 of

[ RFC8029]. However, additional TLVs and sub-TLVs are required to
support the new functionality introduced for SR P2MP Policies. These
extensions are described in the foll owi ng sections.

3.2.1. ldentifying a P2MP Policy

[ RFC8029] defines a standardi zed nechani sm for detecting data pl ane
failures in MPLS LSPs. To correctly identify the Replication segnent
associated with a given CP and PTI, the echo request nessage MJUST
include a Target FEC Stack TLV that explicitly specifies the CP and
PTI under test.

Thi s docunent introduces a new sub-TLV, referred to as the SR MPLS
P2MP Policy Tree Instance sub-TLV, which is defined as foll ows:

| Sub-Type | Length | Value Field |
[} et fumely sy e o
| 41 | Variable | SR MPLS P2MP Policy Tree |nstance

S S S +

Table 1

Further details regarding the structure and processing of this sub-
TLV are provided in subsequent sections.

3.2.1.1. SR MPLS P2MP Policy Tree Instance FEC Stack Sub-TLVs

The SR MPLS P2MP Policy Tree Instance sub-TLV value field follows the
format specified in Section 2.3 of [RFC9960]. The structure of this
sub-TLV is illustrated in the figure below. It should be noted that
this sub-TLV is testing a specific PTI within a specific CP and it is
not testing the CP
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i i i T i I S i e s o o i i

Address Famly | Address Lengthj| Reserved |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

I
Root ~
I

Tree-1D |
T o e i e S e e R b ok ok b NI T R

I
+-
I
I
e L o i e S  th o i R S
I
+-
| I nstance-1D |
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Address Family: 2 octets. |Pv4/1Pv6 Address Fam |y Nunbers as
specified in [I ANA-AF], indicating the Address Fam |y of the Root.
Any ot her Address Family, except |Pv4/1Pv6, is not supported by
this docunent.

Address Length: 1 octet. Specifies the length of the Root Address
in octets (4 octets for IPv4, and 16 octets for |Pv6).

Reserved: MJST be set to zero by the sender and shoul d be ignored by
the receiver.

Root: Variable | ength depending on the Address Famly field. The
Root node of the SR P2MP Policy, as defined in [ RFC9960].

Tree-1D: 4 octets. A unique identifier for the P2MP tree, as
defined in [ RFC9960] .

Instance-1D:. 2 octets. ldentifies the specific Path-Instance, as
defined in [ RFC9960] .

3.3. Limting the Scope of Response

As specified in Section 3.2 of [RFC6425], four sub-TLVs are used
within the P2MP Responder Identifier TLV that is included in the echo
request message.

The sub-TLVs for IPv4 and | Pv6 egress addresses of the P2MP responder
are aligned with Section 3.2.1 of [RFC6425].

The sub-TLVs for 1Pv4 and | Pv6 node addresses of the P2MP responder
are aligned with Section 3.2.2 of [RFC6425].

These nechani sns ensure that responses are appropriately scoped to
limt unnecessary processing and i mprove the efficiency of P2MP QAM
pr ocedures.

4. | ANA Consi derations

I ANA has assigned a sub-type value for the SR MPLS P2MP Policy Tree

I nstance sub-TLV in the "Sub-TLVs for TLV Types 1, 16, and 21"
registry under the "Miltiprotocol Label Sw tching (MPLS) Labe

Swi tched Paths (LSPs) Ping Parameters" registry group. The sub-type
val ue has been assigned fromthe Standards Action range of 0-16383 as
shown below. Note that the sub-TLV has been assigned from Type 1
(Target FEC Stack) of the "TLVs" registry.

B oo ool oo oo

| Sub-Type | Sub-TLV Nane |

[ ey s e e e e s e s s e s e

| 41 | SR MPLS P2MP Policy Tree | nstance

S o m m e e e e e e e e e e e eo oo s +
Table 2

5. Security Considerations

Overall, the security needs for SR P2MP Policy ping are the sane as
in [ RFCO960], [RFC6425], and [RFC8029]. SR P2MP Policy ping is
susceptible to the same three attack vectors as explained in
Section 5 of [RFC8029]. The same procedures and recomendati ons
explained in Section 5 of [RFC8029] should be taken and i npl enent ed
to nmitigate these attack vectors for SR P2MP Policy ping as well.

In addition, the security considerations in Section 8 of [RFC6425]



shoul d be followed, specifically the security recomrendations from

[ RFC4379],

whi ch recommend the foll ow ng:

To avoid potential Denial-of-Service attacks, it is RECOVMENDED
that inplementations regulate the LSP ping traffic going to the

I
I
| control
|

plane. A rate limter SHOULD be applied to the well-known

UDP port [allocated for this service].
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