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I nt roducti on

[ RFC9524] defines a Replication segment that enables a SR node to
replicate traffic to multiple downstream nodes in an SR domai n

[ RFC8402]. A Point-to-Miltipoint (P2MP) service can be realized by a
single Replication segnent spanning fromthe ingress node to the
egress nodes of the service. This effectively achieves ingress
replication, which is inefficient since the traffic of the P2M
service may traverse the sane set of nodes and links in the SR domain
on its path fromthe ingress node to the egress nodes.

A mul tipoint service delivery can be efficiently realized with a P2MP
tree in a SR domain. A P2MP tree spans froma Root node to a set of
Leaf nodes via internediate Replication nodes. It consists of a
Replication segnent at the Root node, and that Replication segnent is
stitched to one or nore Replication segnents between the Leaf nodes
and internedi ate Replication nodes. A Bud node [ RFC9524] is a node
that is both a Replication node and a Leaf node. Any nention of

"Leaf node(s)" in this docunment should be considered as referring to
"Leaf or Bud node(s)".

An SR P2MP Policy defines the Root and Leaf nodes of a P2MP tree. It
has one or nore CPs provisioned with optional constraints and/or
optini zation objectives.

A controller conputes PTIs of the CPs using the constraints and

obj ectives specified in the CP. The controller then instantiates a
PTI in the SR domain by signaling Replication segnents to the Root,
Replication, and Leaf nodes. A Path Conputation El enent (PCE)

[ RFC4655] is one exanple of such a controller. |In other cases, a PTI
can be installed using the Network Configuration Protocol (NETCONF) /
YANG or the Command Line Interface (CLI) on the Root, Replication,
and Leaf nodes.
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The Replication segnents of a PTI can be instantiated for SR MPLS
[ RFC8660] and SRv6 [ RFC8986] data planes, enabling efficient packet
replication within an SR donai n.

Thi s docunent updates the Replication-1D portion of the Replication
segnent identifier (Replication-SID) specified in Section 2 of
[ RFC9524] .

1. Term nol ogy

2

1.
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This section defines terms used frequently in this docurment. Refer
to the Term nol ogy section of [RFC9524] for the definitions of
Replication segnent and other ternms associated with it and the
definitions of Root, Leaf, and Bud nodes.

SR P2MP Policy: An SR P2MP Policy is a franework to construct P2MP
trees in an SR domai n by specifying Root and Leaf nodes.

Tree-1D: An identifier of an SR P2MP Policy in context of the Root
node.

Candi date path (CP): A CP of the SR P2MP Policy defines topol ogica
or resource constraints and optim zation objectives that are used
to conpute and construct PTIs.

P2MP tree instance (PTlI): A PTI of a CPis constructed by stitching
Replication segnents between the Root and Leaf nodes of an SR P2MP
Policy. |Its topology is determned by the constraints and
optimnmization objective of the CP

Instance-1D: An identifier of a PTI in context of the SR P2MP
Pol i cy.

Tree-SID:  The Replication-SID of the Replication segnent at the Root
node of a PTI.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

SR P2MP Pol i cy
An SR P2MP Policy is used to instantiate P2MP trees between Root and
Leaf nodes in an SR domain. Note that nultiple SR P2MP Policies can
have identical Root nodes and identical sets of Leaf nodes. An SR
P2MP Pol i cy has one or nore CPs [ RFC9256].
SR P2MP Policy ldentification

An SR P2MP Policy is uniquely identified by the tuple <Root, Tree-
| D>, where:

* Root: The |P address of the Root node of P2MP trees instantiated
by the SR P2MP Poli cy.

* Tree-1D: A 32-bit unsigned integer that uniquely identifies the SR
P2MP Policy in the context of the Root node.

Conponents of an SR P2MP Policy

An SR P2MP Policy consists of the follow ng el enents:



* Leaf nodes: A set of nodes that term nate the P2MP trees of the SR
P2MP Pol i cy.

* Candidate paths: A set of possible paths that define constraints
and optim zation objectives for PTls of the SR P2MP Poli cy.

An SR P2MP Policy and its CPs are provisioned on a controller (see
Section 5) or the Root node or both, dependi ng upon the provisioning
nmodel . After provisioning, the Policy and its CPs are instantiated
on the Root node or the controller by using a signaling protocol

2.3. Candidate Paths and P2MP Tree | nstances

An SR P2MP Policy has one or nore CPs. The tuple <Protocol-Origin,
Originator, Discrimnator>, as specified in Section 2.6 of [RFC9256],
uniquely identifies a CP in the context of an SR P2MP Policy. The
semantics of Protocol-Origin, Oiginator, and Discrimnator fields of
the identifier are the same as in Sections 2.3, 2.4, and 2.5 of

[ RFC9256], respectively.

The Root node of the SR P2MP Policy selects the active CP based on
the tiebreaking rules defined in Section 2.9 of [RFC9256].

A CP may include topol ogical and/or resource constraints and
optinm zation objectives that influence the conputation of the PTls of
t he CP.

A CP has zero or nore PTIs. A CP does not have a PTI when the
control |l er cannot compute a P2MP tree fromthe network topol ogy based
on the constraints and/or optim zation objectives of the CP. A CP
can have nore than one PTI, e.g., during the Make-Before-Break (see
Section 5.3) procedure to handle a network state change. However,
one and only one PTI MJST be the active instance of the CP. |If nore
than one PTlI of a CP is active at same tine, and that CP is the
active CP of the SR P2MP Policy, then duplicate traffic may be
delivered to the Leaf nodes.

A PTlI is identified by an Instance-1D. This is an unsigned 16-bit
number that is unique in context of the SR P2MP Policy of the CP

PTls are instantiated using Replication segments. Section 2 of

[ RFC9524] specifies the Replication-ID of the Replication segnent
control plane identifier tuple as a variable length field that can be
nmodi fi ed as required based on the use of a Replication segnent.
However, length is an inprecise indicator of the actual structure of
the Replication-I1D. This docunment updates the Replication-1D of the
control plane identifier of a Replication segnent [ RFC9524] to be the
tupl e: <Root, Tree-I1D, Instance-ID>, where <Root, Tree-ID> identifies
the SR P2MP Policy and Instance-1D identifies the PTI within that SR
P2MP Policy. The Replication segnents used to instantiate a PTlI are
thus identified in the control plane by the tuple: <Root, Tree-ID,

I nstance-1D, Node-ID>.  As per Section 2 of [RFC9524], for a sinple
use case, the Replication-1Dis a 32-bit nunber. To map this use
case to the tuple for the control plane identifier of a Replication
segnent as defined in this docunent, the Root MJST be zero (0.0.0.0
for IPv4 and :: for IPv6), the Instance-1D MJST be zero, and the
32-bit Tree-ID to effectively nake the tuple <[0.0.0.0 or ::], Tree-
ID, 0, Node-I|D>.

PTIs may have different tree topol ogi es due to possibly differing
constraints and optim zation objectives of the CPs in an SR P2MP
Policy and across different policies. Even within a given CP, two
PTIs of that CP, say during the Make-Before-Break procedure, are
likely to have different tree topol ogies due to a change in the
network state. Since the PTIs may have different tree topol ogies,



their replication states also differ at various nodes in the SR
domai n. Therefore, each PTI has its own Replication segnent and a
uni que Replication-SIDin the data plane at a given node in the SR
domai n.

A controll er designates an active instance of a CP at the Root node
of the SR P2MP Policy by signaling this state through the protoco
used to instantiate the Replication segnment of the instance.

Thi s docunent focuses on the use of a controller to conmpute and
instantiate PTls of SR P2MP Policy CPs. It is also feasible to
provision an explicit CPin an SR P2MP Policy with a static tree
topol ogy using NETCONF/ YANG or CLI. Note that a static tree topol ogy
will not adapt to any changes in the network state of an SR donmi n.
The explicit CPs nay be provisioned on the controller or the Root
node. Wen an explicit CP is provisioned on the controller, the
control |l er bypasses the conpute stage and directly instantiates the
PTIs in the SR domain. Wen an explicit CP is provisioned on the
Root node, the Root node instantiates the PTIs in the SR domain. The
exact procedures for provisioning an explicit CP and the signaling
fromthe Root node to instantiate the PTlIs are outside the scope of
thi s docunent.

Steering Traffic into an SR P2MP Pol i cy

The Replication-SID of the Replication segnent at the Root node is
referred to as the Tree-SID of a PTI. It is RECOWENDED that the
Tree-SID is also used as the Replication-SID for the Replication
segnents at the internmediate Replication nodes and the Leaf nodes of
the PTI as it sinplifies operations and troubl eshooting. However,
the Replication-SIDs of the Replication segnments at the internediate
Replication nodes and the Leaf nodes MAY differ fromthe Tree-SID
For SRv6, Replication-SIDis the FUNCT portion of the SRv6 segnent |D
(SID) [RFC8986] [RFC9524]. Note that even if the Tree-SIDis the
Replication-SID of all the Replication segnments of a PTI, the |ocator
(LOC) portion of the SRv6 SID [RFC3986] differs for the Root node,
the intermedi ate Replication nodes, and the Leaf nodes of the PTI

An SR P2MP Policy has a Binding SID (BSID). The BSIDis used to
steer traffic into an SR P2MP Pol i cy, as described bel ow, when the
Root node is not the ingress node of the SR domain where the traffic
arrives. The packets are steered fromthe ingress node to the Root
node using a segment list with the BSID as the | ast segnment in the
list. In this case, it is RECOWENDED that the BSID of an SR P2MP
Pol i cy SHOULD be constant throughout the lifetinme of the policy so
the steering of traffic to the Root node renai ns unchanged. The BSID
of an SR P2MP Policy MAY be the Tree-SID of the active P2MP instance
of the active CP of the policy. 1In this case, the BSID of an SR P2MP
Pol i cy changes when the active CP or the active PTlI of the SR P2MP
Policy changes. Note that the BSIDis not required to steer traffic
into an SR P2MP Policy when the Root node of an SR P2MP Policy is

al so the ingress node of the SR domain where the traffic arrives.

The Root node can steer an incom ng packet into an SR P2MP Policy in
one of follow ng nethods:

* Local -policy-based forwardi ng: The Root node nmaps the incom ng
packet to the active PTI of the active CP of an SR P2MP Policy
based on local forwarding policy, and it is replicated with the
encapsul ated Replication-SIDs of the downstream nodes. The
procedures to map an i ncom ng packet to an SR P2MP Policy are out
of scope of this docunent. It is RECOVMENDED that an
i npl ementation provide a nechanismto exanine the result of
application of the local forwarding policy, i.e., provide
i nformati on about the traffic mapped to an SR P2MP Policy and the
active CP and active PTlI of the policy.
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* Tree-SlI D-based forwarding: The BSID, which may be the Tree-SID of
the active PTI, in an incom ng packet is used to map the packet to
the active PTI. The BSID in the incom ng packet is replaced with
the Tree-SID of the active PTI of the active CP, and the packet is
replicated with the Replication-SIDs of the downstream nodes.

For | ocal -policy-based forwarding with SR-MPLS, the TTL for the Root
node SHOULD set the TTL in the encapsul ati ng MPLS header so that the
replicated packet can reach the furthest Leaf node. The Root MAY set
the TTL in the encapsul ati ng MPLS header fromthe payload. In this
case, the TTL may not be sufficient for the replicated packet to
reach the furthest node. For SRv6, Section 2.2 of [RFC9524] provides
gui dance to set the IPv6 Hop Linmt of the encapsul ating | Pv6 header

P2MP Tree | nstance

A PTI within an SR domain establishes a forwarding structure that
connects a Root node to a set of Leaf nodes via a series of
i ntermedi ate Replication nodes. The tree consists of:

* A Replication segnment at the Root node.

* Zero or nore Replication segnments at internediate Replication
nodes.

* Replication segnents at the Leaf nodes.
Replication Segnents at Leaf Nodes

A specific service is identified by a service context in a packet. A
PTI is usually associated with one and only one nultipoint service.

On a Leaf node of such a nultipoint service, the transport

identifier, which is the Tree-SID or Replication-SID of the
Replication segment at a Leaf node, is also associated with the
service context because it is not always feasible to separate the
transport and service context with efficient replication in core
since a) nultipoint services may have differing sets of endpoints and
b) downstream all ocati on of a service context cannot be encoded in
packets replicated in the core.

A PTlI can be associated with one or nore mnultipoint services on the
Root and Leaf nodes. |In SR MPLS deploynents, if it is known a priori
that nmultipoint services mapped to an SR-MPLS PTI can be uni quely
identified with their service label, a controller MAY opt to not
instantiate Replication segnents at Leaf nodes. |n such cases,
Replication nodes upstream of the Leaf nodes can renove the Tree-SID
fromthe packet before forwarding it. A multipoint service context

al l ocated from an upstream assi gned | abel or Domai n-w de Common Bl ock
(DCB), as specified in [RFC9573], is an exanple of a globally unique
context that facilitates this optimzation

In SRv6 depl oynents, Replication segnents of a PTI MJST be
instantiated on Leaf nodes of the tree since behavior |ike
Penul ti mate Hop Popping (PHP) is not feasible because the Tree-SIDis
carried in the | Pv6 Destination Address field of the outer |Pv6
header. |If two or nore multipoint services are nmapped to one SRv6
PTI, an SRV6 SID representing the service context is assigned by the
Root node or assigned fromthe DCB. This SRv6 SID MIST be encoded as
the last segnment in the Segnent List of the Segnent Routing Header

[ RFC8754] by the Root node to derive the packet processing context
(PPC) for the service, as described in Section 2.2 of [RFC9524], at a
Leaf node.

Shared Replication Segnents



A Replication segment MAY be shared across different PTIs. One
sinple use of a shared Replication segnent is for |local protection on
a Replication node. Assune a Replication node, say node X, has
multiple PTls. Assune the Replications segnents of these PTls
replicate to a downstream node, say node Y, anongst other downstream
nodes. This node Y is a commobn downstream node of these Replication
segnents at node X. A Replication segnent is established to protect
the adjacency or path between node X and node Y; this Replication
segnent can be shared across all the Replication segnents of the PTls
replicating fromnode X to node Y.

A shared Replication segnent MJUST be identified using a Root set to
zero (0.0.0.0 for IPv4 and :: for IPv6), an Instance-ID set to zero,
and a Tree-ID that is unique within the context of the node where the
Replication segnent is instantiated. The Root is zero because a
shared Replication segnent is not associated with a particular SR
P2MP Policy or a PTI. Note that the shared Replication-SID conforns
with the updated Replication-ID definition in Section 2.3.

It is possible for different PTIs to share a P2MP tree at a
Replication node. This allows a commopn sub-tree to be shared across
PTl s whose tree topol ogies are identical in sonme portion of an SR
domai n. The procedures to share a P2MP tree across PTls are outside
the scope of this docunent.

4.3. Packet Forwarding in a P2MP Tree | nstance

When a packet is steered into a PTI, the Replication segnent at the
Root node perforns packet replication and forwards copies to
downst r eam nodes.

* Each replicated packet carries the Replication-SID of the
Replication segnent at the downstream node

* A downstream node can be either

- A Leaf node, in which case the replication process term nates,
or

- An intermediate Replication node, which further replicates the
packet through its associated Replication segnments until it
reaches all Leaf nodes.

A Replication node and a downstream node can be non-adjacent. In
this case, the replicated packet has to traverse a path to reach the
downstream node. For SR-MPLS, this is achieved by inserting one or
more Sl Ds before the downstream Replication-SID. For SRv6, the LOC

[ RFC8986] of the downstream Replication-SID can gui de the packet to
the downstream node or an optional segment |ist may be used to steer
the replicated packet on a specific path to the downstream node. For
details of SRv6 replication to a non-adjacent downstream node and

I Pv6 Hop Limit considerations, refer to Section 2.2 of [RFC9524].

5. Using a Controller to Build a P2MP Tree

A controller is instantiated or provisioned with the SR P2MP Pol i cy
and its CPs to conpute and instantiate PTls in an SR domain. The
procedures for provisioning or instantiation of these constructs on a
controll er are outside the scope of this docunent.

5.1. SR P2MP Policy on a Controller

An SR P2MP Policy is provisioned on a controller by an entity that
can be an operator, a network node, or a nachine by specifying the
addresses of the Root, the set of Leaf nodes, and the CPs. In this
case, the policy and its CPs are instantiated on the Root node using
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a signaling protocol. An SR P2MP Policy, its Leaf nodes, and the CPs
may al so be provisioned on the Root node and then instantiated on the
controller using a signaling protocol. The procedures and nechani sns
for provisioning and instantiation of an SR P2MP Policy and its CPS
on a controller or a Root node are outside the scope of this
docunent .

The possible set of constraints and optim zation objective of a CP
are described in Section 3 of [SR-POLICY]. Oher constraints and
optinization objectives MAY be used for P2MP tree conputation

Control |l er Functions
A controller perforns the follow ng functions in general

* Topol ogy Discovery: A controller discovers network topol ogy across
Interior Gateway Protocol (1GP) areas, |evels, or Autononous
Systens (ASes).

* Capability Exchange: A controller discovers a node’'s capability to
participate in an SR P2MP Policy as well as advertise its
capability to support the SR P2MP Policy.

P2MP Tree Compute

A controller conmputes one or nore PTls for CPs of an SR P2MP Pol i cy.
A CP may not have any PTIs if a controller cannot conpute a P2MP tree
for it.

A controller MIST conmpute a P2MP tree such that there are no loops in
the tree at steady state as required by [ RFC9524].

A controller SHOULD nodify a PTI of a CP on detecting a change in the
network topology if the change affects the tree instance or when a
better path can be found based on the new network state.

Al ternatively, the controller MAY decide to inplenment a Make- Bef ore-
Break approach to mnimze traffic loss. The controller can do this
by creating a new PTI, activating the new instance once it is
instantiated in the network, and then renoving the old PTI

SI D Managenent

The controller assigns the Replication-SIDs for the Replication
segnents of the PTI

The Replication-SIDs of a PTI of a CP of an SR P2MP Policy can be
either dynami cally assigned by the controller or statically assigned
by the entity provisioning the SR P2MP Pol i cy.

For SR-MPLS, a Replication-SID nmay be assigned fromthe SR Loca

Bl ock (SRLB) or the SR dobal Block (SRGB) [RFC8402]. It is
RECOMMVENDED to assign a Replication-SID fromthe SRLB since
Replication segnents are local to each node of the PTI. It is NOT
RECOMVENDED to allocate a Replication-SID fromthe SRGB since this
block is globally significant in the SR domain any it nmay get
depleted if a significant nunber of PTls are instantiated in the SR
domai n.

Section 3 recommends that the Tree-SID be used as the Replication-
SIDs for all the Replication segnments of a PTI. It may be feasible
to allocate the sane Tree-SID value for all the Replication segnents
if the blocks used for allocation are not identical on all the nodes
of the PTI or if the particular Tree-SID value in the block is
assigned to sone other SID on sone node.

A BSID is also assigned for the SR P2MP Policy. The controller MAY
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decide to not assign a BSID and all ow t he Root node of the SR P2MP
Policy to assign the BSID. It is RECOWENDED to assign the BSID of
an SR P2MWP Policy fromthe SRLB for SR-MPLS

The controller MAY be provisioned with a reserved block or multiple
reserved bl ocks for assigning Replication-SIDs and/or the BSIDs for
SR P2MP Policies. A single block maybe be reserved for the whole SR
dommi n, or dedicated bl ocks can be reserved for each node or a group
of nodes in the SR domain. These bl ocks MAY overlap with either the
SRGB, the SRLB, or both. The procedures for provisioning these
reserved bl ocks and procedures for deconflicting assignnents from
these reserved bl ocks with overl apping SRLB or SRGB bl ocks are

out side the scope of this docunent.

A controller my not be aware of all the assignnents of SIDs fromthe
SRGB or the SRLB of the SR domain. |If reserved bl ocks are not used,
the assignment of Replication-SIDs or BSIDs of SR P2MP Policies from
these bl ocks may conflict with other Sl Ds.

Instantiating P2MP Tree | nstance on Nodes

After conmputing P2MP trees, the controller instantiates the
Replication segnents that conpose the PTls in the SR domain using
signaling protocols such as the Path Conputation El enment

Conmuni cati on Protocol (PCEP) [SR-P2MP-PCEP], BGP [ P2MP-BGP], or

ot her nmechani sns such as NETCONF/ YANG [ SR- P2MP- YANG, etc. The
procedures for the instantiation of the Replication segnments in an SR
domai n are outside the scope of this docunent.

A node SHOULD report a successful instantiation of a Replication
segnent. The exact procedure for reporting this is outside the scope
of this docunent.

The instantiation of a Replication segnent on a node may fail, e.g.,
when the Replication-SID conflicts with another SID on the node. The
node SHOULD report this, preferably with a reason for the failure,
using a signaling protocol. The exact procedure for reporting this
failure is outside the scope of this docunent.

If the instantiation of a Replication segnent on a node fails, the
controll er SHOULD attenpt to re-instantiate the Replication segnent.
There SHOULD be an upper bound on the nunber of attenpts. If the
instantiation of a Replication segment ultimately fails after the

al | oned nunber of attenpts, the controller SHOULD generate an alert
via nmechani sns |ike syslog. These alerts SHOULD be rate-linmited to
protect the logging facility in case Replication segnent
instantiation fails on nultiple nodes. The controller MAY decide to
tear down the PTI if the instantiations of sone of the Replication
segnents of the instance fail. The controller is RECOMENDED to tear
down the PTI if the instantiation of the Replication segnent on the
Root node fails. The controller can enploy different strategies to
retry instantiating a PTI after a failure. These are out of scope of
thi s docunent.

A PTlI should be instantiated within a reasonable tinme, especially if
it is the active PTI of an SR P2MP Policy. One approach is the
controller instantiates the Replication segnents in a batch. For
exanple, the controller instantiates the Replication segnents of the
Leaf nodes and the intermedi ate Replication nodes first. |If all of
these Replication segnents are successfully instantiated, the
controller then proceeds to instantiate the Replication segnent at
the Root node. |If the Replication segnent instantiation at the Root
node succeeds, the controller can i mediately activate the instance
if it needs to carry traffic of the SR P2MP Policy. A controller can
adopt a similar approach when instantiating the new PTI for the Make-
Bef or e- Break procedure.
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6. Protection
6.1. Local Protection

A network link, node, or replication branch on a PTI can be protected
using SR Policies [RFC9256]. The backup SR Policies are associ ated
with replication branches of a Replication segnent and are progranmred
in the data plane in order to minimze traffic | oss when the
protected Iink/node fails. The segnent list of the backup SR Policy
is inposed on the downstream Replication-SID of a replication branch
to steer the traffic on the backup path.

It is also possible to use a node |ocal Loop-Free Alternate [ RFC5286]
or Topol ogy | ndependent Loop-Free Alternate (Tl-LFA) [ RFC9855]
protection and a M cro-Loop [ RFC5715] or SR M cro-Loop [ SR LOOP]
prevention mechanismto protect the |inks/nodes of a PTI

6. 2. Path Protection

A controller can create a disjoint backup tree instance for providing
end-to-end tree protection if the topology permts. This can be

achi eved by having a backup CP with constraints and/or optimzation
obj ectives that ensure its PTls are disjoint fromthe PTIs of the
primary/active CP

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent describes how a PTI can be created in an SR domai n by
stitching Replication segnents together. Sone security

consi derations for Replication segments outlined in [RFC9524] are
al so applicable to this document. Following is a brief rem nder of
those security considerations.

An SR donmai n needs protection fromoutside attackers as described in
[ RFC8402], [RFC8754], and [ RFC8986].

Failure to protect the SR-MPLS domain by correctly provisioning MPLS
support per interface pernmits attackers fromoutside the domain to
send packets to receivers of the nmultipoint services that use the SR
P2MP Pol i ci es provisioned within the donain.

Failure to protect the SRv6 domain with inbound Infrastructure Access
Control Lists (1ACLs) on external interfaces, conbined with failure
to i mpl enent the method described in RFC 2827 [BCP38] or apply | ACLs
on nodes provisioning SIDs, pernmts attackers fromoutside the SR
domai n to send packets to the receivers of nultipoint services that
use the SR P2MP Policies provisioned within the donain.

I ncorrect provisioning of Replication segnments by a controller that
computes SR PTI can result in a chain of Replication segnents formng
a loop. In this case, replicated packets can create a stormunti
MPLS TTL (for SR-MPLS) or IPv6 Hop Limt (for SRv6) decrenents to
zero.

The control plane protocols (like PCEP, BGP, etc.) used to
instantiate Replication segnments of SR PTI can | everage their own
security nechani sns such as encryption, authentication filtering,
et c.

For SRv6, [ RFC9524] describes an exception for the | CMPv6 Paraneter
Probl em nessage with Code 2. |If an attacker is able to inject a



packet into a multipoint service with the source address of a node
and with an extension header using an unknown option type marked as
mandatory, then a | arge nunber of | CVPv6 Paraneter Probl em nessages
can cause a deni al -of -service attack on the source node.
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Appendi x A. Illustration of the SR P2MP Policy and P2MP Tree

Consi der the foll ow ng topol ogy:

Controller--/ \
Rl----R2----R5----- R7
\ /



+--R4---+
Figure 1: SR Topol ogy
In these exanples, the Node-SID of a node Rn is N-SIDn and the
Adj acency-SID fromnode Rmto node Rn is A-SIDm. The interface
between Rmand Rn is Lm.

For SRv6, the reader is expected to be famliar with SRv6 Network
Progranmm ng [ RFC8986] to follow the exanples.

* 2001:db8::/32 is an I Pv6 bl ock allocated by a Regional Internet
Registry (RIR) to the operator.

* 2001:db8:0::/48 is dedicated to the internal address space.
* 2001:db8:cccc::/48 is dedicated to the internal SRv6 SID space.

* W assume a location is expressed in 64 bits and a function is
expressed in 16 bits.

* Node k has a classic | Pv6 | oopback address 2001: db8:: k/ 128, which
is advertised in the | GP.

*  Node k has 2001:db8:cccc:k::/64 for its local SID space. |Its SIDs
will be explicitly assigned fromthat bl ock.

*  Node k advertises 2001:db8:cccc:k::/64 in its | GP.

* Function :1:: (function 1, for short) represents the End function
with Penultimate Segment Pop (PSP) support.

* Function :Cn:: (function Cn, for short) represents the End. X
function to node n.

* Function :Cln: (function Cln for short) represents the End. X
function to node n with Utinmte Segnment Decapsul ati on (USD).

Each node k has:

* An explicit SID instantiation 2001:db8:cccc:k:1::/128 bound to an
End function with additional support for PSP

* An explicit SIDinstantiation 2001: db8:cccc:k:( ::/128 bound to an
End. X function to neighbor J with additional support for PSP

* An explicit SID instantiation 2001:db8: cccc: k: Clj::/128 bound to
an End. X function to neighbor J with additional support for USD

Assunme a controller is provisioned with the follow ng SR P2MP Policy
at Root RL with Tree-ID T-1D:

SR P2MP Policy <R1, T-1D>:
Leaf nodes: {R2, R6, R7}
candi dat e-pat h 1:

Qptimze: I1GP netric
Tree-SID: T-SID1

The controller is responsible for computing a PTI of the CP. 1In this
exanpl e, we assunme one active PTI with Instance-1D I-1Dl1. Assune the
controller instantiates PTls by signaling Replication segnents, i.e.,

the Replication-1D of these Replication segnments is <Root, Tree-I1D,
Instance-1D>. Al Replication segnents use the Tree-SID T-SID1 as
the Replication-SID. For SRv6, assume the Replication-SID at node k,
bound to an End. Replicate function, is 2001: db8: cccc: k:fa::/128.



A 1. P2WMP Tree with Non-Adjacent Replication Segnents

Assune the controller conputes a PTI with Root node Rl, Internediate
and Leaf node R2, and Leaf nodes R6 and R7. The controller
instantiates the instance by stitching Replication segnents at R1,

R2, R6, and R7. The Replication segnent at Rl replicates to R2. The
Replication segnent at R2 replicates to R6 and R7. Note that nodes
R3, R4, and R5 do not have any Replication segnment state for the
tree.

A l.1. SR MLS

The Replication segnent state at nodes Rl, R2, R6, and R7 is shown
bel ow.

Replication segnent at RI1:

Replication segnent <R1,T-1D,|-1D1, RL>:
Replication-SID: T-SID1
Replication State:
R2: <T-SID1->L12>

Replication to R2 steers a packet directly to the node on interface
L12.

Replication segnent at R2:

Replication segnent <R1,T-1D,1-1D1, R2>:
Replication-SID: T-SID1
Replication State:
R2: <Leaf >
R6: <N-SI D6, T-SID1>
R7: <N-SI D7, T-SID1>

R2 is a Bud node. It perforns the role of a Leaf as well as a
transit node replicating to R6 and R7. Replication to R6, using
N SI D6, steers a packet via | GP shortest path to that node.
Replication to R7, using N-SID7, steers a packet via | GP shortest
path to R7 via either R5 or R4 based on ECVMP hashi ng.

Replication segnent at R6:

Replication segnent <R1,T-1D,1-1D1, R6>:
Replication-SID: T-SID1
Replication State:
R6: <Leaf >

Replication segnent at R7:

Replication segnent <R1,T-1D,1-1D1, R7>:
Replication-SID: T-SID1
Replication State:
R7: <Leaf >

When a packet is steered into the active instance CP 1 of the SR P2MP
Policy at RI:

* Since Rl is directly connected to R2, Rl performs the PUSH
operation with just the <T-SIDl> | abel for the replicated copy and
sends it to R2 on interface L12.

* R2, as a Leaf, perforns the NEXT operation, pops the T-SIDl | abel,
and delivers the payload. For replication to R6, R2 perforns a
PUSH operation of NNSID6 to send the <N SI D6, T-SI D1> | abel stack
to R3. R3 is the penultimate hop for N-SID6; it perforns PHP,
whi ch corresponds to the NEXT operation, and the packet is then



sent to R6 with <T-SID1> in the | abel stack. For replication to
R7, R2 perforns a PUSH operation of N-SID7 to send the

<N-SI D7, T-SI D1> | abel stack to R4, which is one of the | GP ECW
next hops (R5 is other) towards R7. R4 is the penultimte hop for
N-SID7; it performs PHP, which corresponds to the NEXT operation,
and the packet is then sent to R7 with <T-SID1> in the | abel

st ack.

* R6, as a Leaf, perforns the NEXT operation, pops the T-SIDl | abel,
and delivers the payl oad.

* R7, as a Leaf, perforns the NEXT operation, pops the T-SIDl | abel,
and delivers the payl oad.

A.1.2. SRv6

For SRv6, the replicated packet fromR2 to R7 has to traverse R4
using an SR Policy, Policy27. The policy has one SID in the segnent
list: End. X function with USD of R4 to R7. The Replication segnent
state at nodes Rl, R2, R6, and R7 is shown bel ow.

Pol i cy27: <2001: db8:cccc: 4:cl7::>
Replication segnent at RIl:

Replication segnent <R1,T-1D,1-1D1, Rl>:
Replication-SI D 2001: db8:cccc: 1:fa::
Replication State:

R2: <2001: db8:cccc: 2:fa::->L12>

Replication to R2 steers a packet directly to the node on interface
L12.

Replication segnent at R2:

Replication segnent <R1,T-1D,|-1D1, R2>:
Replication-SI D 2001: db8: cccc:2:fa::
Replication State:

R2: <Leaf>
R6: <2001: db8:cccc:6:fa::>
R7: <2001: db8:cccc:7:fa:: -> Policy27>

R2 is a Bud node. It perforns the role of a Leaf as well as a
transit node replicating to R6 and R7. Replication to R6 steers a
packet via | GP shortest path to that node. Replication to R7, via an
SR Policy, first encapsul ates the packet using H Encaps and then
steers the outer packet to R4. End. X USD on R4 decapsul ates the

out er header and sends the original inner packet to R7.

Replication segnent at R6:

Replication segnent <R1,T-1D,1-1D1, R6>:
Replication-SI D 2001: db8:cccc:6:fa::
Replication State:

R6: <Leaf >

Replication segnent at R7:

Replication segnent <R1,T-1D,|-1D1, R7>:
Replication-SI D 2001:db8:cccc:7:fa::
Replication State:

R7: <Leaf>

When a packet (A B2) is steered into the active instance of CP 1 of
the SR P2MP Policy at Rl using H Encaps. Replicate behavior:



A 2.

* Since Rl is directly connected to R2, Rl sends the replicated copy
(2001: db8::1, 2001:db8:cccc:2:fa::) (A B2) to R2 on interface L12.

* R2, as a Leaf, renpves the outer |Pv6 header and delivers the
payl oad. R2, as a Bud node, also replicates the packet.

* - For replication to R6, R2 sends (2001:db8::1,
2001: db8:cccc:6:fa::) (A B2) to R3. R3 forwards the packet
usi ng the 2001: db8: cccc: 6::/64 packet to R6.

- For replication to R7 using Policy27, R2 encapsul ates and sends
(2001: db8:: 2, 2001:db8:cccc:4:C17::) (2001:db8::1,
2001: db8: cccc: 7:fa::) (A B2) to R4. R4 perforns End. X USD
behavi or, decapsul ates the outer | Pv6 header, and sends
(2001: db8::1, 2001:db8:cccc:7:fa::) (A B2) to R7.

* R6, as a Leaf, renpves the outer |Pv6 header and delivers the
payl oad.

* R7, as a Leaf, renpves the outer |Pv6 header and delivers the
payl oad.

P2MP Tree with Adjacent Replication Segnents

Assume the controller conputes a PTI with Root node Rl, Internediate
and Leaf node R2, Intermediate nodes R3 and R5, and Leaf nodes R6 and
R7. The controller instantiates the PTI by stitching Replication
segnents at Rl, R2, R3, R5, R6, and R7. The Replication segnment at
Rl replicates to R2. The Replication segnent at R2 replicates to R3
and R5. The Replication segment at R3 replicates to R6. The
Replication segnent at R5 replicates to R7. Note that node R4 does
not have any Replication segnent state for the tree.

1. SR-MPLS

The Replication segnent state at nodes Rl, R2, R3, R5, R6, and R7 is
shown bel ow.

Replication segnent at RI:

Replication segnent <R1,T-1D,|-1D1, R1>:
Replication-SID: T-SID1
Replication State:
R2: <T-SID1->L12>

Replication to R2 steers a packet directly to the node on interface
L12.

Replication segnent at R2:

Replication segnent <R1,T-1D,1-1D1, R2>:
Replication-SID: T-SID1
Replication State:
R2: <Leaf >
R3: <T-SID1->L23>
R5: <T-SI D1->L25>

R2 is a Bud node. It perforns the role of a Leaf as well as a
transit node replicating to R3 and R5. Replication to R3 steers a
packet directly to the node on L23. Replication to R5 steers a
packet directly to the node on L25.

Replication segnent at R3:

Replication segnent <R1,T-1D,1-1D1, R3>:
Replication-SID: T-SID1



Replication State:
R6: <T-SID1->L36>

Replication to R6 steers a packet directly to the node on L36.
Replication segnent at R5:

Replication segnent <R1,T-1D,1-1D1, R5>:
Replication-SID: T-SID1
Replication State:
R7: <T-SID1->L57>

Replication to R7 steers a packet directly to the node on L57.
Replication segnent at R6:

Replication segnent <R1,T-1D,1-1D1, R6>:
Replication-SID: T-SID1
Replication State:
R6: <Leaf >

Replication segnent at R7:

Replication segnent <R1,T-I1D,|-1D1, R7>:
Replication-SID: T-SID1
Replication State:
R7: <Leaf>

When a packet is steered into the SR P2MP Policy at RIl:

* Since RL is directly connected to R2, Rl perforns the PUSH
operation with just the <T-SIDl> | abel for the replicated copy and
sends it to R2 on interface L12.

* R2, as a Leaf, perforns the NEXT operation, pops the T-SIDl | abel,
and delivers the payload. It also perfornms the PUSH operation on
T-SID1 for replication to R3 and R5. For replication to R, R2
sends the <T-SID1> | abel stack to R3 on interface L23. For
replication to R5, R2 sends the <T-SID1> | abel stack to R5 on
interface L25.

* R3 performs the NEXT operation on T-SIDl, performs a PUSH
operation for replication to R6, and sends the <T-SID1> | abel
stack to R6 on interface L36.

* R5 perforns the NEXT operation on T-SIDl, perforns a PUSH
operation for replication to R7, and sends the <T-SID1> | abel
stack to R7 on interface L57.

* R6, as a Leaf, perforns the NEXT operation, pops the T-SIDl | abel,
and delivers the payl oad.

* R7, as a Leaf, perforns the NEXT operation, pops the T-SIDl | abel,
and delivers the payl oad.

A 2.2. SRv6

The Replication segnent state at nodes Rl, R2, R3, R5, R6, and R7 is
shown bel ow.

Replication segnent at RIl:

Replication segnent <R1,T-1D,1-1D1, Rl>:
Replication-SI D 2001: db8:cccc: 1:fa::
Replication State:

R2: <2001: db8:cccc: 2:fa::->L12>



Replication to R2 steers a packet directly to the node on interface
L12.

Replication segnent at R2:

Replication segnent <R1,T-1D,1-1D1, R2>:
Replication-SI D 2001: db8:cccc: 2:fa::
Replication State:

R2: <Leaf >
R3: <2001: db8:cccc: 3:fa::->L23>
R5: <2001: db8:cccc:5:fa::->L25>

R2 is a Bud node. It perforns the role of a Leaf as well as a
transit node replicating to R3 and R5. Replication to R3 steers a
packet directly to the node on L23. Replication to R5 steers a
packet directly to the node on L25.

Replication segnent at R3:

Replication segnent <R1,T-1D,1-1D1, R3>:
Replication-SI D 2001: db8:cccc: 3:fa::
Replication State:

R6: <2001: db8:cccc: 6:fa::->L36>

Replication to R6 steers a packet directly to the node on L36.
Replication segnent at R5:

Replication segnent <R1,T-1D,1-1D1, R5>:
Replication-SI D 2001: db8: cccc:5:fa::
Replication State:

R7: <2001: db8: cccc: 7:fa::->L57>

Replication to R7 steers a packet directly to the node on L57.
Replication segnent at R6:

Replication segnent <R1,T-1D,1-1D1, R6>:
Replication-SI D 2001: db8:cccc: 6:fa::
Replication State:

R6: <Leaf>

Replication segnent at R7:

Replication segnent <R1,T-1D,|-1D1, R7>:
Replication-SI D 2001:db8:cccc:7:fa::
Replication State:

R7: <Leaf >

When a packet (A B2) is steered into the active instance of CP 1 of
the SR P2MP Policy at Rl using the H Encaps. Replicate behavior:

* Since RL is directly connected to R2, Rl sends the replicated copy
(2001: db8::1, 2001:db8:cccc:2:fa::) (A B2) to R2 on interface L12.

* R2, as a Leaf, renpves the outer |Pv6 header and delivers the
payl oad. R2, as a Bud node, also replicates the packet. For
replication to R3, R2 sends (2001:db8::1, 2001:db8:cccc:3:fa::)
(A,B2) to R3 on interface L23. For replication to R5, R2 sends
(2001: db8::1, 2001:db8:cccc:5:fa::) (A B2) to R5 on interface L25.

* R3 replicates and sends (2001:db8::1, 2001:db8:cccc:6:fa::) (A B2)
to R6 on interface L36.

* R5 replicates and sends (2001:db8::1, 2001:db8:cccc:7:fa::) (A B2)



to R7 on interface L57.

* R6, as a Leaf, renpves the outer |Pv6 header and delivers the
payl oad.

* R7, as a Leaf, renpves the outer |Pv6 header and delivers the
payl oad.
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