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I ntroduction

This I nformati onal RFC explains the specification of the queue
protection (QProt) algorithmintroduced into DOCSIS technol ogy at
version 3.1 [DQCCSI S] .

Al though the algorithmis defined in Annex P of [DOCSIS], it relies
on cross references to other parts of the set of specifications.
This docunment pulls all the strands together into one self-contained
docunent. The core of the document is a simlar pseudocode wal k-
through to that in the DOCSIS specification, but it also includes
addi tional material

i. a brief overview,

ii. a definition of how a data sender needs to behave to avoid
triggering queue protection, and

iii. a section giving the rationale for the design choices.

Low queui ng del ay depends on hosts sending their data snoothly,
either at a lowrate or responding to Explicit Congestion
Notification (ECN) (see [RFC8311] and [RFC9331]). Therefore, |ow

| at ency queuing is sonething hosts create thensel ves, not sonething
the network gives them This tends to ensure that self-interest

al one does not drive flows to msnark their packets for the | ow

| atency queue. However, traffic froman application that does not
behave in a non-queue-buil ding way m ght erroneously be classified
into a | ow | atency queue, whether accidentally or maliciously. QProt
protects other traffic in the |owlatency queue fromthe harmdue to
excess queui ng that woul d otherw se be caused by such anonal ous
behavi our.

In normal scenarios without msclassified traffic, QProt is not



expected to intervene at all in the classification or forwarding of
packets.

An overvi ew of how | ow | atency support has been added to DOCSI S
technology is given in [LLD]. |In each direction of a DOCSIS |ink
(upstream and downstrean), there are two queues: one for Low Latency
(LL) and one for Cassic traffic, in an arrangenent simlar to the

| ETF' s Dual - Queue Coupl ed Active Queue Managenment (AQV) [ RFC9332].
The two queues enable a transition from"C assic" to "Scal abl e"
congestion control so that |ow | atency can becone the norm for any
application, including ones seeking both full throughput and | ow

| atency, not just lowrate applications that have been nore
traditionally associated with a |ow|atency service. The Cassic
queue is only necessary for traffic such as traditional (Reno

[ RFC5681] / Cubic [ RFC9438]) TCP that needs about a round trip of
buffering to fully utilize the link; therefore, this traffic has no
incentive to msmark itself as lowlatency. The Q@Prot function is

| ocated at the ingress to the Low Latency queue. Therefore, in the
upstream QProt is |located on the cable nodem (CM; in the
downstream it is located on the CM Term nati on System (CMIS). If an
arriving packet triggers queue protection, the QProt algorithmejects
the packet fromthe Low Latency queue and reclassifies it into the

Cl assi ¢ queue.

If QProt is used in settings other than DOCSIS |inks, it would be a
sinple matter to detect queue-building flows by using slightly
different conditions and/or to trigger a different action as a
consequence, as appropriate for the scenario, e.g., dropping instead
of reclassifying packets or perhaps accunul ating a second per-fl ow
score to decide whether to redirect a whole flow rather than just
certain packets. Such work is for future study and out of scope of
the present docunent.

The QProt algorithmis based on a rigorous approach to quantifying
how much each flow contributes to congestion, which is used in
economics to allocate responsibility for the cost of one party’s
behavi our on others (the econom c externality). Another inportant
feature of the approach is that the nmetric used for the queuing score
is based on the sane variable that determ nes the |evel of ECN
signalling seen by the sender (see [ RFC8311] and [RFC9331]). This
makes the internal queuing score visible externally as ECN narKkings.
This transparency is necessary to be able to objectively state (in
Section 3) how a flow can keep on the "good" side of the algorithm

1.1. Docunent Roadmap

The core of the docunment is the wal k-through of the DOCSIS QProt
al gorithm s pseudocode in Section 4.

Prior to that, Section 2 summarizes the approach used in the
algorithm Then, Section 3 considers Qrot fromthe perspective of
the end-system by defining the behaviour that a fl ow needs to conply
with to avoid the QProt algorithmejecting its packets fromthe | ow
| at ency queue.

Section 5 gives deeper insight into the principles and rationale
behind the algorithm Then, Section 6 explains the linitations of
the approach. The usual closing sections foll ow.

1.2. Term nol ogy

The normative | anguage for the DOCSIS QProt algorithmis in the
DCOCsI S specifications [DOCSI S, [DOCSIS-CMm 0SS, and

[ DOCSI S- CCAP-CSS]: not in this Informational RFC. |If there is any
i nconsi stency, the DOCSIS specifications take precedence.
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1.

The following terns and abbrevi ati ons are used:

CM  Cabl e Modem
CMIS: CM Ternination System

Congestion-rate: The transmi ssion rate counting only bits or bytes
contai ned within packets of a flow that have the Congestion
Experienced (CE) codepoint set in the IP-ECN field [ RFC3168]
(including I P headers unl ess specified otherwise). Congestion-
bit-rate and congesti on-vol ume were introduced in [RFC7713] and
[ RFC6789] .

DOCSI S:  Data-Over-Cable Service Interface Specification. "DOCSIS'
is aregistered trademark of Cable Tel evision Laboratories, Inc.
(" Cabl eLabs").

QProt: The DOCSI S Queue Protection function
non- queue-building: A flowthat tends not to build a queue.

Not e the use of | owercase "non-queue-building", which describes
the behaviour of a flow, in contrast to uppercase Non-Queue-

Buil ding (NQB), which refers to a Diffserv marking [ RFC9956]. A
flowidentifying itself as uppercase NQB may not, in fact, behave
in a non-queue-building way, which is what the QProt algorithmis
i ntended to detect.

queue-building: A flowthat builds a queue. If it is classified
into the Low Latency queue, it is therefore a candidate for the
QProt algorithmto detect and sancti on.

ECN. Explicit Congestion Notification [ RFC3168]

ECN marking or ECN signalling: Setting the IP-ECN field of an

i ncreasing proportion of packets to the Congestion Experienced

(CE) codepoint [ RFC3168] as queui hg worsens.

Source Materi al

Parts of this docunent are reproduced from[DOCSIS] with kind
perm ssion of Cable Tel evision Laboratories, Inc. ("CablelLabs").

Approach (In Brief)

The QProt algorithmis divided into nmechanismand policy. There is
only a tiny anmount of policy code, but policy mght need to be
changed in the future. So, where hardware inplenentation is being
considered, it would be advisable to inplenment the policy aspects in
firnmware or software:

* The mechani sm aspects identify flows, maintain flow state, and
accunul ate per-fl ow queui ng scores;

* The policy aspects can be divided into conditions and actions:

- The conditions are the logic that determ nes when action should
be taken to avert the risk of queuing delay becom ng excessive;

- The actions deternmne howthis risk is averted, e.g., by
redirecting packets froma flow into another queue or by
reclassifying a whole flow that seens to be nisclassified.

Mechani sm

The al gorithm nai ntains per-flow state, where "flow' usually neans an



end-to-end (Layer 4) 5-tuple. The flow state consists of a queuing
score that decays over tine. |Indeed, it is transforned into tine
units so that it represents the flow state’s own expiry tine
(explained in Section 5.3). A higher queuing score pushes out the
expiry time further.

Non- queue-building flows tend to release their flow state rapidly: it
usual |y expires reasonably early in the gap between the packets of a
normal flow. Then, the nenory can be recycled for packets from other
flows that arrive in-between. Thus, only queue-building flows hold
flow state persistently.

The sinplicity and effectiveness of the algorithmis due to the
definition of the queuing score. The queueing score represents the
share of blame for queuing that each flow bears. The scoring

al gorithmuses the sane internal variable, probNative, that the AQM
for the | owlatency queue uses to ECN-mark packets. (The other two
forns of marking, Cassic and coupled, are driven by Cassic traffic;
therefore, they are not relevant to protection of the LL queue). 1In
this way, the queuing score accunul ates the size of each arriving
packet of a flow but scaled by the value of probNative (in the range
0 to 1) at the instant the packet arrives. Therefore, a flow s score
accunul ates faster:

* the higher the degree of queuing and
* the faster the flow s packets arrive when there is queuing.

Section 5.1 explains further why this score represents blanme for
queui ng.

Thus, the al gorithm accunul ates a queuing score that would rise at
the so-called congestion-rate of the flow (see Section 1.2), i.e.,
the rate at which the flowis contributing to congestion or the rate
at which the AQMis forwarding bytes of the flow that are ECN- marked
However, rather than growi ng continually, the queuing score is also
reduced (or "aged") at a constant rate. This is because it is
unavoi dabl e for capacity-seeking flows to induce a continuous |ow

| evel of congestion as they track avail able capacity. Section 5.2
expl ains why this allowance can be set to the sanme constant for any
scal able flow, whatever its bit rate. As a result, the queuing score
rises (or falls) according to the difference between the congesti on-
rate of the flow and the allowed aging rate.

For inplenentation efficiency, the queuing score is transforned into
time units. It then represents the expiry tine of the flow state (as
al ready di scussed above). Then, it does not need to be explicitly
aged because the natural passage of time inplicitly "ages" an expiry
time. The transformation into time units sinply involves dividing
the queui ng score of each packet by the constant aging rate (this is
expl ained further in Section 5.3).

2.2. Policy
2.2.1. Policy Conditions

The al gorithm uses the queuing score to determ ne whether to eject
each packet only at the tinme it first arrives. This limts the
policies avail able. For instance, when queuei ng del ay exceeds a
threshold, it is not feasible to eject a packet fromthe flow with
the hi ghest queuing score because that woul d invol ve searching the
queue for such a packet (if, indeed, one were still in the queue).
Nonet hel ess, it is still possible to develop a policy that protects
the I ow | atency of the queue by naking the queuing score threshold
stricter the greater the excess of queuing delay relative to the
threshold (this is explained in Section 5.4).
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2.2. Policy Action

At the tine of witing, the DOCSIS QProt specification states that,
when the policy conditions are net, the action taken to protect the
|l ow| atency queue is to reclassify a packet into the O assic queue
(this is justified in Section 5.5).

Necessary Fl ow Behavi our

The QProt al gorithm described here can be used for responsive and/or
unr esponsi ve fl ows.

* |t is possible to objectively describe the |east responsive way
that a flowwi |l need to respond to congestion signals in order to
avoi d triggering queue protection, no matter the link capacity and
no matter how nuch other traffic there is.

* It is not possible to describe how fast or snooth an unresponsive
fl ow shoul d be to avoid queue protection because this depends on
how much other traffic there is and the capacity of the link,
whi ch an application is unable to know. However, the nore
snoot hly an unresponsive flow paces its packets and the lower its
rate relative to typical broadband link capacities, the |ess
l'ikelihood that it will risk causing enough queueing to trigger
queue protection.

Responsi ve | ow | atency flows can use a Low Latency, Low Loss, and
Scal abl e t hroughput (L4S) ECN codepoint [RFC9331] to get classified
into the | owl atency queue.

A sender can arrange for flows that are snooth but do not respond to
ECN marking to be classified into the | owlatency queue by using the
Non- Queue-Bui | ding (NQB) Diffserv codepoint [ RFC9956], which the
DCOCSI S speci fications support, or an operator can use various other
|l ocal classifiers.

As already explained in Section 2.1, the QProt algorithmis driven
fromthe sane variable that drives the ECN-marki ng probability in the
Low Latency or "LL" queue (the "Native" AQV of the LL queue is
defined in the Inmmedi ate Active Queue Managenent Annex of [DOCSIS]).
The algorithmthat calculates this internal variable is run on the
arrival of every LL packet, whether or not it is ECN capable, so that
it can be used by the QProt algorithm But the variable is only used
to ECN-nmark packets that are ECN-capabl e.

Not only does this dual use of the variable inprove processing
efficiency, but it also makes the basis of the QProt al gorithm

vi sible and transparent, at |east for responsive ECN capable flows.
Then, it is possible to state objectively that a flow can avoid
triggering queue protection by keeping the bit rate of ECN nmarked
packets (the congestion-rate) below AG NG which is a configured
constant of the algorithm (default 2719 B/s 4 MJ/s). Note that it
is in a congestion controller’s own interest to keep its average
congestion-rate well below this level (e.g., ~1 Md/s) to ensure that
it does not trigger queue protection during transient dynanmics.

If the QProt algorithmis used in other settings, it would still need
to be based on the visible | evel of congestion signalling, in a
simlar way to the DOCSI S approach. Wthout transparency of the
basis of the algorithm s decisions, end-systens would not be able to
avoi d triggering queue protection on an objective basis.

Pseudocode Wl k- Thr ough

1. Input Parameters, Constants, and Vari ables



The operator input paranmeters that set the paraneters in the first
two bl ocks of pseudocode bel ow are defined for cable nodens (CMs) in
[DOCSI S-CM 0SS] and for CMISs in [DOCSI S-CCAP-CSS]. Then, further
constants are either derived fromthe input paraneters or hard-coded.

Defaults and units are shown in square brackets. Defaults (or indeed
any aspect of the QProt algorithn) are subject to change, so the

| at est DOCSI S specifications are the definitive references. Al so,
any operator mght set certain parameters to non-default val ues.

<CODE BEG NS>
[l Input Paraneters

MAX_RATE; /1 Configured maxi mum sustained rate [b/s]
QPROTECT_ON,; /1l Queue Protection is enabled [Default: TRUE]

CRI TI CALgL_us; /1 LL queue threshold delay [s] Default: MAXTH us
CRI TI CALgQLSCORE _us;// The threshol d queui ng score [Default: 4000 s]
LG _AGQ NG /1 The aging rate of the g'ing score [Default: 19]

/1 as log base 2 of the congestion-rate [Ig(B/s)]

/1 Input Paraneters for the cal cProbNative() al gorithm
MAXTH_ us; /1 Max LL AQM marking threshold [Default: 1000 s]
LG _RANGE; /1 Log base 2 of the range of ranmp [lg(ns)]

[l Default: 2719 = 524288 ns (roughly 525 s)
<CODE ENDS>

<CODE BEG NS>

/1l Constants, either derived frominput paraneters or hard-coded

T_RES; /1 Resolution of t_exp [ns]
/1 Convert units (approx)

AG NG = powm(2, (LG AA NG 30) ) * T_RES; /1 1g([B/s]) to [B/ T_RES]

CRI TI CALgL = CRI Tl CALgL_us * 1000; [l [s] to [ns]

CRI Tl CALgLSCORE = CRI TI CALQLSCORE _us * 1000/ T_RES; // [s] to [T_RES]

/1 Threshold for the ' ing score condition

CRI TI CALgLPRODUCT = CRI Tl CALgL * CRI TI CALgLSCORE;

qLSCORE_MAX = 5E9 / T_RES; /1l Max queuing score =5 s

ATTEMPTS = 2; // Max attenpts to pick a bucket (vendor-specific)
Bl _SIZE =5; // Bit-width of index nunber for non-default buckets
NBUCKETS = pow(2, BI_SIZE); // No. of non-default buckets

MASK = NBUCKETS- 1; /1l convenient constant, with Bl _SIZE LSBs set
/'l Queue Protection exit states

EXI T_SUCCESS = 0; /1 Forward the packet

EXI T_SANCTI ON = 1; /1 Redirect the packet

MAX_PROB 1; // For integer arithnetic, would use a large int

/[l e.g., 2731, to allow space for overfl ow
MAXTH = MAXTH us * 1000; /1 Max marking threshold [ns]
MAX_FRAME_SI ZE = 2000; // DOCSI S-wi de constant [B]

/1 M nimum marki ng threshold of 2 MIU for slow |inks [ns]

FLOOR = 2 * 8 * MAX_FRAME_SI ZE * 1079 / MAX_RATE;

RANCE = (1 << LG RANGE); /1 Range of ranp [ns]

M NTH = max ( MAXTH - RANGE, FLOOR);

MAXTH = M NTH + RANGE; /1 Max marking threshold [ns]
<CODE ENDS>

Thr oughout the pseudocode, nobst variables are integers. The only
exceptions are floating-point variables representing probabilities
(MAX_PROB and probNative) and the AGQ NG paranmeter. The actual DOCSI S
QProt algorithmis defined using integer arithnetic, but in the
floating-point arithnetic used in this docunment, 0 <= probNative <=

1. Also, the pseudocode onits overflow checking and it would need to
be nmade robust to non-default input paraneters.

The resolution for expressing tine, T _RES, needs to be chosen to



ensure that expiry times for buckets can represent tines that are a
fraction (e.g., 1/10) of the expected packet interarrival tinme for
the system

The followi ng definitions explain the purpose of inportant variables
and functions.

<CODE BEGQ NS>
/'l Public variabl es:

gdel ay; /1 The current queuing delay of the LL queue [ns]
probNati ve; /1 Native marking probability of LL queue within [0, 1]
/1 External variables

packet ; /1 The structure hol di ng packet header fields
packet. si ze; /1 The size of the current packet [B]

packet . uf | ow, /1l The flow identifier of the current packet

/1 (e.g., 5-tuple or 4-tuple if |Psec)

[l Irrelevant details of DOCSIS function to return gdel ay are renoved
gdel ayL(...) /1 Returns current delay of the |lowlatency Q [ns]
<CODE ENDS>

Pseudocode for how the al gorithm categorizes packets by flowIDto
popul ate the variabl e packet.uflowis not given in detail here. The
application’s flow ID is usually defined by a conmon 5-tuple (or
4-tuple) of:

* source and destination | P addresses of the innernost |P header
f ound;

* the protocol (1Pv4) or next header (I1Pv6) field in this |IP header
* either of:

- source and destination port numbers, for TCP, UDP, UDP-Lite,
Stream Control Transm ssion Protocol (SCTP), Datagram
Congestion Control Protocol (DCCP), etc.

- Security Paraneter Index (SPlI) for |IPsec Encapsul ating Security
Payl oad (ESP) [RFC4303].

The Mcroflow C assification section of the Queue Protection Annex of
the DOCSI S specification [DOCSIS] defines various strategies to find
t hese headers by ski ppi ng extension headers or encapsul ations. |If
they cannot be found, the specification defines various |ess-specific
3-tuples that would be used. The DOCSIS specification should be
referred to for all these strategies, which will not be repeated

her e.

The array of bucket structures defined belowis used by all the QProt
functions:

<CODE BEG NS>
struct bucket { // The | eaky bucket structure to hold per-flow state

id; /] identifier (e.g., 5-tuple) of flow using bucket
t_exp; [l expiry time inunits of T_RES
/1 (t_exp - now) = flow s transforned q’ing score
b
struct bucket bucket s[ NBUCKETS+1] ;
<CODE ENDS>

4.2. QProt Data Path

Al the functions of QProt operate on the data path, driven by packet
arrival s.



The foll owi ng functions that maintain per-flow queuing scores and
manage per-flow state are considered primarily as mechani sm

pi ck_bucket (ufl ow_i d); /'l Returns bucket identifier
fill _bucket (bucket id, pkt_size, probNative); /* Returns queuing
* score */
cal cProbNati ve(qgdelay); /* Returns ECN-marking probability of the
* Native LL AQM */

The following function is primarily concerned with policy:

gprot ect (packet, ...); /* Returns exit status to either forward
* or redirect the packet */

("..." suppresses distracting detail.)

Future nodifications to policy aspects are nore likely than
modi fi cations to nechanisns. Therefore, policy aspects would be Iess
appropri ate candi dates for any hardware accel eration

The entry point to these functions is gprotect(), which is called
after packet classification and AQM (including ECN narki ng) yet

bef ore each packet is enqueued into the appropriate queue, queue_id,
as foll ows:

<CODE BEG NS>
cl assifier(packet) {
/1 Determ ne which queue using ECN, DSCP, and any | ocal -use fields
queue_id = cl assi fy(packet);
/1 LQ & CQ are nmacros for valid queue IDs returned by classify()
if (queue_id == LQ {
/1 if packet classified to Low Latency Service Flow
aqm nmar k( packet); // apply ECN nmarking, as needed based on AQM
if (QPROTECT_ON) {
if (qprotect(packet, ...) == EXIT_SANCTION) {
/1 redirect packet to C assic Service Fl ow

queue_id = CQ
}
} .
return queue_id;
}
<CODE ENDS>
.2.1. The gprotect() Function

On each packet arrival at the Low Latency (LL) queue, qprotect()
measures the current delay of the LL queue and derives the Native LL
mar ki ng probability fromit. Then, it uses pick_bucket to find the
bucket already holding the flow s state or to allocate a new bucket
if the flowis newor its state has expired (the nost |ikely case).
Then, the queuing score is updated by the fill _bucket() function
That conpl etes the mechani sm aspects.

The comments agai nst the subsequent policy conditions and actions
shoul d be self-explanatory at a superficial |evel. The deeper
rationale for these conditions is given in Section 5.4.

<CODE BEG NS>
/1 Per-packet Queue Protection
gpr ot ect (packet, ...) {

bckt i d; /1 bucket index
gLscore; /1 queuing score of pkt's flowin units of T_RES

gdel ay = qgL.gdel ay(...);
probNative = cal cProbNative(qdel ay);



bckt _id
qLscore

pi ck_bucket (packet . ufl ow) ;
fill _bucket (buckets[bckt id], packet.size, probNative);

/] Determ ne whether to sanction packet

if ( ( ( gdelay > CRITICALgQL ) // Test if qgdelay over threshold..
/[l ...and if flow s @ ing score scal ed by qdel ay/ CRI Tl CALqL
/1 ...exceeds CRI TI CALgQLSCORE
&% ( gdelay * qlLscore > CRI Tl CALqQLPRODUCT ) )
/1 or gLSCORE_MAX reached
|1 ( gLscore >= gLSCORE_MAX ) )

return EXI T_SANCTI ON

el se
return EXI T_SUCCESS;

}
<CODE ENDS>
.2.2. The pick _bucket () Function

The pick _bucket () function is optimzed for flow state that wll
normal |y have expired from packet to packet of the same flow It is
just one way of finding the bucket associated with the flow I D of
each packet: it might be possible to develop nore efficient
alternatives

The algorithmis arranged so that the bucket hol ding any live (non-
expired) flow state associated with a packet will always be found
before a new bucket is allocated. The constant ATTEMPTS, defined
earlier, determ nes how many hashes are used to find a bucket for
each flow. (Actually, only one hash is generated; then, by default,
5 bits of it at a tinme are used as the hash val ue because, by
default, there are 225 = 32 buckets).

The algorithmstores the flows owmn IDinits flow state. So, when a
packet of a flow arrives, the algorithmtries up to ATTEMPTS tines to
hash to a bucket, looking for the flows own ID. If found, it uses
that bucket, first resetting the expiry tine to "now' if it has

expi red.

If it does not find the flows ID, and the expiry tine is stil
current, the algorithmcan tell that another flow is using that
bucket, and it continues to |look for a bucket for the flow. Even if
it finds another flow s bucket where the expiry tinme has passed, it
doesn’t inmediately use it. It nerely remenbers it as the potential
bucket to use. But first it runs through all the ATTEMPTS hashes to
| ook for a bucket assigned to the flow ID. Then, if a live bucket is
not already associated with the packet’s flow, the al gorithm should
have already set aside an existing bucket with a score that has aged
out. Gven this bucket is no |onger necessary to hold state for its
previous flow, it can be recycled for use by the present packet’'s
flow

If all else fails, there is one additional bucket (called the dregs)
that can be used. |If the dregs is still in live use by another flow,
subsequent flows that cannot find a bucket of their own all share it,
adding their score to the one in the dregs. A flow night get away
with using the dregs on its own, but when there are nmany m snarked
flows, multiple flows are nore likely to collide in the dregs,

i ncluding i nnocent flows. The choice of nunber of buckets and number
of hash attenpts deternmines how likely it will be that this
undesirabl e scenario will occur.

<CODE BEGQ NS>
/'l Pick the bucket associated with flow uflw



pi ck_bucket (uflw) {

now, /] current tine

i /1 | oop counter

h32; /1 hol ds hash of the packet’'s flow IDs
h; /1 bucket index being checked

hsav; [l interimchosen bucket index

h32 = hash32(uflw); /1 32-bit hash of flow ID

hsav = NBUCKETS; /1 Default bucket

now = get _tinme_now(); [/ in units of T _RES

/1 The for |oop checks ATTEMPTS buckets for ownership by flow ID
/1 1t also records the 1st bucket, if any, that could be recycled
/1 because it’'s expired.
/1 Must not recycle a bucket until all ownership checks conpleted
for (j=0; j<ATTEMPTS; j++) {

/1 Use least signif. Bl _SIZE bits of hash for each attenpt

h = h32 & MASK

if (buckets[h].id == uflw) { /1 Once uflw s bucket found..

if (buckets[h].t _exp <= now) // ...if bucket has expired..
buckets[h].t_exp = now, [l ...reset it
return h; /1 Either way, use it

}
else if ( (hsav == NBUCKETS) // If not seen expired bucket yet
/1 and this bucket has expired
&& (buckets[h].t_exp <= now) ) {
hsav = h; /1 set it as the interim bucket

}
h32 >>= Bl _SI ZE; /1 Bit-shift hash for next attenpt

/1 1f reached here, no tested bucket was owned by the flow ID
if (hsav !'= NBUCKETS) {
/1 If here, found an expired bucket within the above for |oop
bucket s[ hsav] .t _exp = now, /1l Reset expired bucket
} else {
/1 If here, we’re having to use the default bucket (the dregs)
if (buckets[hsav].t_exp <= now) { /1 1f dregs has expired..
bucket s[ hsav] .t _exp = now, [l ...reset it
}

buckets[hsav].id = uflw, // In either case, claimfor recycling
return hsav;

}
<CODE ENDS>
4.2.3. The fill_bucket () Function

The fill_bucket () function both accumul ates and ages the queuing
score over tinme, as outlined in Section 2.1. To nake aging the score
efficient, the increment of the queuing score is transforned into
units of time by dividing by A NG so that the result represents the
new expiry time of the flow

G ven that probNative is already used to sel ect which packets to ECN
mark, it mght be thought that the queuing score could just be
incremented by the full size of each selected packet, instead of
incrementing it by the product of every packet’'s size (pkt_sz) and
probNative. However, the unpublished experience of one of the
authors with other congestion policers has found that the score then
increments far too junpily, particularly when probNative is |ow

A deeper explanation of the queuing score is given in Section 5.

<CODE BEG NS>
fill _bucket(bckt_id, pkt_sz, probNative) {



now, [l current tine
now = get _tine_now(); [l in units of T_RES
/1 Add packet’s queui ng score
/1 For integer arithnetic, a bit-shift can replace the division
gLscore = mi n(buckets[bckt _id].t_exp - now

+ probNative * pkt_sz / AG NG gLSCORE_MAX);
bucket s[ bckt _id].t_exp = now + glLscore;
return glLscore;

}
<CODE ENDS>
4.2.4. The cal cProbNative() Function

To derive this queuing score, the QProt al gorithmuses the |inear
ranp function cal cProbNative() to nornalize instantaneous queui ng
delay of the LL queue into a probability in the range [0,1], which it
assigns to probNative.

<CODE BEG NS>
cal cProbNati ve(qgdel ay) {
if ( gdelay >= MAXTH ) {
probNative = MAX PROB
} elseif ( qdelay > MNTH ) {
probNative = MAX PROB * (qdelay - M NTH)/ RANGE
[l In practice, the * and the / would use a bit-shift
} else {
probNative = 0;
}

return probNative;
lCCDE ENDS>
5. Rationale
5.1. Rationale: Blame for Queuing, Not for Rate in Itself

Figure 1 shows the bit rates of two flows as stacked areas. |t poses
the question of which flowis nore to blane for queuing delay: the
unresponsi ve constant bit rate flow (c) that is consum ng about 80%
of the capacity or the flow sending regul ar short unresponsive bursts
(b)? The snoot hness of ¢ seenms better for avoiding queuing, but its
hi gh rate does not. However, if flow c were not there, or ran
slightly nore slowy, b would not cause any queui ng.

N bit rate (stacked areas)

| y e y e y e y e y e
ST ] - ] - ] - | b] --- Capaci ty
|l (. (. (. (.

Figure 1: Wiich is nore to blane for queuing del ay?

To explain queuing scores, in the following it will initially be
assuned that the QProt algorithmis accunul ati ng queui ng scores but
not taking any action as a result.

To quantify the responsibility that each flow bears for queuing

del ay, the QProt algorithmaccunul ates the product of the rate of
each flow and the |l evel of congestion, both nmeasured at the instant
each packet arrives. The instantaneous flowrate is represented at



each discrete event when a packet arrives by the packet’s size, which
accunul ates faster the nore packets arrive within each unit of tine.
The | evel of congestion is nornalized to a dinensionless nunber
between 0 and 1 (probNative). This fractional congestion level is
used in preference to a direct dependence on queuing delay for two
reasons:

* to be able to ignore very low |l evels of queuing that contribute
insignificantly to del ay

* to be able to erect a steep barrier against excessive queuing
del ay

The unit of the resulting queue score is "congested-bytes" per
second, which distinguishes it fromjust bytes per second.

Then, during the periods between bursts (b), neither flow accunul ates
any queuing score: the high rate of ¢ is benign. But, during each
burst, if we say the rate of ¢ and b are 80% and 45% of capacity,

t hus causi ng 25% over | oad, they each bear (80/125)% and (45/125) % of
the responsibility for the queuing delay (64% and 36%. The

al gorithm does not explicitly calcul ate these percentages. They are
just the outcome of the nunber of packets arriving fromeach fl ow
during the burst.

To summari ze, the queuing score never sanctions rate solely onits
own account. It only sanctions rate inasnmuch as it causes queui ng.

N bit rate (stacked areas) )
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Figure 2: Responsibility for Queuing: A Mre Conplex Scenario

Figure 2 gives a nore complex illustration of the way the queuing
score assigns responsibility for queuing (limted to the precision
that ASCI1 art can illustrate). The figure shows the bit rates of

three flows represented as stacked areas labelled b, v, and r. The
unresponsi ve bursts (b) are the same as in the previous exanple, but
a variable-rate video (v) replaces flowc. |Its rate varies as the
complexity of the video scene varies. Al so, on a slower tinescale,
in response to the |level of congestion, the video adapts its quality.
However, on a short tinescale it appears to be unresponsive to snall
anmounts of queuing. Al so, partway through, a | ow | atency responsive
flow (r) joins in, aimng to fill the balance of capacity left by the
ot her two.

The conbination of the first burst and the |ow application-limted
rate of the video causes neither flow to accurul ate queui ng score.

In contrast, the second burst causes simlar excessive overl oad
(125% to the exanple in Figure 1. Then, the video happens to reduce
its rate (probably due to a | ess-conplex scene) so the third burst
causes only a little congestion. Let us assune the resulting queue
causes probNative to rise to just 1% then the queuing score will
only accunul ate 1% of the size of each packet of flows v and b during
this burst.

The fourth burst happens to arrive just as the new responsive fl ow



(r) has filled the avail able capacity, so it leads to very rapid
growt h of the queue. After a round trip, the responsive flow rapidly
backs of f, and the adaptive video al so backs off nore rapidly than it

woul d normal |y because of the very high congestion level. The rapid
response to congestion of flowr reduces the queuing score that all
three flows accunul ate, but they each still bear the cost in

proportion to the product of the rates at which their packets arrive
at the queue and the value of probNative when they do so. Thus,
during the fifth burst, they all accunulate a | ower score than the
fourth because the queuing delay is not as excessive.

5.2. Rationale: Constant Aging of the Queuing Score

Even wel | -behaved flows will not always be able to respond fast
enough to dynam c events. Al so, well-behaved flows, e.g., Data
Center TCP (DCTCP) [RFCB257], TCP Prague [ PRAGUE-CC|], Bottl eneck
Bandwi dt h and Round-trip propagation tine version 3 (BBRv3) [BBRv3],
or the L4S variant of SCReAM [ SCReAM for real-time media [ RFC3298],
can maintain a very shall ow queue by continual careful probing for
nmore while also continually subtracting a little fromtheir rate (or
congestion wi ndow) in response to |low |l evels of ECN signalling.
Therefore, the QProt algorithmneeds to continually offer a degree of
forgi veness to age out the queuing score as it accumul ates.

Scal abl e congestion controllers, such as those above, maintain their
congestion window in inverse proportion to the congestion |evel,
probNative. That leads to the inportant property that, on average, a
scal abl e fl ow hol ds the product of its congestion wi ndow and the
congestion | evel constant, no matter the capacity of the link or how
many other flows it conpetes with. For instance, if the link
capacity doubles, a scalable flow induces half the congestion
probability. O, if three scalable flows conpete for the capacity,
each flow will reduce to one third of the capacity they would use on
their own and increase the congestion |evel by 3x. Therefore, in
steady state, a scalable flow w |l induce the sane constant anount of
"congest ed-bytes" per round trip, whatever the link capacity and no
matter how many flows are sharing the capacity.

Thi s suggests that the QProt algorithmw |l not sanction a well -
behaved scalable flowif it ages out the queuing score at a
sufficient constant rate. The constant will need to be sonewhat
above the average of a well-behaved scalable flow to allow for nornal
dynani cs.

Rel ating QProt’'s aging constant to a scal able fl ow does not nean that
a flow has to behave like a scalable flow. it can be | ess aggressive
but not nore aggressive. For instance, a longer RTT flow can run at
a | ower congestion-rate than the aging rate, but it can also increase
its aggressiveness to equal the rate of short RTT scal able flows

[ ScalingCC]. The constant aging of QProt also neans that a | ong-
runni ng unresponsive flow will be prone to trigger QProt if it runs
faster than a conpeting responsive scal able flow would. And, of
course, if a flow causes excessive queuing in the short term its
queui ng score will still rise faster than the constant agi ng process
will decrease it. Then, QProt will still eject the flow s packets
before they harmthe I ow | atency of the shared queue.

5.3. Rationale: Transformed Queui ng Score

The QProt algorithmholds a flow s queuing score state in a structure
called a "bucket". This is because of its simlarity to a regular

| eaky bucket (except the contents of the bucket do not represent

byt es).

probNative * pkt_sz probNative * pkt_sz / AG NG
I I



Figure 3: Transformati on of Queuing Score

The accumrul ation and agi ng of the queuing score is shown on the left
of Figure 3 in token bucket form Dt is the difference between the
ti mes when the scores of the current and previous packets were
processed.

A transformed equival ent of this token bucket is shown on the right
of Figure 3, dividing both the input and output by the constant rate,
AG NG The result is a bucket-depth that represents tine and it
drains at the rate that tinme passes.

As a further optimzation, the tine the bucket was |ast updated is
not stored with the flow state. |Instead, when the bucket is
initialized, the queuing score is added to the systemtine "now' and
the resulting expiry time is witten into the bucket. Subsequently,
if the bucket has not expired, the increnmental queuing score is added
to the tinme already held in the bucket. Then, the queuing score

al ways represents the expiry time of the flow state itself. This
means that the queuing score does not need to be aged explicitly
because it ages itself inplicitly.

5.4. Rationale: Policy Conditions

Pseudocode for the QProt policy conditions is given in Section 4.1
within the second half of the gprotect() function. Wen each packet
arrives, after finding its flow state and updating the queuing score
of the packet’s flow, the algorithmchecks whet her the shared queue
del ay exceeds a constant threshold CRITICALgL (e.g., 2 ms), as
repeat ed bel ow for conveni ence:

<CCDE BEG NS>
if ( ( gdelay > CRITICALqQL ) // Test if qgdelay over threshold..
/1 ...and if flow s g ing score scal ed by qdel ay/ CRI Tl CALqL
/1 ...exceeds CRI TI CALgQLSCORE
&% ( gdelay * qlLscore > CRI Tl CALqQLPRODUCT ) )
/'l Recall that CRITlI CALqQLPRODUCT = CRI Tl CALgL * CRI TI CALqLSCORE
<CODE ENDS>

If the queue delay threshold is exceeded, the flow s queuing score is
tenmporarily scaled up by the ratio of the current queue delay to the
t hreshol d queui ng delay, CRITICALgL (the reason for the scaling is
given next). |If this scaled up score exceeds another constant
threshol d CRI TI CALQLSCORE, the packet is ejected. The actual |ast
l'ine of code above multiplies both sides of the second condition by
CRITICALgQL to avoid a costly division

Thi s approach all ows each packet to be assessed once, as it arrives.
Once queue del ay exceeds the threshold, it has two inplications:

* The current packet mght be ejected, even though there are packets
already in the queue fromflows wi th higher queuing scores.
However, any flow that continues to contribute to the queue wll
have to send further packets, giving an opportunity to eject them
as well, as they subsequently arrive.

* The next packets to arrive mght not be ejected because they m ght



belong to flows with | ow queuing scores. |In this case, queue
del ay could continue to rise with no opportunity to eject a
packet. This is why the queuing score is scaled up by the current
queue delay. Then, the nore the queue has grown without ejecting
a packet, the nore the algorithm"raises the bar" to further
packets.

The above approach is preferred over the extra per-packet processing
cost of searching the buckets for the flow with the highest queuing
score and searching the queue for one of its packets to eject (if one
is still in the queue).

Figure 4 explains this approach graphically. On the horizontal axis,
it shows actual harm neaning the queuing delay in the shared queue.
On the vertical axis, it shows the behaviour record of the flow
associated with the currently arriving packet, represented in the
algorithmby the flow s queuing score. The shaded regi on represents
the conbination of actual harm and behaviour record that will lead to
the packet being ejected.

| Note that, by default, CRITICALgL us is set to the maxi num

| threshold of the ranp marking al gorithm MAXTH us. However,

| there is sonme debate as to whether setting it to the mininum

| threshold instead woul d i nprove QProt performance. This would
| roughly double the ratio of qdelay to CRI Tl CALqL, which is

| compared against the CRI TI CALQLSCORE t hreshol d. Therefore, the
| threshold would have to be roughly doubl ed accordingly.
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Figure 4: G aphical Explanation of the Policy Conditions

The regions | abelled "N' represent cases where the first condition is
not net -- no actual harm-- queue delay is belowthe critica
threshol d, CRITI CALQL.

The region labelled "E" represents cases where there is actual harm
(queue del ay exceeds CRITI CALgL) and the queui ng score associ at ed
with the arriving packet is high enough to be able to eject it with
certainty.

The region |labelled "P" represents cases where there is actual harm
but the queuing score of the arriving packet is insufficient to eject
it, soit has to be passed over. This adds to queuing delay, but the
alternative would be to risk sanctioning an innocent flow. It can be
seen that, as actual harmincreases, the judgenent of innocence
becones increasingly stringent; the behaviour record of the next
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packet’s fl ow does not have to be as bad to eject it.

Condi tioning ejection on actual harm hel ps prevent VPN packets being
ej ected unnecessarily. VPNs consisting of nultiple flows can tend to
accunul ate queui ng score faster than it is aged out because the aging
rate is intended for a single flow However, whether or not some
traffic is in a VPN, the queue delay threshold (CRI TI CALgL) will be
no nore likely to be exceeded. Therefore, conditioning ejection on
actual harm hel ps reduce the chance that VPN traffic will be ejected
by the Qrot function

5. Rationale: Reclassification as the Policy Action

When the DOCSIS QProt algorithmdeens that it is necessary to eject a
packet to protect the Low Latency queue, it redirects the packet to
the Cassic queue. |In the Low Latency DOCSIS architecture (as in
Dual - Queue Coupl ed AQVWs generally), the O assic queue is expected to
frequently have a | arger backl og of packets, which is caused by
classic congestion controllers interacting with a Cassic AQV (which
has a latency target of 10 ns) as well as other bursty traffic.

Therefore, typically, an ejected packet will experience higher
queui ng delay than it would otherwise, and it could be re-ordered
within its flow (assum ng QProt does not eject all packets of an
anomal ous flow). The mld harm caused to the performance of the
ejected packet’'s flowis deliberate. 1t gives senders a slight
incentive to identify their packets correctly.

If there were no such harm there woul d be nothing to prevent al
flows fromidentifying thenmselves as suitable for classification into
the I owl atency queue and just letting QProt sort the resulting
aggregate i nto queue-building and non-queue-building flows. This

m ght seemlike a useful alternative to requiring senders to
correctly identify their flows. However, handling of misclassified
flows is not without a cost. The nore packets that have to be
reclassified, the nore often the delay of the | owlatency queue woul d
exceed the threshold. Also, nore nmenmory would be required to hold
the extra flow state.

When a packet is redirected into the Cassic queue, an operator might
want to alter the identifier(s) that originally caused it to be
classified into the Low Latency queue so that the packet will not be
classified into another |ow | atency queue further downstream
However, redirection of occasional packets can be due to unusually
hi gh transient load just at the specific bottleneck, not necessarily
at any ot her bottleneck and not necessarily due to bad flow

behavi our. Therefore, Section 5.4.1.2 of [RFC9331] precludes a
network node fromaltering the end-to-end ECN field to exclude
traffic fromL4S treatnment. Instead a |local-use identifier ought to
be used (e.g., Diffserv codepoint or VLAN tag) so that each operator
can apply its own policy, wthout prejudgi ng what other operators
ought to do

Al t hough not supported in the DOCSIS specifications, Qrot could be
extended to recogni ze that | arge nunbers of redirected packets bel ong
to the same flow. This m ght be detected when the bucket expiry tine
t _exp exceeds a threshold. Depending on policy and inplenentation
capabilities, Qrot could then install a classifier to redirect a
whole flowinto the Cassic queue, with an idle tineout to renove
stale classifiers. |In these "persistent offender"” cases, QProt night
al so overwite each redirected packet’s DSCP, in order to protect
other potential |owl atency queues downstream The DOCSI S
specifications do not discuss sanctioning whole flows; further

di scussion is beyond the scope of the present docunent.

Limtations



The QProt al gorithm groups packets with comon Layer 4 flow
identifiers. It then uses this grouping to accumrul ate queui ng scores
and to sanction packets.

This choice of identifier for grouping is pragmatic with no
scientific basis. Al the packets of a flow certainly pass between
the sane two endpoints. However, sone applications mght initiate
multiple fl ows between the sane endpoints, e.g., for nedia, control,
data, etc. Ohers mght use cormon flow identifiers for all these
streams. Al so, a user mght group multiple application flows w thin
the sane encrypted VPN between the sane Layer 4 tunnel endpoints.
And, even if there were a one-to-one mappi ng between flows and
applications, there is no reason to believe that the rate at which
congestion can be caused ought to be allocated on a per-application-
fl ow basi s.

The use of a queuing score that excludes those aspects of flow rate
that do not contribute to queuing (Section 5.1) goes sone way to
mtigating this limtation because the al gorithm does not judge
responsibility for queuing delay prinarily on the conbined rate of a
set of flows grouped under one flow ID.

7. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
8. Security Considerations

The whol e of this docunent concerns traffic security. It considers
the security question of howto identify and eject traffic that does
not conply with the non-queue-buil di ng behaviour required to use a
shared | ow | atency queue, whether accidentally or nmaliciously.

Section 8.2 of [RFC9330] of the L4S architecture [ RFC9330] introduces
the problemof maintaining |ow latency by either self-restraint or
enforcement and places DOCSIS Queue Protection (QProt) in context
within a wider set of approaches to the problem

8.1. Resource Exhaustion Attacks

The QProt al gorithm has been designed to fail gracefully in the face
of traffic crafted to overrun the resources used for the algorithmis
own processing and flow state. This nmeans that non-queue-buil di ng
flows will always be less likely to be sanctioned than queue-building
flows. But an attack could be contrived to deplete resources in such
a way that the proportion of innocent (non-queue-building) flows that
are incorrectly sanctioned could increase.

I ncorrect sanctioning is intended not to be catastrophic; it results
in nore packets fromwell-behaved flows being redirected into the
Cl assi c queue, which introduces nore reordering into innocent flows.

8.1.1. Exhausting Flow State Storage

To exhaust the nunber of buckets, the nost efficient attack is to
send enough long-running attack flows to increase the chance that an
arriving floww Il not find an avail abl e bucket and will, therefore,
have to share the "dregs" bucket. For instance, if ATTEMPTS=2 and
NBUCKETS=32, it requires about 94 attack flows, each using different
port nunbers, to increase the probability to 99%that an arriving
floww Il have to share the dregs, where it will share a high degree
of redirection into the Cassic queue with the renai nder of the
attack fl ows.

For an attacker to keep buckets busy, it is nore efficient to hold
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onto them by cycling regularly through a set of port nunbers (94 in
the above exanple) rather than to keep occupying and rel easing
buckets with single packet flows across a nmuch | arger nunber of
ports.

During such an attack, the coupled marking probability will have
saturated at 100% Therefore, to hold a bucket, the rate of an attack
flow needs to be no less than the aging rate of each bucket: 4 Mi/s
by default. However, for an attack flowto be sure to hold on to its
bucket, it would need to send sonmewhat faster. Thus, an attack with
100 flows would need a total force of nmore than 100 * 4 M/ s = 400
Mo/ s.

This attack can be mtigated (but not prevented) by increasing the
nunber of buckets. The required attack force scales linearly with
the nunber of buckets, NBUCKETS. Therefore, if NBUCKETS were doubl ed
to 64, twice as nmany 4 M/s flows would be needed to maintain the
same inpact on innocent flows.

Probably the nost effective mitigation would be to inplenent
redirecti on of whole-flows once enough of the individual packets of a
certain offending fl ow had been redirected. This would free up the
buckets used to maintain the per-packet queuing score of persistent

of fenders. Whole-flow redirection is outside the scope of the
current version of the QProt algorithmspecified here, but it is
briefly discussed at the end of Section 5.5.

It mght be considered that all the packets of persistently offending
fl ows ought to be discarded rather than redirected. However, this is
not recomended because attack flows m ght be able to pervert whol e-
flow discard, turning it onto at |east sonme innocent flows, thus
anplifying an attack that causes reordering into total deletion of
sone innocent fl ows.

1.2. Exhausting Processing Resources

The processing tine needed to apply the QProt algorithmto each Low
Latency (LL) packet is small and intended not to take all the tine
avai | abl e between each of a run of fairly snall packets. However, an
attack coul d use ninimum sized packets |launched fromnultiple input
interfaces into a | ower capacity output interface. Wether the QProt
algorithmis vulnerable to processor exhaustion will depend on the
specific inplenentation.

Addition of a capability to redirect persistently offending flows
fromLL to Cdassic would be the npost effective way to reduce the per-
packet processing cost of the QProt algorithmwhen under attack. As
al ready nmentioned in Section 8.1.1, this would also be an effective
way to mitigate fl ow state exhaustion attacks. Further discussion of
whol e-flow redirection is outside the scope of the present docunent
but is briefly discussed at the end of Section 5.5.

Comments Solicited

Eval uati on and assessnent of the algorithmby researchers is

solicited. Comments and questions are al so encouraged and wel cone.

They can be addressed to the authors.
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