I nternet Engineering Task Force (IETF) T. G af

Request for Comments: 9951 Swi sscom
Cat egory: Standards Track B. Caise
I SSN: 2070-1721 Huawe
A. Huang- Feng

I NSA- Lyon

April 2026

Export of Delay Performance Metrics in IP Flow I nfornmation Export
(1 PFI X)

Abst ract

Thi s docunent specifies new IP Flow I nformati on Export (1PFIX)
Information El enents to export the On-Path del ay at each Operati ons,
Adm ni stration, and Mai ntenance (OQAM transit and decapsul ating
nodes. The On-Path delay is defined as the delay between the OAM
header encapsul ati ng node and each OAM header transit and QOAM header
decapsul ati ng nodes. This delay neasurenent is conmputed by an On-
Path Tel emetry protocol and is exported by the |IPFI X process.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9951

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
2. Term nol ogy
3. Solution
4. Performance Metrics
4 | P One-Way Del ay Hybrid Type | Performance Metrics

1.1 Summary

1.2. Description

1.3. Reference

1.4 Change Controller



1.5. Version of Registry Format
Metric Definition
1. Reference Definition
2. Fixed Paraneters
Met hod of Measuremnent
Ref erence Met hods
Packet Stream Generation
Traffic Filtering (Cbservation) Details
Sanpling Distribution
Runti me Paraneters and Data For nat
. Roles
t put
Type
Ref erence Definition
Adm ni strative Itens
Comrent s and Remar ks
Cases
NA Consi der ati ons
Perf ormance Metrics
I PFI X Entities
1 pat hDel ayMeanDel t aM cr oseconds
2. pathDel ayM nDel t aM cr oseconds
3. pat hDel ayMaxDel t aM cr oseconds
4
a

N

DEAREE WOWWWW
PONROOORONE

I
PODONPCCARAREREARRERERAORENA

pat hDel aySunDel t aM cr oseconds
(@] ti onal Consi derations
1. Tinme Accuracy
2. Mean Del ay
3 Reduced- Si ze Encodi ng
4 Measurenment |nterva
5 I n- Packet QAM Application
8. Security Considerations
9. References
9.1. Normative References
9.2. Informative References
Appendi x A. | PFI X Encodi ng Exanpl es
A. 1. Aggregated On-Path Del ay Exanples
A.1.1. Tenplate Record and Data Set with Mean Delta
A.1.2. Tenplate Record and Data Set with Sum Delta
Acknowl edgenent s
Aut hors’ Addresses

NANNNN

I nt roduction

Net wor k operators usually nmaintain statistical view of delay across
their networks to support diagnostics and performance anal ysis.

These views assist in identifying the |ocation, extent, and potential
causes of abnormal delay affecting specific customer traffic or
services. To achieve this, delay-related nmetrics need to be reported
from devi ces covering both data and control planes. Further, in
order to understand which custoners are affected, delay-related
metrics need to be reported in the context of the custonmer data

pl ane. This correlation enables the detection of changes in
forwardi ng paths, such as updated internedi ate hops or interfaces,
and of the resulting inpact on delay experienced by customer traffic.

Del ay nmeasurenents in the network are conputed using an On-Path

Tel enetry protocol, which inserts netadata into the data-pl ane packet
when entering the nonitored domai n [ RFC9232]. To conpute del ay
measur enents, the On-Path Tel enetry protocol inserts a tinestanp

ref erence when entering the OAM encapsul ati ng node. |nplenmentation
exanples are In situ Operations, Adm nistration, and M ntenance
(IOAM [ RFC9197] or Enhanced Alternate Marking [ ENH ALT- MARKI NG .

Two nodes of On-Path Tel enetry are generally recogni zed: passport
mode, in which only the OAM header decapsul ati ng node of the OAM
domain reports metrics; and postcard node, in which OAM header



transit nodes al so export On-Path Telemetry data. Both nodes enabl e
exposure of per-hop performance netrics, including delay

accunul ati on. The approach defined in this docunent is prinmarily
appl i cabl e to postcard node.

To enabl e the export of the delay-related metrics via | PFI X
[ RFC7011], this docunment defines four new | PFI X I nformati on El enents
(I Es), exposing the On-Path delay on OAM header transit and
decapsul ati ng nodes, follow ng the principles of postcard node.
Thi s enabl es the conputation of delay netrics (mninmm maxi mum and
mean) directly on the OAM header transit and decapsul ati ng node,
al | owi ng aggregation within the Fl ow Record.
As these I Es represent performance netrics, they are al so registered
in the I ANA "Performance Metrics Registry" [ ANA-PERF-METRIC] in
accordance with [ RFC8911].
Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
Thi s docunent defines the follow ng terns:
OAM Header Encapsul ati ng Node:
Recei ves the | P packets, encapsul ates the packets with an QAM
header, and adds the tinestanp into the OAM header.
OAM Header Transit Node:
Recei ves the | P packets, then neasures the del ay between the

timestanp in the packet and the tinestanp when the packet was
recei ved.

OAM Header Decapsul ati ng Node:
Receives the | P packets, conputes the del ay between the tinestanp
in the packet and the tinmestanp when the packet was received, and
removes the OAM header fromthe packet.

Thi s docunent nakes use of the terns defined in [ RFC7011], [RFC8911]
and [ RFC7799] .

The following terns are used as defined in [ RFC7011]:
* Collector

*  Exporter

*  Flow

* Fl ow Record

* IPFIX

* |PFIX Information El enents (IEs)

* (bservation Point

The following terns are used as defined in [ RFC8911]:
*  Performance Metric

* Performance Metrics Registry



* Registered Performance Metric

The following termis used as defined in Section 3.8 of [RFC7799]:
* Hybrid Type |

Sol ution

Inline with the guidelines for Registered Performance Metric
requesters and reviewers [ RFC8911], each netric is specified with its
required characteristics (e.g., ldentifier, Nane, UR, Status,
Requester, Revision, Description) to ensure conparability of

measur enent results across inplenentations and environnents. These
characteristics are registered in the | ANA "Performance Mtrics

Regi stry" [I ANA-PERF-METRIC]. Metric naming follows the
"MetricType_Method_SubTypeMethod_... Spec_Units_Qutput" convention
defined in Section 7.1.2 of [RFC8911].

Thi s docunent defines the follow ng performance netrics and | PFI X
I nformation El ements:

| Performance Metric | I'PFIX Information El enent |
[& efemesfoms b bemsoe s esoe s esoe s ese s ese s espe s fes e fes e fesfy essos s eses s es ee s ess s s s s s e g
| OWDel ay_HybridTypel_| | pat hDel ayMeanDel t aM croseconds |
| P_RFC9951_Seconds_Mean (27) | (530) |
o m oo o m oo +
| OWDel ay_Hybri dTypel_| | pathDel ayM nDel t aM cr oseconds |
| P_RFC9951 Seconds_Mn (28) | (531) |
o e e e e e e e e m o o e e e e e e e e e e e o m o +
| OWDel ay_HybridTypel_| | pat hDel ayMaxDel t aM cr oseconds |
| P_RFC9951 Seconds _Max (29) | (532) |
o m oo o m oo +
| OWDel ay_Hybri dTypel_| | pat hDel aySunDel t aM cr oseconds |
| P_RFC9951 Seconds_Sum (30) | (533) |
o e e e e e e e e m o o e e e e e e e e e e e o m o +

Table 1. Mapping Between | PFI X | Es and Performance Metrics

Assumi ng tine synchroni zati on on devices, the delay is neasured by
calculating the difference between the timestanp i nposed with On-Path
Tel enetry in the packet at an OAM header encapsul ati ng node and the
timestanp exported in the I PFI X Fl ow Record fromthe OAM header
transit and OAM header decapsul ati ng nodes. The | owest, highest,
mean, and the sum of neasured path delay can be exported, thanks to
the different I PFI X | E specifications.

On-Path Tel enetry Domain

D1
X- === >
D2
R >
D3

D >
(HL) ----- > (RO) ------ > (RL) ------ > (R2) ---n--- > (RB) ----- > (H2)
Host 1 Encapsul ating Transit Transit Decapsul ating Host 2

Node Node 1 Node 2 Node



Figure 1: Delay Use Case: Packets Flow fromHost 1 to Host 2

In the use case shown in Figure 1, using On-Path Telemetry to export
the delay metrics, the node Rl exports the delay D1, the node R2
exports the delay D2, and the OAM header decapsul ati ng node R3
exports the total delay D3 for the same fl ow using |PFIX

Thi s solution enables the conputation of delay nmetrics (mninmum

maxi mum and nean) directly on the OAM header transit and
decapsul ati ng node, allow ng aggregation within the Fl ow Record.

Thi s reduces both export bandw dth and processing requirenments on the
Coll ector. To conpute these nmetrics locally, the Exporter’s Metering
Process nust perform per-packet caching and processing, particularly
when conputing nmean del ay under Fl ow Aggregation [ RFC7015]. A less
conputationally intensive alternative is to export the sum of del ays,
allowing the Collector to compute the nean via a sinple division
usi ng the packet count.

In contrast, if no delay processing occurs on the OAM header transit
or decapsul ati ng node, each packet nust be exported as an individua
Fl ow Record, including tinmestanp information, as specified in
[ 1 PFI X- ALT-MARK] . The Col l ector nust then conpute the delay netrics
and reconstruct the aggregated Fl ow Record accordingly.

4. Performance Metrics

Thi s section defines four new performance netrics follow ng the
templ ate defined in Section 11 of [RFC8911].

4.1. |IP One-Way Del ay Hybrid Type | Perfornmance Metrics
This section specifies four performance netrics for the Hybrid Type
assessnent of | P One-Way Del ay; they have been registered in the | ANA
"Performance Metrics Registry" [l ANA- PERF- METRI C]
Al'l colum entries besides the Identifier, Nane, URI, Description,
Ref erence Description (Qutput only) categories are the sane; thus,
this section defines four closely related performance netrics. As a
result, |1 ANA has assigned corresponding URIs to each of the four
regi stered performance netrics.

4.1.1. Sunmmary

This category includes nultiple indexes of the registered perfornmance
metrics: the ldentifier and Metric Nane.

4.1.1.1. ID (ldentifier)

| ANA has allocated the nuneric ldentifiers 27, 28, 29, and 30 for the
four Named Metric Entries in the follow ng section

4.1.1.2. Nane
27: OMDel ay_Hybri dTypel | P_RFC9951_ Seconds_Mean
28: OWDel ay_HybridTypel | P_RFC9951 Seconds_Mn
29: OMDel ay_Hybri dTypel | P_RFC9951 Seconds_Max
30: OWDel ay_Hybri dTypel | P_RFC9951_ Seconds_Sum
4.1.1.3. UR

URI :
<https://wwv. i ana. or g/ assi gnnent s/ perf or mance-netri cs/



ONDel ay_Hybri dTypel_ | P_RFC9951_ Seconds_Mean>

URI :
<https://wwv. i ana. or g/ assi gnnent s/ perf ormance-netrics/
ONDel ay_Hybri dTypel_| P_RFC9951_Seconds_M n>

URI :
<https://wwv. i ana. or g/ assi gnnent s/ perf ormance-netrics/
ONDel ay_Hybri dTypel_| P_RFC9951_Seconds_Max>

URI :
<https://wwv. i ana. or g/ assi gnnent s/ perf or mance-netri cs/
ONDel ay_Hybri dTypel_ | P_RFC9951_ Seconds_Sun®

4.1.2. Description

ONDel ay_Hybri dTypel | P_RFC9951 Seconds_Mean:
This nmetric assesses the nean of one-way del ays of al
successfully forwarded I P packets constituting a single Flow The
measur enent of one-way delay is based on a single Cbservation
Poi nt [ RFC7011] sonewhere in the network

ONDel ay_Hybri dTypel | P_RFC9951 Seconds_M n:
This nmetric assesses the nini mum of one-way del ays of all
successfully forwarded I P packets constituting a single Flow The
measur enent of one-way delay is based on a single Cbservation
Poi nt [ RFC7011] sonewhere in the network

ONDel ay_Hybri dTypel | P_RFC9951 Seconds_Max:
This nmetric assesses the maxi mum of one-way del ays of all
successfully forwarded I P packets constituting a single Flow The

measur enent of one-way delay is based on a single Cbservation
Poi nt [ RFC7011] sonewhere in the network

ONDel ay_Hybri dTypel | P_RFC9951 Seconds_Sum
This nmetric assesses the sum of one-way del ays of all successfully
forwarded | P packets constituting a single Flow. The measurenent
of one-way delay is based on a single Observation Point [ RFC7011]
sonewhere in the network
4.1.3. Reference
RFC 9951
4.1.4. Change Controller
| ETF
4.1.5. Version of Registry Format
1.0
4.2. Metric Definition
This category includes colums to pronpt the entry of all necessary
details related to the netric definition, including the i nmutable
docunent reference and val ues of input factors, called "Fixed
Par amet er s".

4.2. 1. Ref erence Definition

See [ RFC6049] and [RFC7679] in the Normative References
(Section 9.1).

Section 3.4 of [RFC7/679] provides the reference definition of the
singl eton (single value) one-way delay nmetric. Section 4.4 of



[ RFC7679] provides the reference definition expanded to cover a
mul ti-value sanple. Note that terns such as "singleton" and "sanple"
are defined in Section 11 of [RFC2330].

Wth the Qobservation Point [RFC7011] typically |ocated between the
hosts participating in the IP Flow, the one-way delay netric requires
one individual measurenent between the Cbservation Point and sourcing
host, such that the Spatial Conposition [RFC6049] of the neasurenents
yi el ds a one-way del ay singl eton

Thi s docunent specifies howto export the performance netric using
| PFI X.

4.2.2. Fixed Paraneters
None
4. 3. Met hod of Measur enent

This category includes colums for references to rel evant sections of
the RFC(s) and any suppl enental infornation needed to ensure an
unanbi guous net hod for inpl enentations.

4. 3. 1. Ref erence Met hods

The foundational nethodology for this netric is defined in Section 4
of [RFC7323] using the Tinestanps option with nodifications that
all ow application at a mid-path Cbservation Point [RFC7011].

4. 3. 2. Packet Stream Generation

This is the tinme when the packet is being received at the OAM header
encapsul ati ng node. The tinestanp fornat depends on the On-Path
Telenmetry inplementation. For |10CAM Section 4.4.1 of [RFC9197]
describes the supported tinmestanps. Sections 4.4.2.3 and 4.4.2.4 of

[ RFC9197] describe where the tinestanp is being inserted. For the
Enhanced Alternate Marking Method, Section 2 of [ENH ALT- MARKI NG and
Section 3.2 of [RFC9947] define the supported tinmestanp encodi ngs and
granul arity.

4.3.3. Traffic Filtering (Cbservation) Details

Runtinme Paranmeters (in the follow ng sections) may be used for
Traffic Filtering.

4.3.4. Sanpling Distribution

This metric requires a partial sanple of all packets that qualify
according to the Traffic Filter criteria.

4.3.5. Runtinme Paraneters and Data For mat

Runtine Paranmeters are input factors that nust be deternined,
configured into a nmeasurenent system and reported with the results
for the context to be conplete.

The Hybrid Type | netering paraneters mnmust be reported to provide the
conpl ete neasurenent context. As an exanple, if the |IPFIX Metering
Process is used, then the | PFI X Metering Process parameters (IPFIX
Templ ate Record, potential traffic filters, and potential sanpling
met hod and paraneters) that generate the Fl ow Records nust be
reported to provide the conpl ete neasurenent context. At a mninmum
the following fields are required

Src:  The IP address of the host in the host A Role (format ipv4-
addr ess- no-zone value for |Pv4 or ipv6-address-no-zone value for



| Pv6; see Section 4 of [RFC9911]).

Dst: The I P address of the host in the host B Role (format ipvé4-
addr ess- no-zone value for |Pv4 or ipv6-address-no-zone val ue for
| Pv6; see Section 4 of [RFC9911]).

TO: T tine, the start of a nmeasurenent interval (format "date/time"
as specified in Section 5.6 of [RFC3339]; see also "date-and-tinme"
in Section 3 of [RFC9911]). The UTC Tinme Zone is required by
Section 6.1 of [RFC2330]. When TO is "all-zeros", a start tine is
unspecified, and Tf is to be interpreted as the duration of the
measurenent interval. The start time is controlled through other
means.

Tf: Atine, the end of a neasurenent interval (fornat "date/tine" as
specified in Section 5.6 of [RFC3339]; see also "date-and-tinme" in
Section 3 of [RFC9911]). The UTC Tine Zone is required by
Section 6.1 of [RFC2330]. When TO is "all-zeros", an ending time
and date are ignored, and Tf is interpreted as the duration of the
measur enent i nterval

4.3.6. Roles
Host A: Launches an I P packet to start the Flow
Host B: Receives the |IP packet to start the Flow.
OAM Header Encapsul ati ng Node: Receives the |P packets, encapsul ates

the packets with the OAM header, and adds the timestanp into the
OAM header .

OAM Header Transit Node: Receives the |IP packets, neasures the del ay
between the tinmestanp in the packet and the tinestanp when the
packet was received

OAM Header Decapsul ati ng Node: Receives the |IP packets, conputes the
del ay between the tinmestanp in the packet and the tinmestanp when
the packet was received, and renpves the OAM header fromthe
packet .

4.4. Cutput

This category specifies all details of the output of nmeasurements
using the netric.

4.4.1. Type

ONDel ay Types are discussed in the subsections bel ow
4.4.2. Reference Definition

For all output types:

ONDel ay_Hybri dTypel I P: The one-way del ay of one |IP packet is a
si ngl et on.

For each <statistic> singleton, one of the follow ng subsections
appl i es.

4.4.2.1. ONDel ay_Hybri dTypel | P_RFC9951 Seconds_Mean

Simlar to Section 7.4.2.2 of [RFC8912], the nmean SHALL be cal cul ated
using the conditional distribution of all packets with a finite val ue
of one-way del ay (undefined del ays are excluded) -- a single value,
as foll ows:



See Section 4.1 of [RFC3393] for details on the conditiona
distribution to exclude undefined val ues of delay, and see Section 5
of [RFC6703] for background on this analytic choice.

See Section 4.2.2 of [RFC6049] for details on calculating this
statistic; see also Section 4.2.3 of [ RFC6049].

Mean: The tine value of the result is expressed in units of
m croseconds, as a positive value of type decinmal 64 with fraction
digits =9 (simlar to decinmal 64 in YANG Section 9.3 of
[ RFC6020]) with a resolution of 0.001 nicroseconds (1.0 ns), and
with | ossl ess conversion to/fromthe 64-bit NTP tinestanp as per
Section 6 of [RFC5905].

4.4.2.2. ONDel ay_HybridTypel | P_RFC9951 Seconds M n

Similar to Section 7.4.2.3 of [RFC8912], the mi ni mum SHALL be

cal cul ated using the conditional distribution of all packets with a
finite value of one-way del ay (undefined del ays are excluded) -- a
single value, as foll ows:

See Section 4.1 of [RFC3393] for details on the conditiona
distribution to exclude undefined val ues of delay, and see Section 5
of [RFC6703] for background on this analytic choice.

See Section 4.3.2 of [RFC6049] for details on calculating this
statistic; see also Section 4.3.3 of [ RFC6049].

Mn: The time value of the result is expressed in units of
m croseconds, as a positive value of type decimal 64 with fraction
digits = 9 (simlar to decimal 64 in YANG Section 9.3 of
[ RFC6020]) with a resolution of 0.001 microseconds (1.0 ns), and
with | ossl ess conversion to/fromthe 64-bit NTP tinestanp as per
Section 6 of [RFC5905].

4.4.2.3. ONDel ay_Hybri dTypel | P_RFC9951_ Seconds_Max

Simlar to Section 7.4.2.4 of [RFC8912], the maxi num SHALL be

cal cul ated using the conditional distribution of all packets with a
finite value of one-way delay (undefined delays are excluded) -- a
singl e val ue, as foll ows:

See Section 4.1 of [RFC3393] for details on the conditiona
distribution to exclude undefined val ues of delay, and see Section 5
of [RFC6703] for background on this analytic choice.

See Section 4.3.2 of [RFC6049] for a closely related method for
calculating this statistic; see also Section 4.3.3 of [RFC6049]. The
fornmula is as foll ows:

Max = (FiniteDelay[j])
such that for sonme index, j, where 1 <=j <= N
FiniteDelay[j] >= FiniteDelay[n] for all n

where all packets n = 1 through N have finite singleton del ays.

Max: The time value of the result is expressed in units of
m croseconds, as a positive value of type decinmal 64 with fraction
digits =9 (simlar to decinmal 64 in YANG Section 9.3 of
[ RFC6020]) with a resolution of 0.001 microseconds (1.0 ns), and
with | ossl ess conversion to/fromthe 64-bit NTP tinestanp as per
Section 6 of [RFC5905].

4.4.2.4. ONDel ay HybridTypel | P_RFC9951 Seconds_Sum

The sum SHALL be cal cul ated using the conditional distribution of all



packets with a finite value of one-way del ay (undefined del ays are
excluded) -- a single value, as foll ows:

See Section 4.1 of [RFC3393] for details on the conditiona
distribution to exclude undefined val ues of delay, and see Section 5
of [RFC6703] for background on this analytic choice.

See Section 4.3.5 of [RFC6049] for details on calculating this
statistic; however, in this case, FiniteDelay or MaxDel ay MAY be
used.

Sum The tine value of the result is expressed in units of
m croseconds, as a positive value of type decinmal 64 with fraction
digits = 9 (simlar to decinmal 64 in YANG Section 9.3 of
[ RFC6020]) with a resolution of 0.001 microseconds (1.0 ns), and
with | ossl ess conversion to/fromthe 64-bit NTP tinestanp as per
Section 6 of [RFC5905].

4.4, 2.5. Metric Units

*  Mean
* Mn
* Max
*  Sum

The one-way delay of the IP Flow singleton is expressed in
m cr oseconds.

.4.2.6. Calibration
A cl ock synchronization between the nodes of the nonitored OAM donai n
is needed to conpute representative delay nmeasurenents at the OAM
header transit and decapsul ati ng nodes. NTP, as defined in
[ RFC5905], can be used for synchronizing the clocks of the nonitored
nodes.
.4.3. Administrative ltens
.4.3.1. Status
Current
.4.3.2. Requester
RFC 9951
.4.3.3. Revision
1.0
.4.3.4. Revision Date
2026- 04- 02
.4.4. Comrents and Remar ks
None
Use Cases
The neasured On-Path del ay can be aggregated with Fl ow Aggregation as

defined in [ RFC7015] across the foll owi ng device and control - pl ane
di mensions [I ANA-1PFI X] to determ ne:
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* Wth node id and egressinterface(14), on which node which | ogica
egress interfaces have been contributing to how nuch del ay.

* Wth node id and egressPhysical I nterface(253), on which node which
physi cal egress interfaces have been contributing to how nuch
del ay.

*  Wth i pNext Hopl Pv4Addr ess(15) or i pNextHopl Pv6Address(62), the
forwardi ng path to which next-hop IP contributed to how nuch
del ay.

*  Wth npl sTopLabel | Pv4Address(47) or destinationl Pv6Address and
srhActi veSegnent | Pv6(495), the forwarding path to which MPLS top-
| abel 1Pv4 address or |Pv6 destination address and Segnent Routing
over | Pv6 (SRv6) active segnent contributed to how nuch del ay.

* BGP communities [RFC1997] are often used for setting a path
priority or service selection. Wth
bgpDesti nat i onExt endedComuni tyLi st (488) or
bgpDesti nati onComuni tyLi st (485) or
bgpDesti nati onLar geCommuni tyLi st (491), which group of prefixes
accunul ated at whi ch node how nuch del ay.

* Wth destinationl Pv4Address(13), destinationTransportPort(11),
protocol I dentifier(4), and sourcel Pv4Address(8), or equival ent
IPFIX IEs for I Pv6, the forwarding path delay on each node from
each | Pv4 source address to a specific application in the network.

Let us consider Figure 1 as a topology exanple. Table 2 shows the
aggregat ed del ay per each node, ingresslnterface(10),
egressinterface(14), destinationl Pv6Address(28), and

srhActi veSegnent | Pv6(495) neasured at ingress.

[ e ooy e s e sl e et
| ingress | egress | Node | destination | srhActive | Path

| Interface | Interface | | I'Pv6Address | Segment| Pv6 | Del ay

[ R el el ety Ll el el o
| 271 | 276 | RO | | | 0s |
I I +------ I I +------- +
| 301 | 312 | RL | 2001:db8::1 | 2001:db8::3 | 22 s |
R R +------ I I +------- +
| 22 | 27 | R2 | 2001:db8::2 | 2001:db8::3 | 42 s |
F-- - - - F-- - - - +------ i i i i +------- +
| 852 | 854 | R3 | 2001:db8::3 | 2001:db8::3 | 122 |
I I I I I | s I
I I +------ I i I i +----- - +

Tabl e 2: Exanpl e Tabl e of Measured Del ay at |ngress, Ascending
by Del ay

| ANA Consi der ati ons
1. Perf ormance Metrics

I ANA has add four new performance netrics in the "Performance Metrics
Regi stry" [RFC8911] with the four tenplates defined in Section 3.

2. |IPFIX Entities
I ANA has registered new | PFI X | Es (see Table 3) in the "IPFI X
Information El enents” registry in the "IP Flow I nfornmati on Export
(IPFIX) Entities" registry group [IANA-1PFI X] and assigned the
foll owi ng code points.



| Elenentl D | Nane |

[ bbb e ey o}
| 530 | pat hDel ayMeanDel t aM cr oseconds |
Fom e oo o m e e e e e e i e e ee oo +
| 531 | pathDel ayM nDel t aM cr oseconds |
N o m e e e e e e e e e +
| 532 | pat hDel ayMaxDel t aM cr oseconds |
S T +
| 533 | pat hDel aySunDel t aM cr oseconds |
Fom e oo o m e e e e e e i e e ee oo +

Table 3: New IPFIX I Es in the "IPFI X
Informati on El ements" Registry

.2.1. pathDel ayMeanDel t aM cr oseconds

Nanme: pat hDel ayMeanDel t aM cr oseconds

El ement I D: 530

Description: This Information El enent identifies the nmean path del ay
of all packets in the Flow, in mcroseconds, between an OAM header
encapsul ati ng node and the |ocal node with the OAM donain (either
an OAM header transit node or an OAM header decapsul ati ng node),
according to OADel ay_Hybri dTypel_| P_RFC9951 Seconds_Mean in the
| ANA "Performance Metrics Registry".

Abstract Data Type: unsignhed32

Data Type Semantics: deltaCounter

Ref erence: RFC 9951

Additional Information: OWMDelay HybridTypel | P _RFC9951 Seconds_ Mean
in the | ANA "Performance Metrics Registry".

.2.2. pathDel ayM nDel t aM cr oseconds

Nane: pathDel ayM nDel taM croseconds

El ement I D: 531

Description: This Information El enent identifies the | owest path
del ay of all packets in the Flow, in mcroseconds, between an OAM
header encapsul ating node and the | ocal node with the OAM donain
(either an OAM header transit node or an OAM header decapsul ating
node), according to the OADel ay_ Hybri dTypel_ | P_RFC9951 Seconds_M n
in the | ANA "Performance Metrics Registry".

Abstract Data Type: unsigned32

Data Type Semantics: deltaCounter

Ref erence: RFC 9951

Additional Information: OWDelay HybridTypel | P _RFC9951 Seconds_Mn
in the | ANA "Performance Metrics Registry".

.2.3. pathDel ayMaxDel t aM cr oseconds
Nane: pat hDel ayMaxDel t aM cr oseconds
El ement I D: 532

Description: This Information Elenment identifies the highest path
del ay of all packets in the Flow, in m croseconds, between an QAM



header encapsul ati ng node and the | ocal node with the OAM domain
(either an OAM header transit node or an OAM header decapsul ating
node), according to OADel ay_Hybri dTypel | P_RFC9951 Seconds Max in
the 1 ANA "Performance Metrics Registry".

Abstract Data Type: unsigned32
Data Type Semantics: deltaCounter
Ref erence: RFC 9951

Addi tional Information: OMDelay_ HybridTypel | P_RFC9951 Seconds_Max
in the | ANA "Performance Metrics Registry”.

6.2.4. pathDel aySunDel t aM cr oseconds
Nane: pat hDel aySunDel t aM cr oseconds
El ement I D: 533

Description: This Information El enent identifies the sumof the path
del ay of all packets in the Flow, in mcroseconds, between an OAM
header encapsul ati ng node and the | ocal node with the OAM donain
(either an OAM header transit node or an OAM header decapsul ating
node), according to OADel ay_Hybri dTypel | P_RFC9951 Seconds_Sum i n
the 1 ANA "Performance Metrics Registry”.

Abstract Data Type: unsigned64
Data Type Semantics: deltaCounter
Ref erence: RFC 9951

Additional Information: OWDelay HybridTypel | P _RFC9951 Seconds_Sum
in the | ANA "Performance Metrics Registry".

7. Operational Considerations
7.1. Time Accuracy

In terms of clock precision, the same recommendation as defined in
Section 4.5 of [RFC5153] for IPFIX applies to this document as well.

7.2. Mean Del ay

The nean (average) path delay can be cal cul ated by dividing the

pat hDel aySumDel t aM croseconds(533) by the packetDel taCount(2) at the
| PFI X data collection at the collection tine instead of the IPFI X
Exporter at the export tinmne.

7.3. Reduced-Si ze Encodi ng

Unsi gned64 has been chosen as the type for

pat hDel aySunmDel t aM croseconds to support cases with | arge del ay
nunbers and where many packets are being counted. As an example, a
specific Flow Record with path delay of 100 milliseconds cannot
observe nore than 42949 packets wi thout overflow ng the unsigned32
counter. The procedure described in Section 6.2 of [RFC7011] may be
applied to reduce network bandwi dt h between the | PFI X Exporter and
Col l ector if unsigned32 would be | arge enough wi t hout wrapping

ar ound.

7.4. Measurenent |nterval

The delay metrics are conputed for the Flow Record lifetinme by
comparing the QAM timestanps in each received packet with the



ti mestanp when they were received. For a long-running Flow, the

I PFI X Metering Process mght mss the tenporal distribution of the
delay (for exanple, a longer delay only at the beginning of the
Flow). If this is an operational problem the IPFIX Metering Process
nm ght be configured with a smaller expiration timeout (see "Flow
Expiration", Section 5.1.1 of [RFC5470]).

7.5. In-Packet OAM Application

Mul tiple nmethods can be used to conpute the delay performance netrics
defined in this docunment. Sonme exanpl es of such methods are | QAM
[ RFC9197] and Enhanced Al ternate Marking [ ENH ALT- MARKI NG .

For 1 OAM these performance netrics can be conputed using the Edge-
to- Edge and the Direct Exporting Option-Type.

| OAM Edge-t o- Edge Option-Type, as described in Section 4.6 of

[ RFC9197], can use bits 2 and 3. In this case, tinmestanps are
encoded as defined in Sections 4.4.2.3 and 4.4.2.4 of [RFC9197].

This timestanp can be used to conpute the del ay between an OAM header
encapsul ati ng node and the decapsul ati ng node.

The 1 OAM Di rect Exporting Option-Type, as described in [ RFC9326], can
use the Extension-Flag defined in [IOAMDEX] to insert a tinestanp in
the OAM header encapsul ating node. The tinestanp is encoded as
defined in Sections 4.4.2.3 and 4.4.2.4 of [RFC9197]. This tinestanp
can be used to conpute the delay between the inserted tinestanp and
the OAM header transit and decapsul ati ng node.

For the Enhanced Alternate Marking Method, Section 2 of

[ ENH- ALT- MARKI NG and Section 3.2 of [RFC9947] define that, within
the netalnfo, a nanosecond tinestanp can be encoded in an OAM header
encapsul ati ng node and be read at the OAM header i nternedi ate and
decapsul ati ng nodes to calculate the On-path delay. [RFC9343]
defines how this can be applied to the | Pv6 extensions header, and

[ RFC9947] defines how this can be applied to the SRv6 Segnent Routing
Header [ RFC8754].

G ven that the delay nmeasurenents are conputed with the tinestanp
i ntroduced on the OAM header encapsul ati ng node, regardl ess of the
approach, inplenmentations should docunent at which point of the
forwarding plane this tinestanp is introduced (e.g., the time at
whi ch the packet was received by the node, the time at which the
packet was transnmitted by the node, etc.). Based on this
information, different actions can be taken

8. Security Considerations

The I PFI X I nformation El enents introduced in this docunent do not
directly introduce security issues. Rather, they define a set of
performance netrics that nmay, for privacy or business issues, be
consi dered sensitive information.

For exanple, exporting delay netrics may make attacks possible by the
receiver of this information; otherw se, this would only be possible
for direct observers of the reported Flows al ong the data path.

| PFI X col l ectors MJUST ensure that | PFI X data originates fromtrusted
sources. Accepting |IPFIX data from unauthenti cated sources coul d
| ead to data spoofing, policy msapplication, or denial of service.

Therefore, the underlying protocol used to exchange the infornmation
descri bed here nmust apply appropriate procedures to guarantee the
integrity and confidentiality of the exported information. These
protocols are defined in separate docunents; specifically, see the
| PFI X security considerations in Section 11 of [RFC7011].



9.

9.

1.

I mpl enent ati ons SHOULD al so refer to [BCP195] for additional details.
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Appendi x A. | PFI X Encodi ng Exanpl es

Thi s appendi x represents two different encodings for the newy
introduced IEs. Let's take Figure 1 as a topology exanple. Table 4
shows the aggregated delay with ingresslinterface, egressinterface,
destinationl Pv6Address, and srhActiveSegnent!| Pv6.

. S +
| ingressinterface | 271 |
e I +
| egressinterface | 276 |
o e e e e e e e e e e e o m o S +
| destinationl Pv6Address | 2001: db8::3 |
. . +
| srhActiveSegnment!| Pv6 | 2001: db8::2 |
e I +

| packet Del t aCount | 5 |



o oo S +
| pathDel ayM nDel taM croseconds | 22 s |
Fom oo S +
| pat hDel ayMaxDel t aM croseconds | 74 s |
o e e e e e e e e e e e o m o S +

Tabl e 4: Aggregated Delay with
egressinterface and srhActi veSegment| Pv6

A. 1. Aggregated On-Path Del ay Exanples
A.1.1. Tenplate Record and Data Set with Mean Delta

Wth encoding in Figure 2, the nmean (average) path delay is
cal cul ated on the exporting node.

* Ingress interface => ingressinterface
* [Egress interface => egressinterface
* | Pv6 destination address => destinati onl Pv6Address
* Active SRv6 Segnment => srhActiveSegment| Pv6
* Packet Delta Count => packet Del t aCount
* M ni mum One-Way Del ay => pat hDel ayM nDel t aM cr oseconds (531)
*  Maxi mum One-Way Del ay => pat hDel ayMaxDel t aM cr oseconds (532)
*  ©Mean One-Way Del ay => pat hDel ayMeanDel t aM cr oseconds (530)
0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| SET ID = 2 | Length = 40 |
i I i S s S S i S SN i
| Tenpl ate I D = 256 | Field Count = 8 |
I T e S R T S i S N SRR SRS
| O] i ngressinterface = 10 | Field Length = 4 |
B i s T T i i o S o T Ji I
| O egressinterface = 14 | Field Length = 4 |
i S i A S i i S
| O] destinationl Pv6Address = 28 | Field Length = 16 |
I T I S T S i i N SR SR S
| O] srhActiveSegnment| Pv6 = 495 | Field Length = 16 |
B i s T T i i o S o T Ji I
| 0] packetDeltaCount = 5 | Field Length = 4 |
I I i i i S DR e S N SR
| 0] pathDel ayMeanDelta.. = 530 | Field Length = 4 |
I T S T i i S i Sl A S S S
| 0| pathDel ayM nDelta.. = 531 | Field Length = 4 |
B i s T T i i o S o T Ji I
| 0] pathDel ayMaxDel ta.. = 532 | Field Length = 4 |
I I e S S e i I S S S SR SR

Fi gure 2: Tenplate Record for pathDel ayMeanDel t aM cr oseconds
The data set is represented as foll ows:

0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S
| SET ID = 256 | Length = 60 |



A 1.

i S S T i S S e e i S S S S

| ingressinterface = 271 |
i i i T i I S i e s o o i i
| egressinterface = 276 |

T S T D S T O T A T
desti nati onl Pv6Address =

ébbl:dbS::Z
T T o T e i ol s S SR S S S e e s it eI SR R T S R S
srhActi veSegnent| Pv6 = ...

_—_

I

|

I

I

+-

I

I

| -

| 2001: db8:: 3

i i i T i I S i e s o o i i

| packet Del taCount = 5 |

R et e s i o e s i i

| pat hDel ayMeanDel t aM cr oseconds = 36 |

B i s T T i i o S o T Ji I

| pat hDel ayM nDel t aM cr oseconds = 22 |

i i i T i I S i e s o o i i

| pat hDel ayMaxDel t aM croseconds = 74 |

R et e s i o e s i i
Figure 3: Data Set Encoding for pathDel ayMeanDel t aM cr oseconds

2. Tenplate Record and Data Set with Sum Delta

Wth encoding in Figure 4, the mean (average) path delay is
cal cul ated on the I PFI X data coll ection.

* |Ingress interface => ingresslnterface
* Egress interface => egressinterface
* | Pv6 destination address => destinationl Pv6Address
* Active SRv6 Segnent => srhActiveSegnentl| Pv6
* Packet Delta Count => packet Del t aCount
* M ni mum One-Way Del ay => pat hDel ayM nDel t aM cr oseconds (531)
*  Maxi mum One-\Way Del ay => pat hDel ayMaxDel t aM croseconds (532)
* Sum of One-Way Del ay => pat hDel aySunDel t aM cr oseconds (533)
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| SET ID = 2 | Length = 40 |
I S i o T s S S S e s s T
| Templ ate I D = 257 | Field Count = 8 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| O ingressinterface = 10 | Field Length = 4 |
B T S i T s i i e e SEI S
| O] egressinterface = 14 | Field Length = 4 |
I S i o T s S S S e s s T
| O] destinationl Pv6Address = 28 | Field Length = 16 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| O] srhActiveSegnment| Pv6 = 495 | Field Length = 16 |
B T S i T s i i e e SEI S
| 0| packetDeltaCount = 5 | Field Length = 4 |
I S i o T s S S S e s s T
| 0| pathDel ayM nDelta.. = 531 | Field Length = 4 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S



| 0| pathDel ayMaxDelta.. = 532 | Field Length = 4 |
el i I e i it T e e e e i i T o S e e S e T R R
| 0| pathDel aySunDelta.. = 533 | Field Length = 8 |
T S i o I R S S i it et EIE S R R S S e i i e e s

Figure 4: Tenplate Record for pathDel aySunDel t aM cr oseconds.
The data set is represented as foll ows:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SET I D = 257 | Length = 64 |
B T S i T s i i e e SEI S
| i ngressinterface = 271 |
I S i o T s S S S e s s T
| egressinterface = 276 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
destinationl Pv6Address =

2001: db8:: 2
R L e o e e e T h o e o S R
srhActi veSegnent| Pv6 = ...

_—_

I

I

I

i

I

I

I 2001: db8:: 3

I S i o T s S S S e s s T
| packet Del taCount = 5 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| pat hDel ayM nDel t aM croseconds = 22 |
B T S i T s i i e e SEI S
| pat hDel ayMaxDel t aM croseconds = 74 |
I S i o T s S S S e s s T
| pat hDel aySunDel t aM croseconds = 180 |
I+_ I

B ih T S I S S S S +.- +- B e T S S i i
Figure 5: Data Set Encoding for pathDel aySunDel t aM cr oseconds
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