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Abst ract

Thi s docunent defines a Term nal Access Controller Access-Control
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Management data nodel, defined in RFC 7317, to all ow devices to make
use of TACACS+ servers for centralized Authentication, Authorization,
and Accounting (AAA). Specifically, the TACACS+ YANG nodul e can be
used to manage TACACS+ over TLS.

Thi s docunent obsol etes RFC 9105.
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1. Introduction

The System Managenent data nodel [RFC7317] defines separate
functionality to support |ocal and Renote Authentication Dial-lIn User
Servi ce (RADIUS) authentication

User Authentication Mddel: Defines a list of usernanes with
associ ated passwords and a configuration | eaf to decide the order
in which |ocal or RAD US authentication is used.

RADIUS Cient Mddel: Defines a list of RADIUS servers used by a
device for centralized user authentication

[ RFC9105] defines a YANG nodule ("ietf-systemtacacs-plus") that
augnments the System Managenent data nodel [RFC7317] for the
managenment of Termninal Access Controller Access-Control System Plus
(TACACSt) clients as an alternative to RAD US servers [ RFC2865].
Typically, the "ietf-systemtacacs-plus” nmodule is used to configure
a TACACS+ client on a device to support deploynent scenarios with
centralized Authentication, Authorization, and Accounting (AAA)
servers.

Thi s docunent defines a YANG nodul e for managi ng TACACS+ clients
(Section 4), including TACACS+ over TLS 1.3 clients [RFC9887]. This
docunent obsol etes [ RFC9105].

The YANG nodule in this docunment confornms to the Network Managenent
Dat astore Architecture (NVDA) defined in [ RFC8342].

1.1. Changes Since RFC 9105
The foll owi ng changes have been nade to [ RFC9105]:
* Added support for TLS [ RFC9887]

* Added a constraint to ensure that the Iist of servers is unique
per address/port numnber

* Updated the description of 'address’ to be consistent with the
type

* Fixed a 'nmust’ statement under ’tacacs-plus
* Fixed errors in the exanple provided in Appendi x A of [RFC9105]

* Added an exanple to illustrate the use of VPN Routing and
For war di ng (VRF)

* Added new exanples to illustrate the use of TACACS+ over TLS data
nodes

Detai | ed changes to the YANG nodule are listed in Section 4.
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3.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Sone exanples in this docunment contain long |ines that are wapped as
described in [ RFC8792].

The term nol ogy for describing YANG data nodels is defined in
[ RFC7950] .

The docunent uses the terns defined in Section 2 of [RFC9887] and
Section 3 of [RFC8907].

"client’ refers to a TACACS+ client, while "server’ refers to a
TACACS+ server

1. Tree Diagrans

The tree diagrams used in this docunent follow the notation defined
i n [ RFC8340] .

Desi gn of the TACACS+ Data Model

This nodule is used to configure a TACACS+ client on a device to
support depl oynent scenarios with centralized AAA servers.

Aut hentication is used to validate a user’s usernane and password,
aut hori zation allows the user to access and execute comrands at
various privilege levels assigned to the user, and accounting keeps
track of the activity of a user who has accessed the devi ce.

The "ietf-systemtacacs-plus" nodul e augnents the '/sys:systeni path
defined in the "ietf-system nmodule with the contents of the ’tacacs-
plus’ grouping. Therefore, a device can use |ocal, RAD US, or
TACACS+ authentication to validate users who attenpt to access the
devi ce by several nechanisns, e.g., a conmand line interface or a
web- based user interface.

The ’'server’ list, which is directly under the ’tacacs-plus
container, holds a list of TACACS+ servers and uses ’'server-type’ to
di stingui sh between AAA services. The list of servers is for

r edundancy.

When there are multiple interfaces connected to a TACACS+ client or
server, the source address of outgoi ng TACACS+ packets coul d be
specified, or the source address could be specified through the
interface I P address setting or derived fromthe outbound interface
fromthe | ocal Forwarding Information Base (FIB). For a TACACS+
server located in a Virtual Private Network (VPN), a VRF instance
needs to be specified.

The *statistics’ container under the "server’ list is a collection of
read-only counters for sent and received nessages froma configured
server.

The YANG nodul e for TACACS+ client has the structure shown in
Fi gure 1.

augnment /sys:system
+--rw tacacs-pl us
+--rw client-credentials* [id] {credential-reference}?
| +-rwid string
| +--rw (auth-type)?
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+- -
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+--:(certificate)

+——5kIaw—puinc—key) {tlsc:client-ident-raw public-key}?
| ...
+--:(t1s13-epsk) {tlsc:client-ident-tlsl13-epsk}?

server-credential s* [id] {credential-reference}?
rwid string
rw ca-certs!

rw ee-certs!
rw raw public-keys! {tlsc:server-auth-raw public-key}?

rwtlsl3-epsks? enpty
{tlsc:server-auth-tlsl13-epsk}?
server* [ name]
rw name string
rw server-type
tacacs- pl us-server-type

rw domai n- nanme? i net: donmmi n- nane
rw sni - enabl ed? bool ean

rw address i net : host

rw port i net: port-nunber
rw (security)

+--:(tls)

+--rwclient-identity!
+--rw (ref-or-explicit)?
+--:(ref)
| +--rwcredential s-reference?
| sys-tcs-plus:client-credenti al s-ref
| {credential -reference}?
+--:(explicit)
+--rw (auth-type)?
+--:(certificate)
| ...
+--:(raw public-key)
| {tlsc:client-ident-raw public-key}?
| ...
+--:(tls13-epsk)
{tlsc:client-ident-tlsl13-epsk}?

+--rw (ref-or-explicit)?
+--:(ref)
| +--rwcredentials-reference?
| sys-tcs-plus:server-credenti al s-ref
| {credential -reference}?
+--:(explicit)
+--rw ca-certs!
| ...
+--rw ee-certs!
| ...
+--rw raw publ i c- keys!
| {t| sc: server-aut h-raw public-key}?
| ...
+--rw tlsl13-epsks? enpty
{tlsc:server-auth-tlsl3-epsk}
+--rw hel |l o-paranms {tlscmm: hel | o- par ans}?
+--rw tls-versions
|  +--rw mn? identityref
|  +--rw max? i dentityref
+--rw ci pher-suites
+--rw ci pher-suite*
tlscsa:tls-cipher-suite-algorithm

I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
+--rw server-aut hentication
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

+--: (obfuscation)



| +--rw shared-secret? string
+--rw (source-type)?
| +--:(source-ip)

| | +--rw source-ip? i net:ip-address
| +--:(source-interface)
| +--rw source-interface? if:interface-ref

+--rw vrf-instance?
| -> /ni:network-instances/ network-i nstance/ nane

+--rw singl e-connecti on? bool ean

+--rw timeout? ui nt 16

+--ro statistics
+--ro discontinuity-time? yang: dat e-and-ti ne
+--ro0 connecti on-opens? yang: count er 64
+--r0 connection-cl oses? yang: count er 64
+--ro0 connection-aborts? yang: count er 64

+--ro0 connection-failures? yang: count er 64
+--ro0 connection-timeouts? yang: count er 64

+--ro nessages-sent? yang: count er 64
+--ro0 nmessages-received? yang: count er 64
+--1r0 errors-received? yang: count er 64
+--ro0 sessions? yang: count er 64
+--ro cert-errors? yang: count er 64
+--ro rpk-errors? yang: count er 64

{tlsc: server-aut h-raw public-key}?
Figure 1: Tree Structure Overview

Specifically, the nmodule is designed to cover the follow ng key
requi renents specified in [ RFC9887]:

* MnimmTLS 1.3 [ RFC8446] MJST be used for transport.
* Earlier TLS versions MJST NOT be used.
* The cipher suites offered or accepted SHOULD be confi gurabl e.

* I nplenmentati ons MAY support raw public keys and Pre-Shared Keys
(PSKs) .

* | nplenmentati ons MJUST support the ability to configure the server’s
domai n nane, so that it may be included in the TLS Server Nane
I ndication (SNI') extension

The foll owi ng new data nodes are supported conpared to [ RFC9105]:

"client-credentials’ and 'server-credentials’': Define a set
credentials that can be globally provisioned and then referenced
under specific servers.

"donmi n-nanme’: Provides a donmain nane of the server per

Section 3.4.2 of [RFC9887]. This is the TLS TACACS+ server's
domain nane that is included in the SNI extension. This donmain
nane is distinct fromthe I P address/hostnanme used for the
underlying transport connection

"sni-enabled’ : Controls activation of SNI (Section 3 of [RFC6066]).
This paraneter can be used only if a domain name is provided.

"client-identity': Specifies the identity credentials that the
client may present when establishing a connection to a server.
Client identities can be configured at the top | evel and then
referenced for specific server instances. Alternatively, client
identities can be configured explicitly under each server
i nst ance.

server-authentication : Specifies how a client authenticates



servers. Server credentials can be configured at the top | eve
and then referenced for specific server instances. Alternatively,
client identities can be configured explicitly under each server

i nst ance.

"hello-parans’: Controls TLS versions and ci pher suites to be used
when establishing TLS sessions.

"discontinuity-tine': The tinme of the nbst recent occasion at which
the client suffered a discontinuity (a configuration action to
reset all counters, re-initialization, etc.).

"cert-errors’: Nunber of connection failures due to certificate
i ssues.

"rpk-errors’: Nunber of connection failures related to raw public
keys.

TACACS+ Cient Mdul e

Thi s YANG nodul e uses types and groupi ngs defined in [ RFC8341],
[ RFC8343], [ RFC8529], [RFC9640], [RFC9641], [RFC9642], [RFC9645], and
[ RFCO911] .

The nodul e augnents [ RFC7317].
The nodul e al so cites [ RFC6520], [RFC9257], and [ RFC9258].

<CODE BEG@ NS> file "ietf-systemtacacs-pl us@026-03-31. yang"
modul e ietf-systemtacacs-plus {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-systemtacacs-plus";
prefix sys-tcs-plus;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 9911: Common YANG Data Types";

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 9911: Common YANG Data Types",
}
import ietf-system{
prefix sys;
reference
"RFC 7317: A YANG Data Model for System Managenent";
}

import ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}
i mport ietf-network-instance {
prefix ni;
ref erence
"RFC 8529: YANG Data Mddel for Network |nstances";
}

import ietf-crypto-types {
prefix ct;



ref erence
"RFC 9640: YANG Data Types and Groupi ngs for Cryptography"

}
inmport ietf-truststore {
prefix ts;
ref erence
"RFC 9641: A YANG Data Model for a Truststore"
}
import ietf-keystore {
prefix ks;
reference
"RFC 9642: A YANG Data Model for a Keystore";
}

inmport ietf-tls-common {
prefix tlscm;
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";
}
inmport ietf-tls-client {
prefix tlsc;
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Working G oup)";
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsanwg/ >

WG List: <mailto: opsawg@etf.org>

Edi t or: Mohamed Boucadair

<mai | t o: nohaned. boucadai r @r ange. con®

Aut hor : Bo Wi
<l ana. wbo@uawei . con

Aut hor : Guangyi ng Zheng
<zhengguangyi ng@uawei . con®";

description
"Thi s nodul e provi des nmanagenent of TACACS+ clients.

The key words 'MJST', 'MJST NOT', 'REQUI RED , 'SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can be found
at the ' YANG Paraneters’ registry group:
<https://wwv. i ana. or g/ assi gnnent s/ yang- par anet er s>

This version of this YANG nodule is part of RFC 9950; see the
RFC itself for full legal notices.";

revisi on 2026-03-31 {
description
"This revision adds TLS support. Specifically, this revision
adds:



new feature ’credential -reference
new container 'client-credentials’
new cont ai ner ’'server-credentials’
new | eaf ' domai n- nane’

- a new |l eaf ’'sni-enabl ed

- TLS as a new security choice

- a new leaf "discontinuity-tinme’ under ’statistics’

- anew leaf 'cert-errors’ under 'statistics’

- a new |leaf 'rpk-errors’ under ’'statistics’

Al so, this revision:

- updates the reference for 'tacacs-plus’ identity
to also cite RFC 9887

- fixes a "nust’ statenent under ’tacacs-plus’ by adding
a mssing prefix

- requires that the Iist of servers nmust be unique per
addr ess/ port nunber.

- updates the description of the 'name’ under ’'server’
list to better reflect the intended use and clarifies
the difference with the new ' domai n- nane’

- updates the description of the 'address’ to be
consistent with the type

- renoves the default statenent for the 'port’ under

DL DD

"server’ list because a distinct default port numnber
is used for TACACS+ over TLS
- updates the 'port’ |eaf under ’server’ list to enunerate

the vari ous TACACS+ default port nunbers
- adds a constraint on the VRF with 'source-interface
- updates the description of tinmeout to renmove redundant
text with the default statenent”
ref erence
"RFC 9950: A YANG Data Mbdel for Term nal Access Controller
Access-Control System Plus (TACACS+)";

}

revisi on 2021-08-05 {
description
"Initial revision.";
ref erence
"RFC 9105: A YANG Dat a Model for Term nal Access Controller
Access-Control System Plus (TACACS+)";

}

feature credential -reference {
description
"I ndi cates whet her service credentials references are
supported.”;

}

identity tacacs-plus {
base sys: aut henti cati on-net hod;
description
"I ndi cat es AAA operation using TACACS+.";
ref erence
"RFC 9887: Term nal Access Controller Access-Contro
System Pl us (TACACS+) over TLS 1.3
RFC 8907: The TACACS+ Protocol ";

}

typedef tacacs-plus-server-type {
type bits {
bit authentication {
description
"I ndi cates that the TACACS+ server is providing
aut henti cation services.";

bit authorization {



description
"Indi cates that the TACACS+ server is providing
aut hori zati on services.";
}
bit accounting {
description
"Indi cates that the TACACS+ server is providing accounting
services.";
}
}
description
"The type can be set to authentication, authorization,
accounting, or any conbination of the three types.";

}

typedef client-credentials-ref {
type leafref {
path "/sys:systen sys-tcs-plus:tacacs-plus"
+ "/sys-tcs-plus:client-credential s/sys-tcs-plus:id";
}

description
"Defines a type to reference client credentials.";

}

typedef server-credentials-ref {
type leafref {
path "/sys:systenl sys-tcs-plus:tacacs-plus"
+ "/sys-tcs-plus:server-credential s/sys-tcs-plus:id";
}

description
"Defines a type to reference server credentials."”;

}

grouping statistics {
description
"Grouping for TACACS+ statistics attributes, including TLS
specifics.”;
contai ner statistics {
config fal se;
description
"A collection of server-related statistics objects.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time of the npst recent occasion at which the
TACACS+ client suffered a discontinuity. Exanples of
di scontinuity can be a configuration action to reset
all counters, re-initialization of the system or any
other events that prevent reliable contiguous tracking
of counters.";
}
| eaf connecti on-opens {
type yang: count er 64;
description
"Nurmber of new connection requests sent to the server,
e.g., socket open.";
}
| eaf connection-cl oses {
type yang: count er 64;
description
"Number of connection close requests sent to the server,
e.g., socket close.";
}
| eaf connection-aborts {
type yang: count er 64;
description



"Nunber of aborted connections to the server. These do
not include connections that are closed gracefully.";
}
| eaf connection-failures {
type yang: count er 64;
description
"Nunber of connection failures to the server.";
}

| eaf connection-tineouts {
type yang: count er 64;
description
"Nunber of connection tinmeouts to the server.";
}

| eaf messages-sent {
type yang: count er 64;
description
"Nurmber of nmessages sent to the server.";
}

| eaf messages-received {
type yang: count er 64;
description
"Number of nessages received fromthe server.";
}

| eaf errors-received {
type yang: count er 64;
description
"Nurmber of error nessages received fromthe server.";
}

| eaf sessions {
type yang: count er 64;
description
"Nurmber of TACACS+ sessions conpleted with the server
If the Single Connection Mdde was not enabl ed, the nunber
of sessions is the same as the nunber of
"connection-closes’. If the Single Connection Mbdde was
enabl ed, a single TCP connection may contain multiple
TACACS+ sessions.";
}
| eaf cert-errors {
t ype yang: count er 64;
description
"Nunber of connection failures due to certificate
i ssues.";

| eaf rpk-errors {
if-feature "tlsc:server-auth-raw public-key";
type yang: count er 64;
description

"Number of connection failures related to raw public
keys.";
}
}
}

grouping certificate {
description
"Specifies a certificate that can be used for client
identity.";
uses "ks:inline-or-keystore-end-entity-cert-wth-key-"
+ "groupi ng" {
refine "inline-or-keystore/inline/inline-definition" {
nmust ' not (public-key-format) or derived-fromor-self’
+ " (public-key-format, "ct:subject-public-key-
+ 'info-format")’;
}

refine "inline-or-keystore/central -keystore/"



+ "central - keystore-reference/ asymetric-key" {
must 'not(deref(.)/../ks:public-key-format) or ’
+ '"derived-fromor-self(deref(.)/../ks:public-
+ 'key-format, "ct:subject-public-key-info-’
+ 'format")’;
}
}
}

groupi ng raw private-key {
description
"Specifies a raw private key that can be used for
client identity.";
uses ks:inline-or-keystore-asymetric-key-grouping {
refine "inline-or-keystore/inline/inline-definition" {
must ' not (public-key-format) or derived-fromor-self’
+ " (public-key-format, "ct:subject-public-key-
+ 'info-format")’;
}
refine "inline-or-keystore/central -keystore/"
+ "central - keystore-reference" {
nmust ' not(deref(.)/../ks: public-key-format) or
+ 'derived-fromor-self(deref(.)/../ks:public-’
+ 'key-format, "ct:subject-public-key-info-format")’;

}
}
}

groupi ng tlsl13-epsk {
description
"An External Pre-Shared Key (EPSK) is established or
provi sioned out of band, i.e., not froma TLS connection
An EPSK is a tuple of (Base Key, External Identity, Hash).
When Pre-Shared Keys (PSKs) are provisioned out of band,
the PSK identity and the Key Derivation Function (KDF) hash
algorithmto be used with the PSK rmust al so be
provi si oned. ";
ref erence
"RFC 8446: The Transport Layer Security (TLS) Protoco
Version 1.3, Section 4.2.11
RFC 9257: Cuidance for External Pre-Shared Key (PSK) Usage
in TLS, Section 6
RFC 9258: Inmporting External Pre-Shared Keys (PSKs) for
TLS 1.3, Section 5.1";
uses ks:inline-or-keystore-symetric-key-grouping;
| eaf external-identity {
type string;
mandat ory true;
description
"A sequence of bytes used to identify an EPSK. A | abel for
a PSK established externally.";
ref erence
"RFC 8446: The Transport Layer Security (TLS) Protoco
Version 1.3, Section 4.2.11
RFC 9257: Cui dance for External Pre-Shared Key (PSK)
Usage in TLS, Section 4.1";

}
| eaf hash {
type tlscmm: epsk-support ed- hash;
default "sha-256";
description
"For externally established PSKs, the hash al gorithm nust be
set when the PSK is established or default to SHA-256 if no
such algorithmis defined.";
ref erence
"RFC 8446: The Transport Layer Security (TLS) Protoco



Version 1.3, Section 4.2.11";
}
| eaf context {
type string;
description
"The context used to determne the EPSK, if any exists. For
exanpl e, context may include information about peer roles or
identities to mtigate Selfie-style reflection attacks.";
ref erence
"RFC 9258: Inporting External Pre-Shared Keys (PSKs) for
TLS 1.3, Section 5.1 ";

| eaf target-protocol {
type uint 16;
description
"Specifies the protocol for which a PSK is inported for
use.";
ref erence
"RFC 9258: Inporting External Pre-Shared Keys (PSKs) for
TLS 1.3, Section 3 ";

}
| eaf target-kdf {
type uint 16;
description
"The KDF for which a PSK is inported for use."”;
ref erence
"RFC 9258: Inporting External Pre-Shared Keys (PSKs) for
TLS 1.3, Section 3";
}

}

grouping client-identity {
description
"lIdentity credentials that a TLS client nmay present when
establishing a connection to a TLS server. \Wen configured
and requested by the TLS server when establishing a TLS
session, these credentials are passed in the Certificate
nmessage. ";
ref erence
"RFC 8446: The Transport Layer Security (TLS) Protoco
Version 1.3, Section 4.4.2";
choi ce auth-type {
description
"A choi ce anpbngst authentication types.";
case certificate {
container certificate {
description
"Specifies the client identity using a certificate.";
uses certificate;
}
}
case raw public-key {
if-feature "tlsc:client-ident-raw public-key";
cont ai ner raw private-key {
description
"Specifies the client identity using a raw public key.";
uses raw- private-key;

}

case tls13-epsk {
if-feature "tlsc:client-ident-tlsl13-epsk”;
container tlsl13-epsk {
description
"An EPSK is established or provisioned out of band.";
uses tlsl13-epsk;

}



}
}
}

grouping client-identity-with-ref {
description
"ldentity credentials that the TLS client may present when
establishing a connection to a TLS server. \Wen configured
and requested by the TLS server when establishing a TLS
session, these credentials are passed in the Certificate
nmessage.";
choice ref-or-explicit {
description
"A choice between a reference or explicit configuration.";
case ref {
description
"Provides a reference to a client identity.";
| eaf credential s-reference {
if-feature "credential -reference”;
type sys-tcs-plus:client-credential s-ref;
description
"Specifies the client credentials reference.";

}
}
case explicit {
description
"Explicit configuration of the client identity.";
uses client-identity;

}
}
}

groupi ng server-authentication {
description
"Specifies how a TLS client can authenticate TLS servers.
Any conbi nati on of credentials is additive and unordered.”;
contai ner ca-certs {
presence "Indicates that Certification Authority (CA)
certificates have been confi gured.
This statenment is present so the mandatory descendant
nodes do not inply that this node nust be
configured.";
description
"A set of CA certificates used by the TLS client to
aut henticate TLS server certificates.
A server certificate is authenticated if it has a valid
chain of trust to a configured CA certificate.";
reference
"RFC 9641: A YANG Data Model for a Truststore”
uses ts:inline-or-truststore-certs-grouping;
}
contai ner ee-certs {
presence "Indicates that End Entity (EE) certificates have been
confi gur ed.
This statement is present so the mandatory descendant
nodes do not inply that this node nmust be
configured.";
description
"A set of server certificates (i.e., end entity certificates)
used by a TLS client to authenticate certificates
presented by TLS servers. A server certificate is
authenticated if it is an exact match to a configured server
certificate.";
ref erence
"RFC 9641: A YANG Data Model for a Truststore"”
uses ts:inline-or-truststore-certs-grouping;



}
cont ai ner raw public-keys {
if-feature "tlsc:server-auth-raw public-key";
presence "I ndi cates that raw public keys have been confi gured.
This statement is present so the mandatory descendant
nodes do not inply that this node nust be
configured.";
description
"A set of raw public keys used by a TLS client to
aut henticate raw public keys presented by the TLS server.
A raw public key is authenticated if it is an exact match
to a configured raw public key.";
ref erence
"RFC 9641: A YANG Data Moddel for a Truststore"
uses ts:inline-or-truststore-public-keys-grouping {
refine "inline-or-truststore/inline/inline-definition/"
+ "public-key" {
must ' derived-fromor-self(public-key-format,’
+ ' "ct:subject-public-key-info-format")’;
}
refine "inline-or-truststore/central -truststore/"
+ "central -truststore-reference" {
must ' not(deref(.)/../ts:public-key/ts:public-key-
+ 'format[not (derived-fromor-self(., "ct:subject-’
+ "public-key-info-format"))])’;
}
}

}
| eaf tlsl13-epsks {
if-feature "tlsc:server-auth-tl sl13-epsk”;
type enpty;
description
"I'ndicates that a TLS client can authenticate TLS servers

usi ng configured EPSKs.";

}
}

groupi ng server-authentication-with-ref {
description
"Specifies how a TLS client can authenticate TLS servers.";
choice ref-or-explicit {
description
"A choice between a reference or explicit configuration."”;
case ref {
description
"Provides a reference to server credentials.";
| eaf credential s-reference {
if-feature "credential -reference”;
type sys-tcs-plus:server-credential s-ref;

description
"Specifies the server credentials reference.”;
}
}

case explicit {
description
"Explicit configuration of credentials of a server.";

uses server-aut hentication;

}
}
}

groupi ng hel | o-parans {
description
"Configurabl e paraneters for the TLS Hell o nessage.";

ref erence
"RFC 9887: Term nal Access Controller Access-Contro



System Pl us ( TACACS+) over TLS 1.3,
Section 5.1";
uses tlscm: hel | o- par ans- groupi ng {

refine "tls-versions/mn" {
must "not (derived-fromor-self(current(),

+ "tlsem:tls12'))" {

error-nessage

"TLS 1.2 is not supported as mn TLS version";

}
}

refine "tls-versions/ max" {
must "not (derived-fromor-self(current(),
+ " tlsem:tls12))" {
error-nessage
"TLS 1.2 is not supported as max TLS version";

}
}
}
}

grouping tls-client {
description
"A grouping for configuring a TLS client without any
consi deration for how an underlying TCP session is
est abli shed. ";
container client-identity {
presence "Indicates that a TLS-level client identity has been
confi gured.
This statement is present so the mandatory descendant
do not inply that this node must be configured.";
description
"lIdentity credentials that a TLS client nmay present when
establishing a connection to a TLS server.";
uses client-identity-wth-ref;
}
cont ai ner server-authentication {
must ' credential s-reference or ca-certs or ee-certs or ’
+ 'raw public-keys or tlsl3-epsks’;
description
"Specifies how a TLS client can authenticate TLS servers.";
uses server-authentication-w th-ref;
}
cont ai ner hel |l o- params {
if-feature "tl scmm: hel | o- parans"”;
description
"Configurabl e paraneters for the TLS Hell o nessage.";
uses hel |l o- par ans;

}
}

groupi ng tacacs-plus {
description
"Grouping for TACACS+ attributes.”;
cont ai ner tacacs-plus {
must "not (derived-fromor-self(../sys:authentication"
+ "/sys:user-authentication-order, "
+ "'sys-tcs-plus:tacacs-plus’))"
+ " or bit-is-set(server/server-type, authentication )" {
error-nessage
"When 'tacacs-plus’ is used as a system authentication
met hod, a TACACS+ aut hentication server nust be
configured.";
description
"When 'tacacs-plus’ is used as an authentication nethod,
a TACACS+ server nmust be configured.";



description
"Cont ai ner for TACACS+ configurations and operations.";
list client-credentials {
if-feature "credential -reference”;
key "id";
description
"ldentity credentials that a TLS client may present
when establishing a connection to a TLS server.
Alist of client credentials that can be referenced
when configuring server instances.";
nacm def aul t -deny-write;
leaf id {
type string;
description
"An identifier that uniquely identifies a client
identity within the device configuration.";

}

uses client-identity;

i st server-credentials {
if-feature "credential -reference";
key "id";
description
"ldentity credentials that a TLS client may use
to authenticate a TLS server.";
nacm def aul t -deny-write;
leaf id {
type string;
description
"An identifier that uniquely identifies server
credentials within the device configuration.";

}

uses server-aut hentication;

——

i st server {
key "nane";
uni que "address port";
or der ed- by user;
description

"Li st of TACACS+ servers used by the device.";
| eaf nane {

type string;

description

"A nane that is used to uniquely identify a TACACS+
server within the device configuration
This name is not to be confused with the
"domai n-nane’ . ";

}
| eaf server-type {

type tacacs-pl us-server-type;

mandat ory true;

description

"The server type can be authentication, authorization,
accounting, or any conbination of the three types.";

| eaf domai n-nane {
type inet:domai n- naneg;
description
"Provides a donmai n nane of the TACACS+ server.";
ref erence
"RFC 9887: Term nal Access Controller Access-Control
System Pl us ( TACACS+) over TLS 1.3,
Section 3.4.2";
}
| eaf sni-enabled {
type bool ean;



must ' ../ domai n-name’ {
error-nessage
"A donmai n name nust be provided to nake use of Server
Nane Indication (SNI).";
}
description
"Enabl es the use of SNI when set to true. D sables the
use of SNI when set to false.";
ref erence
"RFC 6066: Transport Layer Security (TLS) Extensions:
Ext ensi on Definitions, Section 3
RFC 9887: Term nal Access Controller Access-Contro
System Pl us ( TACACS+) over TLS 1.3,
Section 3.4.2";

| eaf address {
type inet:host;
mandat ory true;
description
"The | P address or nane of the TACACS+ server.";
}

| eaf port {
type inet: port-nunber;
mandat ory true;
description
"The port nunber of the TACACS+ server
The default port nunber for |egacy TACACS+ is 49,
while it is 300 for TACACS+ over TLS.";
}
choi ce security {
mandat ory true;
description
"Security nmechani sm bet ween TACACS+ client and server.";
case tls {
description
"TLS is used to secure TACACS+ exchanges.";
ref erence
"RFC 9887: Term nal Access Controller Access-Contro
System Pl us (TACACS+) over TLS 1.3";
uses tls-client;

case obfuscation {
| eaf shared-secret {

type string {
length "1.. max";

}
description
"The shared secret, which is known to both the
TACACS+ client and server. TACACS+ server
adm ni strators SHOULD configure a shared secret with
a mininmumlength of 16 characters.
It is highly recommended that this shared secret is
at | east 32 characters long and sufficiently conpl ex
with a mx of different character types,
i.e., upper case, |lower case, nuneric, and
punctuation. Note that this security nmechanismis
best described as 'obfuscation’ and not ’'encryption
as it does not provide any neaningful integrity,
privacy, or replay protection

The use of obfuscation is deprecated in favor
of TLS.

This choice is provided in the nodel to accommvdate
install ed base.";
ref erence



"RFC 8907: The TACACS+ Protoco
RFC 9887: Term nal Access Controller Access-Contro
System Pl us (TACACS+) over TLS 1.3";
nacm def aul t - deny- al |

}
}
}

choi ce source-type {
description
"The source address type for outbound TACACS+ packets.";
case source-ip {
| eaf source-ip {
type inet:ip-address;
description
"Specifies the source | P address for TACACS+ out bound
packets.";
}
}
case source-interface {
| eaf source-interface {
type if:interface-ref;
description
"Specifies the interface fromwhich the | P address
is derived for use as the source for outbound
TACACS+ packets.”;

}
}
}

| eaf vrf-instance {
type leafref {
pat h "/ni:network-instances/ni:network-instance/ni: nanme";
}

must ' (not(../source-interface)) or '’
+ "(current() =/if:interfaces/if:interface
+ '[if:name = current()/../source-interface]’
+ '/ ni:bind-ni-nane)’ {
error-nessage
"VRF instance nust match the network instance of the
source interface.";
}
description
"Specifies the VPN Routing and Forwardi ng (VRF) instance
to use to communicate with the TACACS+ server
If "source-interface’ is configured, this value MJST
mat ch the network instance bound to the source interface
(via bind-ni-nane).";
ref erence
"RFC 8529: YANG Data Mddel for Network |nstances";

| eaf single-connection {

type bool ean;

default "fal se";

description
"I ndi cates whether the Single Connection Mde is enabl ed
for the server.";

ref erence
"RFC 8907: The TACACS+ Protocol, Section 4.3";

| eaf tineout {
type uint16 {
range "1..max";

}
units "seconds";
default "5";

description
"The nunmber of seconds that the device will wait for a



response from each TACACS+ server before trying with a
different server.";
}
uses statistics;
}
}
}

augnent "/sys:systent {
description
"Augnents the system nodel with the tacacs-plus data nodes.";
uses tacacs- pl us;

}
}
<CODE ENDS>

Oper ational Considerations

The sane operational considerations discussed in Section 6 of
[ RFC9887] apply for this docunent.

Security Considerations

This section is nodel ed after the tenplate described in Section 3.7.1
of [ RFC9907].

The "ietf-systemtacacs-plus" YANG nodul e defines a data nodel that
is designed to be accessed via YANG based managenent protocols, such
as the Network Configuration Protocol (NETCONF) [RFC6241] and
RESTCONF [ RFC8040]. These YANG based managenent protocols (1) have
to use a secure transport l|layer (e.g., Secure Shell (SSH) [RFC4252],
TLS [ RFC8446], and QUI C [ RFC9000]) and (2) have to use nutua

aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be sensitive or

vul nerabl e in sone network environnents. Wite operations (e.g.,
edit-config) and del ete operations to these data nodes w thout proper
protection or authentication can have a negative effect on network
operations. The follow ng subtrees and data nodes have particul ar
sensitivities/vulnerabilities:

"server’: This list contains the data nodes used to control the
TACACS+ servers used by the device. Unauthorized access to this
list could enable an attacker to assune conplete control over the
device by pointing to a conproni sed TACACS+ server, or to nodify
the counters to hide attacks against the device.

"shared-secret’: This leaf controls the key known to both the
TACACS+ client and server. Unauthorized access to this |leaf could
make the device vulnerable to attacks; therefore, it has been
restricted using the "default-deny-all" access control defined in
[ RFC8341]. \When setting, it is highly recormended that the | eaf
is at least 32 characters long and sufficiently conplex with a mx
of different character types, i.e., upper case, |ower case,
nuneric, and punctuation

client-identity’ and ’server-authentication’: Any nodification to a
key or reference to a key may dramatically alter the inplenmented

security policy. For this reason, the NACM extension "default-



deny-wite" has been set.
There are no particularly sensitive readabl e data nodes.
There are no particularly sensitive RPC or action operations.

Thi s YANG nodul e uses groupi ngs from ot her YANG nodul es that define
nodes that may be considered sensitive or vulnerable in network
environments. Refer to Section 5.3 of [RFC9642] and Section 5.3 of
[ RFC9645] for information as to which nodes nay be consi dered
sensitive or vulnerable in network environnments.

7. | ANA Consi der ations

| ANA has registered the following URI in the "ns" registry within the
"I ETF XML Regi stry" [ RFC3688]:
URI: wurn:ietf:params:xm:ns:yang:ietf-systemtacacs-plus

Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanmespace.

I ANA has registered the following YANG nodul e in the "YANG Mdul e
Nanmes" registry [ RFC6020] within the "YANG Paraneters" registry

gr oup:

Nane: ietf-systemtacacs-plus

Mai nt ai ned by | ANA? N

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-systemtacacs-plus
Prefix: sys-tcs-plus

Ref erence: RFC 9950
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Appendi x A. Exanpl e TACACS+ Aut hentication Configuration with Shared
Secr et

Fi gure 2 shows an exanpl e where a TACACS+ aut hentication server
i nstance is configured using a shared secret for authentication.
This node is not recommended per [RFC9887].

"ietf-systemsystenm': {
"aut hentication": {
"user-aut hentication-order": [
"ietf-systemtacacs-plus:tacacs-plus",
"ietf-systemlocal -users”

]

ietf-systemtacacs-plus:tacacs-plus": {
"server": [

{

}



"name": "tac_plusl",

"server-type": "authentication",

"address": "192.0.2.2",

"shared-secret": "QaEf ThUkO198010075460923+h3TbESn",
"source-ip": "192.0.2.12",

"timeout": 10

Figure 2: Exanple with Shared Secret

Figure 3 provides an exanple to associate a TACACS+ server with a
VRF.

{

"ietf-network-instance: network-instances": ({
"net wor k-i nstance": |
{
"nanme": " MANAGEMENT_VRF",
"description": "Managenent VRF for TACACS+ traffic isolation"

}
]
1
"ietf-systemsystem': {
"aut hentication": {

"user-aut hentication-order": [
"ietf-systemtacacs-plus:tacacs-plus",
"ietf-system|ocal -users”

]

}
"ietf-systemtacacs-plus:tacacs-plus": {
"server": |

{

"name": "tac_plusl",

"server-type": "authentication",

"address": "192.0.2.2",

"shared-secret": "QaEf ThUkO198010075460923+h3TbESn",
"source-ip": "192.0.2.12",

"vrf-instance": "MANAGEMENT VRF",

"timeout": 10

Figure 3: Exanple with VRF
Appendi x B. TACACS+ over TLS Exanpl es

This section provides exanples to illustrate the configuration of
TACACS+ over TLS clients.

These exanpl es follow the convention used in Section 1.5 of [RFC9645]
for binary data that has been base64 encoded.

B.1. Exanpl e TACACS+ Authentication Configuration with Explicit
Certificate Definitions

Figure 4 shows a configuration exanple with "inline-definition for
the client identity and server authentication

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================



"ietf-systemsystem': {
"aut hentication": {
"user-aut hentication-order": [
"ietf-systemtacacs-plus:tacacs-plus",
"ietf-system|ocal -users”
]
}
"ietf-systemtacacs-plus:tacacs-plus": {
"server": |
{ _
"name": "instance-1",
"server-type": "authentication",
"domai n- nane": "tacacs. exanpl e. cont',
"sni -enabl ed": true,
"address": "2001:db8::1",
"port": 1234,
"client-identity": {
"certificate": {
"inline-definition": {
"public-key-format": "ietf-crypto-types: subject-\
publi c-key-info-format",
"public-key": "BASE64VALUE=",
"private-key-format": "ietf-crypto-types:rsa-private\
-key-format",
"cl eartext-private-key": "BASE64VALUE=",
"cert-data": "BASE64VALUE="

}

}
}
"server-authentication": {
"ca-certs": {
"inline-definition": {
"certificate": [

"name": "CA-Certificate-1"
"cert-data": "BASE64VALUE="
}
]
}
}
}
"hel | o-parans": {
"tls-versions": {
"mn": "ietf-tls-common:tlsl3",
"max": "ietf-tls-commn:tlsl3"
},
"ci pher-suites": {
"ci pher-suite": |
"TLS_AES 128 GCM SHA256"
]

}
}
"singl e-connection": fal se,
“timeout": 10

Figure 4: Exanple with TACACS+ over TLS with Inline Certificate
Definitions

Exanpl e TACACS+ Aut hentication Configuration with Certificate



Ref er ences

Figure 5 shows a configuration exanple with credential references for
mul ti ple service instances. Four server instances are configured,
all using the sanme credentials. These instances form a redundancy
group for both IPv4 and | Pv6.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

"ietf-systemsystem': {
"ietf-systemtacacs-plus:tacacs-plus": {
"client-credentials": [

"id"': "client-cred-1",
"certificate": {
"inline-definition": {
"public-key-format": "ietf-crypto-types: subject-public\
-key-info-format",
“public-key": "BASE64VALUE=",
"private-key-format": "ietf-crypto-types:rsa-private-\
key-format",
"cleartext-private-key": "BASE64VALUE=",
"cert-data": "BASE64VALUE="

}
}
}
1,
"server-credential s": [
{
"id": "server-cred-1",
"ca-certs": {
"inline-definition": {
"certificate": [
{
"name": "CA-Certificate-1",
"cert-data": "BASE64VALUE="

"server": [
{
"name": "primry-ve",
"server-type": "authentication",
"domai n- name": "tacacs. exanpl e. cont',
"sni -enabl ed": true,
"address": "2001:db8::1",
"port": 1234,
"client-identity": {
"credential s-reference": "client-cred-1"
}

"server-authentication": {
"credential s-reference": "server-cred-1"

}

o

"name": "backup-v6",

"server-type": "authentication",
"domai n-nane": "tacacs. exanpl e. cont,
"sni -enabl ed": true,

"address": "2001:db8::2",

"port": 1234,

"client-identity": {



"credential s-reference": "client-cred-1"

b,
"server-authentication": {
"credential s-reference": "server-cred-1"
}
b,
{ .
"name": "primry-v4",
"server-type": "authentication",
"domai n- nane": "tacacs. exanpl e. cont',
"sni -enabl ed": true,
"address": "192.0.2.1",
"port": 49,
"client-identity": {
"credential s-reference": "client-cred-1"
b,
"server-authentication": {
"credential s-reference": "server-cred-1"
}
b,
{
"name": "backup-v4",
"server-type": "authentication",
"domai n- name": "tacacs. exanpl e. cont',
"sni -enabl ed": true,
"address": "192.0.2.2",
"port": 49,
"client-identity": {
"credential s-reference": "client-cred-1"
b,
"server-authentication": {
"credential s-reference": "server-cred-1"
}
}

Figure 5: Exanmple with TACACS+ over TLS with References
Appendix C.  Full Tree
The full tree structure is shown bel ow
=============== NOTE: '\’ |ine wapping per RFC 8792 ================
modul e: ietf-systemtacacs-plus

augnment /sys:system
+--rw tacacs-pl us

+--rw client-credentials* [id] {credential-reference}?
| +-rwid string

| +--rw (auth-type)?

| +--:(certificate)

| | +--rwcertificate

| | +--rw (inline-or-keystore)

| | +--:(inline) {inline-definitions-supported}?

| | | +--rwinline-definition

| | +--rw public-key-format?

I I

I I

I I

I I

I I

I I

I

| | identityref

| +--rw public-key?

| | bi nary

| +--rw private-key-fornat?
| | i dentityref

I

+--rw (private-key-type)



+- -
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

+--:(cleartext-private-key)
| {cl eartext-private-keys}?
|  +--rwcleartext-private-key?
| bi nary
+--: (hi dden-privat e- key)
| {hi dden- pri vat e- keys} ?
| +--rw hidden-private-key?
I enpty
+--:(encrypted-privat e- key)
{encrypt ed-pri vat e- keys}?
+--rw encrypted-privat e-key
+--rw encrypt ed- by
+--rw encrypt ed-val ue-f or mat
| i dentityref
+--rw encrypt ed-val ue
bi nary
+--rw cert-data?
| end-entity-cert-cns
+---n certificate-expiration
| {certificate-expiration-\
notification}?
| +-- expiration-date
| yang: dat e-and-ti ne
+---X generate-csr {csr-generation}?
+---w i nput
| +---w csr-format i dentityref
| +---wesr-info csr-info
+--r0 out put
+--ro (csr-type)
+--:(pl0-csr)
+--ro pl0-csr? pl10-csr

+--:(central -keystore)

{central -keystore-supported,\
asymetric-keys}?

+--rw central - keystore-reference

+--rw asymetric- key?

| ks:central -asymetric-key-ref

| {central -keystore-supported,\
asymetric- keys}?

+--rw certificate? | eaf r ef

:(raw public-key) {tlsc:client-ident-raw public-key}?
+--rw raw private- key
+--rw (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
+--rwinline-definition

+--rw public-key-format?

| i dentityref

+--rw public-key?

| bi nary

+--rw private-key-format?
| i dentityref

+--rw (private-key-type)
+--:(cleartext-private-key)
| {cl eartext-private-keys}?
| +--rwcleartext-private-key?
| bi nary
+--: (hi dden-privat e- key)
{hi dden- pri vat e- keys} ?
+--rw hi dden- pri vat e- key?
enpty
+--:(encrypted-private- key)
{encrypt ed-privat e- keys}?
+--rw encrypt ed- pri vat e- key
+--rw encrypt ed- by
+--rw encrypt ed- val ue-f or mat
| i dentityref



| +--rw encrypt ed-val ue
| bi nary
+--:(central -keystore)
{central -keystore-supported,\
asymetric- keys}?
+--rw central - keystore-reference?
ks:central -asymetric-key-ref

I
+--:(tl1s13-epsk) {tlsc:client-ident-tlsl13-epsk}?
+--rw tlsl3-epsk

+--rw (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +--rwinline-definition
+--rw key-format?
| i dentityref
+--rw (key-type)
+--:(cleartext-symetric-key)
| +--rwcleartext-symetric-key?
| bi nary
{cleartext-symetric-keys}?
+--: (hi dden-symetri c- key)
{hi dden- symetri c- keys}?
+--rw hi dden-synmetri c- key?
enpty
+--:(encrypted-symetric-key)
{encrypt ed-symetric- keys}?
+--rw encrypted-symetric-key
+--rw encrypt ed- by
+--rw encrypt ed-val ue-f or mat
| i dentityref
+--rw encrypt ed-val ue
bi nary

+--:(central -keystore)
{central -keyst ore-supported, symretric\
- keys}?

| +--rw central - keystore-reference?

| ks:central -symretri c-key-ref

+--rw external -identity string
+--rw hash?

| tl scrm: epsk-support ed- hash

+--rw cont ext ? string
+--rw target-protocol ? uintl16
+--rw target-kdf? uintl16

+--rw server-credential s* [id] {credential-reference}?

+--rwid

string

+--rw ca-certs
| +--rw (inline-or-truststore)

+--:(inline) {inline-definitions-supported}?

+--rw inline-definition
+--rw certificate* [nane]

+--rw nane string

+--rw cert-data

| trust-anchor-cert-cns

+---n certificate-expiration

{certificate-expiration-\
notification}?

+-- expiration-date yang: dat e-and-ti ne

+--:(central -truststore)

{central -truststore-supported, certificates}?
+--rw central -truststore-reference?
ts:central -certificate-bag-ref

--rw ee-certs
+--rw (inline-or-truststore)

+--rw inline-definition
+--rw certificate* [nane]
+--rw name string

+
I
| +--:(inline) {inline-definitions-supported}?
I
I
I



f—_

+--rw tls13-epsks?

+- T W
+- T W
I

+--TW
+- T W
+- T W
+- T W
+- T W
|-

_—_— Y ——

--rw raw public-keys!

+--rw cert-data

| +-- expiration-date

+--:(central -truststore)

trust-anchor-cert-cns
+---n certificate-expiration
{certificate-expiration-\

notification}?
yang: dat e-and-ti ne

{central -truststore-supported, certificates}?
+--rw central -truststore-reference?
ts:central -certificate-bag-ref

+--rw (inline-or-truststore)
+--:(inline) {inline-definitions-supported}?

| +--rwinline-definition

{tlsc:server-auth-raw public-key}?

+--rw public-key* [nane]

+--Ir'w nane

+--rw public-key-formt

I

I

I

| +--rw public-key
+--:(central -truststore)

string
i dentityref
bi nary

{central -truststore-supported, public-keys}?
+--rw central -truststore-reference?
ts:central - public-key-bag-ref

enpty

{tlsc:server-auth-tlsl13-epsk}?
rw server* [ nane]

name

server-type
tacacs- pl us-server-type

donai n- nanme?

sni - enabl ed?

addr ess

port

(security)

(tls)

+--rwclient-identity!

+--rw (ref-or-explicit)?

+--:(ref)

string

i net: domai n- nane
bool ean

i net: host

i net: port-nunber

| +--rwcredential s-reference?
| sys-tcs-plus:client-credential s-ref
| {credential -reference}?

+--:(explicit)

+--:(certificate)
| +--rwcertificate

+--rw (inline-or-keystore)

I
| +--:(inline)
I

I
|
I
I
I
| +--rw (auth-type)?
|
I
I
I
I

{inline-definitions-\
supported}?

+--rwinline-definition

+--rw public-key-formt?

| i dentityref

+--rw public-key?

| bi nary

+--rw private-key-format?
| identityref

+--rw (private-key-type)
| +--:(cleartext-private\
- key)
| ] {cl eartext-\
privat e- keys}?
| | +--rwcleartext-\
privat e-key?
bi nary
| +--:(hidden-private-\
key)
| {hi dden-\



privat e- keys}?
| | +--rw hidden-\
privat e-key?
|| enpty
| +--:(encrypted-private\
- key)
| {encrypt ed-\
privat e-keys}?
| +--rw encrypt ed-\
privat e- key
| +--rw encrypt ed-\
by
| +--rw encrypted-\
val ue-f or mat
I I \
i dentityref
| +--rw encrypt ed-\
val ue
| bi nary
+--rw cert-data?
| end-entity-cert-\
cs
+---n certificate-\
expiration
| {certificate-\
expiration-notification}?
| +-- expiration-date
| yang: dat e- and-\
time
+---X generate-csr
{csr-generation}?
+---w i nput
| +---w csr-format
| ] i dentityref
| +---wecsr-info
| csr-info
+--ro0 out put
+--ro (csr-type)
+--:(pl0-csr)
+--ro pl0-csr?
pl10-\
csr

+--:(central -keystore)

{central - keystore-\
supported, asymmetri c- keys}?

+--rw central - keystore-\

reference
+--rw asymetric- key?
| ks:central -\
asymetri c- key-ref
| {central - keyst ore\

-supported, asymretri c- keys}?

+--rw certificate?
| eaf r ef

+--:(raw public-key)
{tlsc:client-ident-raw public-\

key}?

+--rw raw privat e- key
+--rw (inline-or-keystore)
+--:(inline)

{inline-definitions-\
supported}?

+--rwinline-definition

+--rw public-key-formt?
| i dentityref
+--rw public-key?



bi nary

+--rw private-key-format?

i dentityref

+--rw (private-key-type)
+--:(cleartext-private\

+-

+-

- key)
{cl eartext-\
privat e-keys}?
+--rw cl eartext-\
private-key?
bi nary

-:(hidden-private-\

key)
{ hi dden-\
privat e-keys}?
+--rw hi dden-\
private-key?
enpty

-:(encrypted-private\

- key)

{encrypt ed-\
privat e- keys}?

+--rw encrypt ed-\
privat e- key
+--rw encrypted-\
by
+--rw encrypt ed-\
val ue-f or mat

| \

i dentityref
+--rw encrypted-\
val ue

bi nary

+--:(central -keystore)
{central - keystore-\
supported, asymmetri c- keys}?
+--rw central - keystore-\

+--:(t1s13-epsk)
{tlsc:client-ident-tlsl13-epsk}?

+--rw tls13-epsk

ref erence?

ks: central -\

asymmetric- key-ref

+--rw (inline-or-keystore)

+--:(inline)

{inline-definitions-\

supported}?

+--rwinline-definition
+--rw key-format?

identityref

+--rw (key-type)
+--:(cleartext-\

+-

+-

symetri c-key)
+--rw cl eartext-\
symretric-key?
bi nary
{cl eartext-\
symmetri c- keys}?

-:(hi dden-symetric-\

key)
{ hi dden-\
symmetri c- keys}?
+--rw hi dden-\
symretric-key?
enpty

-:(encrypted-\



symetri c-key)

{encrypt ed-\
symmetri c- keys}?

+--rw encrypt ed-\
symretri c-key
+--rw encrypt ed-\
by
+--rw encrypt ed-\
val ue-f or mat

| \

i dentityref
+--rw encrypted-\
val ue

bi nary

| +--:(central-keystore)

| {central - keyst ore-\
supported, synmetric- keys}?

| +--rw central - keystore-\

ref erence?

ks:central -symretri c\

-key-ref

+--rw external -identity

| string
+--rw hash?

| tl scm:

+--rw cont ext ?
| string

epsk- support ed- hash

+--rw target-protocol ?

| ui nt 16

+--rw target-kdf?

ui nt 16

--rw server-aut hentication
+--rw (ref-or-explicit)?
+--:(ref)

| +--rwcredentials-reference?

+--:(explicit)
+--rw ca-certs

+--rw (inline-or-truststore)
+--:(inline)

{inline-definitions-\

sys-tcs-plus:server-credenti al s-ref
{credential -reference}?

supported}?

+--rw inline-definition
+--rw certificate* [nane]
+--rw nane

string

+--rw cert-data

trust-anchor-cert-cns

+---n certificate-expiration

{certificate-\

expiration-notification}?
+-- expiration-date

yang: dat e-and-ti ne

+--:(central -truststore)
{central -truststore-\
supported, certificates}?
+--rw central -truststore-reference?
ts:central -certificate-bag\

+--rw ee-certs!
+--rw (inline-or-truststore)

+--:(inline)
{inline-definitions-\

-ref

supported}?

+--rwinline-definition



| +--rw certificate* [nane]
| +--rw name
| | string
| +--rw cert-data
| | trust-anchor-cert-cns
| +---n certificate-expiration
| {certificate-\
expiration-notification}?
| +-- expiration-date
| yang: dat e-and-ti ne
+--:(central -truststore)
{central -truststore-\
supported, certificates}?
| | +--rw central -truststore-reference?
| | ts:central -certificate-bag\
-ref

+--rw raw public-keys!
| {tlsc: server-aut h-raw public-key}?
| +--rw (inline-or-truststore)
| +--:(inline)
| {inline-definitions-\
supported}?
+--rwinline-definition
+--rw public-key* [name]
+--rw nane

I

I

|

| | string

| +--rw public-key-fornmat
| | i dentityref

| +--rw public-key

| bi nary
+--:(central -truststore)

{central -truststore-\
supported, public-keys}?

| ] | +--rw central -truststore-reference?

| ] | ts:central - public-key-bag-\

r ef

| +--rw tls13-epsks? enpty

| {tlsc:server-auth-tlsl3-epsk}?

| +--rw hello-parans {tlscmm: hel | o-parans}?

| +--rw tls-versions

| |  +--rw mn? i dentityref

| |  +--rw max? i dentityref

| +--rw ci pher-suites

| +--rw ci pher-suite*

| tlscsa:tls-cipher-suite-al gorithm

+--: (obfuscation)

+--rw shared-secret? string
rw (source-type)?
+--:(source-ip)

| +--rw source-ip? i net:ip-address
+--:(source-interface)
+--rw source-interface? if:interface-ref

rw vrf-instance?
-> /[ ni:network-instances/ networ k-i nst ance/ nane

rw si ngl e-connecti on? bool ean

rw timeout? ui nt 16

ro statistics

+--ro discontinuity-tinme? yang: date-and-ti ne
+--ro0 connecti on-opens? yang: count er 64
+--ro connection-cl oses? yang: count er 64
+--ro0 connection-aborts? yang: count er 64

+--ro0 connection-failures? yang: count er 64
+--ro0 connection-tinmeouts? yang: count er 64
+--ro0 nessages-sent? yang: count er 64
+--ro0 messages-received? yang: count er 64
+--ro0 errors-received? yang: count er 64



+--ro0 sessions? yang: count er 64
+--ro cert-errors? yang: count er 64
+--ro0 rpk-errors? yang: count er 64
{tlsc:server-auth-raw public-key}?
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