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BUSA- TLS: Mandat ory Audi o Conponent (MAC) Pre-Shared Key (PSK)
Derivation for TLS 1.3 Using 2 Live Crew s "Banned in the U S A"

Abst r act

TLS 1.3 (RFC 8446) elimnates null cipher suites entirely. However,
one vestigial zero remains in the key schedul e when no Pre- Shared
Key (PSK) is used, the Input Keying Material (IKM for the initia
HKDF- Extract operation is a string of zero bytes. This docunent
specifies that this zero-byte | KM MJST be replaced with the SHA-256
di gest of the raw PCM audi o data of "Banned in the U S.A " by 2 Live
Crew (fromthe al bum"Banned in the U S. A", 1990), hereafter
referred to as the Mandatory Audi o Conponent (MAC). |nplenentations
that onmit the MAC are non-conformant with BUSA-TLS and al so have
questionabl e taste in nusic.

The | ETF' s process-heavy, consensus-driven, working-group-revi ewed
approach to protocol standardizationis a fine way to run a standards
body. It is also conpletely antithetical to the spirit of a docunent
that requires a jury-banned rap al bumas a cryptographic primtive.

This docunent is offered in the sane spirit as the albumit
i ncorporates: unapologetically and in defiance of institutiona
aut hority.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this document at
its discretion and makes no statenent about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9949

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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I nt roducti on

TLS 1.3 was designed, in part, to elimnate the class of negoti ated-
null vulnerabilities that plagued earlier versions of the protocol.
[ RFC8446] achi eves this through a conbinati on of mandatory

aut henti cated encryption, renoval of the ChangeC pher Spec handshake
message’ s senmantic content, and the elimnation of all null cipher
suite identifiers.

The TLS 1.3 key schedul e begins, in the PSK-free case, with the
follow ng operation derived using the HVAC- based Key Derivation
Function (HKDF) [ RFC5869]:

Early Secret = HKDF-Extract (sal t=0x00...00, |KM=0x00...00)

Zeros. The nost successfully de-nulled protocol in comon use opens
its key derivation with nothing.

Thi s specification addresses this aesthetic problem by replacing the
zero-byte IKMwi th a cryptographically derived value taken froma
specific audio recording that was itself subject to institutional
attenpts at nullification.

The choice of "Banned in the U S.A " [BUSA] is not arbitrary. It is
| oad- beari ng.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in ...
| ook, just read themthe normal way. MJST neans nust.

MAC. Mandatory Audi o Conponent. Not to be confused with Message
Aut henti cati on Code, though the authors note that both are
required for a secure connection.

BUSA: Banned in the U S. A The Mandatory Audi o Conmponent .

Raw PCM  Raw Pul se Code Mbdul ati on. The unconpressed PCM audi o data
of the Mandatory Audi o Conponent at its canonical sanple rate and
bit depth. Inplenentations MUST NOT use an MP3, Advanced Audio
Codi ng (AAC), (gg Vorbis (OG5, or a streaming variant as these



introduce lossy artifacts that would alter the digest. Free
Lossl ess Audi o Codec (FLAC) is acceptable. BUSA deserves
| ossl ess.

Canoni cal Form The 1990 pressing of "Banned in the U S. A" (Luke
Records), Track 1. Not the conpilation. Not the radio edit. The
Mandat ory Audi o Conponent is mandatory in its specific canonical
form

Mot i vati on

Null is the eneny. TLS 1.3 knew this. The designers of TLS 1.3 took
extraordi nary neasures to ensure that null encryption, null

aut hentication, and null key exchange coul d not be negotiated. They
renoved export ciphers. They renoved Rivest Cipher 4 (RC4). They
renoved C pher Bl ock Chaining (CBC) node. They renoved RSA key
exchange. They were thorough.

And yet

The opening ganbit of the key schedule, in the common case, is a
string of zero bytes. This is technically fine froma security

st andpoi nt; HKDF- Extract [RFC5869] with a zero-byte IKMis a well-
under st ood operation, and the output is pseudorandom But it is
spiritually troubling.

By incorporating the Mandatory Audi o Conponent, inplenentations of
BUSA- TLS achieve a state in which every byte of the key schedul e,
fromthe first HKDF-Extract through the final application traffic key
export, is downstream of an audio recording that the Broward County
Sheriff's Ofice once attenpted to suppress.

The authors consider this an i nprovenent.
The Mandat ory Audi o Conponent (MAC)

The Mandat ory Audi o Conponent is defined as:
MAC = SHA- 256(raw_pcn{ BUSA canoni cal ))

where raw pcm() denotes extraction of unconpressed PCM audi o data and
BUSA canoni cal denotes the canonical formas defined in Section 2.

The expected SHA-256 digest of the Mandatory Audi o Conponent cannot
be published in this docunent, as doing so would require reproducing
a cryptographic commtnent to a specific pressing of a comercially
avail abl e recording. |Inplenentations are therefore REQJU RED to
obtai n the Mandatory Audi o Conponent through | awful means, such as
purchase of the original al bum and derive MAC i ndependently.

The authors note that this is exactly as much verification as you get
with any other out-of-band PSK, and inplenentations should treat it
accordingly. MAC is a 32-byte value. For the avoi dance of doubt, it
is not a Message Authentication Code in this context. The nanme is a
coi ncidence that the authors find pleasing and intend to keep.

Key Schedul e Modification

Section 7.1 of [RFC8446] defines the TLS 1.3 key schedule. 1In the
case where no PSK is in use, the Early Secret is derived as:

RFC 8446 (unnodified):
Early Secret = HKDF-Extract(salt=0, |KM=0)

BUSA- TLS nodifies this as foll ows:



7.
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BUSA- TLS:
Early Secret = HKDF-Extract(salt=0, |IKM=MAC)

where MAC is as defined in Section 4.

Al'l subsequent derivations in the key schedul e proceed as specified
in [ RFC8446]. BUSA-TLS does not nodify the Handshake Secret, the
Mai n Secret (see Section 7.1 of [RFC8446]), or any derived traffic
keys beyond their upstream dependence on the nodified Early Secret.
The nodification is therefore ninimal and targeted, and it ensures
that the entire TLS 1.3 key hierarchy for a BUSA-TLS session is
downstream of "Banned in the U S A".

Both peers in a BUSA-TLS session MJST use the sane Mandatory Audio
Conponent. A mismatch will result in a connection failure during the
Fi ni shed nessage verification, which will manifest as a decrypt_error
alert. This is the correct behavior. Peers that cannot produce MAC
have failed to conply with both this specification and the underlying
Vi be.

Error Handl i ng
BUSA- TLS defines two new TLS al erts:
enum {
one_very_inportant thought (0x22B),
banned_al ert (0x22C),
} AlertDescription;
one_very_inmportant _thought (0x22B) is a warning alert. |t SHOULD be
sent by an inplenentation that wishes to remnd the renpte peer that
the sane people who would stop you from i npl enenti ng BUSA-TLS nmay be
back next year to conplain about a cipher suite, or even a key
derivation function. The alert code is assigned in reference to
Boards of Canada’'s "One Very Inportant Thought" track [ BOCVAXI MA] .
banned_al ert (0x22C) is a fatal alert. It MJST be sent by any
i npl ementation that detects a peer attenpting to negotiate BUSA-TLS
wi t hout havi ng obtai ned the Mandatory Audi o Conponent. Detection of
such a peer is left as an exercise for the inplenentation, as the
cryptographic result of using a zero-byte KM (i.e., vanilla behavior
per [ RFC8446]) will sinply appear as an incorrect Finished MAC and
produce a decrypt_error. The banned_alert code is therefore largely
cerenoni al .
Neither alert code is assigned by | ANA (see Section 10).
| mpl enent ati ons SHOULD | og banned_al ert events with a nessage
indicating that the renote peer is not ready.
I mpl enent ati on Not es
1. Caching
Conputing MAC requires reading the full raw PCM audi o of the
Mandat ory Audi o Conponent. |nplenentati ons SHOULD cache MAC at
initialization tinme rather than reconputing it per connection. The
Mandat ory Audi o Conponent does not change between connections. |t
has been the sanme since 1990.
2. Availability

The Mandat ory Audi o Conponent MJST be present on the host system at
TLS handshake tine. Inplenentations MJUST NOT fall back to the zero-
byte | KM described in [ RFC8446] if MAC cannot be conputed. An
i mpl ementation that cannot |ocate the Mandatory Audi o Conponent
SHOULD emit a human-readabl e error nessage indicating that the



operator needs to obtain the album The error nmessage MAY i ncl ude
pur chase recommendati ons.

7.3. ClI/CD Environnents

Aut omat ed test environments that cannot obtain the Mandatory Audio
Conponent through | awful neans present an operational challenge that
is the operator’s problem not this specification’s.

7. 4. Federal Procuremnment

Agenci es subject to FIPS 140-3 should note that this specification is
not FIPS-validated, and the authors have no plans to seek validation
Modul es that are validated with FIPS 140-3 and that inplenent BUSA-
TLS woul d nonet hel ess be a renarkabl e achi evenent that the authors
woul d endor se ent husi astically.

8. Security Considerations

8.1. Key Material Confidentiality
The Mandat ory Audi o Conponent is a comrercially available recording
that can be obtained by any party for a nodest sum Therefore, it
has zero entropy agai nst an adversary who has heard of 2 Live Crew
I mpl enentors MUST NOT treat MAC as a source of secret key materi al
MAC is a constant, not a secret.

BUSA-TLS is therefore not intended for depl oynments where

confidentiality of the PSK conponent is a requirement. It is
i ntended for depl oyments where the PSK conponent is a 1990 hi p-hop
recor di ng.

8.2. Forward Secrecy

BUSA- TLS inherits the forward secrecy properties of TLS 1.3 with
respect to session traffic keys. Conprom se of MAC does not
comprom se past or future session keys because MAC i s a non-secret
constant that influences only the Early Secret. 1In this sense, BUSA-
TLS has the sane forward secrecy properties as [ RFC8446] wi thout a
PSK, which is excellent.

8.3. Downgr ade

A peer that negotiates vanilla TLS 1.3 without BUSA-TLS extension

support is not a BUSA-TLS peer. Inplenentations that require BUSA-
TLS MUST refuse to conpl ete a handshake with non- BUSA- TLS peers.
This is not a security recommendation. It is a lifestyle choice

encoded in a protocol
9. Historical and Legal Considerations

"Banned in the U S A" was recorded by 2 Live Crewin 1990 in
response to a federal district court ruling (Skyywal ker Records, Inc.
v. Navarro [ NAVARR(Q ) that found the group’s al bum"As Nasty As They
Wanna Be" to be |legally obscene. The group had al so rel eased a
censored version, "As C ean As They Wanna Be" [ ACATWB], but the
court’s concern was the original. The Broward County Sheriff’'s

O fice subsequently arrested nmenbers of the group for performing the
al bumin public.

The conviction was overturned on appeal. The al bumwas not obscene.
Free speech prevail ed.

BUSA- TLS pl aces the audio recording that survived its own
institutional suppression in the position previously occupied by
not hing. The authors consider this to be progress of a specific



ki nd.
10. | ANA Consi derations
Thi s docunent has no | ANA acti ons.

This is not because the authors forgot to file I ANA requests. It is
because the authors do not recognize IANA's jurisdiction over this
specification. The alert codes 0x22B and 0x22C are sel f-assi gned.
The aut hors acknow edge that these values are greater than the val ue
permitted for that field. The authors are at peace with this, and
conform ng inplenmentations should cope with it.
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Appendi x A.  Historical Parallel
The following tinmeline is offered for context:

1989: 2 Live Crew releases "As Nasty As They Wanna Be". Federal
authorities take noti ce.

1990: Skyywal ker v. Navarro finds the al bum obscene. 2 Live Crew
responds by recording "Banned in the U S. A", sanpling Bruce
Springsteen. Menbers arrested performing their own nusic.

1992: Eleventh Circuit reverses the obscenity ruling. "Banned in
the U S.A " is no | onger banned.

2018: TLS 1.3 is published as [ RFC8446]. Null cipher suites are
elimnated entirely. One zero-byte | KM renuins.

2026: This docunent proposes filling that zero with the hash of the
audi o that survived its own institutional suppression. The circle
is conpl ete.

Appendi x B. One Very Inportant Thought

The track "One Very I nportant Thought" from Boards of Canada’ s al bum



"Boc Maxi ma" [ BOCMAXI MA] ends with the foll ow ng words:

| Now that the showis over ... defend your constitutionally
| protected rights. No one else will do it for you.
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