| ndependent Subni ssi on G Fioccola
Request for Comments: 9947 T. Zhou
Cat egory: Experi ment al Huawei
| SSN: 2070-1721 G Mshra
Verizon Inc.

X. Wang

Ruijie

G Zhang

Chi na Mbil e

M Cociglio

March 2026

Application of the Alternate-Marking Method to the Segnment Routing
Header

Abst ract

Thi s docunent describes an alternative experinmental approach for the
application of the Alternate-Mirking Method to Segment Routing for
IPv6 (SRv6). It uses an experinental TLV in the Segnent Routing
Header (SRH); thus, participation in this experinent should be

bet ween coordinating parties in a controlled domain. This approach
has potential scaling and sinplification benefits over the technique
described in RFC 9343, and the scope of the experiment is to

det erm ne whether those are significant and attractive to the
communi ty.

Thi s protocol extension has been devel oped outside the | ETF as an
alternative to the | ETF s Standards Track specification RFC 9343 and
it does not have | ETF consensus. It is published here to guide
experinental inplenmentation and ensure interoperability anong

i mpl ementations to better determ ne the value of this approach
Researchers are invited to subnmit their evaluations of this work to
the | ndependent Subnissions Editor or to the | ETF SPRI NG Wr ki ng
Goup as Internet-Drafts.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunment at its discretion and makes no statenment about its value for
i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9947

Copyright Notice
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1. I nt roducti on

[ RFC9341] and [ RFC9342] describe a passive performance neasurenent
met hod, which can be used to neasure packet |oss, latency, and jitter
on live traffic. Since this nmethod is based on nmarki ng consecutive
bat ches of packets, the nmethod is often referred as the "Alternate-
Mar ki ng Met hod".

The Alternate-Marking Method requires a marking field so that packet
fl ows can be distinguished and identified. [RFC9343] defines the
standard for how the marking field can be encoded in a new TLV in

ei ther Hop-by-Hop or Destination Options Headers of |Pv6 packets in
order to achieve Alternate Marking. This mechanismis equally
applicable to Segnent Routing for IPv6 (SRv6) networks [RFC3402].

Thi s docunent describes an alternative experinental approach that
encodes the marking field in a new TLV carried in the Segment Routing
Header (SRH) [ RFC8754] of an SRv6 packet. This approach is
applicable only to SRv6 deploynents. It is intended to capitalize on
the assunption that Segnment Routing (SR) nodes are supposed to
support fast parsing and processing of the SRH, while the SR nodes
may not properly handl e Destination Options, as discussed in

[ RFCO098] and [EHLIMTS]. The experinment is to determ ne whether or
not there are significant and attractive advantages to the comunity:
if there are, the work may be brought back for |ETF consideration

Thi s protocol extension has been devel oped outside the | ETF as an
alternative to the | ETF s Standards Track specification [ RFC9343]; it
does not have | ETF consensus. It is published here to guide
experinental inplenentation and ensure interoperability anmong

i mpl ementations to better determine the value of this approach. As
al so highlighted in [IETF-EXPERI MENTS], when two protocol extensions
are proposed to solve a single problem an experinment can be
initiated to gather operational experience and "determ ne which, if
either, of the protocols should be progressed to the standards
track." This is the purpose of this docunment. See Section 5 for
nmore details about the experinent.
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Observati ons on RFC 9343

Li ke any other |Pv6 use case, Hop-by-Hop and Destinati on Options can
al so be used when the SRH is present. As specified in [RFC3200], the
Hop- by- Hop Options Header is used to carry optional informtion that
needs to be exam ned at every hop along the path, while the
Destination Options Header is used to carry optional information that
needs to be exanmi ned only by the packet’s destination node(s).

When a Routing Header exists, because the SRH is a Routing Header,
Destination Options present in the | Pv6 packet before the SRH header
are processed by the destination indicated in the SRH s route |ist.
As specified in [ RFC8754], SR segnent endpoi nt nodes process the

| ocal Segnent Identifier (SID) corresponding to the packet
destination address. Then, the destination address is updated
according to the segnment list. The SRH TLV provi des netadata for
segment processing, while processing the SID, if the node is locally
configured to do so. Both the Destination Options Header before the
SRH and the SRH TLV are processed at the node being indicated in the
destination address field of the | Pv6 header

The distinction between the alternatives is nost notable for SRv6
packets that traverse a network where the paths between sequenti al
segnment endpoints include multiple hops. |If the Hop-by-Hop Option is
used, then every hop along the path will process the AltMark data.

If the Destination Option positioned before the SRH is used, or the
SRH AltMark TLV is used, then only the segnment endpoints will process
the AltMark data, unless the intermediate node has a different
priority rule.

Bot h [ RFC9343] and the approach specified in this docunment can
coexist. |Indeed, this docunent does not change or invalidate any
procedures defined in [ RFC9343]. However, deploynent issues may
arise, as further discussed bel ow

The rest of this docunent is structured as foll ows:

* Section 2 covers the application of the Alternate-Mrking Mthod
to SRv6,

* Section 3 specifies the AltMark SRH TLV to carry the base data
fields (Section 3.1) and the extended data fields (Section 3.2),

* Section 4 discusses the use of the AltMark TLV, and

* Section 5 describes the experinent and the objectives of the
experinentation (Section 5.1).

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Application of the Al ternate-Murking Method to SRv6

SRv6 | everages the I Pv6 SRH, which can enbed TLVs to provide netadata
for segment processing, as described in [RFC8754]. This docunent
defines the SRH AltMark TLV to carry Alternate-Marking data fields
for use in SRv6 networks, and it is an alternative to the nethod
described in [RFC9343]. [RFC9343] defines how the Alternate-Mrking
Met hod can be carried in the Opti on Headers (Hop-by-Hop or
Destination) of an |IPv6 packet. The AltMark data fields fornat
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defined in [RFC9343] is the basis of the AltMark SRH TLV introduced
in Section 3.

In addition to the base data fields of [RFC9343], the insertion of
optional extended data fields that are not present in [ RFC9343] is
al so all owed. These extended data fields can support netadata for
additional telemetry requirements, as further described bel ow.

Control | ed Donmi n

[ RFC8799] introduces the concept of specific limted domain solutions
and notes the application of the Alternate-Mrking Method as an
exanpl e.

Despite the flexibility of 1Pv6, when innovative applications are
proposed, they are often applied within controlled dormains to help
constrain the domai n-wi de policies, options supported, the style of
net wor k managenent, and security requirements. This is also the case
for applying the Alternate-Marking Method to SRv6

Therefore, the experinment of applying the Alternate-Mrking Method to
SRv6 MJST only be deployed within a controlled donmain. For SRv6, the
controll ed dormai n corresponds to an SR domain, as defined in

[ RFC8402]. The Alternate-Mrking neasurenent domain overlaps with
the control |l ed domai n.

The use of a controlled domain is also appropriate for the depl oynent
of an experinmental protocol extension. Carefully bounding the domain
reduces the risk of the experinment |eaking out and clashing with

ot her experinents or causing unforeseen consequences in w der

depl oynent s.

Definition of the SRH Al t Mark TLV

The AltMark SRH TLV is defined to carry the data fields associated
with the Alternate-Mrking Method. The TLV has sone initial fields
that are always present and further extension fields that are present
when Enhanced Alternate Marking is in use.

Figure 1 shows the format of the AltMark TLV.

0 1 2 3
01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| SRH TLV Type | SRH TLV Len | Reserved |
I S i o T s S S S e s s T
| FI owivbnl D |L| D] Reserved | NH |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
~ Optional extended data fields (variable) ~
el i I e i it T e e e e i i T o S e e S e T R R

Figure 1: The AltMark SRH TLV for Alternate Mrking
The fields of this TLV are as foll ows:

SRH TLV Type: The 8-bit identifier of the Alternate-Mrking SRH TLV.
The value for this field is taken fromthe range 124-126. It is
an Experinmental code point that indicates a TLV that does not
change en route. Deploynent of this document nust coordinate the
val ue used by all inplenmentations participating in the experinent.
Therefore, experinents should carefully consider any other
i npl ementations running in the controlled domain to avoid cl ashes
with other SRH TLVs.

SRH TLV Len: The length of the Data Fields of this TLV in bytes.
This is set to 6 when Enhanced Alternate Marking is not in use.
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Reserved: Reserved for future use. These bits MJST be set to zero
on transm ssion and i gnored on receipt.

FIl owvbnl D The Flow Monitoring Identification field. It is a 20-bit
unsi gned integer as defined in [ RFC9343].

L: The Loss flag, as defined in [ RFC9343].
D. The Delay flag, as defined in [ RFC9343].

NH:  The NextHeader field. It is used to indicate extended data
fields are present to support Enhanced Alternate Marking as
fol | ows:

*  Next Header val ue of 0x0 neans that there is no extended data
field attached.

* Next Header val ues of 0x1-0x8 are reserved for further usage.

*  Next Header val ue of 0x9 indicates the extended data fields are
present as described in Section 3. 2.

*  Next Header val ues of OxA-OxF are reserved for further usage.

Optional extended data fields may be present according to the setting
of the NH field and as described in Section 3. 2.

Base Alternate-Mrking Data Fiel ds

The base AltMark data fields are: the Loss (L) flag, the Delay (D
flag, and the Flow Monitoring ldentification (FlowbnlD) field, as in
[ RFCO343] .

L and D are the narking fields of the Alternate-Mrking Method, while
Fl owmvbnI D is used to identify nonitored flows and aids the
optimzation of inplenmentation and scaling of the Alternate-Mrking
Met hod. Note that, as already highlighted in [ RFC9343], the

Fl owmvonI D is used to identify the nonitored fl ow because it is not
possible to utilize the Flow Label field of the | Pv6 Header.

It is inportant to note that if the 20-bit FlowbnlD is set by the
domai n entry nodes, there is a chance of collision even when the

val ues are chosen using a pseudorandom algorithm therefore, it may
not be sufficient to uniquely identify a nonitored flow. |n such
cases, the packets need to be tagged with additional flow informtion
to all ow di sanbi guation. Such additional tagging can be carried in
the extended data fields described in Section 3. 2.

Optional Extended Data Fields for Enhanced Al ternate Marking

The optional extended data fields to support Enhanced Alternate
Marking are illustrated in Figure 2. They are present when the NH
field of the AltMark TLV is set to 0x9.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Fl owvbnl D Ext IMFIWR Len | Rsvd |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Met al nf o | Opti onal Met aDat a ~

B T S i T s i i e e SEI S
~ Optional MetaData (vari abl e) ~
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 2: Optional Extended Data Fields for Enhanced Alternate
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The extended data fields are as foll ows:

Fl omvonl D Ext: 20-bit unsigned integer used to extend the Fl owibonlD
in order to reduce the conflict when random al |l ocation is applied.
The di sanbi guati on of the Flowibnl D field is discussed in "IPv6
Application of the Alternate-Mrking Method" [RFC9343].

Four different bit flags indicate special-purpose usage.

Mbit: Measurenent nmode. |If M=O, it indicates that it is for
segnment - by-segnent nonitoring. If M1, it indicates that it is
for end-to-end nonitoring.

F bit: Fragnentation. |If F=1, it indicates that the origina
packet is fragmented; therefore, it is necessary to only count
a single packet, ignoring all the follow ng fragnents with F
set to 1. Note that Fis set to O for the first fragnent.

Wbhit: Flowdirection identification. This flag is used if
backward direction flow nonitoring is requested to be set up
automatically, so that the egress node is instructed to setup
the backward flow monitoring. |If W1, it indicates that the
flow direction is forward. |If W0, it indicates that the flow
direction is backward.

R bit: Reserved. This bit MJST be set to zero and ignored on

receipt.

Len: Length. Indicates the Iength of the extended data fields for
Enhanced Alternate Marking as a nmultiple of 4 bytes. It includes
all of the fields shown in Figure 2 including any netadata that is
present.

Rsvd: Reserved for further use. These bits MJST be set to zero on
transm ssion and i gnored on receipt.

Metalnfo: A 16-bit Bitnmap to indicate nore netadata attached in the
Optional MetaData field for enhanced functions. Mre than one bit
may be set, in which case the additional netadata is present in
the order that the bits are set. Metalnfo bits are nunbered from
0 as the nost significant bit. Three bits and associ ated netadata
are defined as foll ows:

bit 0. |If set to 1, it indicates that a 6-byte Tinestanp is
present as shown in Figure 3.

0 1 2 3
01234567890123456789012345678901
T S e i h SR N S
| Ti mest anp(s) |
e L o o T e i i TR T R e
Ti mest anmp( ns) |
B i s T T i i o S o T Ji I

Figure 3: The Ti nestanp Extended Data Field

This Timestanp can be filled by the encapsul ati on node and is
taken all the way to the decapsul ati on node so that all the

i ntermedi ate nodes can conpare it against their local tinme and
nmeasure the one-way delay. The Tinmestanp consists of two
fields:

Timestanmp(s): A 16-bit integer that carries the nunber of
seconds.



Timestanp(ns): A 32-bit integer that carries the nunber of
nanoseconds.

Note that the Tinmestanp data field enables all the internediate
nodes to neasure the one-way delay. It can be correlated with
the inplementation of [IPFI X and [ YANG TELEMETRY]. [IPFIX]

i ntroduces new I P Flow I nformati on Export (IPFIX) information
el enents to expose the On-Path Tel enetry neasured del ay.
Simlarly, [YANG TELEMETRY] defines a YANG data nodel for
monitoring On-Path Tel enetry data, including the path del ay.

bit 1: If set to 1, it indicates the control information to set
up the backward direction flow nonitoring based on the trigger
packet presence as shown in Figure 4.

0 1 2 3

01234567890123456789012345678901
T T I e T
| DI P Mask | SIP Mask [P V]S T Peri od |
e S T T T S

Figure 4: Control Information for Backward Direction Flow
Moni t ori ng

The control information includes several fields and flags to
match in order to set up the backward direction:

DI P Mask: The length of the destination IP prefix used to
mat ch the flow

SIP Mask: The length of the source IP prefix used to natch the
flow.

Pbit: If set to 1, it indicates to match the flow using the
protocol identifier in the trigger packet.

I bit: If set to 1, it indicates to match the source port.

Obit: |If set to 1, it indicates to match the destination
port.

V bit: If set to 1, the node will automatically set up reverse

direction nonitoring and allocate a Fl owivbnl D.

Sbit: If set to 1, it indicates to match the Differenti ated
Servi ces Code Point (DSCP).

T bit: Used to control the scope of tunnel measurenent. T=1
means neasure between Network-to-Network Interfaces (i.e.,
NNl to NNI). T=0 neans neasure between User-to- Network
Interfaces (i.e., UNl to UNI).

Period: Indicates the Al ternate-Mrking period counted in
seconds.

bit 2. If set to 1, it indicates that a 4-byte Sequence Nunber is
present as shown in Figure 5.

0 1 2 3

01234567890123456789012345678901
I i S T i i S e e S i e o
| Sequence Nunber |
O e i o R i i I R S e o

Figure 5: Sequence Nunber Data Field
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The uni que Sequence Nunber can be used to detect the out-of-
order packets, in addition to enabling packet |oss neasurenent.
Mor eover, the Sequence Number can be used together with the

| at ency measurenent to access per-packet Ti nestanps.

Use of the SRH Alt Mark TLV

Si nce the neasurenent domain is congruent with the SR-controlled
domai n, the procedure for AltMark data encapsulation in the SRv6 SRH
is summari zed as foll ows:

* Ingress SR Node: As part of the SRH encapsul ati on, the Ingress SR
Node of an SR domain or an SR Policy [RFC9256] that supports the
mechani snms defined in this docunent and that w shes to performthe
Al t ernat e- Marki ng Met hod adds the AltMark TLV in the SRH of the
dat a packets.

* Internmediate SR Node: The Internedi ate SR Node is any node
receiving an | Pv6 packet where the destination address of that

packet is a |ocal Segnent ldentifier (SID). |If an Internediate SR
Node is not capable of processing the AltMark TLV, it sinply
ignores it according to the processing rules of [RFC8754]. If an

I nternedi ate SR Node is capable of processing the AltMark TLV, it
checks if the SRH AltMark TLV is present in the packet and
processes it.

* Egress SR Node: The Egress SR Node is the |ast node in the segnent
list of the SRHA The processing of AltMark TLV at the Egress SR
Node is the same as the processing of AltMark TLV at the
I nternedi ate SR Nodes.

The use of the AltMark TLV may be conbined with the network
programm ng capability of SRv6 [ RFC8986]. Specifically, the ability
for an SRv6 endpoint to determ ne whether to process or ignore sone
specific SRH TLVs (such as the AltMark TLV) may be based on the SID
function associated with the SID advertised by an Internediate or
Egress SR Node and used in the Destination Address field of the SRv6
packet. \When a packet is addressed to a SID that does not support
the Alternate-Marking functionality, the receiving node does not have
to look for or process the SRH Alt Mark TLV and can sinply ignhore it.
This al so enables collection of Alternate-Mirking data only fromthe
supporting segnent endpoints.

1. Conpatibility

As highlighted in Section 1.1, the use of the Destination Option to
carry the AltMark data preceding the SRH is equivalent to the SRH

Al tMark TLV. Therefore, it is inportant to anal yze what happens when
both the SRH Alt Mark TLV and the Destination Option are present, and
how t hat woul d i npact processing and conpl exity.

It is worth mentioning that the SRH AltMark TLV and the Destination
Option carrying AltMark data can coexist without problens. |f both
are present, the only issue could be the duplication of information,
but this will not affect in any way the device and the network
services. Both this docunent and [ RFC9343] require a controlled
domai n for security purposes, which confines this duplication to a
singl e service provider network. Duplication of the same information
in different places should be avoi ded, and anal yzi ng the use of only
the SRH AltMark TLV is recommended as part of this experinent.

Experimentation Overview

The protocol extension described in this docunent is built on
exi sting technol ogy using an Experinental code point. Experinent



partici pants must use a code point chosen fromthe Experinenta
range, as noted in Section 3, and should nake it possible for the
operator to configure the value used in a deploynent such that it is
possi ble to conduct multiple non-conflicting experinents within the
sane network

This experinent ains to determ ne whether or not the use of the SRH
Al tMark TLV brings advantages, in particular, in consideration of

i npl ementations that cannot support nultiple | Pv6 extension headers
in the same packet, or which do not support Destination Options
Header processing, or which process the Destination Options Header on
the sl ow pat h.

Thi s experinment also needs to determ ne whether the proposed protoco
ext ensi ons achi eve the desired function and can be supported in the
presence of nornmal SRv6 processing. |n particular, the experinent
needs to verify the ability to support SR network progranmmng, SID
function control, and the support or non-support of the Al tMark TLV.

It is anticipated that this experinent will be contained within a
single service provider network in keeping with the constraints of an
SR domain, and also in keeping with the limts in sharing perfornmance
moni toring data collected on the path of packets in the network. The
scope of the experinental deploynent may depend on the availability
of inplenmentations and the willingness of operators to deploy it on
I'ive networks.

The results of this experinment will be collected and shared with the
I ndependent Submi ssions Editor or with the | ETF SPRI NG Wrki ng G oup
as Internet-Drafts to help progress the discussions that wll
determ ne the correct devel opnent of Alternate-Mrking Method
solutions in SRv6 networks. It is expected that initial results wll
be nade available within two years of the publication of this
docunment as an RFC

.1. bjective of the Experinent

Researchers are invited to evaluate the SRH Alt Mark TLV agai nst the
exi sting approach in [RFC9343]. There are several potential areas of
exploration for this experinentation that need to be anal yzed:

* Does the use of the SRH Al t Mark TLV survive across a network
better or worse than the use of an extensi on header?

* Does the SRH TLV processing represent a performance inprovenent or
hi ndrance on the device as conpared to the Destination Option?

* |s the forwardi ng pl ane performance i npacted across different
device architecture types when conparing the use of the SRH TLV
with the use of Destination Option?

* How does use of the extended data fields, introduced in
Section 3.2, conpare to other on-path telenmetry methods fromthe
poi nt of view of the operators?

Security Considerations

The security considerations of SRv6 are discussed in [ RFC8754] and
[ RFC8986], and the security considerations of Alternate Marking in
general and its application to I Pv6 are discussed in [ RFC9341] and
[ RFC9343] .

[ RFC9343] anal yzes different security concerns and rel ated sol utions.
These aspects are valid and applicable also to this docunent. In
particul ar, the fundamental security requirenent is that Alternate
Mar ki ng MUST only be applied in a limted domain, as al so nmentioned



in [RFC8799] and Section 2.1.

Alternate Marking is a feature applied to a trusted domai n, where a
singl e operator decides on | everaging and configuring Alternate

Mar ki ng according to their needs. Additionally, operators need to
properly secure the Alternate-Mirking domain to avoid nmalicious
configuration and attacks, which could include injecting malicious
packets into a domain. Therefore, the inplenentation of Alternate
Marking is applied within a controlled domain where the network nodes
are locally adm nistered and where packets containing the AltMark TLV
are prevented fromentering or leaving the domain. Alinited

adm ni strative domain provides the network adm nistrator with the
means to select, nonitor, and control the access to the network.

7. | ANA Consi derations

Thi s docurment has no | ANA acti ons.
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