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I ntroduction

The performance comunity has seen the devel opnent of informative
Bul k Transport Capacity (BTC) definitions in "A Framework for
Defining Enpirical Bulk Transfer Capacity Metrics" [RFC3148] and
"Defining Network Capacity" [RFC5136] as well as experinmental netric
definitions and nmethods in "Mdel -Based Metrics for Bul k Transport
Capacity" [ RFC8337].

Thi s docunent specifies the UDP Speed Test Protocol (UDPSTP) to

enabl e the neasurenment of One-Way | P Capacity metrics as defined by

[ RFC9097]. The Method of Measurenent discussed in that RFC depl oys a
f eedback channel fromthe receiver to control the sender’s

transm ssion rate in near real-tine. Section 8.1 of [RFCO097]
specifies requirenents for this nmethod.



UDPSTP supports neasurenent features that weren't available via TCP-
based speed tests and standard neasurenent protocols, such as the
One-\Way Active Measurenent Protocol (OMM) [ RFC4656], Two-Way Active
Measur ement Protocol (TWAMP) [ RFC5357], and Sinple Two-Way Active
Measur enment Protocol (STAWMP) [RFC8762], prior to this work. The
controll ed BTC measurenent or Speed Test, respectively, is based on
UDP rather than TCP. The bul k neasurenent |oad is unidirectional
These specifications did support the creation of asymmetric traffic
in conbination with sone two-way comuni cation, as supported by TWAMP
and STAMP, when work on UDPSTP started. Further, two-way
conmuni cati ons of TWAMP and STAMP are linited to reflection or

uni directional |oad properties, but they |ack support for closed | oop
f eedback operation. The latter enables Iimting congestion of a
bottl eneck, whose capacity is neasured, to a short tinme range.

Support of such a control | oop is the main purpose of UDPSTP

Apart from nmeasurenment functionality, a Key Derivation Function (KDF)
has been added to provide cryptographic separation of key materia
for authentication of protocol nmessages in a standardized and
cryptographically secure manner. This is a secondary i nprovenent
reached by UDPSTP and may sinplify its reuse for other neasurenent
purposes. Additionally, because the protocol uses synthetic payl oad
data and contains no direct user information, a decision was nmade to
forgo encryption support. This is also expected to increase the
nunber of | ow end devices that can support the test nethodol ogy.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Downst ream UDP Speed Test: A client-initiated Network Capacity
measur enent between a server acting as sender and a client acting
as receiver.

Upstream UDP Speed Test: A client-initiated Network Capacity
measur enent between a client acting as sender and a server acting
as receiver.

In this docunment, the term "nessage"” and the term "Protocol Data
Unit", or "PDU' [RFC5044], are used interchangeably.

Scope, Goals, and Applicability

The scope of this docunent is to define a protocol to measure the
Maxi mum | P- Layer Capacity Metric according to the Method of

Measur enment standardi zed by Section 8 of [RFC9097]. As such, this
docunent adheres to the applicability scope defined in Section 2 of
[ RFC9097] .

Sone aspects of this protocol and end-host configuration can lead to
support of additional fornms of measurenent, such as application

enmul ati on enabl ed by creative use of the | oad rate adjustnent
algorithm Per [RFC9097], that algorithmnmust not be used as a
general Congestion Control Algorithm (CCA). Instead, the load rate
adjustnent algorithms goal is to help determ ne the Maxi mum | P- Layer
Capacity in the context of an infrequent, diagnhostic, short-term
nmeasur enent .

The goal is to harnonize the specified | P-Layer Capacity Metric and
Met hod across the industry, and this protocol supports the
specifications of | ETF (see [RFC9097]) and other Standards

Devel opment Organi zations (SDCs) (see, e.g., [TR-471]).



The primary application of UDPSTP described here is the sanme as in
Section 2 of [RFC7497] where:

| The access portion of the network is the focus of this problem
| statenment. The user typically subscribes to a service with
| bidirectional access partly described by rates in bits per second.

UDPSTP is a client-based protocol. It nay be applied by consuners to
measure their own access bandw dth. Consuners nmay prefer an

i ndependent third-party domain hosting the neasurenment server for
this purpose. UDPSTP may be depl oyed in Large-scal e Measurenment of
Br oadband Performance (LMAP) environnents (see [RFC7497]) and other

i ndependent third-party domai n measurenent server deploynents. A

net wor k operator nmay support operation and mai ntenance by UDPSTP, a
typical intra-donmain deploynment. Al these deploynents require or
benefit fromtrusting the results, which are ensured by authenticated
communi cat i on.

Pr ot ocol Overvi ew

Al'l messages defined by this docunment SHALL use UDP transport
[ RFC0768] .

The remai nder of this section gives an informative overview of the
conmuni cati on protocol between two test endpoints (w thout expressing
requirenents or elaborating on the authentication aspects).

One endpoint takes the role of server, listening for connection
requests on a standard UDP Speed Test Protocol port nunber fromthe
ot her endpoint, the client.

The client requires configuration of a test direction paraneter
(upstream or downstreamtest, where the client performs the role of
sender or receiver, respectively) as well as the hostname or IP
address(es) of the server(s) in order to begin the setup and
configuration exchanges with the server(s). By default, the client
uses the single, standard UDPSTP port numnber per connection (see
Section 6). |If the default port nunber is not used, the client nmay
require configuration of the control port nunmber used by each server
This would be the case if multiple server instances (processes)
operate on one or nore machines.

Additionally, multi-connection (nulti-flow) testing is supported by
the protocol. Each connection is independent and attenpts to
maximze its own individual traffic rate. For nulti-connection
tests, a single client process would replicate the connection setup
and test procedure nultiple tinmes (once for each flow) to one or nore
server instances. The server instance(s) would process each
connection independently, as if they were comng fromseparate
clients. It is the responsibility of the client process to nmanage
the inter-rel ated connections such as handling the individua
connection setup successes and failures, cleaning up connections
during a test (should sone fail), and aggregating the individual test
results into an overall set of performance statistics. Fields in the
Setup Request (i.e., ntlndex, nctCount, and ntldent; see Section 6.1)
are used to both differentiate and associate the nmultiple connections
that conprise a single test.

The protocol uses UDP transport with two connection phases (Contro
and Data). As shown bel ow, exchanges 1 and 2 constitute the Control
phase, while exchanges 3 and 4 constitute the Data phase. In this
docunent, the term"nmessage" and the term "Protocol Data Unit", or
"PDU" [ RFC5044], are used interchangeably.

1. Test Setup Request and Response: If a server instance is



identified with a host nane that resolves to both |IPv4/lPv6
addresses, it is recommended to use the first address returned in
the nane resol ution response, regardl ess of whether it is |IPv4 or
| Pv6. Thus, the decision on the preferred |P address famly is
left to the name resolver’'s default behavior. Support for
separate | Pv4 and | Pv6 nmeasurenents or an IPv4 and I Pv6 nulti-
connection setup are left for future inprovenent. The client
then requests to begin a test by communicating its UDPSTP
protocol version, intended security node, and datagram size
support. The server either confirns matching a configuration or
rejects the connection request. |If the request is accepted, the
server provides a uni que epheneral port nunber for each test
connection, allow ng further communication. In a nmulti-
connection setup, distinct UDP port nunbers nmay be assigned with
each Setup Response froma server instance. Distinct UDP port
nunbers will be assigned if all Setup Response nmessages originate
fromthe sanme server in that case

Test Activation Request and Response: After having received a
confirmation of the configuration by a server, the client
conposes a request conveying paraneters such as the testing
direction, the duration of the test interval and test Sub-
Intervals, and various thresholds (for a detailed discussion, see
[ RFC9097] and [TR-471]). The server then chooses to accept,
ignore, or nodify any of the test paraneters and communi cates the
set that will be used unless the client rejects the

nmodi fications. Note that the client assunmes that the Test
Activation exchange has opened any co-located firewalls and
network address/port translators for the test connection (in
response to the Request packet on the ephemeral port number) and
the traffic that follows. See [RFCO097] for a nore detailed

di scussion of firewall and NAT-rel ated features. |f the Test
Activation Request is rejected or fails, the client assunes that
the firewall will close the address/port nunber pinhole entry
after the firewall's configured idle traffic timeout.

Test Stream Transmi ssion and Measurement Feedback Messages:
Testing proceeds with one endpoint sending the Load PDUs and the
ot her endpoi nt receiving the Load PDUs and sendi ng frequent
status nmessages to comuni cate the status and reception
conditions. The data in the feedback nessages, whether received
fromthe client or when being sent to the client, is input to a

| oad rate adjustment algorithmat the server, which controls
future sending rates at either end. The choice to | ocate the

| oad rate adjustnent algorithmat the server, regardl ess of
transm ssion direction, neans that the al gorithm can be updated
more easily at a host within the network and at a fewer nunber of
hosts than the nunmber of clients. Note that the status nmessages
al so hel p keep the pinhole (or mapping, respectively) active at
on-path stateful devices. UDPSTP is at |east partially conpliant
to Section 3.1 of [RFC8085] if the bottleneck is congested, but
pendi ng congestion is avoided by limting the duration of that
congestion to the mninumrequired to deternine the bottl eneck
capacity.

St oppi ng the Test: Wien the specified test duration has been
reached, the server initiates the exchange to stop the test by
setting a STOP indication in its outgoing Load PDUs or Status
Feedback nmessages. After being received, the client acknow edges
it by also setting a STOP indication in its outgoing Load PDUs or
St at us Feedback messages. A graceful connection term nation at
each end then follows. Since the Load PDUs and Status Feedback
nmessages are used, this exchange is considered a sub-exchange of
3 above. If the test traffic stops or the comunication path
fails, the client assumes that the firewall will close the

addr ess/ port number conbination after the firewall’s configured



idle traffic tineout.

5. Both the client and server react to unexpected interruptions in
the Control or Data phase, respectively. Wtchdog tinmers [imt
the time a server or client will wait before stopping all traffic
and term nating a test.

Figure 1 provides an exanpl e exchange of control and neasurenent PDUs
for both downstream and upstream UDP Speed Tests (al ways client

initiated):
=========== Downstream Test ===========
S R + S R +
| dient | Test Setup Request ----- > | Server |
O + O +
<----- Test Setup Response (Accept)
<----- Nul I Request PDU
Test Activation Request ----- >
<----- Test Activation Response (Accept)
<----- Load PDUs
St at us Feedback PDUs ----- >

After expiry of server’'s test duration tiner...
Cemem- Load PDU ( TEST_ACT_STOP)

St at us Feedback PDU (TEST_ACT_STOP) ----- >

—=————=——=——== l_pst ream Test ============

S + S +
| dient | Test Setup Request ----- > | Server
S R + S R +

<----- Test Setup Response (Accept)

<----- Nul I Request PDU

Test Activation Request ----- >
<----- Test Activation Response (Accept)
Load PDUs ----- >
<----- St at us Feedback PDUs

After expiry of server’s test duration timer...
<----- St at us Feedback PDU ( TEST_ACT_STOP)
Load PDU ( TEST_ACT_STOP) ----- >
Figure 1: Successful UDPSTP Message Exchanges

4.1. Fixed-Rate Testing

A network operator who is certain of the |P-Layer Capacity to be

val i dated can execute a fixed-rate test of the |IP-Layer Capacity and
avoid activating the nmeasurenment |oad rate adjustment algorithm (see
Section 8.1 of [RFC9097]). Fixed-rate testing SHOULD only be
activated for operation and nmi nt enance purposes by operators within
their local network domain.

If a subscriber requests a diagnhostic test fromthe network operator,



it strongly inmplies that there is no certainty on the bottl eneck
capacity and initiating a UDP Speed Test based on the | oad adj ust nent
al gorithmis RECOWENDED. To protect against msuse, a client (and
in general, a consuner) MJST NOT be able to initiate a fixed-rate
test. A network operator may conduct a fixed-rate test for a stable
measur enent at or near the maxi mum determ ned by the load rate

adj ustnent al gorithmfor debuggi ng purposes. This may be val uabl e
for post-installation or post-repair verification

4.2. Handling of and Saf eguards Required by Sel f-Induced Congestion

Active capacity neasurenment requires inducing intentional congestion
On paths where the capacity bottleneck is not shared with other
flows, this self-congestion will be observed as | oss and/or del ay.
However, when a path is shared by other flows, the neasurenent
traffic can congest the bottleneck on the path and therefore degrade
the performance of other flows. Unrestricted use of UDPSTP coul d
lead to traffic starvation and significant issues.

Measurenents that generate traffic on shared paths (including W-Fi
and I nternet paths) need to consider the inpact on other traffic.

Fi xed-rate testing operates wi thout congestion control and therefore
must not be executed over other operators’ network segnents. Fixed-
rate testing, therefore, is limted to paths within a domain entirely
managed and operated section-wi se and end-to-end by the network
operator perform ng the neasurenent. Wen the risks of disruption to
other flows has been considered, testing could be extended to include
adj acent operational domains for which there is also a testing

agr eenent .

Concurrent tests that congest a comon bottleneck will inpair the
measurenent and result in additional congestion. Concurrent
measurenents to nmeasure the naxi mum capacity on a single path are
count erproductive. The nunber of concurrent independent tests of a
path SHALL be limited to one, regardl ess of the nunmber of flows.

A load rate adjustnment algorithm (see Section 5.1) is required to
mtigate the inpact of this congestion and to |limt the duration of
any congestion by terminating the test when sudden inpairnents or a
| oss of connectivity is detected.

5. Requirenments, Security Operations, and Optional Checksum

Security and checksum operations aren’t covered by [ RFC9097], which
only defines the Method of Measurenent. This section adds the
operational specification related to security and the optiona
checksum Due to the additional conplexities, and | oss of the direct
mappi ng of packets to datagrans between Layer 3 and Layer 4, it is
recomrended that Layer 3 fragmentation be avoided. A sinplified
approach is to choose the default datagram size that is snmall enough
to prevent fragnmentation. This version of the specification does not
support Datagram Packeti zation Layer Path MIU Di scovery (DPLPMTUD)

[ RFC8899]. A future version could specify how to support this.
DPLPMIUD support will require a carefully adapted protocol design to
ensure interoperability. Unless IP fragnentation is expected, and is
one of the attributes being nmeasured, the I Pv4 Don't Fragnment (DF)
bit SHOULD be set for all tests.

Note: When this specification is used for network debugging, it may
be useful for fragmentation to be under the control of the test
adm ni strator.

Thi s section specifies generic requirenents, which a neasurenent | oad
rate adjustnment algorithmconformng to this specification MIST
fulfill.



5.1. Load Rate Adjustment Al gorithm Requirenents

Thi s docunent specifies an active capacity neasurenent nethod using a
| oad rate adjustnment algorithm The requirenments listed in this
section and the currently standardi zed | oad rate adjustnment
algorithms B [Y.1540Amd2] and C [ TR-471] result fromyears of
experinments and testing by the original authors. These tests were
performed in |labs, and also in the Internet, and covered a set of
different fixed, broadband, nobile, and wirel ess access types and
technologies in different countries and continents. Further, the
| oad rate adjustment algorithmrequirenents |isted bel ow reflect

f eedback from performance neasurement experts, as well as changes
resulting fromthe standardi zati on of [ RFC9097] (reflected also in
al gorithm B [Y. 1540And2], which updates a prior version of this

al gorithm.

Load rate adjustnent algorithns for capacity measurenent MJUST conply
with the requirenents specified by this section. New standard | oad
rate adjustnment algorithnms for capacity measurement MJST be revi ewed
by | ETF desi gnated experts prior to assignnent of a code point in the
"Test Activation PDU Rate Adjustnent Al go" registry.

The | oad rate adjustnent algorithmfor capacity neasurenent
requirenents are as foll ows:

1. The neasurenent |oad rate adjustnent algorithmdescribed in this
section MUST NOT be used as a general CCA

2. Thi s specification MIST only be used in the application of
di agnostic and operations measurenents.

3. Bot h Load PDU nessages and Status Feedback PDU nessages MJST
contai n sequence nunbers

4, The nom nal duration of a neasurenent interval at the
Destination, paranmeter testlntTime ("1" in [RFCO097]), MJIST
default to a value of no nore than 10 seconds.

5. A hi gh-speed node to achi eve hi gh sending rates quickly MJST
reduce the neasurenment |oad below a | evel for which the first
feedback interval inferred "congestion" fromthe nmeasurenents.
Consecutive feedback intervals that have a supra-threshold count
of sequence nunber anonualies and/or contain an upper del ay
vari ation threshold exception in all of the consecutive
intervals indicate "congestion" within a test. The threshold of
consecutive feedback intervals SHALL be configurable with a
default of 3 intervals and a maxi mum duration to infer
congestion of 500 ns (mlliseconds).

6. Congestion MJUST be indicated if the Status Feedback PDUs
i ndi cate that either sequence nunmber anonmlies were detected OR
the del ay range was above the upper delay variation threshold.
The RECOMMENDED t hreshol d val ues are 10 for sequence number
gaps, 30 ns for |lower delay variation thresholds, and 90 ns for
upper del ay variation threshol ds.

7. The | oad rate adjustnment al gorithm MUST include a Load PDU
timeout and a Status PDU tinmeout, which both stop the test when
recei ved PDU streans cease unexpectedly.

8. The Load PDU timeout SHALL be reset to the configured val ue each
time a Load PDU is received. |If the Load PDU ti neout expires,
the receiver SHALL be closed and no further Status PDU feedback
sent. The default Load PDU tineout MJUST be no nore than 1
second.
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9. The Status PDU tineout SHALL be reset to the configured val ue
each time a feedback nmessage is received. |If the Status PDU
ti meout expires, the sender SHALL be cl osed and no further |oad
packets sent. The default Status PDU tinmeout MJST be no nore
than 1 second.

10. A network operator who is certain of the |P-Layer Capacity to be
val i dated MAY start with a fixed-rate test at the |P-Layer
Capacity and avoid activating the neasurenent |oad rate
adj ustnent algorithm (see Section 8.1 of [RFCO097]). However,
the stimulus for a diagnostic test (such as a subscriber
request) strongly inplies that there is no certainty, and the
| oad adj ustnent al gorithmis RECOVMENDED.

11. This specification MJST only be used in circunstances consistent
with Section 10 (Security Considerations) of [RFCO097].

12. Further neasurenment |oad rate adjustment al gorithmrequirenents
are specified by [ RFC9097].

The foll owi ng neasurenent | oad rate adjustment algorithms are subject
to these requirenents:

* Measurenment |oad rate adjustnment algorithm B [Y.1540And2].
*  Measurenent | oad rate adjustnent algorithmC [TR-471].
2. Parameters and Definitions

Pl ease refer to Section 4 of [RFC9097] for an overvi ew of paraneters
related to the Maxi mum | P-Layer Capacity Metric and Method. A set of
error codes to support debugging are provided in Section 12.3.5.

3. Security Mde Operations

There are two security nodes of operation that perform authentication
of the client/server nmessaging. The two nodes are:

1. A REQUIRED node with authentication during the Control phase
(Test Setup and Test Activation exchanges). This node nmay be
preferred for large-scale servers or lowend client devices where
processing power is a consideration (see Section 3).

2. An OPTIONAL mode with the additional authentication of the Status
Feedback nessages during the Data phase. This nbde may be
preferred for environnments that desire an additional |evel of
message integrity verification throughout the test (see
Section 3).

The requirenents di scussed hereafter refer to the PDUs in Sections 6
and 7 below, primarily the authMdde, keyld, authUnixTinme, and

aut hDigest fields. The roles in this section have been generalized
so that the requirenents for the PDU sender and receiver can be re-
used and referred to by other sections within this docunment. Each
successi ve node increases security but comes with additiona
performance i npacts and conplexity. The protocol is used with
unsubstantial payload, and it nay operate on very | ow end devices.
Ofering the flexibility of various security operation nodes all ows
for accomodati on of avail abl e end-device resources. 1In general, an
active measurenent technique as the one defined by this docurment is
better suited to protect the privacy of those involved in

measur enent s [ RFC7594] .

A load rate adjustnment nmethod needs to satisfy the requirenents
listed in Section 5.1. This is necessary also to avoid potentially
i nduci ng congestion after there is an overload or |oss (including
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|l oss on the control path).
1. Mode 1: Required Authenticated Mde

In this node, the client and the server SHALL be configured to use
one of a nunber of shared secret keys, designated via the numeric
keyld field (see Section 5.4). This key SHALL be used as input to
the KDF, as specified in Section 5.4.1, to obtain the actual keys
used by the client and server for authentication

During the Control phase, the sender SHALL read the current system
(wall -clock) tinme and popul ate the authUni xTime field and next

cal cul ate the 32-octet HVAC SHA-256 hash of the entire PDU according
to Section 6 of [RFC6234] (with the authD gest and checkSum preset to
all zeroes). The authDigest field is filled by the result, then the
packet is sent to the receiver. The value in the authUnixTime field
is a 32-bit timestanp, and a 10-second tol erance wi ndow (+/- 5
seconds) SHALL be used by the receiver to distinguish a subsequent
replay of a PDU. See Table 2 of [TR-471] for a recomrended ti nestanp
resol ution.

Upon reception, the receiver SHALL validate the nessage PDU for
correct length, validity of authDi gest, imredi acy of authUnixTi e,
and expected formatting (PDU specific fields are al so checked, such
as protocol version). Validation of the authDi gest requires that it
be extracted fromthe PDU and the field, along with the checkSum
field, zeroed prior to the Hashed Message Authentication Code (HVAC)
cal cul ation used for conmparison (see Section 7.2 of [RFC9145]).

If the validation fails, the receiver SHOULD NOT continue with the
Control phase and SHOULD i mpl enent silent rejection (no further
packets sent on the address/port pairs). The exception is when the
testing hosts have been configured for troubl eshooting Control phase
failures and rejection nmessages will aid in the process.

If the validation succeeds, the receiver SHALL continue with the
Control phase and conpose a successful response or a response
indicating the error conditions identified (if any).

This process SHALL be executed for the request and response in the
Test Setup exchange, including the Null Request (Section 6) and the
Test Activation exchange (Section 7).

2. Mde 2: Optional Authenticated Mbde for Data Phase

Thi s node i ncorporates Authenticated node 1. Wen using the optiona
aut hentication during the Data phase, authentication SHALL al so be
applied to the Status Feedback PDU (see Section 8.2). The client
sends the Status PDU in a downstreamtest, and the server sends it in
an upstreamtest.

The Status PDU sender SHALL 1) read the current system (wall -cl ock)
time and popul ate the authUni xTime field, 2) calculate the authD gest
field of the entire Status PDU (with the authDi gest and checkSum
preset to all zeroes), and 3) send the packet to the receiver. The
val ues of authUnixTinme field and authDigest field are determ ned as
defined by Section 5.3. 1.

Upon reception, the receiver SHALL validate the nmessage PDU for
correct length, validity of authDi gest, imredi acy of authUnixTi e,
and expected formatting (PDU specific fields are al so checked, such
as protocol version). Validation of the authDigest will require that
it be extracted fromthe PDU and the field, along with the checkSum
field, zeroed prior to the HVAC cal cul ati on used for conparison

If the authentication validation fails, the receiver SHALL ignore the



message. |If the watchdog tiner expires (due to successive failed
validations), the test session will prematurely termi nate (and no
further load traffic SHALL be transmitted). This is necessary also
to avoid potentially inducing congestion after there is an overl oad
or loss on the control path.

If this optional node has not been selected, then the keyld,
aut hUni xTi ne, and aut hDi gest fields of the Status PDU (see
Section 8.2) SHALL be set to all zeroes.

5.4. Key Mnagenent

5.

Section 2 of [RFC7210] specifies a conceptual database for |ong-lived
crypt ographi c keys. The key table SHALL be used with the REQU RED
aut henti cati on node and the OPTI ONAL aut henti cation node (using the
same key). For authentication, this key SHALL only be used as input
to the KDF, as specified in Section 5.4.1, to derive the actual keys
used for authentication processing. Key rotation and rel ated
managenent specifics are beyond the scope of this docunent.

The key table SHALL have (at least) the followi ng fields per
Section 2 of [RFC7210]:

*  Adm nKeyNane

* Local KeyNane

*  KDF
* AglD
*  Key

*  SendLifetineStart

*  SendLi f eTi neEnd

* AcceptLifeTinmeStart
* Accept Li f eTi meEnd

The Local KeyNane SHALL be determi ned fromthe correspondi ng keyld
field in the PDUs that follow

4.1. Key Derivation Function (KDF)

A KDF is a one-way function that provides cryptographic separation of
key material. The protocol requires a KDF to securely derive

crypt ographi ¢ keys used for authentication of protocol nessages. The
i nclusion of a KDF ensures that keys are generated in a standardi zed,
cryptographically secure nanner, reducing the risk of key conprom se
and enabling interoperability across inplenentations. The benefits
of using a KDF include:

* Security: A KDF produces keys with high entropy, resistant to
brute-force and rel ated-key attacks, ensuring robust protection
for protocol comunications.

* Flexibility: The KDF allows derivation of nultiple keys froma
singl e shared secret, supporting distinct keys for client and
server authentication.

* Standardi zati on: By adhering to established cryptographic
standards, the KDF ensures conpatibility with existing security
frameworks and facilitates inplenentation audits.



* FEfficiency: The KDF enables efficient key generation w thout
requiring additional key exchange mechani sns, m nim zi ng protoco
over head.

The KDF al gorithm SHALL be a Key Derivation Function in Counter Mode,
as specified in Section 4.1 of [N ST800-108]. This algorithmuses a
count er- based nechanismto generate key material froma shared
secret, ensuring determnistic and secure key derivation. The
Pseudor andom Function (PRF) used in the KDF SHALL be HVAC- SHA- 256, as
defined in Section 6 of [RFC6234]. | ANA has assigned "HVAC SHA- 256"
as a new KeyTabl e KDF (Section 12.2).

The KDF SHALL use the follow ng paraneters:

* Kin (key-derivation key): The shared key as identified by the
keyld field in the PDU

* Label: The fixed string "UDPSTP" (w thout quotes), encoded as a
UTF-8 string, used to bind the derived keys to this specific
pr ot ocol

* Context: The UTF-8 string representation of the authUnixTine field
received in the very first Setup Request PDU sent fromthe client
to the server. This ensures that the derived keys are unique to
the session and tied to the tenmporal context of the initial setup
exchange. The authUni xTine field serves as a nonce and is
protected from nodification by the HVAC SHA- 256 hash present in
the aut hDi gest field.

* r: The length of the binary encoding of the counter SHALL be 32
(bits).

The total derived key nmaterial SHALL be 512 bits (64 octets) in
I ength. The key material SHALL be structured as follows, from nost
significant bit (MSB) to |east significant bit (LSB)

* dient Authentication Key: 256 bits (32 octets); used for
aut henti cati ng nmessages sent by the client.

* Server Authentication Key: 256 bits (32 octets); used for
aut henti cati ng messages sent by the server.

This structure ensures that the derived keys are sufficient for
securing authentication operations within the protocol, while
mai ntai ni ng cl ear separation of function and directionality.

If authentication of the initial Setup Request PDU received by the
server fails, due to an invalid authDigest field, any and all derived
keying material and keys SHALL be considered invalid.

The key material derived fromthe initial Setup Request PDU, either
at the client prior to transnission or at the server upon reception,
SHALL be used for all subsequent PDUs sent between them for that test
connection. As such, the KDF is only required to be executed once by
the client and server for each test connection

Appendi x A, Figure 12 provides a code sni ppet denonstrating
derivation of the specified keys fromkey material using the OpenSSL
cryptographic library, specifically the high-1evel Key-Based EVP_KDF
i mpl ement ati on (Key-Based Envel ope Key Derivation Function); see

[ EVP_KDF- KB] for details.

.5. Configuration of Network Functions with Stateful Filtering

Successful interaction with a local firewall assumes the firewall is
configured to allow a host to open a bidirectional connection using



uni que source and destination addresses as well as port numnbers
(i.e., a 4-tuple) by sending a packet using that 4-tuple for a given
transport protocol. The client’s interaction with its firewall
depends on this configuration

The firewall at the server MUST be configured with an open pinhol e
for the server |IP address and standard UDP port nunber of the server
Al'l nmessages sent by the client to the server use this standard UDP
port nunber.

The server uses one epheneral UDP port nunber per test connection
Assuming that the firewall adm nistration at the server does not
al | ow an open UDP epheneral port range, then the server MJST send a
Nul I Request to the client fromthe epheneral port nunber

communi cated to the client in the Test Setup Response. The Nul
Request may not reach the client: it may be discarded by the client’s
firewall

If the server firewall administration allows an open UDP ephenera
port range, then the Null Request is not strictly necessary.
However, the availability of an open port range policy cannot be
assumned.

Net wor k Address Transl ators (NATs) are expected to offer support of a
wi der set of operational configurations as conpared to firewalls.
Speci fications covering NAT behavior, apart fromthe above, are out

of the scope of this docunent, as are conbi ned inplenentations of NAT
and firewal I s too.

5.6. Optional Checksum

The protocol MJST utilize the standard UDP checksum for all |Pv4 and
| Pv6 datagrams it sends. The purpose of this checksumis to protect
the intended recipient as well as other recipients to whom a
corrupted packet nmay be delivered. This provides:

* Protection of the endpoint transport state from unnecessary extra
state (e.g., Invalid state fromrogue packets)

* Protection of the endpoint transport state from corruption of
internal state.

* Pre-filtering by the endpoint of erroneous data, to protect the
transport from unnecessary processing and fromcorruption that it
cannot itself reject.

* Pre-filtering of incorrectly addressed destination packets, before
responding to a source address.

Al'l of the PDUs exchanged between the client and server support an
optional header checksumthat covers the various fields in the UDPSTP
PDU (excl udi ng the payl oad content of the Load PDU and, to be clear,
also the I P and UDP headers). The calculation is the sane as the
16-bit one’s conpl ement Internet checksumused in the | Pv4 packet
Header Checksum specification (see Section 3.1 of [RFCO791]). This
checksumis intended for environnents where UDP data integrity may be
uncertain. This includes situations where the standard UDP checksum
is not verified upon reception or a nonstandard network APl is in use
(things typically done to inprove performance on | owend devices).
However, all UDPSTP datagrams transmitted via |Pv4 or | Pv6 SHALL
include a standard UDP checksumto protect other potential recipients
to whom a corrupted packet may be delivered. |In the case of a

nonst andard network API, one option to reduce processing overhead may
be to restrict testing to only utilize a payload content of all zeros
so that the UDP checksum cal cul ati on need not include it for Load
PDUs.



If a PDU sender is populating the checkSumfield, it SHALL do so as
the last step after the PDUis built in all other respects (with the
checkSum field set to zero prior to the calculation). The PDU

recei ver SHALL subsequently verify the PDU checksum whenever checksum
processi ng has been configured and the field is populated. |If PDU
checksum validation fails, the PDU SHALL be di scarded

Because of the redundancy when used in conjunction with
authentication, it is OPTIONAL for a PDU sender to utilize the UDPSTP
checkSum field. However, because authentication is not applicable to
the Load PDU, the checkSumfield SHALL be utilized by the sender
whenever UDP data integrity may be uncertain (as outlined above).

Test Setup Request and Response

The client source | P address and the server destination |IP address
MJUST NOT be a broadcast or multicast address. Any Test Setup Request
or Test Setup Response packet containing a nulticast or broadcast
source or destination |IP address MJST be silently dropped and

i gnor ed.

The neasurenent method and the protocol specified by this docunent
are expected to function with unicast and anycast |P addresses.

.1. dient Generates Test Setup Request

The client SHALL begin the Control phase exchange by sending a Test
Set up Request nessage to the server’s (standard) control port. This
standard UDPSTP port number is utilized for each connection of a

mul ti-connection test.

The client SHALL sinultaneously start a test initiation tiner so that
if the Control phase fails to conplete Test Setup and Test Activation
exchanges in the allocated time, the client software SHALL exit

(i.e., the UDP socket will be closed and an error message wll be

di splayed to the user). Lost nessages result in a Test Setup and
Test Activation failure. The test initiation tinmer MAY reuse the
test termination timeout val ue.

The wat chdog timeout is configured as a 1-second interval to trigger
a warni ng message that the received traffic has stopped. The test
term nation timeout is based on the watchdog interval and inplenents
a wait tine of 2 additional seconds before triggering a non-graceful
term nation.

Note: Any field | abeled as '"reserved for alignment’, in any PDU, MJST
be set to 0 and MJST be ignored upon receipt.

The UDP PDU format | ayout SHALL be as follows (big-endian AB,
starting with the nost significant byte and ending with the | east
significant byte):

0 1 2 3
01234567890123456789012345678901
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Figure 2: Test Setup PDU Layout

Additional details regarding the Setup Request and Response fields
are as foll ows:

pduld: A two-octet field. |ANA has assigned the hex val ue OxACE1l
(Section 12.3.1).

protocol Ver: A two-octet field identifying the actual protoco
version. | ANA has assigned 20 as the value (Section 12.3.2).

ncl ndex: A one-octet field indicating the index of a connection
relative to all connections that nake up a single test (starting
at 0, increnmented by 1 per connection). It is used to
differentiate separate connections within a nmulti-connection test.
An inplenentation may restrict the nunber of connections supported
for a single test to a value less than or equal to 255.

mcCount: A one-octet field indicating the total count of connections
that the client is attenpting to set up

ncldent: A two-octet field containing a pseudorandom non-zero
identifier (via a Random Nunber Generator, source port numnber,
...) that is common to all connections of a single test. It is
used by clients/servers to associ ate separate connections with a
single multi-connection test.

cndRequest: A one-octet field set to CHSR CREQ SETUPREQ to i ndicate
a Setup Request nmessage. Note that CHSR CREQ NONE renmi ns unused

cndResponse: A one-octet field. Al Request PDUs al ways have a
Conmand Response of XXXX_CRSP_NONE (i.e., CHSR_CRSP_NONE
CHNR_CRSP_NONE, or CHTA_CRSP_NONE)

maxBandwi dth: A two-octet field. A non-zero value of this field
specifies the maximumbit rate the client expects to send or
receive during the requested test in Mips. The server conpares
this value to its currently available configured limt for test
adm ssion control. This field MAY be used to rate-limt the
maxi mum rate the server should attenpt. The maxBandwi dth field' s
nmost significant bit, the CHSR USDIR BIT, is set to 0 by default
to indicate "downstreant and has to be set to 1 to indicate
"upstreant.

testPort: A two-octet field set to zero in the Test Setup Request
and popul ated by the server in the Test Setup Response. It
contains the UDP epheneral port nunber on the server that the
client has to use for the Test Activation Request and subsequent
Load or Status PDUs.

nodi fierBitmap: A one-octet field. This docunent only assigns two
bits in this bitmap; see Section 12.3.3:

CHSR_JUMBO_STATUS (0x01): This bit SHALL be set by default. By
default, sending rates up to 1 Gops SHALL NOT produce | P packet
sizes greater than 1250 bytes (unless CHSR TRADI TI ONAL_MIU i s
set), while rates above 1 Gbps MAY produce | P packet sizes up
to 9000 bytes. When CHSR JUVMBO STATUS is not set, all sending
rates SHALL NOT produce | P packet sizes greater than 1250 bytes
(unl ess CHSR TRADI TI ONAL_MIU i s set).
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CHSR_TRADI TI ONAL_MTU (0x02): This bit SHALL NOT be set by
default. |If set, sending rates up to 1 Gops MAY produce IP
packets up to the traditional size of 1500 bytes. |If
CHSR _JUMBO_STATUS i s sinultaneously not set, all sending rates
SHALL NOT produce | P packets greater than the traditional size
of 1500 bytes.

O her bit positions are |eft unassigned per this docunent.

aut hMbde: A one-octet field. The authMdde field currently has two
val ues assigned (see Section 12.3.4). One of the following has to
be set (see Section 5.3 for requirenments and details of
operation):

AUTHMODE _1: Required authentication for the Control phase.

AUTHMODE _2: Required authentication for the Control and Data
phases (Status Feedback PDU only).

A range of 60 through 63 is reserved for experinentation. |ANA has
created the "Test Setup PDU Aut hentication Mde" registry for the
assi gned val ues; see Section 12. 3. 4.

aut hUni xTime: A 32-bit timestanp of the current system (wall-cl ock)
time since the Unix Epoch on January 1, 1970 at 00:00: 00 UTC

authDigest: This field contains the 32-octet HVAC SHA-256 hash that
covers the entire PDU. Nornally, the calculation is done as the
| ast step of building the PDU. However, if the optional checkSum
field is being utilized, it becones the penultimate step and is
done just prior to the checksum cal culation (with the checkSum
field set to zero)

keyld: A one-octet field carrying | ocal KeyNane, the numeric key
identifier for a key in the shared key table.

reservedAuthl: A one-octet field. This field MIUST be set to 0 and
MUST be ignored upon receipt. Consistent nam ng and pl acenent of
the reservedAuthl field across all PDUs is done to minimze
aut henti cation-rel ated changes in future UDPSTP versions.

checkSum A two-octet field containing an optional checksum of the
entire PDU (see Section 5.6 for guidance). The calculation is
done as the very last step of building the PDU, with the checkSum
field set to zero

Server Test Setup Request Processing and Response CGeneration
This section describes the processes at the server that are used to
eval uate the Test Setup Request and determi ne the next steps. Wen
the server receives the Setup Request, it SHALL first performthe
fol |l owi ng:

Message Verification Procedure:

1. Verify that the size of the nessage is correct.

2. If the optional checkSumfield is being utilized, validate the
checksum as described in Section 5.6 and (if valid) zero the

checkSum field prior to authentication verification

3. Verify that the authMdde value is valid and appropriate (per
Section 5.3) for the nessage type.

4. 1f the authMode is valid and appropriate, authenticate the
message by checking the aut hDi gest as prescribed in Section 5. 3.



5. If the nessage is authentic, check the authUnixTinme field for
accept abl e i mredi acy.

Note: |If any of the above checks fail, the message SHALL be
consi dered invalid.

6.2.1. Test Setup Request Processing -- Rejection

The server SHALL then evaluate the other fields in the protoco
header, such as the protocol version, the PDU ID (to validate the
type of nessage), the maxi mum bandw dth requested for the test, and
the nodifierBitmap for use of options such as Junbo datagram st at us
and Traditional MIU (1500 bytes).

If the client has selected options for

* Junbo dat agram support (nodifierBitmap),
* Traditional MIU (nodifierBitmp), and

* Aut hentication node (authMde)

that do not match the server configuration, the server MIST reject
the Setup Request.

If the Setup Request nust be rejected, the conditions bel ow determ ne
whet her the server sends a response:

* |f the authDigest is valid, a Test Setup Response SHALL be sent
back to the client with a correspondi ng Command Response val ue
indicating the reason for the rejection

* |f the authDigest is invalid, then the Test Setup Request SHOULD
fail silently. The exception is for operations support: server
adm nistrators are pernmtted to send a Setup Response to support
operations and troubl eshooti ng.

The additional circunstances when a server SHALL NOT communicate the
appropri ate Command Response code for an error condition (fai
silently) are when:

* the Setup Request PDU size is not equal to the ’struct
control HIr SR size shown in Figure 3,

* the PDU ID is not OXACEl (Test Setup PDU), or
* a directed attack has been detected.

In this case, the server will allow setup attenpts to termnate
silently. Attack detection is beyond the scope of this
speci fication.

When the server replies to a Test Setup Request nessage, the Test
Setup Response PDU is structured identically to the Test Setup
Request PDU and SHALL retain the original values received init, with
the follow ng exceptions:

* The cndRequest field is set to CHSR CREQ SETUPRSP, indicating a
response.

* The cndResponse field is set to an error code (starting at
cndResponse 2, Bad Protocol Version; see Section 12.3.5),
i ndicating the reason for rejection. |If cndResponse indicates a
bad protocol version (CHSR CRSP_BADVER), the protocol Ver field is
al so updated to indicate the current expected version



* The authUni xTine field is updated to the current system (wall -
clock) tine and, after the authD gest and checkSum fields are
zeroed, the authbDigest is recalculated and inserted. If the
optional checkSumfield is being utilized, it is then also
cal cul ated and i nserted.

The Setup Request/ Response nessage PDU SHALL be organi zed as foll ows
(here and in all follow ng code figures coded by progranm ng | anguage
C[CProg]):

<CODE BEG NS>
/1
/1 Control header for UDP payl oad of Setup Request/Response PDUs
11
struct control Hdr SR {
#defi ne CHSR_| D OxACEl
uintl6_t pduld; // PDU ID
#defi ne PROTOCOL_VER 20
uintl6 t protocol Ver; // Protocol version

uint8_ t ntlndex; /1 Milti-connection index

ui nt 8_t mncCount; /1 Multi-connection count

uint16_t ncldent; /1 Milti-connection identifier
#defi ne CHSR_CREQ NONE 0

#defi ne CHSR CREQ SETUPREQ 1 /1 Setup Request
#def i ne CHSR _CREQ SETUPRSP Set up Response
uint8 t cndRequest; /1 Command Request
#def i ne CHSR _CRSP_NONE /1 (used with request)
#defi ne CHSR_CRSP_ACKOK /1 Acknow edgnent
#defi ne CHSR _CRSP_BADVER /! Bad version
#defi ne CHSR _CRSP_BADJS /1 Junmbo setting msmatch
#def i ne CHSR_CRSP_AUTHNC Aut h. not configured
#def i ne CHSR_CRSP_AUTHREQ /1 Auth. required
#defi ne CHSR_CRSP_AUTHI NV /1 Auth. (mode) invalid
#defi ne CHSR_CRSP_AUTHFAI L /1 Auth. failure
#defi ne CHSR _CRSP_AUTHTI ME /1 Auth. time invalid
#defi ne CHSR_CRSP_NOVAXBW /1 Max bandwi dt h required
#defi ne CHSR CRSP_CAPEXC 10 // Capacity exceeded
#def i ne CHSR CRSP_BADTMIU 11 // Trad. MIU mi smatch
#define CHSR_CRSP_MCINVPAR 12 // Multi-conn. invalid parans
#defi ne CHSR_CRSP_CONNFAIL 13 // Conn. allocation failure
uint8 t cndResponse; /1 Command Response
#define CHSR USDIR BI T 0x8000 // Upstreamdirection bit
uint16_t maxBandw dth; // Required bandwi dth in Mps
uintlé t testPort; /1 Test port on server
#def i ne CHSR JUMVBO STATUS 0x01
#defi ne CHSR TRADI TI ONAL_MIU 0x02
uint8 t nodifierBitmap; // Mdifier bitmap
[| ========== Integrity Verification ==========
#define AUTHMODE 1 1 // Mde 1: Authenticated Control
#define AUTHMODE 2 2 // Mde 2: Authenticated Control +Status
ui nt 8_t aut hMode; /' Authentication node
ui nt 32_t aut hUni xTine; // Authentication tinestanp
#def i ne AUTH DI GEST_LENGTH 32 // SHA-256 digest |ength
uint8_ t aut hDi gest[ AUTH DI GEST_LENGTH] ;

N
-~
-~

OCoO~NOOUITh~hWNEO
-~
-~

uint8 t keyld; /1l Key IDin shared table
uint8 t reservedAuthl; // (reserved for alignnent)
uint16_t checkSum /'l Header checksum

H
#def i ne SHA256_KEY _LEN 32 // Authentication key length
<CCDE ENDS>

Figure 3: Test Setup PDU

.2.2. Test Setup Request Processing -- Acceptance



If the server finds that the Setup Request matches its configuration
and is otherw se acceptable, the server SHALL initiate a new
connection to receive the Test Activation Request fromthe client,
using a new UDP socket allocated fromthe UDP ephereral port range.
This new socket will also be used for the subsequent Load and Status
PDUs that are part of testing (with the port nunber comuni cated back
to the client in testPort field of the Test Setup Response). Then,
the server SHALL start a watchdog tinmer (to term nate the new
connection if the client goes silent) and SHALL send the Test Setup
Response back to the client. The watchdog timer is set to the same
value as on the client side (see Section 6)

When the server replies to the Test Setup Request nessage, the Test
Set up Response PDU is structured identically to the Test Setup
Request PDU and SHALL retain the original values received init, with
the foll owi ng exceptions:

* The cndRequest field is set to CHSR CREQ SETUPRSP, indicating a
response.

* The cndResponse field is set to CHSR CRSP_ACKOK, indicating an
acknow edgnent .

* The testPort field is set to the epheneral port nunber to be used
for the client’s Test Activation Request and all subsequent
comruni cati on.

*  The authUni xTine field is updated to the current system (wall -
clock) time and, after the authDigest and checkSum fields are
zeroed, the authbDigest is recalculated and inserted. If the
optional checkSumfield is being utilized, it is then also
cal cul ated and inserted.

Finally, the new UDP connection associated with the new socket and
port nunber are nmade ready, and the server awaits further
communi cation there.

To ensure that a server's local firewall will successfully allow
packets received for the new epheneral port nunber, the server SHALL
i medi ately send a Null Request with the correspondi ng val ues

i ncluding the source and destination |P addresses and port nunbers.
The source port SHALL be the new epheneral port. This operation
al l ows conmunication to the server even when the server’s | oca
firewal |l prohibits open ranges of epheneral ports. The packet is not
expected to arrive successfully at the client if the client-side

firewal | bl ocks unexpected traffic. |If the Null Request arrives at
the client, it is a confirmation that further exchanges are possible
on the new port-pair (but this is not strictly necessary). |If

received, the client SHALL follow the Message Verification Procedure
listed in Section 6.2, Paragraph 2. Note that there is no response
to a Null Request.

The UDP PDU format |ayout SHALL be as follows (big-endian AB):
0 1 2 3
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Figure 4: Null Request PDU Layout

The aut henticati on and checkSum fields follow the sanme methodol ogy as
with the Setup Request and Response.

Additional details regarding the Null Request fields are as foll ows:
pdul d: | ANA has assigned the hex val ue OxDEAD (Section 12.3.1).

cndRequest: Set to CHNR CREQ NULLREQ to indicate a Null Request
message.

cndResponse: Set to CHNR _CRSP_NONE.
aut hMode: Same as in Section 6. 1.

aut hUni xTime: Same as in Section 6. 1.
authDigest: Sanme as in Section 6.1.
keyld: Sane as in Section 6. 1.
reservedAut hl: Same as in Section 6. 1.
checkSum Sane as in Section 6. 1.

If a Test Activation Request is not subsequently received fromthe
client on the new epheneral port nunber before the watchdog timer
expires, the server SHALL cl ose the socket and deal | ocate the
associ at ed resources.

The Null Request nessage PDU SHALL be organi zed as foll ows:

<CODE BEG NS>
/1
/1 Control header for UDP payl oad of Null Request PDU
11
struct control Hdr NR {
#defi ne CHNR_I D OxDEAD
uint16_t pdul d; /1 PDU ID
uintl16_t protocol Ver; // Protocol version
#defi ne CHNR_CREQ NONE 0
#define CHNR CREQ NULLREQ 1 // Null Request
uint8 t cndRequest; // Command Request

#def i ne CHNR_CRSP_NONE 0 /1 (used with request)
uint8 t cnmdResponse; // Comrand Response
uint8 t reservedl; /1 (reserved for alignnent)
/| ========== |ntegrity Verification ==========
uint8_t aut hivbde; /1 Authentication node

uint32_t aut hUni xTine; // Authentication tinestanp
uint8_ t aut hDi gest[ AUTH DI GEST_LENGTH] ;

uint8_t keyld; /1l Key IDin shared table
uint8 t reservedAuthl; // (reserved for alignment)
uint16_t checkSum /1 Header checksum

b

<CCDE ENDS>

Figure 5: Null Request PDU
6.3. Setup Response Processing at the dient
When the client receives the Test Setup Response nessage, it SHALL

first follow the Message Verification Procedure listed in
Section 6.2, Paragraph 2.



The client SHALL then proceed to evaluate the other fields in the
protocol, beginning with the protocol version, PDU ID (to validate
the type of nmessage), and cndRequest for the role of the nessage,
whi ch MUST be Test Setup Response, CHSR CREQ SETUPRSP, as indicated
by Figure 3.

If the cndResponse val ue indicates an error (values greater than
CHSR_CRSP_ACKCOK), the client SHALL display/report a relevant nessage
to the user or managenent process and exit. |If the client receives a
Command Response code that is not equal to one of the codes defined,
the client MJUST termi nate the connection and terninate operation of
the current Setup Request. |f the Conmmand Response code val ue

i ndi cates success (CHSR CRSP_ACKCK), the client SHALL conpose a Test
Activation Request with all the test paraneters it desires, such as
the test direction, the test duration, etc., as described bel ow.

Test Activation Request and Response

This section is divided according to the sending and processi ng of
the client and server and again at the client.

.1. dient Cenerates Test Activation Request

Upon a successful setup exchange, the client SHALL compose and send
the Test Activation Request to the UDP port nunber the server
communi cated in the Test Setup Response (the new epheneral port, and
not the standard UDPSTP port).

The UDP PDU format |ayout is as follows (big-endian AB):

0 1 2 3

01234567890123456789012345678901
i i i i S it SR SR S S U it SR S S
| txInterval 1 |
T i i I T T o s S O o o il S S S
| udpPayl oadl |
I i S T i i S e e S i e o
| burst Si zel |
i e i I e S S i i IR S S S S
| txlnterval 2 |
T i i I T T o s S O o o il S S S
| udpPayl oad2 |
I i S T i i S e e S i e o
| bur st Si ze2 |
i e i I e S S i i IR S S S S
I udpAddon2 |

T S i T T e S T S S S

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| pdul d | pr ot ocol Ver |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
cndRequest | cnmdResponse | | owThr esh |
i T S S S T i T i I S I S S
upper Thresh | triallnt |
e I S S e i T o R S S S i otk ST TN S R S e g
testIntTine | reservedl | dscpEcn |
B s S S T sl i s ST I S S S S S S T S S T S S S e

+

+

sr 1 ndexConf | useOwDel Var | hi ghSpeedDel ta |

i T S S S T i T i I S I S S
sl owAdj Thr esh | segErr Thresh |

R s i o e i ol S e S e T ik ik T S e T S T S
i gnoreCoobDup |nodifierBitmap | rateAdjAlgo | reserved2 |
AR TR SR S N S N SR SR S SR S ol R S S SR S R S S S ik el

|
+-
I
+-
I
+-
|
+-
I
+-
I



srStruct (28 octets)
I R s e T S e e S S R S e S S e i i it S SR SR R S R e

| subl nt Peri od | reserved3 |
I S i o T s S S S e s s T
| reserved4 | reserved5 | aut hibde

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| aut hUni xTi me |
B T S i T s i i e e SEI S
aut hDi gest (32 octets)
+++++++++++++++++++++++++++++++++

keyl d | reservedAuthl | checkSum
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 6: Test Activation PDU Layout

Fi el ds are popul ated based on default val ues or conmand-1ine options.
The aut henticati on and checkSum fields follow the sanme methodol ogy as
with the Setup Request and Response.

pdul d: | ANA has assigned the hex val ue OXACE2 (Section 12.3.1).

cndRequest: Set to CHTA CREQ TESTACTUS to indicate an upstreamtest
activation or alternatively to CHTA CREQ TESTACTIDS to indicate a
downstreamtest activation. Note that CHTA CREQ NONE renai ns
unused. See Section 12.3.6.

cndResponse: Three CHTA CRSP _<I ndi cation> val ues are defined; see
Fi gure 7.

| owThresh: A two-octet field. The lower threshold on the range of
Round-Trip Tine (RTT) variation (the range is conposed of val ues
above the minimum RTT); see also Table 3 [TR-471].

upper Thresh: A two-octet field. The upper threshold on the range of
RTT variation (the range is conposed of val ues above the m ni mum
RTT); see also Table 3 of [TR-471].

triallnt: A two-octet field indicating the Status Feedback / trial
interval in ns. The test interval Delta t is subdivided into a
number of Sub-Intervals dt, and each Sub-Interval is further
divided into a nunber of trial intervals (see [TR-471]). Starts
by 1 and is continuously increnented during a single test interva
(testIntTine).

testIntTime: A two-octet field. Duration of the test (either
downlink or uplink) with search algorithmin use, which serves as
the maxi mum durati on of the search process in seconds (see al so
Testinterval in Table 3 of [TR-471]).

dscpEcn: Diffserv code point and ECN field; see also the DSCP field
specified by [TR-471]. This specification does not provide an
ECN- capabl e transport; therefore, the sender SHALL set the ECN
field to not_ ECT.

srlndexConf: A two-octet field. The requested Configured Sendi ng
Rate Tabl e index, used in a Test Activation Request, of the
desired fixed or starting sending rate (dependi ng on whet her
CHTA SRI DX | SSTART is cleared or set, respectively). Because a
value of zero is a valid fixed or starting sending rate index, the
field SHALL be set to its maxi mum (CHTA_SRI DX _DEF) when requesting
the default behavior of the server (starting with the selected
| oad rate adjustnent algorithmat its mninunzero index). This
SHALL be equivalent to setting srindexConf to zero and setting the
CHTA SRI DX | SSTART bi t.

useOnDel Var: A one-octet field. Boolean, default True (if Fal se,



use RTT=round-trip delay variation in the |oad rate adjustnent
algorithm if True, use Enabl el PDV, which uses one-way del ay
variation for the load rate adjustnent algorithm. See Enabl el PDV
in Table 1 of [TR-471].

hi ghSpeedDel ta: A one-octet field; see Appendix A of [RFCI9097].

sl owAdj Thresh and seqErr Thresh: Two two-octet fields; see Appendix A
of [ RFC9097].

i gnor eCoobDup: A one-octet field. Ignore out-of-order duplicates,
Bool ean. When True, only loss counts toward received packet
sequence nunber errors. \Wen Fal se, |oss, out-of-order, and
duplicate totals are all counted as sequence nunber errors.
Default is True (see also Table 3 of [TR-471]).

modi fierBitmap: A one-octet field. This docunent only assigns two
bits in this bitmap; see Section 12.3.7:

CHTA SRI DX | SSTART (0x01): Treat srlndexConf as the starting
sending rate to be used by the |load rate adjustnment algorithm

CHTA_RAND_PAYLOAD (0x02): Randonize the payl oad content beyond
the Load PDU header.

O her bit positions are |eft unassigned per this docunent.

rat eAdj Al go: A one-octet field. The applied | oad rate adjustnent
al gorithm see Section 12.3.8.

srStruct: Sending Rate structure. Used by the server in a Test
Activation Response for an upstreamtest to comunicate the
(initial) Load PDU transni ssion paraneters the client SHALL use.
For a Test Activation Request or a downstreamtest, this structure
SHALL be zeroed. Two sets of periodic transnission paranmeters are
avail abl e, allow ng for dual independent transnmitters (to support
a high degree of rate granularity). The fields are defined as
fol |l ows:

txInterval 1 and txlInterval2: Two four-octet fields indicating the
load rate transnmit interval in us (mcroseconds). A 100 us
granularity is recomended for optinmal rate selection

udpPayl oadl and udpPayl oad2: Two four-octet fields indicating the
UDP payload at load rate in bytes.

burst Si zel and burstSize2: Two four-octet fields indicating the
burst size at load rate by a di nmensionl ess nunber (of
dat agr ans) .
udpAddon2: A four-octet field indicating the size of a single
Load PDU to be sent at the end of the txlnterval 2 send
sequence, even when udpPayl oad2 or burstSize2 are zero and
result in no transm ssion of their own.
sublntPeriod: A two-octet field. Test Sub-Interval period in ns
(see also Table 3 of [TR-471]). Trials with sublntPeriod in a
range of 100 to 10000 nms resulted in a default value of 1000 ns.
aut hMbde: Sanme as in Section 6.1
aut hUni xTine: Sanme as in Section 6.1
authDigest: Same as in Section 6.1

keyld: Sanme as in Section 6.1



reservedAut hl: Sanme as in Section 6. 1.
checkSum Sane as in Section 6. 1.

The Test Activation Request/Response nessage PDU (as well as the
i ncluded Sending Rate structure) SHALL be organi zed as foll ows:

<CODE BEG NS>
11
/1 Sending Rate structure for a single row of transm ssion paraneters
I
struct sendi ngRate {
uint32 t txlntervall; // Transmt interval (us)
uint32_t udpPayl oadl; // UDP payl oad (bytes)
uint32_t burstSizel; // UDP burst size per interval
uint32_t txlnterval2; // Transmt interval (us)
ui nt 32_t udpPayl oad2; // UDP payl oad (bytes)
uint32_t burstSize2; // UDP burst size per interval
ui nt 32_t udpAddon2; /1 UDP add-on (bytes)
i
11
/1 Control header for UDP payl oad of Test Act. Request/Response PDUs
I
struct control Hdr TA {
#define CHTA_| D OxACE2

uint16 t pdul d; /1 PDU ID
uintl16 t protocol Ver; // Protocol version
#defi ne CHTA_CREQ NONE 0

#def i ne CHTA CREQ TESTACTUS 1 // Test activation upstream

#defi ne CHTA CREQ TESTACTDS 2 // Test activation downstream
uint8 t cndRequest; /1 Command Request

#def i ne CHTA CRSP_NONE 0 // (used with request)

#defi ne CHTA_CRSP_ACKOK 1 // Acknow edgnent

#defi ne CHTA_CRSP_BADPARAM 2 // Bad/invalid test parans
uint8 t cndResponse; // Command Response

uint16_t | owThresh; /1 Low del ay variation threshold (ns)
uint16_t upperThresh; // Upper delay variation threshold (ns)
uintlé t triallnt; /1 Status Feedback/trial interval (ns)
uintlé t testintTime; // Test interval tine (sec)

uint8 t reservedl; /1 (reserved for alignnent)

uint8 t dscpEcn; /1l Diffserv and ECN field for testing

#def i ne CHTA SRI DX DEF U NT16_MAX // Request default server search
uint16 t srlndexConf; // Configured Sendi ng Rate Tabl e i ndex
uint8 t useOwbel Var; [/ Use one-way del ay, not RTT (BOQL)
uint8_t hi ghSpeedDelta; // Hi gh-speed row adjustment delta
uint16_t sl owAdj Thresh; // Slow rate adjustnent threshold
uintl16_t seqgErrThresh; // Sequence error threshold
uint8_t ignoreCooDup; /1 1gnore out-of-order/Dup (BOO)

#def i ne CHTA SRI DX | SSTART 0x01 // Use srlndexConf as starting index

#def i ne CHTA RAND PAYLOAD 0x02 // Randoni ze payl oad
uint8 t nodifierBitmap; // Mdifier bitmp

#define CHTA_RA ALGO B 0 /1 A gorithmB

#define CHTA RA ALGO C 1 /1 AlgorithmC
uint8 t rateAdjAlgo; // Rate adjust. algorithm
uint8 t reserved?2; /1 (reserved for alignnent)

struct sendingRate srStruct; // Sending Rate structure
uintl16 t sublntPeriod; // Sub-Interval period (ns)

uintl1l6_t reserved3; /1 (reserved for alignnent)
uint16_t reserved4; /1 (reserved for alignnent)
uint8 t reserved5; /1 (reserved for alignnent)
/| ========== |ntegrity Verification ==========
uint8_t aut hivbde; /1 Authentication node

uint32_t aut hUni xTine; // Authentication tinestanp
uint8_ t aut hDi gest[ AUTH DI GEST_LENGTH] ;
uint8_ t keyld; /1l Key IDin shared table



uint8 t reservedAuthl; // (reserved for alignment)
uint16_t checkSum /1 Header checksum

b

<CCDE ENDS>

Figure 7: Test Activation PDU
.2. Server Processes Test Activation Request and Generates Response

After the server receives the Test Activation Request on the new

connection, it chooses to accept, ignore, or nodify any of the test
paraneters. Wen the server replies to the Test Activation Request
message, the Test Activation Response PDU is structured identically
to the Request PDU and SHALL retain the original values received in
it unless they are explicitly coerced to a server-acceptabl e val ue.

When the server receives the Test Activation Request nessage, it
SHALL first follow the Message Verification Procedure listed in
Section 6.2, Paragraph 2.

.2.1. Server Rejects or Mdifies Request

When eval uating the Test Activation Request, the server MAY allow the
client to specify its own fixed or starting send rate via
sr 1 ndexConf .

Al ternatively, the server MAY enforce a naximumlimt of the fixed or
starting send rate, which the client can successfully request. |If
the client’s Test Activation Request exceeds the server’s configured
maxi mum the server MJUST either reject the request or coerce the
value to the configured maxi mumbit rate, and communicate that
maximumto the client in the Test Activation Response. The client
can of course choose to end the test, as appropriate.

O her paraneters where the server has the OPTION to coerce the client
to use values other than those in the Test Activation Request are
(grouped by role):

* Load rate adjustnent algorithm |owThresh, upperThresh,
useOwbDel ayVar, hi ghSpeedDelta, slowAdj Thresh, seqErrThresh,
hi ghSpeedDel ta, ignoreQoobDup, and rateAdj Al go

* Test duration/intervals: triallnt, testlntTinme, and sublntPeriod
* Packet marking: dscpEcn

Coercion is a step towards performng a test with the server-
configured val ues; even though the client mght prefer certain

val ues, the server gives the client an opportunity to run a test with
different values than the preferred set. In these cases, the Conmand
Response val ue SHALL be CHTA CRSP_ACKOK

Note that the server also has the option of conpletely rejecting the
request and sendi ng back an appropriate cndResponse field val ue
(currently only CHTA CRSP_BADPARAM see Section 12.3.9)

Whet her this error response is sent or not depends on the security
nmode of operation and the outcone of authDi gest validation

If the Test Activation Request nust be rejected (due to the Command
Response val ue bei ng CHTA CRSP_BADPARAM, and

* |f the authDigest is valid, a Test Activation Response SHALL be
sent back to the client with a correspondi ng Command Response
val ue indicating the reason for the rejection



* |f the authDigest is invalid, the Test Activation Request SHOULD
fail silently. The exception is for operations support: server
admi nistrators are pernitted to send an Activation Response to
support operations and troubl eshooti ng.

The additional circunstances when a server SHALL NOT comunicate the
appropri ate Conmmand Response code for an error condition (fai
silently) are when:

* the Test Activation Request PDU size is not equal to the 'struct
control HIr TA' size shown in Figure 7,

* the PDU ID is not OXACE2 (Test Activation PDU), or
* a directed attack has been detected.

In this case, the server will allow Test Activation Requests to
termnate silently. Attack detection is beyond the scope of this
speci fication.

7.2.2. Server Accepts Request and Cenerates Response

When the server sends the Test Activation Response, it SHALL set the
cndResponse field to CHTA CRSP_ACKOK (see Section 12.3.9).

If the client has requested an upstreamtest, the server SHALL:

* include the transm ssion paraneters fromthe first row of the
Sending Rate Table in the Sending Rate structure (if requested by
setting srlndexConf to a value of CHTA SRI DX DEF), or

* include the transm ssion paraneters fromthe designated Confi gured
Sendi ng Rate Tabl e index (srlndexConf) of the Sending Rate
Tabl e where, if CHTA SRIDX | SSTART is set in nodifierBitmap, this
will be used as the starting rate for the |oad rate adjustnent
algorithm else, it will be considered a fixed-rate test.

When generating the Test Activation Response (acceptance) for a
downstreamtest, the server SHALL set all octets of the Sending Rate
structure to zero.

If activation continues, the server prepares the new connection for
an upstream OR downstreamtest.

In the case of an upstreamtest, the server SHALL prepare to use a
single timer to send Status PDUs at the specified interval. For a
downstreamtest, the server SHALL prepare to utilize dual timers to
send Load PDUs based on

* the transm ssion paraneters directly fromthe first row of the
Sending Rate Table (if requested by srlndexConf having been set to
CHTA_SRI DX_DEF), or

* the transm ssion paraneters fromthe designated Configured Sending
Rate Tabl e index (srlndexConf) of the Sending Rate Table where, if
CHTA SRIDX | SSTART is set in nodifierBitmap, this will be used as
the starting rate for the load rate adjustnent algorithm else, it
will be considered a fixed-rate test.

The server SHALL then send the Test Activation Response back to the
client, update the watchdog tiner with a new tinmeout value, and set a
test duration tinmer to eventually stop the test.

7.3. dient Processes Test Activation Response

When the client receives the Test Activation Response nessage, it



SHALL first follow the Message Verification Procedure listed in
Section 6.2, Paragraph 2.

After the client receives the (vetted) Test Activation Response, it
first checks the Conmand Response val ue.

If the client receives a Test Activation cnidResponse field val ue that
indicates an error, the client SHALL display/report a rel evant
nmessage to the user or neasurenent systemand exit.

If the client receives a Test Activation cndResponse field val ue that
is not equal to one of the codes defined in Section 12.3.9, the
client MIUST term nate the connection and term nate operation of the
current setup procedure.

If the client receives a Test Activation Command Response val ue that
i ndi cates success (e.g., CHTA CRSP_ACKOK; see Section 12.3.9), the
client SHALL update its configuration to use any test paraneters
nmodi fied by the server. |If the setup parameters coerced by the
server are not acceptable to the client, the client ends the test.

To finalize an accepted test activation, the client SHALL prepare its
connection for either an upstreamtest with dual tinmers set to send
Load PDUs (based on the starting transm ssion paranmeters sent by the
server) OR a downstreamtest with a single tiner to send Status PDUs
at the specified interval

Then, the client SHALL stop the test initiation tiner and start a
wat chdog tiner to detect if the server goes quiet.

The connection is now ready for testing.

Test Load Stream Transm ssi on and Measurenent Status Feedback
Messages

This section describes the Data phase of the protocol. The roles of
sender and receiver vary dependi ng on whether the direction of
testing is fromserver to client, or the reverse

.1. Load PDU and Rol es

Testing proceeds with one endpoint sending Load PDUs, based on
transm ssion paranmeters fromthe Sending Rate Table, and the other
endpoi nt sendi ng Status Feedback messages to comunicate the traffic
conditions at the receiver. Wen the server is sending Status
Feedback nessages, they will also contain the |atest transm ssion
paraneters fromthe Sending Rate Table that the client SHALL use

VWhen a Load PDU is received, the receiver SHALL do the foll ow ng:

1. Verify that the size of the nessage is greater than or equal to
the ’struct |oadHdr’ size shown in Figure 9

2. Validate the checksum for the Load PDU header portion of the
total nessage (as described in Section 5.6) if the optiona
checkSum field is being utilized.

3. Confirmthat the PDU ID is OxBEEF (Load PDU).

If any of the above checks fail, the message SHALL be consi dered
i nval id.

The watchdog tinmer at the receiver SHALL be reset each tinme a valid
Load PDU is received (which includes verification of the checkSum if
in use). See non-graceful test stop in Section 9 for handling the
wat chdog tineout expiration at each endpoint. Note that the watchdog



timer’s purpose is to detect a connection failure or a massive
congestion condition only.

When the server is sending Load PDUs in the role of sender, it SHALL
use the transm ssion paraneters directly fromthe Sending Rate

Table via the index that is currently selected (which was indirectly
based on the feedback in its received Status Feedback nessages).

However, when the client is sending Load PDUs in the role of sender,
it SHALL use the discrete transnission paraneters that were

communi cated by the server in its periodic Status Feedback nmessages
(and not referencing a Sending Rate Table directly). This approach
all ows the server to control the individual sending rates as well as
the al gorithmused to deci de when and how to adjust the rate.

The server uses a load rate adjustnment algorithmthat eval uates
measurenents taken locally at the Load PDU receiver. Wen the client
is the receiver, the information is communi cated to the server via
peri odi c Status Feedback nessages. Wen the server is the receiver,
the information is used directly (although it is also comrunicated to
the client via its periodic Status Feedback nessages). This approach
is unique to this protocol; it provides the ability to search for the
maxi mum | P capacity and specify specific sender behaviors that are
absent fromother testing tools. Although the algorithm depends on
the protocol, it is not part of the protocol per se.

The default algorithm (B; see [Y.1540]) has three paths to its
deci sion on the next sending rate:

1. \When there are no inpairnents present (no sequence errors and | ow
del ay variation), resulting in a sending rate increase.

2. Wen there are low inpairnents present (no sequence errors but
hi gher levels of delay variation), the same sending rate is
mai nt ai ned.

3. Wen the inpairnent |evels are above the thresholds set for this
pur pose and "congestion" is inferred, resulting in a sending rate
decr ease

Al gorithm B al so has two nodes for increasing/decreasing the sending
rate:

* A high-speed node (fast) to achieve high sending rates quickly but
that al so backs off quickly when "congestion" is inferred fromthe
measur enents. Consecutive feedback intervals that have a supra-
threshol d count of sequence number anonelies and/or contain an
upper delay variation threshold exception in all of the
consecutive intervals are sufficient to declare "congestion"
within a test. The threshold of consecutive feedback intervals
SHALL be configurable with a default of 3 intervals.

* A single-step (slow) node where all rate adjustnents use the
m ni mum i ncrease or decrease of one step in the Sending Rate
Table. The single-step node continues after the first inference
of "congestion" from nmeasured inpairnents.

An OPTIONAL | oad rate adjustnment algorithm (designated C) has been
defined in [TR-471]. Al gorithm C operation and nodes are sinmlar to
B, but C uses multiplicative increases in the fast node to reach the
gi gabit range quickly and provides the option to retry the fast node
during a test (which inproves the neasurenment accuracy in dynamc or
error-prone access, such as radi o access).

On the other hand, the test configuration MAY use a fixed sending
rate requested by the client, using the field srlndexConf.



The client MAY conmmunicate the desired fixed rate in its Test
Activation Request.

The UDP PDU format |ayout SHALL be as follows (big-endian AB):

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR

| pdul d | testAction | r xSt opped

I i I S T S S i St N SR S
| | pduSeqNo |
B i s T T i i o S o T Ji I
| udpPayl oad | spduSeqErr |
i I s S e S i S DR i SN SR
| spduTi ne_sec |
I i I S S kN SR N SRR S
| spduTi ne_nsec |
A TR SR S N S SR T S S kI S I SR S S I i S S T i el
| | pduTi me_sec |
i I i S S S kN DR SR S
| | pduTi me_nsec |
I i I S R s w h SR N SR S
| rtt RespbDel ay | checkSum |
B i s T T i i o S o T Ji I
. Payl oad Content. .. .
i I S s S i s N R SR S

Fi gure 8: Load PDU Layout
Specific details regarding Load PDU fields are as foll ows:
pdul d: | ANA has assigned the hex val ue OxBEEF (Section 12.3.1).

testAction: A one-octet field designating the current test action as
ei ther TEST_ACT _TEST (testing in progress), TEST_ACT_STOP1l (first
phase of graceful term nation, used locally by server), or
TEST_ACT_STOP2 (second phase of graceful termnation, sent by
server and reciprocated by client). See Section 9 for additional
information on test termnation.

rxStopped: A one-octet field. Boolean, 0 or 1, used to indicate to
the renote endpoint that |ocal receive traffic (either Load or
Status PDUs) has stopped. All outgoing Load or Status PDUs SHALL
continue to assert this indication until traffic is received
again, or the test is termnated. The tinme threshold to trigger
this condition is expected to be a reasonable fraction of the
wat chdog tineout (a default of one second is recomended).

| pduSeqNo: A four-octet field indicating the Load PDU sequence
nunber (starting at 1). Used to determ ne |oss, out-of-order, and
duplicate totals.

udpPayl oad: A two-octet field indicating the total payl oad size of
the UDP datagram i ncluding the Load PDU nessage header and payl oad
content (i.e., what the UDP socket read function would return).
This field allows the Load PDU receiver to maintain accurate
receive statistics if utilizing receive truncation (only
requesting the Load PDU nessage header octets fromthe protocol
st ack) .

spduSeqErr: A two-octet field indicating the Status PDU | oss count,
as seen by the Load PDU sender. This is deternined by the Status
PDU sequence nunber (spduSegNo) in the npbst recently received
Status PDU. Used to conmunicate to the Load PDU receiver that
return traffic (in the unloaded direction) is being |ost.



8.

2

spduTi me_sec/ spduTi me_nsec: Two four-octet fields containing a copy
of the npbst recent spduTi me_sec/spduTime_nsec fromthe |ast Status
PDU received. Used for RTT neasurenents made by the Load PDU
receiver.

| pduTi me_sec/ | pduTi me_nsec: Two four-octet fields containing the
| ocal send time of the Load PDU. Used for one-way delay variation
measur enents nmade by the Load PDU receiver

rtt RespDel ay: A two-octet field indicating the RTT response del ay,
used to "adjust" raw RTT. On the Load PDU sender, it is the
nunber of nms fromreception of the nost recent Status PDU (when
the | atest spduTi ne_sec/spduTi ne_nsec was obtained) to the
transm ssion of the Load PDU (where the previously obtained
spduTi ne_sec/spduTine_nsec is returned). When the Load PDU
receiver is calculating RTT, by subtracting the copied Status PDU
send time (in the Load PDU) fromthe |ocal Load PDU receive tinmne,
this value is subtracted fromthe raw RTT to correct for any
response delay due to Load PDU schedul i ng.

checkSum  An optional checksum of only the Load PDU header (see
Section 5.6 for guidance). The checksum does not cover the
payl oad content. The calculation is done as the very last step of
buil ding the PDU header, with the checkSumfield set to zero.

Payl oad Content: All zeroes, all ones, or a pseudorandom bi nary
sequence.

The Load PDU SHALL be organized as follows (followed by any payl oad
content):

<CODE BEG NS>

11

/1 Load header for UDP payl oad of Load PDUs

I

struct | oadHdr {

#define LOAD_| D OxBEEF
uintl6 t pduld; // PDUID

#define TEST_ACT_TEST O // Test active

#define TEST_ACT_STOP1 1 // Stop indication used locally by server

#define TEST_ACT_STOP2 2 // Stop indication exchanged with client
uint8 t testAction; // Test action
uint8 t rxStopped; /1l Receive traffic stopped (BOQ)
uint32 t | pduSegNo; // Load PDU sequence nunber
uint16_t udpPayl oad; // UDP payl oad (bytes)
uint16_t spduSeqErr; // Status PDU sequence error count
uint32_t spduTine_sec; // Send time in last rx’'d status PDU
uint32_t spduTine_nsec; // Send time in last rx’ d status PDU
uint32 t | pduTine_sec; // Send time of this Load PDU
uint32_t | pduTine_nsec; // Send time of this Load PDU
uintlé6 t rttRespDelay; // Response delay for RTT (ns)
uint16_t checkSum /'l Header checksum

}
<CODE ENDS>

Figure 9: Load PDU
St at us PDU

The Load PDU receiver SHALL send a Status PDU to the sender during a
test at the configured feedback interval, after at |east one Load PDU
has been received (when there is sonething to provide status on). In
test scenarios with long del ays between client and server, it is
possible for the Status PDU send tinmer to fire before the first Load
PDU arrives. |n these cases, the Status PDU SHALL NOT be sent.



When the Load PDU sender receives a Status PDU nessage, it SHALL
first follow the Message Verification Procedure listed in
Section 6.2, Paragraph 2.

The watchdog timer at the Load PDU sender SHALL be reset each tine a
valid Status PDU is received (which includes verification of the
checkSum and/or authDigest, if in use). See non-graceful test stop
in Section 9 for handling the watchdog tineout expiration at each
endpoi nt ..

The UDP PDU format | ayout SHALL be as foll ows (big-endian AB):

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| r xDat agr ans |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
rxByt es |

-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
del taTi me |

e o e o S S
segErrLoss |

B S S e i S S T A S S S S S S i S S
seqErr Coo |

. Tk e i T R i e e R e o o
seqErr Dup |

e i o I S S
del ayVarM n |

B S S e i S S T A S S S S S S i S S
del ayVar Max |

. Tk e i R e e e R e o ok
del ayVar Sum |

e s e o o S S
del ayVar Cnt |

B S S e i S S T A S S S S S S i S S
rttVarM ni mum |

. Tk e i T R i e e R e e ok
rttVvar Maxi num |

e o e o S S
accunili me |

B S S e i S S T A S S S S S S i S S

+—-—+-+-—+-——+-—+-—+—+— +— +— +— +—

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| pdul d | testAction | r xSt opped |
B i s T T i i o S o T Ji I
| spduSeqNo |

o o i S i A S
srStruct (28 octets)
T T T S S e T i S S e it U S S it U S S
subl nt SeqNo
B i s T T i i o S o T Ji I
sisSav (56 octets)
e e e e e e e e e e e e e m e e e e e e e e e e e e e e e e e et
| seqErrLoss |
T T T S S T i S S T R S U S S S A S
| segEr r Goo |
B i s T T i i o S o T Ji I
| seqEr r Dup |
o S i S S A S
| cl ockDel taM n |
T T T S S e T e S e it S S S S S S
| del ayVarM n |



B i s T T i i o S o T Ji I
| del ayVar Max |
i I i S s S i M DR SR
| del ayVar Sum |
I i I S R e S e S S
| del ayVar Cnt |
B i s T T i i o S o T Ji I
| rttM ni mum |
i I i S e S it SN DU DU SRS
| rttvar Sanmpl e |
I i I S s S S SR S o
| delayM nUpd | reservedl | reserved?2 |
B i s T T i i o S o T Ji I
| tiDel taTime |
i I i S e S it SN DU DU SRS
| ti RxDat agr ans |
I i I S i e i ik N U N SR S
| ti RxByt es |
B i s T T i i o S o T Ji I
| spduTi nme_sec |
i I i S s S i S i S M i
| spduTi ne_nsec |
I i I S R s w h SR N SR S
| reserved3 | reserved4 | aut hibde

B i s T T i i o S o T Ji I
| aut hUni xTi me |
i I i S e S it SN DU DU SRS
. aut hDi gest (32 octets) .
e e i S i I S ik i S N SR S

keyl d reservedAut hl | checkSum
B i s T T i i o S o T Ji I

Figure 10: Status PDU Layout
Note that the Sending Rate structure is defined in Section 7.

The primary role of the Status Feedback nessage is to conmunicate the
traffic conditions at the Load PDU receiver to the Load PDU sender.
Wil e the Sub-Interval statistics saved (sisSav) structure covers the
nmost recently saved (conpleted) Sub-Interval, simlar fields directly
in the Status PDU itself cover the nost recent trial interval (the
time period between Status Feedback nmessages, conpleted by this
Status PDU). Both sets of statistics SHALL al ways be popul ated by
the Load PDU receiver, regardless of role (client or server).

Details on the Status PDU neasurement fields are provided in

[ RFCO097]. The authentication and checkSumfields follow the sane
met hodol ogy as with the Setup Request and Response. Additi onal
information regarding fields not defined previously are as foll ows:

pdul d: | ANA has assigned the hex val ue OXFEED (Section 12.3.1).

spduSeqNo: A four-octet field containing the Status PDU sequence
nunber (starting at 1). Used by the Load PDU sender to detect
Status PDU loss (in the unloaded direction). The |loss count is
conmmuni cat ed back to the Load PDU receiver via spduSeqErr in
subsequent Load PDUs.

subl nt SeqNo: A four-octet field containing the Sub-Interval sequence
nunber (starting at 1) that corresponds to the statistics provided
in sisSav, for the |last saved (conpl eted) Sub-Interval.

sisSav: Sub-Interval statistics saved (conpleted) for the nost
recent Sub-Interval (as designated by the sublntSegqNo). These
consist of the follow ng fields:



rxDatagrams: A four-octet field Sub-Interval indicating the
nunber of received datagrans during the Sub-Interval

rxBytes: An eight-octet field indicating the Sub-Interval byte
count (eight octets chosen to prevent overflow at hi gh speeds).

deltaTime: A four-octet field indicating the exact duration of
the Sub-Interval in us. Used to calculate the received traffic
rate together with rxBytes.

seqErrLoss/ seqErr Goo/ seqErrDup: Three four-octet fields popul ated
by the | oss, out-of-order, and duplicate totals. Available for
both the Sub-Interval and trial interval; it is a breakout of
the SeqErrors count in Table 3 of [TR-471]. seqErrCoo and
seqErrDup are realized by conparing sequence nunbers. A
| ookback list of the last n sequence nunbers received is used
as the basis. Each Load PDU sequence nunber is checked agai nst
this | ookback. The nunmber n nmay depend on the inplenmentation
and on typical characteristics of environments, where UDPSTP is
depl oyed (like nobile networks or W-Fi). Currently, a default
sequence nunber interval of n=32 has been chosen. Specifically
for seqErr oo, each successively received higher segno sets the
next - expect ed segno to seqno+l, and anything below that is
consi dered out of order (i.e., delayed). For exanple, given
t he sequence 93, 94, 95, 100, 96, 97, 101, 98, 99, 102, 103,

reception of 96, 97, 98, and 99 would not increnent the

next - expect ed seqno and woul d all be considered out of order

de

ayVar M n/ del ayVar Max/ del ayVar Suni del ayVarCnt: Four four-oct et
fields popul ated by the one-way del ay variati on measurenents of
all received Load PDUs (where avg = sunicnt). For each Load
PDU received, the send tinme (I pduTine_sec/| pduTi ne_nsec) is
subtracted fromthe | ocal receive tine, which is then
normal i zed by subtracting the current clockDeltaM n. Avail able
for both the Sub-Interval and trial interval

rttVarM ni muml rttVar Maxi mum (in sisSav): Two four-octet fields
popul ated by the m ni rum and nmaxi mum RTT del ay variation
(rttvarSanple) in the Sub-Interval designated by the

subl nt SegNo.

accunili me: The accumul ated tine of the test in ns, based on the
duration of each Sub-Interval. Equivalent to the sum of each
del taTime (although in ns) sent in each Status PDU during the
test.

clockDeltaM n: A four-octet field indicating the mninmm clock delta
(difference) since the beginning of the test. Obtained by
subtracting the send time of each Load PDU (I pduTi me_sec/
| pduTime_nsec) fromthe local tinme that it was received. This
value is initialized with the first Load PDU received and is
updated with each subsequent one to maintain a current (and
continuously updated) mininum |f the endpoint clocks are
sufficiently synchronized, this will be the m ni num one-way del ay
in m. Oherwise, this value may be negative but still valid for
one-way del ay variation neasurenents for the default test duration
(default is 10 seconds). |If the test duration is extended to a
range of minutes, where significant clock drift can occur,
synchroni zed (or at |east well-disciplined) clocks may be
required.

rttMninmum (in Status PDU): A four-octet field indicating the
m ni mum "adj usted" RTT neasured since the beginning of the test.
See rttRespDelay (Section 8.1) regardi ng "adjusted" neasurenents.
RTT is obtained by subtracting the copied spduTi me_sec/
spduTine_nsec in the received Load PDU fromthe local tine at



which it was received. This m nimum SHALL be kept current (and
conti nuously updated) via each Load PDU received with an updated
spduTi ne_sec/ spduTi ne_nsec. This value MJST be positive. Before
an initial value can be established, and because zero is itself
valid, it SHALL be set to STATUS NODEL when communi cated in the
St at us PDU.

rttVarSanple: A four-octet field indicating the nost recent
"adj usted" RTT delay variation neasurenment. See rttRespDel ay
(Section 8.1) regarding "adjusted" neasurenents. RTT del ay
variation is obtained by subtracting the current (and continuously
updat ed) "adjusted" RTT mininum comunicated as rttMnimum (in
Status PDU), from each "adjusted" RTT neasurenent (which is itself
obt ai ned by subtracting the copi ed spduTi me_sec/ spduTi me_nsec in
the received Load PDU fromthe local time at which it was
received). Note that while one-way delay variation is neasured
for every Load PDU received, RTT delay variation is only sanpl ed
via the Status PDU sent and the very next Load PDU received with
the correspondi ng updat ed spduTi ne_sec/spduTi ne_nsec. When a new
val ue i s unavail able (possibly due to packet |oss), and because
zero is itself valid, it SHALL be set to STATUS NODEL when
communi cated in the Status PDU

del ayM nUpd: A one-octet field. Boolean, 0 or 1, indicating that
the clockDeltaM n and/or rttMninmum (in Status PDU), as measured
by the Load PDU receiver, has been updat ed.

ti Del taTime/ti RxDat agranms/ti RxBytes: Three four-octet fields
popul ated by the trial interval time in us, along with the
recei ved datagram and byte counts. Used to calculate the received
traffic rate for the trial interval.

spduTi ne_sec/ spduTi ne_nsec: Two four-octet fields containing the
local transnmit tine of the Status PDU. Expected to be copied into

spduTi ne_sec/ spduTi ne_nsec in subsequent Load PDUs after being
received by the Load PDU sender. Used for RTT measurenents.

aut hMbde: Sane as in Section 6. 1.

aut hUni xTine: Same as in Section 6. 1.
authDigest: Same as in Section 6.1.
keyld: Sane as in Section 6. 1.
reservedAuthl: Same as in Section 6. 1.
checkSum Sanme as in Section 6. 1.

The Status Feedback message PDU (as well as the included Sub-Interval
statistics structure) SHALL be organi zed as foll ows:

<CODE BEGQ NS>

/1]

/] Sub-Interval statistics structure for received traffic information
/1

#pragma pack(push, 1)

struct sublntStats {

ui nt 32_t rxDat agr ans; /1l Received datagrans

ui nt 64_t rxBytes; /'l Received bytes (64 bits)
uint32_t del taTime; [l Time delta (us)

uint32_ t seqErrLoss; /1 Loss sum

uint32_t segErrQoo; /1 Qut-of-order sum

ui nt 32_t seqErrDup; /] Duplicate sum

uint32_t del ayVarM n; /1 Delay variation nininmm (ns)

ui nt 32_t del ayVar Max; /1 Delay variation maxi mum (1s)



ui nt 32_t del ayVar Sum /1 Delay variation sum (ns)
uint32_t del ayvarCnt; /1 Delay variation count
uint32 t rttvarMninmum // Mninmum RTT variation (ns)
uint32_t rttVvarMaxi mum // Maxi mum RTT variation (ns)
ui nt 32_t accunili ne; /1 Accurul ated time (ns)

3

#pragma pack(pop)

I

/1 Status Feedback header for UDP payl oad of status PDUs

11

struct statusHdr {

#defi ne STATUS | D OxFEED
uint16_t pdul d; /1l PDUID
uint8 t testAction; // Test action
uint8 t rxStopped; // Receive traffic stopped (BOCQL)
uint32_t spduSeqgNo; // Status PDU sequence numrber
struct sendingRate srStruct; // Sending Rate structure

ui nt 32_t subl nt SeqNo; /1 Sub-1nterval sequence number
struct sublntStats sisSav; /1 Sub-lnterval stats saved
uint32_ t seqErrLoss; /1 Loss sum
uint32_t seqgErrQoo; /1 Qut-of-order sum
ui nt 32_t seqErrDup; /] Duplicate sum
uint32_t clockbeltaMn; // dock delta ninimm (ns)
uint32_t del ayVarM n; /1 Delay variation nininmm (ns)
ui nt 32_t del ayVar Max; /1 Delay variation maxi mum (1s)
uint32_t del ayVar Sum /1 Delay variation sum (ns)
uint32 t del ayvarCnt; /1 Delay variation count

#def i ne STATUS NODEL U NT32_MAX // No del ay data/val ue
uint32_t rttM ni mum [l Mn round-trip time sanpled (ns)
uint32_t rttvarSanple; // Last round-trip time sanple (ns)
uint8_ t del ayM nUpd; /1 Delay mnimm(s) updated (BOCL)
uint8 t reservedl; /1 (reserved for alignnent)
uintl6 t reserved?; /1 (reserved for alignnent)

uint32 t tiDeltaTine; /1 Trial interval delta time (us)
uint32_t tiRxDatagrams; // Trial interval receive datagrans
uint32_t tiRxBytes; /1 Trial interval receive bytes
uint32_t spduTine_sec; // Send time of this status PDU
uint32 t spduTine _nsec; // Send time of this status PDU

uintl6 t reserved3; /1 (reserved for alignnent)
uint8 t reserved4; /1 (reserved for alignnent)
|| ========== |Integrity Verification ==========

ui nt 8_t aut hivbde; /1 Authentication node

uint32_t authUnixTime; // Authentication tinestanp
uint8 t aut hDi gest[ AUTH DI GEST _LENGTH] ;

uint8 t keyld; /1l Key IDin shared table
uint8 t reservedAuthl; // (reserved for alignnent)
uint16_t checkSum /| Header checksum

}

<CODE ENDS>

Figure 11: Status PDU
St oppi ng a Test

VWhen the test duration timer (testintTine) on the server expires, it
SHALL set the local connection test action to TEST ACT_STOPl (phase 1
of graceful termnation). This is sinply a non-reversible state
awai ting the next nessage(s) to be sent fromthe server. During this
time, any received Load or Status PDUs are processed normally.

Upon transm ssion of the next Load or Status PDUs, the server SHALL
set the local connection test action to TEST _ACT_STOP2 (phase 2 of
graceful termnation) and mark any outgoing PDUs with a testAction
val ue of TEST_ACT_STOP2. While in this state, the server MAY reduce
any Load PDU bursts to a size of one.
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10.

When the client receives a Load or Status PDU with the TEST_ACT_STOP2
indication, it SHALL finalize testing, display the test results, and
mark its local connection with a test action of TEST _ACT_STOP2 (so
that any PDUs subsequently received can be ignored).

Wth the test action of the client’s connection set to
TEST_ACT_STOP2, the very next expiry of a send timer, for either a
Load or a Status PDU, SHALL result in it and any subsequent PDUs
being sent with a testAction value of TEST _ACT_STOP2 (as confirmation
to the server). Wile inthis state, the client MAY reduce any Load
PDU bursts to a size of one. The client SHALL then schedul e an
imredi ate end tine for the connection

When the server receives the TEST ACT_STOP2 confirmation in the Load
or Status PDU, the server SHALL schedule an imediate end tine for
the connection that closes the socket and deal | ocates the associ at ed
resources. The TEST_ACT_STOP2 exchange constitutes a gracefu
termnation of the test.

In a non-graceful test stop due to path failure, the watchdog
timeouts at each endpoint will expire (sonetines at one endpoint
first); notifications in |ogs, STDOUT, and/or formatted output SHALL
be made; and the endpoint SHALL schedule an i mediate end time for

t he connecti on.

If an attacker clears the TEST _ACT_STOP2 indication, then the
configured test duration tiner (testlntTinme) at the server and client
SHALL take precedence and the endpoint SHALL schedule an i medi ate
end tine for the connection

Operational Considerations for the Measurenment Method

The architecture of the nethod requires two cooperating hosts
operating in the roles of Src (test packet sender) and Dst
(receiver), with a nmeasured path and return path between them

The nom nal duration of a nmeasurenent interval at the Destination,
paraneter testIntTinme, MJIST be constrained in a production network,
since this is an active test method and it will |ikely cause
congestion on the Src to Dst host path during a test.

It is RECOWENDED to | ocate test endpoints as close to the intended
measured link(s) as practical. The testing operator MJST set a val ue
for the MaxHops paraneter, based on the expected path length. This
paraneter can keep neasurenent traffic fromstraying too far beyond

t he intended path.

It is obviously counterproductive to run nore than one independent
and concurrent test (regardl ess of the nunmber of flows in the test
stream when attenpting to neasure the nmaxi mum capacity on a single
pat h. The nunmber of concurrent, independent tests of a path SHALL be
limted to one

The load rate adjustnment algorithms scope is Iimted to hel ping
determ ne the Maxi mum | P-Layer Capacity in the context of an

i nfrequent, diagnostic, short-termneasurenent. It is RECOVMMENDED to
di sconti nue non-neasurenent traffic that shares a subscriber’s

dedi cated resources while testing: neasurenents nay not be accurate,
and t hroughput of competing elastic traffic may be greatly reduced.

See Section 8 of [RFCI9097] for a discussion of the Method of
Measur enment beyond purely operational aspects.

1. Notes on Interface Measurenents

Addi tional neasurenments nmay be useful in specific circunstances. For
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exanple, interface byte counters neasured by a client at a
residential gateway are possible when the client application has
access to an interface that sees all traffic to/froma service
subscriber’s location. Adding a byte counter at the client for

downl oad or upload directions could be used to neasure total traffic
and possibly detect when non-test traffic is present (and using
capacity). The client may not have the CPU cycl es avail able to count
both the interface traffic and | P-Layer Capacity sinultaneously, so
this form of diagnostic neasurenent may not be possible.

Security Considerations

Active nmetrics and neasurenents have a |l ong history of security
considerations. The security considerations that apply to any active
measurenent of |ive paths are relevant here. See [RFC4656] and

[ RFC5357] .

When consi dering privacy of users activating neasurenents as a
service or users whose traffic is nmeasured, the sensitive information
avail abl e to potential observers is greatly reduced when using active
techniques that are within this scope of work. Passive observations
of user traffic for measurenent purposes raise many privacy issues.
See the privacy considerations described in the LMAP Franmewor k

[ RFC7594], which covers active and passive techni ques.

Bel ow are sonme new consi derations for capacity neasurenent as
described in this docunent.

1. Cooperating client and server hosts and agreenents to test the
pat h between the hosts are REQU RED. Hosts performin either the
server or the client roles. One way to assure a cooperative
agreenent enpl oys the optional Authorization node is through the
use of the authDigest field and the known identity associated
with the shared key used to create the authDigest field via the
KDF. Oher nmeans are al so possible, such as access control lists
at the server.

2. It is REQURED to have a user client-initiated setup handshake
bet ween cooperating hosts that allows firewalls to contro
i nbound unsolicited UDP traffic that goes to either a contro
port or epheneral ports that are only created as needed.
Firewal | s protecting each host can continue to do their jobs
normal | y.

3. dient-server authentication and integrity protection for
f eedback nmessages conveyi ng neasurenents is RECOMMENDED. To
acconmodat e different host limtations and testing circunstances,
di fferent nodes of operation are available, as described in
Section 5.

4, Hosts MJUST |limt the nunber of sinultaneous tests to avoid
resource exhaustion and i naccurate results.

5. Senders MUST be rate-limted. This can be acconplished using a
pre-built table defining all the offered sending rates that wll
be supported. The default and optional |oad rate adjustnent
algorithmresults in "ranp up" fromthe lowest rate in the table.
Optionally, the server could utilize the naxBandwi dth field (and
the CHSR USDIR BIT bit) in the Setup Request fromthe client to
limt the maximumthat it will attenpt to achieve.

6. Service subscribers with limted data vol unes who conduct
extensive capacity testing m ght experience the effects of
Service Provider controls on their service. Testing with the
Service Provider’s neasurenent hosts SHOULD be linmited in
frequency and/or overall volune of test traffic (for example, the
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range of test interval duration values should be limted).

One specific attack that has been recognized is an on-path attack on
the testAction field where the attacker would set or clear the STOP
indication. Setting the indication in successive packets terninates
the test prematurely, with no threat to the Internet but annoyance
for the testers. |If an attacker clears the STOP indication, the
mtigation relies on know edge of the test duration at the client and
server, where these hosts cease all traffic when the specified test
duration is conplete.

Aut henti cati on methods and requirenents steadily evolve. Alternate
aut henti cati on nmodes provide for algorithmagility by defining a new
node, whose support is indicated by assigning a suitable "Test Setup
PDU Aut henti cation Modde" registry value (see Section 12.3.4 ).

| ANA Consi der ati ons

Per this docunent, |ANA has assigned a UDP port nunber for the Test
Set up exchange in the Control phase of protocol operation and has
created a new registry group for the UDPSTP.

1. New User Port Number Assignnent

| ANA has registered the follow ng service nane in the "Service Nane
and Transport Protocol Port Nunber Registry":

Service Name: udpstp

Port Number: 24601

Transport Protocol: udp

Description: UDP-based |IP-Layer Capacity and Perfornmance Measurenent
pr ot ocol

Assi gnee: | ESG <iesg@etf.org>

Contact: |ETF Chair <chair@etf.org>

Ref erence: RFC 9946

The protocol uses |IP-Layer Unicast. A single port nunber was
assigned to help configure firewalls and other port-based systens for
access control prior to negotiating dynam c ports between client and
server.

2. New KeyTabl e KDF

| ANA has added the following KDF entry to the "KeyTabl e KDFs"
registry (see <https://ww.iana. org/assi gnnent s/ keyt abl e>):

| KDF | Description | Reference |
[ gt ———— Ll ———(———————————_———————————— Ll pp—p—p—(———r
| HMAC- SHA- 256 | HMAC using the SHA-256 hash | [ RFC6234] |
. e S +

Table 1: KeyTabl e KDFs Registry
3. New UDPSTP Registry G oup

| ANA has created the registries in the subsections that foll ow under
a new registry group called "UDP Speed Test Protocol (UDPSTP)".

| ANA has added the follow ng note under the "UDP Speed Test Protocol
(UDPSTP) " registry group:

| Note: Values reserved for Experinental Use are not expected to be
| used on the Internet but are expected to be used for experinents
| that are confined to closed environnments.



12.3.1. PDU Identifier Registry

| ANA has created the "PDU Identifier" registry under the "UDP Speed
Test Protocol (UDPSTP)" registry group. Every UDPSTP PDU contains a
two-octet pduld field identifying the role and fornmat of the PDU that
follows. The code points in this registry are allocated according to
the registration procedures [RFC38126] described in Table 2

[ s e
| Range | Registration Procedures

| 0x0000 | Reserved |
T o e e e e e e oo +
| 0x0001-0x7F00 | Specification Required |
Fom e o m oo +
| Ox7F01-O0x7FEO | Experimental Use |
oo Fom e +
| Ox7FE1l-O0x7FFF | Private Use |
T o e e e e e e oo +
| 0x8000-0xFFFE | | ETF Revi ew |
Fom e o m oo +
| OXFFFF | Reserved |
oo Fom oo +

Tabl e 2: Registration Procedures for
the PDU Identifier Registry

| ANA has assigned values in the "PDU Identifier" registry as foll ows:

| Val ue | Description | Reference

[} gttt ————— Ll —————————————————————————— plp—p—p—_———————
| 0x0000 | Reserved | RFC 9946 |
o o m e e e e e e aaao o Fom e oo +
| Ox7F01-0x7FEO | Reserved for Experinmental Use | RFC 9946 |
Fom e e e oo - o mm e e e e e e e e e e e memmao-- o m e e e - +
| Ox7FEl-Ox7FFF | Reserved for Private Use | RFC 9946 |
R oo e e e e e e e e oo oo M +
| OxACE1l | Test Setup PDU | RFC 9946 |
o o m e e e e e e aaao o Fom e oo +
| OxACE2 | Test Activation PDU | RFC 9946 |
Fom e e e oo - o mm e e e e e e e e e e e memmao-- o m e e e - +
| OxBEEF | Load PDU | RFC 9946 |
R oo e e e e e e e e oo oo M +
| OxDEAD | Null PDU | RFC 9946
o o m e e e e e e aaao o Fom e oo +
| OXFEED | Status Feedback PDU | RFC 9946

Fom e e e oo - o mm e e e e e e e e e e e memmao-- o m e e e - +
| OxFFFF | Reserved | RFC 9946 |
R oo e e e e e e e e oo oo M +

Table 3: Initial Values of the PDU Identifier Registry
12.3.2. Protocol Version Registry

| ANA has created the "Protocol Version" registry under the "UDP Speed
Test Protocol (UDPSTP)" registry group. UDPSTP Test Setup Request,
Test Setup Response, and Test Activation Request PDUs contain a two-
octet protocol Ver field, identifying the version of the protocol in
use. The code points in this registry are allocated according to the
regi stration procedures [RFC8126] described in Table 4.



S o e e e e e e oo +
| 20-40960 | 1ETF Revi ew |
S o m oo +
| 40961-53248 | Specification Required |
S Fom e +
| 53249-65534 | Experinmental Use |
S o e e e e e e oo +
| 65535 | Reserved |
S o m oo +

Table 4: Registration Procedures for
the Protocol Version Registry

I ANA has assigned decinmal value 20 in the "Protocol Version" registry

as foll ows:

[ b e pos e g
| Value | Reference

+o——————4 o=+
| 20 | RFC 9946 |
+------- I +

Table 5: Initial Value

of the Protocol
Ver si on Registry

12.3.3. Test Setup PDU Modifier Bitmap Registry

| ANA has created the "Test Setup PDU Modifier

Bi t map" regi stry under

the "UDP Speed Test Protocol (UDPSTP)" registry group. The Test
Setup PDU | ayout contains a nodifierBitmap field. The bitmaps in
this registry are allocated according to the registration procedures

[ RFC8126] described in Table 6.

[ ool e
| Range | Registration
[} g ———————— = p—p—p—(———
| 00000000-01111111 | | ETF Revi ew

S TRy .
| 10000000 | Reserved

I IR .

Tabl e 6: Registration Procedures for the

Test Setup PDU Modifier Bitnmap

Regi stry

I ANA has assigned bitnmap values in the "Test Setup PDU Mdifier

Bi t map" registry as foll ows:

[ gy e p—p—p—p—(——(—(—(—(———(——————
| Value | Description

R el Lo s
| Ox00 | No modifications

Fommma - T T re e
| Ox01 | Allow Junbo datagram sizes

| | above sending rates of 1 Gops

| Ox02 | Use Traditional MIU (1500
| | bytes with an I P header)

—=4===—=—==—=—=—=—==+
| Reference
bl ety o
| RFC 9946 |
I I I I R +
| RFC 9946 |
Bl e +
| RFC 9946 |
I I
I I I I R +

Table 7: Initial Values of the Test Setup PDU
Modi fier Bitmap Registry

12.3.4. Test Setup PDU Aut hentication Mdde Registry

| ANA has created the "Test Setup PDU Authentication Mdde" registry
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under the "UDP Speed Test Protocol (UDPSTP)" registry group. The
Test Setup PDU | ayout contains an authMode field. The code points in
this registry are allocated according to the registration procedures
[ RFC8126] described in Table 8.

B el oo oo s °)
| Range | Registration Procedures

[ gt e e s
| 0-59 | I ETF Review |
T o m e e e e i oo +
| 60-63 | Experinmental Use |
B o e e e e e e e e aao- +
| 64-255 | Reserved |
E o e e e e e oo +

Tabl e 8: Registration Procedures
for the Test Setup PDU
Aut henti cati on Mbde Registry

I ANA has assigned decinmal values in the "Test Setup PDU
Aut henti cation Modde" registry as follows:

| Value | Description | Reference

[ ety e p—p—p—p—_——————————————_——————————————————————— Ll p—p—p—_——r L
| O | Not used | RFC 9946 |
S D O S +
| 1 | Required authentication for | RFC 9946 |
| | the Control phase | |
N o m e e e e e e e e e e e e e e e e e e e e e e emamao o N +
| 2 | Required authentication for | RFC 9946 |
| | the Control and Data phases | |
S D e S +

Table 9: Initial Values of the Test Setup PDU Aut henticati on Mde
Regi stry

3.5. Test Setup PDU Conmmand Response Field Registry

| ANA has created the "Test Setup PDU Command Response Field" registry
under the "UDP Speed Test Protocol (UDPSTP)" registry group. The
Test Setup PDU | ayout contains a cndResponse field. The code points
inthis registry are allocated according to the registration
procedures [ RFC8126] described in Table 10.

B e oo s s =)
| Range | Registration Procedures

[ ool e
| 0-127 | IETF Review |
S I T ] +
| 128-239 | Specification Required

I I I ] +
| 240-249 | Experinental Use |
I I T +
| 250-254 | Private Use |
S I T ] +
| 255 | Reserved |
I I I ] +

Tabl e 10: Registration Procedures
for the Test Setup PDU Command
Response Field Registry

I ANA has assigned decimal values in the "Test Setup PDU Comrand
Response Field" registry as foll ows:
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[} gty e —_———————————————_—_——————————(—————————— Ll p—p—(—_—r
| Val ue | Description | Reference |
[ sl s sl Ll
| O | None (used by client in Request) | RFC 9946 |
S o m m e e e e e e e e e e e e e e e e mee oo R +
| 1 | Acknow edgmrent | RFC 9946 |
S R T R +
| 2 | Bad protocol version | RFC 9946 |
S o m e e e e e e e e e e e e e e e eee e Fom e +
| 3 | I'nvalid Junmbo datagram option | RFC 9946 |
S o m m e e e e e e e e e e e e e e e e mee oo R +
| 4 | Unexpected authentication in Setup Request | RFC 9946 |
S R T R +
| 5 | Authentication mssing in Setup Request | RFC 9946 |
S o m e e e e e e e e e e e e e e e eee e Fom e +
| 6 | I'nvalid authentication nethod | RFC 9946 |
S o m m e e e e e e e e e e e e e e e e mee oo R +
| 7 | Authentication failure | RFC 9946 |
S R T R +
| 8 | Authentication tine is invalid in Setup | RFC 9946 |
| | Request | |
S o m e e e e e e e e e e e e e e e e e eemem e Fom e oo +
| 9 | No maximumtest bit rate specified | RFC 9946 |
B o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e N +
| 10 | Server maximumbit rate exceeded | RFC 9946 |
R oo m o e e e e e e e e e e e e e e e e e e meao— o S +
| 11 | MIU option does not match server | RFC 9946 |
S o m e e e e e e e e e e e e e e e e e eemem e Fom e oo +
| 12 | Multi-connection paraneters rejected by | RFC 9946 |
| | server | |
S R T R +
| 13 | Connection allocation failure on server | RFC 9946 |
S o m e e e e e e e e e e e e e e e eee e Fom e +
| 240-249 | Reserved for Experinental Use | RFC 9946 |
S o m m e e e e e e e e e e e e e e e e mee oo R +
| 250-254 | Reserved for Private Use | RFC 9946 |
S R T R +
| 255 | Reserved | RFC 9946 |
S o m e e e e e e e e e e e e e e e eee e Fom e +

Table 11: Initial Values of the Test Setup PDU Conmand Response
Field Registry

Note that value 4 is required for backward conpatibility with

previ ous experinental versions of software already in use. Further,
value 6 signals that a client erroneously used an aut hMode t hat
hasn’t been standardized yet (i.e., authMbde is greater than 1 or 2).

3.6. Test Activation PDU Command Request Registry

| ANA has created the "Test Activation PDU Command Request" registry
under the "UDP Speed Test Protocol (UDPSTP)" registry group. The
Test Setup PDU | ayout contains a cnmdRequest field. The code points
inthis registry are allocated according to the registration
procedures [RFC8126] described in Table 12.

[ ety el o
| Range | Registration Procedures |
b oo s s )
| 0-127 | I ETF Review |
F---- - - - B T I I +
| 128-239 | Specification Required |
L I T T +
| 240-249 | Experinental Use |
Fo-m e - - I T +

| 250-254 | Private Use |



Tabl e 12: Registration Procedures
for the Test Activation PDU
Conmand Request Registry

| ANA has assigned decinmal values in the "Test Activati on PDU Conmand
Request" registry as foll ows:

[ e e s s s sl oot 1}
| Val ue | Description | Reference

[ st fumsfespumely ety ey o}
| O | No Request | RFC 9946
S e S +
| 1 | Request test in upstream | RFC 9946

| | direction (client to server) | |
S R o e e e e e e e e e o R +
| 2 | Request test in downstream | RFC 9946

| | direction (server to client) | |
S o m oo S +
| 240-249 | Reserved for Experinental | RFC 9946 |
I | Use I I
S R o e e e e e e e e e o R +
| 250-254 | Reserved for Private Use | RFC 9946
O e U +
| 255 | Reserved | RFC 9946
S o m oo S +

Table 13: Initial Values of the Test Activation
PDU Conmand Request Registry

12.3.7. Test Activation PDU Modifier Bitmap Registry

| ANA has created the "Test Activation PDU Modifier Bitmap" registry
under the "UDP Speed Test Protocol (UDPSTP)" registry group. The
Test Activation PDU | ayout (also) contains a nodifierBitmap field.
The bitmaps in this registry are allocated according to the

regi stration procedures [RFC8126] described in Table 14.

| Range | Registration Procedures

[} e —————————— Ll —p—_———————————
| 00000000-01111111 | | ETF Review |
. T +
| 10000000 | Reserved |
o e e e e m e i oo o e e e e e e e e aao- +

Tabl e 14: Registration Procedures for the
Test Activation PDU Modifier Bitnmap
Regi stry

| ANA has assigned bitmap values in the "Test Activation PDU Mdifier
Bi t map” registry as foll ows:

[ s s e e e e e e s e e s s e e e s s e s s e e s s s et
| Value | Description | Reference

| Ox00 | No nodifications | RFC 9946
R, oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o R

| 0x01 | Set when srlndexConf is | RFC 9946

| | start rate for search |

Fomm o - o m m e e e e e e e e e e e e e e e e e e e e mee— o on Fom e oo

| Ox02 | Set for random zed UDP | RFC 9946

| | payl oad |



Table 15: Initial Values of the Test Activation PDU Modifier
Bitmap Registry

12.3.8. Test Activation PDU Rate Adjustnment Al go Registry

12.

| ANA has created the "Test Activation PDU Rate Adjustnent Al go"
registry under the "UDP Speed Test Protocol (UDPSTP)" registry group.
The Test Activation PDU | ayout contains a rateAdjAl go field. The
code points in this registry are allocated according to the

regi stration procedures [RFC8126] described in Table 16.

B Sl sl
| Range | Registration Procedures |
[ ool e e s
| AY | IETF Review |
+------- I T +
| z | Reserved |
+------- T i I S +

Tabl e 16: Registration
Procedures for the Test
Activation PDU Rate Adjustnent
Al go Registry

| ANA has added the follow ng note under the "Test Activation PDU Rate
Adj ust nent Al go" registry:

| Note: The algorithmidentifier is a capitalized al phabetic UTF-8
| value (A-2), specified by the corresponding increnental numeric.

| ANA has assigned capitalized al phabetic UTF-8 val ues, as well as the
correspondi ng increnental numeric values, in the "Test Activation PDU
Rat e Adj ustment Al go" registry as foll ows:

[} e —————— Ll p—p—p——————————_——————— Ll —p——(—(———r L
| Value(Nureric) | Description | Reference |
[ sty ey ey o
| A(n/a) | Not used | RFC 9946 |
o a o o o e e o - +
| B(0) | Rate algorithm Type B | [Y.1540And2] |
o e o e e e e o e e - +
| C(1) | Rate algorithm Type C | [TR-471] |
o a o e oo s +

Table 17: Initial Values of the Test Activation PDU
Rat e Adj ustment Al go Registry

3.9. Test Activation PDU Command Response Field Registry

| ANA has created the "Test Activation PDU Command Response Fiel d"
registry under the "UDP Speed Test Protocol (UDPSTP)" registry group.
The Test Activation PDU | ayout (al so) contains a cndResponse field.
The code points in this registry are allocated according to the

regi stration procedures [RFC8126] described in Table 18.

B e oo s s =)
| Range | Registration Procedures |
[ ool e
| 0-127 | IETF Review |
+---- - - - T i I S +
| 128-239 Speci fication Required |
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13.

13.

| 250-254 | Private Use |

Tabl e 18: Registration Procedures
for the Test Activation PDU
Conmand Response Field Registry

| ANA has assigned decinmal values in the "Test Activation PDU Comand
Response Field" registry as foll ows:

[ gttty fp—p——p——(—————————(—(—(——————————————— Ll pp—p—p—(———r
| Val ue | Description | Reference

[ bl el Ll
| O | None (used by client in Request) | RFC 9946 |
T e S IR +
| 1 | Server acknow edgnent | RFC 9946 |
S R T R +
| 2 | Server indicates an error | RFC 9946 |
S TRy e S +
| 240-249 | Reserved for Experinental Use | RFC 9946
T e T S IR +
| 250-254 | Reserved for Private Use | RFC 9946 |
S R T R +
| 255 | Reserved | RFC 9946 |
S TRy e S +

Table 19: Initial Values of the Test Activation PDU
Conmand Response Field Registry

4. CGuidelines for Designated Experts

It is suggested that nultiple designated experts be appointed for
regi stry change requests.

Criteria that should be applied by the designated experts include
determ ni ng whether the proposed registration duplicates existing
entries and whether the registration description is clear and fits
the purpose of this registry.

Regi stration requests are evaluated within a two-week revi ew period
on the advice of one or nore designated experts. Wthin the review
period, the designated experts will either approve or deny the

regi stration request, comunicating this decision to | ANA. Denials
shoul d i nclude an explanation and, if applicable, suggestions as to
how to make the request successful
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Appendi x A.  KDF Exampl e (OpenSSL)

<CODE BEG NS>
11
/] CQutput individual authentication keys of |ength SHA256_KEY_LEN
/1 fromderived key material.
I
/1l Return Values: 0 = Failure, 1 = Success
I
i nt kdf _hmac_sha256(char *Kin, uint32_t authUni xTine,
unsi gned char *cAut hKey, /1 dient key
unsi gned char *sAuthKey) { // Server key



int var, keylen = SHA256_KEY_LEN * 2;
char context[16];

unsi gned char *keyptr, keybuf[keyl en];
EVP_KDF *kdf = NULL;

EVP_KDF_CTX *kctx = NULL;

OSSL_PARAM par ans[ 16], *p = parars;

I

/1 Fetch KDF al gorithm and create context

11

if ((kdf = EVP_KDF fetch(NULL, "KBKDF', NULL)) == NULL) {
return O;

}

i

f ((kctx = EVP_KDF_CTX new kdf)) == NULL) {
EVP_KDF free(kdf);
return O;

}

/1
/1 Set paraneters for KBKDF
e e
*p++ = OSSL_PARAM construct _utf8 string(
OSSL_KDF_PARAM MODE, " COUNTER', 0);
*p++ = OSSL_PARAM construct _utf8_ string(
OSSL_KDF_PARAM MAC, "HVAC', 0);
*p++ = OSSL_PARAM construct _utf8 string(
OSSL_KDF_PARAM DI GEST, "SHA256", 0);
*p++ = OSSL_PARAM construct _octet string(
OSSL_KDF_PARAM KEY, Kin, strlen(Kin));
*p++ = OSSL_PARAM construct _octet _string(
OSSL_KDF_PARAM SALT, "UDPSTP", 6);
var = snprintf(context, sizeof(context), "%", authUnixTine);
*p++ = OSSL_PARAM construct _octet string(
OSSL_KDF_PARAM | NFO, context, var);

11
/1l Confirmthe follow ng are enabl ed
/1
var = 1,
*p++ = OSSL_PARAM construct i nt (OSSL_KDF_PARAM KBKDF USE L, &var);
*p++ = OSSL_PARAM construct i nt(
OSSL_KDF_PARAM KBKDF_USE_SEPARATOR, &var);
I

/1 Set counter length in bits (available as of OpenSSL 3.1)
I
var = 32; // Length of 32 is backward conpatible with OQpenSSL 3.0

*p++ = OSSL_PARAM construct i nt (OSSL_KDF_PARAM KBKDF R, &var);
*p++ = OSSL_PARAM construct _end();
e R R P
I

/1 Derive key materi al

11

i f (EVP_KDF_derive(kctx, keybuf, keylen, params) < 1) {
EVP_KDF_CTX free(kctx);
EVP_KDF_free(kdf);
return O,

}

11

/1 Qutput individual keys

/1

keyptr = keybuf;

mencpy( cAut hKey, keyptr, SHA256 KEY_LEN);
keyptr += SHA256_KEY_LEN,
mencpy( sAut hKey, keyptr, SHA256_ KEY_LEN);



/1

/1 d eanup

11

EVP_KDF_CTX free(kctx);
EVP_KDF_free(kdf);
return 1,

}
<CODE ENDS>
Fi gure 12: KDF Exanpl e Code Sni ppet
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