I nternet Engineering Task Force (IETF) L. Eggert, Ed.

Request for Comments: 9945 Mozill a
BCP: 245 E. Lear, Ed.
bsol etes: 3683, 3934 Cisco Systens
Updat es: 2418, 9245 February 2026

Cat egory: Best Current Practice
| SSN: 2070- 1721

| ETF Comunity Mbderation
Abst r act
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This meno obsol etes RFCs 3683 and 3934, and it updates RFCs 2418 and
9245 by establishing a policy for the noderation of disruptive
participation across the | ETF s various public contribution channels
and discussion fora. It establishes guardrails for noderation and a
moderator team That teamw |l develop a set of noderation
procedures and facilitate their consistent inplenmentation with chairs
and adm ni strators.
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(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc9945
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I nt roducti on

This menmo establishes a policy for the noderation of disruptive
participation across the | ETF s various public online contribution
channel s and discussion fora. |t creates a noderator teamto devel op
procedures and to facilitate their consistent application.

Thi s meno obsol etes and updates sonme prior |ETF processes, sunmarized
here. Background information is described in nore detail in
Appendi x A

This meno nakes the foll owi ng changes to existing processes:

* (bsoletes [ RFC3683] as the "posting rights" (PR) action it defines
is replaced by processes defined herein;

* (bsol etes [RFC3934] as it replaces working group noderation
pr ocedur es;

* (bsol etes Section 3 of [RFC9245] and the second paragraph of
Section 4 of [RFC9245], as the I ETF noderator teamdefined in this
docunent replaces the | ETF di scussion |ist noderator team

* Updates Section 6.1 of [RFC2418], because the noderator teamwil|
work together with working group chairs to noderate disruptive
behavi or.

The processes described in this neno are solely applicable to | ETF
activities, and not to other related organi zati ons, such as the

I nternet Research Task Force (IRTF), the Internet Architecture Board
(I'AB), the RFC Series Wrking Goup (RSWH, the RFC Series Approval
Board (RSAB), or the Independent RFC Submi ssion Stream w thout their
explicit agreenent. These changes take effect when the procedures
described in Section 4 have been approved by the |IESG

.1. Termni nol ogy Note

In this docurment, the term"administrator” refers to the people who
are assigned by the I1ESG to manage a particular public participation
channel or discussion forum This nenp uses the term"forunt to
refer to any public | ETF participation channel, such as a nmailing
list, chat group, or discussion in a collaborative tool such as
GtHub or GtlLab. For exanmple, working group chairs are

adm nistrators of all the public fora that their working groups use,
which typically includes mailing lists and chat groups, but m ght



al so include col |l aborative tools such as GtHub or GtLab. The
"owners" of non-WG IETF mailing |lists are another exanpl e of
adm ni strators.

1.2. General Phil osophy

The cornerstone of this policy is that individuals are responsible
for furthering the goals of the | ETF as an organi zation [ RFC3935] in
a manner consistent with the policy laid out in [ RFC7154].

D sagreenent and di verse points of view w thin any standards

organi zation are to be expected and are even healthy. The IETF is an
open standards organi zation with a di scussi on-based rough consensus
process, a non-normative description of which is in [ RFC7282].
Engaged, respectful discussion that is within the scope of an | ETF
forum shoul d therefore not be considered disruptive, nor should
someone be consi dered disruptive solely because they are outside the
rough consensus. However, when someone crosses the line into

di sruptive behavior, action nmust be taken in order to maintain
decorum of the community.

The noderation policy goals are as foll ows:

* Apply consistent, fair, and tinmely noderation of comunication
across all public online IETF participation channels and
participation fora without regard to a participant’s role in the
| ETF or previous technical contributions;

* Ensure that appeals are available to address di sagreenents about
noder ati on actions;

* Bal ance transparency agai nst both privacy of individuals involved
and further disruption to the comunity;

* Al ow noderation decisions to be reconsidered; and

* Provide the broadest possible latitude to all people doing
noderation, so that they have the flexibility to address a broad
range of individuals and circunstances.

Questions about the processes detail ed bel ow should be answered with
these goals in mnd

The objective is explicitly *not* punishnent, but to maintain an
open, wel com ng, non-hostile environnment in which all may participate
on an equal footing, regardless of their role in the | ETF or past
techni cal contributions.

2. | ETF Moder at or Team

This nmeno defines a consistent approach to noderating the |ETF s
various public online fora. A noderator teamfor the |ETF wll
devel op and maintain guidelines for noderation and will facilitate
their consistent inplementation and application as detail ed bel ow.
These changes are intended to address the issues identified in the
previ ous nodel (see Appendi x A 2) and the principles described in the
i ntroduction.

2.1. Composition

The |1 ESG appoints and recalls noderators. The noderator team
initially consists of no fewer than five individuals. The noderator
team may expand or contract based on operational experience. In

sel ecting nenbers, the IESG will take into account geographic
coverage, expected and unexpected absences, and team diversity.



Because the IESG and |1 AB are in the appeals chain for noderator team
deci sions (see Section 4.1), the I ESG nust not appoint a noderator
who is serving on the IESG or 1AB. |ndividuals serving on other
bodi es to which the NonCom appoi nts nenbers, such as the | ETF Trust
or the I ETF LLC Board, as well as | ETF LLC staff and contractors
shall al so be excluded fromserving on the noderator team |If a
nmoder at or assunmes any such role, they shall step down fromthe
nmoder at or team soon after.

.1.1. Team Diversity

Due to the global nature of the IETF, the menbership of this team
should reflect a diversity of tine zones and ot her partici pant
characteristics that lets it operate effectively around the clock and
t hroughout the year. ldeally, the noderators should be able to
respond to issues within a few hours.

Team di versity al so i nproves the likelihood that any parti ci pant
experiencing or observing disruptive behavior can identify a
noderator they feel confortable contacting.

.2. Training

The IETF is conmitted to providing and/or funding training for

adm nistrators and noderators as necessary. The IESG will negotiate
any required funding or resources with | ETF Adm nistration LLC

[ RFC8711] .

Scope and Responsibilities

This policy applies to all public online IETF fora, both present and
future, including, but not Iimted to, mailing lists, chat groups,
and di scussions in other systens that the | ETF or W& have chosen to
enpl oy, such as G tHub repositories, wikis, or issue trackers.

Di fferent people have different nmoderation responsibilities:

* *Participants* should al ways behave in the manner discussed in
Section 1.2. They are also encouraged to report disruptive
behavi or directed at them or soneone el se to an admi nistrator of
the respective forum *and* the noderators

* *Adm nistrators* are primarily responsible for managing their fora
in accordance with procedures devel oped by the noderators and
approved by the ESG As such, they shall address reports of
di sruptive behavior in a timely fashion, apprising noderators of
reports or actions taken. Administrators may amend or rescind
actions, including those taken by nmenbers of the noderator team
*after* they have consulted with that team

For a working group, chairs are by default the adm nistrators.
They may del egate this responsibility in the same vein as
Section 6.4 of [RFC2418], but they nust always accept,

acknow edge, and keep track of conplaints of disruptive behavior.
Forum adni ni strators should performnoderation in a way that

obvi ates the need for noderator teaminvol venent.

* *Moderators* are responsible for establishing procedures to
address noderation needs across all |ETF fora, both present and
future. They are a resource that the conmunity can use to address
di sruptive behavior. The noderator teamis responsible to the
IESG The IESG will create or designate a forumto facilitate
di scussi on about noderation and refer interested parties to that
forum

Moderators may take actions when administrators do not respond to



reports in a tinely fashion. Their first action should generally
be to attenpt to contact and advise the rel evant admi ni strators.
They shoul d only take npderation actions when adm nistrators are
not responsive or when soneone disrupts multiple fora at the sanme
time. Moderators should generally give WG chairs the opportunity
to manage what may be difficult and contentious debates wthin
their groups. Wthin the bounds of this principle, it is left to
noderators’ judgnent to determ ne when they nust act, with the
under st andi ng that sonme situations may require fast responses.
Moderators must notify administrators of any actions they take.
Section 4.1 discusses the handling of disagreenents.

Moderators are admnistrators for | ETF plenary fora, currently
including the | ETF discussion and Last Call lists and any plenary
chat sessions. They are also adm nistrators for any forumthat
does not otherw se have an admini strator.

In order to scale the function, except for plenary fora as

descri bed above, noderators are not expected to always actively
moni tor all comunications. |n general, they will process reports
from participants.

* *Area directors* are expected to resolve conflicts as described
here and in Section 4.1. The IESGw || periodically evaluate the
performance and needs of noderators, and nmay appoint and recal
noderators as they deem appropriate. Apart fromthat, the | ESG
shall refrain fromthe day-to-day operation and nanagenent of the
nmoderator team The noderators may consult with the | ESG when
needed.

.1. Actions That Are Qut of Scope

Moderator actions are only permtted for the purposes of limting

di sruptive comunications in online |ETF fora. Al other actions are
beyond the scope of this nenpo. Exanples of actions that are out of
scope include, but are not limted to, Datatracker account renoval;
restriction of in-person, virtual, or hybrid nmeeting participation;
content renoval or redaction; and noderation or policing of private
or non-|ETF communi cations. While the noderator team does not
nmoderate non-public IETF nailing lists, the adm nistrators of such
lists can choose to adopt sone of the procedures that the noderator

t eam devel ops.

.2. Unsolicited Bul k Messages

Unsolicited bul k messages are consi dered disruptive and shoul d be
handl ed in a nanner consistent with the "I ESG Statenment on Spam
Control on I ETF Mailing Lists" [IESG SPAM or its successors

Adm ni strators and noderators may take simlar actions in other fora
(e.g., GtHub or instant nessaging). Such actions require no

addi tional reporting.

Moder ati on Procedures and Transparency

Wthin the bounds of the policies set herein, the noderator team
shal | devel op and nmintain procedures and criteria relating to
noder ati on, including the noderator team s own operating procedures.

Those procedures and criteria shall be devel oped with conmunity

i nput, be approved by the IESG prior to going into effect, and be
made public. However, they need not be docunented in the RFC Seri es.
This shall be the first task for the noderator team Until those
procedures and criteria are established, all previous processes
referenced in Section 1 shall remain in effect.

The intent of this neno is to provide the w dest possible freedom of



action to administrators and noderators, with the expectation that
the mnimal actions necessary will be taken. Those who are directed
to stop disrupting a forum nust do so i mediately. Further

di sruptions may lead to further corrective actions.

Exanmpl es of actions that could be taken include:
* Automated rate-limting nechanisns;

* Review and approval of subm ssions/nessages;
* A private or public adnmoni shrent;

* Tenporary or indefinite suspension of participation privileges in
one or nore fora.

These are only exanples and are not in any way prescriptive.
Adm nistrators and noderators are free to deci de on these or other
actions.

Al'l noderation actions that restrict participation privileges shal
be immedi ately reported to those agai nst whom those actions take
effect, to relevant adm nistrators, and to the noderator team for
their review They shall also be periodically reported to the | ESG

Only noderation actions suspending participation privileges for
| onger than fourteen (14) days nust be reported to the forumto which
such an action applies, or in any event, at the request of the

suspended person. |If such an action applies to nore than one forum
it should be conmunicated to the comunity in a manner deci ded by the
| ESG

Moderators will periodically provide an aggregate report to the
community on actions taken under this policy.

4.1. Consistency and Conflict Resolution

Admi nistrators and noderators shall act in a nmanner consistent with
this nmeno and the guidelines approved by the IESG In cases of

di sagreenent over a noderation decision, anyone nay take the nmatter
up with the responsible area director for resolution, or with the

| ETF Chair if a responsible area director cannot be determ ned or is
not assigned. |If the disagreenent cannot be resolved by the area
director, that person nay then appeal to the | ESG and subsequently to
the 1 AB using the processes stated in Sections 6.5.1 and 6.5.4 of

[ RFC2026] .

4. 2. Rei nst at enment

Peopl e and circunstances change. Individuals whose participation
privil eges have been indefinitely suspended froma forum nmay request
reinstatenent. Requests for reinstatenent may be nade no earlier
than a year after the initial decision and then only annually

af t erwar d.

Any such request nust be directed to the entity who nade the decision
(e.g., noderator team working group chairs, etc.) or their
successors. That party may at their discretion reinstate soneone,
conditionally or unconditionally.

To avoi d denial -of -service attacks on | ETF processes, decisions to
not reinstate soneone’s participation privileges nay not be appeal ed.
Any reinstatenent is a grace and not a right.

A suspension of participation privileges inposed prior to this
process shall be reconsidered only in accordance with the processes



in place at the time of the suspension, even if the corresponding RFC
has been formally obsol et ed.

5. Relationship to Oher |IETF Functions
5.1. Relation to the Onbudsteam

Adm ni strators and noderators shall conplenent the efforts of the
| ETF Orbudsteam [ OT], whose focus on anti-harassnent shall renain
unchanged. Admi nistrators and noderators shoul d al ways report
suspected harassment. They shoul d nonet hel ess take any necessary
actions regarding disruptive behavior.

5.2. Relation to the | ETF LLC

The Board of Directors of the | ETF Administration LLC (I ETF LLC) has
fiduciary duty for the overall organization, which includes the duty
to protect the organization fromserious legal risk that may arise
fromthe behavior of I|ETF participants.

This protection may include the need for the |ETF LLC to take
energency noderation actions. These energency actions are expected
to be taken only when the I ETF LLC has received | egal advice that
such action is necessary and therefore will be extrenely rare in
frequency. Some exanpl es of where this mght be necessary are:

* Sonmeone naking a credible threat of harmto other |ETF
parti ci pants.

* Someone using |ETF mailing lists and/or websites to share content
where publishing that content on I ETF |ists and/or websites brings
serious legal risk to the | ETF.

* Someone naking a credible threat of |egal action where any form of
interaction with themon IETF mailing |lists may have serious | ega
consequences for the | ETF.

If any such action is taken, the | ETF LLC shoul d, except where
limted by legal advice to the contrary, informthe | ESG as soon as
possi ble, providing full details of the subject of the action, nature
of the action, reason for the action, and the expected duration. The
| ETF LLC shoul d al so i nformthe noderator team and | ETF comunity,
except where it receives legal advice to the contrary.

As such an action would be taken by the IETF LLC in order to protect
the | ETF according to its fiduciary duty, then it cannot all ow that
to be overridden by a decision of the noderator teamor the |IESG
The subject of any such action may request a review by the IETF LLC
Board, as documented in Section 4.7 of [RFC8711].

Any such action taken by the | ETF LLC under this section of this
policy is not subject to the rest of this policy.

6. Security Considerations

The usual security considerations [RFC3552] do not apply to this
neno.

There is the potential abuse of the noderation procedures by

nmoder ators, working group chairs, and potentially others that could
|l ead to censorship of legitimate participation. This potential risk
is mtigated in eight ways:

1. Section 4 requires the noderator teamto first establish
procedures that are intended to apply unifornmly across the | ETF.



2. Section 1.2 explicitly states that viewpoints outside the rough
consensus are not in and of thensel ves disruptive.

3. Section 4 provides transparency by requiring that noderation
actions that restrict participation privileges be imedi ately
reported to the affected person and to the noderator team and
periodically reported to the | ESG

4. Section 4 also requires that the comunity be informed in the
case of suspensions lasting |onger than 14 days.

5. Section 4.1 lays out an appeals process in the case of
di sagr eenents.

6. |If noderators find that the procedures thenselves are leading to
i nappropriate noderation, Section 4 allows themto update those
procedures in consultation with the community and with the
approval of the | ESG

7. |If IETF participants believe that either the IESG or the | AB are
not perfornming their respective oversight functions as descri bed
in this docunent, they nmay comment to the NonCom [ BCP10] or the
conmunity at |arge.

8. Finally, if it appears that these processes are not functioning
properly, the policies stated in this neno may be anended. They
are not set in stone.

Moderation actions are intended to limt the Iikelihood of disruptive
behavi or by a few | ETF participants that nay di scourage participation
by other |ETF participants.

7. | ANA Consi derations

Thi s document has no | ANA acti ons.
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Appendi x A, Mdtivation

Section 1 summari zes the process changes introduced by this neno.
Thi s appendi x di scusses the background that led to them

A.1. Background



The | ETF community has defined general guidelines for persona
interactions in the | ETF [ RFC7154]. The | ESG has defined an anti -
harassnment policy for the IETF [AHP] for which the | ETF community has
defined anti-harassment procedures [RFC7776], empowering an
Orbudsteam [ OT] to take necessary action

Dealing with _disruptive_ behavior, however, is not part of the role
of the Orbudsteam [RFC2418] tasks the chairs of each | ETF working
group with noderating their group’s in-person neetings while

[ RFC3934] provides chairs a procedure to help manage mailing lists.
An | ESG statenent [ MODM.] describes additional guidance to working
group chairs about how -- but not when -- to noderate their lists.

For IETF mailing lists not associated with a working group, another

| ESG statenent [DP] clarifies that the IESG tasks |ist adnministrators
with noderation. And the | ETF list for general discussions has,
mostly for historic reasons, a team of noderators that are not |ist
adm nistrators and operate by a different set of processes [ RFC9245].

Note that the term "noderation" can refer both to preenptive_
noder ati on, where adm nistrators review attenpted participation
before it occurs (such as reviewi ng nessages to a nailing list), and
_reactive_ noderation, where adm nistrators intervene after

di sruptive participation has occurred. Historically, the I ETF has
mai nly practiced reactive noderation, enploying actions ranging from
gentle rem nders on- and off-list, all the way to suspensi on of
posting rights and other ways of participating or comrunicating. It
is up to the noderators and adm nistrators to decide which nmix of
preenptive and reactive noderation to enploy as part of their

pr ocedur es.

In addition, [RFC3683] defines a process for revoking an individual's
posting rights to IETF nmailing lists following a community Last Cal

of a "posting rights" action (PR-action) proposed by the |ESG often
in response to conplaints fromthe comunity.

Experi ence and comunity input suggests that an evolution of the
exi sting processes i s necessary.

A.2. Problenms with the Previous Approach

The previous approach to noderation of disruptive participation

through chairs, list admnistrators, and noderator teans, conbined
with the 1ESG | ed process of PR-actions, has proven to be | ess than
i deal :

* The | ETF community has not been able to agree on a comon
definition of disruptive behavior. Therefore, chairs and |i st
adm nistrators apply individually different criteria when making
deci sions, and participants have different expectations for when
PR-actions are warranted.

* The noderation process that chairs and list adm nistrators need to
foll ow [ RFC3934] is slow and cunmbersone, which makes it ill-suited
to situations that escalate quickly. It also assunes that the
originator of disruptive behavior is a msguided participant who
can be reasoned with and who will change their ways.

* Chairs and list adm nistrators nmay only enact noderation actions
for their single list, which is ill-suited when a pattern of
di sruptive behavior spans multiple lists. Also, chairs and |i st
adm nistrators may not be fully aware of disruptive behavior that
spans nultiple lists, due to not being subscribed to sonme of them

*  PR-actions, which can address di sruptive behavi or across severa
lists, are cunbersonme, slow, and inconsistent. This has led to a



situation where PR-actions are rarely used, and when they are
used, they are perceived as very heavy-handed.

* For a given mailing list, participants may not feel confortable
reporting disruptive behavior to a chair or list adm nistrator,
for various reasons. For mailing lists not associated with
wor ki ng groups, list admnistrators are not even publicly
identified -- they can only be contacted through an anonynous
alias address. This exacerbates the probl em because participants
may not be confortable reporting disruptive behavior to an
anonynous party.

* Mbderation processes have been defined for only two channel s of
participation in the IETF. in-person neetings and nmailing lists.
However, | ETF busi ness now happens in a nunber of fora (e.g., chat
groups, renote neeting participation systens, virtual neetings,
wi kis, and GtHub repositories). Procedures for noderating
di sruptive behavior in these fora are currently undefi ned.

Appendi x B. Non-Nornmative Exanples of Disruptive Behavior

The |ist bel ow descri bes sone types of disruptive behavior, but it is
non- exhausti ve.

* Discussion of subjects unrelated to a forumi s charter or scope;
* Uncivil commentary, regardl ess of the general subject;

* Messages announci ng conferences, events, or activities that are
not sponsored or endorsed by the Internet Society or |ETF, unless
posted with prior approval of list adm nistrators;

* Repeatedly arguing counter to a WG charter that has been approved
by the | ESG and

* "Sealioning", where a participant nakes incessant requests for
evi dence or data, even while renaining superficially polite.

These itens are exanples. Mderators and adnministrators nmay take
nmoder ation actions for nmany other cases.

The noderator teanis task consists of subjective judgnent calls.
Behaviors not listed here m ght require noderation, and it is not
possible to wite a conplete list of all such behaviors.
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