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Abst r act

Thi s docunent sets out some terns that are fundanental to a common
under st andi ng of network fault and probl em nanagenment within the
| ETF.

The purpose of this docunent is to bring clarity to discussions and
other work related to network fault and probl em managenent -- in
particular, to YANG data nodel s and nanagenent protocols that report,
make visible, or manage network faults and probl ens.
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I nt roducti on

Successful operation of |arge networks depends on effective network
managenent. This requires a virtuous circle of network control,

net wor k observability, network anal ytics, network assurance, and back
to network control. Network fault and probl em managenent [ RFC6632]
is an inportant aspect of network managerment and control sol utions.

It deals with the detection, reporting, inspection, isolation,

correl ation, and managenment of events within the network. The
intention of this docunent is to focus on those events that have a
negative effect on the network’s ability to forward traffic according
to expected behaviors that nmay reduce the network’s ability to
deliver services. Such events may also inpact the ability to contro
and operate the network. The docunment al so considers other faults
that reduce the quality or reliability of the delivered service. The
concept of fault and probl em managenent extends to include actions
taken to determ ne the causes of problens and to work toward recovery
of expected network behavi or

A nunber of work efforts within the | ETF seek to provi de conmponents
of a fault managenent system such as YANG data nodel s or nanagenent
protocols. It is inportant that a common term nol ogy be used so that
there is a clear understandi ng of how the el enents of the nmanagenent
and control solutions fit together and how faults and problenms wl |
be handl ed.

Thi s docunent sets out sone terms that are fundanental to a common
under st andi ng of network fault and probl em managenent. Wile
"faults" and "probl ens" are concepts that apply at all |evels of
technology in the Internet, the scope of this docunent is restricted
to the network |ayer and bel ow; hence, this docunment is specifically
about "network fault and probl em managenent." The concept of
"incidents" is also touched on in this docunent, where an incident
results fromone or nore problens and is the disruption of a network
servi ce.

Note that sone useful terms are defined in [RFC3877] and [ RFC8632].
The definitions in this document are informed by those docunents, but
they are not dependent on that prior work.

Usage of Terns

The terms defined in this docunent are intended for consistent use
within the | ETF in the scope of network fault and probl em managenent.
VWhere simlar concepts are described in other bodies, an attenpt has
been made to harnonize with those other descriptions, but care is
needed where terns are not used consistently between bodi es or where
terns are applied outside the network layer. |f other bodies find
the terninology defined in this docunent useful, they are free to use
it.

The purpose of this docunent is to define the following terns for use
in other docunments. Oher terns are defined to enable those
definitions and may al so be used by other docunents, although that is
not the principal purpose of their definitions here.
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Event
State
Faul t
Pr obl em
Synpt om
Cause
Al ert
Al arm

L T I

When ot her docunments nake use of the ternms as defined in this
docunent, it is suggested here that such uses should use
capitalization of the terms as in this docunent to hel p distinguish
them from col | oqui al uses and shoul d include an early section listing
the ternms inherited fromthis document with a citation

Ter mi nol ogy
This section contains key terms. It is split into three subsections.

* Section 3.1 contains terns that help set the context for network
fault and probl em managenent systens.

* Section 3.2 includes specific and detailed core ternms that will be
used in other docunents that describe elenents of the network
fault and probl em managenent systens.

* Section 3.3 provides three further terns that may be hel pful
Cont ext Ter m nol ogy

This section includes sone terninology that hel ps describe the
context for the rest of this work. The terns nay be viewed as a
cascaded sequence of processes, starting with Network Tel enetry and
building to Network Cbservability. The definitions are deliberately
kept relatively terse. Further docunents may expand on these terns
wi t hout | oss of specificity. Such contextualization (if any) should
be highlighted clearly in those docunents.

Network Telenmetry: This is defined in [ RFC9232] and describes the
process of collecting operational network data categorized
according to the network plane (e.g., Layer 3, Layer 2, and Layer
1) fromwhich it was derived. Data collected through the Network
Tel enetry process does not contain any data related to service
definitions (i.e., "intent" per Section 3.1 of [RFC9315]).

Network Monitoring: This is the process of keeping a continuous
record of functions related to a network topology. It involves
tracki ng various aspects such as traffic patterns, device health,
performance netrics, and overall network behavior. This approach
differentiates Network Monitoring fromresource or device
nmoni toring, which focuses on individual resources or conponents
(Section 3.2).

Network Analytics: This is the process of deriving anal ytica
insights fromoperational network data. A process could be
executed by a piece of software, a system or a human that
anal yzes operational data and outputs new anal ytical data rel ated
to the operational data -- for exanple, a synptom

Net work Observability: This is the process of enabling network
behavi oral assessnent through anal ysis of observed operationa
network data (logs, alarns, traces, etc.) with the ai m of
detecting synptonms of network behavior, and identifying anonalies
and their causes. Network Observability begins with informtion
gathered using Network Monitoring tools. That information may be
further enriched with other operational data. The expected



out come of the observability processes is identification and
anal ysis of deviations in observed state versus the expected state
of a network.

Thus, there is a cascaded sequence where the follow ng relationships
appl y:

* Network Telenetry is the process of collecting operational data
froma network.

* Network Monitoring is the process of creating/keeping a record of
data gathered in Network Tel enetry.

* Network Analytics is the process of deriving insight through the
data recorded in Network Monitoring.

* Network Observability is the process of enabling behaviora
assessnent of a network through Network Anal ytics.

Core Terns

The ternms in this section are presented in an order that is intended
to flow such that it is possible to gain understanding reading top to
bottom The figures and explanations in Section 4 may aid

under standi ng the ternms set out here.

Resource: A Resource is an elenent of a network system

* Resource is a recursive concept so that a Resource may be a
coll ection of other Resources (for exanple, a network node
conmprises a collection of network interfaces).

Characteristic: A Characteristic is an observable or measurabl e
aspect or behavi or associated with a Resource.

* A Characteristic may be considered to be built on facts (see
"Val ue", below) and the contexts and descriptors that identify
and give neaning to the facts.

* The term"Metric" (see "netric" in [RFC9417]) is another word
for a measurable Characteristic, which may al so be thought of
as anal ogous to a "variabl e".

Value: A Value is a neasure of a Characteristic associated with a
Resource. It may be in the formof a categorization (e.g., high
or low), an integer (e.g., a count or gauge), or a reading of a
continuous variable (e.g., an anal og neasurenent), etc.

Change: In the context of Network Mnitoring, a Change is the
variation in the Value of a Characteristic associated with a
Resource. A Change may arise over a period of tine.

* Not all Changes are noteworthy (i.e., they do not have
Rel evance) .

* Perception of Change depends upon Detection, the sanpling
rate/accuracy/detail, and perspective

* |t may be helpful to qualify this as "Value Change" because the
English word "change" is often heavily used.

Event: An Event is the variation in Value of a Characteristic of a
Resource at a distinct noment intinme (i.e., the periodis
negligi bl e).

* Conpared with a Change, which may be over a period of time, an



Event happens at a distinct monent in time. Thus, an Event may
be the observation of a Change.

Condition: A Condition is an interpretation of the Values of a set
of one or nore Characteristics of a Resource (with respect to
wor ki ng order or sone other aspect relevant to the Resource
pur pose/ application) -- for exanple, "low avail able menory".
Thus, it is the output of a function applied to a set of one or
nmore vari abl es.

State: A State is a particular Condition that a Resource has (i.e.,
it isin a State) at a specific time. For exanple, a router may
report the total amount of nmenmory it has and how nuch is free.
These are the Values of two Characteristics of a Resource. These
Val ues can be interpreted to determ ne the Condition of the
Resource, and that may determne the State of the router, such as
shortage of nenory.

* \While a State may be observed at a specific noment in tine, it
is actually determ ned by sunmarizi ng neasurenent over tine in
a process sonetinmes called State conpression

* |t may be helpful to qualify this as "Resource State" to make
clear the distinction between this and other uses of "state"
such as "protocol state".

* This termnmay be contrasted with "operational state" as used in
[ RFC8342]. For exanple, the state of a link mght be up/down/
degraded, but the operational state of the |ink would include a
coll ection of Values of Characteristics of the |ink.

Det ect (hence Detected, Detection): To Detect is to notice the
presence of sonething (State, Change, Event, activity, etc.)

* Also to notice a Change (fromthe perspective of an observer
such as a nonitoring system.

Rel evance: Relevance is the consideration of an Event, State, or
Val ue (through the application of policy, relative to a specific
perspective or intent, and in relation to other Events, States,
and Val ues) to deternine whether it is of note to the systemthat
controls or manages the network. Note, for exanple, that not al
Changes are Rel evant.

* This termmay al so be used as "Rel evant Event", "Rel evant
State", or "Relevant Val ue"

Qccurrence: An Occurrence is a Relevant Event or a particul ar
Rel evant Change.

* An Cccurrence nay be an aggregation or abstraction of nultiple
fine-grai ned Events or Changes.

* An Cccurrence may occur at any nacro or micro scale because
Resources are a recursive concept. An Cccurrence may be
percei ved, depending on the scope of observation (i.e.,
according to the | evel of Resource recursion that is exam ned).
That is, Cccurrences, thenmselves, are a recursive concept.

Fault: A Fault is an Occurrence (i.e., an Event or a Change) that is
not desired/required (as it may be indicative of a current or
future undesired State). Thus, a Fault happens at a nonent in
time. A Fault can potentially be associated with a Cause. See
[ RFC8632] for a nore detailed discussion of network faults.

* Note that there is a distinction between a Fault and a Probl em



that depends on context. For exanple, in a connectivity
servi ce where redundancy is present, a link down is a Problem
but fromthe perspective of nanaging the network resources, a
link down is a Fault. Likew se, for exanple, in a router with
two power supplies, if the backup power supply fails |eaving
the primary unprotected, this is a Problem

Problem A Problemis a State that is undesirable and that nmay
require renedial action. A Problem cannot necessarily be
associated with a Cause. The resolution of a Probl em does not
necessarily act on the thing that has the Probl em

* Note that there is a historic aspect to the concept of a
Problem The current State may be operational, but there could
have been a Fault that is unexplained, and the fact of that
unexpl ai ned recent Fault is a Problem

* Note that while a Problemis unresolved it may continue to
require attention. A record of resolved Problenms may be
mai ntained in a |og.

* Note that there nay be a State that is considered to be a
Probl em from several perspectives. For exanple, consider a
"loss of light" State that nmay cause multiple services to fail.
In this example, a new State (the light recovers) may cause the
Problemto be resolved from one perspective (the services are
operational once nore) but nmay | eave the Probl em as unresol ved
(because the | oss of light has not been explained). Further,
in this exanple, there could be another devel opment (the reason
for the tenmporary loss of light is traced to a microbend in the
fiber that is repaired) resulting in that unresol ved Problem

now being resolved. But, in this exanple, this still |eaves a
further Problemunresolved (a mcrobend occurred, and that
Problemis not resolved until it is understood how it occurred

and a renmedy is put in place to prevent recurrence).

Cause: A Cause is the Events (Detected or otherw se) that gave rise
to a Faul t/ Probl em

Incident: Also referred to as "Network Incident". An Incident is an
undesired Cccurrence such as an unexpected interruption of a
networ k service, degradation of the quality of a network service,
or the belowtarget performance of a network service. An Incident
results fromone or nore Problens, and a Problemnay give rise to
or contribute to one or nore Incidents. Geater discussion of
Net work I ncident relationships, including Custoner |ncidents and
I nci dent managenent, can be found in [Net-Incident-Mnt-YANG .

Synptom A Synptomis an observabl e Val ue, Change, State, Event, or
Condi tion considered as an indication of a Problemor potenti al
Probl em

Anonmaly: Also referred to as "Network Anonaly". An Anomaly is an
unusual or unexpected Event or pattern in network data in the
forwardi ng pl ane, control plane, or managenent plane that deviates
fromthe normal, expected behavior. See [Net-Anonaly-Arch] for
nore details

Alert: An Alert is an indication of a Fault.

Alarm As specified in [ RFC8632], an Alarmsignifies an undesirable
State in a Resource that requires corrective action. Froma
managenment point of view, an Alarmcan be seen as a State inits
own right and the transition to this State may result in an Alert
bei ng issued. The receipt of this Alert nay give rise to a
continuous indication (to a human operator) highlighting the



potential or actual presence of a Problem
3.3. Oher Terns
Three other terms may be hel pful

Intermttent: A State that is not continuous but that keeps
recurring in sone tine frame.

Transient: A State that is not continuous and that occurs once in
sone tine frane.

Recurrent: A Problemthat is actively resolved but returns

4. Workfl ow Expl anati ons

This section ainms to add i nformati on about the relationship between
the terms defined in Section 3.2 in the context of network fault and
probl em managenent. The text and figures here are for explanation
and are not normative for the definition of terns.

The rel ati onshi p between Resources and Characteristics is shown in
Figure 1. Note that there is a 1:n relationship between a Network
system and Resources and between Resources and Characteristics: For
clarity, this is not shown in the figure.

Characteristics
N

Resour ces
N

Net wor k syst em
Fi gure 1: Resources and Characteristics

The Val ue of a Characteristic of a Resource may change over tine.
Speci fic Changes in Value may be noticed at a specific tine (as
digital Changes), Detected, and treated as Events. This is shown on
the left-hand side of Figure 2

The center of Figure 2 shows how the Value of a Characteristic may
change over tine. The Value may be Detected at specific times or
periodically and give rise to Conditions that are States (and
consequently State Changes).

In practice, the Characteristic may vary in an anal og manner over
time as shown on the right-hand side of Figure 2. The Value can be
read or reported (i.e., Detected) periodically |eading to anal og
Val ues that may be deemed Rel evant Values, or it may be eval uated
over time as shown in Figure 6

Event State Val ue
Condi ti on
N N N
Det ect Det ect Det ect
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Change at a tinme

Change over tinme

Change over tinme



Figure 2: Characteristics and Changes

Fi gure 3 shows the workfl ow progress for Events. As noted above, an
Event is a Change in the Value of a Characteristic at a tinme. The
Event may be eval uated (considering policy, relative to a specific
perspective, with a viewto intent, and in relation to other Events,
States, and Values) to determine if it is an Occurrence and possibly
to indicate a Change of State. An Qccurrence nmay be undesirable (a
Faul t), which might cause an Alert to be generated. O, an
Qccurrence may be evidence of a Problemand could directly indicate a
Cause. In some cases, an Alert may give rise to an Alarm

hi ghlighting the potential or actual presence of a Problem

Alert - - - > Alarm
N
I
| - > Cause
I
[-----mmm-- > Probl em
I
I
Faul t

[-----mnmn-- > State

Figure 3: Event and Dependent Terns

Parallel to the workflow for Events, Figure 4 shows the workfl ow
progress for States. As shown in Figure 2, Change noted at a
particular time gives rise to State. The State may be deened to have
Rel evance considering policy, relative to a specific perspective,
with aviewto intent, and in relation to other Events, States, and
Val ues. A Relevant State may be deened a Problem or it may indicate
a Problemor potential Problem

Probl ens may be consi dered based on Synptons and nay map directly or
indirectly to Causes. An Incident results fromone or nore Problens.
An Alarm may be raised as the result of a Problem and the transition
to an alarnmed State may give rise to an Alert.

Alarm- - -> Alert
N
| - > | nci dent
I I
| | ---> Cause
I I
Problem-------- > Synpt om
N
I
| Rel evance
I
I
State

Figure 4: State and Dependent Ternmns



Figure 5 shows how Faults and Problens nay be consolidated to
determ ne the Causes. The arrows show how one itemnmay give rise to
anot her.

A Cause can be indicated by or determined fromFaults, Problens, and
Synptonms. It may be that one Cause points to another, and it can

al so be considered as a Synptom The determ nation of Causes can
consider nultiple inputs. An Incident results fromone or nore
Probl ens.

R > | Synptom |

| | I I

N s
v n
--------- |
------- > Cause |<--------- |
| e |
I N ||
I I I ||
I ||
I [

| Fault [------------------- > Problem|------- >| Incident |

Fi gure 5: Consolidation of Synptoms and Causes

Figure 6 shows how thresholds are inportant in the consideration of
anal og Val ues and Events. The arrows in the figure show how one item
may give rise to or utilize another. The use of threshol d-driven
Events and States (and the Alerts that they mght give rise to) nust
be treated with caution to danpen any "flappi ng" (so that consistent
States nmay be observed) and to avoid overwhel ni ng managenent
processes or systenms. Anal og Values may be read or notified fromthe
Resource and could transition a threshold, be deened Rel evant Val ues,
or be evaluated over tine. Events nay be counted, and the Count may
cross a threshold or reach a Rel evant Val ue.

The Threshol d Process nmay be inplenmentation specific and subject to
policies. Wen a threshold is crossed and any other conditions are
mat ched, an Event may be determ ned and treated |ike any other Event.

Cccurrence
N
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| Detect Det ect |
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Change at a Tine Change over Tine
Fi gure 6: Counts, Thresholds, and Val ues
Security Considerations

Thi s docunent specifies term nology and has no direct effect on the
security of inplenentations or deploynments. However, protoco
sol utions and nanagenent nodel s need to be aware of several aspects:

* The exposure of information pertaining to Faults and Probl enms may
make avail abl e knowl edge of the internal workings of a network (in
particular, its vulnerabilities) that my be of use to an
attacker.

* Systens that generate managenent information (messages,
notifications, etc.) when Faults occur may be attacked by causing
themto generate so nuch information that the systemthat nanages
the network is swanped and unable to properly nmanage t he networKk.

* Reporting false information about Faults (or masking reports of
Faul ts) may cause the systemthat nmanages the network to function
incorrectly.

Privacy Consi derations

Network fault and probl em nanagenment shoul d preserve user privacy by
not exposi ng user data or information about end-user activities.

Net work Tel emretry invol ves observing network traffic and collecting
operational data fromthe network, while Network Monitoring is the
process of keeping records of data gathered in Network Tel enetry.
Therefore, it is possible that the data observed and coll ected

i ncludes users’ privacy information. Such information nmust be
protected and controlled to avoi d exposure to unauthorized parti es.
Particular care may need to be exercised over stores of such
informati on that m ght be accessed at any tine (including far into
the future).

Additionally, a network operator will be concerned about keeping
control of all information about Faults to protect their own privacy
and the details of how they operate their network

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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