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I ntroduction

Van Jacobson’s packet conservation principle [Jacobson88] defines a
self clock process wherein N data segnments delivered to the receiver
gener ate acknow edgnents that the data sender uses as the clock to
trigger sending another N data segnents into the network.

Congestion control algorithms |ike Reno [ RFC5681] and CUBI C [ RFC9438]
are built on the conceptual foundation of this self clock process.
They control the sending process of a transport protocol connection
by using a congestion wi ndow ("cwnd") to limt "inflight", the vol une
of data that a connection estimates is in flight in the network at a
given time. Furthernore, these algorithns require that transport
protocol connections reduce their cwnd in response to packet | osses.
Fast recovery (see [RFC5681] and [RFC6675]) is the algorithmfor
maki ng this cwnd reduction using feedback from acknow edgnents. Its
stated goal is to maintain a sender’s self clock by relying on
returning ACKs during recovery to clock nore data into the network.
W thout Proportional Rate Reduction (PRR), fast recovery typically
adj usts the window by waiting for a large fraction of a round-trip
time (RTT) (one half round-trip tine of ACKs for Reno [ RFC5681] or
30% of a round-trip tine for CUBIC [ RFC9438]) to pass before sending
any dat a.

[ RFC6675] nmakes fast recovery with Sel ective Acknow edgnent ( SACK)

[ RFC2018] nore accurate by conputing "pipe", a sender-side estimate
of the number of bytes still outstanding in the network. Wth

[ RFC6675], fast recovery is inplemented by sending data as necessary
on each ACK to allow pipe to rise to match ssthresh, the target

wi ndow si ze for fast recovery, as determ ned by the congestion
control algorithm This protects fast recovery fromtinmeouts in many
cases where there are heavy | osses. However, [RFC6675] has two
significant drawbacks. First, because it nakes a | arge

mul tiplicative decrease in cwnd at the start of fast recovery, it can
cause a timeout if the entire second half of the w ndow of data or
ACKs are lost. Second, a single ACK carrying a SACK option that
inplies a large quantity of nmissing data can cause a step
discontinuity in the pipe estinmator, which can cause Fast Retransmt
to send a large burst of data.

PRR regul ates the transm ssion process during fast recovery in a
manner that avoids these excess w ndow adj ustnments, such that
transm ssi ons progress snoothly, and at the end of recovery, the
actual window size will be as close as possible to ssthresh.

PRR s approach is inspired by Van Jacobson’s packet conservation
principle. As nuch as possible, PRRrelies on the self clock process



and is only slightly affected by the accuracy of estimators, such as
the estimate of the volune of in-flight data. This is what gives the
algorithmits precision in the presence of events that cause
uncertainty in other estinators.

When inflight is above ssthresh, PRR reduces inflight snoothly toward
ssthresh by clocking out transm ssions at a rate that is in
proportion to both the delivered data and ssthresh

When inflight is | ess than ssthresh, PRR adaptively chooses between
one of two Reduction Bounds to linmt the total w ndow reduction due
to all mechanisnms, including transient application stalls and the

| osses thensel ves. As a baseline, to be cautious when there may be
consi derabl e congestion, PRR uses its Conservative Reduction Bound
(CRB), which is strictly packet conserving. Wen recovery seens to
be progressing well, PRR uses its Slow Start Reducti on Bound ( SSRB)
which is nore aggressive than PRR-CRB by at npst one segment per ACK
PRR- CRB neets the Strong Packet Conservation Bound described in
Appendi x A; however, when used in real networks as the sol e approach,
it does not performas well as the algorithmdescribed in [ RFC6675],
whi ch proves to be nore aggressive in a significant nunber of cases.
PRR- SSRB of fers a conproni se by allowing a connection to send one
addi tional segnent per ACK, relative to PRR-CRB, in some situations.
Al t hough PRR-SSRB is | ess aggressive than [ RFC6675] (transmitting
fewer segments or taking nore tinme to transmt then), it outperforns
due to the lower probability of additional |osses during recovery.

The original definition of the packet conservation principle

[ Jacobson88] treated packets that are presuned to be lost (e.g.,

mar ked as candi dates for retransm ssion) as having |l eft the network.
This idea is reflected in the inflight estimtor used by PRR but it
is distinct fromthe Strong Packet Conservation Bound as described in
Appendi x A, which is defined solely on the basis of data arriving at
the receiver.

Thi s docunent specifies several main changes fromthe earlier version
of PRRin [RFC6937]. First, it introduces a new adaptive heuristic
that replaces a manual configuration paraneter that determ ned how
conservative PRR was when inflight was | ess than ssthresh (whether to
use PRR-CRB or PRR-SSRB). Second, the algorithm specifies behavior
for non- SACK connections (connections that have not negotiated SACK

[ RFC2018] support via the "SACK-permitted" option). Third, the

al gorithm ensures a snooth sendi ng process even when the sender has
experienced high reordering and starts |oss recovery after a |arge
anobunt of sequence space has been SACKed. Finally, this docunent

al so includes additional discussion about the integration of PRRwth
congestion control and | oss detection algorithns.

PRR has extensive depl oyment experience in multiple TCP
i npl ementations since the first w dely depl oyed TCP PRR
i npl ementation in 2011 [First _TCP_PRR].

Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Definitions

The followi ng terns, paraneters, and state variables are used as they
are defined in earlier docunents:

SND. UNA:  The ol dest unacknow edged sequence number. This is defined



in Section 3.4 of [RFC9293].

SND. NXT: The next sequence nunber to be sent. This is defined in
Section 3.4 of [RFC9293].

duplicate ACK: An acknow edgrment is considered a "duplicate ACK' or
"duplicate acknow edgnment” when (a) the receiver of the ACK has
out standi ng data, (b) the incom ng acknow edgnent carries no data,
(c) the SYN and FIN bits are both off, (d) the acknow edgnent
nunber is equal to SND.UNA, and (e) the advertised wi ndow in the
i ncom ng acknow edgnent equal s the advertised window in the |ast
i ncom ng acknow edgrment. This is defined in Section 2 of
[ RFC5681] .

FlightSize: The anpbunt of data that has been sent but not yet
cumul atively acknow edged. This is defined in Section 2 of
[ RFC5681] .

Recei ver Maxi num Segnent Size (RVMSS): The RMBS is the size of the
| argest segnent the receiver is willing to accept. This is the
val ue specified in the MSS option sent by the receiver during
connection startup (see Section 3.7.1 of [RFC9293]). O if the
MBS option is not used, it is the default of 536 bytes for |Pv4 or
1220 bytes for IPv6 (see Section 3.7.1 of [RFC9293]). The size
does not include the TCP/IP headers and options. The RMSS is
defined in Section 2 of [RFC5681] and Section 3.8.6.3 of
[ RFC9293] .

Sender Maxi mum Segnent Size (SM5S): The SMSS is the size of the
| argest segnment that the sender can transmit. This value can be
based on the Maxi num Transm ssion Unit (MIU) of the network, the
pat h MIU di scovery [RFC1191] [ RFC8201] [ RFC4821] al gorithm RMSS,
or other factors. The size does not include the TCP/IP headers
and options. This is defined in Section 2 of [RFC5681].

Recei ver Wndow (rwnd): The npst recently received adverti sed
recei ver wi ndow, in bytes. At any given time, a connection MJST
NOT send data with a sequence nunber higher than the sum of
SND. UNA and rwnd. This is defined in Section 2 of [RFC5681].

Congestion Wndow (cwnd): A state variable that linmts the anmount of
data a connection can send. At any given time, a connection MJST
NOT send data if inflight (see bel ow) matches or exceeds cwnd.
This is defined in Section 2 of [ RFC5681].

Slow Start Threshold (ssthresh): The slow start threshold (ssthresh)
state variable is used to determnine whether the slow start or
congesti on avoi dance algorithmis used to control data
transm ssion. During fast recovery, ssthresh is the target w ndow
size for a fast recovery episode, as determ ned by the congestion
control algorithm This is defined in Section 3.1 of [RFC5681].

PRR defines additional variables and terns:

Delivered Data (DeliveredbData): The data sender’s best estinmate of
the total nunber of bytes that the current ACK indicates have been
delivered to the receiver since the previously received ACK

In-Flight Data (inflight): The data sender’s best estimate of the

nunber of unacknow edged bytes in flight in the network, i.e.,
bytes that were sent and neither |ost nor received by the data
receiver.

Recovery Flight Size (RecoverFS): The nunber of bytes the sender
estimates might possibly be delivered over the course of the
current PRR epi sode.



Saf eACK: A | ocal bool ean variable indicating that the current ACK
i ndi cates the recovery is maki ng good progress and the sender can
send nore aggressively, increasing inflight, if appropriate.

SndCnt: A local variable indicating exactly how many bytes shoul d be
sent in response to each ACK

Vol untary wi ndow reductions: Choosing not to send data in response
to sonme ACKs, for the purpose of reducing the sending wi ndow size
and data rate.

Changes Rel ative to RFC 6937

The | argest change since [ RFC6937] is the introduction of a new
heuristic that uses good recovery progress (for TCP, when the | atest
ACK advances SND. UNA and does not indicate that a prior fast
retransmt has been lost) to select the Reducti on Bound (PRR-CRB or
PRR- SSRB). [RFC6937] left the choice of Reduction Bound to the

di scretion of the inplenmenter but recommended to use PRR-SSRB by
default. For all of the environnents explored in earlier PRR
research, the new heuristic is consistent with the old
recomendat i on.

The paper "An Internet-Wde Analysis of Traffic Policing"

[ Fl ach2016pol i ci ng] uncovered a crucial situation not previously
expl ored, where both Reduction Bounds performvery poorly but for
different reasons. Under many configurations, token bucket traffic
policers can suddenly start discarding a |arge fraction of the
traffic when tokens are depleted, wi thout any warning to the end
systens. The transport congestion control has no opportunity to
nmeasure the token rate and sets ssthresh based on the previously
observed path performance. This value for ssthresh nmay cause a data
rate that is substantially larger than the token repl eni shnment rate,
causi ng high loss. Under these conditions, both Reduction Bounds
performvery poorly. PRR-CRBis too timd, sonetimes causing very
|l ong recovery tinmes at smaller than necessary w ndows, and PRR- SSRB
is too aggressive, often causing nany retransm ssions to be |lost for
mul tiple rounds. Both cases |lead to prol onged recovery, decimting
application | atency and/ or goodput.

I nvestigating these environments led to the devel opment of a

"Saf eACK" heuristic to dynam cally switch between Reduction Bounds:
by default, conservatively use PRR-CRB and only switch to PRR- SSRB
when ACKs indicate the recovery is making good progress (SND. UNA is
advanci ng wit hout detecting any new | osses). The SafeACK heuristic
was experimented with in Google' s Content Delivery Network (CDN)

[ Fl ach2016policing] and inplemented in Linux TCP since 2015

This Saf eACK heuristic is only invoked where | osses, application-
limted behavior, or other events cause the current estinate of in-
flight data to fall bel ow ssthresh. The high |l oss rates that make
the heuristic essential are only comon in the presence of heavy

| osses, such as traffic policers [Flach2016policing]. |In these
environments, the heuristic perfornms better than either bound by
itself.

Anot her PRR al gorithm change i nproves the sendi ng process when the
sender enters recovery after a large portion of sequence space has
been SACKed. This scenario could happen when the sender has
previously detected reordering, for example, by using [RFC8985]. In
the previous version of PRR RecoverFS did not properly account for
sequence ranges SACKed before entering fast recovery, which caused
PRRto initially send too slowy. Wth the change, PRR properly
accounts for sequence ranges SACKed before entering fast recovery.



Yet another change is to force a fast retransmt upon the first ACK
that triggers the recovery. Previously, PRR nay not allow a fast
retransmt (i.e., SndCnt is 0) on the first ACK in fast recovery,
depending on the loss situation. Forcing a fast retransnmt is
inmportant to maintain the ACK clock and avoid potentia

retransm ssion tineout (RTO events. The forced fast retransmit only
happens once during the entire recovery and still follows the packet
conservation principles in PRR  This heuristic has been inplenented
since the first widely deployed TCP PRR i npl enentation in 2011
[First_TCP_PRR].

I n anot her change, upon exiting recovery, a data sender sets cwnd to
ssthresh. This is inmportant for robust performance. Wthout setting
cwnd to ssthresh at the end of recovery and with application-limted
sender behavi or and sone | oss patterns, cwnd could end fast recovery
wel | bel ow ssthresh, |eading to bad perfornmance. The perfornmance
could, in sonme cases, be worse than [ RFC6675] recovery, which sinply
sets cwnd to ssthresh at the start of recovery. This behavior of
setting cwnd to ssthresh at the end of recovery has been inpl emented
since the first widely deployed TCP PRR i npl enentation in 2011
[First_ TCP_PRR] and is simlar to [ RFC6675], which specifies setting
cwnd to ssthresh at the start of recovery.

Since [ RFC6937] was witten, PRR has al so been adapted to perform

mul tiplicative window reduction for non-loss-based congestion contro
al gorithms, such as for Explicit Congestion Notification (ECN) as
specified in [RFC3168]. This can be done by using sone parts of the
| oss recovery state nmachine (in particular, the RecoveryPoint from

[ RFC6675]) to invoke the PRR ACK processing for exactly one round
trip worth of ACKs. However, there can be interactions between using
PRR and approaches to Active Queue Managenent (AQVW) and ECN; gui dance
on the devel opnent and assessnment of congestion control nechanisns is
provided in [ RFC9743].

Rel ati onships to O her Standards

PRR MAY be used in conjunction with any congestion control algorithm
that intends to nake a nmultiplicative decrease in its sending rate
over approximately the tinme scale of one round-trip tinme, as |long as
the current volune of in-flight data is limted by a congestion

wi ndow (cwnd) and the target volume of in-flight data during that
reduction is a fixed value given by ssthresh. |In particular, PRRis
applicable to both Reno [ RFC5681] and CUBI C [ RFC9438] congesti on
control. PRRis described as a nodification to "A Conservative Loss
Recovery Al gorithm Based on Sel ective Acknow edgnent (SACK) for TCP"
[ RFC6675]. It is npst accurate with SACK [ RFC2018] but does not
requi re SACK.

PRR can be used in conjunction with a wide array of |oss detection
algorithms. This is because PRR does not have any dependenci es on
the details of how a | oss detection algorithmestinates which packets
have been delivered and which packets have been lost. Upon the
reception of each ACK, PRR sinply needs the | oss detection al gorithm
to comuni cate how many packets have been narked as | ost and how nany
packets have been marked as delivered. Thus, PRR MAY be used in
conjunction with the |oss detection algorithns specified or described
in the followi ng docunments: Reno [ RFC5681], NewReno [ RFC6582], SACK

[ RFC6675], Forward Acknow edgnent (FACK) [ FACK], and Recent

Acknow edgrment Tail Loss Probe (RACK-TLP) [ RFC8985]. Because of the
performance properties of RACK-TLP, including resilience to tai

| oss, reordering, and lost retransm ssions, it is RECOVENDED t hat
PRR is inplenmented together with RACK-TLP | oss recovery [ RFC8985].

The Saf eACK heuristic canme about as a result of robust Lost
Ret ransm ssi on Detection under devel opment in an early precursor to
[ RFC8985]. W thout Lost Retransm ssion Detection, policers that



6

6

1.

2

cause very high loss rates are at very high risk of causing

retransm ssion tineouts because Reno [ RFC5681], CUBIC [ RFC9438], and
[ RFC6675] can send retransnissions significantly above the policed
rate.

Al gorithm
Initialization Steps

At the beginning of a congestion control response episode initiated
by the congestion control algorithm a data sender using PRR MUST
initialize the PRR state.

The timng of the start of a congestion control response episode is
entirely up to the congestion control algorithm and (for exanple)
could correspond to the start of a fast recovery episode, or a once-
per-round-trip reducti on when lost retransmits or |ost origina
transm ssions are detected after fast recovery is already in

pr ogr ess.

The PRR initialization allows a congestion control algorithm
CongCtrl Al g(), that m ght set ssthresh to sonething other than
FlightSize/2 (including, e.g., CUBIC [ RFC9438]).

A key step of PRRinitialization is computing Recovery Flight Size
(RecoverFS), the nunber of bytes the data sender estinmates m ght
possi bly be delivered over the course of the PRR episode. This can
be thought of as the sumof the follow ng values at the start of the
epi sode: inflight, the bytes cumul atively acknow edged in the ACK
triggering recovery, the bytes SACKed in the ACK triggering recovery,
and the bytes between SND. UNA and SND. NXT t hat have been marked | ost.
The RecoverFS includes | osses because | osses are nmarked using
heuristics, so sonme packets previously nmarked as lost may ultimately
be delivered (without being retransmitted) during recovery. PRR uses
Recover FS to conpute a snmooth sending rate. Upon entering fast
recovery, PRR initializes RecoverFS, and RecoverFS remai ns constant
during a given fast recovery episode.

The full sequence of PRR algorithminitialization steps is as
fol | ows:

ssthresh = CongCtrl Al g() /] Target flight size in recovery
prr_delivered = 0 /1 Total bytes delivered in recovery
prr_out =0 /1 Total bytes sent in recovery

Recover FS = SND. NXT - SND. UNA

/1 Bytes SACKed before entering recovery will not be

/1 marked as delivered during recovery:

RecoverFS -= (bytes SACKed in scoreboard)

/1 Include the (comopn) case of selectively ACKed bytes:
Recover FS += (bytes new y SACKed)

/1 Include the (rare) case of cunul atively ACKed byt es:
Recover FS += (bytes newy cunul ati vely acknow edged)

Per - ACK St eps

On every ACK starting or during fast recovery, excluding the ACK that
concl udes a PRR epi sode, PRR executes the follow ng steps.

First, the sender conputes DeliveredData, the data sender’s best
estimate of the total nunber of bytes that the current ACK indicates
have been delivered to the receiver since the previously received
ACK. Wth SACK, DeliveredbData can be conputed precisely as the
change in SND. UNA, plus the signed change in quantity of data narked
SACKed in the scoreboard. Thus, in the special case when there are
no SACKed sequence ranges in the scoreboard before or after the ACK
DeliveredData is the change in SND. UNA. In recovery w thout SACK



DeliveredData is estimated to be 1 SMSS on each received duplicate
ACK (i.e., SND.UNA did not change). Wen SND. UNA advances (i.e., a
full or partial ACK), DeliveredbData is the change in SND. UNA, nminus 1
SMBS for each preceding duplicate ACK. Note that w thout SACK, a
poorly behaved receiver that returns extraneous duplicate ACKs (as
described in [Savage99]) could attenpt to artificially inflate
DeliveredData. As a mitigation, if not using SACK, then PRR
disallows increnenting DeliveredData when the total bytes delivered
in a PRR epi sode woul d exceed the estimted data outstandi ng upon
entering recovery (RecoverFS).

Next, the sender computes inflight, the data sender’s best estimate
of the nunber of bytes that are in flight in the network. To
calculate inflight, connections with SACK enabl ed and usi ng [ RFC6675]
| oss detection MAY use the "pipe" algorithmas specified in

[ RFC6675]. SACK-enabl ed connections using RACK-TLP | oss detection

[ RFC8985] or other |oss detection algorithms MJST cal cul ate inflight
by starting with SND. NXT - SND. UNA, subtracting out bytes SACKed in
the scoreboard, subtracting out bytes marked lost in the scoreboard,
and addi ng bytes in the scoreboard that have been retransmtted since
they were last marked | ost. For non- SACK- enabl ed connecti ons,

i nstead of subtracting out bytes SACKed in the SACK scoreboard,
senders MJST subtract out: min(RecoverFS, 1 SMSS for each preceding
duplicate ACK in the fast recovery episode); the mn() with RecoverFS
is to protect against m sbehaving receivers [ Savage99].

Next, the sender conputes Saf eACK, a | ocal bool ean vari abl e
indicating that the current ACK reported good progress. SafeACK is
true only when the ACK has cunul atively acknow edged new data and the
ACK does not indicate further |osses. For exanple, an ACK triggering
"rescue” retransm ssion (Section 4 of [RFC6675], NextSeg() condition
4) may indicate further losses. Both conditions indicate the
recovery i s nmaking good progress and the sender can send nore
aggressively, increasing inflight, if appropriate.

Finally, the sender uses DeliveredData, inflight, SafeACK, and ot her
PRR state to conpute SndCnt, a |ocal variable indicating exactly how
many bytes should be sent in response to each ACK, and then uses
SndCnt to update cwnd.

The full sequence of per-ACK PRR algorithmsteps is as foll ows:

if (DeliveredData is 0)
Return

prr_delivered += DeliveredData
inflight = (estimated volume of in-flight data)
Saf eACK = ( SND. UNA advances and no further |oss indicated)
if (inflight > ssthresh) {
/1 Proportional Rate Reduction
/1 This uses integer division, rounding up
#define DIV_ROUND_UP(n, d) (((n) + (d) - 1) / (d))
out = DIV_ROUND UP(prr_delivered * ssthresh, RecoverFS)
SndCnt = out - prr_out
} else {
/1l PRR-CRB by default
SndCnt = MAX(prr_delivered - prr_out, DeliveredData)
if (Saf eACK) {
/1l PRR-SSRB when recovery is nmaking good progress
SndCnt += SMSS

/1l Attenpt to catch up, as pernitted
SndCnt = M N(ssthresh - inflight, SndCnt)



if (prr_out is O AND SndCnt is 0) {
/1l Force a fast retransmit upon entering recovery
SndCnt = SMSS

}
cwnd = inflight + SndCnt

After the sender conputes SndCnt and uses it to update cwnd, the
sender transnits nore data. Note that the decision of which data to
send (e.g., retransmt missing data or send nore new data) is out of
scope for this docunent.

6.3. Per-Transnmt Steps

On any data transm ssion or retransm ssion, PRR executes the
fol |l owi ng:

prr_out += (data sent)
6.4. Conpletion Steps

A PRR epi sode ends upon either conpleting fast recovery or before
initiating a new PRR epi sode due to a new congestion control response
epi sode.

On the conpletion of a PRR epi sode, PRR executes the follow ng:
cwnd = ssthresh

Note that this step that sets cwnd to ssthresh can potentially, in
some scenarios, allow a burst of back-to-back segments into the
net wor K.

It is RECOVWENDED t hat inplenentations use pacing to reduce the
burstiness of data traffic. This recommendation is consistent with
current practice to mtigate bursts (e.g., [PACING), including
paci ng transm ssion bursts after restarting fromidle.

7. Properties

The foll owi ng properties are common to both PRR-CRB and PRR- SSRB,
except as noted:

PRR attenpts to maintain the sender’s ACK cl ocki ng across recovery
events, including burst |losses. By contrast, [RFC6675] can send
| arge, uncl ocked bursts follow ng burst |osses.

Normal Iy, PRR will spread voluntary w ndow reductions out evenly
across a full RTT. This has the potential to generally reduce the
burstiness of Internet traffic and could be considered to be a type
of soft pacing. Hypothetically, any pacing increases the probability
that different flows are interleaved, reducing the opportunity for
ACK conpressi on and ot her phenonena that increase traffic burstiness.
However, these effects have not been quantifi ed.

If there are mininmal |osses, PRRwill converge to exactly the target
wi ndow chosen by the congestion control algorithm Note that as the
sender approaches the end of recovery, prr_delivered will approach
Recover FS and SndCnt will be conputed such that prr_out approaches
sst hresh.

Implicit wi ndow reductions, due to nmultiple isolated | osses during
recovery, cause later voluntary reductions to be skipped. For snall
nunbers of |osses, the wi ndow size ends at exactly the w ndow chosen
by the congestion control algorithm



For burst |osses, earlier voluntary w ndow reducti ons can be undone
by sending extra segnents in response to ACKs arriving later during
recovery. Note that as long as sone voluntary w ndow reductions are
not undone, and there is no application stall, the final value for
inflight will be the sane as ssthresh

PRR usi ng either Reduction Bound inproves the situation when there
are application stalls, e.g., when the sending application does not
queue data for transm ssion quickly enough or the receiver stops
advancing its receive window. Wen there is an application stal
early during recovery, prr_out will fall behind the sum of

transm ssions all owed by SndCnt. The mi ssed opportunities to send
due to stalls are treated |ike banked vol untary w ndow reducti ons;
specifically, they cause prr_delivered - prr_out to be significantly
positive. |If the application catches up while the sender is still in
recovery, the sender will send a partial w ndow burst to grow
inflight to catch up to exactly where it woul d have been had the
application never stalled. Al though such a burst could negatively

i npact the given flow or other sharing flows, this is exactly what
happens every tinme there is a partial-RTT application stall while not
in recovery. PRR makes partial-RTT stall behavior uniformin al
states. Changing this behavior is out of scope for this docunent.

PRR with Reduction Bound is |less sensitive to errors in the inflight
estimator. Wile in recovery, inflight is intrinsically an
estimator, using inconplete information to estimate if un- SACKed
segnents are actually lost or nerely out of order in the network.
Under sone conditions, inflight can have significant errors; for
example, inflight is underesti mated when a burst of reordered data is
prematurely assumed to be | ost and marked for retransmission. |f the
transm ssions are regulated directly by inflight as they are with

[ RFC6675], a step discontinuity in the inflight estinmator causes a
burst of data, which cannot be retracted once the inflight estinmator
is corrected a few ACKs later. For PRR dynanics, inflight nerely
determ nes which algorithm PRR or the Reduction Bound, is used to
compute SndCnt from DeliveredData. Wile inflight is underestimted,
the algorithnms are different by at nmbst 1 segnent per ACK. Once
inflight is updated, they converge to the sane final w ndow at the
end of recovery.

Under all conditions and sequences of events during recovery, PRR-CRB
strictly bounds the data transmitted to be equal to or |less than the
anount of data delivered to the receiver. This Strong Packet
Conservation Bound is the nobst aggressive algorithmthat does not

|l ead to additional forced |losses in sone environnents. It has the
property that if there is a standing queue at a bottleneck with no
cross traffic, the queue will nmaintain exactly constant |ength for
the duration of the recovery, except for +1/-1 fluctuation due to
differences in packet arrival and exit times. See Appendix A for a
detail ed di scussion of this property.

Al t hough the Strong Packet Conservation Bound is very appealing for a
nunber of reasons, earlier measurenments (in Section 6 of [RFC6675])
demonstrate that it is |ess aggressive and does not performas well
as [ RFC6675], which permts bursts of data when there are bursts of

| osses. PRR-SSRB is a conpromi se that pernits a sender to send one
extra segnent per ACK as conpared to the Packet Conservi ng Bound when
the ACK indicates the recovery is in good progress w thout further

| osses. Fromthe perspective of a strict Packet Conserving Bound,
PRR- SSRB does i ndeed open the w ndow during recovery; however, it is
significantly | ess aggressive than [ RFC6675] in the presence of burst
| osses.

Exanpl es

This section illustrates the PRR and [ RFC6675] al gorithms by show ng



their different behaviors for two exanpl e scenarios: a connection
experiencing either a single loss or a burst of 15 consecutive

| osses. Al cases use bulk data transfers (no application pauses),
Reno congestion control [RFC5681], and cwnd = FlightSize = inflight =
20 segnments, so ssthresh will be set to 10 at the begi nning of
recovery. The scenarios use standard Fast Retransmit [RFC5681] and
Limted Transmit [RFC3042], so the sender will send two new segnents
foll owed by one retransmt in response to the first three duplicate
ACKs follow ng the | osses.

Each of the diagrans bel ow shows the per ACK response to the first

round trip for the two recovery algorithnms when the zeroth segnent is
lost. The top line ("ack#") indicates the transmtted segnment numnber
triggering the ACKs, with an X for the |lost segnent. The "cwnd" and

"inflight" lines indicate the values of cwnd and inflight,
respectively, for these algorithms after processing each returning
ACK but before further (re)transmi ssion. The "sent" line indicates

how much "N'ew or "R'etransmitted data would be sent. Note that the
al gorithms for deciding which data to send are out of scope of this
docunent .

RFC 6675

ax 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22
c 20 20 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10
i 19 19 18 18 17 16 15 14 13 121110 9 9 9 9 9 9 9 9 9 9
S N N R N NN NNNNDNNDNNN

PRR

axX 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22
c 20 20 19 18 18 17 17 16 16 15 15 14 14 13 13 12 12 11 11 10 10 10
i 19 19 18 18 17 17 16 16 15 15 14 14 13 13 12 12 11 11 10 10 9 9
S N N R N N N N N N N N N N

a: ack#;, c¢: cwnd; i: inflight; s: sent
Figure 1

In this first example, ACK#1 through ACK#19 contain SACKs for the
original flight of data, ACK#20 and ACK#21 carry SACKs for the
limted transmts triggered by the first and second SACKed segnents,
and ACK#22 carries the full cunul ative ACK covering all data up
through the limted transmts. ACK#22 conpletes the fast recovery
epi sode and thus conpl etes the PRR epi sode.

Note that both algorithns send the same total anmpunt of data, and
both al gorithms conplete the fast recovery episode with a cwnd

mat chi ng the ssthresh of 20. [RFC6675] experiences a "half w ndow of
silence" while PRR spreads the voluntary w ndow reducti on across an
entire RTT.

Next, consider an exanple scenario with the same initial conditions,
except that the first 15 packets (0-14) are lost. During the

remai nder of the lossy round trip, only 5 ACKs are returned to the
sender. The follow ng exam nes each of these algorithns in
successi on.

RFC 6675
aXxX X X X X X X X X X X X X X X 15 16 17 18 19
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c 20 20 10 10 10
1919 4 9 9

S N N6R R R
PRR

aXx X X X X X X X X X X X X X X 15 16 17 18 19
c 2020 5 5 5
i 19 19 4 4 4
S N NR R R
a: ack#;, «c: cwnd; i: inflight; s: sent

Fi gure 2

In this specific situation, [RFC6675] is nore aggressive because once
Fast Retransmit is triggered (on the ACK for segnent 17), the sender
imediately retransmits sufficient data to bring inflight up to cwnd.
Earlier neasurenents (in Section 6 of [RFC6675]) indicate that

[ RFC6675] significantly outperforms the [RFC6937] version of PRR
using only PRR-CRB and sone other sinilarly conservative algorithns
that were tested, showing that it is significantly common for the
actual | osses to exceed the cwnd reduction determ ned by the
congestion control al gorithm

Under such heavy | osses, during the first round trip of fast
recovery, PRR uses the PRR-CRB to foll ow the packet conservation
principle. Since the total |osses bring inflight bel ow ssthresh,
data is sent such that the total data transmitted, prr_out, follows
the total data delivered to the receiver as reported by returning
ACKs. Transmission is controlled by the sending linmit, which is set
to prr_delivered - prr_out.

VWil e not shown in the figure above, once the fast retransmts sent
starting at ACK#17 are delivered and elicit ACKs that increnent the
SND. UNA, PRR enters PRR-SSRB and increases the wi ndow by exactly 1
segnment per ACK until inflight rises to ssthresh during recovery. On
heavy | osses when cwnd is |large, PRR-SSRB recovers the |osses
exponentially faster than PRR-CRB. Although increasing the w ndow
during recovery seens to be ill advised, it is inportant to remenber
that this is actually | ess aggressive than pernmtted by [ RFC6675],

whi ch sends the sane quantity of additional data as a single burst in
response to the ACK that triggered Fast Retransnit.

For | ess severe | oss events, where the total |osses are snmaller than
the difference between FlightSize and ssthresh, PRR-CRB and PRR- SSRB
are not invoked since PRR stays in the Proportional Rate Reduction
node.

Adapting PRR to Other Transport Protocols

The main PRR al gorithm and reductions bounds can be adapted to any
transport that can support [RFC6675]. In one nmmjor inplenentation
(Li nux TCP), PRR has been the fast recovery algorithmfor its default
and supported congestion control nodules since its introduction in
2011 [First _TCP_PRR].

The Saf eACK heuristic can be generalized as any ACK of a
retransm ssion that does not cause sone ot her segnent to be narked
for retransni ssion.

Measur ement St udi es
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For [ RFC6937], a compani on paper [IMCl1l] eval uated [ RFC3517] and
various experimental PRR versions in a |arge-scal e neasurenent study.
At the time of publication, the | egacy algorithnms used in that study
are no longer present in the code base used in that study, naking
such comparisons difficult without recreating historical algorithns.
Readers interested in the neasurenent study should review Section 5
of [RFC6937] and the | MC paper [IMC11].

Qper ational Considerations
1. Increnental Depl oynent

PRR is increnmental |y depl oyabl e, because it utilizes only existing
transport protocol nechanisns for data delivery acknow edgnent and
the detection of |ost data. PRR only requires changes to the
transport protocol inplenentation at the data sender; it does not
require any changes at data receivers or in networks. This allows
data senders using PRRto work correctly with any existing data
receivers or networks. PRR does not require any changes to or

assi stance fromrouters, switches, or other devices in the network

2. Fai r ness

PRR is designed to maintain the fairness properties of the congestion
control algorithmw th which it is deployed. PRR only operates
during a congestion control response episode, such as fast recovery
or when there is a step reduction in the cwnd fromthe TCP ECN
reaction defined in [ RFC3168], and only makes short-term per-

acknow edgnment decisions to smoothly regul ate the volume of in-flight
data during an episode such that at the end of the episode it will be
as close as possible to the slow start threshold (ssthresh), as
determ ned by the congestion control algorithm PRR does not nodify
the congestion control cwnd increase or decrease nmechani snms outside
of congestion control response epi sodes.

3. Protecting the Network Against Excessive Queui ng and Packet Loss

Over long tine scales, PRRis designed to nmintain the queuing and
packet | oss properties of the congestion control algorithmw th which
it is deployed. As noted above, PRR only operates during a
congestion control response episode, such as fast recovery or
response to ECN, and only makes short-term per-acknow edgnent
decisions to snoothly regul ate the volunme of in-flight data during an
epi sode such that at the end of the episode it will be as close as
possible to the slow start threshold (ssthresh), as determ ned by the
congestion control algorithm

Over short time scales, PRR is designed to cause | ower packet |oss
rates than precedi ng approaches |ike [RFC6675]. At a high level, PRR
is inspired by the packet conservation principle, and as nmuch as
possible, PRR relies on the self clock process. By contrast, wth

[ RFC6675], a single ACK carrying a SACK option that inplies a |arge
quantity of nissing data can cause a step discontinuity in the pipe
estimator, which can cause Fast Retransmit to send a | arge burst of
data that is nmuch larger than the volune of delivered data. PRR

avoi ds such bursts by basing transm ssion decisions on the volune of
delivered data rather than the volume of |ost data. Furthernore, as
not ed above, PRR-SSRB is | ess aggressive than [ RFC6675] (transmitting
fewer segments or taking nore tine to transmt then), and it
outperforns due to the | ower probability of additional |osses during
recovery.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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Security Considerations

PRR does not change the risk profile for transport protocols.

I mpl enenters that change PRR from counting bytes to segnents have to
be cautious about the effects of ACK splitting attacks [Savage99],
where the receiver acknow edges partial segments for the purpose of
confusing the sender’s congestion accounti ng.
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Appendi x A, Strong Packet Conservation Bound

PRR- CRB i s based on a conservative, philosophically pure, and

aest hetically appealing Strong Packet Conservation Bound, described
here. Although inspired by the packet conservation principle
[Jacobson88], it differs in howit treats segnments that are nissing
and presuned lost. Under all conditions and sequences of events
during recovery, PRR-CRB strictly bounds the data transmitted to be
equal to or less than the anount of data delivered to the receiver
Note that the effects of presuned | osses are included in the inflight
cal cul ation but do not affect the outcome of PRR-CRB once inflight
has fallen bel ow ssthresh.

This Strong Packet Conservation Bound is the npst aggressive

al gorithmthat does not lead to additional forced | osses in sone
environments. It has the property that if there is a standing queue
at a bottleneck that is carrying no other traffic, the queue wll

mai ntain exactly constant length for the entire duration of the
recovery, except for +1/-1 fluctuation due to differences in packet
arrival and exit times. Any |less aggressive algorithmwll result in
a declining queue at the bottleneck. Any nore aggressive algorithm
will result in an increasing queue or additional losses if it is a
full drop tail queue.

This property is denonstrated with a thought experinent:

I magi ne a network path that has insignificant delays in both
directions, except for the processing tine and queue at a single
bottleneck in the forward path. In particular, when a packet is
"served" at the head of the bottleneck queue, the follow ng events
happen in nmuch | ess than one bottl eneck packet tinme: the packet
arrives at the receiver; the receiver sends an ACK that arrives at
the sender; the sender processes the ACK and sends sone data; the
data is queued at the bottl eneck

If SndCnt is set to DeliveredData and nothing else is inhibiting
sending data, then clearly the data arriving at the bottl eneck queue
will exactly replace the data that was served at the head of the
gqueue, so the queue will have a constant length. |If the queue is
drop tail and full, then the queue will stay exactly full. Losses or



reordering on the ACK path only cause wi der fluctuations in the queue
size but do not raise its peak size, independent of whether the data
is in order or out of order (including | oss recovery froman earlier
RTT). Any nore aggressive algorithmthat sends additional data wll
overflow the drop tail queue and cause |loss. Any |less aggressive
algorithmw Il under-fill the queue. Therefore, setting SndCnt to
Del i veredData is the npbst aggressive algorithmthat does not cause
forced losses in this sinple network. Relaxing the assunptions
(e.g., neking delays nore authentic and adding nore flows, delayed
ACKs, etc.) is likely to increase the fine-grained fluctuations in
queue size but does not change its basic behavior

Note that the congestion control algorithminplements a broader
notion of optimal that includes appropriately sharing the network.
Typi cal congestion control algorithns are likely to reduce the data
sent relative to the Packet Conserving Bound inpl enented by PRR
bringing TCP's actual wi ndow down to ssthresh.
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