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Privacy- Enhanced Mail (PEM File Format for Encrypted CientHell o (ECH)
Abst r act

Encrypted CientHello (ECH key pairs need to be configured into TLS
servers, which can be built using different TLS libraries. This
docunent specifies a standard file format for this purpose, sinilar
to how RFC 7468 defines other Privacy-Enhanced Mail (PEM file
formats.
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1. Introduction

Encrypted CientHell o (ECH [RFC9849] for TLS1.3 [ RFC38446] defines a
confidentiality mechanismfor server names and other CientHello



content in TLS. That requires publication of an ECHConfi gLi st data
structure in an HTTPS or SVCB RR [ RFC9460] in the DNS. An

ECHConfi gLi st can contain one or nore ECHConfig values. An ECHConfig
structure contains the public conponent of a key pair that wll
typically be periodically (re-)generated by some key nanager for a
TLS server. TLS servers then need to be configured to use these key
pairs, and given that various TLS servers can be built with different
TLS libraries, there is a benefit in having a standard format for ECH
key pairs and configs, just as was done with [ RFC7468].

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

ECHConfig File

A PEM ECH file contains zero or one private key and one encoded
ECHConf i gLi st .

The public and private keys MJST both be PEM encoded [ RFC7468]. The
file contains the concatenation of the PEM encodi ng of the private
key (if present) followed by the PEM encodi ng of the public key(s) as
an ECHConfigList. Wen a private key is present, the ECHConfi gLi st
MUST contain an ECHConfig that nmatches the private key. The private
key MUST be encoded as a PKCS #8 PrivateKey [ RFC7468]. The public
key(s) MUIST be the base64-encoded form (see Section 4 of [RFC4648])
of an ECHConfigLi st value that can be published in the DNS using an
HTTPS RR as described in [RFC9848]. The string "ECHCONFI G' MJST be
used in the PEMfile delimter for the public key.

Any content after the PEM encoded ECHConfi gLi st SHOULD be i gnored.
Figure 1 shows an exanpl e ECHConfig PEM Fil e

————— BEG N PRI VATE KEY-----

MCA CAQAWBQYDK2VUBCI El G d4yGRdsoP9gU7 YT7My8DHX 1 Tj ne8GYDXr OMCi 8v1V
----- END PRI VATE KEY-----

----- BEG N ECHCONFI G - - - -

AD7+DQA65WAgACABWN2BE sca 3vCheUzHel kKl i ydUhDd i Adi y QROWAEAAEA
AQALZXhhbXBsZS5j b20 ==

————— END ECHCONFI G- - - - -

Fi gure 1: Example ECHConfig PEMFile

If the above ECHConfigLi st were published in the DNS for
f 0oo. exanpl e.com then one could access that as shown in Figure 2.

$ dig +short HTTPS f 00. exanpl e. com
1 . ech=AD7+DQA65WAgACASWN2Bt scA 3vGheUzHel kKl i yduhDd i Adi yQR
WAEAAEAAQAL ZXhhbXBs ZS5j b20 ==

Figure 2: Use of Dig to Get the ECHConfigLi st from DNS

TLS servers using this file format might configure nultiple file
names as part of their overall configuration, if, for exanple, only
the ECHConfi gLi st values froma subset of those files are to be used
as the value for retry_configs in the ECH fall back scenari o.

The ECHConfigList in a PEMfile m ght contain nore than one ECHConfi g
if, for exanple, those ECHConfig val ues contain different extensions
or different public_nane values. Consistent with [ RFC9849], the
ECHConfi g val ues within an ECHConfi gLi st appear in decreasing order



of preference. |If the ECHConfigList value is to be used as the
retry configs value, then that mght contain different public keys.
(Nonet hel ess, when a private key is present, that MJST nmatch the
public key fromone of the ECHConfig val ues.)

4. Security Considerations

Storing cryptographic keys in files | eaves them vul nerabl e shoul d
anyone get read access to the filesystemon which they are stored.
The sane protection nmechani snms that would be used for a server’'s PEM
encoded HTTPS certificate private key should be used for the PEM ECH
confi guration.

The security considerations of [RFC9848] apply when retrieving an
ECHConfi gLi st fromthe DNS.

For clarity, only the ECHConfigList is to be published in the DNS -
the private key froman ECH PEM fil e MJUST NOT be published in the
DNS.

5. 1 ANA Consi derati ons

Thi s document has no | ANA acti ons.
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