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Abst r act

This Informational |ndependent Submi ssion to the RFC Series describes
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authentication within federations. This meno is not a standard. It
does not nodify the TLS protocol in any way, nor does it require
changes to comon TLS libraries. TLS is specified and standardized
by the |ETF' s TLS Worki ng G oup.

The framework enabl es interoperable trust managenent for federated
machi ne-t o- machi ne communication. It introduces a centrally managed
trust anchor and a controll ed nmetadata publication process, ensuring
that only authorized nenbers are identifiable within the federation
These nechani sns support unanbi guous entity identification and reduce
the risk of inpersonation, pronoting secure and policy-aligned

i nteraction across organi zati onal boundari es.
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Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc9932
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docunent authors. Al rights reserved.
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I nt roducti on

Thi s docunent describes the Mutually Authenticating TLS in
Federations (MATF) framework, developed to complenent multilatera
Security Assertion Markup Language (SAM.) federations within the
education sector. These federations often rely on just-in-tine

provi sioni ng, where user accounts are created at first |ogin based on
information fromthe SAM. assertion. However, educators need to be
abl e to manage resources and cl asses before students access the
service. MATF bridges this gap by using secure nachi ne-to-nmachi ne
conmuni cati on, enabling pre-provisioning of user information with a
trust nodel and netadata structure inspired by SAML federations.

MATF i s designed specifically for secure authentication in machine-
to-machi ne contexts, such as RESTful APIs (where "RESTful" refers to
the Representational State Transfer (REST) architecture) and service-
to-service interactions, and is not intended for browser-based

aut hentication. Because its applicability in a browser environnent
has not been studied, using MATF within browsers is not reconmended.
Doi ng so may introduce risks that differ fromthose typically
addressed by standard browser security nodel s.



This work is not a product of the | ETF, does not represent a
standard, and has not achi eved community consensus. It ains to
address specific federation challenges and provide a franework for
secure conmuni cati on.

TLS is specified by the I ETF TLS Working Group. TLS 1.3 is defined
in [RFC8446]. Additional information about the TLS Working Group is
avail abl e at <https://datatracker.ietf.org/wy/tls/about/>.

1.1. Reserved Wrds

Thi s docunent is an Informational RFC, which neans it offers

i nformati on and gui dance but does not specify nandatory standards.
Therefore, the keywords used throughout this docunment are for

i nformati onal purposes only and do not inply any specific
requirenents.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy

Federation: A trusted network of entities that adhere to common
security policies and standards, using MATF for secure
conmuni cati on.

Federation Menber: An entity that has been approved to join the
federation and can | everage MATF for secure comunication with
ot her nenbers.

Federation Qperator: The entity responsible for the overal
operation and nmanagenent of the federation, including managing the
federati on netadata, enforcing security policies, and onboarding
new menbers.

Federation Metadata: A cryptographically signed docunment contai ning
i nformati on about all entities within the federation

Met adat a Repository: A centralized repository storing information
about all entities within the federation.

Menmber Metadata: Information about entities associated with a
specific nenber within the federation

Menber Vetting: The process of verifying and approving applicants to
join the federation, ensuring they neet security and
trustworthi ness requirenents.

Trust Anchor: The federation’s root of trust is established by the
public key used to verify federation netadata signatures, which
all ows participants to confidently rely on the information it
cont ai ns.

2. Diverse Design Patterns

MATF i s designed to be flexible and adaptable to the varyi ng needs of
different federations. Federations can differ significantly in terns
of size, scope, and security requirenents, which nmakes it chall enging
to prescribe a one-size-fits-all trust franework and security

measur es.

For instance, in the European Union, Regulation (EU No 910/2014 (the



electronic identification, authentication, and trust services (el DAS)
Regul ation) [el DAS] establishes a regulatory framework for electronic
identification and trust services for electronic transactions in the
internal market. The el DAS Regul ation provides a basis for cross-
border recognition of notified electronic identification schemes and
for regul ated trust services.

Simlarly, national federations, such as those found in education or
heal thcare sectors, often have their own specific trust frameworks
and security neasures tailored to their unique needs. These
federations may | everage existing national identification systens or
other trusted credentials to establish nenber identities and ensure
secure interactions.

Organi zations may al so set up their own federations, tailored to the
specific security requirenents and trust nodels relevant to their
context. For exanple, a private business federation m ght establish
its own vetting processes and trust framework based on the nature of
its business and the sensitivity of the data bei ng exchanged.

By allowing federations the flexibility to tailor their trust
framewor ks and security neasures, MATF can support a wi de range of
use cases. This flexibility is crucial for accomodating the diverse
requi renents and chall enges faced by different federations, ensuring
a secure and adaptabl e system for establishing trust and facilitating
secure communi cati on.

3. Trust Model

The MATF framework operates on a trust nodel that is central to its
design and functionality. This section outlines the key components
of this trust nodel and its inplications for federation nenbers and
the federation operator.

3.1. Role of the Federation Operator

The federation operator plays a critical role in the MATF franeworKk.
This entity is responsible for:

* Managing the central trust anchor, which is used to establish
trust across different domains within the federation

* \Vetting federation nenbers to ensure they neet the required
st andards and policies.

* Maintaining and securing the federation nmetadata, which includes
public key pins [RFC7469], issuer certificates, and other
essential information

Additionally, the federation operator SHOULD devel op their own threat
nodel s to proactively identify potential risks and threats. This
process invol ves exam ning the operating environment, evaluating both
internal and external threats, and understanding how vul nerabilities
can be exploited. The goal of the threat nodel is to enable the
federation operator to establish mtigation strategies that address
the identified risks.

The security and stability of the federation rely on the integrity
and conpetence of the federation operator. Menbers nust be able to
fully trust this central authority, as its role is essential to

mai ntaining the federation's reliability and security.

3.2. Federation Menbers’ Responsibilities

Federati on nmenbers share the responsibility of naintaining trust and
security within the federation.



Their responsibilities include:
* Adhering to the federation's security policies and procedures.

* Ensuring the accuracy and tinmeliness of their metadata
submi ssi ons.

* Cooperating with the federation operator’s vetting and security
neasures.

By fulfilling these responsibilities, federation nmenbers help sustain
the trust framework that enabl es secure and reliabl e conmuni cation
within the federation.

Federation menbers subnit nenber netadata to the federation. As part
of federation operations, the federation MJST ensure the authenticity
and integrity of submitted nenber netadata and the authenticity of
the submtting nmember.

3.3. Chain of Trust

3.

Each federation operates within a trust framework that enconpasses
its own security policies and procedures. This franmework is designed
to ensure the integrity, authenticity, and confidentiality of

conmuni cations within the federation. Key conponents of this
framewor k i ncl ude

* Public key pinning [ RFC7469] and preloading to thwart on-path
attacks by rejecting peers whose public key in the presented
certificate does not match a pin published in the federation
net adat a.

* Regul ar updates and verification of federation netadata to prevent
the use of outdated or conprom sed infornation.

The federation operator aggregates, signs, and publishes the
federati on netadata, which conbines all nenbers’ nenber netadata
along with additional federation-specific information. By placing
trust in the federation and its associ ated federation netadata
signature verification key, federation nmenbers trust the information
contained within the federation netadat a.

The trust anchor for the federation is established through the
federation netadata signature verification key, a critical conponent
requiring secure distribution and verification. To achieve this, the
signature verification key material is distributed using a JSON Wb
Key (JWK) Set [RFC7517], providing a flexible framework for exposing
mul tiple public keys, including the current signature verification
key and keys for rollover. This structured approach ensures nenbers
can readily access the necessary keys for verification purposes.

An additional |ayer of security is introduced through thunbprint
verification [ RFC7638], where federation nmenbers can independently
verify the key’'s authenticity. This involves conparing the
cal cul ated cryptographic thunbprint of the key with a trusted val ue,
ensuring its integrity. Inportantly, this verification process can
be conducted through channels separate fromthe JW Set itself,
enhancing security by elimnating reliance on a single distribution
mechani sm

This trust framework is essential for enabling seanml ess and secure
interoperability across different trust domamins within the
federation.

4. Menber Vetting
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To ensure the security and integrity of the MATF franmework, a menber
vetting process is essential. Detailed vetting processes are beyond
the scope of this docunment but can be guided by established
framewor ks such as el DAS and eduGAI N.

The following are non-normative references to established franeworks:

* el DAS: The el DAS regul ati on can provi de gui dance for nenber
vetting and identity assurance practices.

* eduGAIN: eduGAIN is an interfederation service connecting identity
federations worldwide, primarily within the research and educati on
sector. eduGAlI N docunentation on participation requirenments and
federation practices can i nform nenber vetting processes
[ eduGAl N .

Met adata Aut henticity

Ensuring the authenticity of metadata is necessary for maintaining
the security and trustworthi ness of the MATF framework. This
docunent specifies mechanisms for protecting and verifying the
authenticity of federation metadata, including JW5 signing.
Operational procedures for authenticating menber netadata subm ssions
are outside the scope of this docunment and are defined by the
federation operator or applicable regul atory bodi es.

Met adat a Repository

The MATF netadata repository acts as a central vault, securely
storing all information about all participating federation menbers
and their respective entities. This information, known as federation
nmetadata, is presented as a JSON Wb Signature (JW5) [RFC7515] to
ensure its authenticity and integrity.

The netadata repository is subject to stringent security measures to
safeguard the integrity of the stored information. This MAY invol ve:

* Menber managenent: The federation operator can centrally enforce
security policies and vet new nenbers before they are added to the
repository.

* Access controls: Access to repository managenent functions and
menber netadata subm ssion endpoints SHOULD be restricted to
aut hori zed federation nenbers.

* Regul ar backups: Robust backup procedures ensure data recovery in
case of unforeseen circunstances.

Bef ore nenber netadata is added to the federation’s repository, the
submitted netadata MUST undergo a validation process. This process
verifies the accuracy, conpleteness, and validity of the information
provided by a nmenber. Metadata that does not pass validation MIST be
rejected. The validation process MJST include, at a mninum the
fol |l owi ng checks:

* Format validation: The submitted netadata is checked to ensure
that it confornms to the schema and format specifications defined
in Section 6.2 and Appendi x A

* Unique entity identifier: The submitted netadata is checked to
ensure that the entity id value, as defined in Section 6.1.1, is
not al ready registered by another nenber.

* Unique public key pin digests: The subnmitted netadata is checked
to ensure that pins entries, as defined in Section 6.1.1.1, do not



introduce a digest value that is already registered to a different
entity id. Wiile reuse of the same digest value within the sane
entity id is permtted, uniqueness across different entities is
REQUI RED to prevent identity collisions and to support the
resolution of a unique entity_ id froma derived pin, as specified
in Section 5. 2.

* |ssuer certificate checks: The issuer certificates in issuers, as
defined in Section 6.1.1, are checked to ensure that they are
syntactically valid, not expired, and use algorithms that neet the
federation’s security requirenents.

* Tag validation: Tags, as defined in Section 6.1.1.1, are checked
to ensure that they conformto the defined tag syntax. If the
federation defines an approved set of tag val ues, subnitted tags
are checked to ensure that they are nenbers of that set.

The netadata repository provides a controlled location for storing
menber netadata and for producing federation netadata for
distribution to federation nmenbers.

4.1. Metadata Subm ssion

It is up to the federation, through its governance and operationa
processes, to determ ne which channels are provided to menbers for
submitting their netadata to the nmetadata repository. Menbers
typically have the option to upload the nmetadata directly to the
repository, provided such functionality exists, or to send it to the
federation operator through a designated secure channel. If an

i nsecure channel is used, additional nmeasures MJST be taken to verify
the authenticity and integrity of the metadata. Such nmeasures may

i nclude verifying the checksum of the netadata through anot her
channel . The choice of subm ssion channel nay depend on factors such
as the federation's guidelines and the preferences of the nenber.

4.2. Maintaining Up-to-Date Metadata

In a MATF federation, accurate and current netadata is essential for
ensuring secure and reliable communicati on between nenbers. This
necessitates maintai ni ng up-to-date netadata accessible by al
menbers.

* Federation netadata: The federation operator publishes a JWs
contai ning an aggregate of all entity netadata. This JW5 serves
as the source of truth for information about all nembers within
the federation. CQutdated information in the JW5 can lead to
i ssues such as failed connections, discovery challenges, and
potential security risks.

* Local netadata: Each nmenber maintains a |ocal netadata store
containing informati on about other nenbers within the federation
This information is retrieved fromthe federation's publicly
accessible JW5. CQutdated data in the local store can hinder a
menber’s ability to di scover and connect with other rel evant
entities.

The following outlines the procedures for keeping netadata up to
dat e:

* Federation Operator Role: The federation operator plays a crucia
role in maintaining data integrity within the federation. Their
responsi bilities include:

- Defining rules for netadata managenent that MJST include, at a
m ni mum expiration and cache time nanagenent.



- I nplenmenting mechanisns to update the published federation
nmet adata, ensuring it adheres to the expiration tine (exp as
defined in Section 6.1) and cache TTL (cache_ttl as defined in
Section 6.1) specifications.

* Menber Responsibility: Menbers nust follow the federation’s
met adat a managenent rules and refresh their local nmetadata store
according to the defined expiration and cache regul ati ons.

By adhering to these responsibilities, the federati on ensures that
information remains valid for the defined timefranme and that caching
mechani sms utilize up-to-date data effectively.

5. Authentication

Al'l communi cation established within the federation uses TLS 1.3
[ RFC8446] with nutual authentication. This nechani smensures the
authenticity of both communicating parties, establishing a robust
foundation for secure data exchange.

5.1. Public Key Pinning

MATF i npl ements public key pinning based on [ RFC7469]. Public key

pi nni ng associ ates one or nmore public key pins with each federation
endpoint. These pins are published in the federation netadata.
During a connection, clients and servers extract the public key from
the presented certificate and verify that it nmatches the
preconfigured public key pins retrieved fromthe federati on netadata.

5.1.1. Benefits of Public Key Pinning

The decision to utilize public key pinning in the MATF franmework was
driven by several critical factors aimed at enhancing security and
ensuring trust.

5.1.1. 1. Interfederati on Trust

In interfederation environnents, where nultiple federations need to
trust each other, public key pinning remains effective. Menbers can
validate entities in other federations using pins published through
shared netadata, ensuring trust across boundaries. Unlike private
certificate chains, which can beconme conplex and difficult to manage
across multiple federations, public key pinning provides a

strai ghtforward mechani smfor establishing trust. MATF

i nterfederation addresses this challenge by aggregating netadata from
all participating federations into a unified netadata repository.
Thi s shared netadata enabl es secure conmuni cati on between entities in
different federations, ensuring consistent key validation and robust
cross-federation trust and security.

5.1.1.2. Fortifying Security Against Threats

Public key pinning provides a robust defense mechanismby directly
binding a peer to a specific public key. This ensures that only the
designated key is trusted, preventing attackers fromexploiting
fraudul ent certificates. By elimnating reliance on external trust
intermedi aries, this approach significantly enhances resilience

agai nst potential threats.

5.1.1.3. Use of Self-Signed Certificates

The use of self-signed certificates within the federation | everages
public key pinning to establish trust. By bypassing externa
Certificate Authorities (CAs), servers and clients rely on the
federation's nechanisns to validate trust. Public key pinning
ensures that only the specific self-signed public keys, identified by



key pins in the nmetadata, are trusted.

5.1.1.4. Revocation
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In depl oynments that rely on certificate chains and certificate
revocati on mechani sms, revocation can be conplex and slow. This
complexity arises because a certificate that can no | onger be
trusted, and potentially other certificates within the chain, my
need to be revoked and reissued. Public key pinning mtigates this
conplexity by allowing clients to base trust decisions on pinned
public keys rather than on certificate chains.

If a public key can no |onger be trusted within a MATF federati on,
the associated pin is renbved. Updated netadata is published. The
updat ed netadata includes a new pin corresponding to the public key
in the replacenent certificate. This approach reduces reliance on
certificate revocati on mechani sms and shifts the trust relationship
to the specific, updated public key identified by its pin.

Pin Di scovery and Prel oadi ng

Peers in the federation obtain public key pins fromthe federation
met adata. These pins serve as preconfigured trust paraneters used
for validation, as specified in Section 5.3.

The federation MJST define discovery rules. These rules describe how
peers use federation netadata clains such as organi zation and tags to
identify relevant endpoints and their pins.

Before initiating or accepting a connection, a peer MJST preload the
pins for the selected or authorized endpoints fromits | ocal netadata
store. Maintenance of the |ocal netadata store, including refresh
behavi or and expiry handling, is specified in Section 4. 2.

To support peer identification, the prel oaded state MJST enabl e
mappi ng froma derived pin to the corresponding entity id. This may
be achi eved by maintaining a | ocal index that maps each prel oaded pin
value to its associated entity_id.

A server MAY preload only the pins for clients that satisfy the
server’s connection policy (for exanple, based on organization or
tags). Pin validation enforces the resulting policy as specified in
Section 5. 3.

Verification of Received Certificates

Upon connection establishment, both endpoints MJST verify that the
public key in the presented peer certificate matches a pin published
in the federation nmetadata. This validation MAY be performed by the
TLS stack or by application |ogic.

In architectures where an internediary term nates the TLS session,
pi n validation MUST be performed by either the internediary or the
application. |If the application performs pin validation, the
intermedi ary MJUST forward the peer certificate or a derived pin to
the application. The application MIST be able to determ ne the peer
entity id fromthe forwarded informati on and the federation netadata.
This resolution relies on the client pin digest uniqueness property
specified in Section 6.1.1.1

If the intermediary perforns pin validation, it MJST propagate the
peer certificate, the derived pin, or the entity id to the
application to enabl e authorization.

The channel between the internmediary and the application MJST be
integrity protected and MJUST provi de endpoi nt authentication



Any conveyed certificate, pin, or identity used for this purpose MJST
be derived directly fromthe TLS session. |Inplenentations MJUST NOT
accept these values from peer-supplied application data.

If the inplementation permits disabling default CA-based certificate
chain validation, it SHOULD do so while still enforcing pin
validation. |[If chain validation is required, the trust anchors used
for certificate chain validation MIST be selected fromthe issuers
listed in the federation netadat a.

If no matching pin is found for a peer, the connection MJST be
handl ed according to Section 5. 4.

.4. Failure to Validate

A received certificate that fails validation MJUST result in the

i mredi ate term nation of the connection. This includes scenarios
where the derived pin does not match any prel oaded pin or where the
peer identity cannot be resolved. This strict enforcenent ensures
that only authorized and secure comruni cati on channels are
established within the federation

.5. Certificate Rotation

To replace a certificate, whether due to expiration or other reasons,
the follow ng procedure MUST be foll owed:

1. Submitting updated netadata: Wen a certificate is scheduled for
rotation, the federati on nenber submits updated netadata that
adds the pin for the new public key al ongside the already
publ i shed pins. The federation operator republishes the signed
federati on netadata aggregate, making the new pin available to
all federation nenbers

2. Propagation period: Federation nmenbers MJST refresh their |oca
met adata stores as specified in Section 4.2. The rotating nenber
MUST al l ow sufficient time for peers to refresh and preload the
new pin before switching to the new certificate

3. Switching to the new certificate: After the propagation period
has el apsed, the rotating nenber updates its TLS stack to present
the new certificate. This allows peers that have prel oaded the
new pin to validate the rotated certificate

4. Renoving the old pin: Followi ng a successful transition, the
rotating menber MJST subnit updated netadata excluding the old
pin. The federation operator republishes the aggregate, ensuring
that only current public keys remain trusted within the
federati on.

.6. Inplenmentation Guidelines

The pl acenent of pin validation depends on the depl oynent
architecture. For clients, validation is typically performed by the
conponent initiating the TLS connection. For servers using an

i ntermedi ary, the communication channel between the internediary and
the application MJUST be integrity protected to prevent tanpering with
forwarded peer identity naterial

VWhen an internedi ary propagates peer identity material (for exanple,
the peer certificate, a derived pin, or the entity id) using HITP
header fields, those header fields are the nechanismused to ful fill
the requirenents specified in Section 5.3. For each header field
nane used for this purpose, the internmediary MJST renpove any instance
of that header field received fromthe peer and then set the header



field value itself. This ensures that the application only processes
identity material derived directly fromthe TLS session, enabling the
application to match the peer to the federati on netadata and apply
aut hori zation policy based on federation nmetadata clains. Header
fields that are not used to convey identity material are unaffected
by this requirenent. The conmunication channel between the
intermedi ary and the application MJST provide integrity protection
and endpoint authentication to prevent tanpering with forwarded peer
identity material

| mpl enent ati ons SHOULD, when possible, rely on libraries with built-
in support for pinning. libcurl, for exanple, supports pinning via

t he CURLOPT_PI NNEDPUBLI CKEY option. In Python, the cryptography
library can extract public keys, and application code can conpare the
derived pin to a configured value. Go provides crypto/tls and
crypto/ x509 for certificate inspection and public key extraction. In
Java, java.security.cert.X509Certificate enables public key
extraction, while java.net.http. HtpCient allows pinning enforcenent
usi ng a custom SSLCont ext and Trust Manager. The choice of library is
left to the discretion of each inplenentation

Federati on Met adata

Federation metadata is published as a JSON Wb Si gnature (JW5)

[ RFC7515]. The payl oad contains statenents about entities of
federation nenbers

Met adata is used for authentication and service discovery. A client
sel ects a server based on netadata clainms such as organi zation and
tags. To establish a connection, the client uses the base_uri, pins,
and, if needed, issuers of the selected server.
.1. Federation Metadata C ai ns

This section defines the set of clains that can be included in
met adat a.

* jat (REQU RED)
Identifies the time at which the federation netadata was issued.
- Data Type: Integer
- Syntax: NunericDate as defined in [ RFC7519], Section 4.1.6.
- Exanpl e: 1755514949

* exp (REQUI RED)
Identifies the expiration tinme on or after which the federation
metadata is no longer valid. Once the exp tinme has passed, the
met adata MUST be rejected regardl ess of cache state.
- Data Type: Integer
- Syntax: NunericDate as defined in [ RFC7519], Section 4.1.4.
-  Exanple: 1756119888

* iss (REQUI RED)
A URI uniquely identifying the issuing federation. This value
differentiates federations, prevents anbiguity, and ensures that
entities are recognized within their intended context.

Verification of the iss claimenables recipients to determ ne the
origin of the information and to establish trust with entities



within the identified federation.
- Data Type: String

- Syntax: StringOrURl as defined in [RFC7519], Section 4.1.1. In
MATF, this value MJUST be a URl.

- Exanple: "https://federation. exanple. org"
* version (REQU RED)

I ndi cates the schema version of the federation nmetadata. This
ensures conpatibility between nenbers of the federation by
defining a clear versioning nmechanismfor interpreting netadata.

- Data Type: String

- Syntax: The value MJST foll ow Semantic Versioning (see
<https://senver.org>).

-  Exanple: "1.0.0"

* cache_ttl (OPTI ONAL)
Specifies the duration in seconds for cachi ng downl oaded
federation netadata, allow ng for independent caching outside of
specific HITP configurations. This is particularly useful when
t he communi cati on mechanismis not based on HTTP. |In the event of
a nmetadata publication outage, nmenbers can rely on cached netadata
until it expires, as indicated by the exp claimin the JW
payl oad, defined in Section 6.1. Once expired, metadata MJST no

| onger be trusted. |If omtted, a mechanismto refresh netadata
MUST still exist to ensure the netadata renmains valid.

- Data Type: Integer
- Syntax: Integer representing the duration in seconds.
- Exanpl e: 3600
* entities (REQU RED)
Contains the list of entities within the federation
- Data Type: Array of njects

- Syntax: Each object MJUST conformto the entity definition, as
specified in Section 6.1.1

6.1.1. Entities
Met adata contains a list of entities that may be used for
communi cation within the federation. Each entity describes one or
mor e endpoi nts owned by a menber. An entity has the foll ow ng
properties:
* entity id (REQU RED)
A URI that uniquely identifies the entity. This identifier MJST
NOT collide with any other entity_id within the federation or
within any other federation that the entity interacts wth.
- Data Type: String

- Syntax: URI as defined in [ RFC3986].



-  Exanple: "https://exanple.cont
* organi zati on (OPTI ONAL)

A nanme identifying the organization that the entity s netadata
represents. The federation operator MJST ensure that a mechani sm
is in place to verify that the organization claimcorresponds to
the rightful owner of the information exchanged bet ween nodes.
This is crucial for the trust nodel, ensuring certainty about the
identities of the involved parties. The federation operator
SHOULD choose an approach that best suits the specific needs and
trust nodel of the federation

- Data Type: String

- Syntax: A name identifying the organi zation represented by the
entity.

- Exanple: "Exanple Org”
* issuers (REQU RED)
Alist of certificate issuers allowed to issue certificates for
the entity’s endpoints. For each issuer, the issuer’s root CA
certificate MIUST be included in the x509certificate property and
be encoded using the Privacy-Enhanced Mail (PEM format.
Certificate verification relies on public key pinning, with the
list of allowed issuers used only when a certificate chain
val i dati on nechani smis unavoi dable. For self-signed
certificates, the certificate itself acts as its own issuer and
MJST be listed as such in the netadata.
- Data Type: Array of njects
- Syntax: Each object contains an issuer certificate encoded as
PEM as specified in [RFC7468]. The Base64 content MJST be
wr apped so that each |line consists of exactly 64 characters,
except for the final line. 1In JSON text, line breaks in the
PEM val ue are represented using the "\n" escape sequence.
- Exanple: Issuer truncated for readability.
"issuers": [{
"x509certificate": "----- BEG N CERTI FI CATE- - - - - \ nM | DDD"
H
* servers (OPTI ONAL)
Contains the list of servers within the entity.
- Data Type: Array of njects

- Syntax: Each object MJUST conformto the server definition, as
specified in Section 6.1.1.1

* clients (OPTI ONAL)
Contains the list of clients within the entity.
- Data Type: Array of bjects

- Syntax: Each object MJST conformto the client definition, as
specified in Section 6.1.1.1

6.1.1.1. Servers / Cients



The entity's servers and clients are |listed bel ow

*

description (OPTI ONAL)

A human-readabl e text describing the server or client.

- Data Type: String

- Syntax: Free-formtext describing the server or client.

-  Exanple: "SCIM Server 1"

base uri (REQUI RED for servers, OPTIONAL for clients)

The base URL of the server. This claimis REQU RED for server
endpoi nts. The value MJUST be an absolute URI as defined in
Section 4.3 of [RFC3986]. The value serves as the base URl for
resolving relative references to server resources, as described in
Section 5 of [RFC3986].

- Data Type: String

- Syntax: An absolute URI as defined in Section 4.3 of [RFC3986]
that is used as a URL.

- Exanple: "https://sci mexanple.con"

pi ns ( REQUI RED)

A list of objects representing public key pins [ RFC7469].
- Data Type: Array of (njects

- Syntax: A list of objects, where each object represents a
single public key pin with the follow ng properties:

o alg (REQU RED)
The nane of the cryptographic hash algorithm Currently,
t he RECOMMVENDED val ue is 'sha256’. As nore secure
al gorithnms are devel oped over tine, federations should be
ready to adopt these newer options for enhanced security.
+ Data Type: String
+ Syntax: The nanme of the algorithm
+ Exanpl e: "sha256"

o digest (REQU RED)
The public key of the end-entity certificate, converted to a
Subj ect Public Key Information (SPKI) fingerprint, as
specified in Section 2.4 of [RFC7469]. For clients, the
di gest val ue MJUST be uni que across entities in the
federation netadata to enabl e unanbi guous identification of
the peer. Wthin the sane entity, the sane digest val ue MAY
be assigned to nultiple clients.
+ Data Type: String
+ Syntax: SPKI fingerprint.
+ Exanpl e: "+hcnC JEt Lq4BRPhr | Lyhgn98Lhy6DaWlpns BAGOLCQ="

- Exanpl e:



"pins": [{
"al g": "sha256",
"di gest": "+hcn JEt Lg4BRPhr | Lyhgn98Lhy6DaWipnsBAgOLCQ="

}H
* tags (OPTI ONAL)
A list of strings that describe the endpoint’s capabilities.
- Data Type: Array of Strings
- Syntax: Strings describing endpoint capabilities.
- Pattern: " a-z0-9]{1,64}$
- Exanple: ["scin, "xyzzy"]

Tags are fundanental for discovery within a federation, aiding
both servers and clients in identifying appropriate connections.

- Server Tags: Tags associated with servers are used by clients
to discover servers offering the services they require.
Clients can search for servers based on tags that indicate
supported protocols or the type of data they handle, enabling
di scovery of conpatible servers

- Cdient Tags: Tags associated with clients are used by servers
to identify clients with specific characteristics or
capabilities. For instance, a server night only accept
connections fromclients that support particular protocols. By
filtering incom ng requests based on these tags, servers can
identify suitable clients.

Federati on-Specific Considerations: Wiile tags are tied to

i ndi vi dual federations and serve distinct purposes wthin each,
several key considerations are crucial to ensure clarity and
pronote consistent tag usage:

- Well-Defined Scope: Each federation MJUST establish a clear
scope for its tags, detailing their intended use, allowed tag
val ues, associ ated neani ngs, and any rel evant restrictions.
Mai ntai ning a well-defined and readily accessible registry of
approved tags is essential for the federation.

- Validation Mechanisns: |nplenenting validation nechanisns for
tags is highly reconmended. This can involve a dedicated
operation or service verifying tag validity and conpliance wth
the federation’s regul ations. Such validation ensures
consistency within the federation by preventing the use of
unaut hori zed or irrelevant tags.

6.2. Metadata Schema
The MATF netadata schema is defined in Appendix A. This schema
specifies the format for describing entities involved in MATF and
their associated information.

| Note: The scherma in Appendix Ais folded due to line length
| limtations as specified in [ RFC8792].

6.3. Exanple Metadata

The following is a non-normative exanple of a netadata statenent.
Li ne breaks in the issuers claimexanple are for readability only.



{
"iat": 1755514949,

"exp": 1756119888,
"iss": "https://federation. exanple.org",
"version": "1.0.0",
"cache_ttl": 3600,
"entities": [{
"entity id": "https://exanple.coni,
"organi zation": "Exanple O g"
"issuers": [{
"x509certificate": "----- BEA N CERTI FI CATE- - - - - \ nM | DDDCCAf
SgAwW BAgl JAI Csf JBSt JGhMAOGCSqGSI b3 DQEBCWUANMBS x GTAXBgNW\ nBAM
MEHN] aWuZXhhbXBsZS5j b20wHhc NMI'c wNDA2 MDe 1 Mz E3VWh e NMTcwNTA2 VD
c1\ nMz E3W Ab MRKwFwWYDVQQDDBBz Y2I t Lmiv4AYWLwbGUu'Y29t M | Bl j ANBgk
ghki GOWOB\ NAQEFAACCABAM | BCgKCAQEAY T +3dXTC8YXoi OLDITHOI Tf v
8omQ VWFOr 3+/ PBE\ n6hnpLSNXK/ EZJBD6ZT4Q+t Y8dPhyhz T5RFZCVI r Ds
e/ kYOOF4yof | Ki gx9WsuCr g\ nZFr 1AUt | f GR/ LvRUvDFt uHo1MzFt t i K8BW
WskMYZr wlz LHTI VwBkf MavLgr 2XzxFK\ nj t 0Cc DmFxNdY5@BkuBoj HO+xt 5s
Zbr J9AVH O 8Jan5gD] k90Dy Gg+G EZFC P/ B\ nxa4Fs| 04En/ 9G aJnCUL
NpUOcqvWhVU LOy8DaQWN14H dkTdmegEsg2LR/ Xr Jkt\ nhol6di AXr gS25
3xbkdD3T5d6l H ZCL6UxkBh4ZHRcof t SW DAQABo1 MMUTAdBgNW nHQAEFg
QUs1dXuhGhGc2UNb7i kn3t 6¢c BuU34wHWYDVROj BBgwF0AUs 1dXuhGnhnGe2W\
nNb7i kn3t 6¢cBuU34wDwWYDVROTACQH BAUWAWEB/ z ANBgkghki GOWOBAQs FAA
OCAQEA\ nr ROwxPhUa2Xf QQagACO0C8TFf 8wbTYbOEI P5Ej 834x MV WWTSA
N8/ 3WJOMNQI 23\ nf OVEeYQM vbD2f j LvYTy M2t SPOW t QoKuvul | rxV7Zz8
AB1INI j bl E3rf ealeC8ny\ nTkDA MKV+w XXgUxi rri de+6ubONRG 92f gze
DGAIVmT a9t j OL/ 3e0x| Xeuj xC7\ nM t 3p99t eHj vnZQrFi | Bl vGc108FD1
FKnFYd74s7Rxr Aus BEAANBo3xyB89c FUOd\ nKB2f kH2Il kgi gkyQt j r | HPoy
6Ws691S6U IXx9nONEeEqCH zXnh9j Epxi sSO+f BZER\ npCwj 2LMNPQxZBqgBF
oxbFPw==\n- - - - - END CERTI FI CATE- - - - - "
H
"servers": [{
"description": "SCIM Server 1",
"base uri": "https://sci mexanple.con"
"pins": [{
"al g": "sha256",
"di gest": "+hcn( JEt Lg4BRPhr | Lyhgn98Lhy6DaWipns BAgOLCQ="
H
"tags": [
"scin
]
H,
"clients": [{
"description": "SCIMdient 1",
"pins": [{
"al g": "sha256",
"di gest": "+hcn JEt Lg4BRPhr | Lyhgn98Lhy6DaWipnsBAgOLCQ="

}H
}H
}H
}

6.4. Metadata Signing

Federation metadata is signed using JW5 and published using JW5 JSON
Serialization according to the general JW5 JSON Serialization syntax
defined in [ RFC7515]. Federation netadata signatures are RECOMVENDED
to be created using the al gorithm ECDSA using P-256 and SHA- 256
("ES256") as defined in [RFC7518]. However, to accommodate evol ving
cryptographi ¢ standards, alternative algorithns MAY be used, provided
they nmeet the security requirements of the federation

Federations may need to transition to post-quantum cryptographic
algorithms for federation netadata signatures and for endpoint
certificate public key types. MATF can accommopdate such transitions
through key rollover and by updating published pins as new key types



6. 5.

are depl oyed.
The foll owi ng JW5 Protected Header paraneters are REQU RED:
* alg (Algorithm

Identifies the algorithmused to generate the JW5 signature
[ RFC7515], Section 4.1.1

* kid (Key ldentifier)

Ildentifies the key in the issuer’s key set that was used to
generate the JW5 signature [ RFC7515], Section 4.1.4.

Exanpl e Signature Protected Header

The following is a non-normative exanple of a signature protected
header .

{

al g": "ES256",
"kid": "c2fb760e-f4b6- 4f 7e- bl7a- 7115d2826d51"

Exampl e Usage Scenari os

The exanples in this section are not normative and illustrate the
procedures described in Sections 5.2 and 5. 3.

The foll owi ng exanpl e describes a scenario within the federation

" Skol f ederati on" where MATF is deployed. Both clients and servers
are regi stered nmenbers of the federation. 1In this scenario, clients
manage cross-donain user accounts using SS 12000: 2018, which is a
System for Cross-donain |Identity Managenment (SCIM extension.

+o-m o - o m e e e e e e aaao o o a o +
I I
(A) (A)
| |
v v
Fom e + o m e e e e e e e e eea oo +
| Local MD | Local MD |
+--- - - +--- - - + S S +---+
I I
(B) (lC) (lF)
v v v
Fom e oo + oo s + Fomm o - +

| dient +---(D)-->+ Internediary +---(E)-->+ App |
|

A. Cdients and servers retrieve federation netadata and update their
| ocal netadata stores as described in Section 4. 2.

B. The client selects a server endpoint based on netadata cl ai ns and
prel oads the pins published for that endpoint.

C. If certificate chain validation is perfornmed, the TLS client or
intermedi ary configures its trust store using the issuers listed
in the federation netadata for the selected entity.
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D. The client initiates a TLS connection to the sel ected base uri
and presents its client certificate.

E. If an internmediary terninates the TLS session, it forwards
identity material derived fromthe TLS session to the application
as described in Sections 5.3 and 5. 6.

F. The application maps the derived pin to a matching netadata entry
and uses the associated entity id for identification and
aut hori zati on.

Cl i ent Behavi or

A certificate is issued for the client. The client’s certificate
i ssuer and public key pins are published in the federation netadata.

When a client initiates a connection to a renote server (identified
by the server’s entity_id), the follow ng steps are perforned:

1. The client selects a server endpoint fromthe identified entity's
servers |list whose tags match the required service capabilities

2. The client preloads the selected endpoint’s pins fromits |oca
met adata store. If certificate chain validation is perfornmned,
the client also |oads the issuers listed for the entity.

3. The client initiates a TLS connection to the sel ected endpoi nt
usi ng the base uri and presents its client certificate.

4. The client perfornms pin validation for the server certificate as
described in Section 5.3. This validation nay be perforned by
the TLS stack during the handshake or by application |ogic after
the connection is established, but it conpletes before any
application data is exchanged.

5. If validation succeeds, the client proceeds with application
transacti ons.

Server Behavi or

To accept inbound connections froma client, the server uses
federation netadata to performpin validation of the public key in
the presented client certificate. The federation netadata publishes
client public key pins, and for deploynents that performcertificate
chain validation, the allowed issuers.

When the server receives a TLS connection attenpt froma renote
client, the followi ng steps are perforned:

1. The server is configured to request or require a client
certificate. |If certificate chain validation is performed, the
trust store is popul ated using the issuers published in the
federati on netadata. O herwi se, the server requests a client
certificate without issuer validation (for exanple,
optional _no_ca).

2. The server can prefilter the federation metadata to identify the
set of clients it is willing to conmunicate with and preload only
the pins for those clients, as described in Section 5. 2.

3. After the TLS handshake conpl etes, the server derives the
client’s pin fromthe presented certificate and matches it
agai nst the prel oaded pins. Wen a match is found, the server
determines the client’s entity_id fromthe correspondi ng et adata
entry.
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4. |If pin validation succeeds, the server proceeds with application
transactions. |If pin validation fails, the server termnates the
connecti on.

3. SPKI Generation

The following is an exanple of how to use QpenSSL to generate a SPK
fingerprint froma PEM encoded certificate.

openssl x509 -in <certificate.penr -pubkey -noout | \
openssl pkey -pubin -outformder | \

openssl dgst -sha256 -binary | \

openssl enc -base64

4. Curl and Public Key Pinning
The following is an exanple of public key pinning with curl

curl --cert client.pem--key client.key \

- - pi nnedpubkey \

" sha256/ / 00k2aNf cr CNDWMhWC2uXI dxBFOv M EVt zI NVUT5pur ODk="\
https://host. exanpl e. com

Depl oyments of the MATF Framework

The MATF framework has proven its practical val ue and robustness
t hrough successful depl oynents in several environnents.

1. Skol federation Ma

Skol federation Mba [Moa] is a federation designed to secure
conmuni cati on between digital educational resources and school s.
MATF was devel oped to neet Mda's needs and enabl es secure data
exchange for schools, nunicipalities, educational platforms, and
servi ces across Sweden.

The community plays a crucial role in this type of federation

Menbers are active participants, and the federati on operator ensures
the federation runs snoothly and serves their needs. Mba's success
hi ghl'i ghts the inportance of collaboration, with menbers and the
federation operator working together to maintain trust, security, and
interoperability in the education sector

The depl oynent of MATF in the Swedi sh education sector has provided
several key insights. Maintaining an accurate registry of netadata
ownership with reliable contact information is essential for

troubl eshooti ng and ensuring accountability. The depl oyment al so
demonstrated the inportance of setting reasonable expiration tines
for nmetadata. Too short an expiration can hinder the ability to

i mpl ement contingency plans for publishing new nmetadata during

out ages.

Met adata validation is necessary to naintain a stable federation.
Wi | e manual validation may be sufficient in the early stages of a
federation, it becones unmanageabl e as the federation scal es.

Wthout an automated validation process, incorrect netadata upl oaded
by nmenbers is likely to go undetected, |eading to publication of

i ncorrect metadata.

The federation metadata signing private key is required to publish
signed federation netadata. |In fallback scenarios, federation

nmet adata may be retrieved froman alternate | ocation, but publishing
updat ed federation netadata requires access to the signing private
key. Therefore, secure and redundant managenent of the signing
private key is necessary to support fallback mechani sms and reliable



publication. Recipients MIST validate the JW5 signature using the
federation signature verification key before using federation
nmet adata, regardl ess of where it is obtained.

8.2. Swedish National Agency for Education

The Swedi sh National Agency for Education [ Skol verket MATF] | everages
MATF within its digital national test platformto establish a robust
aut henti cation mechanism The platformutilizes an APl for client
verification prior to secure data transfer to the agency’'s test
service, ensuring the integrity and confidentiality of educationa
dat a.

8.3. Sanbruk’s EGL

Sanbruk’s EG L [EA L], a platformproviding digital services to

muni ci palities, has successfully integrated the MATF framework. This
depl oynent denonstrates the framework’s adaptability to support a

wi de range of digital service infrastructures.

These depl oynments highlight the effectiveness of the MATF franework
in enhancing security and interoperability within the educationa
sector.

9. Security Considerations
9.1. Security Risks and Trust Managenent

The security risks associated with the MATF framework are confined to
each individual federation. Both the federation operator and
federati on nenbers share the responsibility of maintaining trust and
security. Proper handling of netadata and thorough vetting of
menbers are crucial to sustaining this trust.

Depl oynents that term nate a session at an internediary and convey
identity material to an application introduce a critical trust
boundary. If the internmediary is conprom sed or fails to properly
sanitize i nbound headers, an attacker coul d spoof a peer’s entity id.
Therefore, internediaries that convey identity material to an
application MJUST conply with the requirenents in Section 5.6.

| mpl enent ati ons SHOULD avoi d | oggi ng conveyed certificates, pins, or
identity values unless required for diagnostics to prevent the
acci dental exposure of session-specific identity materi al

9.2. TLS

The security considerations for TLS 1.3 are detailed in Section 10
and Appendices C, D, and E of [RFC8446].

9.3. Federation Metadata Updates

Regul arly updating the | ocal copy of federation netadata is essenti al
for accessing the latest informati on about active entities, current
public key pins [RFC7469], and valid issuer certificates. The use of
out dat ed netadata nay expose systens to security risks, such as
interaction with revoked entities or acceptance of nmanipul ated data.

9.4. Verifying the Federation Metadata Signature

Ensuring data integrity and security within the MATF framework relies
on verifying the signature of downl oaded federation netadata. This
verification confirns the origin of the metadata by validating the
JWS signature using the federation signature verification key trusted
by the recipient. It also confirns that the signed content has not
been altered by unauthorized parties. By verifying the signature,
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trust is maintained in the integrity of the information used for

val idation, including nmenber public key pins and issuer certificates.
To achieve a robust inplenentation, it is inportant to consider the
security aspects outlined in [RFC7515], which describes security
considerations related to algorithm sel ection, key conpromnise, and
signature integrity.

Ti me Synchroni zati on

Mai nt ai ni ng synchroni zed cl ocks across all federation nmenbers is
critical for the security of the MATF framework. |naccurate

ti mestanps can conmprom se the validity of digital signatures and
certificates, hinder reliable |og analysis, and potentially expose
the systemto tine-based attacks. Therefore, all federation nmenbers
MUST enpl oy nmethods to ensure their system clocks are synchronized
with a reliable time source.
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Appendi x A, JSON Schema for MATF Met adat a

The foll owing JSON Schema defines the structure of MATF netadata. It
conforns to draft 2020-12 of the JSON Schenma standard.

Version: 1.0.0

=============== NOTE: '\\’ |ine \Nrapp| ng per RFC 8792 ===============

"$schema": "https://json-schema. org/draft/2020-12/schema",

"$id": "https://ntlsfed. se/ schema/ mat f - net adat a- schena. j son",

"title": "JSON Schema for Mitually Authenticating TLS in the con\
\text of Federations",

"description": "Version: 1.0.0",

"type": "object",

"addi tional Properties": true,

"required": [

" i at " ,
"exp",
"iss",
"version",
"entities"

!

roperties": {
"iat": {



"title": "lssued at",

"description": "Tinme at which the netadata was issued (W
\'NI X tinmestanp)",
"type": "integer",

"m ni mun': O,
"exanpl es": [

1755514949
]

xp": A

"title": "Expiration time",

"description": "Time at which the nmetadata expires (UN X\
\ timestamp) ",
"type": "integer",
“m ni nuni': O,
"exanpl es": [

1756119888

]

}

i ss":
"title": "The federation issuing the netadata",
"description": "A URl that uniquely identifies the feder\

\ation that issued the netadata",

"type": "string",

"format": "uri",

"m nLength": 1,

"exanpl es": [

"https://exanpl e. conl federati on"

]
},
"version": {
"title": "Metadata schema version",
"description": "Schema version follows semantic versioni\

\ng (https://senmver.org)"
"type": "string",
"pattern": "MAdH N\ AVdHN AN d+H$Y,
"exanpl es": [

"1.0.0"
]
},
"cache_ttl": {
"title": "Metadata cache TTL",
"description": "How |l ong in seconds to cache netadata. T\
\he effective maxi mumis bounded by the exp claim™",
"type": "integer",
"m ni mun': O,
"exanpl es": [
3600
]
}

"entities": {
"type": "array",
"mnltens": 1,
"itens":
"$ref": "#/ $defs/entity”
}
}
1
"$defs": {
"entity": {
"type": "object”,
"addi tional Properties": true,
"required": |
"entity id",
"issuers”

1.



"properties": {
"entity id": {
"title": "Entity identifier",
"description": "dobally unique identifier for t\
\he entity.",
"type": "string",
"format": "uri",
"exanmpl es": [
"https://exanpl e. cont

]

},

"organization": {
"title": "Nanme of entity organization”,
"description": "Nane identifying the organizati o\

\n that the entity’'s netadata represents.”,
"type": "string",
"exanpl es": [

"Exanple O g"
]
1
"issuers": {
"title": "Entity certificate issuers",
"description": "Alist of certificate issuers th\

\at are allowed to issue certificates for the entity’s endpoints. Fo\
\r each issuer, the issuer’s root CA certificate is included in the \
\ x509certificate property (PEM encoded).",

"type": "array",

"mnltens": 1,

"itens":

"$ref": "#/ $defs/cert_issuers”
}

ervers": {
"type": "array",
"itens": {
"$ref": "#/ $defs/endpoint"”
}
},

"clients": {
"type": "array",
"itens":
"$ref": "#/ $def s/ endpoi nt"
}

}

}

ndpoi nt": {
"type": "object",
"addi tional Properties": true,
"required": |
" pi ns"
]

}

roperties": {
"description": {
"title": "Endpoint description”,
"type": "string",
"exanpl es": [
"SCI M Server 1"
]

ags": {
"title": "Endpoint tags",
"description": "Alist of strings that describe \
\the endpoint’s capabilities.",
"type": "array",
"items": {

}



"type": "string",
"pattern": "~[a-z0-9]{1, 64}%$",
"exanpl es": [

"xyzzy"
}
}
"base uri": {
"title": "Endpoint base URI",
"type": "string",
"format": "uri",
"exanpl es": [
"https://sci mexanpl e. cont
]
},
"pins": {
"title": "Certificate pin set",
"type": "array",
"mnltems": 1,
"itens":
"$ref": "#/ $defs/pin_directive"
}
}
}
}
"cert _issuers": {
"title": "Certificate issuers"”,
"type": "object",
"addi tional Properties": false,
"required": |
"x509certificate"
1,
"properties": {
"x509certificate": {
"title": "X. 509 Certificate (PEM",
"type": "string",
"pattern": "N----- BEG N CERTI FI CATE- - - - - (2:\\r2\\
\\n) (?2:[A-Za-z0-9+/ =] {643\\r2A\ n) *(?2: [ A-Za-z0-9+/ =] {1, 64}\\ r A\ n) -- -\
\ -- END CERTI FI CATE- - - - - (2:\\r?2\\ n) 28"
}
}
}

in_directive":
"title": "RFC 7469 pin directive",
"type": "object",
"addi tional Properties": false,
"required": |
"al g,
"di gest™
]

roperties": {
"alg": {
"title": "Directive nane",
"type": "string",
"enunt': [
"sha256"
1,
"exanpl es": [
"sha256"
]

igest": {
"title": "Directive value (Base64)"
"type": "string",
"pattern": "~[A-Za-z0-9+/]{43}=$",
"exanpl es": [

}
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