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Abstract

Summarization is often used in nulti-area or nmulti-domain networks to
i nprove network efficiency and scalability. Wth sunmarization in

pl ace, there is a need to signal |oss of reachability to an

i ndi vi dual prefix covered by the summary. This enabl es fast
convergence by steering traffic, when applicable, away fromthe node
whi ch owns the prefix and is no | onger reachable.

Thi s docunent specifies protocol mechanisns in IS-1S and OSPF
together with two new flags, to advertise such prefix reachability
| 0ss.

The term"OSPF" in this docunent is used to refer to both OSPFv2 and
OSPFv 3.
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I nt roduction

Link-state Interior Gateway Protocols (I1GPs) like Internediate System
to Internediate System (1S 1S) [1S0OL0589], Open Shortest Path First
version 2 (OSPFv2)) [RFC2328], and Open Shortest Path First version 3
(OSPFv3) [RFC5340] are primarily used to distribute routing

i nformati on between routers belonging to a single Autononous System
(AS) and to calculate the reachability for IPv4 or |IPv6 prefixes
advertised by the individual nodes inside the AS. Each node
advertises the state of its | ocal adjacencies, connected prefixes,
capabilities, etc. The collection of these states fromall the
routers inside the area forma Link State Database (LSDB) that

descri bes the topol ogy of the area and holds additional state

i nformati on about the prefixes, router capabilities, etc.

The growth of networks running a link-state routing protocol results
in the addition of nore state, which leads to scalability and
convergence chall enges. The organization of networks into |evels/
areas and |1 GP domains helps linmt the scope of link-state information
within certain boundaries. However, the state related to prefix
reachability often requires propagation across a nulti-areal/leve
and/or multi-domain | GP network. |GP summarization is a network

engi neering technique for conbining nultiple smaller, contiguous IP
networks into a single, larger sunmary route. Techni ques such as
summari zati on have been used to address the scaling chall enges
associated with advertising prefix state outside of the |ocal areal
domai n. However, this results in suppression of the individua
prefix state that is useful for triggering fast-convergence
mechani sms outside of the IGPs -- e.g., Border Gateway Protocol (BGP)
Prefi x- 1 ndependent Convergence (PIC) [BGP-PI(.

Simlarly, when a router needs to be taken out of service for

mai nt enance, the traffic is drained fromthe node before taking it
down. This is typically achieved by setting the OVERLOAD bit
together with using a high netric for all prefixes advertised by the
node in 1S-1S. The nechani sns available for that purpose are (in
OSPFv2) using the cost of MaxLinkMetric for all non-stub links in the
router-LSA [ RFC6987] or using the Hbit [RFC8770], or (in OSPFv3

[ RFC5340]) using the Rbit.

When prefixes fromsuch nodes are summari zed by an Area Border Router
(ABR) or Autononpus System Boundary Router (ASBR), nodes outside of



the area or domain are unaware of these summarized prefixes beconi ng
unreachabl e. This docunent proposes protocol extensions to carry
i nformati on about such prefixes in a backward-conpatibl e nanner.

Thi s docunent does not define howto advertise a prefix that is not
reachable for routing. That has been defined for I1S-1S in [ RFC5305]
and [ RFC5308], for OSPFv2 in [RFC2328], and for OSPFv3 in [ RFC5340].

Thi s docunent defines a nethod to signal a specific reason for which
the prefix was advertised with the metric that excludes it fromthe
route calculation. This is done to distinguish it from any other
possi bl e cases, where such nmetric adverti senent may be used.

IGPs typically only advertise the reachability of the prefix. A
prefix that was previously advertised as reachable is nade
unreachabl e just by wi thdrawi ng the previous adverti senent of the
prefix. Some of the use cases nentioned earlier in this section
require that unreachability be signaled for a prefix for which the
reachability was not explicitly signaled previously, because it was
covered by the reachability of the summary prefix.

Thi s docunent defines two new flags in IS-1S, OSPFv2, and OSPFv3.
These fl ags provide the support for advertising prefix
unreachability, together with the reason for which the unreachability
is advertised. The functionality being described is called

Unr eachabl e Prefix Announcenent (UPA).

Thi s docunent al so defines how the UPA is propagated across |IS-1S
| evel s and OSPF areas.

The term"OSPF" in this docunent is used to cover both OSPFv2 and
OSPFv3 protocol s.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. GCeneration of the UPA

UPA MAY be generated by an ABR or ASBR for a prefix that is
sunmmari zed by the summary prefix originated by an ABR or ASBR in the
fol |l owi ng cases:

1. A prefix that was reachabl e earlier becones unreachabl e.
2. For any of the planned mai ntenance cases:

* the node originating the prefix is signaling the overl oad
state in 1S 1S, or the Hbit in OSPFv2 [RFC8770], or the R bit
in OSPFv3 [ RFC5340], or

* the metric to reach the prefix froman ABR or ASBR crosses the
configured threshol d.

Generation as well as propagation of the UPA at an ABR or ASBR i s
optional and SHOULD be controlled by a configuration knob. It SHOULD
be di sabl ed by default.

I npl enentations MAY linit the UPA generation as well as propagation
to specific prefixes, e.g. host prefixes, Segnent Routing over |Pv6
(SRv6) locators, or simlar. Such filtering is optional and SHOULD
be controlled via configuration.
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The intent of UPA is to provide an event-driven signal of the
transition of a destination fromreachable to unreachable. It is not
i ntended to advertise a persistent state.

ABR or ASBR MJST wit hdraw the previously adverti sed UPA when the
reason for which the UPA was generated ceases, e.g., prefix
reachability was restored or its netric has changed such that it is
bel ow a configured threshol d val ue.

Even if the reasons persist, UPA advertisenents SHOULD be wi t hdrawn
after some amount of time, that would provide sufficient tinme for UPA
to be flooded network-w de and acted upon by receiving nodes, but
limts the presence of UPA in the network. The tinme the UPA is kept
in the network SHOULD al so reflect the intended use case for which
the UPA was advertised. Not withdrawing the UPA would result in
stale information being kept in the link state databases of all
routers in the area.

I npl enent ati ons SHOULD provide a configuration option to specify the
UPA lifetine at the originating ABR or ASBR

As UPA advertisenents in IS-1S are advertised in existing Link State
PDUs (LSPs) and the unit of flooding in IS-1Sis an LSP, it is
RECOMVENDED t hat, when possible, UPAs are advertised in LSPs
dedicated to this type of advertisenent. This will mninize the
nunber of LSPs that need to be updated when UPAs are advertised and
wi t hdr awn.

In OSPFv2 and OSPFv3, each inter-area and external prefix is
advertised in its own LSA, so the above consideration does not apply
to OSPFv2 and OSPFv3.

It is also RECOWENDED that inplenmentations limt the nunmber of UPA
advertisenents that can be originated at a given tine to linit the
nunber of UPAs present in the network at any given point of tine.
UPA i npl ement ati ons SHOULD provi de a configuration option to limt

t he number of such UPAs.

Supporting UPA in IS-IS

[ RFC5305] defines the encoding for advertising |IPv4 prefixes using 4
octets of metric information, and Section 4 of [RFC5305] specifies:

| If a prefix is advertised with a netric larger than

| MAX _PATH METRI C (OxFEO00000, see paragraph 3.0), this prefix MJST
| NOT be considered during the normal SPF conputation. This allows
| advertisement of a prefix for purposes other than building the

| normal IP routing table.

Simlarly, [RFC5308] defines the encoding for advertising |Pv6
prefixes using 4 octets of nmetric informati on and Section 2 of
[ RFC5308] states:

| ...if a prefix is advertised with a netric larger than

|  MAX_V6_PATH METRI C (OXFEO00000), this prefix MJST NOT be

| considered during the normal Shortest Path First (SPF)

| conputation. This will allow advertisenent of a prefix for
| purposes other than building the nornmal | Pv6 routing table.

This functionality can be used to advertise a prefix (1Pv4 or |Pv6)
in a manner that indicates that reachability has been lost -- and to
do so without requiring all nodes in the network to be upgraded to
support the functionality.

Adverti sement of UPAin IS-1S
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3.

Exi sting nodes in a network that do not support UPA will not use UPAs
during the route calculation but will continue to flood themw thin
the area. This allows flooding of such advertisenents to occur

wi t hout the need to upgrade all nodes in a network to support this
speci fication.

Those ABRs or ASBRs that are responsible for propagating UPA
advertisenents into other areas or domains are al so expected to
recogni ze UPA advertisenents.

As per the definitions referenced in Section 3, any prefix
advertisenent with a nmetric value greater than OXxFEO00000 can be used
for purposes other than normal routing calculations. Such a netric
MUST be used when advertising UPAin IS IS

[ RFC7370] introduced the "I S 1S Sub-TLVs for TLVs Advertising Prefix
Reachability" registry, which lists TLVs for advertising different
types of prefix reachability. (The list at the tine of publication
of this docunment is below.) UPAin IS-I1Sis supported for prefixes
advertised in all such TLVs identified by that registry, for exanple:
* SRv6 Locator [RFC9352]

* Extended I P reachability [RFC5305]

* Milti-Topology (M |IP Reach [ RFC5120]

* | Pv6 | P Reach [ RFC5308]

* Ml I Pv6 | P Reach [ RFC5120]

* | Pv4d AlgorithmPrefix Reachability TLV [ RFC9502]

* | Pv6e Algorithm Prefix Reachability TLV [ RFC9502]

Signaling UPAin IS1S

In 1S 1S, a prefix can be advertised with a netric higher than
OxFEO00000, for various reasons. Wiile IS 1S specifies the treatnent
of such metrics, explicit signaling is required to distinguish UPA

fromother high-netric advertisenents.

Two new bits in the I Pv4/1Pv6 Extended Reachability Attribute Fl ags
[ RFC7794] are defined:

U Flag: Unreachable Prefix Flag (bit 5). When set, it indicates
that the prefix is unreachable.

UP-Fl ag: Unreachabl e Pl anned Prefix Flag (bit 6). Wen set, this
flag indicates that the prefix is unreachable due to a planned
event (e.g., planned maintenance).

The originati ng node MIUST NOT set the UP-flag w thout setting the
U-fl ag.

The receiving node MJST ignore the UP-flag in the advertisenent if
the U-flag is not set.

The prefix that is advertised with the U-flag MJST have the nmetric
set to a value |l arger than OxFEO0O0000. |If the prefix metric is less
than or equal OxFEO00000, both of these flags MJST be ignored.
Propagation of UPAin IS-IS

IS-1S L1/L2 routers, which would be responsible for propagati ng UPA



adverti senents between | evels, need to recogni ze such adverti senents.
Failure to do so would prevent UPA fromreaching the routers in the
renote areas.

IS-1S allows propagation of |IP prefixes in both directions between
level 1 and level 2. Propagation is only done if the prefix is
reachable in the source level, i.e., the prefix is only propagated
froma level in which the prefix is reachable. Such requirenment of
reachability MJST NOT be applied for UPAs, as they are propagating
unreachability.

IS 1S L1/L2 routers may wi sh to advertise received UPAs into other
areas (upwards and/or downwards). When propagating UPAs, the
original netric value MJUST be preserved. The cost to reach the
originator of the received UPA MUST NOT be consi dered when
readvertising the UPA

4. Supporting UPA in OSPF

Appendi x B of [RFC2328] defines the follow ng architectural constant
for OSPFv2:

| LSInfinity

| The netric value indicating that the destination described by
| an LSA is unreachable. Used in summary-LSAs and AS-external -
| LSAs as an alternative to premature aging (see Section 14.1).
| It is defined to be the 24-bit binary value of all ones:

| Oxffffff.

Appendi x B of [RFC5340] states:

| Architectural constants for the OSPF protocol are defined in
| Appendi x B of [CSPFV2].

i ndi cating that these same constants are applicable to OSPFv3.

[ RFC2328], Section 14.1 al so describes the usage of LSInfinity as a
way to indicate | oss of prefix reachability:

| Premature aging can al so be used when, for exanple, one of the

| router’s previously advertised external routes is no |onger

| reachable. In this circunstance, the router can flush its AS

| external-LSA fromthe routing domain via premature aging. This

| procedure is preferable to the alternative, which is to originate
| a new LSA for the destination specifying a nmetric of LSInfinity.

In addition, the NU-bit is defined for CSPFv3 [ RFC5340]. Prefixes
having the NU-bit set in their PrefixOptions field are not included
in the routing cal cul ation

UPA in OSPFv2 is supported for prefix reachability advertised via
OSPFv2 Sumary- LSA [ RFC2328], AS-external -LSAs [ RFC2328], Not - So-

St ubby Area (NSSA) AS-external -LSA [ RFC3101], and OSPFv2 | P Al gorithm
Prefix Reachability Sub-TLV [ RFC9502].

UPA in OSPFv3 is supported for prefix reachability advertised via
OSPFv3 E-Inter-Area-Prefix-LSA [ RFC8362], E-AS-External -LSA
[ RFC8362], E-Type-7-LSA [RFC8362], and SRv6 Locator LSA [ RFC9513].

For prefix reachability advertised via Inter-Area-Prefix-LSA

[ RFC5340], AS-External -LSA [ RFC5340], NSSA-LSA [ RFC5340], UPA is
signal ed using their correspondi ng extended LSAs. This requires
support of the OSPFv3 Extended LSAs in a sparse node as specified in
Section 6.2 of [RFCB8362].

4.1. Advertisenment of UPA in OSPF



If an ABR or ASBR advertises UPA in an advertisenent of an inter-area
or external prefix inside OSPFv2 or OSPFv3, then it MJST set the age
to a value |l ower than MaxAge and set the netric to LSInfinity.

UPA flooding inside the area follows the existing standard procedures
defined by OSPFv2 [ RFC2328] and OSPFv3 [ RFC5340] .

4.2. Signaling UPA in CSPF

A prefix can be advertised (in OSPFv2) with the LSInfinity nmetric or
(in OSPFv3) with the NU-bit set in PrefixOptions, for various
reasons. \Wile OSPFv2 and OSPFv3 specify the treatnent of the
LSInfinity metric and the NU-bit, explicit signaling is required to
di stinguish UPA from other scenarios using the LSInfinity netric or
NU-bi t .

OSPFv2 and OSPFv3 Prefix Extended Fl ags Sub-TLVs been defined in
[ RFC9792] for advertising additional prefix attribute flags in OSPFv2
and OSPFv3.

Two new bits in the Prefix Attribute Flags Sub-TLV are defined:

U Fl ag: Unreachable Prefix Flag (bit 0). When set, it indicates
that the prefix is unreachable.

UP- Fl ag: Unreachabl e Pl anned Prefix Flag (bit 1). Wen set, this
flag indicates that the prefix is unreachable due to a planned
event (e.g., planned maintenance).

The originating node MIUST NOT set the UP-flag w thout setting the
U-fl ag.

The receiving node MJST ignore the UP-flag in the advertisenent if
the U-flag is not set.

4.2.1. Signaling UPA in OSPFv2

The OSPFv2 Prefix Extended Fl ags Sub-TLV [ RFC9792] is a sub-TLV of
the OSPFv2 Extended Prefix TLV [ RFC7684].

The prefix that is advertised with U-Flag or UP-Fl ag MIUST have the
metric set to a value LSInfinity. |If the prefix netric is not equa
to LSInfinity, both of these flags MJST be ignored. Therefore, for
the prefixes in default algorithmO that are advertised with U Fl ag,
or Up-Flag, it is REQU RED to advertise the unreachable prefix in the
base OSPFv2 LSA, e.g., e.g., OSPFv2 Summary-LSA [ RFC2328], or AS-
external -LSAs [ RFC2328], or NSSA AS-external LSA [RFC3101].

4.2.2. Signaling UPA in OSPFv3

OSPFv3 Prefix Extended Flags Sub-TLV is defined as a sub-TLV of the
foll owing OSPFv3 TLVs that are defined in [ RFC8362]:

* |Intra-Area-Prefix TLV
* |Inter-Area-Prefix TLV
* External -Prefix TLV

The prefix that is advertised with U-Flag or UP-flag MJST have the
metric set to a value LSInfinity. For default algorithmO prefixes,
the LSInfinity MJST be set in the parent TLV. For |IP Al gorithm
Prefixes [RFC9502], the LSInfinity MJST be set in OSPFv3 I P Al gorithm
Prefix Reachability sub-TLV. |If the prefix netric is not equal to
LSInfinity, both of these flags MJST be ignored.



The prefix that is advertised with U-Flag or UP-Fl ag MJUST have the
NU-bit set in the PrefixOptions of the parent TLV. |If the NU-bit in
PrefixOptions of the parent TLV is not set, both of these flags MJST
be i gnored.

4.3. Propagation of UPA in OSPF

7

7

OSPF ABRs, whi ch woul d be responsi ble for propagati ng UPA
advertisenents into other areas, need to recogni ze such
advertisements. Failure to do so would prevent UPA fromreaching the
routers in the renote areas.

Advertising prefix reachability between OSPF areas assunes prefix
reachability in a source area. Such a requirenent of reachability
MUST NOT be applied for UPAs, as they are propagating unreachability.

OSPF ABRs or ASBRs MAY advertise received UPAs between connected
areas or domains. When doing so, the original LSInfinity metric

val ue in UPA MUST be preserved. The cost to reach the originator of
the recei ved UPA MJUST NOT be consi dered when readvertising the UPA to
connect ed areas.

Processi ng of the UPA

Processing of the received UPAs is optional and SHOULD be controll ed
by the configuration at the receiver. The receiver itself, based on
its configuration, decides what the UPA will be used for and what

applications, if any, will be notified when UPA is received. Usage
of the UPA at the receiver is outside of the scope of this docunent.

As an exanple, UPA nmay be used to trigger BGP PIC Edge at the
receiving router [BGP-PI(C].

Applications using the UPA cannot use the absence of the UPA to infer
that the reachability of the prefix is back. They must rely on their
own nechanisns to verify the reachability of the renote endpoints.

Area and Dommin Partition

UPA is not nmeant to address an area/domain partition. Wen an area
or domain partitions, while multiple ABRs or ASBRs advertise the same
summary, each of themcan only reach a portion of the sunmarized
prefix. As a result, depending on which ABR or ASBR the traffic is
using to enter a partitioned area, the traffic could be either
dropped or delivered to its final destination. UPA does not nake the
probl em of an area partition any worse. |In case of an area
partition, each ABR or ASBR will generate UPAs for the destinations
for which the reachability was lost locally. As the UPA propagates
to the nodes outside a partitioned area, it may result in such nodes
pi cking an alternative egress node for the traffic, if such a node
exists. |If such an alternative egress node resides outside a
partitioned area, traffic will be restored. |If such an alternative
egress node resides in a partitioned area and is covered by the
summary, the traffic will be dropped if it enters a partitioned area
via an ABR or ASBR that cannot reach that node. This will result in
sim |l ar behavior as without the UPA. The above statenents are al so
applicable to a domain partition

| ANA Consi der ati ons
1. 1S-1S Prefix Attribute Flags Sub-TLV

This docunent adds two new bits in the "IS-1S Bit Values for Prefix
Attribute Flags Sub-TLV' registry:
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Bit #: 5
Nanme: U Fl ag
Ref erence: RFC 9929 (Section 3.2)

Bit # 6
Nane: UP-Fl ag
Ref erence: RFC 9929 (Section 3.2)

2. OSPFv2 and OSPFv3 Prefix Extended Fl ags

Thi s docunent adds two new bits in the "OSPFv2 Prefix Extended Fl ags"
and "OSPFv3 Prefix Extended Fl ags" registries:

Bit: O
Description: U Flag
Ref erence: RFC 9929 (Section 4.2)

Bit: 1
Description: UP-Fl ag
Ref erence: RFC 9929 (Section 4.2)

Security Considerations

The use of UPAs introduces the possibility that an attacker could
inject a false, but apparently valid, UPA. However, the risk of this
occurring is no greater than the risk today of an attacker injecting
any other type of false advertisenent.

The risks can be reduced by the use of existing security extensions
as described in:

* [ RFC5304], [RFC5310], and [RFC7794] for 1S-18S.

* [ RFC2328], [RFC7474], and [ RFC7684] for OSPFv2.

* [ RFC5340], [RFC4552], and [ RFC8362] for OSPFv3.
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