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I nt roduction

The design of Low Power and Lossy Networks (LLNs) is generally
focused on saving energy, which is the nost constrained resource of
all. Oher design constraints (such as a linmted nmenory capacity,
duty cycling of the LLN devices, and | ow power |ossy transm ssions)
derive fromthat primary concern. The radio (both transmtting or
sinmply listening) is a major energy drain, and the LLN protocols nust
be adapted to allow the nodes to remain sleeping with the radio
turned of f at nost tines.

Exanmpl es of LLNs incl ude hub-and-spoke access |inks such as (Low
Power) W-Fi [|EEE80211] and Bl uetooth (Low Energy) [|EEE802151],
Mesh- Under networ ks where the routing operation is handled at Layer 2
(L2), and route-over networks such as the W-SUN [ W-SUN] and 6Ti SCH
[ RFC9030] nesh networks, which | everage 6LOWPAN [ RFC4919] [ RFC6282]
and RPL [ RFC6550] over [|EEE802154].

LLNs and constrai ned devices are the original domain of application
for 6LOWPAN protocols. It is thus a forenpst concern, when designing
those protocols, to mninize energy spendings. |n non-LLN
environments where | owering carbon enmissions is also a priority, it
coul d make sense to apply the 6LOWPAN desi gns and extend sone of the
6LOWPAN protocols. The general design points include:

* Placing the protocol conplexity in the |ess-constrained routers to
simplify the host inplenentation and avoid expandi ng the contro
traffic to all nodes.

* Using host-triggered operations to enable transient disconnections
with the routers, e.g., to conserve power (sleep), but also to
cope with inconsistent connectivity.

These points translate into:

* Stateful proactively built know edge in the routers that is
avai l abl e at any point of tine.

* Unicast host-to-router operations triggered by the host and its
appl i cations.

*  Mnimal use of asynchronous L2 broadcast operations that would



keep the host awake and listening with no application-|level need
to do so.

"RPL: | Pv6 Routing Protocol for Low Power and Lossy Networks"

[ RFC6550] provides | Pv6 [ RFC8200] routing services wthin such
constraints. To save signaling and routing state in constrained
networks, the RPL routing is only performed al ong a Destinati on-
Oiented Directed Acyclic Graph (DODAG that is optimzed to reach a
Root node, as opposed to along the shortest path between two peers,
what ever that would nean in each LLN

The cl assical Nei ghbor Discovery Protocol (NDP) [ RFC4861] [ RFC4A862]
was defined for serial links and shared transit media such as

Et hernet at a time when L2 broadcast was cheap on those nedia, while
menory for nei ghbor cache was expensive. Thus, it was designed as a
reactive protocol that relies on caching and rmulticast operations for
the Duplicate Address Detection (DAD) and Address Resolution (AR),
aka address discovery or address | ookup, of |Pv6 unicast addresses.
Those nulticast operations typically inpact every node on-link when
at nost one is really targeted, which is a waste of energy, and inply
that all nodes are awake to hear the request, which is inconsistent
wi th power-saving (sl eeping) nodes.

"Architecture and Framework for | Pv6 over Non-Broadcast Access"

[1 Pv6-over-NBMA] introduces an evolution of IPv6 ND towards a
proactive AR nmet hod. Because the |IPv6 nodel for NBMA depends on a
routing protocol to reach inside the subnet, the I Pv6 ND extension
for NBMA is referred to as Subnet Neighbor Discovery (SND). SNDis
based on work done in the context of Internet of Things (loT), known
as 6LOWPAN ND. As opposed to the classical 1Pv6 ND protocol, this
evolution follows the energy conservation principles discussed above:

* The original 6LOWPAN ND, "Nei ghbor Discovery Optimzation for |Pv6
over Low Power Wrel ess Personal Area Networks (6LOWPANs)"
[ RFC6775], was introduced to avoid the excessive use of nulticast
messages and enable I Pv6 ND for operations over energy-constrained
nodes. [RFC6775] changes the classical |Pv6 ND nodel to
proactively establish the Nei ghbor Cache Entry (NCE) associated to
the uni cast address of a 6LoWPAN Node (6LN) in the one or nore
6LOWPAN Routers (6LRs) that serve it. To that effect, [RFC6775]
defines a new Address Registration Option (ARO) that is placed in
uni cast Nei ghbor Solicitation (NS) and Nei ghbor Advertisement (NA)
messages between the 6LN and the 6LRs.

* "Registration Extensions for |Pv6 over Low Power Wrel ess Persona
Area Network (6LoWPAN) Nei ghbor Di scovery>" [ RFC8505] updates
[ RFC6775] into a generic Address Registration nmechanismand is the
foundation for Subnet Nei ghbor Discovery (SND). SND introduces
the Extended Address Registration Option (EARO to enable the
regi stering node to access services such as routing inside a
subnet and ND proxy operations [RFC8929]. This provides a
routing-protocol -agnostic nmethod for a host to request that the
router inject a unicast IPv6 address in the local routing protoco
and provide return reachability for that address.

* "Listener Subscription for |IPv6 Nei ghbor Discovery Milticast and
Anycast Addresses" [ RFC9685] updates [ RFC8505] to enable a
listener to subscribe to an | Pv6 anycast or nulticast address; the
docunent al so updates [ RFC9010] to enable a 6LR to inject the
anycast and nulticast addresses in RPL. Simlarly, this
speci fication updates [ RFC8505] and [ RFCO010] to add the
capability for a 6LN to register unicast prefixes up to 120 hits
| ong, as opposed to addresses, and to signal in a routing-
prot ocol -i ndependent fashion to a 6LR that it is expected to
redistribute the prefixes.
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Thi s specification updates the above registration and subscription
met hods to enable a node to register a unicast prefix to the routing
systemand get it injected in the routing protocol. As with

[ RFC8505], the prefix registration is agnostic to the routing
protocol in which the router injects the prefix, and the router is
agnostic to the method that was used to allocate the prefix to the
node. The energy conservation principles in [ RFC8505] are retained
as well, neaning that the node does not have to send or expect
asynchronous mul ti cast nessages.

Pl ease note that an energy-conserving node is not necessarily a
router, so even when a node is advertising a prefix, it is a design
choice not to use Router Advertisenent (RA) messages that woul d nake
the node appear as a router to peer nodes. Fromthe design
principles above, it is clearly a design choice not to | everage (1)
broadcasts fromor to the node or (2) conplex state machines in the
node. It is also a design choice to use and extend the EARO as
opposed to the Route Information Option (RIO [RFC4191] because the
RIOis not intended to inject routes in routing, and is |acking
related control information like the R bit in the EARO
Additionally, an RAwith RIO cannot be trusted for a safe injection
in the routing protocol for the lack of the equivalent of the

Regi stration Omership Verifier (ROVR) [ RFC8928] in the EARQO

Ter mi nol ogy

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.
I nherited Terns and Concepts

Thi

s docunent uses terns and concepts that are discussed in:
*  "Nei ghbor Discovery for IP version 6 (IPv6)" [RFC4861] and

* "|Pv6 Statel ess Address Autoconfiguration" [RFC4862] for the
Nei ghbor Solicitation operation,

*  "Nei ghbor Discovery Optim zation for | Pv6 over Low Power Wreless
Personal Area Networks (6LoWPANs)" [RFC6775], as well as

* "Registration Extensions for |IPv6 over Low Power Wrel ess Personal
Area Network (6LoWPAN) Nei ghbor Di scovery" [RFC8505], and

* "RPL: I1Pv6 Routing Protocol for Low Power and Lossy Networks"
[ RFC6550] for RPL, which is the routing protocol used in LLNs for
SND.

Acronyns and Initialisns

Thi s docunent uses the follow ng abbreviations:

6Cl O 6LoWPAN Capability Indication Option [ RFC7400]
6LBR: 6LOoWPAN Bor der Router [RFC6775]

6LN: 6LOWPAN Node [ RFC6775]

6LR: 6LOWPAN Rout er [ RFC6775]

ARO Address Registration Option [ RFC6775]

DAD: Duplicate Address Detection [ RFC4861]

DAC Destination Advertisenent Object [RFC6550]
DODAG: Destination-Oriented Directed Acyclic G aph

EARO Ext ended Address Regi stration Option [ RFC8505]



EDAC: Ext ended Duplicate Address Confirmati on [ RFC8505]

EDAR: Ext ended Duplicate Address Request [RFC8505]

ESS: Ext ended Service Set [|EEE80211]

| PAM | P Addr ess Managenent

LLN: Low Power and Lossy Network

LLA: Li nk- Layer Address

LoWPAN: Low Power Wrel ess Personal Area Network

LR- WPAN: Low Rate Wrel ess Personal Area Network [| EEE802154]

MAC: Medi um Access Contr ol

NA: Nei ghbor Adverti senent (message) [ RFC4861]

NBMA: Non- Broadcast Muilti-Access (full nesh)

NCE: Nei ghbor Cache Entry [ RFCA4861]

ND: Nei ghbor Di scovery (protocol)

NDP: Nei ghbor Di scovery Protoco

NS: Nei ghbor Solicitation (nessage) [RFC4861]

ROVR: Regi stration Omership Verifier (pronounced "rover")
[ RFC8505]

RPL: I Pv6 Routing Protocol for LLNs (pronounced "ripple")
[ RFC6550]

RA: Rout er Advertisenent (nessage) [ RFC4861]

RS: Router Solicitation (nessage) [RFC4861]

RTG RPL Target Option [ RFC6550]

SLLAG Sour ce Link-Layer Address Option [ RFC4861]

SND: Subnet Nei ghbor Di scovery (protocol)

TI D Transaction | D [ RFC8505]

TIO Transit Information Option [ RFC6550]

TLLAG Target Link-Layer Address Option [ RFC4861]

.4. New Terns
Thi s docunent introduces the follow ng term

Oigin: The node that issued the prefix advertisenent, either in the
formof a NS(EARO) or as a DAQ(TIO RTO

Overvi ew

This specification inherits from|[RFC6550], [RFC8505], and [ RFC9010]
to register prefixes as opposed to addresses.

The 1 Pv6 ND operation is agnhostic to the routing protocol used in the
SND. Route-over LLNs typically leverage RPL. A RPL-based SND
depl oynent consists of:

* one or nore 6LBRs that act as RPL Root,

* internediate routers down the RPL graph that propagate routing
i nformati on on addresses and prefixes towards the Root,

* 6LRs that are RPL-aware 6LNs and can | everage RPL directly to
expose their addresses and prefixes, and

* G6LNs that are the RPL-unaware destinations and need SND to obtain
reachability over the RPL LLN for their addresses and, with this
specification, their prefixes as well.

The SND operation for prefixes inherits fromthat for unicast
addresses, neaning that it is the same unl ess specified otherw se
herein. In particular, forwarding a packet happens as specified in
Section 11 of [RFC6550], including |oop avoi dance and detection
However, in the case of multicast, multiple copies mght be
gener at ed.

[ RFC8505] is a prerequisite to this specification. A node that
i mpl ements this MJST al so i npl ement [ RFC8505]. This specification
does not introduce a new option; it mnmodifies existing options and



updat es the associ ated behaviors to enable the registration for
prefixes as an extension to [ RFC8505].

Thi s specification updates the P-Field introduced in [ RFC9685] for
use in EARO, DAR and RTO with the new value of 3 to indicate the
registration of a prefix, as detailed in Section 7.2. Wth this

ext ensi on, the 6LN can now express its willingness to receive the
traffic for all addresses in the range of a prefix, using the P-Field
value of 3 in the EAROto signhal that the registration is for such
prefix. Miltiple 6LNs acting as border routers to the sane externa
network or as access routers to the sane subnet may regi ster the sane
prefix to the same 6LR or to different 6LRs.

If the Rflag is set in the registration of one or nore 6LNs for the
same prefix, then, according to its redistribution policy, the 6LR
MUST redistribute the prefix in the routing protocol (s) (e.g., RPL)
that it participates in. The duration of the redistribution is based
on the longest registration lifetime across the non-expired received
registrations for the prefix.

Exanpl es of use cases where this specification nmay apply include
virtual links, shared Iinks, and hub |inks as shown in Sections 12.3
and 12.4, respectively. Mrre generally, the 6LN may be a router
running a different routing protocol in an external network, e.g., a
stub network, and acting as a border router. Using the prefix

regi stration nmethod enabl es decoupling the routing protocol in the
6LN fromthe routing protocol that the 6LRs run in the main LLN and
provide signaling to stinulate the redistribution

Updati ng RFC 4861

[ RFC4861] expects that the NS/ NA exchange is for a unicast address,
which is indicated in the Target Address field of the ND nessage.
Section 5.5 of [RFC8505] extends [ RFC4861] to signal the Registered
Address in the Target Address field.

Thi s specification updates [ RFC4861] by allowing a 6LN to advertise a
prefix in the Target Address field when the NS or NA nessage i s used
for a registration, per Section 5.5 of [RFC8505]. |In that case, the
prefix | ength MJUST be indicated in the EARO of the NS nessage,
overloading the field that is used in the NA response for the Status.

If the 6LN owns at | east one |IPv6 address that is derived fromthe
registered prefix with a non-zero interface ID, then it MJST indicate
one of these addresses in full in the Target Address field of the

NS( EARO nessage. Else, it MJST indicate the prefix padded with
zeros in the Target Address field.

Updati ng RFC 7400

Thi s specification updates "6LoWPAN- GHC. Generi c Header Conpression
for 1Pv6 over Low Power Wreless Personal Area Networks (6LOWPANs)"
[ RFC7400] by defining a new capability bit for use in the 6C O

[ RFC7400] was al ready extended by [ RFC8505] for use in | Pv6 ND
messages.

The new "Registration for prefixes supported" (F) flag indicates to
the 6LN that the 6LR (1) accepts |IPv6 prefix registrations as
specified in this docunent, (2) will ensure that packets for the
addresses that match this prefix will be routed to the 6LNs that
registered the prefix, and (3) will ensure that the route to the
prefix will be redistributed if the Rflag is set to 1.

Figure 1 illustrates the F flag in its position (16, counting O to 47
in network order in the 48-bit array).
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Figure 1: New Capability Bit in the 6ClO
New Option Field:

F: 1-bit flag, set to 1 to indicate "Registration for prefixes
support ed"

Updati ng RFC 6550

[ RFC6550] uses the Path Sequence in the Transit Information Option
(TIO to retain only the freshest unicast route and renove stale
ones, e.g., in the case of nobility. [RFC9010] copies the TID from
the EARO into the Path Sequence, and the ROVR field into the
associated RPL Target Option (RTO). This way, it is possible to
identify both the registering node and the order of registration in
RPL for each individual advertisenment, so the nost recent path and
lifetime values are used.

[ RFC9685] requires the use of the ROVR field as the indication of the
origin of a Target advertisenent in the RPL DAO nessages, as
specified in Section 6.1 of [RFC9010]. For anycast and nulti cast
advertisenents (in NS or DAO nmessages), multiple origins my
subscribe to the sane address, in which case the multiple
advertisenents fromthe different or unknown origins are nmerged by
the conmmon parent. |n that case, the conmon parent becones the
origin of the nerged advertisenents and uses its own ROVR value. On
the other hand, a parent that propagates an advertisenent froma
single origin uses the original ROVR in the propagated RTO as it
does for unicast address advertisenents, so the origin is recognized
across multiple hops.

Thi s specification updates [ RFC6550] to require that, for prefix
routes, the Path Sequence is used between and only between

adverti senents for the sane Target and fromthe same origin (i.e.
with the sane ROVR value); in that case, only the freshest
advertisenent is retained. However, the freshness conpari son cannot
apply if the origin is not determined (i.e., the origin did not
support this specification).

[ RFC6550] uses the Path Lifetime in the TIOto indicate the remaining
time for which the advertisenment is valid for unicast route

determ nation, and a Path Lifetine value of 0 invalidates that route.
[ RFC9010] nmaps the Address Registration lifetinme in the EARO and the
Path Lifetime in the TIO so they are conparabl e when both forns of
adverti senents are received

The RPL router that merges nultiple advertisenents for the sane
prefix MUST use and advertise the | ongest remaining lifetinme across
all the origins of the advertisenents for that prefix. Wen the
lifetime expires, the router sends a no-path DAO nessage (i.e., the
lifetime is 0) using the sane value for the ROVR value as for the
previ ous advertisenments. This value refers to either the single
descendant that advertised the Target if there is only one or the
router itself if there is nore than one.

Note that the Registration Lifetine, TID, and ROVR fields are al so
pl aced in the EDAR nessage, so the state created by EDAR is al so
comparable with that created upon an NS(EARO or a DAO nessage. For



simplicity, the text bel ow nentions only NS(EARO) but it al so applies
to EDAR

7. Updating RFC 8505

Thi s specification updates the EARO and EDAR nessages to enabl e the
registration of prefixes and updates the registration operation in

the case of a prefix, in particular fromthe standpoint of the 6LR

e.g., to enable the registration of overlappi ng prefixes.

7.1. New P-Field Val ue

[ RFC9685] defines a 2-bit P-Field with values 0 through 2 and
reserves the value 3 for future use. This specification defines the
semantics of P-Field value 3.

When the P-Field is set to 3, it indicates that the Registered
Address represents a prefix rather than a single address. Upon

recei ving an NS(EARO) nessage with the P-Field set to 3, the receiver
MUST install a route to the indicated prefix via the source address
of the NS(EARO) nessage.

Thi s specification assigns the value 3 to the P-Field, resulting in
the follow ng conplete set of defined val ues:

E st fesfuspumnl e e s s U
| Value | Meaning |
| O | Registration for a Unicast Address |
N o m e e e e e e e e e e e e e e e e e e o +
| 1 | Registration for a Multicast Address

AR, o e e e e e e e e e e m e ao- - +
| 2 | Registration for an Anycast Address |
Fomm o - o m m e e e e e e e e e e e e eaao o +
| 3 | Registration for a Unicast Prefix |
N o m e e e e e e e e e e e e e e e e e e o +

Table 1: P-Field Val ues
7.2. New EARO Prefix Length Field and F fl ag

Section 4.1 of [RFC8505] defines the EARO as an extension to the ARO
option defined in [ RFC6775].

The Status field is used only when the EARO is placed in an NA
message. This specification repurposes that field to carry the
prefix | ength when the EARO is placed in an NS nmessage as illustrated
in Figure 2. The prefix length is expressed as 7 bits, and the nost
significant bit of the field is reserved. A 7-bit value of 0 is
understood as a truncated 128, nmeaning that this registration is for
an address as opposed to a prefix. This approach is backward
conpatible with [ RFC8505] and spans bot h addresses and prefi xes.

This specification adds a new F flag to signal that the Registered
Prefix is topologically correct through the Registering Node. This
means that the Registering Node rel ays packets that are sourced in
the Registered Prefix to the outside, in accordance with "Network
Ingress Filtering: Defeating Denial of Service Attacks which enpl oy
| P Source Address Spoofing" [BCP38]. The receiver forwards packets
to the Registering Node address when the source address of the
packets derives fromthe Registered Prefix. Note that to avoid

| oops, the receiver nust be in the inside so packets sent by the
sender towards the outside nmay never reach the receiver. The notion
of "inside" and "outside" are administratively defined, e.g.,
"inside" is a particular L2 network such as an Ethernet fabric.



When the F flag is not set, the Registering Node owns the prefix and
will deliver packets to the destination if the destination address
derives fromthe prefix. Conversely, if the Fflag is set, the

Regi stering Node will forward traffic whose source address derives
fromthe Registered Prefix into a network |ocation (e.g., to an ISP
Provi der Edge) where this source address is topologically correct
(e.g., derives froma prefix assigned by that I1SP). The F flag is
encoded in the nost significant bit of the EARO Status field when the
Status field is used to transport a Prefix Length as shown in

Fi gure 2.

0 1 2 3

01234567890123456789012345678901
B T i T o o o S e i i S S
Type | Length | F| Prefix Length| Opaque |
T T S S
| R T| TID | Regi stration Lifetinme |
i o T i e T S S i S S S

. ROVR l
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
Figure 2: EARO Format for Use in NS Messages
New and updated Option Fields:

F: (Forwarding Flag) A 1-bit flag. Wuen set to 1, it indicates that
the sender expects other routers to forward packets to the sender
when those packets are sourced fromwi thin the registered prefix.

Prefix Length: A 7-bit unsigned integer. Wen the P-Field is set to
3 and the EARO is included in an NS nessage, this field MJST
contain a prefix length expressed in bits, with a value in the
i nclusive range of 16 to 120. Wen the EARO is included in an NA
message, this field MIUST carry a status value, regardl ess of the
setting of the P-Field. 1In all other cases, this field is
reserved; it MJST be set to zero by the sender and MUST be ignored
by the receiver.

r (reserved): A 1-bit reserved field. It MJIST be set to zero by the
sender and MUST be ignored by the receiver.

.3. New EDAR Prefix Length Field

This specification adds the new value of 3 to the P-Field to signa
that the Registered Address is a prefix. Wen that is the case, the
prefix is assumed to be at nost 120 bits long, padded with zeros up
to 120 bits, and the remaining byte is dedicated to one reserved bit
and the Prefix Length.

Figure 3 illustrates the EDAR nessage when the value of the P-Field
is 3. Figure 4 shows the response EDAC nessage, with the Status
field and the echoed Prefix.

0 1 2 3
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I S i o T s S S S e s s T
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| P=3] Reserved | TID | Regi stration Lifetime
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I

I
ROVR
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T S i T o S T i S SEp S A S
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| |
+ Prefix +
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| | r| Prefix Length]|
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Figure 3: EDAR Message Format with P ==
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Prefix

(up to 120 bits, padded with zeros)
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I
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I
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|
+-
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Fi gure 4: EDAC Message For nat
New and updat ed EDAR/ EDAC Message Fi el ds:

Prefix: A 15-byte field that carries up to 120 bits of the prefix.
If the prefix is shorter than 120 bits, the remmining bits MJST be
padded with zeros. The receiver MJST treat the padding as zeroed
and MJST overwite any unused bits with zeros before using the
prefix.

r (reserved): A 1-bit reserved field. It MJST be set to zero by the
sender and MJUST be ignored by the receiver.

Prefix Length: A 7-bit unsigned integer indicating the length of the
prefix in bits. The value MJST be in the inclusive range of 16 to
120.

The capability to place the P-Field and the contiguous "Reserved"
field in the EDAR nmessage is specified in Section 7.2 of [RFCI685].

The capability to append ND options to the EDAR and EDAC nessages i s
introduced in Section 3.1 of [RFC8929].

Al'l other fields follow the same definition as specified in

[ RFC8505]. The values for these fields and RFC references are
mai nt ai ned by | ANA under the "Internet Control Message Protocol
version 6 (1 CMPv6) Paraneters” [IANA I CVMP] registry group.
Updating the Registration Operation

Wth [ RFC8505] :



A router that expects to reboot nmay send a final RA nessage, upon
whi ch nodes shoul d regi ster el sewhere or redo the registration to

the same router upon reboot. 1In all other cases, a node reboot is
silent. Wen the node cones back to life, existing registration
state mght be lost if it was not safely stored, e.g., in

persi stent menory.
Only uni cast addresses can be registered.

The 6LN rmust register all its Unique Local Addresses (ULAs) and
G obal Uni cast Addresses (GUAs) with a NS(EARO) .

The 6LN may set the Rflag in the EARO to obtain return
reachability services fromthe 6LR, e.g., through ND proxy
operations or by injecting the route in a route-over subnet.

The 6LR maintains a registration state per Regi stered Address,
including an NCE with the Link Layer Address (LLA) of the
Regi st ered Node (the 6LN here)

The operation for registering prefixes is sinmlar to that for
addresses fromthe perspective of the 6LN, but shows inportant
differences on the router side, which maintains a separate state for
each origin and nmerges themin its own advertisenents. This
specification adds the follow ng behavior, simlar to that introduced
by [ RFC9685] for nulticast addresses:

*

The EARO status indicating a "Registration Refresh Request”
applies to prefixes as well.

This status is used in asynchronous NA(EARO) nessages to indicate
to peer 6LNs that they are requested to reregister all addresses
and prefixes that were previously registered to the originating
node. The NA nessage MAY be sent to a unicast or a multicast

I i nk-scope address and SHOULD be contained within the L2 range
where nodes may effectively have regi stered/ subscribed to this
router, e.g., a radio broadcast dommin to preserve energy and
spect rum

A device that wishes to refresh its state, e.g., upon reboot if it
may have | ost some registration state, SHOULD send an asynchronous
NA(EARO with this new status value. That asynchronous NA(EARO
SHOULD be sent to the all-nodes |ink-scope nulticast address
(ff02::1), and Target MJST be set to the |ink-local address that
was exposed previously by this node to accept registrations, and
the TID MUST be set to 0; the ROVR field MIST be set to all zeros
and ignored by the receiver.

In an environment with unreliable transm ssions, the multicast

NA( EARO nessage may be resent in a fast sequence, in which case
the TIDis increnented each tinme. A 6LN that has recently
processed the NA(EARO indicating a "Registration Refresh Request™
i gnores the additional NA(EARO also indicating a "Registration
Refresh Request” within the duration of the fast sequence. That
durati on depends on the environnent and has to be configured. By
default, it is 10 seconds.

Regi stration for prefixes is now supported. The value of 3 in the
P-Field of the EARO and t he EDAR nmessage signals when the
registration is for a prefix as opposed to an address. DAD for
prefi xes and addresses becones a prefix overlap match. \Whether
over | appi ng addresses and prefixes nmay be registered is a network
policy decision and out of scope. The sane prefix nmay be injected
twice (rmultiple routes) as long as they use the sane val ue of the
ROVR



Overl aps may be desirable. For instance, it nmay happen that a
router or a proxy (see Section 10) registers a prefix or an
aggregation while a host using an address fromthat prefix or a
prefix fromthat aggregation also registers its piece

In case of an overlapping registration, the | ongest prefix match
wins, neaning that if the network policy allows for overl apping
registrations, then the routes for the registered prefixes are
installed towards the node that registered with the | ongest prefix
match, all the way to /128.

If the 6LR acts as a border router to external prefixes or owns
the prefixes entirely, it SHOULD register all those prefixes on
all interfaces fromwhich it mght be needed to relay traffic to
that prefix. It MJST set the P-Field in the EAROto 3 for those
prefixes and set the Rflag to receive the traffic associated to
the prefixes. It MAY refrain fromregistering a prefix on one
interface if that prefix is already successfully registered on
another interface, or the router handl ed the EDAR/ EDAC fl ow by
itself, to ensure that the prefix ownership is known and vali dated
by the 6LBR  Additionally, if the router expects to receive
traffic for that prefix on that interface, it needs to ensure that
the prefix is advertised sone other way, e.g., over a routing
protocol such as RPL.

The 6LN MAY set the Rflag in the EARO to request the 6LR to
redistribute the prefix on other links using a routing protocol
The 6LR MUST NOT reregister that prefix to yet another router
unl ess | oops are avoi ded some way, e.g., following a tree
structure.

The 6LR and the 6LBR are extended to accept nore than one
registration for the sane prefix, since multiple 6LNs nmay register
it. The ROVR in the EARO identifies uniquely a registration

wi thin the nanespace of the Registered Prefix.

The 6LR MUST nmmintain a registration state per tuple (I1Pv6 prefix,
prefix length, ROVR) for all registered prefixes. It SHOULD
notify the 6LBR with an EDAR nmessage, unless it determ ned that
the 6LBR is | egacy and does not support this specification (see
Section 5). In turn, the 6LBR MUST maintain a registration state
per tuple (1 Pv6e prefix, ROVR) for all prefixes

8. Updating RFC 9010

Wth [ RFC9010] :

*

Thi

The 6LR injects only unicast routes in RPL.

Upon a registration with the Rflag set to 1 in the EARO the 6LR
injects the address in the RPL unicast support.

Upon receiving a packet directed to a unicast address for which it
has an active registration, the 6LR delivers the packet as a
unicast L2 frame to the LLA of the node that registered the

uni cast address.

s specification adds the foll ow ng behavi or

Upon a registration with the Rflag set to 1 and the P-Field set
to 3 in the EARO, the 6LR injects the prefix in RPL using a prefix
RTO. The P-Field in the RTP MUST be set to 3

Upon receiving a packet directed to an address that derives froma
prefix for which it has at |east one registration, the 6LR
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delivers a copy of the packet as a unicast L2 frame to the LLA of
exactly one of the nodes that registered to that prefix, using the
| ongest prefix natch derivation to find the best 6LN

Updati ng RFC 8928

" Addr ess- Prot ect ed Nei ghbor Discovery for Low Power and Lossy
Net wor ks" [ RFC8928] was defined to protect the ownership of unicast
| Pv6 addresses that are registered with [ RFC8505].

Wth Address-Protected Nei ghbor Discovery (AP-ND) [ RFC8928], it is
possi ble for a node to autoconfigure a pair of public and private
keys and use themto sign the registration of addresses that are
ei ther autoconfigured or obtained through ot her nethods.

The first-hop router (the 6LR) can then validate a registration and
perform source address validation on packets conmng fromthe sender
node (the 6LN)

As multiple nodes may register the sane prefix, the method specified
in [ RFC8928] cannot be used with node-local autoconfigured keypairs,
whi ch protect a single ownership only.

For a prefix, as for an anycast or a multicast address, it is stil
possible to | everage AP-ND [ RFC8928] to enforce the right to
register. |If AP-ND [ RFC8928] is used, a keypair MJST be created and
associated with the prefix before the prefix is deployed, and a ROVR
MUST be generated fromthat keypair as specified in [ RFC8928]. The
prefix and the ROVR MUST then be installed in the 6LBR at the first
registration, or by an external mechani smsuch as | P Address
Management (I PAM or DHCPv6 snooping prior to the first registration
This way, the 6LBR can recognize the prefix on the future
registrations and validate the right to regi ster based on the ROVR

The keypair MJST then be provisioned in each node that needs to
register the prefix or a prefix within, so the node can follow the
steps in [ RFC8928] to register the prefix.

Upon receiving an NA nessage with the status set to 5 "Validation
Request ed", the node that registered the address or prefix perforns
the proof of ownership based on that |ongest prefix match.

Updati ng RFC 8929

"I Pv6 Backbone Router" [RFC8929] defines a proxy operation whereby a
6LoWPAN Bor der Router (6LBR) may inpersonate a 6LN when perforning an
address registration. |In that case, [RFC8505] nessages are used as
is, with one change that the SLLAO in the proxi ed NS(EARO nessages

i ndi cates the Registering Node (the 6LBR) as opposed to the

Regi stered Node (the 6LN). See Figure 5 of [RFC8929] for an exanple
of proxy operation by the 6LBR, which generates an NS( EARO upon
recei ving an EDAR nessage.

Thi s specification updates that proxy operation with the updates in
[ RFC9685] and defines the formats and content of the EARO, EDAR, and
EDAC nessages in order to support the P-Field and the signaling of
prefixes. The proxy MJST use the P-Field as received in the EDAR or
NS( EARO nessage to generate the proxi ed NS(EARO), and it MJST use
the exact same prefix and prefix length as received in the case of a
prefix registration.

Security Considerations
Thi s specification updates [ RFC8505], and the security considerations

of that docunent also apply to this docunent. |In particular, the
link |ayer SHOULD be sufficiently protected to prevent rogue access,
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el se a rogue node with physical access to the network may inject
packets and performan attack fromwithin.

Section 9 | everages AP-ND [ RFC8928] to prevent a rogue node from

regi stering a uni cast address that it does not own. The nechani sm
coul d be extended to anycast and mnulticast addresses if the val ues of
the ROVR they use are known in advance, but how this is done is not
in scope for this specification. One way would be to authorize in
advance the ROVR of the valid users. A less preferred way coul d be
to synchroni ze the ROVR and TI D val ues across the valid registering
nodes as a preshared key nmaterial .

In the latter case, it could be possible to update the keys
associated to a prefix in all the 6LNs, but the flowis not clearly
docunented and may not conplete in due tinme for all nodes in LLN use
cases. It may be sinpler to install an all-new address with new keys
over a period of tine and switch the traffic to that address when the
mgration is conplete.

Qper ational Considerations
1. Partially Upgraded Networks

Devi ces may coexi st while providing different support (i.e., only
[ RFC8505], both [RFC8505] and [ RFC9685], or those two as well as this
specification). The follow ng cases may occur

* A legacy 6LN will not register prefixes, and the service will be
the sane when the network is upgraded.

* A legacy 6LRwill not set the F flag in the 6Cl O and an upgraded
6LN wi || not register prefixes with that router, though it may
with other 6LRs that do support this specification

* Upon an EDAR nessage, a |egacy 6LBR may not realize that the
address being registered cones with a whole prefix, and return
that it is duplicate in the EDAC status. The 6LR MJST ignore a
duplicate status in the EDAR for prefixes

2. Application to RPL-Based Route-Over LLNs

Thi s specification al so updates [ RFC6550] and [ RFC9010] in the case
of a route-over multilink subnet based on the RPL routing protocol,
to add nmulticast ingress replication in Non-Storing Mbdde and anycast
support in both Storing and Non-Storing nodes. A 6LR that inplenents
the RPL extensions specified therein MIST al so inplenent [ RFCO010].

Figure 5 illustrates the classical situation of an LLN as a single

| Pv6 subnet, with a 6LoWPAN Border Router (6LBR) that acts as Root
for RPL operations and as Address Registrar for 6LOoWPAN ND.

e Y
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0o o o | 6LR | RPL Router
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0 | O6LN | |eaf
Fommm - - + L

0 : LLN node
Figure 5: RPL-Based Route-Over LLN

A RPL leaf L acting as a 6LN registers its addresses and prefixes to
a RPL router acting as a 6LR using a L2 unicast NS nmessage with an
EARO as specified in [ RFC8505] and [RFCO685]. Note that a RPL | eaf
acting as 6LN may still be a border router for another routing
protocol, an access router for an IP link, or a virtual Router
serving virtual machines or applications within the sane physica
node. Note also that a RPL-aware Leaf would preferably |everage RPL
directly to inject routes, to fully | everage the routing protocol.
The registration state is periodically renewed by the Registering
Node (the 6LN), before the lifetinme indicated in the EARO expires (at
the 6LR). As for unicast |Pv6 addresses, the 6LR uses an Extended
Duplicate Address Request/Confirmati on (EDAR/ EDAC) exchange with the
6LBR to notify the 6LBR of the presence of the listeners. Wth this
specification, a router that owns a prefix or provides reachability
to an external prefix but is not a RPL router can al so regi ster those
prefixes with the Rflag set, to enable reachability to the prefix
within the RPL domain.

3. Application to a Shared Link

A shared link is a situation where nore than one prefix is deployed
over an L2 link (say, a switched Ethernet fabric or a W-Fi Extended
Service Set (ESS) federating nmultiple Access Points (APs)), and not
necessarily all nodes are aware of all prefixes. Figure 6 depicts
such a situation, with two routers 6LR1L and 6LR2 that own respective
prefixes Pl:: and P2:: and expose those in their RA messages over the
same link. Note that the shared |ink maybe operated with any

conbi nation of NDP and SND as discussed in Section 7 of

[ 1 Pv6-o0ver - NBVA] .

= ( ).
( I nt er net )
(. . )
I
I S S +
| Pl::a | | P2::b |
| 6LR1 | | 6LR2 |
o - o - - -+ o - o - - -+
----+--L ------ ocmmnaaan +-L ------- ocmmnaaan S .

T I S i A e e
| P1::c] | P2::d| | P2:: e | P1::f| | P1:: g

Fi gure 6: Shared Link

Say that 6LRl is the router providing access to the outside, and 6LR2
is aware of 6LRLl as its default gateway. Wth this specification,
6LR2 registers P2:: to 6LRL, and 6LRl installs a route to P2:: via
6LR2. This way, addresses that derive fromP2:: can still be reached
via 6LR1 and then 6LR2. 6LR2 may then | everage | CMP Redirect
messages [ RFC4861] to shorten the path between 6LR1 and the nodes
that own those addresses.
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If P2 were del egated by 6LR1, e.g., using DHCPv6 [ RFC9915], then the
expectation is that 6LRL aggregates P1l:: and P2:: inits
advertisenents to the outside, and there is no need to set the R
flag. However, unless 6LR2 knows about such a situation, e.g.,

t hrough configuration, 6LR2 SHOULD set the R flag requesting 6LRl to
advertise P2:: so as to obtain reachability.

4. Application to a Hub Link with Stub Spokes

A hub Iink is a situation where stub |inks are depl oyed around a
backbone and interconnected by routers. Figure 7 depicts such a
situation, with one router 6LRl serving the hub link and at |east one
router |ike 6LR2 and 6LR3 providing connectivity fromthe stub |inks
to the hub Iink. In this exanple, say that there is one prefix on
each link -- P1:: on the hub link, and P2:: and P3:: on the stub

I'i nks.

+----- + +----- + +----- + +----- +
| P2::s]| | P2::d| | P2:: e | P2::f|
+--+- -+ +--+- -+ +--+- -+ +--+- -+
I I
R e +-- STUB- LI NK- - +- - - - -
I
B N +
| P2::r | | | T
| 6LR2 | | 6LR1  +---- .-( ).
| Pl::b | | Pl::a | ( Internet )
S tommde--+ (. . )
I I I
------- ot------o -4 - HUB- LI NK- - +- - - - - +- - |
| | | |
+o- - - - -+ +-- - -+ +o- - - - -+ |
| Pl::c | | P1::n| | Pl::q | |
| 6LR3 | S + | 6LR4 +----+
| P3::m| | P3::a |
B B
| |
R R T et +-- STUB- LI NK- - +- +- - - - -
I I I I
oo 4o+ oo 4o+ oo 4o+ oo 4o+
| P3::h| | P3::i| | P3::j| | P3:: K|
Fomm - - + Fomm - - + Fomm - - + Fomm - - +

Figure 7: Hub and Stubs

As before, say that 6LR1 is the router providing access to the
outside, and 6LR2 is aware of 6LRl as its default gateway. Wth this
specification, 6LR2 registers P2:: to 6LR1, and 6LRl installs a route
to P2:: via 6LR2. This way, nodes on the stub |ink behind 6LR2 that
derive their addresses fromP2:: can still be reached via 6LRL and
then 6LR2. The sane goes for 6LR3 and any other routers serving stub
I'i nks.

If P2 were del egated by 6LR1, then the expectation is that 6LRl
aggregates P1l:: and P2:: in its advertisenments to the outside, and
there is no need to set the R flag. However, unless 6LR2 knows about
such a situation, e.g., through configuration, 6LR2 SHOULD set the R
flag requesting 6LRL to advertise P2:: so as to obtain reachability.

In this example, routers 6LR3 and 6LR4 both connect to the same stub
l'ink where subnet P3 is installed. They nmay both register P3 to
6LR1, and 6LR1L will apply its own | oad-balancing logic to use either
of the routers.

| ANA Consi der ati ons
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| ANA has made changes under the "Internet Control Message Protocol
version 6 (1 CVMPv6) Paraneters" [IANA I CMP] and the "Routing Protocol
for Low Power and Lossy Networks (RPL)" [l ANA RPL] registry groups,
as foll ows.

1. Updated P-Field Registry

Thi s specification updates the P-Field introduced in [ RFC9685] to
assign the value of 3, which is the only renai ni ng unassi gned val ue
for the 2-bit field. To that effect, | ANA has updated the "P-Field
Val ues" registry in the "Internet Control Message Protocol version 6
(I CvPv6) Parameters" registry group as indicated in Table 2:

[ bl e sty e pp—r o}
| Value | Meaning | Reference |
| 3 | Registration for a Unicast Prefix | RFC 9926 |
N o e e e e e e e e e e mmmemao - N +

Tabl e 2: New P-Field Val ue
2. New 6LOWPAN Capability Bit

| ANA has nmade an addition to the "6LoWPAN Capability Bits"

[TANA. ICVWP.6CI O registry in the "Internet Control Message Protocol
version 6 (I CMPv6) Paraneters" registry group as indicated in

Tabl e 3:

| ANA has fixed the description of bit 9 (the "A" flag defined in
[ RFC8928]). It is not called "1" but "A".

[ bbb e el e p—p—j—r 0
| Bit | Description | Reference |
| 9 | AP-ND Enabled (A bit) | [RFC8928] |
Fomm - - et N +
| 16 | Registration for prefixes supported (F bit) | RFC 9926 |
+----- oo e e e e e e e e e e e e e e e e e e e e oo S +
Tabl e 3: New 6LoWPAN Capability Bit
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