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Unsi gned X. 509 Certificates
Abst r act

Thi s docunent defines a placehol der X 509 signature algorithmthat
may be used in contexts where the consunmer of the certificate is not
expected to verify the signature. As part of this, it updates RFC
5280.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/infol/rfc9925
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(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
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i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
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I nt roducti on

An X. 509 certificate [ RFC5280] relates two entities in the PKI

i nformati on about a subject and a proof froman issuer. View ng the
PKI as a graph with entities as nodes, as in [RFC4158], a certificate
is an edge between the subject and issuer

In sone contexts, an application needs standal one subject information
instead of a certificate. |In the graph nodel, the application needs
a node, not an edge. For exanple, certification path validation
(Section 6 of [RFC5280]) begins at a trust anchor, sonetines referred
to as a root certification authority (root CA). The application
trusts this trust anchor information out-of-band and does not require
an issuer’s signature.

X. 509 does not define a structure for this scenario. Instead, X 509
trust anchors are often represented with "sel f-signed" certificates,
where the subject’s key signs over itself. Oher formats, such as

[ RFC5914], exist to convey trust anchors, but self-signed
certificates remain w dely used.

Additionally, sone TLS [ RFC8446] server depl oynents use sel f-signed
end entity certificates when they do not intend to present a CA-

i ssued identity, instead expecting the relying party to authenticate
the certificate out-of-band, e.g., via a known fingerprint.

These sel f-signatures typically have no security value, aren't
checked by the receiver, and only serve as placehol ders to neet
syntactic requirenents of an X 509 certificate.

Conputing signatures as pl acehol ders has sone drawbacks:

* Post-quantum signature algorithms are large, so including a self-
signature significantly increases the size of the payl oad.

* |f the subject is an end entity, rather than a CA, conputing an
X. 509 signature risks cross-protocol attacks with the intended use
of the key.

* |t is anbiguous whether such a self-signature requires the CA bit
in basic constraints or keyCertSign in key usage. |If the key is
i ntended for a non-X 509 use, asserting those capabilities is an
unnecessary risk

* |f the subject is an end entity, and the end entity’'s key is not a
signing key (e.g., a Key Encapsul ati on Mechani sm (KEM key), there
is no valid signature algorithmto use with the key.

Thi s docunent defines a profile for unsigned X 509 certificates,
whi ch may be used when the certificate is used as a container for
subj ect information, wthout any specific issuer

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Constructing Unsigned Certificates



This section describes how a sender constructs an unsi gned
certificate.

3.1. Signature

To construct an unsigned X 509 certificate, the sender MJST set the
Certificate s signatureAl gorithmand TBSCertificate’ s signature
fields each to an Algorithmdentifier with algorithmid-al g-unsigned,
defined bel ow

i d-al g-unsigned OBJECT IDENTIFIER ::= {1 36 155 7 6 36}

The paraneters for id-al g-unsigned MJST be omtted. The
Certificate's signatureValue field MUST be a BIT STRING of |ength
zero.

3. 2. | ssuer

An unsigned certificate takes the place of a self-signed certificate
in scenarios where the application only requires subject infornmation
It has no issuer, so sone requirenents in the profile defined in

[ RFC5280] cannot neani ngfully be applied. However, the application

may have pre-existing requirenments derived from|[X 509] and

[ RFC5280], so senders MAY construct the certificate as if it were a

self-signed certificate, if needed for interoperability.

In particular, the following fields describe a certificate s issuer
* jissuer (Section 4.1.2.4 of [RFC5280])
* issuerUniquel D (Section 4.1.2.8 of [RFC5280])
The issuer field is not optional, and both [ X 509] and
Section 4.1.2.4 of [RFC5280] forbid enpty issuers, so such a val ue
may not be interoperable with existing applications.
If the subject is not enpty, senders MAY set the issuer to the
subject, simlar to how they would construct a self-signed
certificate. This may be useful in applications that, for exanple,
expect trust anchors to have a matching issuer and subject. This is,
however, a pl acehol der value. The unsigned certificate is not
consi dered sel f-signed or self-issued.
Senders MAY alternatively use a short placehol der issuer consisting
of a single relative distinguished nanme that has a single attribute
with a type of id-rdna-unsigned and val ue of a zero-length
UTF8String. id-rdna-unsigned is defined as foll ows:
i d-rdna-unsigned OBJECT IDENTIFIER ::= {1 36 155 7 25 1}
Thi s placehol der nane, in the string representation of [RFC4514], is:
1.3.6.1.5.5.7.25. 1=#0C00

Senders MJST omit the issuerUniquelD field, as it is optional, not
appl i cabl e, and al ready forbidden by Section 4.1.2.8 of [RFC5280].

3.3. Extensions

Sonme X. 509 extensions al so describe the certificate issuer and thus
are not meani ngful for an unsigned certificate:

* authority key identifier (Section 4.2.1.1 of [RFC5280])

* issuer alternative nane (Section 4.2.1.7 of [RFC5280])



Senders SHOULD omit the authority key identifier and issuer
alternative nane extensions. Section 4.2.1.1 of [RFC5280] requires
certificates to include the authority key identifier, but it pernits
an exception for self-signed certificates used when distributing a
public key. This docunent updates [RFC5280] to also permt omitting
the authority key identifier in unsigned certificates.

Sone extensions reflect whether the subject is a CA or an end entity:
* key usage (Section 4.2.1.3 of [RFC5280])

* basic constraints (Section 4.2.1.9 of [RFC5280])

Senders SHOULD fill in these values to reflect the subject. That is:

* |f the subject is a CA it SHOULD assert the keyCertSign key usage
bit and SHOULD i nclude a basic constraints extension that sets the
cA bool ean to TRUE.

* |f the subject is an end entity, it SHOULD NOT assert the
keyCert Si gn key usage bit, and it SHOULD either onit the basic
constraints extension or set the cA boolean to FALSE. Unlike a
self-signed certificate, an unsigned certificate does not issue
itself, so there is no need to accomodate a self-signature in
ei ther extension.

Consum ng Unsi gned Certificates
X. 509 signatures of type id-al g-unsigned are always invalid:

* \When processing X.509 certificates without verifying signatures,
recei vers MAY accept id-al g-unsigned.

*  \When verifying X 509 signhatures, receivers MJST reject id-alg-
unsi gned.

In particular, X 509 validators MJST NOT accept id-alg-unsigned in
the place of a signature in the certification path.

It is expected that nost unnodified X 509 applications will already
be conpliant with this guidance. X 509 applications are thus
RECOMVENDED to satisfy these requirenents by ignoring this docunent
and instead treating id-al g-unsigned as the same as an unrecogni zed
signature algorithm An unnodified X 509 validator will be unable to
verify the signature (Step (a.1l) of Section 6.1.3 of [RFC5280]) and
thus reject the certification path. Conversely, in contexts where an
X. 509 application was ignoring the self-signature, id-alg-unsigned
will also be ignored but nore efficiently.

In other contexts, an application nay require nodifications or limt
itself to particular forns of unsigned certificates. For exanple, an
application night check self-signedness to classify locally
configured certificates as trust anchors or untrusted intermnediates.
Such an application nmay need to nodify its configuration nodel or
user interface before using an unsigned certificate as a trust

anchor .

Security Considerations

It is best practice to limt cryptographic keys to a single purpose
each. If a key is reused across contexts, applications risk cross-
protocol attacks when the two uses collide. However, in applications
that use self-signed end entity certificates, the subject’s key is
necessarily used in two ways: the X 509 self-signature and the end
entity protocol. Unsigned certificates fix this key reuse by
renovi ng the X 509 sel f-signature.



If an application accepts id-al g-unsigned as part of a certification
path, or in any other context where it is necessary to verify the

X. 509 signature, the signature check woul d be bypassed. Thus,
Section 4 prohibits this and reconmends that applications treat id-

al g-unsi gned the sane as any other previously unrecognized signature
al gorithm Non-conpliant applications risk vulnerabilities anal ogous
to those described in [JW] and Section 1.1 of [JCOSE].

The signature in a self-signed certificate is self-derived and thus
of limted use to convey trust. However, some applications mght,
for exanple, use it as an integrity check to guard agai nst accidenta
storage corruption. An unsigned certificate does not provide any
integrity check. Applications checking self-signature for integrity
SHOULD i nst ead use sone ot her nechani sm such as an external hash
that is verified out-of-band.

6. | ANA Consi der ati ons
6.1. Module Identifier

| ANA has added the following entry in the "SM Security for PKIX
Modul e Identifier"” registry, defined by [ RFC7299]:

B oo s s sl
| Decimal | Description | Reference |
R ety Sl ey sl —p—p—_—r o
| 122 | id-nod-al gUnsi gned- 2025 | RFC 9925 |
Fo-m e - - I T I +

Table 1

6.2. Al gorithm

| ANA has added the following entry to the "SM Security for PKIX
Al gorithns" registry [ RFC7299]:

+ooooooo-oo4 o4 o= =+4
| Decimal | Description | Reference |
[ ool oo e e e e
| 36 | id-alg-unsigned | RFC 9925 |
I I T R e +

Tabl e 2
6.3. Relative Distinguished Name Attribute

To all ocate id-rdna-unsigned, this docunment introduces a new PKIX O D
arc for relative distinguished name attri butes:

| ANA has added the following entry to the "SM Security for PKIX"
registry [ RFC7299]:

| Decimal | Description | Reference |
[ gttty e —p—(————(———(———(—————————————————_— Lpp—p—p———————
| 25 | Relative Distinguished Nanme Attribute | RFC 9925 |
S o m e e e e e e e e e e e e aao o Fom e oo +

Table 3
| ANA has created the "SM Security for PKIX Relative Distinguished
Nane Attribute" registry within the "Structure of Managenent
Information (SM) Nunmbers (M B Mdul e Registrations)" registry group.

The new registry’s description is



"iso.org.dod.internet.security. mechani snms. pki x. rdna
(1.3.6.1.5.5.7.25)".

The new registry has three colums and is initialized with the
foll owi ng val ues:

B oo sty et
| Decimal | Description | Reference |
[ ety Sl gty b —j—————
| 1 | id-rdna-unsigned | RFC 9925 |
Fo-m e - - I I I I +

Table 4

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC8126].

7. Ref er ences
7.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/ RFC5280, May 2008,
<https://www.rfc-editor.org/info/rfc5280>.

[ RFC5912] Hoffman, P. and J. Schaad, "New ASN.1 Mddul es for the
Public Key Infrastructure Using X 509 (PKIX)", RFC 5912,
DO 10.17487/ RFC5912, June 2010,
<https://www.rfc-editor.org/info/rfc5912>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Guidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/info/rfc8126>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

7.2. Informative References

[ JOSE] Madden, N., "JOSE: Deprecate 'none’ and 'RSAL 5 ", Wrk in
Progress, Internet-Draft, draft-ietf-jose-deprecate-none-
rsalb-03, 19 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-jose-
depr ecat e- none-r sal5- 03>.

[ Jwr] Sanderson, J., "How Many Days Has It Been Since a JW
al g: none Vul nerability?",
<htt ps: // ww. howranydayssi nceaj wt al gnonevul n. cont >.

[ RFC4158] Cooper, M, Dzanbasow, Y., Hesse, P., Joseph, S., and R
Ni chol as, "Internet X 509 Public Key Infrastructure:
Certification Path Building", RFC 4158,

DA 10.17487/ RFC4158, Septenber 2005,
<https://www. rfc-editor.org/info/rfc4158>.

[ RFC4514] Zeilenga, K, Ed., "Lightweight Directory Access Protocol
(LDAP): String Representation of Distinguished Nanmes",



RFC 4514, DA 10. 17487/ RFC4514, June 2006,
<https://ww. rfc-editor.org/info/rfc4514>.

[ RFC5914] Housley, R, Ashnore, S., and C. Wallace, "Trust Anchor
Format", RFC 5914, DO 10. 17487/ RFC5914, June 2010,
<https://www.rfc-editor.org/info/rfc5914>.

[ RFC7299] Housley, R, "(Object ldentifier Registry for the PKIX
Wor ki ng Group", RFC 7299, DO 10.17487/RFC7299, July 2014,
<https://www. rfc-editor.org/info/rfc7299>.

[ RFC8446] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://ww.rfc-editor.org/info/rfc8446>.

[ X. 509] ITUT, "Information technol ogy - Open Systens
I nterconnection - The Directory: Public-key and attribute
certificate frameworks", |TU T Reconmendation X 509, |SQO

| EC 9594-8: 2020, Cctober 2019,
<https://www. itu.int/rec/t-rec-x.509/ en>.

Appendi x A, ASN. 1 Modul e
This ASN. 1 nodul e uses the conventions established by [ RFC5912].

Si gnat ur eAl gori t hmNone
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al guUnsi gned- 2025(122) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
S| GNATURE- ALGORI THM
FROM Al gorithm nformation-2009 -- in [RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) }
ATTRI BUTE
FROM PKI X- ConmonTypes-2009 -- in [ RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xCommon-02(57) } ;

-- Unsigned Signature Al gorithm

i d-al g-unsi gned OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) alg(6) 36 }

sa-unsi gned SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- unsi ghed
PARAMS ARE absent

}
i d-rdna-unsi gned OBJECT IDENTIFIER ::= { iso(1)
i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) rdna(25) 1}
at -unsi gned ATTRIBUTE :: = {
TYPE UTF8String (SIZE (0))
| DENTI FI ED BY i d-rdna-unsi gned
}

END
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