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1. Introduction

FNV (Fow er/ Nol | / Vo) hashes are designed to be fast and have a snal
code footprint. Their good dispersion nmakes them particularly well
suited for hashing nearly identical strings, including URLs,

host nanes, filenanes, text, and I P and Media Access Control (MAC)
addresses. Their speed allows one to quickly hash |ots of data.

The purpose of this docunent is to nake informati on on FNV and open-
source code performng all specified sizes of FNV conveniently
available to the Internet community. This work is not an Internet
St andard and does not have the consensus of the | ETF community.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Applicability of Non-Cryptographi c Hashes and FNV

Wil e a general theory of hash function strength and utility is
beyond the scope of this docunment, typical attacks on hash functions
i nvol ve one of the follow ng:

Collision: Finding two data inputs that yield the same hash out put.

First Pre-lmage: G ven a hash output, finding a data input that
hashes to that output.

Second Pre-lnmage: Gven a first data input, finding a second input
that produces the same hash output as the first.

For a hash function producing N bits, there necessarily will be
collisions anong the hashes of more than 2”N distinct inputs. And if
the hash function can produce hashes covering all 2~N possible
outputs, then there will exist first and second pre-inmages. FNV is



NOT RECOMMENDED for any application that requires that it be
conputationally infeasible for one of the above types of attacks to
succeed.

FNV hashes are generally not applicable for use when faced with an
active adversary in a security schene where the nodest effort
required to conpute FNV hashes (see Appendi x A) and their other non-
crypt ographic characteristics (see Section 1.4) would nmake the schene
i neffective against the threat nodel being considered. It is
sonetines hard to determine whether or not there are attack vectors
via a hash.

For a di scussion of adversarial inducement of collisions, see
Section 6. 1.

1.3. FNV Hash Uses
The FNV hash has been wi dely used. Exanples include the follow ng:

* NFS inmplenentations (e.g., FreeBSD 4.3 [FreeBSD], IRl X, Linux (NFS
va4)),

* text-based referenced resources for video ganmes on the PS2,
Gamecube, and XBOX,

* to inprove the fragnent cache [FragCache] at X (formerly Twitter),

* the flatassenbl er open-source x86 assenbler - user-defined synbol
hashtree [fl at assenbl er],

* wused in the speed-sensitive guts of [twistylists], an open-source
structured nanespace nanager

* dat abase i ndexi ng hashes,

*  PowerBASI C inline assenbly routine [BASIC],

* major web search / indexing engines,

* the "calc" GCstyle calculator [calc],

* netnews history file Message-1D | ookup functions,

* [FRET] - atool to identify file data structures / hel p understand
file formats,

* anti-spamfilters,

* wused in an inplenentation of |ibketama [|ibketama] for use in
itens such as [nentache],

* a spellchecker programmed in Ada 95,

* used in the BSD Integrated Devel opnent Environments (1DE) project
[fasm ab],

* non-cryptographic file fingerprints,

* used in the deliantra ganme server for its shared string
i mpl ementation [deliantra],

* conputing Unique IDs in DASM (DTN (Del ay Tol erant NetworKki ng)
Applications for Synbian Mobil e- phones),

* Mcrosoft’s hash_map inpl enentation for VC++ 2005,



* the real path cache in PHP 5. x (php-5.2.3/ TSRMtsrmyvirtual _cwd.c),
* DNS (Donmai n Nane Systen) servers,

* used to inprove [Leprechaun], an extrenely fast wordlist creator,
* the Smash utility [Smash] for rapidly finding duplicate files,

* ol f | anguage hash tables [Ri nftone],

* the libsir logging library [libsir],

* a standard library for nodern Fortran [Fortran],

and nany other uses. It is also referenced in the follow ng
st andards docunents: [RFC7357], [RFC7873], and [I| EEE8021Q 2022].

A study has recomrended FNV in connection with the 1Pv6 flow | abel
value [IPveflow]. Additionally, there was a proposal to use FNV for
Bi di rectional Forwarding Detection (BFD) sequence nunber generation

[ BFDseq]. [NCHF] discusses criteria for evaluating non-cryptographic
hash functi ons.

If you use an FNV function in an application, you are kindly
requested to send a note via the process outlined at
<http://ww. i st he. conf chongo/tech/conp/fnv/index. ht M #addr ess>

.4.  Way Is FNV Non- Crypt ographic?

A full discussion of cryptographic hash requirenents and strength is
beyond the scope of this document. However, here are three
characteristics of FNV that would generally be considered to nake it
non- crypt ogr aphi c:

1. Sticky State - A cryptographi c hash should not have a state in
which it can stick for a plausible input pattern. But in the
very unlikely event that the FNV hash variable accidentally
becones zero and the input is a sequence of zero bytes, the hash
variable will remain at zero until there is a non-zero input byte
and the final hash value will be unaffected by the | ength of that
sequence of zero input bytes. For the comon case of fixed-

Il ength input, this would usually not be significant because the
nunber of non-zero bytes would vary inversely with the nunber of
zero bytes and for sone types of input, runs of zeros do not
occur. Furthernore, the use of a different offset _basis or the
inclusion of even a little unpredictable input may be sufficient,
under some circunstances, to stop an adversary frominducing a
zero hash variable (see Section 6.1).

2. Diffusion - Every output bit of a cryptographic hash should be an
equal Iy conplex function of every input bit. But it is easy to
see that the least significant bit of a direct FNV hash is the
XOR of the least significant bits of every input byte and does
not depend on any other input bits. Wile nore complex, the
second t hrough seventh | east significant bits of an FNV hash have
a sinmlar weakness; only the top bit of the bottom byte of
output, and higher-order bits, depend on all input bits. |If
these properties are considered a problem they can be easily
fixed by XOR folding (see Section 3).

3. Wirk Factor - Depending on intended use, it is frequently
desirabl e that a hash function should be conputationally
expensi ve for general - purpose and graphi cs processors, since
these may be profusely available through elastic cloud services
or botnets. This is applied to sl ow down testing of possible
inputs if the output is known or the like. But FNV is designed



to be inexpensive on a general -purpose processor (see
Appendi x A).

Nevert hel ess, none of the above have proven to be a problemin actua
practice for the many non-cryptographic applications of FNV (see
Section 1.3).

FNV Basi cs

Thi s docunent focuses on the FNV-1la function, whose pseudocode is as
fol | ows:

hash = offset_basis
for each octet of data to be hashed

hash = hash XOR octet of data

hash = hash * FNV_Prinme nod 2**HashSi ze
return hash

In the pseudocode above, hash is a power-of-2 nunmber of bits
(HashSi ze is 32, 64, 128, 256, 512, or 1024), and offset_basis and
FNV_Prinme depend on the size of hash

The FNV-1 algorithmis the same, including the values of offset_basis
and FNV_Prinme, except that the order of the two lines with the "XOR
and nultiply operations is reversed. Operational experience

i ndi cates better hash dispersion for small amounts of data with FNv-
la. FNV-0 is the sane as FNV-1 but with offset basis set to zero.
FNV-1a is suggested for general use.

1. FNV Prines

The theory behind FNV_Prines is beyond the scope of this docunent,

but the basic property to |l ook for is how an FNV_Prime woul d i npact

di spersion. Now, consider any n-bit FNV hash where n >= 32 and is
also a power of 2 -- in particular, n = 2%s. For each such n-bit FNV
hash, an FNV_Prine p is defined as foll ows:

* \When s is an integer and 4 < s < 11, FNV_ Prine is the small est
prime p of the form

256**int ((5 + 2**s)/12) + 2**8 + b
* where b is an integer such that:
0 <b < 2**8
* The nunber of one bits in b is four or five
* and where
( p mod (2%*40 - 2**24 - 1) ) > ( 2**24 + 2**8 + 2**7 )

Experinmental |y, FNV_Prines nmatching the above constraints tend to
have better dispersion properties. They inprove the polynom a

f eedback characteristic when an FNV_Prinme nultiplies an internediate
hash val ue. As such, the hash val ues produced are nore scattered

t hroughout the n-bit hash space.

The case where s < 5 is not considered due to the resulting | ow hash
quality. Such small hashes can, if desired, be derived froma 32-bit
FNV hash by XOR folding (see Section 3). The case where s > 10 is
not consi dered because of the doubtful utility of such |large FNV
hashes and because the criteria for such large FNV_Prines woul d be
nmore conpl ex, due to the sparsity of such |arge prinmes, and woul d
needl essly clutter the criteria given above.



Per the above constraints, an FNV_Prinme should have only six or seven
one bits init: one relatively high-order one bit, the 279 bit, and
four or five one bits in the | oworder byte. Therefore, sone
conpilers may seek to inprove the performance of a nultiplication
with an FNV_Prinme by replacing the nultiplication with shifts and
adds. However, the performance of this substitution is highly

har dwar e dependent and shoul d be done with care. The selection of
FNV_Prinmes prioritizes the quality of the resulting hash function,

not conpiler optim zation considerations.

2.2. FNV offset_basis

The offset _basis values for the n-bit FNV-1la al gorithns are comnputed
by applying the n-bit FNV-0 algorithmto the follow ng 32-octet ASCII
[ RFC0020] character string:

chongo <Landon Curt Noll> /\../\
or, in Cnotation [C], the follow ng string:
"chongo <Landon Curt Noll> /\\../\\"

In the general case, alnobst any offset_basis would serve as |ong as
it is non-zero. However, FNV hashes calculated with different

of fset _basis values will not interoperate. The choice of a non-
standard offset basis nay be beneficial in sone |limted circunstances
to defend against attacks that try to i nduce hash collisions as

di scussed in Section 6.1. Any entity that can observe the FNV hash
out put and can cause the null string (the string of length zero) to
be hashed will thereby be able to directly observe the of fset_basis
which will be the hash output.

2.3.  FNV Endi ani sm

For persistent storage or interoperability between different hardware
pl atforns, an FNV hash shall be represented in the little-endian
format [IEN137]. That is, the FNV hash will be stored in an array
hash[N] with N bytes such that its integer value can be retrieved as
fol |l ows:

unsi gned char hash[ N] ;
for (i = N1, value =0; i >=0; --i )
value = ( value << 8 ) + hash[i];

However, when FNV hashes are used in a single process or a group of
processes sharing nenory on processors wth conpatible endi anness,
the natural endianness of those processors can be used, as long as it
is used consistently, regardless of its type -- little, big, or sone
ot her exotic form

The code provided in Section 8 has FNV hash functions that return a
little-endian byte vector for all |engths. Because they are nore
efficient, the code al so provides functions that return FNV hashes as
32-bit integers or, where supported, 64-bit integers, for those sizes
of FNV hash. Such integers are conpatible with the same-size byte
vectors on little-endian conputers, but the use of the functions
returning integers on big-endian or other non-little-endi an nmachi nes
will be byte-reversed or otherw se inconpatible with the byte vector
return val ues.

3. Oher Hash Sizes and XOR Fol di ng
Many hash uses require a hash that is not one of the FNV sizes for

whi ch constants are provided in Section 5. |If a larger hash size is
needed, pl ease contact the authors of this docunent.



For scenarios where a fixed-size binary field of k bits is desired
with k < 1024 but not anpong the constants provided in Section 5, the
recomended approach involves using the snallest FNV hash of size S
where S > k and enpl oyi ng XOR fol ding, as shown below. The fina
bit-maski ng operation is logically unnecessary if the size of the
vari abl e k-bit-hash is exactly k bits.

temp = FNV_S ( data-to-be-hashed )
k-bit-hash = ( tenp XOR temp>>k ) bitwi se-and ( 2**k - 1)

A somewhat stronger hash may be obtained for exact FNV sizes by
calculating an FNV twice as long as the desired output ( S = 2*k )
and perform ng such XOR data folding using a k equal to the size of
the desired output. However, if a much stronger hash is desired,
cryptographic al gorithns, such as those specified in [FI PS202] or

[ RFC6234], shoul d be used.

If it is desired to obtain a hash result that is a value between 0
and max, where max+1l is not a power of 2, sinply choose an FNV hash
size S such that 2*S > max. Then, calculate the foll ow ng:

FNV_S nmod ( max+1 )

The resulting remainder will be in the range desired but will suffer
froma bias against |large values, with the bias being larger if 27S
is only slightly larger than max. |If this bias is acceptable, no

further processing is needed. |If this bias is unacceptable, it can

be avoided by retrying for certain high values of hash, as follows,
bef ore applying the nod operation above:

X=(Cint( ( 2**S- 1)/ ( max+1 ) ) ) * ( max+1l )
while ( hash >= X))
hash = ( hash * FNV_Prine ) + offset basis

Hashi ng Mul tipl e Val ues Toget her

Sonetinmes, there are multiple different conponent val ues, say three
strings X, Y, and Z, where a hash over all of themis desired. The
sinplest thing to do is to concatenate themin a fixed order and
comput e the hash of that concatenation, as in

hash ( X | Y| Z)

where the vertical bar character ("|") represents string
concatenation. |f the conponents being conbi ned are of variable

I ength, sonme information is |ost by sinple concatenation. For
example, X = "12" and Y = "345" woul d not be distinguished fromX =
"123" and Y = "45". To preserve that information, each conmponent
shoul d be preceded by an encoding of its Iength or should end with
sonme sequence that cannot occur within the conponent, or sone simlar
techni que shoul d be used.

For FNV, the sanme hash results if 1) X, Y, and Z are actually
concatenated and the FNV hash is applied to the resulting string or
2) FNV is calculated on an initial substring and the result is used
as the offset _basis when cal cul ating the FNV hash of the remai nder of
the string. This can be done several tines. Assum ng that
FNVof f set _basis ( v, w) is the FNV of wusing v as the offset_basis,
then in the exanpl e above, fnvx = FNV ( X ) could be cal cul ated and
then fnvxy = FNVoffset _basis ( fnvx, Y ), and finally fnvxyz =
FNVof f set _basis ( fnvxy, Z ). The resulting fnvxyz would be the sane
as FNV ( X | Y| Z2).

This nmeans that if you have the value of FNV ( X ) and you want to
calculate FNV ( X | Y ), you do not need to find X. You can sinply
cal cul ate FNVoffset_basis ( FNV ( X ), Y ) and thereby get FNV ( X |



Y).

Sonetinmes, such a hash needs to be repeatedly cal cul ated; the
conmponent val ues vary, but sonme vary nore frequently than others.

For exanple, assume that some sort of computer network traffic flow
I D, such as the I Pv6 Fl ow Label [RFC6437], is to be calculated for
net wor k packets based on the source and destination |IPv6 addresses
and the Traffic Cass [RFC8200]. |If the Flow Label is calculated in
the originating host, the source | Pv6 address would likely al ways be
the sane or woul d perhaps assune one of a very small nunber of

val ues. By placing this quasi-constant | Pv6 source address first in
the string being FNV-hashed, FNV ( | Pv6source ) could be cal cul ated
and used as the offset_basis for calculating the FNV of the |IPv6
destination address and Traffic Cass for each packet. As a result,
t he per-packet hash would be over 17 bytes rather than over 33 bytes,
savi ng conputational resources. The source code in this docunent

i ncludes functions facilitating the use of a non-standard

of f set _basi s.

An alternative nmethod of hashing nmultiple values is to concatenate
the hashes of those values and then hash the concatenation -- that
is, conmpute sonething like

hash ( hash (X) | hash (Y) | hash (2) )

This will involve nore conputation than sinply conputing the hash of
the concatenation of the values and thus, unless parallel

conmput ational resources are avail able, greater |atency; however, if
paral | el conputational resources are avail able and the val ues being
hashed together are | ong enough to overcone any initial/final hash
function overhead, which is very small for FNV, |atency can be
reduced by hashing the concatenation of the hashes of the val ues.

For anot her exanple of a sinmilar technique, assune a desire to use
FNV-N to hash a byte string of length L. Let B = N8, the nunber of
bytes of FNV-N output. |If that string is divided into k successive
substrings of equal length and assuming, for sinplicity, that L is an
integer multiple of k, hashing the substrings and then hashing the
concatenati on of their hashes will hash a total of L + k*B bytes,
clearly nore than the initial string size L. However, if sufficient
paral | el conputational resources are available to hash all the
substrings simultaneously, the el apsed time can be changed
approximately fromon the order of L to on the order of L/k + k*B.
For sufficiently large L, this parallelization will reduce the

el apsed tinme to produce the overall hash

FNV Constants

The FNV Prines are as foll ows:

[ e e e e e s s s e s s s e e s s s s s e s s e e e s s s e et
| Size FNV Prinme = Expression |
+::::::::::::::::::::::::::::::::::::::::::::::::::::::::::+
| = Deci mal |
[ s s e s s s s s s o}
| = Hexadeci mal |
[ e e e e e s s s e s s s e e s s s s s e s s e e e s s s e et
| 32-bit FNV_Prine = 2724 + 278 + 0x93 |
Fo m o e o e e e e +
| = 16, 777, 619 |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e +
| = 0x01000193 |
ot o m o oo +
| 64-bit FNV_Prine = 27240 + 278 + 0OxB3 |
Fo m o e o e e e e +

I = 1,099, 511, 628, 211 |



| = 374,144, 419, 156, 711, 147, 060, 143, 317, 175, 368, 453, 031,
I 918, 731, 002, 211 |

o o m o o e e e e e e e e meme—eoaoao- +
| = 0x0000000000000000 0000010000000000 0000000000000000
| 0000000000000163
o m o o o e e e e e e e e e e memeoeoaooo +
| 512-bit FNV_Prime = 27344 + 2"8 + 0x57 |
oo o o o e e e e e e e e e e e mememeoeoaos +

| = 35, 835, 915, 874, 844, 867, 368, 919, 076, 489, 095, 108, 449, |
| 946, 327, 955, 754, 392, 558, 399, 825, 615, 420, 669, 938, 882, 575, |
| 126, 094, 039, 892, 345, 713, 852, 759 |

| = 0x0000000000000000 0000000000000000 0000000001000000
| 0000000000000000 0000000000000000 0000000000000000
| 0000000000000000 0000000000000157 |

| = 5,016, 456, 510, 113, 118, 655, 434, 598, 811, 035, 278, 955, 030, |
| 765, 345, 404, 790, 744, 303, 017, 523, 831, 112, 055, 108, 147, 451, |
| 509, 157, 692, 220, 295, 382, 716, 162, 651, 878, 526, 895, 249, 385, |
| 292,291, 816, 524, 375, 083, 746, 691, 371, 804, 094, 271, 873, 160, |
| 484, 737, 966, 720, 260, 389, 217, 684, 476, 157, 468, 082, 573

| = 0x0000000000000000 0000000000000000 0000000000000000
| 0000000000000000 0000000000000000 0000010000000000
| 0000000000000000 0000000000000000 0000000000000000
| 0000000000000000 0000000000000000 0000000000000000
| 0000000000000000 0000000000000000 0000000000000000
I

000000000000018D |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e mao +
Table 1
The FNV of fset _basis values are as foll ows:
[ oo oo e e e oo e e s e s e s e
| Size offset_basis
[ e s
| = Deci nal
+:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
| = Hexadeci nal
[ oo oo e e e oo e e s e s e s e
| 32-bit offset_basis
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm o mm o m o mm o m o m o —— - = =
| = 2,166, 136, 261
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e —m i — - =
| = 0x811C9DC5
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m = =
| 64-bit offset_basis
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm o mm o m o mm o m o m o —— - = =
| = 14, 695, 981, 039, 346, 656, 037
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e —m i — - =
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| 128-bit offset_basis |

o o o o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo - +
| = 144, 066, 263, 297, 769, 815, 596, 495, 629, 667, 062, 367, 629 |
N . +
| = 0x6C62272E 07BB0142 62B82175 6295C58D |
o m m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emma- +
| 256-bit offset_basis |
o o o o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo - +

| = 100, 029, 257, 958, 052, 580, 907, 070, 968, 620, 625, 704, 837, |
| 092, 796, 014, 241, 193, 945, 225, 284, 501, 741, 471, 925, 557 |

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa oo +
| = 0xDD268DBCAAC55036 2D98C384C4AE576CC C8B1536847B6BBB3 |
| 1023B4C8CAEE0535 |
T +
| 512-bit offset basis |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +

| = 9, 659, 303, 129, 496, 669, 498, 009, 435, 400, 716, 310, 466, 090, |
| 418, 745, 672, 637, 896, 108, 374, 329, 434, 462, 657, 994, 582, 932, |
| 197, 716, 438, 449, 813, 051, 892, 206, 539, 805, 784, 495, 328, 239, |
| 340, 083, 876, 191, 928, 701, 583, 869, 517, 785 |

| = 0xB86DB0OB1171F4416 DCA1ES0F309990AC AC87D059C9000000
[ 0000000000000D21 E948F68A34C192F6 2EA79BC942DBE7CE |
| 182036415F56E34B AC982AACAAFE9SFD9

| = 14,197, 795, 064, 947, 621, 068, 722, 070, 641, 403, 218, 320, |
| 880, 622, 795, 441, 933, 960, 878, 474, 914, 617, 582, 723, 252, 296, |
| 732,303, 717, 722, 150, 864, 096, 521, 202, 355, 549, 365, 628, 174, |
| 669, 108, 571, 814, 760, 471, 015, 076, 148, 029, 755, 969, 804, 077, |
| 320, 157, 692, 458, 563, 003, 215, 304, 957, 150, 157, 403, 644, 460, |
| 363, 550, 505, 412, 711, 285, 966, 361, 610, 267, 868, 082, 893, 823, |
| 963, 790, 439, 336, 411, 086, 884, 584, 107, 735, 010, 676, 915

| = 0x0000000000000000 O005F7A76758ECCAD 32E56D5A591028B7
| 4B29FC4223FDADAL 6C3BF34EDA3674DA 9A21D90000000000
| 0000000000000000 0000000000000000 0000000000000000
| 0000000000000000 0000000000000000 000000000004C6D7
| EB6E73802734510A 555F256CC005AES5 6BDESCCOC6A93B21 |
I I

AFF4B16C71EE90B3
Tt +
Table 2

Security Considerations

No assertion of suitability for cryptographic applications is nade
for the FNV hash al gorithns.
The use of a cryptographic hash function should be consi dered when
active adversaries are a factor (see Section 1.2).
1. Inducing Collisions

An attacker could attenpt to induce collisions to cause denial or
degradation of service. Consider the following sinplified exanple: A
hash table of n buckets is being maintained with the bucket used by
some itemi determ ned by

hash(i) nod n

and with a linked list out of each bucket of the itens that all hash
to that bucket. Such an arrangenent m ght be used for the synbol
table in a conpiler or for sone of the routing information (i.e., a
RIB (Routing Information Base)) in a router. A |large nunber of itens
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hashing to the same bucket will then likely result in rmuch sl ower
times to retrieve fromor update the information stored through the
table for one of those itens. Typically, an attacker could arrange
for the nunmber of distinct itens being hashed to be orders of

magni tude | arger than n, even if n was tens or hundreds of thousands,
so collisions are guaranteed to occur in this exanple regardl ess of
the nature of the hash function

There are a nunber of different circunstances that nmight surround
this exanple, of which the following three are illustrative

* |f a hash function is being used in an exactly known way for the
above scenario, including a known offset_basis such as a standard
of fset _basis specified in this docunent, then an adversary coul d
test itens offline and generate an arbitrary set of itens whose
hash tabl e i ndexes woul d collide. Under these circunstances, the
adversary woul d not have to conduct any trials of actually
submitting itens and woul d not have to measure performance to find
collisions. Submitting such a set of items would then degrade or
deny service. For FNV, the use of an offset basis not known by
the adversary is adequate to defeat this case

* |f the adversary cannot detect when collisions occur or when
service is degraded, then it is sufficient for the adversary to be
unabl e to predict the hash outconmes. For FNV, the use of an
of fset _basis not known by the adversary may be adequate to defend
agai nst this case.

* |f the adversary can detect the degradation in service caused by
collisions in the above exanple and can feed | arge nunbers of
variable items to the process, then they can collect sets of itens
that appear to collide. Even if there are limts to the nunber of
itenms that can be submitted, if there can be multiple trials, the
adversary can collect nultiple sets of items that collide within
each set or one growing set of itens, all of which collide. Then,
by submitting such itens, the adversary can degrade or deny
service. That is true regardl ess of whether the hash function
used i s a non-cryptographic hash function such as FNV or a
crypt ographi ¢ hash function such as those specified in [Fl PS202]
or [RFC6234]. One defense in this case is to detect when a | arge
nunber of collisions are happeni ng (which could, but would be
unlikely to, occur by chance) and, when that is detected, rehash
the itenms with some change to the hash algorithm and use the
changed hash al gorithm for subsequent itens -- for exanple, if FNV
is being used, to rehash with a different offset basis and then
continue using that new offset basis. There exist comrercially
depl oyed routers that use this technique to aneliorate excessive
hash collisions in internal tables.

Hi storical Notes

The FNV hash al gorithmoriginated froman idea subnmtted as reviewer
conments to the | EEE PCSI X P1003.2 conmittee [IEEE] in 1991 by G enn
Fow er and Phong Vo. Subsequently, during a ballot round, Landon
Curt Noll proposed an enhancement to their algorithm Sone people
tried this hash and found that it worked rather well. 1In an email
nmessage to Landon, they named it the "Fow er/Noll/Vo" or FNV hash
fromtheir last names in al phabetical order [FNV].

The string used to calculate the offset_basis values (see

Section 2.2) was sel ected because the person testing FNV wi th non-
zero of fset _basis values was | ooking at an enmil nessage from Landon
and was copying his standard enail signature |ine; however, they "did
not see very well" [FNV] and copied it incorrectly. |In fact, Landon
uses



chongo (Landon Curt Noll) /\oo/\

but, since it doesn’'t matter, no effort has been nade to correct
this.

The Sour ce Code

The foll owi ng subsections provide reference C source code [C] and a
test driver with a command line interface for FNV-1la.

Section 8.2 provides the C header and code source files for the FNV
functions. Section 8.3 provides the test driver. Section 8.4
provides a sinmple makefile to build the test driver or a library file
with all FNV sizes.

Al'ternative source code for 32- and 64-bit FNV is avail able at
[LCN2]. Oher alternative source code, including in x86 assenbl er,
is currently available at [FNV]. |In some cases, this further source
code has been further optim zed.

.1. Source Code Details
.1.1. FNV Functions Avail abl e

The functions provided are |isted below. The "xxx" in the function
names is "32", "64", "128", "256", "512", or "1024", depending on the
length of the FNV. Al of the FNV hash functions have as their
return value an integer whose neaning is specified in
FNVEr r or Codes. h.

Functions providing a byte vector hash are available for all |engths.
For FNV-32, versions are available that provide a 32-bit integer and
are identified by replacing "xxx" with "32I NT". For exanpl e,
FNV32string provides a 4-byte vector, but FNV32I NTstring provides a
32-bit integer. For FNV-64, if conpiled with 64-bit integers enabl ed
(i.e., FNV_64bitlntegers defined; see FNVconfig.h), versions are
avail abl e that provide a 64-bit integer and are identified by
replacing "xxx" with "64I NT". Versions providing an integer hash

wi Il not be conpatible between systens of different endi anness (see
Section 2.3).

If you want to copy the source code fromthis docunent, note that it
is indented by three spaces in the ".txt" version. It may be
sinplest to copy fromthe ".html" version of this docunent.

FNvxxxstring, FNVxxxblock, FNvxxxfile:
FNvxxxstringBasi s, FNvxxxbl ockBasis, FNvxxxfil eBasi s:
FNVvxxxI NTstring, FNVxxxl NTbl ock, FNVxxxI NTfil e:

FNVxxxI NTstri ngBasi s, FNVxxxl NTbhl ockBasi s, FNvxxx| NTfil eBasis: These
are sinple functions for directly returning the FNV hash of a
zero-termnated byte string not including that zero byte, the FNV
hash of a counted bl ock of bytes, and the FNV of a file,
respectively. The functions whose nanes have the "Basis" suffix
take an additional paraneter specifying the offset _basis. Note
that for applications of FNV-32 and of FNV-64 where integers of
that size are supported and an integer data type output is
acceptable, the code is sufficiently sinple that, to maxim ze
performance, the use of open coding or macros nmay be nore
appropriate than calling a subroutine.

FNVxxxi nit, FNVxxxinitBasis:

FNVxxx| NTi ni t Basi s: These functions and the next two sets of



functions bel ow provide facilities for increnmentally cal cul ating
FNV hashes. They all assune a data structure of type
FNVxxxcont ext that holds the current state of the hash

FNvxxxinit initializes that context to the standard offset basis.
FNVxxxi ni t Basi s takes an of fset_basis value as a paranmeter and may
be useful for hashing concatenations, as described in Section 4,
as well as for sinply using a non-standard offset_ basis.

FNvxxxbl ocki n, FNVxxxstringin, FNvxxxfilein: These functions hash a
sequence of bytes into an FNvxxxcontext that was originally
initialized by FNvxxxinit or FNVxxxinitBasis. FNvxxxbl ockin
hashes in a counted bl ock of bytes. FNvxxxstringin hashes in a
zero-termnated byte string not including the final zero byte.
FNvxxxfilein hashes in the contents of a file.

FNvxxxresult, FNVxxx|I NTresult: This function extracts the final FNV
hash result from an FNVxxxcont ext.

8.1.2. Source Files and 64-Bit Support

Code optim zed for 64-bit integer support -- that is, support of
64-bit integer addition and 32-bit x 32-bit multiplication producing
a 64-bit product -- is provided based on whether or not the

FNV_64bitl ntegers synbol is defined. By default, this is set in
FNVconfig. h based on the compilation target; however, this can be
overridden by editing that file or by defining certain synbols in,
for exanple, a command line invoking a conpilation

For support of a single FNV size, say "xxx" (e.g., FNV64), in an
application, the application itself needs to include the appropriate
FNvxxx.h file (which will, in turn, include the FNVconfig.h and
FNVError Codes. h files). To build the particul ar FNvxxx code itself,
conmpile the FNvxxx.c file with the following files available to the
conpi l er: FNVconfig.h, fnv-private.h, FNVErrorCodes.h, and FNvxxx. h.
(See Section 8.2.) Since the test program provided in Section 8.3
uses all sizes of FNV, all the .c and .h files are needed to conpile
it.

8.1.3. Conmmand Line Interface
The test program provided in Section 8.3 has a command |ine
interface. By default, with no command |line argunents, it runs tests
of all FNV lengths. Command line options are as follows:
FNvhash [-a] [-h] [-t nnn] [-u nnn] [-v] [-f filenanme] [token ...]
The option letters have the foll owi ng neanings:
-a Run tests for all |engths.

-h Print a hel p nessage about the command | i ne.

-v  Conplenment the Verbose flag, which is initially off. When the
flag is on, the programprints nore information during tests, etc.

-t nnn Run tests for length nnn, which nust be one of 32, 64, 128,
256, 512, or 1024.

-u nnn Use hash size nnn, which nmust be one of 32, 64, 128, 256,
512, or 1024. This is useful for setting the hash size for use by
the -f option or in hashing tokens on the command |ine after the
options.

-f filenane Hash the contents of the file with name filenane. The
hash si ze nust have been set by a prior -t or -u option in the
command |i ne.



token Tokens appearing on the command |line after the options are
hashed with the current hash size, which nust have been set by a
prior -t or -u option in the comrand |ine.

For exanpl e,
FNVhash -t 128 -h -v -t 64 -v -u 256 -f foobar.txt RabCof 1234

runs tests for FNV128, then prints a conmand |ine hel p nessage, then
turns on Verbose, then runs the tests for FNV64, then turns off

Ver bose, then sets the hash size to 256, then hashes the contents of
file foobar.txt, then hashes the token "RabCof", and finally hashes

t he token "1234".

8.2. FNV-1l1la C Code

This section provides the direct FNV-1la function for each of the
Il engths for which it is specified in this docunent.

The following is a configuration header to set whether 64-bit
i ntegers are supported and establish an enum used for return val ues.

<CODE BEG NS> file "FNvconfig. h"
//************************ FN\/COI’]fI g h **************************//
//**************** See RFC 9923 for detalls ********************/l
[* Copyright (c) 2016-2025 | ETF Trust and the persons

* identified as authors of the code. All rights reserved.

* See fnv-private.h for terns of use and redistribution

*/

#i fndef _FNvVconfig H_
#define _FNvVconfig H_

/*

Descri pti on:
This file provides configuration ifdefs for the
FNV- 1a non-cryptographic hash algorithnms. */

* Ok ok

FNV_64bitlntegers - Define this if your system supports
64-bit arithmetic including 32-bit x 32-bit
mul tiplication producing a 64-bit product. |If
undefined, it will be assumed that 32-bit arithmetic
is supported including 16-bit x 16-bit nultiplication
producing a 32-bit result.

* ok X Xk X %

/
#i ncl ude <stdint. h>
[* Check if 64-bit integers are supported in the target */

#i f def Ul NT64_MAX
#def i ne FNV_64bitlntegers

#el se
#undef FNV_64bitlntegers
#endi f
/* The following allows overriding the
* above configuration setting.
*/

#i f def FNV_TEST_PROGRAM

# ifdef TEST_FNV_64bitlntegers
# ifndef FNV_64bitlntegers

# define FNV_64bitlntegers
# endif



# el se

# undef FNV_64bitlntegers

# endif

# i fndef FNV_64bitlntegers /* causes an error if uint64_t is used */
# undef uint64_t

# define uint64_t no_64 bit_integers

# endi f

#endi f

#endif /* FNvconfig H */
<CODE ENDS>

The following code is a sinple header file to define the return val ue
error codes for the FNV routines.

<CODE BEG NS> fil e "FNVErrorCodes. h"
//********************** FN\/ErrOl’CDdeS h **************************//
//**************** See RFC 9923 for detai I S. **********************/l
[* Copyright (c) 2016-2025 | ETF Trust and the persons

* identified as authors of the code. All rights reserved.

* See fnv-private.h for terns of use and redistribution

*/

#i f ndef _FNV_Err Codes__
#define _FNV_ErrCodes_

//****************************************************************//

/1

/1 Al FNV functions, except the FNvxxxfile functions,

/1 return an integer as follows:

/1 0 -> success

/1 >0 -> error as |listed bel ow

11

enum { /* success and errors */
fnvSuccess = 0,
fnvNul I, /1 1 Null pointer paraneter
fnvStateError, // 2 called Input after Result or before Init
f nvBadPar am /1 3 passed a bad paraneter

3
#endif /* _FNV_Err Codes_ */
<CODE ENDS>

The following code is a private header file that is used by all the
FNV functions further below and that states the terns for use and
redi stribution of all of this source code.

<CODE BEG NS> file "fnv-private. h"

//************************ an'priVate. h **************************//
//****************** See RFC 9923 for det ai I S. ********************/l
[* Copyright (c) 2016-2025 | ETF Trust and the persons

identified as authors of the code. All rights reserved.

*

Redi stribution and use in source and binary forns, with or without
nmodi fication, are permitted provided that the foll owi ng conditions
are net:

*

Redi stri buti ons of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

Redi stributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng

di sclaimer in the docunentation and/or other materials provided
with the distribution.

*

Neit her the nanme of Internet Society, |ETF or |ETF Trust, nor
the nanes of specific contributors, may be used to endorse or
pronote products derived fromthis software w thout specific

L R . N R . S
*



prior witten perm ssion

TH S SOFTWARE | S PROVI DED BY THE COPYRI GAT HOLDERS AND

CONTRI BUTORS "AS | S* AND ANY EXPRESS OR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OAMNER OR CONTRI BUTORS
BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,

EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED
TO, PROCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES; LOSS OF USE

DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON
ANY THECRY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR
TORT (1 NCLUDI NG NEGLI CENCE OR OTHERW SE) ARI SING | N ANY WAY OQUT OF
THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE POSSI BI LI TY OF

L N I T T

SUCH DAMAGE

/
#i fndef _FNV_PRI VATE H_
#define _FNV_PRI VATE H_
/*

* Si x FNV-1a hashes are defined with these sizes
* FNV32 32 bits, 4 bytes

* FNv64 64 bits, 8 bytes

* FNvV128 128 bits, 16 bytes

* FNV256 256 bits, 32 bytes

* FNv512 512 bits, 64 bytes

* FNv1024 1024 bits, 128 bytes
*

/

[* Private stuff used by this inplementation of the FNV
* (Fow er/ Nol | /Vo) non-cryptographic hash function FNv-1a.

* External callers don't need to know any of this. */
enum{ /* State value bases for context->Conmputed */
FNVi nited = 22,
FNVconput ed = 76,
FNvenpti ed = 220,
FNvcl obber = 122 /* known bad value for testing */
b
/* Deltas to assure distinct state values for different |engths */
enum {
FNV32state = 1,
FNV64state = 3,
FNV128state = 5,
FNvV256st ate = 7,
FNV512state = 11,
FNV1024state = 13
s
#endif /* _FNV_PRIVATE H */
<CODE ENDS>
.2.1. FNV32 Code

The followi ng code is the header and C source for 32-bit FNV-1la
providing a 32-bit integer or 4-byte vector hash

<CODE BEG NS> file "FNv32. h"
//***************************

FNV32. h
//****************** See RFC 9923 for

****************************//

detail s.

*******************/l

/* Copyright (c) 2016-2025 | ETF Trust
* identified as authors of the code.
* See fnv-private.h for terns of use
*/

and t he persons
Al'l rights reserved.
and redistribution.



#i f ndef _FNV32_H_
#define _FNV32 H_

/*
Descri pti on:
* This file provides headers for the 32-bit version of
* the FNV-1la non-cryptographic hash al gorithm
*/

#i ncl ude "FNvconfig. h"
#i ncl ude " FNVErr or Codes. h"

#i ncl ude <stdint. h>
#def i ne FNV32si ze (32/8)
#def i ne FNV32basi s 0x811C9DC5

/* If you do not have the | SO standard stdint.h header file, then
* you nust typedef the follow ng types

* type meani ng

* uint32_t unsi gned 32-bit integer

* uint8_t unsigned 8-bit integer (i.e., unsigned char)

*

/

/*
* This structure holds context information for an FNV32 hash
*/
typedef struct FNV32context s {
int Conmputed; /* state */
uint32_t Hash;
} FNV32cont ext;
/ Function Prototypes:
FNV32string: hash a zero-term nated string not including

the termnating zero
FNv32stringBasis: al so takes an of fset basis paraneter

FNV32bl ock: hash a byte vector of a specified |length
FNV32bl ockBasi s: al so takes an offset _basis paraneter

FNv32file: hash the contents of a file
FNv32fil eBasis: al so takes an of fset basis paraneter

*

*

*

*

*

*

*

*

*

*

*

*

* FNV32init: initializes an FNV32 context

* FNV32initBasis: initializes an FNV32 context with a
* provi ded 4-byte vector basis

* FNV32bl ockin: hash in a byte vector of a specified | ength
* FNv32stringin: hash in a zero-term nated string not
* including the termnating zero
* FNv32filein: hash in the contents of a file
* FNvV32result: returns the hash val ue
*

*

*

*

*

*

*

*

*

*

*

*

*

Hash is returned as a 4-byte vector by the functions above,
and the following return a 32-bit unsigned integer:

FNV32I NTstring: hash a zero-termnated string not including
the terminating zero
FNV32I NTstri ngBasis: al so takes an of fset_basis paraneter

FNv32I NTbl ock: hash a byte vector of a specified length
FNV32I NTbl ockBasi s: al so takes an offset basis paraneter

FNV32I NTfil e: hash the contents of a file
FNV32I NTfi | eBasi s: al so takes an of fset_basis paraneter



* Ok X X

/

FNV32I NTinitBasis: initializes an FNV32 context with a

FNV321 NTr esul t:

#i fdef __cplusplus
extern "C' {
#endi f

/* FNV32 */

provided 32-bit integer basis
returns the hash val ue

extern int FNV32INTstring ( const char *in,

uint32_t * const out );

extern int FNV32I NTstringBasis ( const char *in,

extern

extern

extern

extern

extern

extern

extern

extern

extern
extern
extern
extern
extern

extern

extern
extern
extern

extern

#i f def

}
#endi f

uint32 t * const out,
uint32 t basis );

int FNV32string ( const char *in,

uint8 t out[ FNV32si ze] );

int FNV32stringBasis ( const char *in,

uint8 t out[ FNV32si ze],
const uint8 t basis[FNV32size] );

i nt FNV32I NThl ock ( const void *vin,

long int |ength,
uint32_t * const out );

i nt FNV32I NTbl ockBasi s ( const void *vin,

long int length,
uint32 t * const out,
uint32 t basis );

i nt FNV32bl ock ( const void *vin,

I ong int |ength,
uint8 t out[ FNV32si ze] );

i nt FNV32bl ockBasis ( const void *vin,

Il ong int |length,
uint8 t out[ FNV32si ze],
const uint8_t basis[FNV32size] );

int FNV32INTfile ( const char *fname,

uint32_t * const out );

int FNV32INTfileBasis ( const char *fnane,

uint32 t * const out,
uint32 t basis );

int FNv32file ( const char *fnane,

uint8 t out[ FNV32si ze] );

int FNV32fileBasis ( const char *fnane,

uint8 t out[ FNV32si ze],
const uint8 t basis[FNV32size] );

int FNV32init ( FNV32context * const );
int FNV32I NTinitBasis ( FNV32context * const,

uint32_t basis );

int FNV32initBasis ( FNV32context * const,

const uint8 t basis[FNV32size] );

i nt FNV32bl ockin ( FNvV32context * const,

const void *vin,
long int length );

int FNV32stringin ( FNvV32context * const,

const char *in );

int FNV32filein ( FNvV32context * const,

const char *fname );

int FNV32I NTresult ( FNV32context * const,

uint32_t * const out );

int FNV32result ( FNV32context * const,

__cplusplus

uint8 t out[ FNV32si ze] );



#endif /* _FNV32_H_ */
<CODE ENDS>

<CODE BEA NS> file "FNv32.c"
//************************** FN\/32C **************************//
//**************** See RFC 9923 for det ai I S. ******************/l
[* Copyright (c) 2016-2025 | ETF Trust and the persons

* identified as authors of the code. All rights reserved.

* See fnv-private.h for terns of use and redistribution

*/

[* This code inplements the FNV (Fow er/ Nol I/ Vo) non-cryptographic
* hash function FNV-1a for 32-bit hashes.
*/

#i ncl ude <stdi o. h>

#i nclude "fnv-private.h”
#i ncl ude "FNV32. h"

[* 32-bit FNV_prinme = 2"24 + 278 + 0x93 */
#define FNV32prinme 0x01000193

/* FNv32: hash a zero-terminated string not including the zero

*****************************************************************/

int FNV32INTstring ( const char *in, uint32 t * const out ) {
return FNV32I NTstringBasis ( in, out, FNvV32basis );

} /* end FNV32I NTstring */

/* FNv32: hash a zero-term nated string not including the zero
* with a non-standard basis
*****************************************************************/
int FNV32I NTstringBasis ( const char *in,

uint32_t * const out,

uint32_t basis ) {

uint8_t ch;
if ('in]| 'out )
return fnvNull; /* Null input pointer */

while ( (ch = *in++)
basis = FNV32prinme * ( basis ~ ch );
*out = basis;
return fnvSuccess;
} /* end FNV32l NTstringBasis */

/* FNvV32: hash a zero-terminated string not including the zero
*****************************************************************/
int FNV32string ( const char *in, uint8_ t out[FNV32size] ) {

ui nt 32_t t enp;

uint8 t ch;
if (lin]] !'out )
return fnvNull; /* Null input pointer */

tenmp = FNV32basi s;
while ( (ch = *in++) )
temp = FNV32prine * ( tenp ~ ch );
for (int i=0; i<FNV32size; ++i )
out[i] = ((uint8_ t *)&em)[i];
return fnvSuccess;
} /* end FNV32string */

/* FNV32: hash a zero-termi nated string not including the zero
* with a non-standard basis
*****************************************************************/
int FNV32stringBasis ( const char *in,
uint8_ t out[ FNV32si ze],



const uint8_t basis[FNV32size] ) {
uint32_t tenp;
int i;
uint8 t ch;

if ('in|] 'out || !basis )
return fnvNull; /* Null input pointer */
tenp = basi s[ 0] +(basi s[ 1] <<8) +( basi s[ 2] <<16) +( basi s[ 3] <<24);
while ( (ch = *in++) )
temp = FNV32prinme * ( tenp ~ ch );
out[0] = tenp & OxFF;
for ( i=1; i<FNV32size; ++i ) {
tenp >>= §;
out[i] = tenp & OxFF;

return fnvSuccess;
} /* end FNV32stringBasis */

/* FNv32: hash a counted bl ock returning an integer
****************************************************************/
i nt FNV32I NThl ock ( const void *vin,
long int |ength,
uint32_t * const out ) {
return FNv32I NTbl ockBasis ( vin, length, out, FNV32basis );
} /* end FNV32l NTbl ock */

/* FNv32: hash a counted block with a non-standard basis
****************************************************************/
i nt FNV32I NTbl ockBasi s ( const void *vin,
I ong int |ength,
uint32_t * const out,
uint32 t basis ) {
const uint8 t *in = (const uint8 t*)vin;
uint32_t tenp;

if ('in|] !'out )
return fnvNull; /* Null input pointer */
if ( length < 0)
return fnvBadParam
for ( tenmp = basis; length > 0; length-- )
temrp = FNV32prime * ( tenp ™ *in++ );
*out = tenp;
return fnvSuccess;
} /* end FNV32l NTbl ockBasi s */

/* FNv32: hash a counted block returning a 4-byte vector
****************************************************************/
i nt FNV32bl ock ( const void *vin,
long int |ength,
uint8 t out[FNV32size] ) {
const uint8 t *in = (const uint8 t*)vin;
uint32_t tenp;

if ('in|] 'out )
return fnvNull; /* Null input pointer */

if ( length < 0)
return fnvBadParam

for ( tenmp = FNV32basis; length > 0; length-- )
temp = FNV32prinme * ( tenp ™ *in++ );

for (int i=0; i<FNV32size; ++i )
out[i] = ((uint8_t *)&em)[il];

return fnvSuccess;

} /* end FNV32bl ock */

/* FNV32: hash a counted block with a non-standard basis
****************************************************************/



i nt FNV32bl ockBasis ( const void *vin,
long int length,
uint8 t out[ FNV32si ze],
const uint8 t basis[FNV32size] ) {
const uint8_t *in = (const uint8_t*)vin;
uint32_t tenp;

if ('in]| 'out || !'basis )

return fnvNull; /* Null input pointer */
if ( length < 0)

return fnvBadParam
tenp = basi s[ 0] +(basi s[ 1] <<8) +( basi s[ 2] <<16) +( basi s[ 3] <<24);
for (; length > 0; length-- )

temp = FNV32prinme * ( tenp ™ *in++ );
for (int i=0; i<FNV32size; ++i )

out[i] = ((uint8_ t *)&em)[i];
return fnvSuccess;

} /* end FNV32bl ockBasis */

/* hash the contents of a file, return 32-bit integer
******************************************************************/
int FNV32INTfile ( const char *fnane,
uint32_t * const out ) {
return FNV32INTfil eBasis ( fname, out, FNV32basis );
} /* end FNV32INTfile */

/* hash the contents of a file, return 32-bit integer
* with a non-standard basis
******************************************************************/
int FNV32INTfileBasis ( const char *fname,
uint32_t * const out,
uint32 t basis ) {
FNV32cont ext e32Cont ext ;
int error;

if ( lout )
return fnvNull;

if ( (error = FNV32INTinitBasis ( &e32Context, basis )) )
return error;

if ( (error = FNV32filein ( &e32Context, fnanme )) )
return error,

return FNV32I NTresult ( &e32Context, out );

} /* end FNV32I NTfil eBasis */

/* hash the contents of a file, return 4-byte vector
******************************************************************/
int FNv32file ( const char *fnane,
uint8_ t out[ FNV32size] ) {
FNV32cont ext e32Cont ext ;
int error;

if ( 'out )
return fnvNul | ;

if ( (error = FNV32init (&e32Context)) )
return error;

if ( (error = FNV32filein ( &32Context, fnane)) )
return error;

return FNV32result ( &e32Context, out );

} /* end FNV32file */

/* hash the contents of a file, return 4-byte vector
* with a non-standard basis
******************************************************************/
int FNV32fileBasis ( const char *fnane,
uint8_t out[ FNV32si ze],
const uint8_t basis[FNV32size] ) {



FNv32cont ext e32Cont ext ;
int error;

if ( 'out )
return fnvNul | ;

if ( (error = FNV32initBasis (&e32Context, basis)) )
return error;

if ( (error = FNV32filein ( &32Context, fnane)) )
return error;

return FNV32result ( &e32Context, out );

} /[* end FNV32fil eBasis */

//**************************************************************

/1 Set of init, input, and output functions bel ow
/1 to increnentally conmpute FNV32

//**************************************************************

/* initialize context
***************************************************************/
int FNV32init ( FNV32context * const ctx ) {

return FNV32INTinitBasis ( ctx, FNV32basis );
} /* end FNV32init */

/[* initialize context with a provided 32-bit integer basis
***************************************************************/
int FNV32INTinitBasis ( FNV32context * const ctx,
uint32 t basis ) {
if (lctx)
return fnvNul | ;

ct x- >Hash = basi s;

ct x->Comput ed = FNVi ni t ed+FNV32st at e;

return fnvSuccess;
} /* end FNV32I NTi ni tBasis */

[* initialize context with a provided 4-byte vector basis
***************************************************************/
int FNV32initBasis ( FNV32context * const ctX,

const uint8 t basis[FNV32size] ) {

if ('ctx || !'basis )
return fnvNul | ;
ct x->Hash =

basi s[ 0] +( basi s[ 1] <<8) +( basi s[ 2] <<16) +( basi s[ 3] <<24);
ct x->Comput ed = FNVi ni t ed+FNV32st at e;
return fnvSuccess;
} /* end FNV32initBasis */

/* hash in a counted bl ock
***************************************************************/
i nt FNV32bl ockin ( FNV32context * const ctx,
const void *vin,
long int length ) {
const uint8_t *in = (const uint8_t*)vin;
uint32_t tenp;

if (letx |[] tin)
return fnvNul | ;
if ( length < 0)
return fnvBadParam
switch ( ctx->Conmputed ) {
case FNVi ni t ed+FNV32st at e:
ct x->Conmput ed = FNVconput ed+FNV32st at e;
br eak;
case FNVconput ed+FNV32st at e:
br eak;
def aul t:
return fnvStateError;



}

}

for ( tenp = ctx->Hash; length > 0; length-- )
temp = FNV32prinme * ( tenp » *in++ );

ct x->Hash = tenp;

return fnvSuccess;

/* end FNV32bl ockin */

/* hash in a zero-termnated string not including the zero

***************************************************************/

int FNV32stringin ( FNv32context * const ctx, const char *in ) {

}

/*

******************************************************************/

uint32_t tenp;
uint8 t ch;

if (letx || tin)
return fnvNull;
switch ( ctx->Conmputed ) {
case FNVi ni t ed+FNV32st at e:
ct x->Comput ed = FNVcomnput ed+FNV32st at e;
br eak;
case FNVconput ed+FNV32st at e:
br eak;
defaul t:
return fnvStateError;
}
tenp = ctx->Hash;
while ( (ch = (uint8_t)*in++) )
temp = FNV32prine * ( tenp ~ ch );
ct x->Hash = tenp;
return fnvSuccess;
/* end FNV32stringin */

hash in the contents of a file

int FNv32filein ( FNV32context * const e32Context,

const char *fname ) {
FI LE *fp;
long int i;
char buf[1024];
int error;

if ( !'e32Context || !fname )
return fnvNul | ;
switch ( e32Cont ext->Computed ) {
case FNVi nit ed+FNV32st at e:
e32Cont ext - >Conput ed = FNVconput ed+FNV32st at e;
br eak;
case FNVconput ed+FNV32st at e:
br eak;
defaul t:
return fnvStateError;

}
if ( ( fp = fopen ( fnane, "rb") ) == NULL )
return fnvBadParam

if ( (error = FNV32bl ockin ( e32Context, "", 0)) ) {
fclose(fp);
return error;
}
while ( (i =fread ( buf, 1, sizeof(buf), fp) ) >0)
if ( (error = FNV32bl ockin ( e32Context, buf, i)) ) {
fclose(fp);

return error;

error = ferror(fp);
fclose(fp);

if (error) return fnvBadParam
return fnvSuccess;



} /[* end FNV32filein */

/* return hash as an integer
***************************************************************/
int FNV32I NTresult ( FNV32context * const ctXx,
uint32_t * const out ) {
if ('etx || 'out )
return fnvhul | ;
if ( ctx->Conputed != FNVconputed+FNV32state )
return fnvStateError;
ct x->Conput ed = FNVenpt i ed+FNV32st at e;
*out = ctx->Hash;
ct x->Hash = 0;
return fnvSuccess;
} /* end FNV32l NTresult */

/* return hash as a 4-byte vector
***************************************************************/
int FNV32result ( FNV32context * const ctX,
uint8 t out[FNV32size] ) {
if (letx || 'out )
return fnvNul | ;
if ( ctx->Conputed != FNVconputed+FNV32state )
return fnvStateError;
ct x->Conmput ed = FNVenpti ed+FNV32st at e;
for (int i=0; i<FNV32size; ++i )
out[i] = ((uint8_t *)&ctx->Hash)[i];
ctx- >Hash = 0;
return fnvSuccess;
} /* end FNV32result */
<CODE ENDS>

.2.2. FNv64 Code

The following code is the header and C source for 64-bit FNV-1la
provi ding an 8-byte vector or, optionally, if 64-bit integers are
supported, a 64-bit integer hash

<CODE BEG NS> file "FNv64. h"
//*************************** Fl\,\/64h ****************************//
//***************** See RFC 9923 for detaI|S ********************/l
[* Copyright (c) 2016-2025 | ETF Trust and the persons

* jdentified as authors of the code. Al rights reserved.

* See fnv-private.h for terns of use and redistribution

*/

#i fndef _FNV64_H_
#define FNV64 H_

/*
* Description:
* This file provides headers for the 64-bit version of
* the FNV-1la non-cryptographic hash al gorithm
*

/

#i ncl ude "FNvconfig. h"
#i ncl ude " FNVErr or Codes. h"

#i ncl ude <stdint. h>

#def i ne FNV64si ze (64/8)

#i fdef FNV_64bitlntegers

#def i ne FNV64basi s OxCBF29CE484222325
#endi f

/[* If you do not have the | SO standard stdint.h header file, then
* you nust typedef the follow ng types:



type meani ng
ui nt 64 _t unsi gned 64-bit integer (ifdef FNV_64bitlntegers)
uint32_t unsi gned 32-bit integer
uint16_t unsi gned 16-bit integer
uint8_t unsigned 8-bit integer (i.e., unsigned char)

L I R

/*
* This structure holds context information for an FNV64 hash
*/
#i fdef FNV_64bitlntegers
[* version if 64-bit integers supported */
typedef struct FNV64context s {
int Conmputed; [/* state */
uint 64 _t Hash;
} FNv64cont ext ;

#el se
[* version if 64-bit integers NOT supported */
typedef struct FNV64context s {
int Conmputed; [/* state */
uint16_t Hash[ FNV64si ze/ 2] ;
} FNV64cont ext ;

#endi f /* FNV_64bitlntegers */

/ Function Prototypes:
FNV64string: hash a zero-term nated string not including
the termnating zero
FNV64stringBasis: al so takes an of fset basis paraneter

FNV64bl ock: hash a byte vector of a specified |length
FNV64bl ockBasi s: al so takes an offset _basis paraneter

FNV64fil e: hash the contents of a file
FNV64fil eBasis: al so takes an of fset basis paraneter

*

*

*

*

*

*

*

*

*

*

*

*

* FNV64init: initializes an FNV64 context

* FNV64initBasis: initializes an FNV64 context with a

* provi ded 8-byte vector basis

* FNV64bl ocki n: hash in a byte vector of a specified |length
* FNV64stringin: hash in a zero-term nated string not

* including the termnating zero

* FNV64filein: hash in the contents of a file

* FNV64result: returns the hash val ue

*

* Hash is returned as an 8-byte vector by the functions above.
* If 64-bit integers are supported, the follow ng return
* a 64-bit integer.

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

FNV641 NTstring: hash a zero-terminated string not including
the termnating zero
FNV64I NTstri ngBasis: al so takes an of fset_basis paraneter

FNV64| NTbl ock: hash a byte vector of a specified |length
FNV64| NTbl ockBasi s: al so takes an offset basis paraneter

FNV64I NTfil e: hash the contents of a file
FNV64I NTf i | eBasi s: al so takes an offset_basis paraneter

FNV64I NTinitBasis: initializes an FNV64 context with a
provi ded 64-bit integer basis
FNV64l NTresult: returns the hash val ue



#i fdef _ cplusplus
extern "C' {
#endi f

/* FNV64 */
extern int FNV64string ( const char *in,
uint 8 t out[ FNV64si ze] );
extern int FNV64stringBasis ( const char *in,
uint 8 t out[ FNV64si ze],
const uint8_t basis[FNV64size] );
extern int FNV64bl ock ( const void *vin,
I ong int |ength,
uint 8 t out[ FNV64si ze] );
extern int FNV64bl ockBasis ( const void *vin,
long int |ength,
uint 8_t out[ FNV64si ze],
const uint8_t basis[FNV64size] );
extern int FNV64file ( const char * fnane,
uint 8 t out[ FNV64si ze] );
extern int FNV64fileBasis ( const char * fnaneg,
uint 8 t out[ FNV64si ze],
const uint8_t basis[FNV64size] );
extern int FNV64init ( FNV64context * const );
extern int FNV64initBasis ( FNV64context * const,
const uint8 t basis[FNV64size] );
extern int FNV64bl ockin ( FNV64context * const,
const void * vin,
long int length );
extern int FNV64stringin ( FNV64context * const,
const char * in);
extern int FNV64filein ( FNV64context * const,
const char *fname );
extern int FNV64result ( FNV64context * const,
uint8_t out[ FNV64si ze] );

#i fdef FNV_64bitlntegers
extern int FNV64INTstring ( const char *in,
uinté4 t * const out );
extern int FNV64l NTstringBasis ( const char *in,
uint64_t * const out,
uint64_t basis );
extern int FNV64l NTbl ock ( const void *vin,
long int length,
uinté4 t * const out );
extern int FNV64l NTbl ockBasis ( const void *vin,
long int |ength,
uint64 t * const out,
uint64_t basis );
extern int FNV64INTfile ( const char * fnane,
uinté4 t * const out );
extern int FNV64INTfileBasis ( const char * fnane,
uint64_t * const out,
uint64_t basis );
extern int FNV64INTinitBasis ( FNV64context * const,
uint64_t basis );
extern int FNV64lI NTresult ( FNV64context * const,
uinté4 t * const out );
#endi f /* FNV_64bitlntegers */

#i fdef __cplusplus
}
#endi f

#endif /* FNV64_H_ */
<CODE ENDS>



<CODE BEG NS> file "FNv64.c"
//*************************** FNV64C ****************************//
//****************** See RFC 9923 for detalls *******************/l
[* Copyright (c) 2016-2025 | ETF Trust and the persons

* identified as authors of the code. Al rights reserved.

* See fnv-private.h for terns of use and redistribution

*/

[* This file inplenments the FNV (Fow er/ Nol I /Vo) non-cryptographic
* hash function FNV-1a for 64-bit hashes.
*/

#i ncl ude <stdio. h>

#i ncl ude "FNvconfig. h"
#include "fnv-private. h"
#i ncl ude "FNV64. h"

//*****************************************************************

// CODE THAT IS THE SAME FOR 32-BIT and 64-BI T ARl THVETI C

//*****************************************************************

/* hash the contents of a file, return byte vector
******************************************************************/
int FNv64file ( const char *fnane,
uint8 t out[ FNV64si ze] ) {
FNV64cont ext e64Cont ext ;
int error;

if ( 'out )
return fnvhul | ;

if ( (error = FNV64init (&e64Context)) )
return error,

if ( (error = FNV64filein (&64Context, fnanme)) )
return error;

return FNvV64result (&e64Context, out);

} /* end FNV64file */

/* hash the contents of a file, return 64-bit integer
* with a non-standard basis
******************************************************************/
int FNV64fileBasis ( const char *fnane,
uint 8 t out[ FNV64si ze],
const uint8 t basis[FNV64size] ) {
FNV64cont ext e64Cont ext ;
int error;

if ( 'out )
return fnvhul | ;

if ( (error = FNV64initBasis (&64Context, basis)) )
return error,

if ( (error = FNV64filein (&64Context, fnanme)) )
return error;

return FNvV64result (&e64Context, out);

} /* end FNV64fil eBasis */

/* hash in the contents of a file
******************************************************************/
int FNvV64filein ( FNV64context * const e64Context,
const char *fname ) {

FILE *fp;

long int i;

char buf[1024];

int error;



if ( !'e64Context || !fnanme )
return fnvNull;
switch ( e64Context->Conputed ) {
case FNVi ni t ed+FNV64st at e:
e64Cont ext - >Conput ed = FNVconput ed+FNV64st at e
br eak;
case FNVcomput ed+FNV64st at e
br eak;
defaul t:
return fnvStateError;

}
if ( ( fp = fopen ( fnane, "rb") ) == NULL )
return fnvBadPar am

if ( (error = FNV64bl ockin ( e64Context, "", 0)) ) {
fclose(fp);
return error;
}
while ( (i =fread ( buf, 1, sizeof(buf), fp) ) >0)
if ( (error = FNV64bl ockin ( e64Context, buf, i)) ) {
fclose(fp);

return error;

error = ferror(fp);
fclose(fp);
if (error)

return fnvBadParam
return fnvSuccess;

}

//*****************************************************************

/'l START VERSI ON FOR WHEN YQU HAVE 64-BI T ARI THVETI C

//*****************************************************************

#i fdef FNV_64bitlntegers

/* 64-bit FNV_prime = 27240 + 278 + Oxb3 */
#defi ne FNV64prime 0x00000100000001B3

/* FNV64: hash a zero-terminated string not including the zero
* to a 64-bit integer (64-bit)
******************************************************************/
int FNV64I NTstring ( const char *in, uint64_t * const out ) {
return FNV64I NTstringBasis ( in, out, FNV64basis );
} /* end FNV64l NTstring */

/* FNV64: hash a zero-terminated string not including the zero
* to a 64-bit integer (64-bit) with a non-standard basis
******************************************************************/
i nt FNV64I NTstringBasis ( const char *in,
uint64_t * const out,
uint64 t basis ) {
uint64_t tenp;
uint8 t ch;

if ('in|] 'out )
return fnvNull; /* Null input pointer */
tenp = basis;
while ( (ch = *in++) )
temp = FNV64prinme * ( tenp ~ ch );
*out = tenp;
return fnvSuccess;
} /* end FNV64l NTstringBasis */

/* FNV64: hash a zero-ternminated string to a 64-bit integer
* to a byte vector (64-bit)

******************************************************************/

int FNV64string ( const char *in, uint8_t out[FNV64size] ) {



uint64_t tenp;
uint8 t ch;

if (lin]] !'out )
return fnvNull; /* Null input pointer */
tenmp = FNV64basi s;
while ( (ch = *in++) )
temp = FNV64prine * ( tenp ~ ch );
for (int i=0; i<FNV64size; ++i )
out[i] = ((uint8_ t *)&em)[i];
return fnvSuccess;
} /* end FNV64string */

/* FNV64: hash a zero-ternminated string to a 64-bit integer
* to a byte vector (64-bit) with a non-standard basis
******************************************************************/
i nt FNV64stringBasis ( const char *in,
uint 8_t out[ FNV64si ze],
const uint8_t basis[FNV64size] ) {
uint64_t tenp;

int i;
uint8 t ch;
if ('in|] 'out || !basis )
return fnvNull; /* Null input pointer */
tenp = basis[7];
for (i = FNV64size-2; i>=0; --i )

tenmp = (tenp<<8) + basis[i];
while ( (ch = *in++) )
temp = FNV64prinme * ( tenp ~ ch );
for ( i=0; i<FNV64size; ++i )
out[i] = ((uint8_t *)&em)[il];
return fnvSuccess;
} /* end FNV64stringBasis */

/* FNv64: hash a counted block to a 64-bit integer (64-bit)
******************************************************************/
i nt FNV64I NTbl ock ( const void *vin,
Il ong int |length,
uinté4 t * const out ) {
return FNV64I NTbl ockBasis ( vin, length, out, FNV64basis );
} /* end FNV64l NTbl ock */

/* FNV64: hash a counted block to a 64-bit integer (64-bit)
* with a non-standard basis
******************************************************************/
i nt FNV64Il NTbl ockBasi s ( const void *vin,
long int |ength,
uint64_t * const out,
uint64 t basis ) {
const uint8 t *in = (const uint8 t*)vin;
uint64 t tenp;

if ('in|] 'out )
return fnvNull;
/* Null input pointer or null output pointer */

if ( length < 0)
return fnvBadParam
for ( tenmp = basis; length > 0; length-- )
temrp = FNV64prime * ( tenp ™ *in++ );
*out = tenp;
return fnvSuccess;
} /* end FNV64l NTbl ockBasi s */

/* FNV64: hash a counted block to a byte vector (64-bit)

******************************************************************/



i nt FNV64bl ock ( const void *vin,
long int length,
uint8 t out[FNV64si ze] ) {
const uint8_t *in = (const uint8_t*)vin;
uint64_t tenp;

if (lin]]| 'out )
return fnvhul | ;
/* Null input pointer or null outpu