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I GP Flexible Algorithns Reverse Affinity Constraint
Abst r act

An | GP Flexible Al gorithm (Fl ex-Al gorithn enables the conputation of
constraint-based paths within an | GP domain, allow ng operators to

i nfluence path selection according to adm nistrative policies. This
docunent defines an extension to Flex-Algorithmthat allows the

i nclusion or exclusion of |inks from path conputati on based on
Administrative Groups (also known as link affinities) associated with
the reverse direction of the path under conputation

Thi s docunent updates RFCs 9350 and 9843 by introduci ng the new | ANA
registry that specifies the ordered set of rules that are used to
prune links fromthe topol ogy during the Flex-Al gorithm path
comput ati on.
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I nt roduction

| GP protocols historically conputed the best paths over the network
solely based on the I1GP netric assigned to the links. An |IGP Flex-

Al gorithmas specified in [ RFC9350] allows I GPs to conpute
constraint-based paths. Several mechanisnms to include or exclude the
l'ink during the Flex-Al gorithm path cal cul ati on have been defi ned

al r eady:

* link inclusion or exclusion based on the presence of a specific
Admi n Group(s) [RFC9350]

* link exclusion based on the presence of a specific Shared Ri sk
Link Group (SRLG [ RFC9350]

* link exclusion based on m ni mrum bandw dth [ RFC9843]
* |ink exclusion based on maxi num del ay [ RFC9843]

Thi s docunent extends I GP Flex-Algorithmw th additional constraints
for inclusion or exclusion of links in the path based on Admin G oups
associated with the reverse direction of the Shortest Path First
(SPF) comput ati on.

Thi s docunent updates [ RFC9350] and [ RFC9843] by creating the new

I ANA registry that specifies the ordered set of rules that are used
to prune links fromthe topol ogy during the Flex-Al gorithm path
conmputation (refer to Section 12.3.1).

The term GSPF in this docunent is used to cover both OSPFv2 and
OSPFv3 protocol s.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Use Case Exanpl e

The Flexible Al gorithm Definition (FAD) can specify Extended

Adm ni strative Groups that are used by the operator to include or
exclude links during the Flex-Al gorithm path conmputation [ RFC9350].
These |ink Extended Adm nistrative G oups are checked in the path
direction of the SPF computation, e.g., in the direction fromthe
root vertex toward vertices of increasing distance.



In certain scenarios, it is beneficial to evaluate the Extended

Adm ni strative Groups associated with the reverse direction of a
link, rather than solely those in the direction of path conputation.
Consider a point-to-point link represented as a pair of directed
edges between two nodes, A and B. \Wen conputing a path fromA to B,
i ssues such as input errors on the link, detectable only at the
receiving node B, may be operationally significant. An operator

m ght nmonitor nmetrics like Cyclic Redundancy Check (CRC) errors or
other input-related faults at node B and apply threshol ds over a
defined observation period. |If such a threshold is exceeded, node B
may | ocally assign specific Extended Administrative Goups to the
link in the direction fromB to A

To accommopdate this operational intent, the Flex-Al gorithmcan be
extended to inspect the Extended Administrative G oups of the
reverse-direction edge (fromB to A) when evaluating the forward-
direction edge (fromA to B) during path conputation. This enables
the exclusion of links fromthe conputed topol ogy based on conditions
detected at the far end of the link, inproving network reliability
and policy control.

Depl oynment Consi derati on

Thr eshol d-based setting of the |link Extended Adm nistrative G oups
must be done with care to avoi d excessive flooding and constant Fl ex-
Al gorithm path recal cul ati on.

One possi ble approach is to use two different threshol ds when setting
and unsetting the Extended Adm nistrative Goup on the link. For
exanpl e, when setting the Extended Adm nistrative Goup on the |ink
based on the percentage of certain incomng errors, higher threshold
is used for setting and | ower threshold is used for unsetting the

Ext ended Administrative G oup on the |ink.

Many i nmpl enentations provide a throttling mechanismthat limts the
rate at which the Link State PDU (LSP) in case of 1S-1S, or Link
State Advertisenent (LSA) in case of OSPFv2 and OSPFv3, is updated at
the originator. Such mechanismis typically not specific to any
particular link attribute, but rather considers any change in the LSP
or LSA. Application of such throttling mechani smcan also be used to
avoi d frequent changes in the setting of the Extended Adm nistrative
Goup on a link to affect the stability of the receivers.

IS-1S Flexible Algorithm Excl ude Reverse Adnmin G oup Sub-TLV

The 1S-1S Flexible Al gorithm Excl ude Reverse Admin G oup (FAERAG
Sub-TLV is used to advertise the exclude rule that is used during the
Fl ex- Al gorithm path cal cul ation as specified in Section 11.

The 1S-1S FAERAG Sub-TLV is a sub-TLV of the IS-1S FAD Sub-TLV. It
has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B i S S ik s S N S S

| Type | Length |

T S I T i i S o e T i I S i e S
| Ext ended Adnmin G oup |
+- -+

i S S T i S S e S AT i S S

wher e:

Type (1 octet): 10



Length (1 octet): Variable, dependent on the size of the Extended
Admin Goup. The length MJST be a multiple of 4 octets. If the
length is not a multiple of 4 octets, the entire sub-TLV MJUST be
i gnored by the receiver.

Ext ended Admi nistrative G oup: Extended Admi nistrative Goup as
defined in [ RFC7308].

The 1 S-1S FAERAG Sub- TLV MJUST NOT appear nore than once in a single
IS-1S FAD Sub-TLV. If it appears nore than once, the IS-1S FAD Sub-
TLV MJST be ignored by the receiver.

The 1S-1S FAERAG Sub- TLV MJUST NOT appear nore than once in the set of
FAD Sub-TLVs for a given Flex-Algorithmfroma given IS, If it
appears nore than once in such set, the IS 1S FAERAG Sub-TLV in the
first occurrence in the | owest-nunbered LSP froma given IS MIST be
used and any ot her occurrences MJST be ignored by the receiver.

IS-1S Flexible AlgorithmInclude-Any Reverse Adnin G oup Sub-TLV

The 1S-1S Flexible A gorithmInclude-Any Reverse Admin G oup Sub-TLV
is used to advertise the include-any rule that is used during the
Fl ex- Al gorithm path cal cul ation as specified in Section 11.

The format of the IS-1S Flexible Al gorithmlnclude-Any Reverse Admn
Group Sub-TLV is identical to the format of the FAERAG Sub-TLV in
Section 5.

I ANA has assigned Type value of 11 for the I1S-1S Flexible A gorithm
I ncl ude- Any Reverse Admin G oup Sub-TLV.

The 1S-1S Flexible Al gorithmInclude-Any Reverse Adnin G oup Sub-TLV
MUST NOT appear nore than once in a single I S-1S FAD Sub-TLV. If it
appears nore than once, the 1S-1S FAD Sub-TLV MJST be ignored by the
receiver.

The 1S-1S Flexible Al gorithmInclude-Any Reverse Adnmin G oup Sub-TLV
MUST NOT appear nore than once in the set of FAD Sub-TLVs for a given
Fl ex-Algorithmfroma given IS, |If it appears nore than once in such
set, the 1S 1S Flexible AlgorithmInclude-Any Reverse Adnin G oup
Sub-TLV in the first occurrence in the | owest-nunbered LSP from a
given IS MIUST be used and any other occurrences MJST be ignored by
the receiver.

IS-1S Flexible AlgorithmInclude-All Reverse Admin Goup Sub-TLV

The 1S-1S Flexible AlgorithmInclude-Al Reverse Adnmin G oup Sub-TLV
is used to advertise the include-all rule that is used during the
Fl ex- Al gorithm path cal cul ation as specified in Section 11.

The format of the I1S-1S Flexible AlgorithmInclude-Al Reverse Admn
Group Sub-TLV is identical to the format of the FAERAG Sub-TLV in
Section 5.

I ANA has assigned Type value of 12 for the IS-1S Flexible A gorithm
I nclude-All Reverse Admin G oup Sub-TLV.

The 1S-1S Flexible Algorithm Include-All Reverse Admin G oup Sub-TLV
MUST NOT appear nore than once in a single IS-1S FAD Sub-TLV. If it
appears nore than once, the 1S-1S FAD Sub- TLV MJST be ignored by the
receiver.

The 1S-1S Flexible Algorithm Include-All Reverse Adm n G oup Sub-TLV
MUST NOT appear nore than once in the set of FAD Sub-TLVs for a given
Flex-Algorithmfroma given IS. If it appears nore than once in such



10.

set, the 1S 1S Flexible AlgorithmInclude-Al Reverse Adnmi n G oup

Sub-TLV in the first occurrence in the | owest-nunbered LSP froma

given IS MUST be used and any other occurrences MJST be ignored by
the receiver.

OSPF Fl exi bl e Al gorithm Excl ude Reverse Admin G oup Sub-TLV

The OSPF Fl exi bl e Al gorithm Excl ude Reverse Adm n G oup (FAERAG Sub-
TLV is used to advertise the exclude rule that is used during the
Fl ex- Al gorithm path cal cul ation as specified in Section 11.

The OSPF FAERAG Sub-TLV is a sub-TLV of the OSPF FAD TLV. It has the
followi ng format:

0 1 2 3
01234567890123456789012345678901
T S S T i S S e e e e i S S S S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Ext ended Admin G oup |
+- -+
I : I
+

R T o T e e i i ol ST S TR S e T e S e el st TR S R R S
wher e:
Type (2 octets): 10

Length (2 octets): Variable, dependent on the size of the Extended
Admin Goup. The length MIST be a multiple of 4 octets. If the
length is not a multiple of 4 octets, the entire sub-TLV MJST be
i gnored by the receiver.

Ext ended Administrative Goup: Extended Administrative Group as
defined in [ RFC7308].

The OSPF FAERAG Sub- TLV MUST NOT appear nore than once in an OSPF FAD
TLV. If it appears nore than once, the OSPF FAD TLV MJUST be ignored
by the receiver.

OSPF Fl exi bl e Al gorithm I nclude-Any Reverse Admin Goup Sub-TLV

The OSPF Fl exi bl e Al gorithmInclude-Any Reverse Admi n G oup Sub-TLV
is used to advertise the include-any rule that is used during the
Fl ex- Al gorithm path cal cul ation as specified in Section 11.

The format of the OSPF Flexible Al gorithmlnclude-Any Reverse Adnmin
Goup Sub-TLV is identical to the format of the OSPF FAERAG Sub- TLV
in Section 8.

| ANA has assigned Type value of 11 for the OSPF Fl exible Al gorithm
I ncl ude- Any Reverse Admin Group Sub-TLV.

The OSPF Fl exi bl e Al gorithm I nclude-Any Reverse Admi n G oup Sub-TLV
MJUST NOT appear nore than once in an OSPF FAD TLV. |If it appears
nmore than once, the OSPF FAD TLV MUST be ignored by the receiver.

OSPF Fl exible Al gorithmlnclude-Al Reverse Admin Goup Sub-TLV

The OSPF Fl exi bl e Al gorithmInclude-Al Reverse Admi n G oup Sub-TLV
is used to advertise the include-all rule that is used during the
Fl ex- Al gorithm path cal cul ation as specified in Section 11.

The format of the OSPF Fl exible Al gorithmInclude-Al Reverse Admn
Group Sub-TLV is identical to the format of the OSPF FAERAG Sub- TLV
in Section 8.
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12.

12.

12.

I ANA has assigned Type value of 12 for the OSPF Fl exible Al gorithm
I nclude-All Reverse Adnmin G oup Sub-TLV.

The OSPF Fl exi bl e AlgorithmInclude-Al Reverse Adm n G oup Sub-TLV

MJUST NOT appear nore than once in an OSPF FAD TLV. |If it appears
nmore than once, the OSPF FAD TLV MJUST be ignored by the receiver

Cal cul ati on of Flexible Al gorithm Paths

The foll owi ng procedures augnent the rules defined in Section 13 of

[ RFC9350] by introducing additional constraints based on

Adm ni strative Groups (AGs) associated with the reverse direction of
a link.

* Check if any exclude reverse Admin Goup rule is part of the Flex-

Al gorithmdefinition. |If such exclude rule exists, check if any
Admin Goup that is part of the exclude rule is also set on the
link in the reverse direction. |If such Admin Goup is set on the

link in the reverse direction, the link MJST be pruned fromthe
conput ati on.

* Check if any include-any reverse Adnin Goup rule is part of the

Fl ex-Al gorithmdefinition. |[If such include-any rule exists, check
if any Admin Goup that is part of the include-any rule is also
set onthe link in the reverse direction. If no such Admin G oup

is set onthe link in the reverse direction, the |ink MJST be
pruned fromthe conputation.

* Check if any include-all reverse Admin Goup rule is part of the

Fl ex-Al gorithmdefinition. |[If such include-all rule exists, check
if all Admin Goups that are part of the include-all rule are also
set onthe link in the reverse direction. |If all such Admn

Groups are not set on the link in the reverse direction, the link
MJUST be pruned fromthe conputation

Pl ease see rules 8, 9, and 10 in Section 12.3 for these added rul es.
| ANA Consi der ati ons
1. Sub-Sub-TLVs for Flexible A gorithm Definition Sub-TLV

| ANA has registered the following in the "I S 1S Sub-Sub-TLVs for
Fl exi bl e Al gorithm Definition Sub-TLV" registry under the "I S-1S TLV
Codepoi nts" registry group:

Type: 10

Description: Flexible Al gorithm Exclude Reverse Admi n G oup
MP: n

Reference: RFC 9917, Section 5

Type: 11

Description: Flexible AlgorithmlInclude-Any Reverse Adnin G oup
MP.  n

Ref erence: RFC 9917, Section 6

Type: 12

Description: Flexible AlgorithmInclude-Al Reverse Adnin G oup
MP: n

Ref erence: RFC 9917, Section 7

2. OSPF Flexible Algorithm Definition TLV Sub-TLV Registry

Thi s docunent nakes the following registration in the "OSPF Fl exi bl e

Al gorithm Definition TLV Sub-TLVsS" registry under the "COpen Shortest

Path First (OSPF) Parameters" registry group:
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Type: 10
Description: Flexible Al gorithm Exclude Reverse Admin G oup
Ref erence: RFC 9917, Section 8

Type: 11
Description: Flexible AlgorithmInclude-Any Reverse Admin G oup
Reference: RFC 9917, Section 9

Type: 12
Description: Flexible Algorithmlnclude-Al Reverse Admin G oup
Ref erence: RFC 9917, Section 10

3. 1GP Flex-Algorithm Path Conputation Rules Registry

| ANA has created a new registry called "I GP Flex-Al gorithm Path
Conput ati on Rules" within the "Interior Gateway Protocol (IGP)

Par amet ers" registry group. The registration procedure for the new
registry is Expert Review [ RFC8126]. Section 12.3.1 provides

gui dance for designated experts

The "1 GP Fl ex-Al gorithm Path Conputation Rules" registry specifies
the ordered set of rules that are used to prune links fromthe
topol ogy during the Fl ex-Al gorithm path conputation

There is no upper bound on the nunber of rules that the registry
supports.

In Tabl e 1, "FAEMB" nmeans "Fl ex-Al gorithm Excl ude M ni mum Bandwi dt h",
and "FAEMD' neans "Fl ex- Al gorithm Excl ude Maxi mum Del ay”

such a color is set, the link MJST be
pruned fromthe conputation.

[} gty Cpp—p—p—p—p—(———————————————————————————————————— L pp—p—p—_——————
| Sequence | Description | Reference

| Nunber | | |
| 1 | Check if any exclude Administrative Goup | Section |
| | rule is part of the Flex-A gorithm | 13 of |
| | Definition. [If such exclude rule exists, | [RFC9350]

| | check if any color that is part of the | |
| | exclude rule is also set on the link. If | |
I I I I
I I I I

2 Check if any exclude SRLG rule is part of Secti on
the Flex-AlgorithmDefinition. If such 13 of
exclude rule exists, check if the link is [ RFC9350]

SRLG exclude rule. If the link is part
of such SRLG the link MJST be pruned

I I
I I
I I
| part of any SRLG that is also part of the
I I
| |
| fromthe conputation. |

| 3 | Check if any include-any Administrative | Section |
| | Goup rule is part of the Flex-Algorithm | 13 of |
| | Definition. |If such include-any rule | [ RFC9350]
| | exists, check if any color that is part | |
| | of the include-any rule is also set on | |
| | the link. If no such color is set, the | |
| | l'ink MJUST be pruned fromthe conputation. | |
S o m m e e e e e e e e e e e e e e eeee oo R +
4 Check if any include-all Administrative Secti on
Goup rule is part of the Flex-Al gorithm 13 of
Definition. |If such include-all rule [ RFC9350]

of the include-all rule are also set on
the link. |If all such colors are not set

I I
| |
I I
| exists, check if all colors that are part |
| |
| on the link, the Iink MJST be pruned from |



| | the conputation. | |

5 If the Flex-Algorithm Definition uses Secti on
sonet hing other than the I1GP netric 13 of
(Section 5 of [RFC9350]), and such netric | [RFC9350]

I
|
is not advertised for the particular link |
in a topol ogy for which the conputation |
i s done, such link MJST be pruned from

the conputation. A netric of value 0 |
MUST NOT be assuned in such a case. |

6 Check if any exclude FAEMB rule is part Section 6
of the Flex-Algorithmdefinition. |If of
such exclude rule exists and the Iink has [ RFC9843]

if the l'ink bandwi dth satisfies the FAEMB
rule. If the link does not satisfy the
FAEMB rul e, the Iink MJST be pruned from
the Fl ex- Al gorithm conputation

I
|
Maxi mum Li nk Bandw dt h advertised, check |
I
I
I
|

7 Check if any exclude FAEMD rule is part Section 6
of the Flex-Al gorithmdefinition. |If of
such exclude rule exists and the Iink has [ RFC9843]

I
|
M n Unidirectional link delay adverti sed,
check if the link delay satisfies the |
FAEMD rule. If the Iink does not satisfy |
the FAEMD rule, the link MJST be pruned
fromthe Flex-Al gorithm conputation. |

8 Check if any exclude reverse Adnin G oup Secti on
rule is part of the Flex-A gorithm 11 of RFC
definition. |f such exclude rule exists, 9917

I
|
check if any Admin Goup that is part of

the exclude rule is also set on the link

in the reverse direction. |f such Admin |
Goup is set on the link in the reverse |
direction, the link MJST be pruned from |
t he comput ati on. |

9 Check if any include-any reverse Admn Section
Goup rule is part of the Flex-Al gorithm 11 of RFC
definition. |If such include-any rule 9917

I
|
exi sts, check if any Admn Goup that is
part of the include-any rule is also set |
on the link in the reverse direction. [|f |
no such Admin Goup is set on the link in
the reverse direction, the Iink MJST be
pruned fromthe conputation. |

Secti on
11 of RFC
9917

Check if any include-all reverse Admn |
Goup rule is part of the Flex-A gorithm |
definition. |f such include-all rule |
exi sts, check if all Adm n G oups that

are part of the include-all rule are also
set on the link in the reverse direction.
If all such Admin Groups are not set on
the link in the reverse direction, the |
l'ink MJUST be pruned fromthe conputation. |

Table 1: 1GP Flex-Al gorithm Path Cal cul ati on Rul es
.3.1. Cuidance for Designated Experts

Since the original Flex-Al gorithmspecification [RFC9350], nmany Fl ex-
Al gorithm ext ensi ons have been proposed and standardi zed. Many of



them added additional rules to the Flex-Algorithm path conputation.
Mai ntai ning an | ANA registry for these rules allows specification
across multiple docunments progressing independently. The new "I GP
Fl ex- Al gorithm Path Conputation Rul es" registry has been created and
is specified in Section 12. 3.

This section provides the guidance for designated experts on
eval uating new registrations in the "I GP Flex-Al gorithm Path
Conput ati on Rul es" registry:

1. Wen a new constraint is defined, the rule associated with that
constraint MAY be inserted at any position. Backwards
compatibility is guaranteed because nodes that don’t support the
new constraint will not participate in an algorithmwhere the FAD
specifies a constraint they don't support.

2. The relative ordering of existing rules MJUST NOT be altered.
Doi ng so has the potential to create backwards conpatibility
i ssues.

3. Deletion of the rules MIUST NOT be done. Gven that the rules are
only used conditionally based on the information carried in the
wi nning FAD, deletion of the rule is not necessary.

4. Merging or repeating of the rules MJUST NOT be done.
13. Security Considerations

Thi s docunent inherits security considerations from[RFC9350].
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