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1. Introduction

The Regi stration Data Access Protocol (RDAP) [RFC7480] is used by
Regi onal Internet Registries (RIRs) and Donai n Name Registries (DNRs)
to provide access to their resource registration information. The
core specifications for RDAP define basic search functionality, but
this is linmted to domains, nameservers, and entities. No searches
were defined for | P networks or autononpbus system nunbers. [In an
effort to have RDAP reach feature parity with the existing RIR WHO S
[ RFC3912] services in this respect, this document defines additiona
search options for |IP networks and aut onompbus system nunbers.

Wiile this docunent is witten in terns of RIRs and DNRs for the sake
of consistency with earlier RDAP docunents such as [ RFC9082] and

[ RFC9083], the functionality described here nay be used by any RDAP
server operator that hosts Internet Nunber Resource (INR) objects.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
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capital s, as shown here

I ndentati on and whitespace in exanples are provided only to
illustrate elenment relationships and are not required features of
this specification.

"..." in exanples is used as shorthand for el enents defined outside
of this docunment, as well as to abbreviate elenents that are too

| ong.

Basi ¢ Sear ches
1. Path Segnents

The new resource type path segnents for basic search (simlar to the
searches defined in [ RFC9082] and [ RFCO083]) are:

"ips': Used to identify an IP network search using a pattern to
match one of a set of IP network attributes.

"autnuns’: Used to identify an autononobus system nunber search using
a pattern to match one of a set of autonompus system nunber
attributes

A search pattern matches a value where it equals the string
representation of the value, or where it is a match for the value in
accordance with the use of the asterisk ('*', ASCH | val ue 0x2A)
character for partial string matching as defined in Section 4.1 of

[ RFC9082]. For nost searches, '*' may be used to match trailing
characters only, and may appear in a search only once: see the
previously nmentioned section for a conplete definition of the

rel evant behavi our.

Section 4.1 of [RFC9082] describes the use of a trailing donain | abe
suffix in a partial string search. It is not necessary that servers
support this type of search pattern for the basic searches defined in
this document, since those searches do not relate to domain nane
menbers.

2. I P Network Search
Synt ax: i ps?handl e=<handl e search pattern>
Syntax: ips?nane=<nane search pattern>

Searches for | P network (see Section 5.4 of [RFC9083]) information by
handl e are specified using the form

i ps?handl e=XXXX

XXXX is a search pattern representing an IP network identifier whose
syntax is specific to the registration provider. The follow ng URL
woul d be used to find information for I P networks with handl es

mat chi ng the "NET-199*" pattern

htt ps://exanpl e. coni rdap/i ps?handl e=NET- 199*

Searches for I P network (see Section 5.4 of [RFC9083]) information by
name are specified using the form

i ps?name=XXXX

XXXX is a search pattern representing an | P network identifier that
is assigned to the network registration by the registration hol der
The following URL would be used to find information for |P networks
wi th names matching the "NET- EXAMPLE-*" pattern



htt ps://exanpl e. conl rdap/ i ps?nanme=NET- EXAMPLE- *
2.3. Autononobus System Nunber Search
Synt ax: aut nunms?handl e=<handl e search pattern>
Synt ax: autnunms?nanme=<nane search pattern>

Sear ches for autononous system nunber (see Section 5.5 of [RFC9083])
i nformati on by handl e are specified using the form

aut nuns ?handl e=XXXX

XXXX is a search pattern representing an autononous system nunber
identifier whose syntax is specific to the registration provider
The following URL would be used to find information for autononous
system nunbers with handl es matching the "AS1*" pattern

htt ps:// exanpl e. coni rdap/ aut nuns?hand| e=AS1*

Sear ches for autononous system nunber (see Section 5.5 of [RFC9083])
i nformati on by nane are specified using the form

aut nuns ?nane=XXXX

XXXX is a search pattern representing an autononous system nunber
identifier that is assigned to the autononbus system nunber
registration by the registration holder. The followi ng URL woul d be
used to find information for autononous system nunbers w th nanes
mat chi ng the "ASN EXAMPLE-*" pattern

htt ps://exanpl e. conl r dap/ aut nuns?nane=ASN- EXAMPLE- *
3. Relation Searches
This section defines searches and link relations for finding objects
and sets of objects with respect to their position within a
hi er ar chy.
3.1. Path Segnents

The vari abl es used in the path segnents in this section include:

<relation> a relation type, as defined in Section 3.2.2 of this
docunent .

<|P address>: an |IP address, as defined in Section 3.1.1 of
[ RFCO082] .

<CIDR prefix> the first address of a Cl assless Inter-Donmain Routing
(CIDR) block, as defined in Section 3.1.1 of [RFC9082].

<CIDR length>: the prefix length for a CIDR bl ock, as defined in
Section 3.1.1 of [RFC9082].

<donmai n name>: a fully qualified domain nane, as defined in
Section 3.1.3 of [RFC9082].

<aut ononous system nunber or range>: an autononous system nunber, as
defined in Section 3.1.2 of [RFC9082], or two such nunbers
separated by a single hyphen ('-', ASCI| val ue 0x2D), where the
second nunber is greater than the first.

<resource type search path segnent>: a search path segnent
corresponding to an Internet Number Resource (INR) object class



(i.e., an IP network address or range, autononous system nunber or
nunber range, or reverse donai h nane).

<obj ect value>: a value used to identify an object for the purposes
of a relation search relative to that object. One of <IP
address>, <CIDR prefix> and <ClI DR | engt h> pair, <domain nane>, or
<aut ononopus system nunber or range>, depending on the type of
search that is being perforned.

<status>. an object status value, as defined in Section 4.6 of
[ RFC9083] .

The new resource type path segnents for relation search (sinmlar to
the searches defined in [ RFC9082] and [ RFC9083]) are:

"ips/rirSearchl/<relation>/<IP address>: Used to identify an IP
network search using a relation and an I P address to match a set
of I P networks.

"ips/rirSearchl/<relation> <CIDR prefix>/<CIDR |l ength>: Used to
identify an I P network search using a relation and an | P address
range to match a set of |P networks.

"aut nums/ rirSearchl/ <rel ati on>/ <aut ononobus system nunber or

range>: Used to identify an autononbus system number search using a
relation and a single ASN or an ASN range to match a set of ASN
obj ect s.

"domai ns/rirSearchl/ <rel ati on>/ <donai n name>: Used to identify a
reverse domain search using a relation and a reverse domai n nane
to match a set of reverse donains.

3.2. Relation Search

Syntax: <resource type search path
segnment >/ rir Searchl/ <rel ati on>/ <obj ect val ue>[ ?st at us=<st at us>]

The rel ation searches defined in this docunment rely on the syntax
descri bed above. Each search works in the sane way for each object
cl ass.

The rirSearchl path segment is used in the relation search URLs in
order to provide a single namespace for those searches, and so that
ot her searches can be defined underneath the top-Ievel resource type
search path segnents.

3.2. 1. Definitions

An I NR object value may have a "parent” object and one or nore
"child" objects. The "parent" object is the next-least-specific
object that exists in the relevant registry, while the "child"

obj ects are the next-nost-specific objects that exist in the rel evant
registry. For exanple, let’s say there is a registry with the
followi ng | P network objects:

o e +
| 192.0.2.0/24 |
o e e - +
/ \
Fommm e + Fomm e +
| 192.0.2.0/25 | | 192.0.2.128/25 |
o e + oo e e oo +
/ / \
o e oo + o e o +
| 192.0.2.0/28 | | 192.0.2.128/26 | | 192.0.2.192/26 |



Figure 1: Exanple Registry bjects

For this exanple registry, the INR object value to parent/child
obj ect rel ationships are:

b ool s o}
| I'NR object value | Parent object
el s el
| 192.0.2.0/32 | 192.0.2.0/28 |
R I I I e I ] +
| 192.0.2.0/28 | 192.0.2.0/25 |
I I I I I I +
| 192.0.2.64/26 | 192.0.2.0/25 |
I R I ] +
| 192.0.2.128/26 | 192.0.2.128/25 |
R I I I e I ] +
| 192.0.2.192/26 | 192.0.2.128/25

I I I I I I +
| 192.0.2.0/25 | 192.0.2.0/24 |
I R I ] +
| 192.0.2.128/25 | 192.0.2.0/24 |
R I I I e I ] +
| 192.0.2.0/24 | NA |
I I I I I I +

Table 1: Parent Objects

| I'NR object value | Child objects |
| 192.0.2.0/24 | 192.0.2.0/25, 192.0.2.128/25 |
o e e oo Fomm e e e e e ee e aaaao o +
| 192.0.2.0/25 | 192.0.2.0/28 |
s ot oo +
| 192.0.2.128/25 | 192.0.2.128/26, 192.0.2.192/26 |
e o oo +
| 192.0.2.64/26 | NA |
o e e oo Fomm e e e e e ee e aaaao o +
| 192.0.2.128/26 | NA |
s ot oo +
| 192.0.2.192/26 | NA |
e o oo +
| 192.0.2.0/28 | 192.0.2.0/32 |
o e e oo Fomm e e e e e ee e aaaao o +
| 192.0.2.0/32 | NA |
s ot oo +

Table 2: Child ojects

(I'NR obj ect values do not necessarily correspond to registry objects,
because users can provide arbitrary object values as input to the
searches defined in this docunent.)

Simlarly to the parent/child object relationships, each |INR object
val ue may have a "top" object, being the |east-specific covering
object that exists in the registry, and one or nore "bottoni objects,
bei ng the nost-specific objects that entirely cover the I NR object

val ue when taken together. Gven the registry defined above, the top
and bottom obj ect relationships are:

[ sl sl )



| I'NR object value | Top object |

| 192.0.2.0/32 | 192.0.2.0/24
o e e oo o e e - +
| 192.0.2.0/28 | 192.0.2.0/24 |
Fomm e Fommm e +
| 192.0.2.64/26 | 192.0.2.0/24
oo e oo o e +
| 192.0.2.128/26 | 192.0.2.0/24
o e e oo o e e - +
| 192.0.2.192/26 | 192.0.2.0/24
Fomm e Fommm e +
| 192.0.2.0/25 | 192.0.2.0/24
oo e oo o e +
| 192.0.2.128/25 | 192.0.2.0/24
o e e oo o e e - +
| 192.0.2.0/24 | NA |
Fomm e Fommm e +

| I'NR object value | Bottom objects |
| 192.0.2.0/24 | 192.0.2.0/25, 192.0.2.0/28, 192.0.2.0/32, |
| | 192.0.2.128/26, 192.0.2.192/26 |
o e e e oo o m e e e e e e e e e e e e e e e e e eeee e +
| 192.0.2.0/25 | 192.0.2.0/25, 192.0.2.0/28, 192.0.2.0/32 |
Fom e e e oo o m m e e e e e e e e e e e e e e eeee oo +
| 192.0.2.128/25 | 192.0.2.128/26, 192.0.2.192/26 |
o e e e e oo oo o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 192.0.2.64/26 | NVA |
o e e e oo o m e e e e e e e e e e e e e e e e e eeee e +
| 192.0.2.128/26 | NA |
Fom e e e oo o m m e e e e e e e e e e e e e e eeee oo +
| 192.0.2.192/26 | NA |
o e e e e oo oo o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 192.0.2.0/28 | 192.0.2.0/28, 192.0.2.0/32 |
o e e e oo o m e e e e e e e e e e e e e e e e e eeee e +
| 192.0.2.0/31 | 192.0.2.0/28, 192.0.2.0/32 |
Fom e e e oo o m m e e e e e e e e e e e e e e eeee oo +
| 192.0.2.0/32 | VA |
o e e e e oo oo o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +

Table 4. Bottom Objects

If there are no nore-specific objects for a given INR object val ue,
then the set of bottom objects for that I NR object value will be
enpty. 192.0.2.0/32 is an exanpl e of such an INR object val ue.

It is not necessarily the case that the bottom objects for a given

I NR object value will be disjoint. For exanple, 192.0.2.0/28 s
bottom obj ects are 192.0.2.0/28 and 192.0.2.0/32. 192.0.2.0/32 is

i ncl uded because it is one of the nost-specific objects (i.e., an
object at the bottom of the object hierarchy) for 192.0.2.0/28, while
192.0.2.0/28 itself is included because it is the nobst-specific

obj ect for the other addresses within the range (i.e., those aside
from 192.0. 2. 0/ 32).

The bottom objects for a given I NR object value may include an object
that is less specific than that |INR object value. For exanple,
192.0.2.0/31 is an INR object value that has a nore-specific object,
being 192.0.2.0/32, so the set of bottom objects nust include at

| east that object. The nost-specific object that covers the residua
(i.e., 192.0.2.1/32) is 192.0.2.0/28, so it is included in the
results as well



.2.2. Relations
.2.2.1. Single-Result Searches
.2.2.1.1. "rdap-up"

If the server receives a search containing the relation value "rdap-
up", it will return the parent object for the specified I NR object
val ue as though that object had been requested directly. If no such
object exists, it will respond with an HTTP 404 (Not Found) [RFC9110]
status code

.2.2.1.2. "rdap-top"

If the server receives a search containing the relation value "rdap-
top", it will return the top object for the specified I NR object

val ue as though that object had been requested directly. If no such
object exists, it will respond with an HTTP 404 (Not Found) [RFC9110]
status code

.2.2.2. Miltiple-Result Searches
.2.2.2.1. "rdap-down"

If the server receives a search containing the relation value "rdap-
down", it will return the child objects for the specified I NR object
value. |If no such objects exist, it will return an enpty search
response. Per the definitions section, this includes only i mediate
child objects.

.2.2.2.2. "rdap-bottont

If the server receives a search containing the relation value "rdap-
bottom, it will return the bottom objects for the specified INR
object value. If no such objects exist, it will return an enpty
search response

.3. Status

If the "status" argument is provided, then response processing wll
proceed as though all objects without the specified status had first
been renoved fromthe database. For exanple, if the registry objects
fromSection 3.2.1 had the foll owi ng statuses

[ e e et oo e pe
| Object | Status |
B e e oo oo 1)
| 192.0.2.0/25 | active |
I I F--- - - +
| 192.0.2.128/25 | inactive
I I R +
| 192.0.2.128/26 | active

R R i +
| 192.0.2.192/26 | active |
I I F--- - - +

Tabl e 5: Statuses

then a server receiving a "rdap-down" search request with the INR
obj ect value 192.0.2.0/24 and a "status" argunent of "active" would
return the objects 192.0.2.0/25, 192.0.2.128/26, and 192.0. 2. 192/ 26.

Status filtering is useful, for exanple, where the client is trying
to find the delegation froman RIR to an R R account hol der: by using
the "rdap-top" relation with a "status" of "active", the del egation



3. 4.

fromIANA to the RIR will be ignored, and the client will receive the
del egation fromthe RIR to the account holder in the response
i nst ead.

By default, any valid status value may be used for status filtering.
Server operators MAY opt not to support "status" filtering for the
"rdap-down" and "rdap-bottont link relations, in which case the
server responds with an HTTP 501 (Not I npl enented) [RFC9110] response
code if it receives such a request. Server operators MAY al so opt
not to support "status" filtering for values other than "active" for
the "rdap-up" and "rdap-top" link relations, in which case the server
responds with an HTTP 501 (Not | npl enmented) [RFC9110] response code
if it receives such a request.

Wil e any valid status value nmay be used for status filtering, a

gi ven RDAP server may nake use of only a small nunber of those status
val ues for INR objects. For exanple, a status value like "client
hol d" would typically only be used by a DNR for a forward donai n nane
obj ect .

Li nk Rel ati ons

Each of the relations defined in Section 3.2.2 has a correspondi ng
link relation that can be used for a |link object contained wthin
anot her RDAP object. Wen constructing these |ink objects, the
server MJST use the corresponding search URL for the link target, or
a URL that yields the sane response as for the correspondi ng search
as at the time of the request. The following is an elided exanpl e of
an |1 Pv4 response that nakes use of those link relations:

"start Address”: "192.0.2.0",
"endAddress": "192.0.2.127",

"l'inks": [

{
"val ue": "https://exanple.con rdap/ip/192.0.2.0/25",
"rel": "rdap-up",
"href": ".../rdap/ips/rirSearchl/rdap-up/192.0.2.0/25",
"type": "application/rdap+json"

},
"val ue": "https://exanple.con rdap/ip/192.0.2.0/25",
"rel": "rdap-down"
"href": ".../rdap/ips/rirSearchl/rdap-down/192.0.2.0/25",
"type": "application/rdap+json”

},
"val ue": "https://exanple.con rdap/ip/192.0.2.0/25",
"rel": "rdap-top",
"href": ".../rdap/ips/rirSearchl/rdap-top/192.0.2.0/25",
"type": "application/rdap+json"

},
"val ue": "https://exanple.conrdap/ip/192.0.2.0/25",
"rel": "rdap-bottont,
"href": ".../rdap/ips/rirSearchl/rdap-bottoni192.0. 2.0/ 25",
"type": "application/rdap+json”

}

Fi gure 2: Exanple Links in an | Pv4 Response

The following is an elided exanple of an | Pv6 response that makes use



of the link relations:

{
"start Address": "2001:db8:a::",
"endAddress": "2001:db8:a:ffff:ffff:ffff:ffff:ffff",
;iinks": [
{ .
"val ue": "https://exanple.confrdap/ip/2001: db8: a:: /48",
"rel": "rdap-up",
"href": ".../rdap/ips/rirSearchl/rdap-up/2001: db8: a:: /48",
"type": "application/rdap+json”
}1
{ .
"val ue": "https://exanple.confrdap/ip/2001: db8: a:: /48",
"rel": "rdap-down"
"href": ".../rdap/ips/rirSearchl/rdap-down/2001: db8: a::/48",
"type": "application/rdap+json”
}1
{ .
"val ue": "https://exanple.confrdap/ip/2001: db8: a:: /48",
"rel": "rdap-top",
"href": ".../rdap/ips/rirSearchl/rdap-top/2001: db8: a:: /48",
"type": "application/rdap+json”
}1
{ .
"val ue": "https://exanple.confrdap/ip/2001: db8: a:: /48",
"rel": "rdap-bottont,
"href": ".../rdap/ips/rirSearchl/rdap-bottoni 2001: db8: a: : /48",
"type": "application/rdap+json”
]
}
Figure 3: Exanple Links in an | Pv6 Response
One additional link relation, "rdap-active", is defined for denoting
a search with a "status" of "active". No other status link relations

are defined because the only known use cases for status filtering

i nvol ve the "rdap-up" and "rdap-top" relations and the "active"
status. The following is an elided exanple of an | Pv4 response that
makes use of those link relations:

"start Address": "192.0.2.0",
"endAddress": "192.0.2.127",

"links": [
{
"val ue": "https://exanple.conmrdap/ip/192.0.2.0/25",
"rel": "rdap-up rdap-active",
"href":
"...lrdap/ips/rirSearchl/rdap-up/192.0. 2.0/ 257st at us=acti ve",
"type": "application/rdap+j son"

"val ue": "https://exanple.con rdap/ip/192.0.2.0/25",

"rel": "rdap-top rdap-active",

"href":
".../lrdap/ips/rirSearchl/rdap-top/192.0.2.0/25?st atus=active",
"type": "application/rdap+j son"



Figure 4: Exanple Status Links in an |IPv4 Response
The following is an elided exanple of an | Pv6 response that makes use
of the link rel ations:

"start Address"”: "2001:db8:a::",
"endAddress": "2001:db8:a:ffff:ffff:.ffff.ffff:FFff",

;iinks": [
{ .
"val ue": "https://exanple.confrdap/ip/2001: db8: a:: /48",
"rel": "rdap-up rdap-active",
"href":
"...lrdap/ips/rirSearchl/rdap-up/2001: db8: a: :/487?st at us=acti ve",
"type": "application/rdap+json”
% 1
"val ue": "https://exanple.confrdap/ip/2001: db8: a:: /48",
"rel": "rdap-top rdap-active",
"href":
"...lrdap/ips/rirSearchl/rdap-top/2001: db8: a::/48?st atus=active",
"type": "application/rdap+json”
]
}
Figure 5: Exanple Status Links in an |IPv6 Response
"rdap-active" is used only as a link relation in a link object. It

cannot be used as a value for <relation> in the relation search URL
defined in Section 3.2. Section 3.3 details status filtering for
rel ati on search URLs.

Since the "rdap-top" and "rdap-up” link relations resolve either to a
single object or to an HTTP 404 (Not Found) [RFC9110] response, it is
possible for a server to use a | ookup URL (see Section 3.1 of

[ RFC9082]) in the "href" attribute in the Iink object. The follow ng
is an elided example of an | Pv4 response that uses this approach

"start Address”: "192.0.2.0",
"endAddress": "192.0.2.127",

"l'inks": [
{
"val ue": "https://exanple.con rdap/ip/192.0.2.0/25",
"rel": "rdap-up",
"href": "https://exanple.conm rdap/ip/192.0.2.0/24",
"type": "application/rdap+json"

}
]
}

Fi gure 6: Exanmple Single-Result Links in an | Pv4 Response

The following is an elided exanple of an | Pv6 response that makes use
of the approach:

"start Address": "2001:db8:a::",
"endAddress": "2001:db8:a:ffff:ffff:ffff:ffff:ffff",
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"links": [

L)

{
"val ue": "https://exanple.confrdap/ip/2001: db8: a:: /48",
"rel": "rdap-up",
"href": "https://exanpl e.conlrdap/ip/2001: db8::/32",
"type": "application/rdap+json”

}

Figure 7: Exanple Single-Result Links in an | Pv6 Response

Use of these link relations in responses is OPTIONAL. The absence in
a response of a link for a specific relation does not necessarily
mean that the corresponding search will return no results.

Respondi ng to Searches
1. Single-Result Searches

The "rdap-up" and "rdap-top" relations are single-result searches.
When processing these searches, if there is a result for the search,
the server returns that object as though it were requested directly
via a | ookup URL (see Section 3.1 of [RFC9082]). |If there is no
result for the search, the server returns an HTTP 404 (Not Found)

[ RFC9110] response code.

2. Miltiple-Result Searches

The "rdap-down" and "rdap-bottom relations are nultiple-result
searches. As with [ RFC9083], responses for these searches take the
formof an array of object instances, where each instance is an
appropriate object class for the search (i.e., a search beginning
with /ips yields an array of |IP network object instances, and a
search beginning with /autnunms yields an array of autononous system
nunber object instances). The IP network object class is defined in
Section 5.4 of [RFC9083], and the autononopus system nunber object
class is defined in Section 5.5 of [ RFC9083]. The object instance
arrays are contained within the response object.

The nanes of the arrays are as foll ows:
* for /ips searches, the array is "ipSearchResults"; and
* for [/autnuns searches, the array is "autnunBSearchResults"

The following is an elided exanple of a response for an |IPv4 network
sear ch:

"rdapConformance": [ "rdap_ |l evel 0", "rirSearchl",
"ips", "ipSearchResults", ... ],
;ibSearchResultsH [
{
"obj ectCl assNane": "ip network",
"handl e": "XXXX-RI R',
"start Address": "192.0.2.0",
"endAddress": "192.0.2.127",
} i)
{

"obj ect C assNane": "ip network",
"handl e": "YYYY-R R',
"start Address": "192.0.2.0",



"endAddress": "192.0. 2. 255",

Figure 8: I Pv4d Network Search Response

The following is an elided exanple of a response for an | Pv6 network
search:

"rdapConformance": [ "rdap_l evel _0", "rirSearchl",
"ips", "ipSearchResults", ... ],
" bSear chResults": [
{
"obj ectCl assNane": "ip network",
"handl e": "XXXX-R R',
"start Address": "2001:db8:a::",
"endAddress": "2001:db8:a:ffff:ffff:ffff:ffff:ffff",
}1
t, _
"obj ect Cl assNane": "ip network",
“handl e": "YYYY-R R',
"start Address": "2001:db8::",
"endAddress": "2001:db8:ffff:ffff:ffff.ffff:ffff:fFeFff",
}

Figure 9: I Pv6 Network Search Response

The following is an elided exanple of a response to an aut ononous
system nunber search:

{
"rdapConformance": [ "rdap_| evel 0", "rirSearchl",
"aut nuns", "autnunfBearchResults", ... ],
:'éijtnurTSearchResults": [
{
"obj ect Cl assNane": "aut nunt',
"handl e": "XXXX-RI R',
"start Aut num': 64496,
"endAut nuni': 64496,
}1
L,
"obj ect  assNane": "aut nunt',
"handl e": "YYYY-RI R',
"start Aut nunmt': "64497",
"endAut num': "64497",
}
]
}

Figure 10: ASN Search Response

Responses for relation searches for reverse domain objects have the
sane formas for a standard donain search response, per [RFC9083].

If the search can be processed by the server, but there are no



results for the search, then the server returns an HTTP 404 ( Not
Found) [RFC9110] response code, with the body of the response
containing an enpty results array.

Reverse Search

RDAP reverse search is defined by [ RFC9536]. That docunent limts
reverse search to domai ns, naneservers, and entities. This docunent
extends reverse search to cover |P networks and autononpbus system
nunbers as well.

If a server receives a reverse search query with a searchable
resource type (per the definition of that termin [RFCO536]) of
"ips", then the reverse search will be perfornmed on the I P network
objects fromits data store. Simlarly, if a server receives a
reverse search query with a searchabl e resource type of "autnuns",
then the reverse search will be performed on the autononobus system
nunber objects fromits data store.

Additionally, Section 10 notes that new registrations for |IP network
and aut ononobus system nunber searches have been nade in the "RDAP
Reverse Search" and "RDAP Reverse Search Mappi ng" | ANA registries

RDAP Conf or mance

A server that supports the functionality specified in this docunent
MUST i nclude additional string literals in the rdapConfornance array
of its responses, in accordance with the follow ng:

* any response that includes an |IP network basic search link, an IP
network relation search link, or an IP network reverse search |ink
includes the "rirSearchl" and "ips" literals;

* any response for an | P network basic search request, an |IP network
rel ati on search request, or an IP network reverse search request
includes the "rirSearchl", "ips", and "ipSearchResults" literals;

* any response that includes an ASN basic search |link, an ASN
relation search link, or an ASN reverse search |ink includes the
"rirSearchl" and "autnuns" literals;

* any response for an ASN basic search request, an ASN rel ation
search request, or an ASN reverse search request includes the
“rirSearchl", "autnuns", and "autnunBearchResults" literals;

* any response that includes a domain relation search |ink includes
the "rirSearchl" literal

* any response for a domain relation search request includes the

"rirSearchl" literal; and
* a response to a "/help" request includes the "rirSearchl", "ips",
"i pSearchResul ts", "autnuns", and "autnunBSearchResults" literals.

Al t hough responses will generally not include all of the
rdapConformance string literals defined in this docunment, that is not
meant to inply that a server can support only a portion of the
functionality defined in this document.

The "ips", "autnuns", "ipSearchResults", and "autnunSearchResults"
extension identifiers are included here due to the requirenents and
recomendati ons set out in [RFC7480], [RFC9082], and [ RFC9083].
These requirenents and recomendations are such that an RDAP
extension identifier be used as a prefix in new path segnents and
JSON nmenbers introduced by the extension, and those strings are used
as such as part of the basic searches defined in this docunent.



Furt hernmore, using these strings as path segnents hel ps to increase
consi stency anong the basic searches for the core RDAP object
cl asses.

As with the other core object classes (entity, domain, and
naneserver), other docunents may define additional reverse searches
with I P networks and ASNs as the searchabl e resource type by
registering those in the | ANA RDAP reverse search registries.
Because a given extension identifier nmust correspond to a single
extensi on, though, any document meking use of |IP networks or ASNs as
the searchabl e resource type nust also inplenment the functionality
described in this docunent.

The "1" in "rirSearchl" denotes that this is version 1 of the RIR
search extension. New versions of the RIR search extension will use
different extension identifiers. A version suffix is not used for
the remaining identifiers defined by this docunent, partly because
such a suffix would reduce consistency with the correspondi ng
functionality for the other core object classes, and partly because
it is very unlikely that the functionality associated with those
identifiers will change

Oper ational Considerations

VWhen using a link object for a single-result search, a server may
replace a search URL with a | ookup URL, because the behavi our of the
| ookup URL is the sane as that of the search URL at the tine the
response is generated. One difference between these approaches is
that when using the | ookup URL, the server is effectively performng
the search on behalf of the client as at the tine of response
generation. |If there is no change to the rel evant database state
between the tinme when the original response is generated and the tine
when the client resolves the link relation target, then the search
URL and the lookup URL will lead to the sanme result. However, if
there is a change to the rel evant database state, then the | ookup URL
may lead to a different result fromthat of the search URL. Server
operators shoul d consider which type of URL will be nore effective
for their clients when inplenenting this specification

Where this docunment includes HTTP reason phrases, that is purely for
the benefit of the reader and is not an indication that those phrases
need to be used as-is in responses.

Privacy Consi derations

The search functionality defined in this document may affect the
privacy of entities in the registry (and el sewhere) in various ways:
see [ RFC6973] for a general treatnment of privacy in protoco

speci fications, and [ RFC7481] for specific discussion about privacy
threats with respect to the registration data provided by RDAP
Server operators should be aware of the tradeoffs that result from
i mpl ementation of this functionality.

Many jurisdictions have | aws or regulations that restrict the use of
"Personal Data", per the definition in [RFC6973]. G ven that, server
operators shoul d ascertain whether the regulatory environnent in

whi ch they operate permits inplenentation of the functionality
defined in this docunent.

Security Consi derations

[ RFC7481] describes security requirenents and considerations for RDAP
generally. Additionally, guidance as to the use of TLS has changed
since that document was published: see [RFC8446] and [ BCP195] for
further detail.
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[ RFC9082] includes security considerations relating to object
retrieval in RDAP. Those considerations are relevant here as wel|.

| ANA Consi der ati ons

1. RDAP Extensions Registry

| ANA has registered the follow ng values in the "RDAP Extensions"
registry <https://ww.iana. org/assi gnnent s/ rdap- ext ensi ons>

1.1. rirSearchl

Extension Identifier: rirSearchl

Regi stry operator: Any

Speci fication: RFC 9910

Contact: |ETF <iesg@etf.org>

I ntended Usage: This extension identifier
search operations.

1.2. ips

Extension ldentifier: ips

Regi stry operator: Any

Speci fication: RFC 9910

Contact: |ETF <iesg@etf.org>

I ntended Usage: This extension identifier
search operations.

1. 3. aut nuns

Extension Identifier: autnuns

Regi stry operator: Any

Speci fication: RFC 9910

Contact: |ETF <iesg@etf.org>

I ntended Usage: This extension identifier
search operations.

1.4. ipSearchResults

Extension ldentifier: ipSearchResults

Regi stry operator: Any

Speci fication: RFC 9910

Contact: |ETF <iesg@etf.org>

I ntended Usage: This extension identifier
search operations.

1.5. autnunBearchResults

Extension Identifier: autnunBearchResults

Regi stry operator: Any

Speci fication: RFC 9910

Contact: |ETF <iesg@etf.org>

I ntended Usage: This extension identifier
search operations.

2. Link Relations Registry

used for

used for

used for

used for

used for

I NR-specific

I NR-specific

I NR-specific

I NR-specific

I NR-specific

| ANA has registered the following values in the "Link Relations"
registry <https://ww.iana.org/assignments/link-relations>

2.1. rdap-up

Rel ati on Name: rdap-up

Description: Refers to an RDAP parent object

obj ect s.
Ref erence: RFC 9910

in a hierarchy of
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2.2. rdap-down

Rel ati on Name: rdap-down

Description: Refers to a set of RDAP child objects in a hierarchy of

obj ect s.
Ref erence: RFC 9910

2.3. rdap-top

Rel ati on Nanme: rdap-top

Description: Refers to the topnost RDAP parent object in a hierarchy

of objects.
Ref erence: RFC 9910

2.4. rdap-bottom

Rel ati on Name: rdap-bottom

Description: Refers to the set of child RDAP objects that do not
t hensel ves have child objects, in a hierarchy of objects.

Ref erence: RFC 9910

2.5. rdap-active

Rel ati on Name: rdap-active

Description: The target is for an RDAP RIR search that filters for
the status "active".

Ref erence: RFC 9910

3. RDAP Reverse Search Registry

I ANA has registered the following entries in the "RDAP Reverse
Search" registry <https://ww.iana. org/assi gnnments/rdap-reverse-
search/ >

3.1. fn

Property: fn

Description: The server supports the | P/ autnum search based on the
full name (a.k.a. formatted name) of an associated entity.

Sear chabl e Resource Type: ips, autnums
Rel at ed Resource Type: entity

Regi strant: |ETF

Contact Information: iesg@etf.org

Ref erence: RFC 9910
3.2. handle
Property: handl e

Description: The server supports the | P/ autnum search based on the
handl e of an associated entity.

Sear chabl e Resource Type: ips, autnums
Rel at ed Resource Type: entity

Regi strant: |ETF

Contact Information: iesg@etf.org

Ref erence: RFC 9910
3.3. emil
Property: emai

Description: The server supports the |P/autnum search based on the
emai | address of an associated entity.

Sear chabl e Resource Type: ips, autnums
Rel at ed Resource Type: entity
Regi strant: |ETF

Contact Information: iesg@etf.org
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Ref er ence: RFC 9910
3.4. role

Property: role

Description: The server supports the |P/autnum search based on the

role of an associated entity.

Sear chabl e Resource Type: ips, autnuns
Rel at ed Resource Type: entity

Regi strant: |ETF

Contact Information: iesg@etf.org

Ref er ence: RFC 9910

4. RDAP Reverse Search Mapping Registry

I ANA has registered the following entries in the "RDAP Reverse Search

Mappi ng" registry <https://ww.iana. org/assi gnments/rdap-reverse-
sear ch- mappi ng>.

4.1. fn

Property: fn
Property Path: $.entities[*].vcardArray[1][?(@0]=="1n")]][3]

Sear chabl e Resource Type: ips, autnums
Rel at ed Resource Type: entity

Regi strant: |ETF

Contact Information: iesg@etf.org

Ref er ence: RFC 9910
4. 2. handl e

Property: handle
Property Path: $.entities[*].handle

Sear chabl e Resource Type: ips, autnums
Rel at ed Resource Type: entity

Regi strant: |ETF

Contact Information: iesg@etf.org

Ref erence: RFC 9910
4.3. emil

Property: emai
Property Path: $.entities[*].vcardArray[1][?(@O0]=="email’')][3]

Sear chabl e Resource Type: ips, autnuns
Rel at ed Resource Type: entity

Regi strant: |ETF

Contact Information: iesg@etf.org

Ref er ence: RFC 9910
4.4, role

Property: role
Property Path: $.entities[*].roles

Sear chabl e Resource Type: ips, autnums
Rel at ed Resource Type: entity

Regi strant: |ETF

Contact Information: iesg@etf.org

Ref er ence: RFC 9910
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