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Abstract

Thi s docunent updates RFC 7030, "Enroll nment over Secure Transport"
(EST), clarifying how the Certificate Signing Request (CSR)
Attributes Response can be used by an EST server to specify both CSR
attribute hject ldentifiers (O Ds) and CSR attribute val ues,
particularly X 509 extension values, that the server expects the
client to include in a subsequent CSR request. RFC 9148 is derived
fromRFC 7030 and is al so updat ed.

RFC 7030 is ambiguous in its specification of the CSR Attributes
Response. This has resulted in inplenmentation challenges and

i mpl ement or confusi on because there was no universal understandi ng of
what was specified. This docunent clarifies the encoding rules.

Thi s docunent al so provides a new straightforward approach: using a
templ ate for CSR contents that may be partially filled in by the
server. This also allows an EST server to specify a subject

Di stingui shed Name (DN).
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1. I nt roduction

Thi s docunent updates RFC 7030 and clarifies howthe Certificate

Si gni ng Request (CSR) Attributes Response can be used by an EST
server to specify both CSR attribute O Ds and CSR attri bute val ues

In particular, the server needs to be able to specify X 509 extension
values that it expects the client to include in the subsequent CSR

"Enrol | ment over Secure Transport" [RFC7030] has been used in a wi de
variety of applications. |In particular, [RFC8994] and [ RFC8995]
describe a way to use it in order to build out an Autonom c Contro
Pl ane (ACP) [ RFCB368].

When bootstrapping the ACP, there is a requirement that each node be
given a very specific subjectAltNane. |n [RFC8994], the ACP
specification, the EST server is specified to make use of the CSR
Attributes ("/csrattrs") Request (specified in [ RFC7030],

Section 2.6) to convey the actual subjectAltNane to the EST client
that needs to go into its CSR and thus ultimately into its End Entity
(EE) certificate.

As a result of sonme inplenentation challenges, it cane to |ight that
this particular way of using the CSR Attributes was not universally
agreed upon, and it was suggested that it went contrary to [ RFC7030],
Section 2.6.
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[ RFC7030], Section 2.6 says that the CSR Attributes "can provide

addi tional descriptive information that the EST server cannot access
itself". This is extended to describe how the EST server can provide
val ues that it demands be used.

After significant discussion, it has been determ ned that Section 4.5
of [RFC7030] is sufficiently difficult to read and anbi guous to
interpret, so clarification is needed.

Al so, [RFC7030], Section 4.5.2 is extended to clarify the use of the
exi sting ASN. 1 syntax [ X 680] [ X 690].

This covers all uses and is fully backward conpatible with existing
use, including addressing the needs of [RFC8994] and [ RFC8995].

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

CSR Attributes Handling
Ext ensions to RFC 7030, Section 2.6

Thi s docunent replaces the second paragraph in Section 2.6 of
[ RFC7030] with the follow ng text:

| These attributes can provide additional information that the EST
| server cannot access itself, such as the Media Access Control

| (MAC) address of an interface of the EST client. The EST server
| can also provide concrete values that it tells the client to

| include in the CSR, such as a specific X 509 Subject Aternative
| Nane extension. Mdreover, these attributes can indicate the type
| of the included public key or which crypto algorithnms to use for
| the self-signature, such as a specific elliptic curve or a
| specific hash function that the client is expected to use when
| generating the CSR

Ext ensions to RFC 7030, Section 4.5.2

The ASN. 1 syntax for CSR Attributes as defined in EST ([ RFC7030],
Section 4.5.2) is as follows:

CsrAttrs ::= SEQUENCE SIZE (0..MAX) OF Attro A D
AttrOAD ::= CHO CE (oid OBJECT I DENTIFIER, attribute Attribute }
Attribute { ATTRIBUTE: | OSet } ::= SEQUENCE ({

type ATTRIBUTE. & d({!1 OSet}),
val ues SET Sl ZE(1.. MAX) OF ATTRI BUTE. &Type({I Cset}{@ype}) }

Thi s remai ns unchanged, such that bits-on-the-wire conpatibility is
mai nt ai ned.

Key parts that were unclear were which ODto use in the "type field
and that the 'values’ field can contain an entire sequence of X 509
ext ensi ons.

The O D to use for such attributes in the "type’ field MJST be id-
Ext ensi onReq, which has the value 1.2.840.113549.1.9.14. Note that
this is the same as pkcs-9-at-extensi onRequest defined in PKCS#9

[ RFC2985]. There MUST be only one such attribute.
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The 'values’ field of this attribute MJIST contain a set with exactly
one elenment, and this el ement MJUST be of type Extensions, as per
Section 4.1 of [RFC5280]:

Extensions ::= SEQUENCE S| ZE (1..MAX) OF Extension
Extension ::= SEQUENCE {

extnl D OBJECT | DENTI FI ER,

critical BOOLEAN DEFAULT FALSE,

ext nval ue OCTET STRI NG
-- contains the DER encoding of an ASN. 1 val ue
-- corresponding to the extension type identified
-- by extnlD

}

An Extension conprises the OD of the specific X 509 extension
(extnl D), optionally the ’"critical’ bit, and the extension val ue
(ext nVal ue).

An Extensions structure, which is a sequence of elenents of type
Ext ensi on, MJUST NOT include nore than one elenment with a particul ar
ext nl D.

When not using the tenpl ate-based approach of Section 3.4, specifying
the requirenent for a public key of a specific type and optionally
its size and other paraneters MJST be done as follows: |nclude
exactly one Attribute with the type field being the O D specifying
the type of the key, such as ecPublicKey or rsaEncryption. The
"values’ field MAY be enpty to indicate no further requirenments on
the key. Qherwise, it MJST contain suitable paraneters for the

gi ven key type, such as a singleton set containing the O D of an
elliptic curve (EC) (e.g., secp384rl) or containing an integer val ue
for the RSA key size (e.g., 4096). Many exanples for this are given
in Section 5.

Update to RFC 9148

The updates to EST in this docunent equally apply when using the
Constrai ned Application Protocol (CoAP) as a transport nmechani sm as
described in [RFC9148]. This docurment therefore adds the foll ow ng
par agr aph after the second paragraph of [RFC9148], Section 1:

| EST over CoAP as specified in [ RFC9148] applies unchanged to

| [RFC7030], which is updated by RFC 9908. Hence, all references to
| [RFC7030] in [RFC9148] are assunmed to indicate that [RFC7030] is

| updated by RFC 9908.

Use of CSR Tenpl at es

As an alternative to the unstructured inclusion of CSR Attributes
specified in Section 4.5.2 of [RFC7030] with its linitations and
anbi guities, Appendix B of [ RFC8295] descri bes an approach using a
CSR tenplate. An entire CSR object is returned with various fields
filled out and other fields waiting to be filled in. 1In that
approach, a pKCS7PDU attribute includes a PKlIData content type

[ RFC5272] and that, in turn, includes a CSR [ RFC2986] or a
Certificate Request Message Format (CRMF) formatted request (for
details, see 5 or 9 of [RFC6268], respectively).

One drawback to that approach, particularly for the CSR is that sone
unused fields have to be included; specifically, the 'signature’
field on the CSR is faked with an enpty bit string.

A simlar method has been defined in "Internet X 509 Public Key
Infrastructure -- Certificate Managenent Protocol (CWP)" [ RFC9810]



and "Lightweight Certificate Managenent Protocol (CWP) Profile"

([ RFC9483], Section 4.3.3) using a CSR tenplate as defined for CRWF
[ RFC4211]. Like the approach nentioned before, this nmethod does not
properly deal with absent Rel ative Distingui shed Nane (RDN) val ues,
as it would encode themas invalid enpty strings. Al so, encoding an
absent ' subj ect PublicKey’' value as an enpty BIT STRING and an absent
X. 509 extension value as an enpty OCTET STRI NG can cause issues with
strict ASN. 1 parsing and decodi ng.

These drawbacks are avoi ded as foll ows:

Thi s specification defines a new Certificate Request |Information

Templ ate attribute for CsrAttrs (as given in Section 3.2) that is
essentially a partially filled-in PKCS#10 CSR m nus the signature
wWr apper:

CertificationRequestInfoTenplate ::= SEQUENCE {
versi on I NTEGER { v1(0) } (vi, ... ),
subj ect NanmeTenpl at e OPTI ONAL

subj ect PKInfo [0] Subject PublicKeyl nfoTenpl ate
{{ PKInfoAl gorithnms }} OPTI ONAL
attributes [1] Attributes{{ CRIAttributes }}

}

Appendi x A contains all details.

The CertificationRequestlnfoTenplate closely resenbles the
CertificationRequestinfo from[RFC5912], Section 5:

CertificationRequestinfo ::= SEQUENCE {
version I NTEGCER { v1(0) } (vi,...),
subj ect Nane,

subj ect PKI nf o Subj ect Publ i cKeyl nfo{{ PKInfoAl gorithns }},
attributes [0] Attributes{{ CRIAttributes }}

}

with the follow ng differences:

* The 'subject’ field has been nade OPTIONAL. It MJST be present if
the server places any requirenents on the RDNs of the subject
nane; otherw se, it MJST be absent.

* RDNs in the "subject’ fields are allowed to have no val ue, which
has been achi eved by adding OPTIONAL to the 'value' field of
Singl eAttributeTenplate. |If the client is expected to provide an
RDN of a certain type such as commonNanme, the respective RDN MJST
be present in the 'subject’ field; otherwise, it MJST be absent.
In addition, if the server gives an RDN value, this neans that the
client is expected to use this value for the RDN;, otherw se, the
client is expected to fill in a suitable value. The exanple at
the end of this section has a "subject’ field that contains both
forms of RDN specifications.

Singl eAttributeTenpl ate {ATTRI BUTE: AttrSet} ::= SEQUENCE ({
type ATTRI BUTE. & d({AttrSet}),
val ue ATTRI BUTE. &Type({AttrSet}{@ype}) OPTI ONAL

}

*  The ’'subjectPKInfo' field has been made OPTIONAL. The field MJST
be absent if the server places no requirenents on the key;
otherwi se, it MJST be present, and the "algorithm field specifies
the type of key pair the client is expected to use.

* The 'subjectPublicKey' field contained in
Subj ect Publ i cKeyl nf oTenpl at e has been nade OPTI ONAL because it is
usual Iy not needed. |In case the server requires use of an RSA key



and needs to specify its size, the field MIST be present and
contain a placehol der public key value of the desired RSA nodul us
| ength; otherw se, the subjectPublicKey MJST be absent.

Subj ect Publ i cKeyl nf oTenpl at e{ PUBLI C- KEY: | CSet} ::= SEQUENCE ({
al gorithm Al gorithm dentifier{PUBLI C-KEY, {ICSet}},
subj ect Publ i cKey BI T STRI NG OPTI ONAL

* A new O D id-aa-extensi onReqTenpl ate and the rel ated
Ext ensi onTenpl ate structure is defined where the 'extnValue' field
has been made OPTIONAL. This is only needed to enabl e specifying
partial extensions with values to be filled in by the client;
ot herw se, the id-ExtensionReq O D and the respective val ue of
type ExtensionReq MJUST be used for specifying requirenents on
X. 509 ext ensi ons.

For each extension of type Extension or ExtensionTenpl ate provided by
the server, the client is expected to include an extension of the
type given by the extnlD. If the 'critical’ field is present, the
client SHOULD use it in the extension as well. [|f the "extnValue' is
present (which is always the case when type Extension is used), the
client SHOULD use the given extension value in its CSR  Wen the
type ExtensionTenplate is used, the 'extnValue' can be absent, and
then the client SHOULD provi de an extension value in an Extension
with the given extnlD. For instance, if the server includes an

Ext ensi onTenplate with the extnl D ’'subject Alt Nane’ but wi thout an
extnVal ue, the client SHOULD i nclude a SAN extension with a suitable
val ue.

In case the server includes an ExtensionTenplate with the extnlD
"subjectAltName’ and a partially filled-in extnValue, such as a
"directoryNane’ choice containing the NULL-DN (i.e., an enpty
sequence of RDNs) or the ’'iPAddress’ choice with an enpty OCTET
STRING it means that the client SHOULD fill in the respective
Gener al Narme val ue.

Ext ensi onTenpl at e { EXTENSI ON: Ext ensi onSet} ::= SEQUENCE {
extnl D EXTENSI ON. & d( { Ext ensi onSet }),
critical BOOLEAN DEFAULT FALSE,

extnValue  OCTET STRI NG ( CONTAI NI NG
EXTENSI ON. &Ext nType({ Ext ensi onSet } { @xt nl D} ) OPTI ONAL
-- contains the DER encoding of the ASN. 1 val ue
-- corresponding to the extension type identified
-- by extnl D when present

}

The ’'version’ field of the CertificationRequestlnfoTenpl ate MJST
contain vl (0).

The "attributes’ field MJUST NOT contain nultiple id-aa-
ext ensi onReqTenpl ate attributes and MJUST NOT contain both id-
Ext ensi onReq and i d- aa- ext ensi onReqTenpl ate attri butes.

The 'values’ field of an id-aa-extensionReqTenplate attribute MJST
contain a set with exactly one elenent, and this el ement MJST be of
type ExtensionTenpl ate.

Suppose the server requires that the CSR will contain:

* the "subject’ field with a comon nane to be filled in by the EE
and two organi zational unit nanes with given values "nyDept" and
"nyG oup”,

* the 'publicKey' field with an Elliptic Curve Cryptography (ECC)
public key on curve secp256r1,



* the ’'subjectAl tName’ extension with two entries; one DNS entry
with name "www. nmyServer.con' and IP entry that is enpty for the IP
address to be filled in,

* the 'keyUsage' extension marked critical with the val ues
di gital Signature and keyAgreenent, and

* the 'extKeyUsage' extension with the value to be filled in by the
EE.

Then, the Certificati onRequestlinfo structure constructed by the
server will be as follows:

SEQUENCE {
I NTEGER 0
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER commonName (2 5 4 3)
}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
UTF8String "myDept"
}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
UTF8String "nyG oup”
}
}
}
[ O]
SEQUENCE {
OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
OBJECT | DENTI FI ER secp256r1 (1 2 840 10045 3 1 7)
}

}
[1] {
SEQUENCE {
OBJECT | DENTI FI ER i d- aa- ext ensi onReqTenpl at e
(1 2 840 113549 1 9 62)

SET {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER subj ectAltName (2 5 29 17)
OCTET STRING encapsul ates {
SEQUENCE {
[2] "www. nmyServer. cont
[7] "
}
}
}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 3 unused bits
"10001"B
}
}
SEQUENCE {

OBJECT | DENTI FI ER ext KeyUsage (2 5 29 37)



4.

Coexi stence with Existing |nplenentations

EST servers with |l egacy clients MAY continue to use the unstructured
list of attribute/value pairs as described in [ RFC7030] and MAY al so
include the tenplate style described in Section 3.4 for newer
clients. dients that understand both MJST use the tenplate only,
and ignore all other CsrAttrs elements. Oder clients will ignore
the new CertificationRequest|nfoTenpl ate el enent.

Exanpl es Using the Oiginal Approach in RFC 7030

Each exanpl e has a high-level (English) explanation of what is
expected. Sone mapping back to the Attribute and Extension
definitions above are included. The base64 DER encoding is then
shown. The output of "dunpasnl" [dunpasnl] is then provided to
detail what the contents are

.1. Require an RFC 8994 / ACP subjectAltNanme with Specific otherNanme

A single subjectAltNane extension is specified in a single CsrAttrs
attribute [RFC7030] with an O D 'id-ExtensionReq indicating type
Extensions. This is what night be created by a Registrar [RFC8995]
that is asking for AcpNodeNane [ RFC8994] with format ' ot her Nanes’

.1.1. Baseb64-Encoded Exanpl e

The Baseb64:

MGgwZg YJKoZI hvc NAQk OMKkwVz BVBgNVHREBAF 8ESzBJoECcG
CCs GAQUFBwg Ko Ds WOXJ Yz g50TQr ZmBMe | mivz | z Yz MONDAX
MTT y Mz MDNDUL MDAMVDAWVDAr QGFj ¢G5l eGRt cGx| Lm\vb Q==

.1.2. ASN. 1 DUWP Qut put

There is a single subjectAltNane Extension with an Attribute with
Ext ensi on type.

<30 68>
0 104: SEQUENCE {
<30 66>
2 102: SEQUENCE {
<06 09>
4 9 OBJECT | DENTI FI ER
: ext ensi onRequest (1 2 840 113549 1 9 14)
: (PKCS #9 via CRW)
<31 59>
15 89: SET {
<30 57>
17 87: SEQUENCE {
<30 55>
19 85: SEQUENCE {
<06 03>
21 3: OBJECT | DENTI FI ER
: subj ectAltName (2 5 29 17)
: (X. 509 extension)
<01 01>
26 1: BOOLEAN TRUE
<04 4B>

29 75: OCTET STRING encapsul ates {



<30 49>
31 73 SEQUENCE {
<A0 47>
33 71: [0] {
<06 08>
35 8 OBJECT IDENTIFIER "1 3 6 1 55 7 8 10
<A0 3B>
45 59: [0] {
<16 39>
47 57: | A5String
: "rfc8994+f d739f c23¢c34401122334455’
' 00000000+@acp. exanpl e. con
}
}
}
}

5.2. Original Exanple in RFC 7030

In this example, taken from Section 4.5.2 of [RFC7030], a few
different attributes are included. The original encoding of the
"macAddress’ part in the exanple is NOT CORRECT. It was not aligned
with the definition of the Extension Request attribute as specified
in Section 5.4.2 of [RFC2985]. The revised encoding given here does
not use an ’'id-ExtensionReq attribute because the MAC Address is not
an X. 509 certificate extension by itself and because the server
provides its OD without a value, which is not allowed syntactically
within a structure of type 'Extension’.

5.2.1. Base64- Encoded Exanpl e
The Base64:

VDI GCSqGS| b3DQEJBz ASBgcghkj OPQ BMQ GBSUBBAAI Bgcr
BgEBAQEVBggqhkj OPQQDAW==

5.2.2. ASN. 1 DUWMP Qut put
The CsrAttrs structure contains:

1. The chall engePassword attribute to indicate that the CSR should
i nclude this val ue.

2. An ecPublicKey ODwth the value secp384rl to indicate what kind
of public key should be submtted.

3. The macAddress O D 1.3.6.1.1.1.1.22 to indicate that the CSRis
expected to include (in a subjectDirectoryAttributes extension) a
MAC address val ue.

4. The ecdsaWthSHA384 O D to indicate what kind of hash is expected
to be used for the self-signature in the PKCS#10 CSR

<30 32>
0 50: SEQUENCE {
<06 09>
2 9: OBJECT | DENTI FI ER chal | engePassword (1 2 840 113549 1 9 7)
: (PKCS #9)
<30 12>
13 18: SEQUENCE {
<06 07>



5. 3.

15

24

26

33

42

7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
: (ANSI X9. 62 public key type)
<31 07>
7 SET {
<06 05>
5: OBJECT | DENTI FI ER secp384r1 (1 3 132 0 34)
: (SECG (Certicom) nanmed elliptic curve)
<06 07>
7: OBJECT IDENTIFIER "1 3 6 1 1 1 1 22
<06 08>
8: OBJECT | DENTI FI ER ecdsaWt hSHA384 (1 2 840 10045 4 3 3)

(ANSI X9.62 ECDSA al gorithmwi th SHA384)
}

Require a Specific subjectAl tNane Extension

This exanple is the sane as the previ ous one except that instead of
the OD for a macAddress, a subjectAltNane is specified as the only
Ext ensi on el ement .

5. 3.

1.

Base64- Encoded Exanpl e

The Baseb64:

MEUGCSqGSI b3DQEJBz ASBgcqhkj OPQ BMX GBSUBBAAj Bgkq
hki GWOBCRQGCgnBJonl8i xk AQUGALUEBQYI KoZl zj OEAWQ=

5. 3.

2

ASN. 1 DUMP Qut put

The CsrAttrs structure contains:

1.

13

15

24

26

33

The chal | engePassword attribute to indicate that the CSR shoul d
i nclude this val ue.

An ecPublicKey O D wth the value secp521rl to indicate what kind
of public key should be submtted.

An ext ensi onRequest container with a subjectAltNane val ue
cont ai ni ng the nane potat o@xanpl e. com

The ecdsaWthSHAS512 O D to indicate the SHA-512 hash is expected
to be used for the self-signature in the PKCS#10 CSR.

<30 45>
69: SEQUENCE {
<06 09>
9: OBJECT | DENTI FI ER chal | engePassword (1 2 840 113549 1 9 7)
: (PKCS #9)
<30 12>
18: SEQUENCE {
<06 07>
7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
: (ANSI X9.62 public key type)
<31 07>
7: SET {
<06 05>
5: OBJECT | DENTI FI ER secp521r1 (1 3 132 0 35)
: (SECG (Certicom named elliptic curve)
}

: }
<06 09>
9: OBJECT | DENTI FI ER fri endl yName (for PKCS #12)
(1 2 840 113549 1 9 20)
(PKCS #9 via PKCS #12)



<06 0A>
44 10: OBJECT IDENTIFIER 'O 9 2342 19200300 100 1 5
<06 03>
56 3: OBJECT | DENTI FI ER seri al Number (2 5 4 5)
: (X. 520 DN conponent)
<06 08>
61  8: OBJECT | DENTI FI ER ecdsaWthSHA512 (1 2 840 10045 4 3 4)
: (ANSI X9.62 ECDSA algorithmw th SHA512)
}

5.4. Require a Public Key of a Specific Size

The CSR requires an RSA public key of a specific size.
5.4.1. Baseb64-Encoded Exanpl e

The Baseb64:

MCk GCSgGSI h3DQEJIBz ARBgk ghki GOWOBAQEXBAI CEAAGCSHG
S| b3DQEBCW==

5.4.2. ASN.1 DUVP Qut put

Provide a CSR with an RSA key that’'s 4096 bits and use SHA256 as the
hash al gorithmw thin the signature.

<30 29>
0 41: SEQUENCE {
<06 09>
2 9: OBJECT | DENTI FI ER chal | engePassword (1 2 840 113549 1 9 7)
: (PKCS #9)
<30 11>
13 17: SEQUENCE {
<06 09>
15 o9 OBJECT | DENTI FI ER rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
<31 04>
26 4 SET {
<02 02>
28 2 | NTEGER 4096

}

1 }
<06 09>
32 9:  OBJECT | DENTIFI ER sha256W t hRSAEncr ypt i on
(1 2 840 113549 1 1 11)
(PKCS #1)

}
5.5. Require a Public Key of a Specific Curve

The CSR requires an ECC public key with a specific curve.
5.5.1. Base64- Encoded Exanpl e
The Base64:

MCAGCSqGSl b3DQEJBz ASBgcghkj OPQ BMQx GBSuBBAAI BgNV
BAUGCCqGSMA9BAND

5.5.2. ASN. 1 DUWP Cut put

Provide a CSR with an ECC public key from p384, include your seria
nunber, and use SHA384 as the hash algorithmw thin the signature.

<30 2E>
0 46: SEQUENCE {



<06 09>
2 9: OBJECT | DENTI FI ER chal | engePassword (1 2 840 113549 1 9 7)
: (PKCS #9)
<30 12>
13 18: SEQUENCE {
<06 07>
15 7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
: (ANSI X9. 62 public key type)
<31 07>
24 7T: SET {
<06 05>
26 5: OBJECT | DENTI FI ER secp384r1 (1 3 132 0 34)
: (SECG (Certicom) named elliptic curve)

}
: }
<06 03>
33 3: OBJECT | DENTI FI ER seri al Number (2 5 4 5)
: (X. 520 DN conponent)
<06 08>
38 8 OBJECT | DENTI FI ER ecdsaWt hSHA384 (1 2 840 10045 4 3 3)
(ANSI X9. 62 ECDSA al gorithm wi th SHA384)

}

5.6. Require Specific Extensions and Attributes

The CSR is required to have an ECC public key, include a serial
nunber, include a friendly nanme, include a favorite drink
[favoritedrink] [O D 0.9.2342.19200300.100.1.5], and use SHA512 as
the hash algorithmw thin the signature.

5.6.1. Base64-Encoded Exampl e

The Base64:

MEUGCSGGS| b3DQEJBz ASBgcghkj OPQl BMQ: GBSUBBAAj Bgkq
hki GOWOBCRQGCGIT8J oniT8i xk AQUGALUEBQY! KoZl zj OEAWQ=

5.6.2. ASN. 1 DUWP Cut put

Provide a CSR with an ECC public key from sha521 and i ncl ude your
serial nunber, friendly nanme, and favorite drink, and hash it with
SHA512.

<30 45>
0 69: SEQUENCE {
<06 09>
2 9: OBJECT | DENTI FI ER chal | engePassword (1 2 840 113549 1 9 7)
: (PKCS #9)
<30 12>
13 18: SEQUENCE {
<06 07>
15 7. OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
: (ANSI X9.62 public key type)
<31 07>
24 T: SET {
<06 05>
26 5 OBJECT | DENTI FI ER secp521r1 (1 3 132 0 35)
: (SECG (Certicom naned elliptic curve)

}
: }
<06 09>
33 9 OBJECT | DENTI FI ER friendl yName (for PKCS #12)
(1 2 840 113549 1 9 20)
: (PKCS #9 via PKCS #12)
<06 OA>
44 10: OBJECT | DENTIFIER "0 9 2342 19200300 100 1 %’



<06 03>
56 3: OBJECT | DENTI FI ER seri al Nunmber (2 5 4 5)
: (X. 520 DN conponent)
<06 08>
61 8: OBJECT | DENTI FI ER ecdsaWthSHA512 (1 2 840 10045 4 3 4)
(ANSI X9.62 ECDSA al gorithmw th SHA512)

}

6. Security Considerations
The security considerations from|[RFC7030], Section 6 are unchanged.
6.1. ldentity and Privacy Considerations

An EST server may use this mechanismto instruct the EST client about
the identities it should include in the CSRit sends as part of
enrollnent. The client may only be aware of its Initial Device
Identifier (IDevlD) Subject, which includes a manufacturer seria
nunber. The EST server can use this mechanismto tell the client to
include a specific fully qualified domain name in the CSRin order to
conpl ete domai n ownership proofs required by the CA. Additionally,
the EST server may deemthe manufacturer serial nunber in an |DevlD
as personally identifiable informati on and may want to specify a new
random opaque identifier that the pledge should use in its CSR  This
may be desirable if the CA and EST server have different operators.

7. |1 ANA Consi derations

For the ASN. 1 nodul e in Appendix A, |ANA has assigned the follow ng
ODin the "SM Security for SIMME Mdule Identifier
(1.2.840.113549.1.9.16.0)" registry:

[ gttty ey Pl p——_——— o
| Decimal | Description | Reference

f ool oo s s
| 82 | id-nod-critenplate | RFC 9908 |
F---- - - - I I R F--- - - - +

Table 1

For the Certification Request Information Tenpl ate and Extension
Request Tenplate attributes in Appendix A |ANA has assigned the
following ODs in the "SM Security for SIMME Attributes
(1.2.840.113549.1.9.16.2)" registry:

| Decimal | Description | Reference |
| 61 | id-aa-certificationRequestlInfoTenplate | RFC 9908

R S —— oo e e e e e e e e e e e e e m e a oo - M +
| 62 | id-aa-extensi onReqTenpl at e | RFC 9908 |
S o m e e e e e e e e e e e e e e e e eeeo— o on Fom e oo +
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Appendi x A, ASN. 1 Modul e

Thi s appendi x provides an ASN. 1 nodul e [X. 680] for the Certification
Request Infornmation Tenplate attribute and its sub-tenpl ate
structures. It follows the conventions established in [ RFC5911],

[ RFC5912], and [ RFC6268].

CRI Tenpl at eMbdul e
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-critenplate(82) }

DEFINITIONS | MPLICI T TAGS :: =
BEG N
| MPORTS -- from [ RFC5912]
SupportedAttri butes

FROM PKI X1Expl i cit-2009

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51)}

ATTRI BUTE, EXTENSI ON

FROM PKI X- CommonTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)



mechani sms(5) pkix(7) id-nod(0) id-nod-pki xCommon-02(57) }

PUBLI C-KEY, Al gorithmdentifier{}
FROM Al gorit hm nf ormati on-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58)}

Cert Ext ensi ons
FROM PKI X1I npl i ci t-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkix1-inplicit-02(59)}

Attributes{}, CRIAttributes, PKInfoAl gorithns
FROM PKCS- 10
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7)
i d-mod(0) id-nod-pkecs10-2009(69) }

aa-certificati onRequest|nfoTenpl ate ATTRI BUTE :: =
{ TYPE CertificationRequest|nfoTenpl ate | DENTI FIl ED BY
i d-aa-certificati onRequestl|nfoTenpl ate }

i d-aa-certificati onRequest!nfoTenpl ate OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
smnme(16) aa(2) id-aa-certificationRequestlnfoTenplate(6l) }

-- like CertificationRequestlnfo but OPTI ONAL subject, subjectPKlnfo

CertificationRequestInfoTenplate ::= SEQUENCE {
version I NTEGCER { v1(0) } (vi, ... ),
subj ect NanmeTenpl at e OPTI ONAL,

subj ect PKInfo [0] Subject PublicKeyl nfoTenpl ate
{{ PKInfoAl gorithns }} OPTI ONAL,
attributes [1] Attributes{{ CRIAttributes }}

-- like Name, but with OPTI ONAL RDN val ues
NaneTenplate ::= CHOCE { -- only one possibility for now --
rdnSequence RDNSequenceTenpl ate }

RDNSequenceTenpl ate ::= SEQUENCE OF Rel ati veDi sti ngui shedNanmeTenpl at e

Rel ati veDi sti ngui shedNaneTenplate ::= SET SIZE (1 .. MAX)
OF SingleAttributeTenplate { {SupportedAttributes} }

-- like Attributes, but with OPTI ONAL val ue
Si ngl eAttri but eTenpl at es{ ATTRI BUTE: Attr Set} ::= SEQUENCE OF
Singl eAttributeTenpl ates{ {AttrSet} }

-- like SingleAttribute, but with OPTIONAL val ue

Singl eAttributeTenpl at e{ ATTRI BUTE: AttrSet} ::= SEQUENCE ({
type ATTRI BUTE. & d({AttrSet}),
val ue ATTRI BUTE. &Type({AttrSet}{@ype}) OPTI ONAL
}
-- like SubjectPublicKeylnfo, but with OPTI ONAL subj ect Publ i cKey
Subj ect Publ i cKeyl nf oTenpl at e{ PUBLI C- KEY: | CSet} ::= SEQUENCE ({
al gorithm Al gorithm dentifier{PUBLI C-KEY, {ICSet}},

subj ect Publ i cKey BI T STRI NG OPTI ONAL
}

i d- aa- ext ensi onReqTenpl ate OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
sm me(16) aa(2) id-aa-extensi onReqTenpl ate(62) }



-- like extensi onRequest, but w th OPTI ONAL Extension extnVal ues
-- original definition was in PKCS#9 RFC 2985, Section 5.4.2
at - ext ensi onReqTenpl ate ATTRI BUTE :: = {
TYPE Ext ensi onReqTenpl at e | DENTI FI ED BY
i d- aa- ext ensi onReqTenpl ate }

Ext ensi onReqTenpl at e :: = Extensi onTenpl at es{{Cert Ext ensi ons}}

-- like Extensions, but with OPTI ONAL extnVal ue
Ext ensi onTenpl at es{ EXTENSI ON: Ext ensi onSet} ::=
SEQUENCE SI ZE (1..MAX) OF ExtensionTenpl at e{ { Ext ensi onSet }}

-- like Extension, but with OPTI ONAL extnVal ue
Ext ensi onTenpl at e{ EXTENSI ON: Ext ensi onSet} ::= SEQUENCE ({
extnl D EXTENSI ON. & d( { Ext ensi onSet }),
critical BOOLEAN
-- (EXTENSI ON. &Criti cal ({ Ext ensi onSet }{ @xtnl D}))
DEFAULT FALSE,
ext nVal ue OCTET STRI NG ( CONTAI NI NG
EXTENSI ON. &Ext nType({ Ext ensi onSet } { @xt nl D})) OPTI ONAL
-- contains the DER encoding of the ASN. 1 val ue
-- corresponding to the extension type identified
-- by extnl D when present

}
END
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