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Abst ract

Thi s docunent provides guidelines for authors and revi ewers of

speci fications containing YANG data nodel s, including | ANA-mai nt ai ned

YANG nodul es. Recommendati ons and procedures are defined, which are
intended to increase interoperability and usability of Network
Confi guration Protocol (NETCONF) and RESTCONF pr ot ocol

i mpl ementations that utilize YANG nodul es.

Thi s docunent obsol etes RFC 8407; it al so updates RFC 8126 by
provi di ng additional guidelines for witing the | ANA consi derations
for RFCs that specify | ANA-naintai ned YANG nodul es.

Status of This Meno
This nmeno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc9907

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
i nclude Revised BSD License text as described in Section 4.e of the

Trust Legal Provisions and are provided without warranty as descri bed

in the Revised BSD License.
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I nt roducti on

The standardi zation of network configuration interfaces for use with
net wor k confi gurati on managenent protocols, such as the Network
Configuration Protocol (NETCONF) [ RFC6241] and RESTCONF [ RFC8040],
requires a nodul ar set of data nodels that can be reused and extended
over tine.

Thi s docunent defines a set of guidelines for documents containing
YANG 1.1 [ RFC7950] and YANG 1.0 [ RFC6020] data nodel s, including

I ANA- mai nt ai ned YANG nodul es. YANG is used to define the data
structures, protocol operations, and notification content used within
a NETCONF and/ or RESTCONF server. YANG is also used to define
abstract data structures [RFC8791]. A NETCONF or RESTCONF server
that supports a particular YANG nodule will support client NETCONF
and/ or RESTCONF operation requests, as indicated by the specific
content defined in the YANG nodul e.

Many YANG constructs are defined as optional to use, such as the
"description" statenent. However, in order to make YANG nodul es nore
readabl e and interoperable, it is desirable to define a set of
descriptive usage guidelines that entails a higher |evel of
conpliance than the mninum |l evel defined in the YANG specification

[ RFC7950] .

In addition, YANG allows constructs such as infinite | ength
identifiers and string values, or top-level mandatory nodes, that a
compliant server is not required to support. Only constructs that
all servers are required to support can be used in | ETF YANG nodul es.

Thi s docunent defines usage guidelines related to the NETCONF
Operations |ayer and NETCONF Content |ayer, as defined in [ RFC6241],
and the RESTCONF net hods and RESTCONF resources, as defined in



[ RFC8040] .
These guidelines are intended to be used by authors and reviewers to
i mprove the readability and interoperability of published YANG data
model s.  These gui deli nes can be used i ndependent of the |IETF Stream
of publication or even by other organizations.
YANG 1.0 nodul es have to conformto [RFC6020] while YANG 1.1 nodul es
have to conformto [RFC7950]; this docunent adds usage guidelines in
addition to these RFCs.
Section 4.30.3 updates [RFC8126] by providing guidance for witing
the 1 ANA Consi derations sections for RFCs that specify | ANA-
mai nt ai ned YANG nodul es.
Note that this document is not a YANG tutorial; the reader is
expected to know the YANG data nodel i ng | anguage before inplenenting
the guidance in this docunent.
This RFC contains text intended for use as a tenplate as designated
bel ow by the markers "<BEG@ N TEMPLATE TEXT>" and "<END TEMPLATE
TEXT>" or other clear designation. Such Tenplate Text is subject to
the provisions of Section 9(b) of the Trust Legal Provisions.

1.1. Changes Since RFC 8407

The foll owi ng changes have been nade to the guidelines published in
[ RFC8407] :

* Implenented the following errata reports: [Err5693], [Err5800],
[Err6899], and [Err7416].

* Updated the term nol ogy.
* Added a note about notation conventions.
* Updated the reference information of the | ETF aut hor guidelines.

* Updated the guidance so that the "file nane" after the "<CODE
BEA NS>" tag is nmandatory.

* Added tenplate markers for the security tenplate.

* Updated the YANG security considerations tenplate to better insist
on the key secure transport features.

* Added statenments that the security tenplate is not required for
modul es that foll ow [ RFC8791] or define YANG extensi ons such as
[ RFC7952] .

*  Added a statenent about how to cite the RFCs that are listed in
the security tenplate.

* Added a tenplate for | ANA registrations.

* Added a note that folding of the exanples should be done as per
the conventions described in [ RFC8792].

* Added a recomendati on about |ong trees.
* Fixed a reference bug in Section 4.1
* Added a recommendation for the use of neani ngful prefix val ues.

* Added a note that folding of YANG nodul es as described in RFC 8792
can be used if and only if built-in YANG features (e.g., break
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line, "+") are not sufficient.

Added tool validation checks to ensure that YANG nodules fit into
the line limts of an | -D.

Added tool validation checks of JSON-encoded exanpl es.
Added a recommendation to ease extracting and validating exanpl es.

Updat ed nany exanples to be aligned with the consi stent
i ndentation recommendation (internal consistency).

Updat ed t he gui dance for witing | ANA Considerations sections to
encourage registration requests to indicate whether or not a
nmodul e is nmaintai ned by | ANA

Added gui del i nes for | ANA-nmai ntai ned YANG nodul es.

Added gui del i nes about the use of the ternms "YANG nodul e" and
"YANG dat a nodel ".

El aborated the gui dance for the use of val ues reserved for
docunent ation in exanpl es.

Recommended t he use of "exanple:" for URl exanpl es.

Added a new section "Defining Standard Tags" (Section 4.28) to
echo the gui dance in [ RFC8819].

Recommended agai nst the use of "case + when" construct in sone
cases.

Added a di scussion about the prefix pattern to use for exanple
nodul es.

Updat ed t he NVMDA gui dance in the narrative text to highlight
modul es that are not conpliant w th NVDA

Added a new section about the classification of YANG nodul es.

Fi xed an inconsistency in Section 4.6.2 where the exanple nentions
identities but uses themw thout their prefix as per

Section 4.6. 4.

Fi xed an inconsistency in Section 4.6.4 that failed to use
"derived-fromor-self()" nentioned back in Section 4.6. 2.

Added a new section for nodeling abstract data structures.

Added a di scussion about "nust + error-nessage" constructs for
state data.

Added text about sunmary of changes in "revision" statenents.
Added a tenplate for | ANA-maintai ned YANG nodul es.
Updated the wiki URLs to use the new structure.

Added "anydata" to the list of statements with nandatory
description(s) (Section 4.14).

Fi xed an error (invalid statements) in Section 4.24.

Sof t ened generic |-D authorship gui dance.

Term nol ogy and Notation Conventions
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Sone of the tenplates defined in the docunent use "--" to easily
identify specific instructions to the authors. Text prefixed with
"--" must not be copied as such when using a tenplate. Note that for
YANG tenpl ates, "//" is used to convey such instructions.

RFC 111l is used to refer to an RFC that defines an initial version
of an | ANA- nai nt ai ned YANG nodul e.

The following terms are used throughout this docunent:

I ANA- mai nt ai ned YANG nodul e: A YANG nodul e that is maintai ned by
I ANA and has an I ANA registry associated with it (e.g., "iana-
tunnel -type" [RFC8675] or "iana-pseudow re-types" [RFC9291]).

Once an | ANA-mai ntai ned YANG nodule is initialized, new values are
not directly added to the nodule. These values are instead added
to the companion registry.

| ETF nodule: A YANG nodul e that is published by the IETF and that is
not nmai ntai ned by | ANA

published: A stable release of a nodule or subnodule. For exanple,
the Request for Comments Series described in Section 2.1 of
[ RFC2026] is considered a stable publication

unpubl i shed: An unstable release of a nodule or subnodule. For
exanmpl e, the Internet-Draft described in Section 2.2 of [RFC2026]
i s considered an unstable work in progress, subject to change at
any tine.

YANG fragnent: A set of YANG statenents that is not intended to
represent a conplete YANG nodul e or subnodul e. These statenents
are not intended for actual use, except to provide an exanpl e of
YANG st at enent usage. The invalid syntax "..." is sonmetinmes used
to indicate that additional YANG statements woul d be present in a
real YANG nodul e.

YANG tree diagram A diagramrepresenting the contents of a YANG
modul e, as defined in [RFC8340]. It is also called a "tree
di agrant'.

1. NETCONF Terms

The following terns are defined in [ RFC6241] and are not redefined
her e:

* capability

* client

* protocol operation (or sinply "operation")
* server

2. YANG Terns

The following terns are defined in [ RFC7950] and are not redefined
her e:

* data node
*  nodul e

*  nanmespace



* subnodul e

* version

*  YANG

* YIN

Note that the term "nodul e may be used as a generic termfor a YANG
modul e or subnmodul e.  When describing properties that are specific to
subnmodul es, the term "subnodul e" is used instead.

.3.  Network Management Datastore Architecture (NVDA) Terns

The following terns are defined in [ RFC8342] and are not redefined
her e:

* configuration

* conventional configuration datastore

* datastore

* operational state

* operational state datastore

.4. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

.5.  YANG Dat a Mbdel versus YANG Mbdul e

Bot h [ RFC6020] and [ RFC7950] nmke a distinction between the follow ng
concepts:

data nodel: Describes how data is represented and accessed.

YANG structures data npdels into nodul es for ease of use
[ RFC8309] .

modul e:  Defines hierarchies of schema nodes to make a sel f-contai ned
and conpi |l abl e bl ock of YANG definitions and incl usions.

A YANG nodul e is typically a single ".yang" file, starting with a
“nmodul e" statenent.

A YANG nodul e may i nclude any nunber of subnodul es that are stored
in separate ".yang" files starting with a "subnodul e" statenent.
Regardl ess of the presence of subnodul es, the nodule and its
subnmodul es are externally viewed as a single YANG nodul e.

A YANG dat a nodel can consist of:

1. a single YANG nodule (e.g., [RFC9129]) or

2. nmultiple YANG nodul es (e.g., [RFC7407]).

Note that the term "YANG nodel" is sonetinmes used as an abbrevi ation
of "YANG data nodel”. However, that term should be avoided in favor
of "YANG data nodel". Likew se, "YANG data nodul e" has no neani ng

and nmust be avoi ded.



Even if a YANG data nodel is structured as a single YANG nodul e, the
term " YANG data nodel " should be used in the title, abstract, and in
the body of the document where the overall design is described.
"YANG nodul e" should be used when a specific "*.yang" file is
referenced. Likew se, "YANG nodul e" shoul d be used when using terns
related to YANG nodul e specifications (e.g., augnentation or

devi ation). However, when extending the concepts enbodied in a YANG
nmodul e, authors should refer to those as an extension to the "YANG
dat a nodel ".

3. Ceneral Docunentation Quidelines
YANG nodul es bei ng considered for publication in an RFC are contai ned
inInternet-Drafts (I-Ds). Guidelines for authoring an |-D can be
found at [ID CGuidelines]. These guidelines are not repeated here.

The foll owi ng sections MJST be present in an I-D or RFC containing a
YANG nodul e:

* Narrative sections (Section 3.5)
* A Definitions section(s) (Section 3.6)

Addi ti onal YANG specific considerations MIST be included for the
fol |l owi ng secti ons:

* Security Considerations (Section 3.7)
* | ANA Considerations (Section 3.8)
* References (Section 3.9)

There are three usage scenarios for YANG that can appear in an |-D or
RFC:

* normative nodul e or subnodul e
* exanpl e nodul e or subnodul e
* exanmple YANG fragment that is not part of any nodul e or subnodul e

The guidelines in this docunent refer mainly to a normati ve nodul e or
subnodul e, but they may be applicable to exanple nodul es and YANG
fragments as well.

3.1. Mbdul e Copyright

The nodul e "description"” statenent MJST contain a reference to the
| at est approved | ETF Trust Copyright statement, which is available
at: <https://trustee.ietf.org/license-infol>.

3.2. Code Components

Each normative YANG nodul e or subnodul e contained within an I-D or
RFC is considered to be a code conponent. The strings "<CODE

BEA NS>" and "<CODE ENDS>" MJST be used to identify each code
conponent .

The "<CODE BEG NS>" tag MJUST be followed by a string identifying the
file name specified in Section 5.2 of [RFC7950]. The name string
formthat includes the revision date SHOULD be used. The revision
date MJUST match the date used in the nobst recent revision of the
nodul e.

The following exanple is for the "2016-03-20" revision of the "ietf-



f 00" nodul e:
<CODE BEG NS>
file "ietf-foo@016-03-20. yang"

modul e ietf-foo {
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-foo";
prefix "foo";
organi zation "...";

contact "...";

description "...";

revisi on 2016-03-20 {
description "Latest revision";
reference "RFC FFFF: Foo Protocol";

}

/'l ... nore statenents

}
<CODE ENDS>

3.2.1. Exanple Mdul es

Exanpl e nodul es are not code conponents. The "<CODE BEG NS>"
conventi on MJUST NOT be used for exanple nodul es. However, exanple
modul es MUST be validated (Section 3.10).

An exanpl e nbdul e SHOULD be named using the term "exanple", followed
by a hyphen, followed by a descriptive nane, e.g., "exanple-toaster".

See Section 4.9 regardi ng the nanmespace gui delines for exanple
nmodul es.

3.3. Term nol ogy Section

A term nol ogy section MJST be present if any terns are defined in the
docunent or if any terns are inported from other docunents.

3.4. Tree Diagrans

YANG tree di agranms provide a concise representation of a YANG nodul e
and SHOULD be included to hel p readers understand YANG nodul e
structure. @uidelines on tree diagrans can be found in Section 3 of
[ RFC8340]. Tree diagrans |onger than one page SHOULD be included in
an appendix, i.e., not in the main body of the docunent.

If YANG tree diagrans are used, then an informative reference to the
YANG tree diagrans specification MJST be included in the document.
Refer to Section 2.2 of [RFC8349] for an exanple of such a reference.

3. 5. Narrative Sections

The narrative sections MJST include an overvi ew section that
describes the scope and field of application of the data nodel (s)
defined by the specification and that specifies the relationship (if
any) of these data nodels to other standards, particularly to

st andards contai ni ng other YANG data nodels. The narrative part
SHOULD i ncl ude one or nore sections to briefly describe the structure
of the data nodels defined in the specification

If the nmodul e (or nodul es) defined by the specification inports
definitions from other nodul es (except for those defined in [ RFC7950]
or [RFC9911]) or is always inplenented in conjunction with other

nmodul es, then those facts MJST be noted in the overvi ew section; any
special interpretations of definitions in other nbdules MUST be noted
as well. Refer to Section 2.3 of [RFC8349] for an exanple of this
overvi ew secti on.



If the document contains major Network Management Dat astore
Architecture (NVDA) exceptions or includes a tenporary non- NVDA
nmodul e [ RFC8342], then the Introduction section SHOULD nention this
fact with the reasoning that notivated that design. Refer to
Section 4.23 for nore NVDA-rel ated gui dance. Specifically,

Section 4.23.2 includes a recommendati on for designers to describe
and justify any NVDA exceptions in detail as part of the nodul e
itself.

Consi stent indentation SHOULD be used for all exanples, including
YANG fragments and protocol nessage instance data. |f |ine wapping
is used for formatti ng purposes, then this SHOULD be indi cated per
the guidance in [ RFC8792], as shown in the foll owi ng exanpl e:

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<nyl eaf xm ns="t ag: exanpl e. com 2017: exanpl e-two">this is a long \
value so the line needs to wap to stay within 72 characters</nyl eaf >

Built-in YANG features (e.g., breaking line, "+") SHOULD be used to
fit a nodule into the line Iimts. Exceptionally, YANG nodul es MAY
be fol ded as described in RFC 8792 if and only if built-in YANG
features are not sufficient. A similar approach (e.g., using "--
tree-line-length 69" or splitting a tree into subtrees) SHOULD be
foll owed for tree diagrans.

3.5.1. YANG Modul e d assification

3.

The narrative section SHOULD i nclude a mention of the classification
of a given nodel. Such a nmention is meant to ease positioning the
modul e in the overall operational ecosystem Specifically, the
following types from[RFC8309] and [ RFC8969] can be used:

Service Model: Describes a service and the paraneters of the service
in a portable way that can be used uniformy and i ndependent of
the equi prent and operating environnent.

Exanpl es of service nodels are the L3VPN Service Mdel (L3SM
[ RFC8299] and the L2VPN Service Mdel (L2SM [ RFC38466].

Net wor k Model : Describes a network-1level abstraction (or a subset of
aspects of a network infrastructure), including devices and their
subsystens, and rel evant protocols operating at the |ink and
network | ayers across multiple devices. This nodel corresponds to
the network configurati on nodel discussed in [ RFC8309].

Thi s nodel can be used by a network operator to allocate resources
(e.g., a tunnel resource or a topology resource) for the service
or to schedul e resources to nmeet the service requirenments defined
in a service nodel

Exanpl es of network nodels are the L3VPN Network Mdel (L3N
[ RFC9182] or the L2VPN Network Mbdel (L2NM [RFC9291].

Device Model: Refers to the Network El enent YANG dat a nodel
described in [RFC8199] or the device configuration nodel discussed
in [ RFC8309] .

Devi ce nodels are al so used to nodel a function enbedded in a
device (e.g., Access Control Lists (ACLs) [RFC8519]).

A non-conprehensive list of device nodels is provided in
Appendi x A 4.4 of [RFC8969].

6. Definitions Section



This section contains the nodul e(s) defined by the specification
These nodul es SHOULD be witten using the YANG 1.1 [ RFC7950] synt ax.
YANG 1.0 [ RFC6020] syntax MAY be used if no YANG 1.1 constructs or
semantics are needed in the nodule. [|f any of the inported YANG
modul es are witten using YANG 1.1, then the nodul e MJST be witten
usi ng YANG 1. 1.

A YANG | ndependent Notation (YIN) syntax version (Section 13 of

[ RFC7950]) of the npbdule MAY al so be present in the docunent. There
MAY al so be ot her types of nodul es present in the docunment, such as

Structure of Managenent Information Version 2 (SMv2), which are not
af fected by these guidelines.

Note that if the module itself is considered nornmative and not an
exanpl e nodul e or exanpl e YANG fragnent, then all YANG statenents
within a YANG nodul e are considered normative. The use of keywords
defined in [RFC2119] and [ RFC8174] apply to YANG "description”
statenments in normative nodul es exactly as they would in any other
normative section

Exanpl e YANG nodul es and exanpl e YANG fragnents MJST NOT contain any
normati ve text, including any key words from[RFC2119] and [ RFC8174].

Consi stent indentation and formatting (e.g., folding) SHOULD be used
in all YANG statenents within a nodul e.

See Section 4 for guidelines on YANG usage.
3.7. Security Considerations Section

Each specification that defines one or nore nodul es MJIST contain a
section that discusses security considerations relevant to those
nmodul es.

Unl ess the nmodul es conply with [ RFC8791] or define YANG ext ensi ons
(e.g., [RFC7952]), the security section MJST be nodel ed after the

| at est approved tenpl ate (avail abl e at
<https://wiki.ietf.org/group/ops/yang-security-guidelines>).

Section 3.7.1 contains the security considerations tenplate. Authors
MUST check the web page at the URL |listed above in case there is a
nmore recent version avail abl e.

In particul ar:

* Witable data nodes that could be especially disruptive if abused
MUST be explicitly listed by nane, and the associated security
ri sks MJUST be expl ai ned.

* Readabl e data nodes that contain especially sensitive information
or that raise significant privacy concerns MJIST be explicitly
listed by nane, and the reasons for the sensitivity/privacy
concerns MJST be expl ai ned.

* (Qperations (i.e., YANG "rpc" statenents) that are potentially
harnful to system behavior or that raise significant privacy
concerns MUST be explicitly listed by nane, and the reasons for
the sensitivity/privacy concerns MJST be expl ai ned.

Docurent s that exclusively define nodules that foll ow the extension
in [RFC8791] are not required to include the security tenplate in
Section 3.7.1. Likewise, following the tenplate is not required for
nmodul es that define YANG extensions such as [ RFC7952].

3.7.1. Security Considerations Section Tenplate

<BEG N TEMPLATE TEXT>



X. Security Considerations

This section is nodeled after the tenplate described in Section 3.7.1
of [ RFC9907].

The "<nodul e- name>" YANG nodul e defines a data nodel that is
designed to be accessed via YANG based nmanagenent protocols,

such as the Network Configuration Protocol (NETCONF) [ RFC6241]

and RESTCONF [ RFC8040]. These YANG based managenent protocols

(1) have to use a secure transport |layer (e.g., Secure Shell (SSH)
[ RFC4252], TLS [RFCB446], and QUI C [ RFC9000]) and (2) have to use
mut ual aut hentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

-- Note: RFC 8341 (or a future RFC that replaces it) MJST be |isted
-- as a normmtive reference.

-- By default, RFC 4252, RFC 6241, RFC 8040, RFC 8446, RFC 9000, and
-- RFC 9907 (or future RFCs that replace any of then) are listed as

-- informative references unless normatively cited in other sections
-- of the docunent that specifies the YANG nodul e.

-- Witabl e nodes section

-- If the data nmodel contains any witabl e data nodes (those are al
-- the "config true" nodes), then include the follow ng text:

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be sensitive or

vul nerabl e in sone network environnents. Wite

operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
effect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

-- If the data nmodel contains any particularly sensitive data nodes,
-- e.g., ones that are protected by a "nacm defaul t-deny-wite"

-- or a "nacmdefault-deny-all" extensions statenent, then those

-- subtrees and data nodes nust be listed, with an expl anati on of the
-- associated security risks with a focus on how they can be

-- disruptive if abused. Oherw se, state:

-- "There are no particularly sensitive witable data nodes."
-- Readabl e nodes section

-- |If the data nodel contains any readable data nodes (i.e., those

-- that are "config fal se" nodes, but also all other nodes because

-- they can also be read via operations |ike get or get-config), then
-- include the follow ng text:

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

-- You must eval uate whether the data nodel contains any readable
-- data nodes (those are all the "config fal se" nodes, but also all



-- other nodes because they can also be read via operations |ike get
-- or get-config) that are particularly sensitive or vul nerable

-- (e.g., if they mght reveal custoner information or violate

-- personal privacy laws). Typically, particularly sensitive

-- readabl e data nodes are ones that are protected by a

-- "nacm defaul t-deny-read" or a "nacm default-deny-all" extensions
-- statenent.

-- Otherw se, state:
-- "There are no particularly sensitive readable data nodes."

-- RPC/ action operations section

-- If the data nodel contains any RPC or action operations, then
-- include the follow ng text:

Sone of the RPC or action operations in this YANG nodul e may be
consi dered sensitive or vulnerable in some network environnents.
It is thus inportant to control access to these operations.
Specifically, the foll owi ng operations have particul ar
sensitivities/ vulnerabilities:

-- If the data nodel contains any particularly sensitive RPC
-- or action operations, then those operations nmust be |isted
-- here, along with an explanation of the associated specific
-- sensitivity or vulnerability concerns.

-- Otherwi se, state:
-- "There are no particularly sensitive RPC or action operations."

-- Reusabl e groupings from other nodul es section

-- |If the data nodel reuses groupings from other nodul es and
-- the document that specifies these groupings also

-- includes those as data nodes, then add this text as a

-- remnder of the specific sensitivity or vulnerability of
-- reused nodes.

Thi s YANG nodul e uses groupi ngs from ot her YANG nodul es that
define nodes that may be considered sensitive or vul nerable
in network environnments. Refer to the Security Considerations
of <RFC-insert-nunbers> for information as to which nodes nay
be considered sensitive or vulnerable in network environnments.

-- No data nodes section:

-- If the data nodel does not define any data nodes (i.e., none
-- of the above sections or readabl e/witable data nodes or RPCs
-- have been included), then add the follow ng text:

The YANG nodul e defines a set of identities, types, and

groupi ngs. These nodes are intended to be reused by other YANG
modul es.  The nodul e by itself does not expose any data nodes that
are witable, data nodes that contain read-only state, or RPCs.

As such, there are no additional security issues related to

t he YANG nodul e that need to be consi dered.

Modul es that use the groupings that are defined in this docunent
shoul d identify the correspondi ng security considerations. For
exanpl e, reusing sone of these groupings will expose privacy-rel ated
information (e.g., 'node-exanple’).

<END TEMPLATE TEXT>

3.8. | ANA Consi derati ons Section



Each normative YANG nodul e MUST be registered in both the "I ETF XM
Regi stry" group [ RFC3688] [|ANA-XM.] and the "YANG Modul e Nanes"
registry [ RFC6020] [| ANA- MOD-NAMES]. The registration request in the
"YANG Mbodul e Nanmes" registry should indicate whether or not the

modul e is | ANA-mai ntai ned. This applies to new nodul es and updat ed
modul es.  An exanpl e of an update registration for the "ietf-

tenpl ate” nodul e can be found in Section 5.

Addi tional | ANA considerations applicable to | ANA-nai ntai ned YANG
nmodul es (including instructions to naintain then) are provided in
Section 4. 30. 3.

3.8.1. Docunents That Create a New Nanespace

If an |-D defines a new nanespace that is to be adm nistered by the
I ANA, then the docunment MJST include an | ANA Consi derations section
that specifies how the nanmespace is to be adm nistered.

Specifically, if any YANG nodul e "nanespace" statement val ue
contained in the docunment is not already registered with I ANA, then a
new entry in the "ns" registry within the "I ETF XM. Regi stry"
registry group MIST be requested fromthe | ANA

A registration tenmplate for new YANG nodul es is provided in
Section 3.8.3.1.

3.8.2. Docunents That Extend an Existing Nanespace

It is possible to extend an exi sting nanespace using a YANG subnodul e
that belongs to an existing nodul e already adm nistered by 1ANA. In

this case, the docunent containing the main nodul e MJST be updated to
use the latest revision of the subnodul e.

3.8.3. Registration Tenpl ates
3.8.3.1. |1ANA Tenpl ate for Docunents Defining New YANG Mydul es

A registration tenplate for a new nodule is provided bel ow
I ANA is requested to register the following URI in the "ns"
registry within the "I ETF XM. Regi stry" group [ RFC3688]:

URI :
Regi strant Contact: The |ESG
XM.: N A, the requested URI is an XM. nanespace.

I ANA is requested to register the following YANG nodul e in the "YANG
Modul e Nanmes" registry [ RFC6020] within the "YANG Paraneters"”
registry group.

Nanme:

Mai nt ai ned by | ANA? Y/ N
Nanmespace:

Prefi x:

Ref er ence:

3.8.3.2. | ANA Tenplate for Revising YANG Modul es

A registration tenplate for a revised nodule is provided bel ow

I ANA is requested to update the following registration in the "ns
registry within the "I ETF XM. Regi stry" group [ RFC3688] to

reference this docunent:

URI :
Regi strant Contact: The |ESG



3.

3.

3.

XM.: N A; the requested URI is an XM. nanespace.

I ANA is requested to register the foll owing YANG nodul e in the "YANG
Modul e Nanes" registry [ RFC6020] [ RFC9890] within the "YANG Paraneters”
registry group.

Name:

Mai nt ai ned by | ANA? Y/N
Nanmespace

Prefi x:

Ref erence

9. Ref erences Sections

For every "inmport" or "include" statement that appears in a nodule
contained in the specification that identifies a nodule in a separate
docunent, a corresponding normative reference to that docunent MJUST
appear in the Normative References section. The reference MJST
correspond to the specific nodule version actually used within the
speci fication.

For every nornative "reference" statement that appears in a nodule
contained in the specification that identifies a separate docunent, a
correspondi ng normative reference to that document SHOULD appear in
the Normative References section. The reference SHOULD correspond to
the specific docunent version actually used within the specification.
If the "reference" statenent identifies an informative reference that
identifies a separate docunment, a corresponding informative reference
to that document MAY appear in the Informative References section.

10. Validation Tools

Al'l nmodul es need to be validated before submission in an |-D. The
"pyang’ YANG conpiler is freely available from Gt Hub:
<https://github. conl nbj 4668/ pyang>.

If the *pyang’ conpiler is used to validate a normative nodul e, then
the "--ietf" command-line option MJST be used to identify any | ETF
gui del i ne i ssues.

If the 'pyang’ conpiler is used to validate an exanple nodul e, then
the "--ietf" commuand-line option MAY be used to identify any |IETF
gui del i ne i ssues.

To ensure that a nodule fits into the line limts of an |I-D, the
command "pyang -f yang --keep-coments --yang-line-length 69" should
be used.

The 'yanglint’ programis also freely available from G tHub:
<https://github. comi CESNET/ | i byang>.

This tool can be used to validate "XPath" statenents w thin YANG
nodul es.

To check that JSON- encoded exanpl es [ RFC7951] conply with the target
data nodel s, prograns such as ’'yangson’ or ’'vyanglint’ should be used.
Both prograns are freely available from GtHub: <https://github.con
CZ- Nl ¢ yangson> and <https://github.com CESNET/I i byang>.

11. Modul e Extraction Tool s

A version of 'rfcstrip’ that will extract YANG nodules froman I-D or
RFC is freely available at: <https://github.com nbj 4668/ rfcstrip>.

This tool can be used to verify that the "<CODE BEGQ NS>" and " <CODE
ENDS>" tags are used correctly and that the normative YANG nodul es



can be extracted correctly.

The 'xym tool is freely available on GtHub and can be used to
extract YANG nodul es from a docunment: <https://github.conm xymtool/
Xy,

3.12. Modul e Usage Exanpl es

Each specification that defines one or nore nodul es SHOULD contain
usage exanples, either throughout the docunment or in an appendi Xx.
Thi s includes exanpl e i nstance docunent snippets in an appropriate
encoding (e.g., XM. and/or JSON) to denpbnstrate the intended usage of
the YANG nodul e(s). Exanples that are neant to illustrate a valid
data instance MUST be validated (Section 3.10). Refer to

Section 3.10 for tools that validate YANG nodul es and exanples. |If

| P addresses/prefixes are used, then a nix of either |IPv4d and | Pv6
addresses/ prefixes or | Pv6 addresses/prefixes exclusively SHOULD be
used in the exanples.

For sone types (I P addresses, dommin nanes, etc.), the |IETF has
reserved val ues for documentation use. Authors SHOULD use these
reserved values in the usage exanples if these types are used.
Exanpl es of reserved values are |listed bel ow

* | Pv4 and |1 Pv6 addresses/prefixes reserved for docunentation are
defined in [RFC5737], [RFC3849], and [ RFC9637].

* The Enterprise Nunber 32473 reserved for docunentation use is
defined in [ RFC5612] .

*  Aut ononpus System Numbers (ASNs) reserved for docunentation use
are defined in [ RFC5398].

* Reserved domain nanmes for docunentation are defined in [ RFC2606] .
URI exanples SHOULD be prefixed with "exanple:".

In order to ease extraction and validation of exanples, it is
RECOMMVENDED t o use code narkers

4. YANG Usage Guidelines

Modul es in | ETF Standards Track specifications MJST conply with al
syntactic and semantic requirenents of YANG 1.1 [ RFC7950]. See the
exception for YANG 1.0 in Section 3.6. The guidelines in this
section are intended to suppl enent the YANG specification [ RFC7950],
which is intended to define a mninmum set of conformance
requirenents

In order to pronote interoperability and establish a set of practices
based on previ ous experience, the follow ng sections establish usage
gui delines for specific YANG constructs.

Only guidelines that clarify or restrict the mni num confornmance
requirenents are included here.

A tenplate for | ETF nodules is provided in Appendix B

4.1. Mdul e Nam ng Conventi ons
Nor mat i ve nodul es contained in Standards Track documents MJUST be
naned according to the guidelines in the | ANA Considerations section

of [RFC6020] .

A distinctive word or abbreviation (e.g., protocol nane or working
group abbrevi ation) SHOULD be used in the nodul e nane. |If new



definitions are being defined to extend one or nore existing nodul es,
then the same word or abbreviation should be reused, instead of
creating a new one.

Al'l published nmodul e nanmes MJUST be unique. For a YANG nodul e
published in an RFC, this uniqueness is guaranteed by | ANA

(Section 14 of [RFC6020]). For unpublished nodul es, the authors need
to check that no other work in progress is using the sane nodul e
nare.

Exanpl e nodul es are non-normative and SHOULD be nanmed with the prefix
"exanpl e-".

It is suggested that a stable nodul e nane prefix be sel ected that
represents the entire organization. Al nornmative YANG nodul es
publi shed by the | ETF MJST begin with the prefix "ietf-". Al | ANA-
mai nt ai ned YANG nodul es MUST begin with the prefix "iana-". Another
st andards organi zati on, such as the | EEE, might use the prefix
"ieee-" for all YANG nodul es.

Once a nodul e nane is published, it MJST NOT be reused, even if the
RFC containing the nodule is reclassified to "Historic" status. A
modul e name cannot be changed in YANG and this would be treated as a
new nodul e, not a nane change

4.2. Prefixes

Al'l YANG definitions are scoped by the nodul e containing the
definition being referenced. This allows the sane nane to be used in
mul tiple nodul es, even if the names are not unique. In the exanple
below, the identifier "foo" is used in all three nodul es:

nmodul e exanpl e-foo {
nanespace "tag: exanpl e. com 2017: exanpl e-fo00";
prefix f;

cont ai ner foo;

}

modul e exanpl e- bar {
nanespace "tag: exanpl e. com 2017: exanpl e-bar";
prefix b;

typedef foo { type uint32; }

nmodul e exanpl e-one {
nanespace "tag: exanpl e. com 2017: exanpl e- one";
prefix one;
import exanple-foo { prefix f; }
i mport exanpl e-bar { prefix b; }

augrment "/f:foo" {
| eaf foo { type b:foo; }
}

}
YANG defines the following rules for prefix usage:
* Prefixes are never used for built-in data types and YANG keywords.

* A prefix MIST be used for any external statement (i.e., a
statenent defined with the YANG "extension" statenent).

* The proper nmodul e prefix MJST be used for all identifiers inported
from ot her nodul es.



* The proper nodule prefix MJST be used for all identifiers included
from a subnodul e.

The foll owi ng guidelines apply to prefix usage of the current (local)
modul e:

* The | ocal nodule prefix SHOULD be used instead of no prefix in all
pat h expressi ons.

* The local nodul e prefix MJST be used instead of no prefix in al
"default" statements for an "identityref" or "instance-identifier"
data type

* The | ocal nodul e prefix MAY be used for references to typedefs,
groupi ngs, extensions, features, and identities defined in the
nmodul e.

Consistent with Section 7.1.4 of [RFC7950], the prefix defined by a
nmodul e SHOULD be used when the nodule is inported, unless there is a
conflict.

Prefix val ues SHOULD be short but neaningful to the intended user.
Prefix values SHOULD NOT conflict with known nodul es that have been
previ ously published.

For convenience, prefix values of exanple nodul es SHOULD be prefixed
with "ex" or simlar patterns. In doing so, readers of exanple
modul es or tree diagranms that m x both exanple and standard nodul es
can easily identify exanple parts

4.3. ldentifiers

Al YANG identifiers in published nodul es MUST be between 1 and 64
characters in length. These include any construct specified as an
"identifier-arg-str"” token in the ABNF in Section 14 of [RFC7950].

4.3.1. ldentifier Nam ng Conventions

Identifiers SHOULD foll ow a consi stent nam ng pattern throughout the
module. Only lowercase letters, nunbers, and dashes SHOULD be used
in identifier names. Uppercase characters, the period character, and
the underscore character MAY be used if the identifier represents a
wel | -known val ue that uses these characters. YANG does not permt
any other characters in YANG identifiers.

Identifiers SHOULD i ncl ude conpl ete words and/or well-known acronyns
or abbreviations. Child nodes within a container or |ist SHOULD NOT
replicate the parent identifier. YANG identifiers are hierarchica
and are only neant to be unique within the set of sibling nodes
defined in the sane nodul e nanespace

List identifiers SHOULD be singular with the surroundi ng contai ner
nanme plural. Simlarly, "leaf-list" identifiers SHOULD be singul ar.

It is permssible to use common identifiers such as "nane" or "id" in
data definition statenments, especially if these data nodes share a
common data type

Identifiers SHOULD NOT carry any special semantics that identify data
nmodel i ng properties. Only YANG statenents and YANG ext ensi on
statenents are designed to convey machi ne-readabl e data nodeling
properties. For exanple, nanmi ng an object "config" or "state" does
not change whether it is configuration data or state data. Only
defined YANG statenents or YANG "extension" statements can be used to
assign semantics in a nmachi ne-readable format in YANG



4. 4.

4.5.

Defaul ts

In general, it is suggested that substatenents containing very common
default val ues SHOULD NOT be present. The substatenents listed in
Table 1 are conmmonly used with the default value, which would make
the module difficult to read if used everywhere they are all owed.

Pttty ey
| Statenent | Default Val ue

[ el e
| config | true |
o e e - T +
| mandatory | fal se |
e . +
| max-el enments | unbounded |
T . +
| mn-elements | O |
o e e - T +
| ordered-by | system |
- +
| status | current
T . +
| yin-element | false |
o e e - T +

Table 1: Statenent Defaults
Condi tional Statenents

A nodul e may be conceptually partitioned in several ways using the
"if-feature" and/or "when" statements.

Dat a nodel designers need to carefully consider all nodularity
aspects, including the use of YANG conditional statenents.

If a data definition is optional, depending on server support for a
NETCONF or RESTCONF protocol capability, then a YANG "feature"
statenment SHOULD be defined. The defined "feature" statenent SHOULD
then be used in the conditional "if-feature" statement referencing
the optional data definition

If any notification data, or any data definition, for a non-
configuration data node is not nmandatory, then the server may or may
not be required to return an instance of this data node. |f any
conditional requirements exist for returning the data node in a
notification payload or retrieval request, they MJST be docunented
somewhere. For exanple, a "when" or "if-feature" statenment could
apply to the data node or the conditional requirements could be
explained in a "description" statement within the data node or one of
its ancestors (if any).

If any "if-feature" statements apply to a list node, then the sane
"if-feature" statements MJUST apply to any key | eaf nodes for the
list. There MJST NOT be any "if-feature" statements applied to any
key leafs that do not also apply to the parent |ist node.

There SHOULD NOT be any "when" statenents applied to a key | eaf node.
It is possible that a "when" statenent for an ancestor node of a key
leaf will have the exact node-set result as the key leaf. In such a
case, the "when" statenent for the key leaf is redundant and SHOULD

be avoi ded.

Sone nodul es use a "case + when" construct but provide duplicated
information (e.g., the "when" statenents are constraining a single
case in the choice as shown in the exanple below). Such constructs



with duplicated informtion SHOULD NOT be used.

| eaf type {
type enuneration {
enum a;
enum b;
enum c;

mandat ory true;
}
choi ce type-choice {
case b {
contai ner type-b {
when "../type = "b"";
| eaf foo {
type string;

}
}
case c {
contai ner type-c {
when "../type = '¢'";
| eaf bar {
mandat ory true;
type string;

}
}
}

The foll owi ng exanpl e renoves the duplicated information

| eaf type {
type enuneration {
enum a;
enum b;
enum c;

}

mandat ory true;
}
contai ner type-b {
when "../type = "b"";
| eaf foo {
type string;

}

contai ner type-c {
when "../type = '¢'";
| eaf bar {
mandat ory true;

type string;

}

Note that the use of "case + when" is still useful in cases where
conpl enentary nodeling constraints should be expressed. See the
exanpl e provi ded bel ow.

| eaf type {
type enuneration {
enum a;
enum b;
enum c;
}
}

choi ce second-type {



mandat ory true;
case foo {
contai ner foo {
presence "Wen present, indicates type foo";
| eaf foo-attribute {

type string;
}
}

case b {
cont ai ner bar {
when "../type = 'a or ../type ='b"";
presence "Wen present, indicates type bar";
| eaf bar-attribute {
type string;

}
}
case c {
contai ner baz {
when "../type = "¢’ ";
| eaf baz-attribute {
mandat ory true;
type string;
}
}
}
}

Section 8.1 of [RFC7950] includes provisions for defining constraints
on state data and specifies that a constraint nmust be true in a valid
state data tree. However, Section 5.3 of [RFC8342] softens that
behavi or by allow ng semantic constraints to be viol ated under sone
circumstances to help to detect anomalies. Relaxing validation
constraints on state data is neant to reveal deviations of the
observed behavi or versus intended behavi or of a nmanaged entity and
hopeful ly trigger corrective actions by a managenent system From
that perspective, it is RECOWENDED to avoi d defining constraints on
state data that would hinder the detection by a nanagenent system of
abnormal behaviors of a nmanaged entity.

4.6. XPath Usage

This section describes guidelines for using the XM. Path Language
(XPat h) [WBC. REC- xpath] within YANG nodul es.

4.6.1. XPath Eval uati on Contexts

YANG defines five separate contexts for evaluation of "XPath"
statenents:

1. The "running" datastore: collection of all YANG configuration
data nodes. The docunment root is the conceptual container (e.g.,
"config" in the "edit-config" operation), which is the parent of
all top-level data definition statenents with a "config"
statenent val ue of "true".

2. State data + the "running" datastore: collection of all YANG data
nodes. The document root is the conceptual container, parent of
all top-level data definition statenents.

3. Notification: an event notification docunent. The docunent root
is the notification el enent.

4. RPC Input: The document root is the conceptual "input" node,
which is the parent of all RPC input paraneter definitions.



5. RPC Qutput: The docunent root is the conceptual "output" node,
which is the parent of all RPC output paraneter definitions.

Note that these XPath contexts cannot be m xed. For exanple, a
"when" statenent in a notification context cannot reference
configuration data.

notification foo {
| eaf mu {
/1 NOT okay because when-stnt context is this notification
when "/if:interfaces/if:interface[name="eth0 ]";
type leafref {
/1 Ckay because path-stm has a different context
path "/if:interfaces/if:interface/if:mu";
}
}
}

It is especially inportant to consider the XPath eval uati on context
for XPath expressions defined in groupings. An XPath expression
defined in a grouping nmay not be portable, meaning it cannot be used
in multiple contexts and produce proper results.

If the XPath expressions defined in a grouping are intended for a
particular context, then this context SHOULD be identified in the
"description" statenent for the grouping.

4.6.2. Function Library

The "position" and "last” functions SHOULD NOT be used. This applies
to inplicit use of the "position" function as well (e.g.,
"/lchapter[42]’). A server is only required to maintain the relative
XM. docurent order of all instances of a particular user-ordered |ist
or leaf-list. The "position" and "last" functions MAY be used if
they are evaluated in a context where the context node is a user-
ordered "list" or "leaf-list".

The "id" function SHOULD NOT be used. The "ID' attribute is not
present in YANG documents, so this function has no neaning. The
XPat h execution environment SHOULD return an enpty string for this
function.

The "namespace-uri" and "nane" functions SHOULD NOT be used.
Expanded names in XPath are different than YANG A specific
canoni cal representation of a YANG expanded nane does not exist.

The "lang" function SHOULD NOT be used. This function does not apply
to YANG because there is no "lang" attribute set with the docunent.
The XPath execution environment SHOULD return "false" for this

functi on.
The "l ocal -nane", "nanmespace-uri", "nanme", "string", and "nunber"
functions SHOULD NOT be used if the argunent is a node-set. If so,

the function result will be determ ned by the docunent order of the
node-set. Since this order can be different on each server, the
function results can also be different. Any function call that
inmplicitly converts a node-set to a string will also have this issue.

The "l ocal - name" function SHOULD NOT be used to reference | ocal nanes
outside of the YANG npodul e that defines the "must" or "when"
statenent containing the "local -name" function. Exanple of a "local-
name" function that should not be used:

[*[l ocal -nane()="foo’]



The "derived-fromor-self" function SHOULD be used instead of an
equal ity expression for identityref values. This allows the
identities to be conceptually augnented.

Exanpl e:
/1 assume "ex" is the prefix of the nodule where the identity
/1 name-format-null is defined

/'l do not use
when "nd-nane-fornmat = 'nane-format-null’'";

/[l this is preferred
when "derived-fromor-self(nd-nane-format, 'ex:nanme-format-null’)";

4.6.3. Axes

The "attribute"” and "namespace" axes are not supported in YANG and
MAY be enpty in a NETCONF or RESTCONF server inplementation

The "precedi ng" and "fol |l owi ng" axes SHOULD NOT be used. These
constructs rely on XM. docunent order within a NETCONF or RESTCONF
server configuration database, which may not be supported
consistently or produce reliable results across inplenentations.
Predi cate expressions based on static node properties (e.g., elenent
nane or value, and "ancestor" or "descendant" axes) SHOULD be used
instead. The "preceding" and "foll owi ng" axes MAY be used if
docunent order is not relevant to the outcome of the expression
(e.g., check for global uniqueness of a paraneter val ue).

The "precedi ng-si bling"” and "foll ow ng-sibling" axes SHOULD NOT be
used; however, they MAY be used if docunment order is not relevant to
the outconme of the expression

A server is only required to maintain the relative XM. docunent order
of all instances of a particular user-ordered list or leaf-list. The
"precedi ng-sibling" and "foll owi ng-si bling" axes MAY be used if they
are evaluated in a context where the context node is a user-ordered
“list" or "leaf-list".

4.6.4. Types

Data nodes that use the "int64" and "uint64" built-in type SHOULD NOT
be used within nuneric or bool ean expressions. There are boundary
conditions in which the translation fromthe YANG 64-bit type to an
XPat h nunmber can cause incorrect results. Specifically, an XPath
"doubl e" precision floating-point nunber cannot represent very |arge
positive or negative 64-bit nunbers because it only provides a tota
precision of 53 bits. The "int64" and "uint64" data types MAY be
used in nunmeric expressions if the value can be represented with no
nmore than 53 bits of precision.

Data nodel ers need to be careful not to confuse the YANG val ue space
and the XPath val ue space. The data types are not the same in both,

and conversi on between YANG and XPat h data types SHOULD be consi dered
careful ly.

Explicit XPath data type conversions MAY be used (e.g., "string",
"bool ean", or "nunber" functions), instead of inplicit XPath data
type conversi ons.

XPat h expressions that contain a literal value representing a YANG
identity SHOULD al ways include the declared prefix of the nodul e
where the identity is defined.

XPat h expressions for "when" statements SHOULD NOT reference the
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context node or any descendant nodes of the context node. They MAY
reference descendant nodes if the "when" statenment is contained
within an "augnment" statenent and the referenced nodes are not
defined within the "augnment" statenent.

Exanpl e:

augnment "/rt:active-route/rt:input/rt:destination-address" {
when "derived-fromor-self(rt:address-famly, '
+ "'vdur:ipvéd-unicast’)" {
description
"This augnent is valid only for IPv4 unicast.";

/1 nodes defined here within the augnent-stnt
/'l cannot be referenced in the when-stnt

}
6.5. W ldcards

It is possible to construct XPath expressions that will evaluate
differently when conbined with several nodules within a server

i npl ementation rather than when evaluated within the single nodule.
This is due to augnmenting nodes from ot her nodul es.

W dcard expansion is done within a server against all the nodes from
al | nanespaces, so it is possible for a "nmust" or "when" statenent
that uses the '*' operator to always evaluate to false if processed
within a single YANG nodule. 1In such cases, the "description"
statenment SHOULD clarify that augnmenting objects are expected to

mat ch the wi |l dcard expansi on.

when /fool/ services/*/active {
description
"No services directly defined in this nodule.
Mat ches obj ects that have augnented the services container.";

6.6. Bool ean Expressions

The YANG "nust" and "when" statenments use an XPath bool ean expression
to define the test condition for the statenent. It is inportant to
specify these expressions in a way that will not cause inadvertent
changes in the result if the objects referenced in the expression are
updated in future revisions of the nodul e.

For exanple, the leaf "foo2" must exist if the |leaf "fool" is equa
to "one" or "three":

| eaf fool {
type enuneration {
enum one;
enum t wo;
enum t hr ee;
}
}

| eaf foo02 {
/1 1 NCORRECT
must "/f:fool I="two'";
type string;

| eaf foo02 {
/1 CORRECT
must "/f:fool = "one’ or /f:fool = "three ";
type string;



In the next revision of the nodule, |eaf "fool" is extended with a
new enum naned "four":

| eaf fool {
type enuneration {
enum one;
enum t wo;
enum t hr ee;
enum f our;
}
}

Now the first XPath expression will allow the enum"four" to be
accepted in addition to the "one" and "three" enum val ues.

4.7. YANG Definition Lifecycle Managenent

The YANG status statement MJUST be present within a definition if its
val ue is "deprecated" or "obsolete". The status SHOULD NOT be
changed from"current" directly to "obsolete". An object SHOULD be
avail abl e for at |east one year after the publication date with a
"deprecated" status before it is changed to "obsol ete".

The nodul e or subnodul e name MUST NOT be changed once the docunent
containing the nodul e or subnodul e i s published.

The nodul e namespace URI val ue MJUST NOT be changed once the docunent
contai ning the nmodul e i s published.

The revision date substatenment within the "inport"” statenment SHOULD
be present if any groupings are used fromthe external nodul e.

The revision date substatenent within the "include" statenment SHOULD
be present if any groupings are used fromthe external subnodul e.

If an "inport" statenment is for a nodule froma stable source (e.qg.,
an RFC for an | ETF nodul e), then a reference-stm SHOULD be present
within an "inport" statenent.

import ietf-yang-types {

prefi x yang;

reference "RFC 9911: Conmon YANG Data Types";
}

I f subnodul es are used, then the document containing the main nodul e

MUST be updated so that the main nodul e revision date is equal to or

more recent than the revision date of any subnodule that is (directly
or indirectly) included by the main nodul e.

Definitions for future use SHOULD NOT be specified in a nodule. Do
not specify placehol der objects like the "reserved" exanple bel ow

| eaf reserved {
type string;
description
"This object has no purpose at this tine, but a future
revision of this nodul e nmight define a purpose
for this object.";

}

4.8. Mbdule Header, Meta, and Revision Statenents

For published nodul es, the namespace MJST be a gl obally uni que URI
as defined in [RFC3986]. This value is usually assigned by the | ANA



The "organi zati on" statenment MJST be present. |If the nodule is
contained in a docunment intended for |ETF Standards Track status,
then the organi zati on SHOULD be the | ETF working group (WG chartered
to wite the docunment. Exceptions include (but are not Iimted to):
exanpl e nodul es, | ANA- mai nt ai ned YANG nodul es, or nodul es contai ned

i n AD-sponsored docunents. For other standards organi zations, a
sim | ar approach is al so suggest ed.

The "contact" statenent MJST be present. |[|f the nodule is contained
in a docunent intended for Standards Track status, then the WG web
and mailing informati on SHOULD be present, and the main docunent

aut hor or editor contact information SHOULD be present. |If

additional authors or editors exist, their contact information MAY be
present. There is no need to include the contact information for WG
Chairs.

The "description" statement MJST be present. For nodul es published
within | ETF docunents, the appropriate | ETF Trust Copyright text MJST
be present, as described in Section 3.1, and MJST contain the

foll owi ng statenent:

| Al revisions of |ETF and | ANA published npbdul es can be found at
| the "YANG Paraneters" registry group
| <https://ww.iana. org/assi gnnent s/ yang- par anet er s>

If the nodule relies on information contained in other docunents,

whi ch are not the sanme documents inplied by the "inport" statenents
present in the nodule, then these docunents MJST be identified in the
"reference" statenent.

A "revision" statenment MJST be present for each published version of
the module. The "revision" statenent MJST have a "reference"
substatenment. It MJST identify the published docunent that contains
the nmodule. Mdules are often extracted fromtheir origina
docunents, and it is useful for devel opers and operators to know how
to find the original source docunent in a consistent manner. The
"revision" statement MAY have a "description" substatement. For
conveni ence, the description text of a new published revision my
sunmari ze any changes nade to a nodul e conpared to the previous
published revision. Typically, that list is a YANG specific subset
of the sunmary of changes listing any changes nmade fromthe RFC being
updat ed or obsol eted as per [|D- CGuidelines].

The foll owi ng exanpl e shows the "revision" statenent for a published
YANG nodul e:

revisi on 2010-09-24 {
description
"Initial revision.";
ref erence
"RFC 6021: Common YANG Data Types";
}

The foll owi ng exanpl e shows the "revision" statenents for a published
YANG nodul e that updates a published nodul e. The new "revision”
statenent summari zes the changes conpared to the previous published
revision.

revision 2013-07-15 {
description

"This revision adds the foll owi ng new data types:
- yang:yang-identifier
- yang: hex-string
- yang:uuid
- yang: dott ed- quad”;

ref erence



"RFC 6991: Common YANG Data Types",
}

revisi on 2010-09-24 {
description
"Initial revision."
ref erence
"RFC 6021: Common YANG Data Types";

}

For an unpublished nmodul e, a conplete history of each unpublished
modul e revision is not required. That is, within a sequence of draft
versions, only the nost recent revision need be recorded in the
nmodul e. Do not renpve or reuse a "revision" statenment for a
publ i shed nodule. A new revision date is not required unless the
nmodul e contents have changed. |f the nodul e contents have changed,
then the revision date of that new nodul e versi on MUST be updated to
a date later than that of the previous version

The foll owi ng exanpl e shows the "revision" statenents for an
unpubl i shed update to a published YANG nodule. The |atest "revision"
statenent of the unpublished nodul e sumrari zes the changes conpared
to the previous revision

revision 2025-12-22 {
description

"This revision adds the foll owi ng new data types:

- yang: dat e

- yang: dat e- no- zone

- yang:tine

- yang:tine-no-zone

- yang: hour s32

- yang: m nut es32

- yang: seconds32

- yang: centi seconds32

- yang: mlliseconds32

- yang: m cr oseconds32

- yang: m cr oseconds64

- yang: nanoseconds32

- yang: nanoseconds64

yang: | anguage-t ag
The yang-identifier definition has been aligned with YANG
1.1 and types representing time support the representation
of leap seconds. The representation of tinme zone offsets
has been aligned with RFC 9557. Several description and
pattern statenents have been inproved.";
reference
"RFC 9911: Common YANG Data Types";
}

revision 2013-07-15 {
description
"This revision adds the foll owi ng new data types:
- yang:yang-identifier
- yang: hex-string
- yang:uuid
- yang: dot t ed- quad”;
ref erence
"RFC 6991: Commobn YANG Data Types";
}

revisi on 2010-09-24 {
description
"Initial revision.";
ref erence
"RFC 6021: Common YANG Data Types";
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}

9. Nanespace Assi gnnents

It is RECOWENDED that only valid YANG nodul es be included in
docunents, whether or not the nodul es are published yet. This
al | ows:

* the nodule to conpile correctly instead of generating disruptive
fatal errors.

* early inplenmentors to use the nodul es w thout picking a random
val ue for the XM. nanespace.

* early interoperability testing since independent inplenentations
will use the same XM. nanespace val ue.

Until a URI is assigned by the | ANA, a proposed nanespace URI MJIST be
provi ded for the "nanespace" statement in a YANG nodule. A value
SHOULD be selected that is not likely to collide with other YANG
nanespaces. Standard nodul e names, prefixes, and URl strings already
listed in the "YANG Modul e Nanes" registry group MJUST NOT be used.

A standard "nanmespace" statenment val ue SHOULD have the follow ng
form

<URN prefix string>: <nodul e- nane>

The following URN prefix string SHOULD be used for published and
unpubl i shed YANG nodul es:

urn:ietf:parans: xm:ns:yang

The foll owi ng exanpl e URNs woul d be valid "namespace" statenent
val ues for Standards Track nodul es:

urn:ietf:params:xm :ns:yang:ietf-netconf-partial-Iock

urn:ietf:parans: xm:ns:yang:ietf-netconf-state

urn:ietf:params: xm :ns:yang:ietf-netconf
Note that a different URN prefix string SHOULD be used for nodul es
that are not Standards Track. The string SHOULD be sel ected
according to the guidelines in Section 5.3 of [RFC7950].
The following URIs exenplify what mght be used by nodul es that are
not Standards Track. Note that the domain "exanple.cont SHOULD be
used by exanple nodules in I-Ds fromthe | ETF Stream These URIs are
not intended to be dereferenced. They are used for nodul e nanespace
identification only.
Exanpl e URI's using URLs per [RFC3986]:

htt ps:// exanpl e. conl ns/ exanpl e-i nterfaces

htt ps://exanpl e. conl ns/ exanpl e- system
Exanpl e URI's using tags per [RFC4151]:

t ag: exanpl e. com 2017: exanpl e-i nterfaces

t ag: exanpl e. com 2017: exanpl e- system

10. Top-Level Data Definitions



The top-1level data organi zati on SHOULD be considered carefully, in
advance. Data nodel designers need to consider how the functionality
for a given protocol or protocol famly will grow over tine.

The separation of configuration data and operational state SHOULD be
considered carefully. It is sometines useful to define separate top-
| evel containers for configuration and non-configuration data. For
sonme existing top-level data nodes, configuration data was not in
scope, so only one container representing operational state was
created. Refer to NVDA [RFC8342] for details.

The nunber of top-level data nodes within a modul e SHOULD be
mnimzed. It is often useful to retrieve related information within
a single subtree. |If data is too distributed, it becones difficult
to retrieve all at once.

The nanes and data organi zati on SHOULD refl ect persistent
i nformati on, such as the name of a protocol. The name of the working
group SHOULD NOT be used because this may change over tine.

A mandat ory dat abase data definition is defined as a node that a
client must provide for the database to be valid. The server is not
required to provide a val ue.

Top- | evel database data definitions MJST NOT be mandatory. |If a
mandat ory node appears at the top level, it will imediately cause
the database to be invalid. This can occur when the server boots or
when a nodul e is | oaded dynamically at runtine.

4.11. Data Types

Sel ection of an appropriate data type (i.e., built-in type, existing
derived type, or new derived type) is very subjective; therefore, few
requirenents can be specified on that subject.

Dat a nodel designers SHOULD use the nost appropriate built-in data
type for the particular application

The signed nuneric data types (i.e., "int8", "intl6é", "int32", and
"int64") SHOULD NOT be used unless negative values are allowed for
the desired semanti cs.

4.11.1. Fixed-Value Extensibility

If the set of values is fixed and the data type contents are
controlled by a single naming authority (e.g., 1ANA), then an
"enuneration" data type SHOULD be used.

| eaf foo {
type enuneration {
enum one;
enum t wo;
}
}

If distributed extensibility or hierarchical organization of
enunerated values is required, then the "identityref" data type
SHOULD be used instead of an "enuneration" or other built-in type.

identity foo-type {
description "Base for the extensible type";
}

identity one {
base f:foo-type;
}



identity two {
base f:foo-type;

}

| eaf foo {
type identityref {
base f:foo-type;

}
}
Note that any nmodul e can declare an identity with base "foo-type"
that is valid for the "foo" leaf. |ldentityref values are considered

to be qualified nanes.
4.11.2. Patterns and Ranges

For string data types, if a machi ne-readable pattern can be defined
for the desired semantics, then one or nore pattern statenments SHOULD
be present. A single-quoted string SHOULD be used to specify the
pattern, since a double-quoted string can nodify the content. [|f the
patterns used in a type definition have known |imtations such as

fal se negative or false positive matches, then these Iimtations
SHOULD be docunented within the typedef or data definition

The foll owi ng typedef from|[RFC9911] denonstrates the proper use of
the "pattern" statenent:

typedef i pv6-address-no-zone {
type inet:ipv6-address {
pattern '[0-9a-fA-F:\.]*";

}
}
For string data types, if the length of the string is required to be
bounded in all inplenentations, then a "length" statenment MJST be
present.

The foll owi ng typedef from|[RFC9911] denonstrates the proper use of
the "l ength" statenent:

typedef yang-identifier {
type string {
length "1.. max";
pattern '[a-zA-Z J[a-zA-Z0-9\-_.1*";
pattern ' .| .. | ["xX].*].[*mM.*|..[*L].*";

}

For numeric data types, if the values all owed by the intended
semantics are different than those allowed by the unbounded intrinsic
data type (e.g., "int32"), then a range statenent SHOULD be present.

The foll owi ng typedef from|[RFC9911] denonstrates the proper use of
the "range" statenent:

typedef dscp {
type uint8 {
range "0..63";
}

4. 11. 3. Enunerations and Bits



For "enuneration" or "bits" data types, the semantics for each "enunt
or "bit" SHOULD be documented. A separate "description" statenent
(within each "enum' or "bit" statement) SHOULD be present.

| eaf foo {
/1 | NCORRECT
type enuneration {
enum one;
enum t wo;
}
description
"The foo enum..
one: The first enum
two: The second enuni;

| eaf foo {
/| CORRECT
type enuneration {
enum one {
description "The first enunt;
}

enum two {
description "The second enuni;
}
}
description
"The foo enum.. ";

4.11.4. Union Types

The YANG "union" type is evaluated by testing a val ue agai nst each
menber type in the union. The first type definition that accepts a
value as valid is the menber type used. |In general, nenber types
SHOULD be ordered fromnost restrictive to | east restrictive types.

In the followi ng exanple, the "enuneration" type will never be
mat ched because the preceding "string" type will match everything.

I ncorrect:

type union {
type string;
type enuneration {
enum up;
enum down;

}
}

Correct:

type union {
type enuneration {
enum up;
enum down;

}
type string;

It is possible for different nmenber types to match, depending on the
i nput encoding format. In XM, all values are passed as string
nodes; but in JSON, there are different value types for nunbers,

bool eans, and strings.

In the foll owi ng exanple, a JSON nuneric value will always be matched



by the "int32" type, but in XM. the string value representing a
nunber will be natched by the "string" type. The second version wll
mat ch the "int32" nmenber type no matter how the input is encoded.

I ncorrect:

type union {

type string;
type int32;
Correct:
type union {
type int32;
type string;

4.11.5. Enpty and Bool ean

4.

YANG provi des an "enpty" data type, which has one value (i.e.,
present). The default is "not present", which is not actually a
value. Wien used within a list key, only one value can (and nust)
exist for this key leaf. The type "enpty" SHOULD NOT be used for a
key leaf since it is pointless.

There is really no difference between a | eaf of type "enpty" and a
leaf-1ist of type "empty". Both are limted to one instance. The
type "enpty" SHOULD NOT be used for a leaf-Ilist.

The advantage of using type "enpty" instead of type "bool ean" is that
the default (not present) does not take up any bytes in a
representation. The disadvantage is that the client may not be sure
if an enpty leaf is mssing because it was filtered sonehow or not

i npl emented. The client may not have a conplete and accurate schema
for the data returned by the server and nmay not be aware of the

m ssing | eaf.

The YANG "bool ean" data type provides two values ("true" and
"false"). When used within a list key, two entries can exist for
this key leaf. Default values are ignored for key |leafs, but a
default statement is often used for plain boolean |leafs. The
advant age of the "bool ean" type is that the leaf or leaf-list has a
clear representation for both values. The default value is usually
not returned unless explicitly requested by the client, so no bytes
are used in a typical representation

In general, the "bool ean" data type SHOULD be used instead of the
"enpty" data type, as shown in the exanpl e bel ow

I ncorrect:
| eaf flagl {
type enpty;
Correct:
| eaf flag2 {

type bool ean;
default fal se;

}

12. Reusabl e Type Definitions

If an appropriate derived type exists in any standard nodul e, such as



[ RFC9911], then it SHOULD be used instead of defining a new derived
type.

If an appropriate units identifier can be associated with the desired
semantics, then a units statenment SHOULD be present.

If an appropriate default value can be associated with the desired
semantics, then a default statenent SHOULD be present.

If a significant nunber of derived types are defined, and it is
anticipated that these data types will be reused by multiple nodul es,
then these derived types SHOULD be contained in a separate nodul e or
subrmodul e to all ow easier reuse w thout unnecessary coupling.

The "description" statenment MJST be present.

If the type definition semantics are defined in an external docunent
(ot her than anot her YANG nodul e indicated by an "inport" statenent),
then the "reference" statement MJST be present.

4.13. Reusabl e G oupings

A reusabl e grouping is a YANG groupi ng that can be inported by

anot her nmodul e and is intended for use by other nodules. This is not
the sanme as a grouping that is used within the nodule in which it is
defined, but it happens to be exportable to another nodul e because it
is defined at the top |l evel of the YANG nodul e.

The foll owing guidelines apply to reusable groupings, in order to
make them as robust as possible:

* (Cearly identify the purpose of the grouping in the "description"
st at enent .

* There are five different XPath contexts in YANG (rpc/input, rpc/
output, notification, "config true" data nodes, and all data
nodes). Cearly identify which XPath contexts are applicable or
excl uded for the grouping.

* Do not reference data outside the grouping in any "path", "nust",

or "when" statenents.

* Do not include a "default" substatenent on a | eaf or choice unl ess
the value applies on all possible contexts.

* Do not include a "config" substatenment on a data node unless the
val ue applies on all possible contexts.

* (Cearly identify any external dependencies in the grouping
"description" statenent, such as nodes referenced by an absol ute
path froma "path", "nust", or "when" statenent.

4.14. Data Definitions

The "description” statement MJST be present in the foll owi ng YANG
statenents:

* anydata

* anyxm
* augnent
* choice

* cont ai ner



*  extension

* feature

* grouping
* identity
* | eaf

* |eaf-list

* |ist

* notification
* rpc

*  typedef

If the data definition semantics are defined in an external docunent,
(ot her than anot her YANG nodul e indicated by an "inport" statenent),
then a "reference" statenent MJST be present.

The "anyxml" construct nmay be useful to represent an HTM. banner
contai ning markup el ements, such as "<b>" and "</b>", and MAY be used
in such cases. However, this construct SHOULD NOT be used if other
YANG dat a node types can be used instead to represent the desired
syntax and semanti cs.

It has been found that the "anyxml " statenent is not inplenented
consistently across all servers. It is possible that m xed-node XM
will not be supported or that configuration anyxml nodes will not be
support ed.

If there are referential integrity constraints associated with the
desired semantics that can be represented with XPath, then one or
nmore "must" statenents SHOULD be present.

For list and leaf-list data definitions, if the nunber of possible
instances is required to be bounded for all inplenentations, then the
max- el enents statenments SHOULD be present.

If any "nust" or "when" statenents are used within the data
definition, then the data definition "description" statenent SHOULD
descri be the purpose of each one.

The "choice" statenment is allowed to be directly present within a
"case" statenment in YANG 1.1. This needs to be considered carefully.
Consi der sinply including the nested "choice" as additional "case"
statenments within the parent "choice" statenent. Note that the
"mandat ory" and "default" statements within a nested "choice"
statenment only apply if the "case" containing the nested "choice"
statement is first selected.

If alist defines any key |eafs, then these | eafs SHOULD be defi ned
in order, as the first child nodes within the list. The key leafs
MAY be in a different order in some cases, e.g., they are defined in
a grouping, and not inline in the list statement.

4.14.1. Non-Presence Containers
A non-presence container is used to organize data into specific

subtrees. It is not intended to have semantics within the data nodel
beyond this purpose, although YANG allows it (e.g., a "must"



statenment within the non-presence container).
Exanpl e using contai ner w appers:

contai ner top {
cont ai ner foos {

list foo { ... }
}
contai ner bars {
list bar { ... }
}

}

Exanpl e wi t hout contai ner wr appers:

container top {
list foo{ ... }
list bar { ... }

}

Use of non-presence containers to organize data is a subjective
matter sinmilar to use of subdirectories in a file system Al though
t hese containers do not have any semantics, they can inpact protoco
operations for the descendant data nodes w thin a non-presence

contai ner, so use of these containers SHOULD be considered carefully.

The NETCONF and RESTCONF protocols do not currently support the
ability to delete all list (or leaf-list) entries at once. This
deficiency is sometinmes avoi ded by use of a parent container (i.e.,
del eting the container also renpves all child entries).

4.14.2. Top-Level Data Nodes
Use of top-level objects needs to be considered carefully:

* top-level siblings are not ordered

* top-level siblings are not static and depend on the nodul es that
are | oaded

* for subtree filtering, retrieval of a top-level leaf-list will be
treated as a content-match node for all top-Ievel-siblings

* atop-level list with many instances nay inpact performance

4.15. Operation Definitions
If the operation semantics are defined in an external document (other
than anot her YANG nodul e i ndicated by an "inport" statenent), then a

"reference" statenent MUST be present.

If the operation inpacts system behavior in sone way, it SHOULD be
mentioned in the "description" statenent.

If the operation is potentially harnful to system behavior in sone
way, it MJUST be nentioned in the Security Considerations section of
t he document.

4.16. Notification Definitions
The "description" statement MJST be present.
If the notification semantics are defined in an external document

(ot her than another YANG nodul e indicated by an "inport" statenent),
then a "reference" statenent MJST be present.



If the notification refers to a specific resource instance, then this
i nstance SHOULD be identified in the notification data. This is
usual Iy done by including "leafref" |eaf nodes with the key | eaf

val ues for the resource instance. For exanple:

notification interface-up {
description "Sent when an interface is activated.";
| eaf nane {
type leafref {
path "/if:interfaces/if:interfacel/if:nane";
}
}
}

Note that there are no fornal YANG statenments to identify any data
node resources associated with a notification. The "description"
statement for the notification SHOULD specify if and how t he
notification identifies any data node resources associated with the
specific event.

4.17. Feature Definitions

The YANG "feature" statenent is used to define a | abel for a set of
optional functionality within a nodule. The "if-feature" statenent
is used in the YANG statenents associated with a feature. The
description-stnt within a feature-stnt MJST specify any interactions
with other features

The set of YANG features defined in a nodul e should be considered
carefully. Very fine granular features increase interoperability
compl exity and should be avoided. A likely msuse of the feature
mechanismis the tagging of individual leafs (e.g., counters) wth
separate features

If there is a large set of objects associated with a YANG feature,
then consi der noving those objects to a separate nodul e i nstead of
using a YANG feature. Note that the set of features within a nodul e
is easily discovered by the reader, but the set of related nodul es
within the entire YANG library is not as easy to identify. Mdule
nanes with a conmon prefix can help readers identify the set of

rel ated nmodul es, but this assunes the reader will have di scovered and
installed all the rel evant nodul es.

Anot her consideration for deciding whether to create a new nodul e or
add a YANG feature is the stability of the nbdule in question. It
may be desirable to have a stable base nodule that is not changed
frequently. If new functionality is placed in a separate nodul e,
then the base nodul e does not need to be republished. |If it is
designed as a YANG feature, then the nodule will need to be

r epubl i shed.

If one feature requires inplementation of another feature, then an
"if-feature" statenment SHOULD be used in the dependent "feature"
st at ement .

For exanple, feature2 requires inplenentation of featurel

feature featurel {
description "Some protocol feature";

}

feature feature2 {
if-feature "featurel";
description "Another protocol feature";

}



4.18. YANG Data Node Constraints
4.18.1. Controlling Quantity

The "min-el ements” and "nmax-el ements" statements can be used to
control how many list or leaf-list instances are required for a
particul ar data node. YANG constraint statements SHOULD be used to
identify conditions that apply to all inplenentations of the data
nmodel . |If platformspecific limtations (e.g., the "nmax-el enments"”
supported for a particular list) are relevant to operations, then a
data nodel definition statement (e.g., "max-ports" |eaf) SHOULD be
used to identify the limt.

4.18.2. "nust" versus "when"

"must" and "when" YANG statenments are used to provide cross-object
referential tests. They have very different behavior. The "when"
statenment causes data node instances to be silently deleted as soon
as the condition becones false. A false "when" statenent is not
considered to be an error.

The "when" statenment SHOULD be used together with "augnent" or "uses"
statenments to achieve conditional nodel conposition. The condition
SHOULD be based on static properties of the augnented entry (e.g.,
list key leafs).

The "nmust" statenment causes a datastore validation error if the
condition is false. This statement SHOULD be used for enforcing
paraneter value restrictions that involve nore than one data node
(e.g., end-time paraneter must be after the start-time paraneter).

4.19. "augnment" Statenents

The YANG "augnent" statenent is used to define a set of data
definition statements that will be added as child nodes of a target
data node. The nodul e nanespace for these data nodes will be the
augnenti ng nodul e, not the augnented nodul e.

A top-level "augnent" statement SHOULD NOT be used if the target data
node is in the sane nodul e or subnodul e as the eval uated "augnent"
statenment. The data definition statenments SHOULD be added inline
i nst ead.

4.19.1. Conditional Augnent Statenents
The "augnment" statenent is often used together with the "when"
statenment and/or "if-feature" statenent to nake the augnentation
conditional on sone portion of the data nodel
The foll owi ng exanple from [ RFC8343] shows how a conditiona
container called "ethernet" is added to the "interface" list only for
entries of the type "ethernetCsnmacd".

augnment "/if:interfaces/if:interface" {
when "if:type = ’ianaift:ethernetCsmacd ";

cont ai ner ethernet {
| eaf duplex {

}

4.19.2. Conditionally Mandatory Data Definition Statenents

YANG has very specific rules about how configuration data can be
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updated in new rel eases of a nmodule. These rules allow an "old
client" to continue interoperating with a "new server".

I f data nodes are added to an existing entry, the old client MJST NOT
be required to provide any mandatory paraneters that were not in the
original nodule definition

It is possible to add conditional "augment" statenents such that the
old client would not know about the new condition and woul d not
specify the new condition. The conditional "augnent" statenment can
contain mandatory objects only if the condition is false, unless
explicitly requested by the client.

Only a conditional "augnent" statement that uses the "when" statenent
formof a condition can be used in this manner. The YANG features
enabl ed on the server cannot be controlled by the client in any way,
so it is not safe to add mandat ory augnenti ng data nodes based on the
"if-feature" statenent.

The XPath "when" statenent condition MJST NOT reference data outside
of the target data node because the client does not have any contro
over this external data.

In the following sample, it is okay to augnent the "interface" entry
wi th "mandatory-| eaf" because the augnentati on depends on support for
"some-newi ftype". The old client does not know about this type, so
it would never select this type; therefore, it would not add a

mandat ory data node

modul e exanpl e- nodul e {
yang-version 1.1;
nanespace "tag: exanpl e. com 2017: exanpl e- nodul e";
prefix nynod;

inmport iana-if-type { prefix iana; }
inmport ietf-interfaces { prefix if; }

identity some-newiftype {
base iana:iana-interface-type;

}

augrment "/if:interfaces/if:interface" {
when "if:type = 'nmynod: some-newiftype ";

| eaf mandatory-|eaf ({

type string;
mandat ory true;
}
}
}
Note that this practice is safe only for creating data resources. It

is not safe for replacing or nodifying resources if the client does
not know about the new condition. The YANG data nodel MJST be
packaged in a way that requires the client to be aware of the
mandatory data nodes if it is aware of the condition for this data.
In the exanpl e above, the "sonme-newiftype" identity is defined in
the sane nodul e as the "nandatory-leaf" data definition statenent.

This practice is not safe for identities defined in a conmon nodul e
such as "iana-if-type" because the client is not required to know
about "my-nodul e" just because it knows about the "iana-if-type"
nodul e.

20. Devi ati on Statements



Per Section 7.20.3 of [RFC7950], the YANG "deviation" statenment is
not allowed to appear in | ETF YANG nodul es, but it can be useful for
docunenting server capabilities. Deviation statenents are not
reusable and typically not shared across all platforns.

There are several reasons that deviations mght be needed in an

i npl ementation, e.g., an object cannot be supported on all platfornms,
or feature delivery is done in nultiple devel opnent phases.

Devi ation statements can al so be used to add annotations to a nodul e,
whi ch does not affect the confornmance requirenents for the nodul e.

It is suggested that deviation statenents be defined in separate
nmodul es fromregular YANG definitions. This allows the deviations to
be platform specific and/or tenporary.

The order that deviation statenents are eval uated can affect the
result. Therefore, nultiple deviation statenments in the sane nodul e,
for the sanme target object, SHOULD NOT be used.

The "nmax-el enents" statenent is intended to describe an architectura
limt to the nunber of list entries. It is not intended to describe
platformlimtations. It is better to use a "deviation" statenent
for the platforms that have a hard resource limt.

Exanpl e docunenting platformresource limts:
Wong: (max-elenents in the list itself)

cont ai ner backups {
l'ist backup {

max- el enents 10;

}
}

Correct: (max-elenents in a deviation)

devi ati on /bk: backups/ bk: backup {
devi ate add {
max- el enents 10;
}
}

.21. Extension Statements

The YANG "extension" statement is used to specify externa
definitions. This appears in the YANG syntax as an "unknown-
statenent". Usage of "extension" statenents in a published nodul e
needs to be considered carefully.

The following guidelines apply to the usage of YANG ext ensions:

* The semantics of the extension MJIST NOT contradict any YANG
statenents. Extensions can add semantics not covered by the
nor mal YANG st at ement s.

* The nodul e containing the "extension" statement MJST clearly
identify the conformance requirements for the extension. It
shoul d be cl ear whether all inplementations of the YANG nodul e
containing the extension need to also inplenent the extension. |If
not, identify what conditions apply that would require
i npl ementation of the extension.

* The extension MJST clearly identify where it can be used within
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ot her YANG st at enent s.

* The extension MIST clearly identify if YANG statenents or other
extensions are allowed or required within the extension as
subst at ement s.

22. Data Correl ati on

Data can be correlated in various ways, using conmon data types,
common data nam ng, and common data organi zation. There are severa
ways to extend the functionality of a nodule, based on the degree of
coupling between the old and new functionality:

inline: wupdate the nbdule with new protocol -accessi ble objects. The
nanm ng and data organi zation of the original objects is used. The
new objects are in the original nodul e nanespace.

augnment: create a new nodul e with new protocol -accessi bl e objects
that augnent the original data structure. The naming and data
organi zation of the original objects is used. The new objects are
in the new nodul e nanespace

mrror: create new objects in a new nodule or the original nodul e,
except use a new nam ng scheme and data | ocation. The nam ng can
be coupled in different ways. Tight coupling is achieved with a
"l eafref" data type, with the "require-instance" substatenment set
to "true". This nethod SHOULD be used.

If the new data instances are not linmted to the values in use in the
original data structure, then the "require-instance" substatenent
MJST be set to "false". Loose coupling is achieved by using key
|leafs with the sane data type as the original data structure. This
has the sane semantics as setting the "require-instance" substatenent
to "fal se".

The rel ati onshi p between configuration and operational state has been
clarified in NVDA [ RFC8342] .

4.22.1. Use of "leafref" for Key Correlation

Sonetimes it is not practical to augnent a data structure. For
exanple, the correlated data could have different keys or contain
mandat ory nodes.

The foll owi ng exanpl e shows the use of the "leafref" data type for
data correl ation purposes:

Not preferred:

list foo {
key nane;
| eaf nane {
type string;
}

}

list foo-addon {
key narne;
config fal se;
| eaf nane {
type string;
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Pref erred:

list foo {
key nane;
| eaf nane {
type string;
}

}

list foo-addon {
key nare;
config fal se;
| eaf nane {
type leafref {
path "/foo/ name";
require-instance fal se;

}

| eaf addon {
type string;
mandat ory true;

23. Qperational State

The nodeling of operational state with YANG has been refined over
time. At first, only data that has a "config" statenment val ue of
"fal se" was considered to be operational state. This data was not
considered to be part of any datastore, which nmade the YANG XPath
definition nmuch nore conplicated

Qperational state is now nodel ed usi ng YANG according to the NVDA
[ RFC8342] and conceptual ly contained in the operational state
datastore, which also includes the operational val ues of
configuration data. There is no | onger any need to duplicate data
structures to provide separate configuration and operational state
secti ons.

This section describes sone data nodeling issues related to
operational state and guidelines for transitioning YANG data node
design to be NVDA compati bl e.

4.23.1. Conbining Operational State and Configuration Data

I f possible, operational state SHOULD be conbined with its associ ated
configuration data. This prevents duplication of key |eafs and
ancestor nodes. It also prevents race conditions for retrieval of
dynanmic entries and all ows configuration and operational state to be
retrieved together with mininal nessage over head.

contai ner foo {

}}.contains "config true" and "config fal se” nodes that have
/1 no corresponding "config true" object (e.g., counters)

}

4.23.2. Representing Operational Values of Configuration Data

If possible, the same data type SHOULD be used to represent the
configured value and the operational value, for a given leaf or |eaf-
list object.

Sonmetimes the configured value set is different than the operationa
val ue set for that object, for exanple, the "adm n-status" and "oper-



status” leafs in [RFC8343]. 1In this case, a separate object MAY be
used to represent the configured and operational val ues.

Sonmetimes the list keys are not identical for configuration data and
the correspondi ng operational state. 1In this case, separate lists
MAY be used to represent the configured and operational val ues.

If it is not possible to conbine configuration and operational state,
then the keys used to represent list entries SHOULD be the sanme type.
The "leafref" data type SHOULD be used in operational state for key

| eaf s that have correspondi ng configuration instances. The "require-
i nstance" statenent MAY be set to "false" (in YANG 1.1 nodul es only)
to indicate instances are allowed in the operational state that do
not exist in the associated configuration data.

The need to replicate objects or define different operational state
obj ects depends on the data nodel. It is not possible to define one
approach that will be optimal for all data nopdels.

Desi gners SHOULD descri be and justify any NVDA exceptions in detail
such as the use of separate subtrees and/or separate |eafs. The
"description" statements for both the configuration and the
operational state SHOULD be used for this purpose.

4. 23. 3. NVMDA Transition CGui delines

YANG nodul es SHOULD be designed with the assunption that they will be
used on servers supporting the operational state datastore. Wth
this in mnd, YANG nodul es SHOULD define "config fal se" nodes

wher ever they make sense to the data nodel. "Config fal se" nodes
SHOULD NOT be defined to provide the operational value for
configuration nodes, except when the val ue space of a configured and
operational value may differ, in which case a distinct "config fal se"
node SHOULD be defined to hold the operational value for the
configured node.

The foll owi ng guidelines are meant to hel p nodel ers devel op YANG
nmodul es that will maximze the utility of the nodule with both
current and new i npl enent ati ons.

New nodul es and nodul es that are not concerned with the operationa
state of configuration information SHOULD i nmedi ately be structured
to be NVDA conpatible, as described in Section 4.23.1. This
transition MAY be deferred if the nodul e does not contain any
configuration datastore objects.

The remaining are options that MAY be followed during the tinme that
NMDA nechani sns are bei ng defi ned.

(a) Modules that require i medi ate support for the NVDA features
SHOULD be structured for NVDA. A tenporary non-NVDA version of
this type of nodule MAY exist, as either an existing nodule or a
modul e created by hand or with suitable tools that mrror the
current nodeling strategies. Both the NVDA and the non- NVDA
modul es SHOULD be published in the same docunment, w th NVDA
nmodul es in the docunent nmain body and the non-NVDA nodules in a
non- nornmative appendi x. The use of the non-NVDA nodul e will
all ow tenporary bridging of the tinme period until NVDA
i npl enmentati ons are avail abl e.

(b) For published nodul es, the nodul e should be republished with an
NVDA- conpati bl e structure, deprecating non-NVDA constructs. For
exanple, the "ietf-interfaces" nodule in [ RFC7223] has been
restructured as an NVDA-conpati bl e nodule in [ RFC8343] (which
obsol etes [RFC7223]). The "/interfaces-state" hierarchy has
been marked with "status deprecated". Modules that mark their



"/foo-state” hierarchy with "status deprecated" will allow NVDA-
capabl e inplenentations to avoid the cost of duplicating the
state nodes, while enabling non- NVDA- capabl e i npl enentations to
utilize themfor access to the operational val ues.

(c) For nodul es that augnent nodul es that have not been structured
with the NVDA, the nodeler will have to consider the structure
of the base nobdule and the guidelines |isted above. Were
possi bl e, such nodul es should nove to new revisions of the base
nmodul e that are NVDA conpatible. Wen that is not possible,
augnmenting "state" containers SHOULD be avoided, with the
expectation that the base nodule will be re-released with the
state containers marked as "deprecated". It is RECOMVENDED to
augnent only the "/foo" hierarchy of the base nodule. Were
this recomrendati on cannot be foll owed, any new "state" el enents
SHOULD be included in their own nodul e.

4.23.3.1. Tenporary Non- NVDA Mdul es

A tenporary non- NVDA nodul e all ows a non-NVDA-aware client to access
operational state froman NVDA-conpliant server. |t contains the
top-1evel "config false" data nodes that woul d have been defined in a
| egacy YANG nodul e (before NVDA).

A server that needs to support both NVDA and non-NMDA clients can
advertise both the new NVDA nodul e and the tenporary non- NVMDA nodul e.
A non-NMDA client can use separate "foo" and "foo-state" subtrees,
except the "foo-state" subtree is located in a different (tenporary)
modul e.  The NVDA nodul e can be used by a non-NVDA client to access
the conventional configuration datastores and the deprecated <get>
operation to access nested "config fal se" data nodes.

To create the tenporary non- NVDA nodul e from an NVDA nodul e, the
foll owi ng steps can be taken

* Change the nodul e name by appending "-state" to the origina
nodul e nane.

* Change the nanespace by appending "-state" to the origina
nanespace val ue.

* Change the prefix by appending "-s" to the original prefix val ue.
* Add an inport to the original nodule (e.g., for typedef
definitions).

* Retain or create only the top-level nodes that have a "config"
statenment value "fal se". These subtrees represent "config fal se"
data nodes that were combined into the configuration subtree;
therefore, they are not available to non-NVDA-aware clients. Set
the "status" statenent to "deprecated" for each new node.

* The nodul e description SHOULD clearly identify the nodule as a
t erpor ary non- NVDA nodul e.

4.23.3.2. Exanple: Create a New NVDA Mdul e

Create an NMVDA- conpliant nodul e, using conbined configuration and
state subtrees, whenever possible.

modul e exanpl e-foo {
nanespace "urn: exanpl e: parans: xn : ns: yang: exanpl e-f 00" ;
prefix "foo";

contai ner foo {
/1 configuration data child nodes



/1 operational value in operational state datastore only
/1 may contain "config fal se" nodes as needed

}
}
4.23.3.3. Exanple: Convert an O d Non-NVDA Modul e
Do not renove non-conpliant objects fromexisting nodules. |nstead,
change the status to "deprecated". At some point, usually after 1

year, the status MAY be changed to "obsol ete".
a d Modul e:

nmodul e exanpl e-foo {
nanespace "urn: exanpl e: paramns: xm : ns: yang: exanpl e-f 00" ;
prefix "foo";

cont ai ner foo {
/1 configuration data child nodes
}

contai ner foo-state {
config fal se;
/1 operational state child nodes

}
}

Converted NVDA Mdul e:

modul e exanpl e-foo {
nanespace "urn: exanpl e: parans: xm : ns: yang: exanpl e-f 00" ;
prefix "foo";

contai ner foo {
/1 configuration data child nodes
/1 operational value in operational state datastore only
/1l may contain "config fal se" nodes as needed
/1 will contain any data nodes fromold foo-state

}

/1 keep original foo-state but change status to deprecated
contai ner foo-state {
config fal se;
st at us deprecat ed;
/1 operational state child nodes
}
}

4.23.3.4. Exanple: Create a Tenporary NVDA Mdul e

Create a new nodul e that contains the top-level operational state
dat a nodes that woul d have been avail abl e before they were conbi ned
with configuration data nodes (to be NVDA conpliant).

modul e exanpl e-foo-state {
nanespace "urn: exanpl e: parans: xn : ns: yang: exanpl e-f oo- st ate";
prefix "foo-s";

/1 inmport new or converted nodule; not used in this exanple
i mport exanple-foo { prefix foo; }

contai ner foo-state {
config fal se;
st atus deprecated;
/1 operational state child nodes

}



4.24. Performance Considerations

It is generally likely that certain YANG statenents require nore
runtime resources than other statements. Although there are no
performance requirenments for YANG validation, the foll ow ng

i nformati on MAY be consi dered when desi gni ng YANG data nodel s

* Lists are generally nmore expensive than containers

*  "when" statenment evaluation is generally nore expensive than "if-
feature" or "choice" statements

* "npust" statements are generally nore expensive than "m n-
el ements", "max-el enents”, "mandatory", or "unique" statenments

* "identityref" leafs are generally nore expensive than
"enuneration" |eafs

* "leafref" and "instance-identifier" types with "require-instance"
set to "true" are generally nore expensive than if "require-
i nstance" is set to "fal se"

4.25. Open Systens Considerations

Only the nodul es inported by a particular nodul e can be assuned to be
present in an inplenentation. An open system MAY include any
conbi nati on of YANG nodul es.

4.26. @uidelines for Constructs Specific to YANG 1.1

The set of guidelines for YANG 1.1 will grow as operati onal
experience is gained with the new | anguage features. This section
contains an initial set of guidelines for YANG 1.1 | anguage features.

4.26.1. Inporting Miltiple Revisions

St andard nodul es SHOULD NOT i nport multiple revisions of the sanme
nmodul e into a nodule. This MAY be done if independent definitions
(e.g., "enuneration" typedefs) fromspecific revisions are needed in
the inmporting nodul e.

4.26.2. Using Feature Logic

The YANG 1.1 feature logic is nuch nore expressive than YANG 1.0. A
"description" statement SHOULD describe the "if-feature" logic in
text, to help readers understand the nodul e.

YANG f eatures SHOULD be used instead of the "when" statenent, if
possi ble. Features are advertised by the server, and objects
conditional by the "if-feature" statement are conceptual |y grouped
together. There is no such commonality supported for "when"

st at enent s.

Features generally require | ess server inplenentation conplexity and
runtime resources than objects that use "when" statenments. Features
are generally static (i.e., set when a nodule is | oaded and not
changed at runtinme). However, every client edit mght cause a "when"
statenment result to change

4.26.3. "anyxml" versus "anydata"
The "anyxml " statenment MJST NOT be used to represent a conceptua

subtree of YANG data nodes. The "anydata" statenent MJST be used for
this purpose.



4.26.4. "action" versus "rpc
The use of "action" statenents or "rpc" statenents is a subjective
desi gn decision. RPC operations are not associated with any
particul ar data node. Actions are associated with a specific data
node definition. An "action" statenent SHOULD be used if the
protocol operation is specific to a subset of all data nodes instead
of all possible data nodes.

The sane action nane MAY be used in different definitions within
different data node. For exanple, a "reset" action defined with a
data node definition for an interface mght have different paraneters
than for a power supply or a VLAN. The sane action nane SHOULD be
used to represent simlar senantics.

The NETCONF Access Control Mdel (NACM [RFC38341] does not support
par anet er - based access control for RPC operations. The user is given
perm ssion (or not) to invoke the RPC operation with any paraneters.
For exanple, if each client is only allowed to reset their own
interface, then NACM cannot be used

For exanpl e, NACM cannot enforce access control based on the val ue of
the "interface" paranmeter, only the "reset" operation itself:

rpc reset {
i nput {
| eaf interface {
type if:interface-ref;
mandat ory true;
description "The interface to reset.";

However, NACM can enforce access control for individual interface
instances, using a "reset"” action. |If the user does not have read

access to the specific "interface" instance, then it cannot invoke
the "reset" action for that interface instance:

container interfaces {
list interface {

ééiion reset { }
}
}

4.27. Updating YANG Modul es (Published versus Unpublished)

YANG nodul es can change over tine. Typically, new data nodel
definitions are needed to support new features. YANG update rules
defined in Section 11 of [RFC7950] MUST be followed for published
nmodul es.  They MAY be followed for unpublished nodul es.

The YANG update rules only apply to published nodul e revisions. Each
organi zation will have their own way to identify published work that
is considered to be stable and unpublished work that is considered to
be unstable. For exanple, in the IETF, an RFC is used for published
work, and an I-D is used for unpublished work.

4.28. Defining Standard Tags

[ RFC8819] specifies a nethod for associating tags with YANG nodul es.
Tags nmay be defined and associated at design tinme, at inplenmentation
time, or via user administrative control. Design-tinme tags are

i ndi cated using the nodul e-tag "extension" statenent.



A nmodul e MAY indicate, using nodul e-tag "extension" statenents, a set
of tags that are to be automatically associated with it (i.e., not
added t hrough configuration).

modul e exanpl e- nodul e {
nanespace "https://exanpl e.com yang/ exanpl e";
prefix "ex";
...
i mport nodul e-tags { prefix tags; }

tags: nmodul e-tag "ietf:sone-newtag”;
tags: nodul e-tag "ietf:sone-other-tag”;
11

}

Aut hors can use existing standard tags or use new tags defined in the
model definition, as appropriate. For |ETF nodul es, new tags MJST be
assigned in the [ ANA "I ETF YANG Modul e Tags" registry within the
"YANG Mbdul e Tags" registry group [|ANA- TAGS].

4.29. Modeling Abstract Data Structures

For contexts where YANG is used to nodel abstract data structures
(e.g., protocol messages), the use of the "structure" extension
statenent [RFC8791] is RECOVMENDED conpared to the "yang-data"

ext ensi on statenment [ RFC8040]. Exanples of nodules that rely upon
the "structure" extension statenment from [RFC8791] can be found in
[ RFC9132] or [RFC9195].

Abstract data structures can be augnented using the "augnent-
structure" statement [RFC8791]. Exanples of nodul es that augnent
abstract data structures can be found in [ RFC9244] and [ RFC9362] .

4.30. | ANA- Mai nt ai ned YANG Modul es
4. 30. 1. Cont ext

I ANA maintains a set of registries that are key for interoperability.
The content of these registries is usually available using various
formats (e.g., plain text or XM). However, there was sone confusion
in the past about whether the content of sone registries is dependent
on a specific representation format. For exanple, Section 5 of

[ RFC8892] was published to clarify that M B and YANG nodul es are
merely additional formats in which the "Interface Types (ifType)" and
"Tunnel Types (tunnel Type)" registries are available. The MB

[ RFC2863] and YANG nmodul es ([ RFC7224] [RFC8675]) are not separate
registries, and the sanme values are always present in all formats of
the sane registry.

A design in which a YANG nodul e includes paraneters and val ues
directly in a nodule that is not nmintained by | ANA while these are
popul ated in an | ANA registry could lead to anmbiguity and maintain
stale informati on. Such a design creates another source of
information that may deviate fromthe | ANA registry as new val ues are
assi gned or sone val ues are deprecated.

For the sake of consistency and the ability to support new val ues
while maintaining | ANA registries as the unique authoritative source
of information, this docunment recomends the use of | ANA-ai nt ai ned
YANG nodul es as the single source of information

The foll owi ng section provides a set of guidelines for YANG nodul e
authors related to the design of | ANA-mai ntai ned YANG nodul es. These
gui delines are meant to | everage existing | ANA registries and use
YANG as another format to present the content of these registries



when appropri ate.
4.30.2. Cuidelines for | ANA-Mai ntai ned YANG Mbdul es

When desi gning a YANG nodul e for a functionality governed by a
protocol for which I ANA maintains a registry, it is RECOMWENDED to
speci fy an | ANA-mai nt ai ned YANG nodul e that echoes the content of
that registry. This is superior to including that content in an

| ETF- mai nt ai ned nodul e.

When one or multiple registries are avail abl e under the sane registry
group, it is RECOVWENDED to define an | ANA-nai ntai ned YANG nodul e for
each registry. However, nodul e designers MAY consi der defining one
singl e 1 ANA- mai nt ai ned YANG nodul e that covers all registries if

mai ntai ning that single nodule is manageable (e.g., very few val ues
are present or expected to be present for each registry). An exanple
of such a nodule is docunented in Section 5.2 of [RFC9132].

An | ANA- mai nt ai ned YANG nodul e may use the "identityref" data type
approach (e.g., [RFC8675]) or an "enuneration" data type approach
(e.g., [RFC9108]). See Section 4.11.1 for a gui dance on which data
type to use. The decision about which type to use should be made
based upon specifics related to the intended use of the | ANA-

mai nt ai ned YANG nodul e. For exanple, identities are useful if the
registry entries are organi zed hierarchically, possibly including
mul tiple inheritances. The reasoning for the design choice MJST be
docunented in the conpani on specification that registers an | ANA-
mai nt ai ned YANG nodul e. For exampl e, [RFC9244] defines an | ANA-

mai nt ai ned YANG nodul e that uses enunmerations for the follow ng
reason:

| The DOTS telenetry nodule (Section 11.1) uses "enunmerations"

| rather than "identities" to define units, sanples, and intervals
| because otherw se the nanespace identifier "ietf-dots-telenmetry"

| rmust be included when a telenmetry attribute is included (e.g., in
| a mtigation efficacy update). The use of "identities" is thus

| suboptimal fromthe standpoint of message conpactness, as nessage
| compactness is one of the key requirenents for DOTS signal channe
| messages.

Desi gners of | ANA-mai nt ai ned YANG nodul es MAY supply the initial ful
version of the nodule in a specification docunent that registers the
modul e or only a script to be used (including by |1 ANA) for generating
the nodule (e.g., an Extensible Styl esheet Language Transformations
(XSLT) stylesheet as in Appendi x A of [RFC9108] or a Python script as
in [ RFC9645]). For both cases, the docunent that defines an | ANA-

mai nt ai ned YANG nodul e MUST include a note indicating that the
docunent is only docunmenting the initial version of the nodule and
that the authoritative version is to be retrieved fromthe | ANA
registry. Also, the | ANA-mai ntai ned nodul e MUST incl ude the
following note indicating the RFC that registered the initial version
of the | ANA-nmai nt ai ned YANG nodul e:

| The initial version of this YANG nodule is part of RFC II11; see
| the RFC itself for full legal notices

It is RECOWENDED to include the URL fromwhere to retrieve the
recent version of the nodule. Wen a script is used, the Internet-
Draft that defines an | ANA-mai nt ai ned YANG nodul e has to include an
appendi x with the full script and SHOULD i ncl ude an appendix with the
initial full version of the nodule. |Including such an appendix in
Internet-Drafts is meant to assess the correctness of the outcone of
the supplied script. The authors MJST include a note to the RFC
Editor requesting that the appendix with the initial version of the
modul e be renoved before publication as RFC and that RFC 1111 is
replaced with the RFC nunber that is assigned to the docunent.



Initial versions of | ANA-maintained YANG nodul es that are published
in RFCs may be misused despite the appropriate |anguage to refer to
the 1ANA registry to retrieve the up-to-date nodule. This is
problematic for interoperability, e.g., when values are deprecated or
are associ ated with a new neani ng.

| Note: [Style] provides XSLT 1.0 styl esheets and other tools for
| translating | ANA registries to YANG nodul es. The tools can be
| used to generate up-to-date revisions of an | ANA-nai ntai ned

|  YANG nodul e based upon the XM representation of an | ANA

| registry.

If an | ANA-mai nt ai ned YANG nodul e is inported by another nodule, a
normative reference with the |ANA URL fromwhich to retrieve the

| ANA- mai nt ai ned YANG nodul e SHOULD be included. Al though not
encouraged, referencing the RFC that defines the initial version of
the 1 ANA nodul e is acceptable in specific cases (e.g., the inported
version is specifically the initial version, the RFC includes useful
description about the usage of the nodul e).

Exanpl es of I ANA URLs fromwhich to retrieve the |atest version of an
| ANA- mai nt ai ned YANG nodul e are as foll ows:

* https://ww. iana. org/assi gnnment s/ i ana- bgp-1 2- encaps,
* https://ww. i ana. org/ assi gnnent s/i ana- pseudowi re-types, and
* https://ww. iana. org/assi gnnent s/i ana- bf d-t ypes.

"I ANA FOO URL" is used in the following to refer to such URLs. These
URLs are expected to be sufficiently permanent and stabl e.

Whenever referencing a specific version of an | ANA-nai ntai ned YANG
nmodul e i s needed, then URLs such as the follow ng are used:

* https://ww. iana. org/assi gnments/iana- bgp-
| 2- encaps@022- 09- 20. yang

"I ANA FOO URL_ Wth REV" is used in the following to refer to such
URLS.

A templ ate for | ANA-rai ntai ned YANG nodul es is provided in
Appendi x C.

4.30.3. CGuidance for Witing the | ANA Considerations for RFCs Defining
| ANA- Mai nt ai ned YANG Mbdul es

In addition to the | ANA considerations in Section 3.8, the | ANA
Consi derations section of an RFC that includes an | ANA-mai nt ai ned
YANG nodul e MUST provide the required instructions for ANA to
automatically performthe nai ntenance of that | ANA nodule. These
instructions describe howto proceed with updates to the | ANA-

mai nt ai ned YANG nodul e that are triggered by a change to the
authoritative registry. Concretely, the | ANA Consi derations section
SHALL at |east provide the follow ng information:

* Arequest to |ANA to add a note to the page displaying the
i nformati on about the | ANA-mai ntai ned YANG nodul e that new val ues
must not be directly added to the nmodule. These val ues shoul d be
added to an authoritative | ANA registry.

* Arequest to [ANA to add a note to the authoritative | ANA registry
to indicate that any change to the registry nust be reflected into
the correspondi ng | ANA-mai nt ai ned YANG nodul e.  That is, any
changes to the registry nust be acconpani ed by an update to the
correspondi ng | ANA- mai nt ai ned YANG nodul e.



* Details about the required actions (e.g., add a new "identity" or
"enuni statement) to update the | ANA-nai ntai ned YANG nodule to
reflect changes to an authoritative | ANA registry. Typically,
these details have to include the procedure to create a new

"identity" statement name and substatenments ("base", "status",
"description", and "reference") or a new "enuni statenent and
substatenments ("value", "status", "description", and "reference").

- \When creating a new "identity" statenment name or a new "enunt
statement, it is RECOMMENDED to use the sane nanme (if present)
as recorded in the | ANA registry.

- If the nanme in the I ANA registry does not conply with the
nanm ng conventions listed in Section 4.3.1, the procedure MJST
detail how | ANA can generate legal identifiers fromsuch a
name. Specifically, if the name begins with a nunber, it is
RECOMVENDED to spell out (i.e., not use a digit) the nunber
when used as an identifier. |ANA should be provided with
instructions to performsuch a task. For exanple, authors of a
modul e with such identifiers have to indicate whether

0 "3des-chc" should be "three-des-chc" or rather "triple-des-
cbc" to be consistent with Section 6.3 of [RFC4253].

0 "6to4" should be "sixToFour" as in [ RFC7224] or "sixtofour"
as in [ RFC8675].

- |If anewregistration uses an identifier that does not conply
with the nam ng conventions listed in Section 4.3.1, |ANA
shoul d check if guidance to generate legal identifiers was
supplied in the RFC that specified the initial version of the
module. | f no such guidance is available, | ANA should check
the latest revision of the | ANA-nai ntai ned YANG nodul e for
simlar patterns. |If all else fails, | ANA should seek advice
fromrelevant registry experts (e.g., designated experts for a
registry using the Expert Review policy (Section 4.5 of
[ RFC8126]) or responsible area director).

The | ANA Consi derations Section MAY al so provide the follow ng
information if a default action is to be overridden

* A note whether unassigned or reserved val ues should be present in
the | ANA-mai ntai ned YANG nodule. |If no instruction is provided,
unassi gned or reserved val ues nust not be present in the | ANA-
mai nt ai ned YANG nodul e.

* An instruction whether experinental values should be included in

the | ANA-mai nt ai ned YANG nodule. |If no instruction is provided,
experinmental values MJUST NOT be listed in the | ANA-nai ntai ned YANG
nmodul e.

* An instruction about how to generate the "revision" statenent. |If

no instruction is provided, default actions provided in
Section 5.3 will be foll owed.

A tenplate for the | ANA Considerations is provided in

Section 4.30.3.1 for | ANA-nai ntai ned YANG nodul es with identities and
Section 4.30.3.2 for | ANA-mai ntai ned YANG nodul es with enunerations.
Authors may nodify the tenplate to reflect specifics of their nodul es
(e.g., multiple registries can be listed for a single | ANA-naintained
YANG nodul e, no explicit description (or nane) field is |isted under
the authoritative | ANA registry, or the nane does not conply with
YANG nami ng conventions (Section 4.3.1)).

An exanpl e of "revision" statements that are generated follow ng the



gui dance in Section 5.3.2 is provided bel ow

revision 2023-11-27 {
description
"Regi stered RR Type RESI NFO 261.";
ref erence
"https://ww.iana. org/assi gnment s/ yang- par aneters/"
+ "iana-dns-cl ass-rr-type@023-11-27. yang";
}

revision 2023-11-08 {
description
"Updat ed description and repl aced draft string reference to
64 and 65 with RFC 9460: Service Binding and Paraneter
Specification via the DNS (SVCB and HTTPS Resource Records).";
ref erence
"RFC 9460: Service Binding and Paraneter Specification via the
DNS (SVCB and HTTPS Resource Records)
htt ps://ww. i ana. or g/ assi gnment s/ yang- par aneters/"
+ "iana-dns-cl ass-rr-type@023-11-08. yang";
}

revi si on 2023-04-25 {
description
"Updated reference for 64 and 65.";
ref erence
"https://ww.iana. org/assi gnnment s/ yang- par aneters/"
+ "iana-dns-cl ass-rr-type@023- 04- 25. yang";
}

revisi on 2022-05-30 {
description
"Updat ed description, reference for 64 and 65.";
ref erence
"https://wwv. i ana. or g/ assi gnnment s/ yang- par aneters/"
+ "iana-dns-cl ass-rr-type@022-05-30. yang";
}

revision 2021-08-31 {
description
"Initial revision.";
ref erence
"RFC 9108: YANG Types for DNS Cl asses and Resource Record
Types”;
}

Duplicating the sane reference at the high level and at the | evel of
a new addition mght be redundant. For exanple, the follow ng does
not provide access to a specific (OLD) revision of the nodul e when
future revisions are made [I ANA Tunnel Type URL]:

revision 2021-04-23 {
description
"Regi stered tunnel Type 19.";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol";

}

revision 2019-11-16 {
description
"Initial revision.";
ref erence
"RFC 8675: A YANG Data Model for Tunnel Interface Types";



identity ipsectunnel node {
base ift:tunnel;
description
"I pSec tunnel node encapsul ation."”;
ref erence
"RFC 4301: Security Architecture for the Internet Protocol";

}

The foll owi ng exanpl e shows how to generate the "revision" statenents
foll owi ng the guidance in Section 5.3.2:

revision 2021-04-23 {
description
"Regi stered tunnel Type 19.";
ref erence
"https://wwv. i ana. or g/ assi gnnment s/ yang- par aneters/"
+ "iana-tunnel -type@021- 04- 23. yang
RFC 4301: Security Architecture for the Internet Protocol"”;
}

revision 2019-11-16 {
description
"Initial revision.";
ref erence
"RFC 8675: A YANG Data Model for Tunnel Interface Types";

}

identity ipsectunnel node {
base ift:tunnel;
description
"I pSec tunnel nbde encapsul ation.";
reference
"RFC 4301: Security Architecture for the Internet Protocol";

}

The tenplates in the foll ow ng subsections are to be considered in
addition to the required information that is provided in Section 3.8.

4.30.3.1. Tenplate for | ANA-Mai ntai ned YANG Mbdul es with Identities
<BEG N TEMPLATE TEXT>

This docunent defines the initial version of the | ANA-nmai ntai ned

"i ana-foo0" YANG nodul e. The npbst recent version of the YANG nodul e
is available fromthe "YANG Paraneters" registry group

[ 1 ANA- YANG- PARAMVETERS] .

IANA is requested to add this note to the registry:

New val ues must not be directly added to the "iana-foo" YANG
nmodul e.  They nust instead be added to the "foo" registry.

I ANA is requested to add this note to [reference-to-the-iana-foo-
registryj:

When this registry is nodified, the YANG nodul e "i ana-fo00"
[ANA FOO URL] nust be updated as defined in RFC 111

When a value is added to the "foo" registry, a new "identity"
statenment needs to be added to the "iana-foo" YANG nodul e.

The nane of the "identity" MJUST be the nanme as provided in the
registry. The "identity" statement should have the foll ow ng
subst at ement s defi ned

"base": Cont ai ns ' nane- base-identity-defined-in-foo’



"status": Include only if a registration has been deprecated or
obsol eted. | ANA "deprecated" naps to YANG status
"deprecated", and | ANA "obsol ete" maps to YANG st at us

"obsol ete".
"description": Replicates the description fromthe registry.
"reference": Replicates the reference(s) fromthe registry with

the title of the docunent(s) added.
-- Optional:

-- Include only text that needs to be custom zed for the nodul e.

-- Text that does not require custom zation should be

-- onitted

-- Notes tagged with "--" include instructions for authors. These
-- notes nust not be copied.

Unassi gned and Reserved Val ues:

-- To be conpleted only if unassigned and/or reserved val ues
-- (which may include experimental values) should be included
-- in the module. These values are typically not included.

Descri ption Substatenents:

-- To be conpleted only if the default actions described in

-- Section 5.3.2 of RFC 9907 are to be overridden

-- Specify whether instructions apply to "revision" statenents,
-- "identity" statenents, or both.

Ref erence Subst at enent s:

-- To be conpleted only if the default actions described in

-- Section 5.3.2 of RFC 9907 are to be overridden

-- Specify whether instructions apply to "revision" statenents,
-- "identity" statenents, or both.

Nam ng Consi derati ons:

-- If aname in the 1ANA registry does not conply with the

-- YANG nami ng conventions, add details how | ANA can generate
-- legal identifiers. For exanple, if the nanme begins with

-- a nunber, indicate a preference to spell out the nunber when
-- used as an identifier.

<END TEMPLATE TEXT>

4.30.3.2. Tenplate for | ANA-Mii ntai ned YANG Modul es wi th Enunerations

<BEG N TEMPLATE TEXT>

Thi s docunent defines the initial version of the | ANA-nmintai ned

"i ana-fo0" YANG nodul e. The npbst recent version of the YANG nodul e
is available fromthe "YANG Paraneters" registry group

[ I ANA- YANG PARAMETERS] .

IANA is requested to add this note to the registry:

New val ues must not be directly added to the "iana-foo" YANG
nmodul e. They nust instead be added to the "foo" registry.

When a value is added to the "foo" registry, a new "enuni' statenent
must be added to the "iana-foo" YANG nodule. The "enum statenent,



5.

5.

and substatenments thereof, should be defi ned:

"enun': Replicates a nane fromthe registry.

"val ue": Cont ai ns the deci mal val ue of the | ANA-assigned
val ue.

"status": Is included only if a registration has been
deprecated or obsoleted. |ANA "deprecated" naps

to YANG status "deprecated", and | ANA "obsol et e"”
maps to YANG status "obsol ete".

"description": Replicates the description fromthe registry.

"reference": Replicates the reference(s) fromthe registry.
Ref erences to docunents should also include titles.

-- Optional:

-- Include only text that needs to be custom zed for the nodul e.

-- Text that does not require custom zation should be

-- onitted

-- Notes tagged with "--" include instructions for authors. These
-- notes nust not be copied.

Unassi gned and Reserved Val ues:

-- To be conpleted only if unassigned and/or reserved val ues
-- (which may include experimental values) should be included
-- in the module. These values are typically not included.

Descri ption Substatenents:

-- To be conpleted only if the default actions described in
-- Section 5.3.2 of RFC 9907 are to be overridden

-- Specify whether instructions apply to "revision" statenments, "enunt

-- statenents, or both.
Ref erence Subst at enent s:

-- To be conpleted only if the default actions described in
-- Section 5.3.2 of RFC 9907 are to be overridden

-- Specify whether instructions apply to "revision" statenents, "enunf

-- statenents, or both.
Nam ng Consi derati ons:
-- If aname in the 1ANA registry does not conply with the
-- YANG nami ng conventions, add details how | ANA can generate
-- legal identifiers. For exanple, if the nanme begins with
-- a nunber, indicate a preference to spell out the nunmber when
-- used as an identifier.
<END TEMPLATE TEXT>
I ANA Consi derations
1. YANG Modul es

The following registration in the "ns" registry of the "I ETF XM

Regi stry" registry group [ RFC3688] was detailed in [RFC8407]. |ANA

has updated this registration to reference this docunent.

URI: wurn:ietf:params:xm:ns:yang:ietf-tenplate
Regi strant Contact: The |ESG



XM.: N A; the requested URI is an XM. namespace.

| ANA has registered the following URI in the "ns" registry within the
"I ETF XML Registry" registry group [ RFC3688]:
URI: wurn:ietf:params:xm :ns:yang:iana-tenplate

Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanmespace.

I ANA has registered the following YANG nodul es in the "YANG Mdul e
Nanmes" registry [ RFC6020] [RFC9890] within the "YANG Paramneters”
registry group.

Nane: ietf-tenplate

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params:xm:ns:yang:ietf-tenplate
Prefix: tenp

Ref erence: RFC 9907

Nane: iana-tenplate

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params: xm:ns:yang:iana-tenplate
Prefix: iana-foo

Ref erence: RFC 9907

5.2. Update in YANG Paraneters Registry G oup

For the references of the "YANG Modul e Nanmes" regi stry under the
"YANG Parameters” registry group, |ANA has updated [ RFC8407] to this
docunent, as it contains the tenpl ate necessary for registration in
Appendi x B.

5.3. | ANA- Mai nt ai ned YANG Mbdul es

I ANA should refer to Section 4.30.3 for information necessary to
popul ate "revision" statenents and "identity" and "enuni
substatenments in | ANA-nmai nt ai ned YANG nodul es.

These considerations cover both the creation and nmai ntenance of an

| ANA- mai nt ai ned YANG nodul e, and they include both instructions
applicable to all | ANA-mai ntai ned YANG nodul es and instructions that
can be custonized by nodul e creators.

5.3.1. Requirenents for Al Modul es

In particular, the followi ng instructions should apply to all
modul es:

* When a YANG nmodul e is updated, a new "revision" statenent with a
uni que revision date nust be added in front of the existing
revision statements. The "revision" statenent MJST contain both
"description" and "reference" substatenents as described in
Section 5. 3. 2.

* \When an underlying registration is deprecated or obsoleted, a
correspondi ng "status" substatenent should be added to the
"identity" or "enunt statenent.

*  The "reference" substatenent in the "revision" statenent shoul d
poi nt specifically to the published nodule (i.e.,
I ANA FOO URL_Wth_REV). \When the registration is triggered by an
RFC, that RFC nust also be included in the "reference"
substatenent. It nmay also point to an authoritative event
triggering the update to the YANG nodule. |In all cases, the event
is cited fromthe underlying | ANA registry.
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*  References to docunents should include titles.

In addition, when the nodule is published, | ANA nust add the
follow ng notes to:

The YANG Mbdul e Names registry:
New val ues must not be directly added to the "iana-foo" YANG
nmodul e.  They nust instead be added to the "foo" registry.

The underlying registry:
When this registry is nmodified, the YANG nodul e "i ana-foo"
[ANA_FOO URL] nust be updated as defined in RFC 111

3.2. Requirenents Subject to Custom zation

Unl ess the creators of an | ANA-nai ntai ned YANG nodul e specify
otherwi se in their document’s | ANA Consi derations section, the
followi ng instructions will apply:

* Unassigned and reserved val ues (including experinental val ues)
will be omtted fromthe nodul e.

* The "reference" substatement in an "identity" or "enunl statenent
should mrror the underlying registry. It may point to contact
nanes as well as documents.

* |n a "revision" statenent, the "description" substatenent captures
what changed in the revised version. Typically, the "description”
enuner at es changes such as updates to existing entries (e.qg.,
update a "description” or a "reference") or notes which identities
were added or had their status changed (e.g., deprecated,

di scouraged, or obsol eted).

When such a description is not feasible, the description varies in
accordance with the trigger for the update.

If the update is triggered by an RFC, the "description”
subst at ement shoul d i nclude or consist of this text:

Appl i ed updates as specified by RFC XXXX.

If the registration policy for the registry does not require RFC
publication (Section 4 of [RFC8126]), insert this text:

Appl i ed updates as specified by the registration policy
<Sone_I| ANA policy>.

Oper ational Considerations
Al t hough the docunent focuses on YANG dat a nodel i ng | anguage
gui dance, the docunent does not define a protocol or a protoco
extension. As such, there are no new operations or manageability
requi renents introduced by this docunent.

Security Considerations
Thi s docunent defines guidelines for NETCONF or RESTCONF content
defined with the YANG data nodeling | anguage. |t does not introduce
any new or increased security risks.
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Appendi x A, Mdul e Revi ew Checkl i st

This section is adapted from|[RFC4181].

The purpose of a YANG nodule reviewis to review the YANG nodul e for
bot h technical correctness and adherence to | ETF docunentati on
requirenents. The follow ng checklist may be hel pful when review ng
an |-D:

*

|-D Boilerplate: Verify that the docunent contains the required
sections (see <https://authors.ietf.org/required-content>).

Abstract: Verify that the abstract does not contain references,
that it does not have a section number, and that its content
follows the guidelines in <https://ww.ietf.org/id-info/

gui del i nes. ht m >.

Copyright Notice: Verify that the docunent has the appropriate
text regarding the rights that docunent contributors provide to
the I ETF Trust [RFC5378]. Verify that it contains the full |ETF
Trust copyright notice at the begi nning of the docunent. The |ETF
Trust Legal Provisions (TLP) can be found at:
<https://trustee.ietf.org/license-info/>

Security Considerations section: If none of the nodules in the
docunent falls under the exceptions in Section 3.7 (e.g., use YANG
data structure), verify that the section is nodeled after the

| at est approved tenplate fromthe Operati ons and Managenent (OPS)
area website (see <https://w ki.ietf.org/group/ops/yang-security-



gui delines>) and that the guidelines therein have been foll owed.

* | ANA Consi derations section: This section nust always be present.
For each nmodul e within the document, ensure that the | ANA
Consi derations section contains entries for the follow ng | ANA
registries:

- XM. Nanespace Registry: Register the YANG nodul e nanmespace.

- YANG Modul e Registry: Regi ster the YANG nodul e nane, prefix,
nanespace, and RFC number according to the rules specified in
[ RFC6020] .

* References: Verify that the references are properly divided
bet ween normative and informative references, that RFCs 2119 and
8174 are included as normative references if the term nol ogy
defined therein is used in the document, that all references
required by the boilerplate are present, that all YANG nodul es
containing inported itenms are cited as normative references, and
that all citations point to the nbst current RFCs, unless there is
a valid reason to do otherwi se (for exanple, it is okay to include
an informative reference to a previous version of a specification
to help explain a feature included for backward compatibility).
Be sure citations for all inported nodul es are present sonewhere
in the docunment text (outside the YANG nodule). |If a YANG nodul e
contains "reference" or "description" statenents that refer to an
I-D, then the I-Dis included as an informative reference.

* License: Verify that the docunent contains the Revised BSD License
in each YANG nmodul e or submodul e. Some guidelines related to this
requi renent are described in Section 3.1. Mke sure that the
correct year is used in all copyright dates. Use the approved
text fromthe latest TLP document, which can be found at:
<https://trustee.ietf.org/license-info/>

*  Other Issues: Check for any issues mentioned in
<https://ww.ietf.org/id-info/checklist.htm > that are not covered
el sewhere

* Technical Content: Review the actual technical content for
compliance with the guidelines in this docunent. The use of a
YANG nodul e conpiler is recomrended when checking for syntax
errors. A list of freely available tools and other information,
including formatting advice, can be found at:
<https://wki.ietf.org/group/netconf> and
<https://wki.ietf.org/group/netnmod>

Checki ng for correct syntax, however, is only part of the job. It
is just as inportant to actually read the YANG nodul e docunent
fromthe point of view of a potential inplementor. It is

particularly inmportant to check that "description" statenents are
sufficiently clear and unanbi guous to allow i nteroperable
i npl ementations to be created
Appendi x B. Tenplate for | ETF Mdul es
<CODE BEG NS> file "ietf-tenpl ate@023-07-26. yang"
modul e ietf-tenplate {
yang-version 1.1;
/1 replace this string with a unique namespace URN val ue
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-tenplate"”;

/'l replace this string, and try to pick a unique prefix



prefix tenp;

/1 inmport statenents here: e.g.,

/1 inmport ietf-yang-types { prefix yang; }

/1 import ietf-inet-types { prefix inet; }

/] identify the | ETF working group if applicable

organi zati on
"I ETF your-wg- name (Expanded WG Nane) Worki ng G oup";

/] update this contact statement with your info

cont act
"WG Web: https://datatracker.ietf.org/ wy/your-wg-nane
WG List: YOUR-WG NAME <nai |l to: your-wg- nane@ et f. or g>

Edi t or: your - namne
<mai | t 0: your - ermrai | @xanpl e. conm";

/1 replace the first sentence in this "description" statenent.
/1 replace the copyright notice with the nost recent

/1 version, if it has been updated since the publication

/1 of this docunent.

description
"This nodul e defines a tenplate for other YANG nodul es.

Copyright (c) <insert year> | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. org/ assi gnnent s/ yang- par anet ers).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

/1l RFC Ed: replace 'date-revision’” with the nodul e publication date
/1 the format is (YYYY-Mu DD)

/1 replace XXXX wi th actual RFC nunber and renove
/1 this note

revision date-revision {
description
"What changed in this revision.";
reference
"RFC XXXX: <Repl ace Wth Docunent Title>";
}

/1 Authors: Replace RFC Il with the RFC nunber and title
// of the RFC that defined the initial version of
// the nodul e and renove this note

revision date-initial {
description
"Initial version.";
ref erence
"RFC I11l1: <Replace Wth Docunent Title>";



/] extension statements

/] feature statements

/] identity statements

/] typedef statenents

/1 grouping statements

// data definition statenments

/1 augnent statenents

/1 rpc statenments

/1 notification statenents

/1 DO NOT put deviation statenents in a published nodul e

lCCDE ENDS>
Appendi x C. Tenplate for | ANA-Mai ntai ned YANG Mdul es

<CODE BEG NS> file "iana-tenpl ate@023-12-08. yang"

nmodul e ianajtenplate {
yang-version 1.1;
/1 replace this string with a unique namespace URN val ue
nanespace "urn:ietf:paranms: xnl :ns:yang:iana-tenpl ate";
/1 replace with the assigned prefix
prefix iana-foo;

organi zati on
"Internet Assigned Nunmbers Authority (1ANA)";

cont act
"Internet Assigned Nunmbers Authority

| CANN
12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094

Tel: +1 310 301 5800
<mumi | t o: i ana@ ana. or g>";

description
"This nodul e defines a tenplate for | ANA-nmi ntai ned nodul es.

Copyright (c) <insert year> | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

The initial version of this YANG nodule is part of RFC II11;
see the RFC itself for full legal notices

/'l RFC Ed.: replace |11l with actual RFC nunmber and renove
/1 this note



[l If a script is used, conplete with the script information

This version of this YANG nodul e was generated fromthe
corresponding | ANA registry using a <script-info>

/1 RFC Ed.: replace the | ANA FOO URL and renove this note

The | atest version of this YANG nodule is avail able at
<l ANA_FOO URL>.";

/1 replace with the registry name and the URL of the | ANA registry

ref erence
"Registry Name (URL)";

/1 replace 'date-revision” with the nodul e publication date
[l the format is (YYYY-MV DD)

revi sion date-revision {
description
"Indicates the list of changes per Section 4.30.3 of RFC 9907";
ref erence
"URL of the | atest version of the nodule
(if any) list the authoritative event (e.g., RFC) that
triggered the update to the YANG nodul e";

/1 replace 'date-initial’ with the nodule publication date
/1 the format is (YYYY-MV DD)

revision date-initial {
description
"Initial version.";

reference
"URL of the published initial version of the nodule
RFC IIIl: RFC Title";

/1 RFC Ed.: Update with the RFC nunber and title
// of the RFC that defined the initial version of
/'l the nodule and renpve this note

}

/1 identity statenents
/1 typedef statenents

}
<CODE ENDS>
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