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Thi s docunent retires the use of GOST R 34.10-2001 (menoni c "ECC
GOST") and GOST R 34.11-94 wit hin DNSSEC.

RFC 5933 (Historic) defined the use of GOST R 34.10-2001 and GOST R
34.11-94 algorithns with DNS Security Extensions (DNSSEC). This
docunent updates RFC 5933 by deprecating the use of ECC GOST.
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1. I nt roducti on



The GOST R 34.10-2001 and GOST R 34.11-94 algorithns are docunented
in [RFC5933] and their use with DNS Security Extensions (DNSSEC) is
further described in [ RFC9364]. These two al gorithnms were deprecated
by the Orders of the Federal Agency for Technical Regul ation and
Metrol ogy of Russia (Rosstandart) in August 2012 and were superseded
by GOST 34.10-2012 and GOST 34.11-2012, respectively. The use of
these two newer algorithns in DNSSEC i s docunented in [ RFC9558], and
their associated requirenent |evels are not changed by this docunent.

Thus, the use of GOST R 34.10-2001 (menoni ¢ "ECC- GOST") and GOST R
34.11-94 is no | onger recommended for use in DNSSEC [ RFC9364] .

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Deprecating ECC-GOST Al gorithms in DNSSEC

The GOST R 34.11-94 al gorithm [ RFC5933] MUST NOT be used when
creating Del egation Signer (DS) records. Validating resolvers MJST
treat GOST R 34.11-94 DS records as insecure. |f no other DS records
of accepted cryptographic algorithnms are avail able, the DNS records
bel ow t he del egati on point MJST be treated as insecure.

The GOST R 34. 10-2001 al gorithm[RFC5933] (mmenonic "ECC- GOST") MJST
NOT be used when creating DNS Public Key (DNSKEY) and Resource Record
Signature (RRSIG records. Validating resolvers MIST treat RRSIG
records created from DNSKEY records using these algorithns as
unsupported algorithms. |f no other RRSIG records of accepted
cryptographic algorithns are avail able, the validating resolver MJST
consi der the associ ated resource records as insecure.

3. Security Considerations

Thi s docunent potentially increases the security of the DNSSEC
ecosystem by deprecating algorithns that are no | onger reconmended
for use.

4. Operational Considerations

Thi s docunment renoves support for ECC-GOST. Zone operators currently
maki ng use of ECC- GOST- based al gorithnms should switch to al gorithns
that remain supported. DNS registries should prohibit their clients
from upl oadi ng and publ i shi ng ECC- GOST- based DS records to ensure
that they are using algorithns that are supported by DNSSEC

val idators and thus can be DNSSEC val i dat ed.

5. | ANA Consi derati ons

I ANA has updated the GOST R 34.10-2001 (12) entry in the "DNS
Security Al gorithm Nunbers" registry [ DNSKEY-1ANA] [ RFC9904] as
fol |l ows:

Nunber: 12

Description: GOST R 34.10-2001 ( DEPRECATED)
Mhenmoni c:  ECC- GOST

Zone Signing: Y

Trans. Sec.: *

Use for DNSSEC Signing: MJST NOT

Use for DNSSEC Validation: MJST NOT

I mpl enent for DNSSEC Signing: MJST NOT



I mpl enent for DNSSEC Validation: MJST NOT

Ref erence: [RFC5933], Change the status of GOST Signature Al gorithns
in DNSSEC in the | ETF streamto Historic
(https://datatracker.ietf.org/doc/status-change-gost-dnssec-to-
hi storic/), and RFC 9906

Note: The "Use for DNSSEC Si gning" and "I npl ement for DNSSEC
Del egation" columms were already set to MJST NOT.

| ANA has updated the GOST R 34.11-94 (3) entry in the "D gest
Al gorithns" registry [DS-1ANA] as foll ows:

Value: 3

Description: GOST R 34.11-94 ( DEPRECATED)

Use for DNSSEC Del egation: MJST NOT

Use for DNSSEC Validation: MJST NOT

I mpl ement for DNSSEC Del egation: MJST NOT

I mpl enent for DNSSEC Validation: MJST NOT

Ref erence: [RFC5933], Change the status of GOST Signature Al gorithns
in DNSSEC in the | ETF streamto Historic
(https://datatracker.ietf.org/doc/status-change-gost-dnssec-to-
hi storic/), and RFC 9906

Note: The "Use for DNSSEC Si gning" and "I npl ement for DNSSEC
Del egati on” columms were already set to MJST NOT.
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