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Deprecating the Use of SHA-1 in DNSSEC Signature Al gorithns
Abst r act

Thi s docunent deprecates the use of the RSASHAl and
RSASHA1- NSEC3- SHA1 al gorithms for the creation of DNS Public Key
(DNSKEY) and Resource Record Signature (RRSIG records.

It updates RFCs 4034 and 5155 as it deprecates the use of these
al gorithns.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww rfc-editor.org/info/rfc9905.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided w thout warranty as descri bed
in the Revised BSD License.
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1. Introduction

The security of the protection provided by the SHA-1 al gorithm



[ RFC3174] has been slowy di m nishing over time as various forns of
attacks have weakened its cryptographi c underpi nning. DNSSEC

[ RFC9364] (originally defined in [RFC3110]) nmde extensive use of
SHA-1, for exanple, as a cryptographic hash algorithmin Resource
Record Signhature (RRSIG and Del egation Signer (DS) records. Since
then, nmultiple other algorithns with stronger cryptographic strength
have beconme wi dely available for DS records and for RRSI G and DNS
Public Key (DNSKEY) records [ RFC4034]. OOperators are encouraged to
consider switching to one of the recommended algorithns listed in the
"DNS Security Al gorithm Nunbers" [ DNSKEY-1ANA] and "DNS Security

Al gorithm Nunmbers" [DS-1ANA] registries, respectively. Further,
support for validating SHA-1-based signatures has been renmpoved from
some systems. As a result, SHA-1 as part of a signature algorithmis
no longer fully interoperable in the context of DNSSEC. As adequate
alternatives exist, the use of SHA-1 is no | onger advisable.

Thi s docunent thus deprecates the use of RSASHA1l and
RSASHA1- NSEC3- SHA1 for DNS Security Al gorithns.

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Deprecating SHA-1 from DNSSEC Si gnatures and Del egati on RRs

The RSASHAL [ RFC4034] and RSASHA1- NSEC3- SHA1 [ RFC5155] al gorithns
MUST NOT be used when creating DS records. Operators of validating
resol vers MJUST treat RSASHAL and RSASHALl- NSEC3- SHA1 DS records as
insecure. |If no other DS records of accepted cryptographic
algorithnms are available, the DNS records bel ow the del egati on point
MUST be treated as insecure.

The RSASHALl [ RFC4034] and RSASHA1l- NSEC3- SHA1 [ RFC5155] al gorithns
MUST NOT be used when creating DNSKEY and RRSI G records. Validating
resol ver inplenmentations ([ RFC9499], Section 10) MJST continue to
support validation using these algorithnms as they are dininishing in
use but still actively in use for sone donains as of this
publication. Operators of validating resolvers MIST treat DNSSEC
signing al gorithms RSASHA1 and RSASHA1l- NSEC3- SHA1 as unsupported,
rendering responses insecure if they cannot be validated by other
supported signing al gorithns.

3. Security Considerations

Thi s docunent deprecates the use of RSASHA1 and RSASHAl- NSEC3- SHA1l
for DNSSEC del egati on and DNSSEC si gning since these algorithns are
no | onger considered to be secure.

4. Operational Considerations

Zone owners currently nmaking use of SHA-1-based al gorithns shoul d
imediately switch to algorithns with stronger cryptographic

al gorithms, such as the recomrended algorithns in the 1 ANA registries
[ DNSKEY- | ANA] [ DS- 1 ANA] .

Operators shoul d take care when depl oyi ng software packages and
operating systenms that may have al ready renoved support for the SHA-1
algorithm In these situations, software may need to be manual ly
built and depl oyed by an operator to continue supporting the required
| evel s indicated by the "Use for DNSSEC Validation" and "I npl enent
for DNSSEC Validation" colums, which this docunment is not changing.



| ANA Consi der ations

| ANA has updated the SHA-1 (1) entry in the "Di gest Al gorithns"
registry [DS-1ANA] [ RFC9904] as follows and has added this docunent
as a reference for the entry:

Value: 1

Description: SHA-1

Use for DNSSEC Del egation: MJST NOT

Use for DNSSEC Validation: RECOVMVENDED

I mpl ement for DNSSEC Del egation: MJST NOT
I mpl enent for DNSSEC Validation: MJST

| ANA has updat ed the RSASHALl (5) and RSASHA1l- NSEC3-SHAl1 (7) algorithm
entries in the "DNS Security Al gorithm Nunbers" registry

[ DNSKEY- | ANA] [ RFC9904] as follows and has added this docunment as a
reference for the entries:

Nunber: 5

Description: RSA/SHA-1

Mhermoni c:  RSASHAL

Zone Signing: Y

Trans. Sec.: Y

Use for DNSSEC Signing: MJST NOT

Use for DNSSEC Validation: RECOMVENDED

I mpl enent for DNSSEC Signing: NOI' RECOVMENDED
I npl enent for DNSSEC Validation: MJST

Nunber: 7

Description: RSASHA1- NSEC3- SHAL

Mhermoni c:  RSASHAL- NSEC3- SHAL

Zone Signing: Y

Trans. Sec.: Y

Use for DNSSEC Signing: MJST NOT

Use for DNSSEC Validation: RECOMVENDED

I mpl enent for DNSSEC Signing: NOI' RECOVMMENDED
I mpl enent for DNSSEC Validation: MJST
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