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I nt roducti on

The exchange of JSON data between systems is often secured agai nst



modi fi cation using JSON Web Si gnatures (JWss) [ RFC7515]. A popul ar
application of JWs5is the JSON Wb Token (JW) [RFC7519], a fornmat
that is often used to represent a user’'s identity. An ID Token as
defined in Openl D Connect [OpenlD. Core], for exanple, is a JW
containing the user’s clains created by the server for consunption by
a relying party. |In cases where the JW is sent immediately fromthe
server to the relying party, as in Openl D Connect, the server can
select at the tinme of issuance which user clains to include in the
JWI, minimzing the informati on shared with the relying party who
val i dates the JWI.

Anot her nodel is emerging that fully decouples the issuance of a JW
fromits presentation. 1In this nodel, a JW containing many cl ai ns
is issued to an internediate party, who holds the JW (the Hol der).
The Hol der can then present the JW to different verifying parties
(Verifiers) that each may only require a subset of the clains in the
JWI.  For exanple, the JWI may contain clains representing both an
address and a birthdate. The Hol der may el ect to disclose only the
address to one Verifier, and only the birthdate to a different
Verifier.

Privacy principles of mininmal disclosure in conjunction with this
model demand a nechani sm enabling sel ective disclosure of data

el ements while ensuring that Verifiers can still check the
authenticity of the data provided. This specification defines such a
mechani sm for JSON payl oads of JWss, with JWs as the prinary use
case.

Sel ectively Disclosable JW (SD-JWI) is based on an approach called
"sal ted hashes": For any data el enment that should be selectively

di scl osabl e, the Issuer of the SD-JW does not include the cleartext
of the data in the JSON payl oad of the JW5 structure; instead, a
digest of the data takes its place. For presentation to a Verifier,
the Hol der sends the signed payload along with the cleartext of those
clains it wants to disclose. The Verifier can then conmpute the
digest of the cleartext data and confirmit is included in the signed
payl oad. To ensure that Verifiers cannot guess cleartext val ues of
non-di scl osed data el ements, an additional salt value is used when
creating the digest and sent along with the cleartext when discl osing
it.

To prevent attacks in which an SD-JW is presented to a Verifier

wi t hout the Holder’s consent, this specification additionally defines
a nmechani smfor binding the SD-JW to a key under the control of the
Hol der (Key Binding). Wen Key Binding is enforced, a Holder has to
prove possession of a private key belonging to a public key contained
in the SD-JW itself. It usually does so by signing over a data
structure containing transaction-specific data, herein defined as the
Key Binding JWI. An SD-JW with a Key Binding JW is called "SD
JWI+KB" in this specification

1.1. Feature Summary

This specification defines two primary data formats:

1. SD-JW is a conposite structure, consisting of a JW5 plus
optional Disclosures, enabling selective disclosure of portions
of the JW5 payload. It conprises the foll ow ng:

* A format for enabling selective disclosure in nested JSON data
structures, supporting selectively disclosable object
properties (nanme/value pairs) and array el enents.

* A format for encoding the selectively disclosable data itens.

* A format extending the JWS Conpact Serialization, allow ng for



the conbi ned transport of the Issuer-signed JSON data
structure and the disclosable data itens.

* An alternate format extending the JWS JSON Serialization, also
allowing for transport of the Issuer-signed JSON data
structure and Di scl osure dat a.

2. SD-JW+KB is a conposite structure of an SD-JW and a
crypt ographi ¢ Key Binding that can be presented to and verified
by the Verifier. It conprises the follow ng:

* A mechanismfor associating an SD-JW with a key pair.

* Aformat for a Key Binding JWI (KB-JWI) that allows proof of
possession of the private key of the associated key pair.

* A format extending the SD-JW format for the conbi ned
transport of the SD-JW and the KB-JW.

.2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

Base64url :
Denotes the URL-safe base64 encodi ng wi thout paddi ng defined in
Section 2 of [RFC7515].

Claim
In this docunent, refers generally to object properties (nane/
val ue pairs) as well as array el enents.

Sel ective Disclosure:
Process of a Holder disclosing to a Verifier a subset of clains
contained in a JW issued by an |ssuer.

Sel ectively Disclosable JW (SD-JW):
A composite structure, consisting of an |ssuer-signed JW (JW5;
see [ RFC7515]) and zero or nore Disclosures, which supports
sel ective disclosure as defined in this document. It can contain
both regul ar clains and digests of selectively disclosable clains.

Di scl osure:
A base64url -encoded string of a JSON array that contains a salt, a
cl ai m name (present when the claimis a nane/value pair and absent
when the claimis an array element), and a claimvalue. The
Disclosure is used to calculate a digest for the respective claim
The term Di sclosure refers to the whol e base64url - encoded string.

Key Bi ndi ng:
Ability of the Hol der to prove possession of an SD-JW by proving
control over a private key during the presentation. Wen
utilizing Key Binding, an SD-JW contains the public key
corresponding to the private key controlled by the Holder (or a
reference to this public key).

Key Bi nding JWI (KB-JWI):
A Key Binding JWI is said to "be tied to" a particular SD-JW when
its payload is signed using the key included in the SD-JWr
payl oad, and the KB-JW contains a hash of the SD-JW in its
sd _hash claim |Its format is defined in Section 4.3.

Sel ectively Disclosable JWI with Key Bi nding (SD JW+KB):



A composite structure, conprising an SD-JW and a Key Binding JW
tied to that SD- JWI.

Processed SD- JWI Payl oad:
The JSON object resulting fromverification and processing of the
| ssuer-signed SD-JW, wth digest placeholders replaced by the
correspondi ng val ues fromthe D scl osures.

| ssuer:
An entity that creates SD JWs.

Hol der :
An entity that received SD-JWs fromthe |Issuer and has control
over them In the context of this docunent, the termmay refer to
the actual user, the supporting hardware and software in their
possessi on, or both.

Verifier:
An entity that requests, checks, and extracts the clainms froman
SD-JWI with its respective Disclosures.

2. Flow Diagram

| ssues SD-JWI
including all Disclosures

Presents SD-JW or SD- JW+KB
i ncludi ng sel ected Di scl osures

Figure 1: SD-JW |ssuance and Presentation Flow
3. Concepts

This section describes SD-JWs with their respective Disclosures and
Key Binding at a conceptual level, abstracting fromthe data fornmats
described in Section 4.

3.1. SD-JW and Di scl osures

An SD-JWI, at its core, is a digitally signed JSON docunent
containing digests over the selectively disclosable clains with the
Di scl osures outside the docunent. Disclosures can be omitted w thout
breaki ng the signature, and nodifications to them can be detected.
Sel ectively disclosable clains can be individual object properties
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(name/val ue pairs) or array el enents.

Each di gest value ensures the integrity of, and maps to, the
respective Disclosure. Digest values are cal cul ated using a hash
function over the Disclosures, each of which contains a
cryptographically secure randomsalt, the claimnanme (only when the
claimis an object property), and the claimvalue. The D sclosures
are sent to the Holder with the SD-JW in the format defined in
Section 4. Wen presenting an SD-JW to a Verifier, the Holder only
includes the Disclosures for the clains that it wants to reveal to
that Verifier.

An SD-JWI' MAY al so contain cleartext clainms that are always discl osed
to the Verifier.

Di sclosing to a Verifier

To disclose to a Verifier a subset of the SD-JW claimvalues, a

Hol der sends only the Disclosures of those selectively rel eased
clains to the Verifier as part of the SD JW.

Optional Key Binding

Key Binding is an optional feature. Wen Key Binding is required by
the use case, the SD-JW MJST contain information about the key

mat erial controlled by the Hol der.

| Note: How the public key is included in SD-JW is described in
| Section 4.1.2.

VWhen a Verifier requires Key Binding, the Holder presents an SD-
JWI+KB, consisting of an SD-JW as well as a Key Binding JW tied to
that SD-JWI. The Key Binding JW encodes a sighature by the Holder’'s
private key over

* a hash of the SD JWI,

* a nonce to ensure the freshness of the signature, and

* an audi ence value to indicate the intended Verifier for the
docunent .

Details of the format of Key Binding JWs are described in
Section 4. 3.

Verification
At a high level, the Verifier
* receives either an SD-JW or an SD-JW+KB from t he Hol der,

* verifies the signature on the SD-JWI (or the SD-JW inside the SD
JWI+KB) using the Issuer’s public key,

* wverifies the signature on the KB-JW using the public key included
(or referenced) in the SD-JWI, if the Verifier’s policy requires
Key Bi ndi ng, and

* calculates the digests over the Hol der-Sel ected D scl osures and
verifies that each digest is contained in the SD JW.

The detailed algorithmis described in Section 7. 3.
SD-JWI' and SD- JWI+KB Dat a Fornmats

An SD-JWI is conposed of



* an |ssuer-signed JW, and
* zero or nore Disclosures.
An SD- JWI+KB i s conposed of

* an SD-JW (i.e., an |Issuer-signed JW and zero or nore
Di scl osures), and

* a Key Binding JW.

The |ssuer-signed JW, Disclosures, and Key Binding JW are expl ai ned
in Sections 4.1, 4.2, and 4.3, respectively.

The conpact serialized format for the SD-JW is the concatenation of
each part delineated with a single tilde ('~") character as follows,
where "D.1" to "D.N' represent the respective Disclosures:

<l ssuer-si gned JW>~<D. 1>~<D. 2>~. .. ~<D. N>~

The order of the concatenated parts MJST be the |ssuer-signed JW, a
tilde character, zero or nore Disclosures each followed by a tilde
character, and lastly the optional Key Binding JW. |In the case that
there is no Key Binding JW, the |ast elenment MJST be an enpty string
and the last separating tilde character MUST NOT be onmitted.

The serialized format for an SD- JWI+KB extends the SD-JW fornmat by
concatenating a Key Binding JW.

<l ssuer-si gned JW>~<D. 1>~<D. 2>~. .. ~<D. N>~<KB- JW>

The two formats can be distinguished by the final ~ character that is
present on an SD-JW. A Verifier that expects an SD-JW MJST verify
that the final til de-separated conmponent is enpty. A Verifier that
expects an SD-JW+KB MJST verify that its final til de-separated
component is a valid KB-JW.

The Disclosures are linked to the |Issuer-signed JW through the
di gest val ues included therein.

When issuing to a Holder, the Issuer includes all the rel evant
Di sclosures in the SD-JW.

When presenting to a Verifier, the Holder sends only the sel ected set
of the Disclosures in the SD JW.

The Hol der MAY send any subset of the Disclosures to the Verifier,
i.e., none, sone, or all D sclosures. For data that the Hol der does
not want to reveal to the Verifier, the Holder MJUST NOT send

Di scl osures or reveal the salt values in any other way. A Hol der
MJUST NOT send a Di sclosure that was not included in the i ssued SD-JW
or send a Disclosure nore than once.

To further illustrate the SD-JW format, the foll ow ng exanpl es show
a fewdifferent SD-JW pernmutations, both with and w t hout various
constituent parts.

An SD-JWI wi t hout Discl osures:

<l ssuer-si gned JW>~

An SD-JW with D sclosures:

<l ssuer-si gned JWI'>~<Di scl osure 1>~<Di scl osure N>~



An SD- JWI+KB wi t hout Di scl osures:

<l ssuer-si gned JW>~<KB- JW>

An SD-JWI+KB wi th Di scl osures:

<l ssuer-si gned JW>~<Di scl osure 1>~<Di scl osure N>~<KB- JW>

As an alternative illustration of the SD-JW format, ABNF [ RFC5234]

for the SD-JW, SD JW+KB, and various constituent parts is provided
here (for those who cel ebrate):

ALPHA = %41-5A /| 9%&61-7A ; A-Z /| a-z

DAT = %30-39 ; 0-9

BASE64URL = 1*(ALPHA / DIGT / "-" [ "_")
JWI = BASEG4URL "." BASE64URL "." BASEG64URL
DI SCLOSURE = BASEG64URL

SD-IWr = JWr "~" *(Dl SCLOSURE "~")

KB-JWI = JWI

SD- JWI- KB = SD- JWI' KB- JWI'
4.1. |ssuer-Signed JW

An SD-JWI has a JWI component that MJST be signed using the Issuer’s
private key. It MJST NOT use the none al gorithm

The payl oad of an SD-JWI is a JSON object according to the foll ow ng
rul es:

1. The payl oad MAY contain the _sd _alg key described in
Section 4.1.1.

2. The payl oad MAY contain one or nore digests of Disclosures to
enabl e sel ective disclosure of the respective clainms, created and
formatted as described in Section 4. 2.

3. The payl oad MAY contain one or nore decoy digests to obscure the
actual nunber of clains in the SD-JW, created and formatted as
described in Section 4.2.5.

4. The payl oad MAY contain one or nmore permanently discl osed clai ns.

5. The payl oad MAY contain the Hol der’s public key(s) or
reference(s) thereto, as explained in Section 4.1.2.

6. The payl oad MAY contain further clainms such as iss, iat, etc. as
defined or required by the application using SD JWs.

7. The payl oad MJUST NOT contain the clains _sd or ... except for the
pur pose of conveying digests as described in Sections 4.2.4.1 and
4.2.4.2, respectively.

The sane di gest val ue MJUST NOT appear nore than once in the SD JW.

Application and profiles of SD-JW SHOULD be explicitly typed. See
Section 9.11 for nore details.

It is the Issuer who deci des which clains are selectively disclosable
by the Hol der and which are not. Cains MAY be included as plaintext
as well, e.g., if hiding the particular clains fromthe Verifier is
not required in the intended use case. See Section 9.7 for

consi derations on naking validity-controlling clains such as exp

sel ectively discl osable.

Clains that are not selectively disclosable are included in the SD
JWI in plaintext just as they would be in any other JSON structure.
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1. Hash Function d aim

The claim _sd_al g indicates the hash algorithmused by the Issuer to
generate the digests as described in Section 4.2. Wen used, this
cl aim MUST appear at the top level of the SD-JW payload. It MJST
NOT be used in any object nested within the payload. |If the _sd alg
claimis not present at the top level, a default val ue of sha-256
MUST be used.

This claimvalue is a case-sensitive string with the hash algorithm
identifier. The hash algorithmidentifier MJUST be a hash al gorithm
value fromthe "Hash Nanme String" colum in the "Named Information
Hash Al gorithm Regi stry" [Hash. Al gs] or a val ue defined in another
specification and/or profile of this specification

To pronote interoperability, inplementations MJUST support the sha-256
hash al gorithm

See Section 9 for requirenents regarding entropy of the salt, mninmm
Il ength of the salt, and choice of a hash al gorithm

2. Key Binding

If the Issuer wants to enable Key Binding, it includes a public key
associated with the Holder, or a reference thereto, using the cnf
claimas defined in [ RFC7800]. The jwk confirmati on nethod, as
defined in Section 3.2 of [RFC7800], is suggested for doing so,
however, other confirmation nmethods can be used.

| Note that, as was stated in [ RFC7800], if an application needs
| to represent nultiple proof-of-possession keys in the sane SD

| JWI, one way to achieve this is to use other claimnanes, in

| addition to cnf, to hold the additional proof-of-possession key
| information.

It is outside the scope of this docunent to describe how the Hol der
key pair is established. For exanple, the Hol der MAY create a key
pair and provide a public key to the Issuer, the Issuer MAY create
the key pair for the Holder, or Hol der and |ssuer MAY use pre-
establ i shed key materi al .

| Note: The exanpl es throughout this docunent use the cnf claim
| with the jwk nenber to include the raw public key by value in
| SDJW.

Di scl osures

Di scl osures are created differently depending on whether a claimis
an object property (nane/value pair) or an array el enent.

* For aclaimthat is an object property, the |Issuer creates a
Di scl osure as described in Section 4.2.1

* For aclaimthat is an array elenent, the Issuer creates a
Di scl osure as described in Section 4.2.2.

1. Disclosures for Object Properties

For each claimthat is an object property and that is to be nade
sel ectively disclosable, the Issuer MIST create a Di sclosure as
fol | ows:

* Create a JSON array of three elements in the foll owing order:

1. A salt value. MJST be a string. See Section 9.3 for security



consi derations. To achieve the recommended entropy of the
salt, the Issuer can base64url-encode 128 bits of
cryptographically secure random data, producing a string. The
salt value MJUST be unique for each claimthat is to be

sel ectively disclosed. The Issuer MUST NOT reveal the salt

val ue to any party other than the Hol der.

2. The claimnane, or key, as it would be used in a regular JW

payl oad. It MJST be a string and MJUST NOT be sd, ..., or a
claimnane existing in the object as a permanently di scl osed
claim

3. The claimvalue, as it would be used in a regular JW payl oad.
The val ue can be of any type that is allowed in JSON
i ncludi ng nunbers, strings, booleans, arrays, null, and
obj ect s.

* base64url -encode the UTF-8 byte sequence of the JSON array. This
string is the Disclosure.

| Note: The order was deci ded based on readability

| considerations: Salts have a constant |length within the SD JW,
| claimnanmes woul d be around the same length all the time, and

| claimvalues would vary in size, potentially being | arge

| objects.

The following exanple illustrates the steps described above.
The array is created as foll ows:

["_26bc4LT- ac6g2Kl 6cBWses”, "fam |y _nanme", "Mius"]

The resultant Disclosure is:

WJf M Zi YZRWCLhYzZxNMkt INTNCVz VI cyl sl CImYWLpbH f bt ZSI s1 CINW7Zi aXVzl
|0

Note that variations in whitespace, encodi ng of Unicode characters,
ordering of object properties, etc., are allowed in the JSON
representation and no canonicalization needs to be performed before
base64url encodi ng because the digest is calculated over the
base64url -encoded value itself. For exanple, the follow ng strings
are all valid and encode the same cl ai mval ue "Mi us”

* Adifferent way to encode the Unicode unl aut:

WJIf M Zi YZRWCLhYzZxMt INnNCVzVI cyl sI CImyWepbH f bnft ZSI sI CINXHUWMVG
Y2Ym 1cyJd

* No white space:

WJIf M Zi YZRWCLhYzZxMt INnNCVz VI cyl sl nZhbW seVOuYWLI i wi TcO2Ym 1cy
Jd

* New i ne characters between el enents:

Whoi Xz1 2YmVDTFQ YWMRCTILSTZ] Q c1ZXM LAoi ZnFt aWwk5X25hbWJi LAoi TcQ2Ym
I 1cyl KXQ

However, the digest is calculated over the respective base64url -
encoded value itself, which effectively signs the variation chosen by
the Issuer and nmakes it imutable in the context of the particular
SD- JWI.

See Appendix B for some further considerations on the D sclosure
f ormat approach.
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2. Disclosures for Array Elenents

For each claimthat is an array elenent and that is to be nmade
sel ectively disclosable, the Issuer MIST create a Disclosure as
fol | ows:

* The array MJST contain two elenments in this order
1. The salt value as described in Section 4.2.1

2. The array elenent that is to be hidden. This value can be of
any type that is allowed in JSON, including nunbers, strings,
bool eans, arrays, and objects.

The Disclosure string is created by base64url-encodi ng the UTF-8 byte
sequence of the resultant JSON array as described in Section 4.2.1
The sane considerations regarding variations in the result of the
JSON encodi ng apply.

For exanple, a Disclosure for the second el enent of the nationalities
array in the following JW Cains Set:

"nationalities": ["DE', "FR', "US"]
}

coul d be created by first creating the follow ng array:
[ "1 kl XxF5j MYl GTPUovMNI vCA", " FR']

The resul tant Disclosure woul d be:

WJsa2x4Rj VgTVI sRIRQMW2TUSJdkNBI i wgl kZSI | 0

| Note that the size of an array al one can potentially revea
| unintended information. The use of decoys, as described in
| Section 4.2.5, to consistently pad the size of an array can
| help obscure the actual nunber of elenents present in any

| particular instance.

3. Hashing Disclosures

For enbedding references to the Disclosures in the SD-JW, each

Di scl osure i s hashed using the hash al gorithm specified in the

~sd _alg claimdescribed in Section 4.1.1, or SHA-256 if no algorithm
is specified. The resultant digest is then included in the SD-JW
payl oad i nstead of the original claimvalue, as described next.

The di gest MJUST be conputed over the US-ASCI| bytes of the base64url -
encoded value that is the Disclosure. This follows the convention in
JWS [ RFC7515] and JWE [ RFC7516]. The bytes of the digest MJST then
be base64ur| encoded.

It is inportant to note that:

* The input to the hash function MJST be the base64url -encoded
Di scl osure, not the bytes encoded by the base64url string.

* The bytes of the output of the hash function MJST be base64url
encoded, and are not the bytes making up the (sonetimes used) hex
representation of the bytes of the digest.

For exanple, the base64url-encoded SHA-256 digest of the Disclosure W
yJf M Zi YZRWCLhYzZxMt INTNCVz VI cyl sI CImYWLpbH f bt ZSI s| CINW7Zi aXvzl
0 for the fam |y _nane claimfrom Section 4.2.1 above is



X9yHOAj r dml O j 4t W 09Uz z KJ v PoDxwnuEc 3 XAdRCO.
4.2.4. Enbedding Disclosure Digests in SDJWs

For selectively disclosable clainms, the digests of the Disclosures
are enbedded into the |ssuer-signed JW instead of the clains

thensel ves. The preci se way of enbeddi ng depends on whether a claim
is an object property (nane/value pair) or an array el enent.

* For aclaimthat is an object property, the |Issuer enbeds a
Di scl osure digest as described in Section 4.2.4.1.

* For aclaimthat is an array elenent, the Issuer creates a
Di scl osure digest as described in Section 4.2.4.2.

4.2.4.1. (Object Properties

Di gests of Disclosures for object properties are added to an array
under the new key _sd in the object. The _sd key MIST refer to an
array of strings, each string being a digest of a Disclosure or a
decoy digest as described in Section 4.2.5. An _sd key can be
present at any |evel of the JSON object hierarchy, including at the
top-1evel, nested deeper as described in Section 6, or in recursive
Di scl osures as described in Section 4.2.6.

The array MAY be enpty in case the Issuer decided not to selectively
di sclose any of the clains at that |evel. However, it is RECOMVENDED
to omt the sd key in this case to save space.

The | ssuer MUST hide the original order of the clainms in the array.
To ensure this, it is RECOWENDED to shuffle the array of hashes,
e.g., by sorting it al phanunerically or randomy, after potentially
addi ng decoy digests as described in Section 4.2.5. The precise
met hod does not matter as long as it does not depend on the origina
order of elenents.

For exanple, using the digest of the Disclosure from Section 4.2.3,
the Issuer could create the follow ng SD-JW payl oad to nmake
fam |y name sel ectively disclosable:

{

"given_nane": "Alice",

"_sd": ["X9yHOAj rdmlQ j 4t Ws 09Uz z KIvPoDxwnhuEc G3XAdRCO" ]
}

4.2.4.2. Array Elements

Di gests of Disclosures for array elenents are added to the array in
the sanme position as the original claimvalue in the array. For each
digest, an object of the form{"...": "<digest>"} is added to the
array. The key MJUST always be the string ... (three dots). The

val ue MJUST be the digest of the Disclosure created as described in
Section 4.2.3. There MJST NOT be any other keys in the object. Note
that the string ... was chosen because the ellipsis character,
typically entered as three period characters, is comonly used in

pl aces where content is omtted fromthe present context.

For exanple, using the digest of the array el enment Disclosure created
in Section 4.2.2, the Issuer could create the foll owi ng SD JWI

payl oad to make the second el enent of the nationalities array

sel ectively discl osabl e:

{

"nationalities":
["DE", {"...":"w0l 8EKcdCt UPkGCNUr f wp2xEgN;j t ol DI Oxc9- Pl Chs"},
" USII ]



}

As described in Section 7.3, Verifiers ignore all selectively

di scl osabl e array el ements for which they did not receive a

Di sclosure. In the exanpl e above, the verification process would
output an array with only two elements, ["DE', "US"'], unless the

mat chi ng Di scl osure for the second elenent is received, in which case
the output would be a three-elenent array, ["DE', "FR', "US"].

.2.5. Decoy Digests

An | ssuer MAY add additional digests to the SD-JW payl oad that are
not associated with any claim The purpose of such "decoy" digests
isto make it nore difficult for an adversarial Verifier to see the
original nunber of clains or array el enments contained in the SD JW.
Decoy di gests MAY be added both to the _sd array for objects as well
as in arrays.

It is RECOVWENDED to create the decoy digests by hashing over a
cryptographically secure random nunber. The bytes of the digest MJST
then be base64url encoded as above. The same digest function as for
the Di scl osures MJUST be used.

For decoy digests, no Disclosure is sent to the Holder, i.e., the
Hol der will see digests that do not correspond to any Discl osure.
See Section 10.4 for additional privacy considerations.

To ensure readability and replicability, the exanples in this
specification do not contain decoy digests unless explicitly stated.
For an exanple with decoy digests, see Appendi x A 1.

.2.6. Recursive Disclosures

The al gorithns above are conpatible with "recursive Disclosures”, in
whi ch one selectively disclosed field reveals the existence of nore
sel ectively disclosable fields. For exanple, consider the follow ng
JSON structure:

{
"fam |y name": "Mdius",
"nationalities": ["DE", "FR', "UK"]
}

When the Holder has nmultiple nationalities, the Issuer may wish to
conceal the presence of any statenment regarding nationalities while
al so allowing the Holder to reveal each of those nationalities
individually. This can be acconplished by first nmaking the entries
within the "nationalities" array selectively disclosable, and then
maki ng the whole "nationalities" field selectively disclosable.

The foll owi ng shows each of the entries within the "nationalities"
array being made sel ectively discl osabl e:

"fam |y _name": "Mdius",

"nationalities": |
{ "...": "PmlrR hLcwf 82TDdK15HVGMt PYj ddvD362W BLw 0" }
{ "...": "r823HFN6Ba_l| pSANYt XqqCBAH Ts@ | zf OKOl RAFLCM' },
{ "...": "nP5GY] whFn6ESI AeC4ANCal | i Wit zOhTr UeoJB3l b5TA" }

}

Content of Discl osures:

PmIrR ...
r 823HFN. . .

["16_mAdOG waZokU26_0i Oh", " DE"]
[ " n9f NOr D- f Fs2n303ZI - Oc", " FR']



NP5GYj w. .. = ["Yl KesqOkXXNzMX sX_- | w', " UK"]

Fol | owed by making the whole "nationalities" array selectively
di scl osabl e:

{

"fam |y _name": "Mdius",

"_sd": [ "5Glsr WBRGBWMIpVTWSs YxeONsRBbzd18ZoVWKKC- hBL4" ]
}

Content of Discl osures:

PmIrR ... = ["16_nmAdOG waZokU26_0i Oh", " DE"]
r823HFN. .. = ["fn9f NOr D-f Fs2n303Zl - Oc", "FR"]
NnP5GYj w. .. = ["YI KesqOKXXNzMX sX_- _Iw', " UK"]
5Glsrw3... = ["4drfeTtSUK3aY - PF12gcX", "nationalities",

{ "...": "PmlrRj hLcwf 8z TDAK15HVGH PYj ddvD362W BLwr 0" },
{ "...": "r823HFN6Ba_| pSANYt XqqCBAH TsQ | zf OKOl RAFLCM' },
{ "...": "nP5GYj whFnBES| AeC4NCal | i Wit zOhTr Ue0JB3I b5TA" }

Wth this set of D sclosures, the Holder could include the Disclosure
with hash PmlrR ... to disclose only the "DE" nationality, or
include both PmIrR ... and r823HFN... to disclose both the "DE" and
"FR' nationalities, but hide the "UK' nationality. |In either case,
the Hol der woul d al so need to include the Disclosure with hash
5Glsrw3... to disclose the nationalities field that contains the
respective el ements.

Not e that nmaking recursive redactions introduces dependenci es between
the Disclosure objects in an SD-JW. The r823HFN... Disclosure

cannot be used without the 5Glsrw3... Disclosure; since a Verifier
woul d not have a matching hash that would tell it where the content
of the r823HFN... Disclosure should be inserted. If a Disclosure

object is included in an SD-JW, then the SD-JW MJST incl ude any
ot her Disclosure objects necessary to process the first Disclosure

object. In other words, any Disclosure object in an SD-JW nust
"connect" to the claims in the issuer-signed JW, possibly via an
intermedi ate Disclosure object. In the above exanple, it would be
illegal to include any one of the PmIrR ..., r823HFN..., nP5GYjw. ..
Di scl osure objects w thout also including the 5Glsrw3... Disclosure
obj ect.

4.3. Key Binding JWI

This section defines the Key Binding JW, which encodes a signature
over an SD-JW by the Hol der’s private key.

The Key Binding JWI MJUST be a JW according to [ RFC7519], and it MJST
contain the foll owing el ements:

* in the JOSE header,

- typ: REQU RED. MJST be kb+jwt, which explicitly types the Key
Bi nding JWI as recommended in Section 3.11 of [RFC8725].

- alg: REQURED. A digital signature algorithmidentifier such
as per the I ANA "JSON Wb Signature and Encryption Al gorithns”
registry. It MJST NOT be "none".

* in the JW payl oad,

- iat: REQU RED. The value of this claimMJST be the tinme at
whi ch the Key Binding JWI was issued using the syntax defined



in [ RFC7519] .

- aud: REQUI RED. The value MJST be a single string that
identifies the intended receiver of the Key Binding JW. How
the value is represented is up to the protocol used and is out
of scope for this specification

- "nonce": REQUI RED. Ensures the freshness of the signature or
its binding to the given transaction. The value type of this
claimMIST be a string. Howthis value is obtained is up to
the protocol used and is out of scope for this specification

- sd_hash: REQUI RED. The base64url -encoded hash val ue over the
| ssuer-signed JWI and the sel ected D sclosures as defined
bel ow.

The general extensibility nodel of JW neans that additional clains
and header parameters can be added to the Key Binding JW. However,
unl ess there is a conpelling reason, this SHOULD be avoided, as it
may harminteroperability and burden conceptual integrity.

4.3.1. Binding to an SD-JWI

The hash value in the sd_hash claimbinds the KB-JW to the specific
SD-JW. The sd_hash val ue MJST be conputed over the US-ASCI| bytes
of the encoded SD-JWI, i.e., the Issuer-signed JW, a tilde
character, and zero or nore Disclosures selected for presentation to
the Verifier, each followed by a tilde character

<l ssuer-si gned JW>~<Di scl osure 1>~<Di scl osure 2>~...~<Di scl osure N>~
The bytes of the digest MIST then be base64url encoded.

The sane hash algorithmas for the Disclosures MIUST be used (defined
by the _sd _alg elenment in the |Issuer-signed JWI or the default val ue,
as defined in Section 4.1.1).

4.3.2. Validating the Key Bi nding JWI

Whet her to require Key Binding is up to the Verifier's policy, based
on the set of trust requirenents (such as trust franmeworks) it
bel ongs to. See Section 9.5 for security considerations.

If the Verifier requires Key Binding, the Verifier MJST ensure that
the key with which it validates the signature on the Key Binding JW
is the key specified in the SD-JW as the Holder’s public key. For
example, if the SD-JW contains a cnf value with a jwk menber, the
Verifier would parse the provided JW and use it to verify the Key
Bi ndi ng JWI.

Details of the validation process are defined in Section 7. 3.
5. Exanple SDJWr

In this example, a sinple SD-JW is denonstrated. This exanple is
split into issuance and presentation

| Note: Throughout the exanples in this docunent, |ine breaks

| were added to JSON strings and base64-encoded strings to adhere
| tothe line-length limt in RFCs and for readability. JSON

| does not allow line breaks within strings.

5.1. | ssuance

The foll owi ng data about the user conprises the input JW d ains Set
used by the Issuer:



}

"sub": "user_42",

"given_nanme": "John",

"fam | y_nane": "Doe",

"emai |l ": "johndoe@xanpl e. cont',

"phone_nunber": "+1-202-555-0101",
"phone_nunber _verified": true,
"address": {

"street _address": "123 Main St",

"locality": "Anytown",

"region": "Anystate",

"country": "US"
1
"birthdate": "1940-01-01",
"updated_at": 1570000000,
"nationalities": [

"uUs",
]

In this exanple, the foll ow ng decisions were made by the Issuer in
constructing the SD JWI:

*

The nationalities array is always visible, but its contents are
sel ectively discl osabl e.

The sub element as well as essential verification data (iss, exp,
cnf, etc.) are always visible.

Al'l other clains are selectively disclosable.
For address, the Issuer is using a flat structure, i.e., all the

clains in the address claimcan only be disclosed in full. Oher
options are discussed in Section 6.

The foll owi ng payload is used for the SD JW:

{

"osd"

" Cr Qe7S5kgBAHt - nMYXgc6bdt 2SH5aTY1sU_M Pgkj Pl ™,
"JzYj H4svl i HOR3PYEM eZu6Jt 69u5qgehZo7F7EPYI SE",
" Por FbpKuVuéxymlagvkFsFXAbRoc2Jd AUA2BA4o7cl ",
"TE 40Lbgwd5J QaHy KVQZUQUA GEOWST t Dsr Zzf Uaonlo”,
" XQ 3kPKt 1XyX7KANKkgVR6yZ2Va5Nr Pl vPYby My RKBMM' ,
" Xz Fr zws cMBGn6CJ Dc6vVK8Bk Mhf GBv OSKf pPl ZdAf dE",
" gbGs| 4Edg2x 2Kw wowPEzakob9hV1cRDOATN30QL9IM',
"j su9yVul wQq hFI M_3J1 zMaSFzgl hQGE0Dpf ay QM_UK4"

]

i ss": "https://issuer.exanple.cont,
"iat": 1683000000,
"exp": 1883000000,

"sub": "user_ 42",
"nationalities": [
{
"..."r "pFndj kZ_VCznyTa6Uj | Zo3dh- ko8al KQc 9Dl GzhaVYo"
%1
o.M "7CF 6JkPudry3l cbwHgeZ8khAv1ULCS| er POVKBIr W20
}
] i)
" sd_al g": "sha-256",
"enf": {
Ilj v\kll: {

"kty": "EC',



"crv": "P-256",
"x": "TCAER19Zvu3OHF4j 4WAvf SVoHI P1I Li | Dl s7vCeGent”,
"yt " ZX) i WD ZMQGGHVWKKVAhbSI i r sVf uec CE6t 4] TOF2HZQ'

}
}
}

The respective Disclosures, created by the Issuer, are listed bel ow
In the text below and in other locations in this specification, the
| abel "SHA-256 Hash:" is used as a shorthand for the |abel
"Base64url - Encoded SHA- 256 Hash:".
* (O aimgiven_nane:
- SHA- 256 Hash:
j su9yVul wQ@ hFl M _3J1 zMaSFzgl hQR0Dpf ay QM. UK4

- Disclosure:

W1 yROXDNDJz S1F2ZUNnR2Zy e USST]j | 31 i wgl ndpdniVuX25hbWUi LCAI SrPobi J
d

- Contents:
["2G.C42sKQveCf G ryNRNOW', "gi ven_nane", "John"]
* Claimfam|y_nane:
- SHA- 256 Hash:
TG 40Lbgwd5J QaHy KVQZU9UdGEOWST t Dsr Zzf Uaonio
- Disclosure:

WJl bHWARUINM2ATTKI JCEVZbNNAQVIBI i wgl nZhbW seVOuYWLI | i wgl KRvZSJ
d

- Contents:
["el uv50Og3gSNI | 8EYnsxA A", "famly_name", "Doe"]
* Claimenail:
- SHA- 256 Hash:
JzYj H4svl i HOR3PYEM eZu6Jt 69u5qehZo7F7EPYI SE
- Disclosure:

VY1 2SWH3dEOt YTVpVI BHYmOTNXRE di ZBI i wgl mvt YW s| i wgl npvaGskb2VAZXh
hbXBsZS5j b20i XQ

- Contents:
["61]7t M abi VPGoS5t mvVA", "enmail", "johndoe@xanpl e.coni]
* Cl ai m phone_nunber:
- SHA- 256 Hash:
Por FbpKuVubxymlagvkFsFXAbRoc2Jd AUA2BA4o7cl
- Disclosure:

WJl SThaV205UWsLUHBOUGVOZWS I ZGhRI i wgl nBob251 X251bWII ci | sl Cl r MSO



yMDI t NTULLTAXMDEI XQ
Cont ent s:

[" el 8ZWiDnKPpNPeNenHdhQ', "phone_nunber”, "+1-202-555-0101"]

* C ai m phone_nunber _verified:

SHA- 256 Hash:
XQ _3kPKt 1 Xy X7KANKqVR6YyZ2Va5Nr Pl vPYby M/ RKBVM
Di scl osure:

W JRZ19PNj R6¢UF4ZTQkMTEXMDhpcn®BI i wgl nBob251 X251bWI ¢l 92ZXIpZi
| ZCl s| HRydwW/d

Contents:

["Qg_064zgAxe412a108i roA", "phone_nunber verified", true]

* (C ai m addr ess:

SHA- 256 Hash:

Xz Fr zwscM6Gn6CJ Dc6vVK8Bk Mnf G8v OSKf pPl ZdAf dE

Di scl osure:

WJBSngt MDk1VI BycFROT] RRTU9xUk9BI i wgl nFkZHJ1 ¢3M LCB71 nNOcnvI dF9
hZGRyZXNz 1 j ogl j EyMyBNYW ul FNOI i wgl mkvY2FsaXR51 j ogl kFueXRvd24i LC
Ai cnivnaVul j ogl KFUeXNOYXRI | i wgl m\vdWs0cnki G Ai VWM f VO

Cont ent s:

[ " AJx-095VPr pTt MAQMOgROA", "address", {"street_address": "123

Main St", "locality": "Anytown", "region": "Anystate",
“country": "US"}]

* (C ai mbirthdate:

SHA- 256 Hash:
gbGsl 4Edg2x 2Kw wowPEz akob9hV1cRDOATN30QL9IM
Di scl osure:

WJQYzMz SkOy TGNo Y1Vf bEhnZ3Zf dWZRI i wgl mdpcnRoZGF0ZSI s| Cl xOTQM.TA
XLTAxI1 O

Cont ent s:

["Pc33JM2LchcU_| Hggv_uf Q', "birthdate", "1940-01-01"]

* (O ai mupdated_at:

SHA- 256 Hash:
Cr Qe7S5kgBAHt - nMYXgc6bdt 2SH5aTY1sU M Pgkj PI
Di scl osure:

Vi J HVDJ OUBJ RZnp GWFE3SWBWOXNG YWo Bl | Wl n\VWZGFOZWRF YXQ L CAXNTCWVDA
WVDAWXQ

Contents:



[ " GO2NSr ¢F j FXQ71 009syaj A", "updated_at", 1570000000]
* Array Entry:
- SHA- 256 Hash:
pFndj kZ_VCznyTa6lj | Zo3dh- ko8al KQc9D GzhaVYo
- Disclosure:
WJsa2x4Rj VqTVI sSRIRQWV®2TUSIdKNBI i wgl | VTI | O
- Contents:
[ "Ikl xF5j Myl GTPUovWMNI vCA", " US"]
* Array Entry:
- SHA-256 Hash:
7Cf 6JkPudr y3l cbwHgez8khAv1ULGCS| er POVkBIr WZO
- Disclosure:
W J uUHW UWSr UKZxMDJ J ZUFt NOFUVEZBI | wgl KRFI T O
- Contents:
[ " nPuokRFg3BI eAnV AnXFA", "DE"]

The payload is then signed by the Issuer to create the follow ng
| ssuer-si gned JW:

eyJhbCGci O Al RYMYNTYi LCAI dH wi j ogl nV4AYWLwbhGUr c2Q andOl n0. eyJf c2Q@ G Bb
I kNy UAU3Uz Vr c UJBSHQX bk 1ZWEdj NmJkdDJITSDVhVFkxc 1Vf TS1QZ2t qUEKiI LCAI SnpZ
akg0c3ZsaUgwlj NQeUVNZmvad TZKdDY5d TVxZWhabz dGNOVQWM TRSI s1 CIQb3JGYnBL
dVZ1Nnh5bUphZ3Zr RnNGWEFi Umdj MKpHbEFVQTICQTRVN2NII i wgl | RHZj R T&AInd2Q1
S| FhSH LVI FaVTl VZEdFMHc 1cnREc3JaenzVYWt TGBi LCAI WFFf M2t QS3QxVWH YNOt B
Tm xVI | 2eVoyVITELTnJ QSXZQWAM 5TXZSS0JINTSI sl ClYekZyendzYO02R242(QQOpEYzZ2
Vks4Qnt NonZHOHZPUOt nc FBIJWYRBZNnRFI i wgl ndi T3NJNEVKkcTJ4Mt 3LXc1d1BFentr
b2l 5aFYx Y1JEMEFUT] NvUUWSSKkOi LCAI anNLOXI WIWk3UVFsaEZsTV8z Smx6 TWFTRnpn
bCGhRRz BEc GZhe VF3TFVLNCIdLCAI aXNzl j ogl mthOdHBz QO 8vaXNz dW/y L4 YWLwb GUu
Y29t | i wgl m hdCl 61 DE2 CDMMVDAWMVDAS | CJ1 eHAI O AxODgz MDAWMVDAWL_CAI c3Vi | j og
I NVzZXJf NDI i LCAI bnF0aVW@uYWkpdG | cyl 61 Ft 71§ 4uLi | 61 CIwRbkant aX1ZDeml5
VGE2VWsWiBzZGgt a284 YU LUWWVBRGxHerrhhVI | vI nOs| Hsi Li 4ul j ogl j dDZj ZKal1B1
ZHI5MeX| Yndl Z2VaO& oQXYXVTFPU2xI ¢l Awvnt CSnIXW Ai f VOsI CIf c2Rf YWknl j og
I NNoYSOYNTYi LCAI Y25m j ogeyJqgd2si O B7I nt 0eSl 61 CJFQy! sl CJj cnYi G Ai UCOy
NTYi LCAI eCl 61 CJUQFFU) ESWhZ1MD9I Rj RqNFcOdnZTVmBI SVAXSUxpbERsczd2@VH
ZWj |i wgl nki G Ai WihgaVvdXY!l pNuUdl VI dLMI EOa& TSW yc1ZnmdW/j QQU2dDRqVDI G
MchaUSJ9f X0. Mczwj BFG zf - 6VWT- hl vYbkb11Nr VIWMO-j Ti j pMPNbswWNz Z87wWY2uHz
- CX06R04b7j Yr pj 9m\NRAvVssXouli w

Addi ng the Di scl osures produces the SD JW:

eyJhbCGeci O Al RVMyNTYi LCAI dH W j ogl mVAYWLwbGUr c2Q and0I n0. eyJf c2Q G Bb
I kNy U3 Uz Vr c UJBSHQ bk 1ZWGdj NmIJkd DI TSDVhVFkxc1Vf TS1QZ2t qUEKI LCAI SnpZ
akg0c3ZsaUgwlj NQeUVNZmVad TZKdDY5dTVxZWhabz dGNOVQWA TRSI s| CIQb3J GYnBL
dVZ1Nnh5bUphZ3Zr RnNGWEFi UrBj MkpHbEFVQTICQTRVN2NII i wgl | RHZj R T&AInd2Q1
S| FhSH LVI FaVTl VZEdFMHc 1cnREc3JaenZVYWdt TGBi LCAI WFFf M2t QS3QxWH YNOt B
Tt xVI |1 2eVoy VmELTnJQSXZQWN 5TXZSS0JINTSI sl ClYekZyendz YO02R242QQpEYzZ2
Vks4Qnt NonmZHOHZPUOt nc FBIWYRBZNRFI i wgl ndi T3NJNEVKkcTJ4Mt 3LXc1d1BFenfr
b2l 5aFYxY1IJEMEFUT] NvUUWSSkOi LCAI anN1OXI WiW3UVFsaEZs TV8z Smk6 TWFTRnpn
bCGhRRz BEc GZhe VF3TFVLNCIdLCAI aXNzl j ogl mhOdHBz QO 8vaXNz dW/y Lnv4 YWLwb GUu
Y29t | i wgl m hdCl 61 DE2 CDMMVDAWVDAS | CJ1 eHAI O AxODgz MDAWMVDAWLCAI c3Vi | j og
I NVzZXJf NDI i LCAI bnF0aVuYWpdQ | cyl 61 Ft 71§ 4uLi | 61 CIwRnbkant aX1ZDenil5



5.

VGE2VW\HhsWiBzZGgt a284 YU LUWBRGxHemhhVI | vl nOsl Hsi Li 4ul j ogl j dDZj ZKal1B1
ZHI5M2X| Yndl Z2VaO& oQXYXxVTFPU2xI ¢l AwMnt CSnIXW Ai f VOs| CIf c2Rf YWknl j og
I NNoYSOyNTYi LCAI Y25 j ogeyJqgd2si O B7I nt 0eSl 61 CJFQyl sl CJj cnYi G Al UCOy
NTYi LCAI eCl 61 CJUQFFU ESWAZ1IMD9I R} RgNFcOdnZTVmBI SVAXSUxpbERsczd2@VH
ZWj |'i wgl nki G Ai WhhgaVdXY!l pNuudl VI dLVI EQaGITSW yc1ZmdW/j QQU2dDRqVDI G
MchaUSJ9f X0. Mczwj BFG zf - 6VWMT- hl vYbkb11Nr VIWVMO- j Ti j pMPNoswiNz Z87wY2uHz
- CX06R04b7j Yr pj 9mN\RAvVssXouli w~WI| yROXDNDJz S1F2ZUNnR2ZyeUSST] | 311 wgl

mdpdnmvuX25hbWUi LCAI SmBobi Jd~W JI bHVYWANUINM2dTTkI JOEVZbnNAQVIBI i wgl nzh
bW seVOuYWLI | i wgl kRvZSJd~W | 2SW3dEOt YTVpVI BHYMBTNXRt dl ZBI i wgl mvt YW
sl i wgl npvaGkb2VAZXhhbXBsZS5j b20i XQ-WJI SThaV205UWsLUHBOUGVOZWSI ZGhR
I'i wgl nBob251 X251bWil ci | sI Cl r MSOyMDI t NTULLTAXMDEI XQ~-WJRZ19PNj R6cUF4Z
TQxMTEXNMDhpc BBl i wgl nBob251 X251bWI ¢l 92ZXJpZm | ZCl s| HRy dW/d~W JBSngt

MDk1VI BycFROT) RRTU9XxUk9BI i wgl nFkZHJl ¢3M LCB71 nNOcnVl dFO9hZGRyZXNzl j og
I j EyMyBNYW ul FNOI i wgl nxvY2FsaXR51 j ogl kFueXRvd24i LCAI cnivnaVWul j ogl kFu
eXNOYXRI | i wgl mM\vdWs0cnki G Ai VWM f VO~WJQYz Mz SkOy TGNo Y1 Vf bEhnZ3Zzf dWZR
I'i wgl mIpcnRoZGFOZSI sl Cl xOTQM-TAXLTAxI | 0~W JHVDJI OU3J RZnmp GWFE3 SVBWOXNS
YW Bl i wgl nVWZGFOZWRF YXQ L CAX NTc WVDAWMVDAWXQ~-W Jsa2x 4R VqTVI sRIRQWO2T
USJdkNBI i wgl | VTI I 0~WJuUHW UWsr UkZxMDJJZUFt NOFUMEZBI | wgl kRFI | 0~

2. Presentation

The foll owi ng non-normative exanpl e shows an SD-JW+KB as it woul d be
sent fromthe Holder to the Verifier. Note that it consists of six
tilde-separated parts, with the |ssuer-signed JWI as shown above in
the begi nning, four Disclosures (for the clains given_name,

fam |y name, address, and one of the nationalities) in the nmiddle,
and the Key Binding JWI as the | ast el enent.

eyJhbCGci O Al RYMYNTYi LCAI dH wi j ogl nVAYWLwbhGUr c2Q andOl n0. eyJf c2Q@ G Bb
I kNy UAU3Uz Vr c UJBSHQX bk 1ZWGdj NmJkdDJITSDVhVFkxc 1Vf TS1QZ2t qUEKiI LCAI SnpZ
akg0c3ZsaUgwlj NQeUVNZmvad TZKdDY5d TVxZWhabz dGNOVQWM TRSI s1 CIQb3JGYnBL
dVZ1Nnh5bUphZ3Zr RnNGWEFi UmBj MKpHbEFVQTICQTRVN2NII i wgl | RHZj R T&GInd2Q1
S| FhSH LVI FaVTl VZEdFMHc 1cnREc3JaenzVYWdt TGBi LCAI WFFf M2t QS3QxVH YNOt B
Tm xVI | 2eVoyVITELTnJ QSXZQWAM 5TXZSS0JINTSI sl ClJYekZyendzYO02R242(QOpEYzZ2
Vks4Qnt NonZHOHZPUOt nc FBIJWYRBZNnRFI i wgl ndi T3NJNEVKkcTJ4Mt 3LXc1d1BFentr
b2l 5aFYx Y1JEMEFUT] NvUUWSSKkOi LCAI anNLOXI WIWk3UVFsaEZsTV8z Smk6 TWFTRnpn
bCGhRRz BEc GZhe VF3TFVLNCIdLCAI aXNz!l j ogl mthOdHBz QO 8vaXNz dW/y L4 YWLwb GUu
Y29t | i wgl m hdCl 61 DE2 CDMMVDAWMVDAS | CJ1 eHAI O AxODgz MDAWMVDAWLCAI c3Vi | j og
I NVzZXJf NDI i LCAI bnF0aVW@uYWkpdG | cyl 61 Ft 71§ 4uLi | 61 CIwRrbkant aX1ZDeml5
VGE2VW\hsWiBzZGgt a284YU LUWBRGxHenhhVI | vl nOsl Hsi Li 4ul j ogl j dDZj ZKa1B1
ZHI5MeX| Yndl Z2VaO& oQXYXVTFPU2XI ¢l AwMnt CSnIXW Ai f VOsI CIf c2Rf YWknl j og
I NNoYSOYNTYi LCAI Y25 j ogeyJqgd2si O B7I nt 0eSl 61 CJFQy! sl CJj cnYi G Al UCOy
NTYi LCAI eCl 61 CJUQFFU) ESWhZ1MD9I Rj RqNFcOdnZTVmBI SVAXSUxpbERsczd2@VH
ZWj |i wgl nki O Ai WihgaVvdXY!l pNuUdl VI dLVI EOa& TSW yc1ZnmdW/j QQU2dDRqVDI G
MchaUSJ9f X0. Mczwj BFG zf - 6VWT- hl vYbkb11Nr VIWMO-j Ti j pMPNbswWNz Z87wWY2uHz
- CX06R04b7j Yr pj 9mM\RAvVssXouli w=WJI bHYWANUINM2ATTKI JOEVZbnNAQVOBI i wgl

nmZhbW seVOuYWLI | i wgl kRvZSJd~WJBSngt MDk1VI BycFROTj RRTU9x Uk9BI i wgl nFk
ZHJI ¢3M LCB71 nNOcmVI dF9hZCGRyZXNzl j ogl j EyMyBNYW ul FNOI i wgl mxv Y2FsaXR5
I j ogl kFueXRvd24i LCAI cnvnaWul j ogl kFueXNOYXRI I i wgl mM\vdWs0cnki G Ai WM

f VO~W 1 yROXDNDJz S1F2ZUNmR2Zy eU5ST] | 311 wgl ndpdnmVuX25hbWJi LCAI SnBobi Jd
~WJsa2x4R VgTVI sRIRQW®2TU5JdkNBI i wgl | VTI | 0~eyJhbCci O Ai RVMyNTYi LCA
i dH W j ogl m i K2p3dCJ9. eyJub25j ZSI 61 Cl xM MONTY3CDkw i wgl nF1ZCl 61 CJodH
RwczovL3Zl cm maWyLmvAYWLwbGUub3Jnl i wgl m hdCl 61 DE3NDg1MzcyNDQs| ClzZF
90YXNol j ogl j Bf QAYt MkI t RhW1gleWRoX3cyeHp3bU32aUO2NkJf M FDRWFUSTRnvV
ki fQ T3Sl us2Q dN 41nnvk TZVCKKhQAX97ad dMyHFi Yj HnR61eLi J1Yi uONFi MN8BQ

Cmyz Dl BLAdPvr Xh52KalLgUQ

The foll owi ng Key Bi nding JWI' payl oad was created and signed for this
presentation by the Hol der:

{
"nonce": "1234567890",

"aud": "https://verifier.exanple.org",
"iat": 1748537244,
"sd_hash": "O0_Af-2B- EhLWK5ydh_w2xzwnO6i M66B_2QCEanl| 4f Uy"

}
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If the Verifier did not require Key Binding, then the Hol der could
have presented the SD-JW with selected D sclosures directly, instead
of encapsulating it in an SD JW+KB

After validation, the Verifier will have the foll owi ng Processed SD
JWI' Payl oad avail able for further handling:
L, .

"iss": "https://issuer.exanple.cont,

"iat": 1683000000,
"exp": 1883000000,

"sub": "user_42",
"nationalities": |
n Sll
] i)
n nf n : {
"jwk":
"kty": "EC',

"crv': "P-256",
"x": "TCAER19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",
"yt " ZX) | WD ZMQGHVWKKVQAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
},
"fam |y_name": "Doe",
"address": {
"street _address": "123 Main St",
"locality": "Anytown"
"region": "Anystate",
"country": "US"
}

"given_nane": "John"

Consi derations on Nested Data in SD-JW's

Bei ng JSON, an object in an SD-JW payl oad MAY cont ai n nane/ val ue
pairs where the value is another object or objects MAY be elenents in
arrays. In SD-JW, the |Issuer decides for each claimindividually,
on each level of the JSON, whether or not the claimshould be

sel ectively disclosable. This choice can be nade on each | eve

i ndependent of whether keys higher in the hierarchy are selectively
di scl osabl e.

Fromthis it follows that the _sd key containing digests MAY appear
multiple tines in an SD-JW, and |ikew se, there MAY be multiple
arrays within the hierarchy with each having sel ectively disclosable
el ements. Digests of selectively disclosable clainms MAY even appear
within other Disclosures.

The following exanples illustrate sone of the options an |ssuer has.
It is up to the Issuer to decide which structure to use, depending
on, for exanple, the expected use cases for the SD-JW, requirenents
for privacy, size considerations, or operating environment
requirenents. For nore exanples with nested structures, see
Appendices A 1 and A 2

The following input JWIF Clains Set is used as an exanpl e throughout
this section:

{
"sub": "6c5c0a49- b589-431d- bae7-219122a9%ec2c",

"address": {
"street _address": "Schulstr. 12",
"locality": "Schul pforta",
"region": "Sachsen-Anhalt",
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"country": "DE"

}
}

| Note: The foll owi ng exanpl es of the structures are non-

| normative and are not intended to represent all possible

| options. They are also not neant to define or restrict how
| address claimcan be represented in an SD-JW.

1. Exanple: Flat SD-JW

The | ssuer can decide to treat the address claimas a bl ock that can
either be disclosed conpletely or not at all. The follow ng exanple
shows that in this case, the entire address claimis treated as an
object in the Disclosure.

{
" sd":
" f OBUSQv 046y Q0 wRwXBc GqvnbKI uel SEL961_Sj d4do"
1,
"iss": "https://issuer.exanple.cont,
"iat": 1683000000,
"exp": 1883000000,
"sub": "6c5c0a49-b589-431d- bae7-219122a9%ec2c",
"_sd_al g": "sha-256"
}

The Issuer would create the followi ng Disclosure referenced by the
one hash in the SD JW:

* Clai maddress:
- SHA- 256 Hash:
f OBUSQv046y Q0 wRwXBc GgvnbKI uel SEL961_Sj d4do
- Disclosure:

W1 yROXDNDJz S1F2ZUNnR2Zy e USST]j | 31i wgl nFkZHII ¢3M LCB71 nNOcnI dF9
hZGRyZXNzl j ogl | Nj aHVsc3RyLi AXM | sl CIsb2Nhbd 0eSI 61 CIJTY2h1bHBnb3
JOYSI sl CJyZWipb24i G Ai U2Fj aHN bi 1BbmhhbHQ LCAI Y291bnRyeSl 61 CJER
SJI9XQ

-  Contents:

["2G.C42sKQveCf GF r yNRNOW', "address", {"street address"
"Schul str. 12", "locality": "Schul pforta”, "region": "Sachsen-
Anhalt", "country": "DE"}]

2. Exanple: Structured SD-JWI

The |ssuer may instead decide to nake the address claimcontents
sel ectively disclosabl e individually:

{

"iss": "https://issuer.exanple.cont,

"iat": 1683000000,

"exp": 1883000000,

"sub": "6c5c0a49- b589-431d- bae7-219122a9ec2c",

"address": {

" sd":

"6vh9bqg- zS4GKM_7GpggVbYzzu60OGXr mMNVGPHP75Ud0" ,
"9gj VuXt dFROCgRr t NcGQUXnF65r dezi 6Er _j 76knYyM',
" KURDPh4ZC19- 3t i z- Df 39V8ei dyloV3a3H1Da2N0g88",
"WNOr 9dCBJ8HTCs S2j KASxTj EyWsnbx65_Z 2r 02j f XM'



} ]
" sd_alg": "sha-256"

}

In this case, the Issuer would use the followi ng data in the
Di scl osures for the address sub-cl ai ns:

* (C aimstreet address:

SHA- 256 Hash:
9gj VuXt dFROCgRr t NcGUXnF65r dezi _6Er _j 76kmYyM
Di scl osure:

W1 yROXDNDIzS1F2ZUNmR2Zy eU5ST]j | 31 wgl nNOcnVl dFOhZGRy ZXNzl i wgl | N
j aHVsc3RyLi AxM Jd

Contents:

["2GLC42sKQveCf GFryNRNOW', "street address", "Schul str. 12"]

* Claimlocality:

SHA- 256 Hash:
6vh9bq- zS4GKM 7GpggVbYzzu600GXr mMNVGPHP75Ud0
Di scl osure:

W Jl bHWWUONM2ATTKI JOEVZbnNAQVIBI i wgl nkvY2FsaXR5! i wgl | Nj aHVscGZ
venRhl |1 O

Cont ent s:

["el uv50g3gSNI | 8EYnsxA A", "locality", "Schul pforta"]

* (Caimregion:

SHA- 256 Hash:
KURDPh4ZC19- 3t i z- Df 39V8ei dyloV3a3H1Da2N0g88
Di scl osure:

Wl 2SW3dEOt YTVpVI BHYRDTNXRE dl ZBI i wgl nJl Z2| vbi | sI CJTYWNoc2VuLUF
uaGsdCid

Contents:

["61]7t M abi VPGhoS5t mvVA", "region", "Sachsen-Anhalt"]

* Claimcountry:

SHA- 256 Hash:

VWNOr 9dCBJIBHTCs S2j KASxTj EyWenbx65_Z 2r 02j f XM

Di scl osur e:

WJl SThaV205UWsLUHBOUGVOZWSI ZGhRI i wgl mi\NvdWs0cnki LCAI REUI XQ
Cont ent s:

[ " el BZWDMKPpNPeNenHdhQ', "country", "DE"]



The |1ssuer may al so make one sub-cl ai m of address pernmanently
di scl osed and hide only the other sub-clains:

{

}

"iss": "https://issuer.exanple.cont,

"iat": 1683000000,

"exp": 1883000000,

"sub": "6c5c0a49-b589-431d- bae7-219122a9%ec2c",

"address": {

"osd"r [

"6vh9bg- zS4GKM_7GpggVbYzzu600OGXr mNVGPHP75Ud0" ,
" 9gj VuXt dFROCgRr t Nc GUXnF65r dezi _6Er _j 76kmyyM',
" KURDPh4ZC19- 3t i z- Df 39V8ei dyloV3a3H1Da2N0g88"

]

ountry": "DE"

} i)
" _sd_al g": "sha-256"

In this case, there would be no Disclosure for country, since it is
provided in the clear.

6. 3.

Exanpl e: SD-JWI wi th Recursive Discl osures

The Issuer may al so decide to nake the address claimcontents
sel ectively disclosable recursively, i.e., the address claimis nade
sel ectively disclosable as well as its sub-clai ns:

{

}

"osd"r [
" Hvr KX6f PVOVI9K_yCVFBi LFHsMaxcD_114En6VT8x1l g"
1,
"iss": "https://issuer.exanple.cont,
"iat": 1683000000,
"exp": 1883000000,
"sub": "6c5c0a49-b589-431d- bae7-219122a9%ec2c",
"_sd_al g": "sha-256"

The |ssuer first creates Disclosures for the sub-clains and then
includes their digests in the Disclosure for the address claim

*

*

Cl ai m st reet _address:
- SHA- 256 Hash:

9gj VuXt dFROCgRr t Nc GUXnF65r dezi _6Er _j 76kniYyM
- Disclosure:

W1 yROXDNDJz S1IF2ZUNmR2Zy e U5ST]j | 31§ wgl nNOcmVl dFOhZCGRy ZXNzl i wgl | N
j aHVsc3RyLi AxM Jd

- Contents:
["2G.C42sKQueCf GFryNRNOW', "street address", "Schul str. 12"]
Claimlocality:
- SHA- 256 Hash:
6vh9bg- zS4GKM 7GpggVbYzzu600GXr mNVGPHP75Ud0
- Disclosure:

WJl bHWARNUINM2ATTKI JOEVZbNNAQVIBI | wgl nkvY2FsaXR5!1 i wgl | N aHVscGZ



venkhl 1 0
- Contents:
["el uv50Og3gSNI | 8EYnsxA A", "locality", "Schul pforta"]
* C aimregion:
- SHA- 256 Hash:
KURDPh4ZC19- 3t i z- Df 39V8ei dy1loV3a3H1Da2N0g88
- Disclosure:

W1 2SW3dEOt YTVpVI BHYmDTNXRt dl ZBI i wgl nJl Z2I vbi | sl CITYWNoc2VuLUF
uaGsdCid

- Contents:

["61] 7t M abi VPGoS5t mvVA", "region", "Sachsen-Anhalt"]
* Claimcountry:

- SHA-256 Hash:
WNOr 9dCBJI8HTCs S2j KASXT) EyWenbx65_2Z_ 2r 02j f XM

- Disclosure:
WJl SThaV205UWSLUHBOUGVOZWS1 ZGhRI i wgl m\vdWs0cnki LCAI REUI XQ

- Contents:
["el 8ZWDMKPpNPeNenHdhQ', "country", "DE"]

* (C ai m address:

- SHA-256 Hash:
Hvr KX6f PVOV9K_yCVFBi LFHsMaxcD _114En6VT8x1l g

- Disclosure:
WJIRZ19PN) R6cUF4ZTQx MrEXNMDhpcn®BI i wgl nFkZHJl ¢3M LCB7I1 1 92ZCl 61 Fs
i NnZoOMXLXpTNEdALTV83R3BNnZ1Zi WKp6dTZvTOdYcmLOVKdQSFA3NVVKMCI s| C
I 522pWIVhOZEZSTONNUNJOTnNHVWht Rj YlcnRl eml f NkVy X203Nmt t WKI NI i wgl
kt VUKRQaDRaQz E5LTNOaXot RGYzOVY4ZW keTFvVj NnMDgx RGEy Tj BnODgi LCAi
V045cj | kQOIKCEhUGBNTMpLQVNAVGFeVe1bTV4AN Vi W 8ycnByanZYTSJdf VO

- Contents:
["Qg_064zgAxe412a108i roA", "address", {" _sd": ["6vh9bg-
ZSAGKM_7GpggVbYzzu60OGXr mMNVGPHP75Ud0" ,
"9gj VuXt dFROCgRr t NcGUXnF65r dezi _6Er _j 76kmyyM', " KURDPh4ZC19-
3ti z- Df 39Vv8ei dyloV3a3H1Da2N0g88",
"WNOr 9dCBJI8HTCs S2j KASXTj EyWenbx65_Z 2r 02j f XM'] } ]

7. Verification and Processing

7.1. Verification of the SD-JW

Upon receiving an SD-JWI, either directly or as a conponent of an SD
JWI+KB, a Hol der or Verifier needs to ensure that:

* the Issuer-signed JW is valid, and



*

al |

Di scl osures are valid and correspond to a respective di gest

value in the Issuer-signed JWI (directly in the payl oad or
recursively included in the contents of other Disclosures).

The Hol der or the Verifier MJUST performthe foll owi ng checks when
receiving an SD-JW to validate the SD-JW and extract the payl oad:

1.

Separate the SD-JW into the |Issuer-signed JWI and the
Di scl osures (if any).

Val i date the |ssuer-signed JW:

a.

Ensure that the used signing algorithmwas deened secure for
the application. Refer to [RFC8725], Sections 3.1 and 3.2
for details. The "none" al gorithm MJST NOT be accept ed.

Val i date the signature over the Issuer-signed JW per
Section 5.2 of [RFC7515].

Validate the Issuer and that the signing key belongs to this
| ssuer.

Check that the _sd alg claimvalue is understood and the hash
algorithmis deemed secure according to the Hol der or
Verifier’'s policy (see Section 4.1.1).

Process the Disclosures and enbedded digests in the |ssuer-signed
JWI as foll ows:

a.

For each Discl osure provided:

i. Calculate the digest over the base64url-encoded string as
described in Section 4.2.3.

(*) ldentify all enbedded digests in the |ssuer-signed JW as
fol | ows:

i. Find all objects having an _sd key that refers to an
array of strings.

ii. Find all array elenents that are objects with one key,
that key being ... and referring to a string.

(**) For each enbedded digest found in the previous step

i Conpare the value with the digests cal cul ated

previously and find the matching Disclosure. If no
such Di scl osure can be found, the digest MJST be
i gnor ed.

ii. If the digest was found in an object’s _sd key:

1. If the contents of the respective Disclosure is not
a JSON array of three elenments (salt, claimname,
clai mval ue), the SD-JWI MJST be rejected.

2. If the claimnane is _sd or ..., the SD-JW MJST be
rej ected.
3. If the claimnane already exists at the | evel of

the _sd key, the SD-JW MJST be rejected.

4. Insert, at the level of the _sd key, a newclaim
using the claimnanme and claimvalue fromthe
Di scl osure.
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5. Recursively process the val ue using the steps
described in (*) and (**).

iii. If the digest was found in an array el ement:

1. If the contents of the respective Disclosure is not
a JSON array of two elements (salt, value), the SD
JWI' MUST be rej ected.

2. Replace the array element with the value fromthe
Di scl osure.

3. Recursively process the value using the steps
described in (*) and (**).

d. Renove all array elenents for which the digest was not found
in the previous step

e. Renove all _sd keys and their contents fromthe |ssuer-signed
JWI payload. |If this results in an object with no
properties, it should be represented as an enpty object {}.

f. Renove the claim _sd_alg fromthe SD-JW payl oad.

4. 1f any digest value is encountered nore than once in the |ssuer-
signed JWI payload (directly or recursively via other
Di scl osures), the SD-JWI MJUST be rej ected.

5. If any Disclosure was not referenced by digest value in the
| ssuer-signed JW (directly or recursively via other
Di scl osures), the SD-JW MJST be rejected.

6. Check that the SD-JW is valid using clainms such as nbf, exp, and
aud in the processed payload, if present. If a required
validity-controlling claimis missing (see Section 9.7), the SD
JWI' MUST be rejected.

If any step fails, the SD-JW is not valid, and processi ng MJIST be
aborted. Oherw se, the JSON docunent resulting fromthe preceding
processing and verification steps, herein referred to as the
"Processed SD-JWI Payl oad", can be made available to the application
to be used for its intended purpose.

| Note that these processing steps do not yield any guarantees to
| the Hol der about having received a conplete set of Disclosures.
| That is, for sone digest values in the Issuer-signed JW (which
| are not decoy digests), there may be no correspondi ng

| Disclosures, for exanple, if the nessage fromthe |Issuer was

| truncated. It is up to the Holder how to maintain the mapping
| between the Disclosures and the plaintext claimvalues to be

| able to display themto the user when needed.

Processi ng by the Hol der

The |ssuer provides the Holder with an SD-JW, not an SD-JW+KB. |If
the Hol der receives an SD-JW+KB, it MJST be rejected.

When receiving an SD-JWI, the Hol der MUST do the follow ng:

1. Process the SD-JW as defined in Section 7.1 to validate it and
extract the payl oad.

2. Ensure that the contents of clains in the payl oad are acceptable
(dependi ng on the application; for exanple, check that any val ues
t he Hol der can check are correct).



For presentation to a Verifier, the Holder MJST performthe follow ng

(or equivalent) steps (in addition to the checks described in

Section 7.1 performed after receiving the SD-JW):

1. Decide which Disclosures to release to the Verifier, obtaining
consent if necessary (note that if and how consent is attained is
out of scope for this document).

2. Verify that each selected Disclosure satisfies one of the two
foll owi ng conditions:

a. The hash of the Disclosure is contained in the |ssuer-signed
JWI cl ai ns.

b. The hash of the Disclosure is contained in the claimval ue of
anot her sel ected Di scl osure.

3. Assenble the SD-JWI, including the Issuer-signed JW and the
sel ected Disclosures (see Section 4 for the format).

4. |f Key Binding is not required:
a. Send the SD-JW to the Verifier.
5. If Key Binding is required:
a. Create a Key Binding JW tied to the SD JW.

b. Assenble the SD-JW+KB by concatenating the SD-JW and the
Key Bi ndi ng JWI.

c. Send the SD-JWI+KB to the Verifier.
7.3. Verification by the Verifier
Upon receiving a presentation froma Holder, in the formof either an
SD-JW or an SD-JW+KB, in addition to the checks described in

Section 7.1, Verifiers need to ensure that

* if Key Binding is required, then the Hol der has provided an SD
JWI+KB, and

* the Key Binding JW is signed by the Hol der and valid.

To this end, Verifiers MJUST follow the follow ng steps (or
equi val ent):

1. Deternmine if Key Binding is to be checked according to the
Verifier’'s policy for the use case at hand. This decision MJST
NOT be based on whether or not a Key Binding JWI is provided by
the Holder. Refer to Section 9.5 for details.

2. If Key Binding is required and the Hol der has provided an SD-JW
(wi thout Key Binding), the Verifier MJIST reject the presentation.

3. If the Holder has provided an SD-JW+KB, parse it into an SD-JW
and a Key Bi nding JW.

4. Process the SD-JW as defined in Section 7.1 to validate the
presentati on and extract the payl oad.

5. If Key Binding is required:

a. Deternmine the public key for the Holder fromthe SD-JW (see
Section 4.1.2).
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b. Ensure that a signing algorithmwas used that was deened
secure for the application. Refer to [RFC8725], Sections 3.1
and 3.2 for details. The "none" al gorithm MJUST NOT be
accept ed.

c. Validate the signature over the Key Binding JW per
Section 5.2 of [RFC7515].

d. Check that the typ of the Key Binding JW is kb+jw (see
Section 4.3).

e. Check that the creation tinme of the Key Binding JW, as
determined by the iat claim is within an acceptabl e w ndow.

f. Determne that the Key Binding JW is bound to the current
transaction and was created for this Verifier (replay
detection) by validating nonce and aud cl ai ns.

g. Calculate the digest over the Issuer-signed JW and
Di scl osures as defined in Section 4.3.1 and verify that it
mat ches the val ue of the sd _hash claimin the Key Binding
JWI.

h. Check that the Key Binding JWI is a valid JW in all other
respects, per [RFC7519] and [ RFC8725].

If any step fails, the presentation is not valid and processi ng MJST
be abort ed.

O herwi se, the Processed SD-JW Payl oad can be passed to the
application to be used for the intended purpose.

JW5 JSON Serialization

This section describes an alternative fornmat for SD-JWs and SD
JWI+KBs using the JW5 JSON Serialization from[RFC7515]. Supporting
this format i s OPTI ONAL.

New Unpr ot ect ed Header Paraneters

For both the General and Flattened JSON Serialization, the SD-JW or
SD-JW+KB i s represented as a JSON object according to Section 7.2 of
[ RFC7515]. The foll owi ng new unprotected header parameters are

def i ned:

di sclosures: An array of strings where each elenent is an individual
Di scl osure as described in Section 4. 2.

kb_jwt: Present only in an SD-JW+KB, the Key Binding JW as
described in Section 4.3.

In an SD-JW+KB, kb _jwt MJST be present when using the JW5 JSON
Serialization, and the digest in the sd_hash claim MJUST be conputed
over the SD-JW as described in Section 4.3.1. This neans that even
when using the JW5 JSON Serialization, the representation as a

regul ar SD-JWI Conpact Serialization MJST be created tenporarily to
calculate the digest. |In detail, the SD-JW Conpact Serialization
part is built by concatenating the protected header, the payl oad, and
the signature of the JW5 JSON serialized SD-JW using a . character
as a separator, and using the D sclosures fromthe discl osures nemnber
of the unprotected header.

Unpr ot ect ed headers ot her than disclosures are not covered by the
digest, and therefore, as usual, are not protected agai nst tanpering.

Fl attened JSON Seri alization



In the case of Flattened JSON Serialization, there is only one
unpr ot ect ed header.

The following is a non-normati ve exanple of a JW5 JSON serialized SD
JWI' as issued using the Flattened JSON Serialization:

"header": {
"disclosures": [
"W yROXDNDJz S1F2ZUNmR2ZyeUSST]j | 311 wgl nN1Yi | sI CIgb2huX2RvZV80M

iJd",

"W Jl bHWNUINM2ATTKI JOEVZbnNAQVOBI i wgl ndpdmVuX25hbWii LCAI SrBob
iJd",

"1 2SW3dEOt YTVpVI BHYMOTNXR dl ZBI i wgl nZhbW seVOuYWLI | i wgl kRvZ
sJd",

"\ JI SThaV205UMEL UHBOUGVOZWS| ZGhRI i wgl mIpcnRoZGFOZSI s| Cl xOTQA
TAXLTAXI | 0"

} ]

"payl oad": "eyJfc2Q@ O Bblj R Qm2YU ZMLdOdUdHV1RALXFVaj Zj ZGs2V0JwWh
| nbHRKRnF2UGE3TFki LCAI OHNt MWVFDZj Ay MKBCbkhBQk1c1A0bTRLWIA5Tk9PQV
| j VGOo5SE5hQzF3WSI sl CJj Z0ZkaHFQbzgzeFl ChEpnmYWAhQ2FhN3VQOVJI DU Uk
ULUj RMQVE5aXFVI i wgl mpNQLhWei 0t ON 4e DVBWANV RGZYUW uencxd1pj Y2NRl
JCQZHcWRHVIBI XSwgl ml zcyl 61 CJodHRwezovL2l zc3VI ci 51 eGFt cGxl Lm\vbS
I'sl CIpYXQ O AxN gz MDAWMVDAWL CAI ZXhwi j ogMTrg4 Mz AMVDAWMMOWg | | 92ZF9hbG
ci O Ai c2hhLTI 1Ni I sl CJj bmyi G B71 np3ayl 61 Hsi a3R51 j ogl kVDI i wgl ni\ydi
161 CJQLTI INi | sl CJ41j ogl | RDQUVSMIT adnUz TOhGNGo0VzR2ZI N\bOhJUDFJITG
| sSRGxzN3zDzUdl bWM LCAI eSl 61 ClaeGppV1di Wk 1RROhW/Ot WUTRoYl NJaXJzVm
Z1Z\WNDRTZONGpUQUYy SFpRI n19f Q'

"protected":

"eyJhbGeci O Al RVMYNTYi LCAI dH W j ogl mvVAYWLwbGUr c2@ andOl n0",

"signature": "300 vPxU3QdDWUNT GexVB5r WON2f 1at g5r L825bvvDlg7ywj KDK
y2UHqHoH2 Q@S4FA99JbGhgnl gFaGXFChf j Q'

The following is an SD-JW+KB with two Di scl osures:

{

"header": {
"di scl osures": [
"W 2SWH3dEOt YTVpVI BHYmMDTNXRt dl ZBI i wgl nzhbW seVOuYWLI | i wgl kRvZ
SJd",
"WJl bHWARNWINM2ATTKI JOEVZbNNAQVIBI | wgl ndpdmVuX25hbWli LCAI SnBob
iJd"
1,
"kb_jwt": "eyJhbGci O Al RVMYNTYi LCAI dH wi j ogl nti K2p3dCJ9. eyJub25j
ZSI 61 Cl xM MONTY3CDkw i wgl mnF1ZCl 61 CJodHRwczovL3ZI cm maW/yLmv4YwW
IwbGUub3Jnl i wgl m hdCl 61 DESNDg1MzcyNDQs| ClzZF90YXNol j ogl | ZqdFBz
Z1pWUVRSeEt KdkRmJOot bl hsWkt FOVo5 TGIENEZ5@Q@Bd3b05NUNnci f Q Gr DvJ2j
hYNmUvgdwVEl r xeTFEUl 5gKSM71 6 P95J mA6Vk o- FBB5V PGONOw ndgj LCE2i DR
hlr 82zchj mABQ3V8w'
},
"payl oad": "eyJfc2Q O Bblj R Qm2YUl ZMLdOdUdHV1RALXFVaj Zj ZGs2V0JwWh
| nbHRKRMF2UGE3TFki LCAI OHNt WFDZj Ay MKBCbkhBQOk1c1AObTRLWI5Tk9PQV
| j VGo5SE5hQz F3WSI s| CJj Z0ZkaHFQbzgzeFl ChEpmyWAh Q2 FhN3VQOVJI DUj UwWk
U1Uj RMQVESaXFVI i wgl npNQLhWei 0t OW 4e DMBWANV RGZYUW uencxdlpj Y2NnRI
JCQUZHcWRHMITBI XSwgl ml zcyl 61 CJodHRwezovL2l zc3VI ci 51 eGFt c&xI L\vbS
I sl CIpYXQ G AxNj gz MDAWMVDAWLCAI ZXhwl j ogMIg4 Mz AMVDAWMOM | | 92ZF9hbG
ci G Al c2hhLTI 1N I sl CJj bmYi G B71 np3ayl 61 Hsi a3R51 j ogl kVDI i wgl mNydi
161 CJQLTI 1IN | sl CJ41j ogl | RDQUVSMIT adnUz TOhGNGoOVz R2ZI NbOhJUDFJITG
| sSRGxzN3zDzudl bWM LCAI eSl 61 ClaeGppV1ldi WK1RROhW/Ot WUTRoYI NJaXJzVm
Z1Z\VWNDRTZONGpUQUYY SFpRI n19f Q' ,
"protected":
"eyJhbGeci O Al RVMYNTYi LCAI dH wi j ogl miv4AYWLwbGUr c2Q andOl n0",
"signature": "300Q vPxU3QdDWINT GexVB5r WON2f 1at g5r L825bvvDlg7ywj KDK



y2UHgHoH2QS4FA99JbG5qnl gFaGXFChf j Q'

8.3. GCeneral JSON Serialization

In the case of General JSON Serialization, there are multiple

unpr ot ect ed headers (one per signature). |f present, disclosures and
kb_jwt MUST be included in the first unprotected header and MJST NOT
be present in any foll owi ng unprotected headers.

The following is a non-normative exanple of a presentation of a JW5
JSON serialized SD-JW, including a Key Binding JWI using the Ceneral
JSON Serialization:

"payl oad": "eyJfc2Q Q Bblj Rl Qmi2YU ZMLdOdUdHV1RALXFVaj Zj ZGs2VOJwWWh
I nbHRKRnF2UGE3TFki LCAI OHNt MVFDZj Ay MXBCbkhBQOk1c1AObTRLWId5Tk9PQV
| j VGo5SE5hQzF3WSI s| CJj Z0ZkaHFQhzgzeFl ChEpmyWAhQ2FhN3VQOVJI DUj Uw\k
ULU RMQVE5aXFVI i wgl mnpNQLhWei 0t ON 4e DVBWANV RGZYUW uencxd1pj Y2NR
JCQOZHcWRHMBiI XSwgl m zcyl 61 CJodHRwezovL2l zc3MI ci 51 eGFt cGxl LimiNvbS
I sl QIpYXQ O AxN gz MDAWMVDAWL CAI ZXhwi j ogMTrg4 Mz AMVDAMMOWg | | 92ZF9hbG
ci G Al c2hhLTI 1IN I sl CJj bmYi G B71 np3ayl 61 Hsi a3R51 j ogl kVDI i wgl miNydi
1 61 CJQLTI INi | sl CJ41j ogl | RDQUVSMIT adnUz TOhGNGo0Vz R2ZI NbOhJUDFJITG
| sSRGxzN3ZDzUdl bWM LCAI eSl 61 ClaeGppV1di WK1RROhW/0t WUTRoYI NJaXJzVm
Z1Z\WNDRTZONGpUQUYy SFpRI n19f Q'

"signatures": |

"header": {
"di scl osures":
"W 2SW3dEOt YTVpVI BHYNDTNXRt dl ZBI i wgl nzhbW seVOuYWLI | i wgl
kRvzSJd",
"WJl bHWNUINMR2ATTKI JOEVZbnNAQVIBI i wgl ndpdnVuX25hbWi LCAI S
nPobi Jd"

]

id': "issuer-key-1",

"kb_jw": "eyJhbCci G Al RVMYNTYi LCAIi dH wi j ogl nt i K2p3dCJ9. eyJu
b25j ZSI 61 Cl xM MONTY3CODkw i wgl mF1ZCl 61 CJodHRweczovL3Zl cm maW
VyLmvVAYWLwbGUub3Jnl i wgl m hdCl 61 DE3NDg1MzcyNDQs| CIzZF90YXNo
I'j ogl nFi eUl XUDNwaFZneEVz RFIpd2R30vc2QkozZHhpUEX1bWNZCFBi dT
RFY]j gi f Q VWZgxaVHh1XE6M kuax_7Laq42uFDr x171 L&2j | uyKgy_PqC8
5z24DVpl SAMZDdSANGs - 0zN2N7xnM E1Pg0sOw'

}

: rotected":

"eyJhbGeci O Al RVMYNTYi LCAI dH W j ogl nvV4YWLwbGUr c2Q@ andOIl n0",
"signature": "dz1IN3uvhVH]j | dyXwppnBLi eTj OvuBMozLO6r nr LI uxEQh9B
Hol OnGr Wh- UadWlor RpEi Et j f 7xy HDONMI 6t Bw'

H
{
"header": {
"kid": "issuer-key-2"
}
"protected":
"eyJhbCGeci G Al RVMYNTYi LCAi dH W j ogl nvV4YWLwbGUr c2Q andOl n0",
"signature": "kuXi o_U8S8RH -fi hAPET4AFUjj 0BpxsT6yddMrI r 6pf HKt Ae
OFQINWXU42r f NnORUNOQNTgGsf 2A8Lj Eba5i nNg"
}

]
}

8.4. Verification of the JW56 JSON Serialized SD-JW

Verification of the JWs5 JSON serialized SD-JW follows the rules
defined in Section 3.4, except for the follow ng aspects:

*  The SD-JWI or SD-JW+KB does not need to be split into conmponent
parts and the Disclosures can be found in the disclosures memnber



of the unprotected header

* To verify the digest in sd _hash in the Key Binding JW of an SD
JWI+KB, the Verifier MJIST assenble the string to be hashed as
described in Section 8.1

9. Security Considerations
The security considerations hel p achieve the follow ng properties:

Sel ecti ve Discl osure:
An adversary in the role of the Verifier cannot obtain informtion
froman SD-JW about any cl aimnanme or claimvalue that was not
explicitly disclosed by the Holder unless that information can be
derived from other disclosed clainms or sources other than the
presented SD- JWI.

Integrity:
A malicious Hol der cannot nodify names or values of selectively
di scl osabl e clainms without detection by the Verifier

Additionally, as described in Section 9.5, the application of Key
Bi nding can ensure that the presenter of an SD-JW credential is the
Hol der of the credenti al

9.1. Mandatory Signing of the Issuer-Signed JWI

The JWI MUST be signed by the Issuer to protect the integrity of the
issued clainms. An attacker can nodify or add clains if this JW is
not signed (e.g., change the "email" attribute to take over the
victim s account or add an attribute indicating a fake academ c
qualification).

The Verifier MJST al ways check the signature of the |ssuer-signed JWI
to ensure that it has not been tanmpered with since its issuance. The
| ssuer-signed JWI MUST be rejected if the signature cannot be
verified.

The security of the Issuer-signed JW depends on the security of the
signature algorithm Per the |ast paragraph of Section 5.2 of

[ RFC7515], it is an application-specific decision to choose the
appropriate JW5 algorithmfrom[JW5. Al gs], including post-quantum

al gorithms, when they are ready.

9.2. Manipulation of Disclosures

Hol ders can mani pul ate the Discl osures by changi ng the values of the
clains before sending themto the Verifier. The Verifier MJST check
the Disclosures to ensure that the values of the clains are correct,
i.e., the digests of the Disclosures are actually present in the

si gned SD- JWI.

A naive Verifier that extracts all claimvalues fromthe D sclosures
(wi t hout checking the hashes) and inserts theminto the SD-JW

payl oad is vulnerable to this attack. However, in a structured SD
JWI, wi thout conparing the digests of the Disclosures, such an

i mpl ementation could not determine the correct place in a nested

obj ect where a claimneeds to be inserted. Therefore, the naive

i mpl erent ati on would not only be insecure, but also incorrect.

The steps described in Section 7.3 ensure that the Verifier checks
the Disclosures correctly.

9.3. Entropy of the Salt

The security nodel that conceals the plaintext clains relies on the



hi gh entropy random data of the salt as additional input to the hash
function. The randommess ensures that the sane plaintext claimvalue
does not produce the sanme digest value. It also nmakes it infeasible
to guess the preinmage of the digest (thereby |earning the plaintext
clai mval ue) by enunerating the potential value space for a claim
into the hash function to search for a matching digest value. It is
therefore vitally inportant that unreveal ed salts cannot be | earned
or guessed, even if other salts have been reveal ed. As such, each
salt MJST be created in such a manner that it is cryptographically
random sufficiently |long, and has hi gh enough entropy that it is

i nfeasible to guess. A new salt MJST be chosen for each claim

i ndependently of other salts. See "Randommess Requirenents for
Security" [RFC4086] for considerations on generating random val ues.

The RECOMMENDED mi ni mum | ength of the randomly generated portion of
the salt is 128 bhits.

The | ssuer MJUST ensure that a new salt value is chosen for each
claim including when the same claimnanme occurs at different places
in the structure of the SD-JWI. This can be seen in the exanple in
Appendi x A 2, where nmultiple clains with the nane type appear, but
each of themhas a different salt.

9.4. Choice of a Hash Al gorithm

To ensure privacy of clains that are selectively disclosable but are
not being disclosed in a given presentation, the hash function MJST
ensure that it is infeasible to calculate any portion of the three

el ements (salt, claimnanme, claimvalue) froma particul ar digest.
This inplies the hash function MJST be prei nmage resistant and shoul d
al so not allow an observer to infer any partial information about the
undi scl osed content. In the term nology of cryptographic commtnent
schenes, the hash function needs to be conputationally hiding.

To ensure the integrity of selectively disclosable clains, the hash
function MJUST be second-preinmage resistant. That is, for any

combi nation of salt, claimnanme, and claimvalue, it is infeasible to
find a different conbination of salt, claimname, and claimvalue
that results in the same digest.

The hash function SHOULD al so be collision resistant. Al though not
essential to the anticipated uses of SD-JW, w thout collision

resi stance an Issuer may be able to find nultiple Disclosures that
have the same hash value. |In which case, the signature over the SD
JWI woul d not then commt the Issuer to the contents of the JWI. The
collision resistance of the hash function used to generate digests
SHOULD match the collision resistance of the hash function used by
the signature scheme. For example, use of the ES512 signature

al gorithmwould require a Disclosure hash function with at | east
256-bit collision resistance, such as SHA-512

Inclusion in the "Naned I nformati on Hash Al gorithm Registry"

[ Hash. Al gs] al one does not indicate a hash algorithms suitability
for use in SD-JWI (it contains several heavily truncated digests,
such as sha-256-32 and sha-256-64, which are unfit for security
appl i cations).

9.5. Key Binding

Key Binding ainms to ensure that the presenter of an SD-JW credentia
is actually the Holder of the credential. An SD-JW conpatible with
Key Binding contains a public key, or a reference to a public key,
that corresponds to a private key possessed by the Holder. The
Verifier requires that the Hol der prove possession of that private
key when presenting the SD-JW credenti al



Wthout Key Binding, a Verifier only gets the proof that the
credential was issued by a particular Issuer, but the credentia
itself can be replayed by anyone who gets access to it. This neans
that, for exanple, after the credential was | eaked to an attacker,
the attacker can present the credential to any Verifier that does not
require a binding. Also, a nmalicious Verifier to which the Hol der
presented the credential can present the credential to another
Verifier if that other Verifier does not require Key Binding.

Verifiers MJST deci de whether Key Binding is required for a
particul ar use case before verifying a credential. This decision can
be informed by various factors including but not limted to the
foll owi ng: business requirenents, the use case, the type of binding
between a Holder and its credential that is required for a use case,
the sensitivity of the use case, the expected properties of a
credential, the type and contents of other credentials expected to be
presented at the same tine, etc.

It is inportant that a Verifier not nmake its security policy
deci si ons based on data that can be influenced by an attacker. For
this reason, when deciding whether or not Key Binding is required,
Verifiers MJUST NOT take into account whether the Hol der has provided
an SD-JWI+KB or a bare SD-JWI; otherw se, an attacker could strip the
KB- JWI from an SD-JW+KB and present the resultant SD JWI.

Furthernore, Verifiers should be aware that Key Binding information
may have been added to an SD-JW in a fornat that they do not
recogni ze and therefore may not be able to tell whether or not the
SD- JWI' supports Key Bindi ng.

If a Verifier determines that Key Binding is required for a
particul ar use case and the Hol der presents either a bare SD-JW or
an SD-JWI+KB with an invalid Key Binding JWI, then the Verifier wll
reject the presentation when follow ng the verification steps
described in Section 7. 3.

9.6. Concealing d ai m Nanes

SD-JWI ensures that nanes of clains that are selectively disclosable
are always conceal ed unless the claims value is disclosed. This
prevents an attacker from| earning the nanes of such cl ains.

However, the nanes of the clainms that are permanently discl osed are
not hidden. This includes the keys of objects that thenselves are
not conceal ed, but contain concealed clains. This limtation needs
to be taken into account by |Issuers when creating the structure of
the SD- JWI.

9.7. Selectively Disclosable Validity C ains
An | ssuer MJUST NOT all ow any content to be selectively disclosable
that is critical for evaluating the SD-JW's authenticity or
validity. The exact list of such content will depend on the
application and SHOULD be listed by any application-specific profiles
of SD-JWI. The following is a list of registered JW clai mnanes
that SHOULD be considered as security critical
* iss (lssuer)

* aud (Audience), although issuers MAY allow individual entries in
the array to be selectively disclosable

* exp (Expiration Tine)
* nbf (Not Before)

* cnf (Confirmation Key)
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Issuers will typically include clains controlling the validity of the
SD-JWI in plaintext in the SD-JW payl oad, but there is no guarantee
they will do so. Therefore, Verifiers cannot reliably depend on that
and need to operate as though security-critical clainms mght be

sel ectively discl osabl e.

Verifiers therefore MUST ensure that all clains they deem necessary
for checking the validity of an SD-JWF in the given context are
present (or disclosed, respectively) during validation of the SD JW.
This is inplemented in the |ast step of the verification defined in
Section 7.1.

The precise set of required validity clains will typically be defined
by operating environnent rules, an application-specific profile, or
the credential format, and MAY include clains other than those |isted
her ei n.

8. Distribution and Rotation of Issuer Signhature Verification Key

Thi s specification does not define how signature verification keys of
I ssuers are distributed to Verifiers. However, it is RECOMVENDED
that Issuers publish their keys in a way that allows for efficient
and secure key rotation and revocation, for exanple, by publishing
keys at a predefined | ocation using the JSON Wb Key Set (JVKS)
format [RFC7517]. Verifiers need to ensure that they are not using
expired or revoked keys for signature verification using reasonable
and appropriate nmeans for the given key-distribution nethod.

9. Forwarding Credentials

Any entity in possession of an SD-JW (including an SD-JW extracted
froman SD-JW+KB) can forward it to any third party that does not
enforce Key Binding. Wen doing so, that entity may renove

Di scl osures such that the receiver learns only a subset of the clains
contained in the original SD JW.

For exanple, a device manufacturer mght produce an SD-JW contai ni ng
i nformati on about upstream and downstream supply chain contributors.
Each supply chain party can verify only the clains that were

sel ectively disclosed to them by an upstream party, and they can
choose to further reduce the disclosed clains when presenting to a
downstream party.

In some scenarios, this behavior could be desirable; if it is not,
I ssuers need to support and Verifiers need to enforce Key Binding.

10. Integrity of SD-JWs and SD JWI+KBs

Wth an SD-JW, the Issuer-signed JW is integrity protected by the
I ssuer’s signature, and the values of the Disclosures are integrity
protected by the digests included therein. The specific set of

Di scl osures, however, is not integrity protected; the SD-JW can be
nmodi fi ed by adding or renoving Disclosures and still be valid.

Wth an SD-JW+KB, the set of selected Disclosures is integrity
protected. The signature in the Key Binding JW covers a specific
SD-JWI, with a specific |Issuer-signed JWI and a specific set of

Di scl osures. Thus, the signature on the Key Binding JW, in addition
to proving Key Binding, also assures the authenticity and integrity
of the set of Disclosures the Hol der disclosed. The set of

Di sclosures in an SD-JW+KB is the set that the Hol der intended to
send; no internediate party has added, renmpved, or nodified the |ist
of Discl osures.

11. Explicit Typing
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Section 3.11 of [RFC8725] describes the use of explicit typing as one
mechanismto prevent confusion attacks (described in Section 2.8 of

[ RFC8725]) in which one kind of JWI is mistaken for another. SDJW's
are also potentially subject to such confusion attacks, so in the
absence of other techniques, it is RECOMWENDED that application
profiles of SD-JW specify an explicit type by including the typ
header parameter when the SD-JW is issued, and that Verifiers check
thi s val ue.

When explicit typing using the typ header is enployed for an SD- JW,
it is RECOWENDED that a nedia type nane of the format "application/
exanpl e+sd-jwt" be used, where "exanple" is replaced by the
identifier for the specific kind of SD-JWI. The definition of typ in
Section 4.1.9 of [RFC7515] recommends that the "application/" prefix
be omtted, so "exanple+sd-jw" would be the value of the typ header
paraneter.

Use of the cty content type header paraneter to indicate the content
type of the SD-JWI payl oad can al so be used to distinguish different
types of JSON objects or different kinds of JWI Claim Sets.

12. Key Pair Generation and Lifecycl e Managenent

I mpl enent ati ons of SD-JW rely on asymretric cryptographic keys and
must therefore ensure that key pair generation, handling, storage,
and |ifecycl e nanagenent are perforned securely.

Wil e the specific nechanisns for secure key nanagement are out of
scope for this docunent, inplenenters should follow established best
practices, such as those outlined in NIST SP 800-57 Part 1

[ NI ST. SP. 800-57pt 1r5]. This i ncl udes:

* Secure CGeneration: Using cryptographically secure nethods and
random nunber generators.

* Secure Storage: Protecting private keys from unauthorized access.

* Lifecycl e Managenent: Ensuring secure key rotation, revocation,
and di sposal as needed.

Appropriate key nmanagenent is essential, as any conpromni se can | ead
to unaut hori zed di scl osure or forgery of SD JWSs.

Privacy Consi derations
1. Unlinkability

Unlinkability is a property whereby adversaries are prevented from
correlating credential presentations of the same user beyond the
user’'s consent. Wthout unlinkability, an adversary m ght be able to
| earn nore about the user than the user intended to disclose, for
exanpl e:

* Cooperating Verifiers mght want to track users across services to
buil d advertising profiles.

* |ssuers might want to track where users present their credentials
to enabl e surveillance

* After a data breach at multiple Verifiers, publicly avail able
information mght allow linking identifiable information presented
to Verifier Awith originally anonynous information presented to
Verifier B, therefore revealing the identities of users of
Verifier B.



The followi ng types of unlinkability are di scussed bel ow

* Presentation Unlinkability: A Verifier should not be able to Iink
two presentations of the same credenti al

* Verifier/Verifier Unlinkability: The presentations rmade to two
different Verifiers should not reveal that the same credential was
presented (e.g., if the two Verifiers collude, or if they are
forced by a third party to reveal the presentations nade to them
or data |l eaks fromone Verifier to the other).

* lssuer/Verifier Unlinkability (Honest Verifier): An Issuer of a
credential should not be able to know that a user presented this
credential unless the Verifier is sharing presentation data with
the Issuer accidentally, deliberately, or because it is forced to
do so.

* lssuer/Verifier Unlinkability (Carel ess/Coll udi ng/ Conpromni sed/
Coerced Verifier): >An Issuer of a credential should under no
circunstances be able to tell that a user presented this
credential to a certain Verifier. |In particular, this includes
cases when the Verifier accidentally or deliberately shares
presentation data with the Issuer or is forced to do so.

In all cases, unlinkability is limted to cases where the discl osed
clains do not contain information that directly or indirectly
identifies the user. For exanple, when a taxpayer identification
nunmber is contained in the disclosed clains, the |ssuer and Verifier
can easily link the user’s transactions. However, when the user only
discloses a birthdate to one Verifier and a postal code to another
Verifier, the two Verifiers should not be able to determ ne that they
were interacting with the same user.

I ssuer/Verifier unlinkability with a carel ess, coll uding,

conmprom sed, or coerced Verifier cannot be achieved in salted hash-
based sel ective di scl osure approaches, such as SD-JW, as the issued
credential with the Issuer’s signature is directly presented to the
Verifier, who can forward it to the Issuer. To reduce the risk of
revealing the data later on, Section 10.2 defines requirenents to
reduce the amount of data stored.

In considering Issuer/Verifier unlinkability, it is important to note
the potential for an asynmetric power dynam c between |ssuers and
Verifiers. This dynam c can conpel an ot herw se Honest Verifier into
collusion. For exanple, a governnental |ssuer night have the
authority to mandate that a Verifier report back information about
the credentials presented to it. Legal requirenents could further
enforce this, explicitly undernmining Issuer/Verifier unlinkability.
Simlarly, a large service provider issuing credentials m ght
inmplicitly pressure Verifiers into collusion by incentivizing
participation in their larger operating environnment. Deployers of
SD-JW nust be aware of these potential power dynanmics, mitigate them
as much as possible, and/or make the risks transparent to the user

Contrary to that, Issuer/Verifier unlinkability with an Honest
Verifier can generally be achieved. However, a callback fromthe
Verifier to the Issuer, such as a revocation check, could potentially
di scl ose information about the credential’s usage to the |ssuer

Where such cal | backs are necessary, they need to be executed in a
manner that preserves privacy and does not disclose details about the
credential to the Issuer (the nechanismdescribed in [TSL] is an
exanpl e of an approach that di scloses mninmal information towards the
Issuer). It is inportant to note that the tim ng of such requests
could potentially serve as a side channel

Verifier/Verifier unlinkability and presentation unlinkability can be
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achi eved using batch issuance: A batch of credentials based on the
same clains is issued to the Holder instead of just a single
credential. The Hol der can then use a different credential for each
Verifier or even for each session with a Verifier. New Key Binding
keys and salts MJUST be used for each credential in the batch to
ensure that the Verifiers cannot link the credentials using these
values. Likewise, clainms carrying tine information, like iat, exp,
and nbf, MJST either be random zed within a tine period considered
appropriate (e.g., random ze iat within the last 24 hours and

cal cul ate exp accordingly) or rounded (e.g., rounded down to the
begi nni ng of the day).

SD-JW only conceals the value of clains that are not revealed. It
does not neet the security properties for anonynous credentials
[CLO1]. In particular, colluding Verifiers and |ssuers can know when

they have seen the sane credential no matter what fields have been

di scl osed, even when none have been discl osed. This behavior may not
align with what users naturally anticipate or are gui ded to expect
fromuser-interface interactions, potentially causing themto nmake
deci sions they m ght not otherwi se nake. Wrkarounds such as batch

i ssuance, as described above, help with keeping Verifiers from
linking different presentations, but cannot work for |ssuer/Verifier
unlinkability. This issue applies to all salted hash-based
approaches, including nDL/nmDoc [ISO. 18013-5] and SD-CW [ SD- CW] .

2. Storage of User Data

Wherever user data is stored, it represents a potential target for an
attacker. This target can be of particularly high value when the
data is signed by a trusted authority Iike an official nationa
identity service. For example, in OpenlD Connect [ OpenlD. Core],
signed I D Tokens can be stored by Relying Parties. |In the case of
SD- JWI, Hol ders have to store SD-JW's, and |Issuers and Verifiers may
decide to do so as wel |l

Not surprisingly, a leak of such data risks revealing private data of
users to third parties. Signed user data, the authenticity of which
can be easily verified by third parties, further exacerbates the
risk. As discussed in Section 9.5, |eaked SD-JW's nmay al so al |l ow
attackers to inpersonate Hol ders unless Key Binding is enforced and
the attacker does not have access to the Hol der’s cryptographic keys.

Due to these risks, and the risks described in Section 10.1, systens

i mpl ementing SD-JW SHOULD be designed to mnimze the amount of data
that is stored. Al involved parties SHOULD NOT store SD-JW's | onger
than strictly necessary, including in log files.

After |ssuance, |ssuers SHOULD NOT store the |Issuer-signed JW or the
respecti ve Discl osures.

Hol ders SHOULD store SD-JWIs only in encrypted form and, wherever
possi bl e, use hardware-backed encryption in particular for the
private Key Binding key. Decentralized storage of data, e.g., on
user devices, SHOULD be preferred for user credentials over
centralized storage. Expired SD-JWs SHOULD be del eted as soon as
possi bl e.

After Verification, Verifiers SHOULD NOT store the |ssuer-signed JW
or the respective Disclosures. It nmay be sufficient to store the
result of the verification and any user data that is needed for the
appl i cation.

Exceptions fromthe rul es above can be nade if there are strong
requirenents to do so (e.g., functional requirenments or |egal audit
requi renents), secure storage can be ensured, and the privacy inmpact
has been assessed.
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3. Confidentiality During Transport

If an SD-JW or SD-JW+KB is transnitted over an insecure channe
during issuance or presentation, an adversary nmay be able to
intercept and read the user’s personal data or correlate the
informati on with previous uses.

Usual | y, transport protocols for issuance and presentation of
credentials are designed to protect the confidentiality of the
transmtted data, for exanple, by requiring the use of TLS

Thi s specification therefore considers the confidentiality of the
data to be provided by the transport protocol and does not specify
any encryption mechani sm

I mpl enenters MUST ensure that the transport protocol provides
confidentiality if the privacy of user data or correlation attacks by
passi ve observers are a concern

To encrypt an SD-JW or SD-JWI+KB during transit over potentially

i nsecure or | eakage-prone channels, inplenenters MAY use JSON Wb
Encryption (JWE) [RFC7516], encapsul ating the SD-JW or SD- JW+KB as
the pl ai ntext payl oad of the JWE. Especially, when an SD-JW is
transmtted via a URL and informati on may be stored/cached in the
browser or end up in web server |ogs, the SD-JW SHOULD be encrypted
usi ng JVE.

4. Decoy Digests

The use of decoy digests is RECOWENDED when the nunber of clainms (or
the existence of particular clains) can be a side channel disclosing
i nformati on about otherw se undisclosed clains. In particular, if a
claimin an SD-JW is present only if a certain condition is net
(e.g., a nmenbership nunber is only contained if the user is a nenber
of a group), the Issuer SHOULD add decoy di gests when the condition
is not net.

Decoy digests increase the size of the SD-JW. The nunber of decoy
digests (or whether to use themat all) is a trade-off between the
size of the SD-JW and the privacy of the user’s data.

5. | ssuer ldentifier

An | ssuer issuing only one type of SD-JW m ght have privacy
i mplications, because if the Hol der has an SD-JW issued by that
Issuer, its type and clai mnanmes can be deterni ned.

For exanple, if a cancer research institute only issued SD-JWs with
cancer registry information, it is possible to deduce that the Hol der
owning its SD-JW is a cancer patient.

Moreover, the Issuer identifier alone may reveal information about
t he user.

For exanple, when a military organization or a drug rehabilitation
center issues a vaccine credential, Verifiers can deduce that the
Holder is a military nenber or nmay have a substance use di sorder

To mitigate this issue, a group of issuers may elect to use a conmmon
I ssuer identifier. A group signature schenme outside the scope of
this specification may al so be used, instead of an individua

si gnature.

| ANA Consi der ati ons
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1. JSON Wb Token O ains Registration

| ANA has registered the following Clains in the "JSON Wb Token
Clains" registry [JW. O ains] established by [ RFC7519].

C ai m Narme: _sd

ClaimDescription: Digests of Disclosures for object properties
Change Controller: |ETF

Speci fication Docunent(s): Section 4.2.4.1 of RFC 9901

G ai m Name: ...

ClaimDescription: Digest of the Disclosure for an array el enent

Change Controller: |ETF
Speci fication Docunment(s): Section 4.2.4.2 of RFC 9901

ClaimName: _sd_alg
ClaimDescription: Hash algorithmused to generate Disclosure
di gests and di gest over presentation
Change Controller: |ETF
Speci fication Docunent(s): Section 4.1.1 of RFC 9901
Cl ai m Name: sd_hash
Cl ai m Description: Digest of the SD-JW to which the KB-JW is tied
Change Controller: |ETF
Speci fication Docunment(s): Section 4.3 of RFC 9901
2. Media Type Registrations

| ANA has registered the follow ng nedia types [ RFC2046] in the "Media
Types" registry [ Medi aTypes] in the manner described in [ RFC6838].

| Note: For the media type value used in the typ header in the
| Issuer-signed JWI itself, see Section 9.11.

2.1. SD-JW Content

To indicate that the content is an SD-JW:

Type name: application

Subt ype nane: sd-jw

Required paraneters: n/a

Optional paranmeters: n/a

Encodi ng consi derations: binary; application/sd-jw values are a
series of base64url-encoded val ues (sone of which may be the enpty

string) separated by period ('.’) and tilde ('~") characters.

Security considerations: See the Security Considerations sections of
RFC 9901, [RFC7519], and [ RFC8725].

Interoperability considerations: n/a
Publ i shed specification: RFC 9901

Applications that use this nmedia type: Applications requiring
sel ective disclosure of integrity-protected content.

Fragnment identifier considerations: n/a
Addi tional information:

Magi ¢ nunber(s): n/a
File extension(s): n/a



Maci ntosh file type code(s): n/a

Person & email address to contact for further information: Daniel
Fett, mai | @ani el fett. de

I ntended usage: COMMON

Restrictions on usage: none

Aut hor: Daniel Fett, mail @anielfett.de

Change Controller: |ETF

.2.2. JW5 JSON Serialized SD-JW Cont ent

To indicate that the content is a JW5 JSON serialized SD JWI:
Type name: application

Subt ype name: sd-jw +j son

Required parameters: n/a

Optional parameters: n/a

Encodi ng considerations: binary; application/sd-jw+json values are
represented as a JSON Obj ect.

Security considerations: See the Security Considerations sections of
RFC 9901 and [ RFC7515].

Interoperability considerations: n/a
Publ i shed specification: RFC 9901
Applications that use this nmedia type: Applications requiring
sel ective disclosure of content protected by ETSI JAdJES conpli ant
si gnatures
Fragnment identifier considerations: n/a
Addi tional information
Magi ¢ nunber(s): n/a
File extension(s): n/a

Maci ntosh file type code(s): n/a

Person & email address to contact for further information: Dani el
Fett, mai | @ani el fett. de

I ntended usage: COMVON

Restrictions on usage: none

Author: Daniel Fett, nail @anielfett. de

Change Controller: |ETF

.2.3. Key Binding JW Content

To indicate that the content is a Key Binding JW:
Type name: application

Subt ype nane: kb+jw
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Required paraneters: n/a

Optional paranmeters: n/a

Encodi ng considerations: binary; A Key Binding JWF is a JW; JW
val ues are encoded as a series of base64url-encoded val ues

separated by period ('.’) characters.

Security considerations: See the Security Considerations sections of
RFC 9901, [RFC7519], and [ RFC8725].

Interoperability considerations: n/a
Publ i shed specification: RFC 9901

Applications that use this nedia type: Applications utilizing a JW-
based proof-of - possessi on mechani sm

Fragnment identifier considerations: n/a
Addi tional information:

Magi ¢ nunber(s): n/a

File extension(s): n/a

Maci ntosh file type code(s): n/a

Person & email address to contact for further information: Daniel
Fett, mai | @ani el fett. de

I ntended usage: COMMON

Restrictions on usage: none

Aut hor: Daniel Fett, mail @anielfett.de

Change Controller: |ETF

3. Structured Syntax Suffixes Registration

| ANA has registered "+sd-jwt" in the "Structured Syntax Suffixes"

registry [StructuredSuffix] in the manner described in [ RFC6838],

whi ch can be used to indicate that the nmedia type is encoded as an

SD- JWT.

Nane: SD-JW

+suffix: +sd-jwt

Ref erences: RFC 9901

Encodi ng consi derations: binary; SD-JW values are a series of
base64url - encoded val ues (some of which may be the enpty string)
separated by period ('.’) or tilde ('~") characters.

Interoperability considerations: n/a

Fragnment identifier considerations: n/a

Security considerations: See the Security Considerations sections of
RFC 9901, [RFC7519], and [ RFC8725].

Contact: Daniel Fett, mail @anielfett.de
Aut hor/ Change controller: |1ETF
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Appendi x A.  Additional Exanples

The foll owi ng exanpl es are not normative and are provided for

illustrative purposes only. |In particular, neither the structure of
the clains nor the selection of selectively disclosable clainms is
nor mati ve.

Li ne breaks have been added for readability.

A.l. Sinple Structured SD-JW
In this exanple, in contrast to Section 5, the Issuer decided to
create a structured object for the address claim allow ng individual
menbers of the claimto be disclosed separately.

The foll owi ng data about the user conprises the input JW d ains Set
used by the Issuer:

{
"sub": "6c5c0a49-b589-431d-bae7-219122a9%ec2c",
"given_nanme": " KHE",
"family_nanme": "[IH",
"email": "\"unusual ermil address\"@xanple.jp",
"phone_nunber": "+81-80-1234-5678",
"address": {
"street_address": "HE#HEXZAE4 TH2-8",
“locality": "B #",
"region": "IEX",
"country": "JP"
}
"birthdate": "1940-01-01"
}

The Issuer also decided to add decoy digests to prevent the Verifier
from deduci ng the true number of clains.

The foll owi ng payload is used for the SD JW:
{

" _sd":

" C9i Nnp6YORaEXR4A27zYIP7Q k1WH_8bdwOA_YUr UnGQU" ,
" Kuet 1yAaOH QvYnOVd59hcVi @AUg6J2k Sf qYRBeow E" ,
"MM dOFFzB2dOum mpTI aGer hWIU_PpYf LvKhh_f _9aY",
" X6ZAYO | 2vPNAOV7x ExZwMwz 7y RmiNc Vvt 5DL8RLV4g" ,
"Y34zm o0QLLO dMpXGA BgLvr 17yEhhYTOFGof R- al E',
"fyGOoWwwPv2JDQ nll Si aeobZsMM10b(QB989- 9DTs",
"omFAI cVT8LGHCBOuywx 7f Yuo3WVHYKOL5¢cz- RZEYMBQ',
" sOBKYsLWQQeUBt VI | t MPMKs| RTr El a1PkJngx BBf 5U"

]

iss": "https://issuer.exanple.cont,

"iat": 1683000000,

"exp": 1883000000,

"address": {

" sd":
"6alhzYhzZ7SJ1kVmagQACBU2ETN2CClaHheZpKnaFO_E",
"AzLI FobkJ2xi aupREPyoJz- 9- NS| dB6Cgj r 7f UyoHzg",
"PzzcVu0gbMIBGSj ul f ewzkesD9zut CEXnS5EVWNWKT Q k",
"b2DkwOj cl F9r &g8_PF8ZcvncWzwZj 5r yBW Xf r pzek",
"cPYJHI Z8Vu- f 9CCyVub2Uf gEk8j vvXezwKlp_ JneeXQq',



}

" gl T3hr SU7f SWywF5UDZmMBTW32gnUl dI hi 8hGvCav4",
"rvJd6i g6T5ej ms BMbGMINXh9gAAFATACI 4001 dEEVSA",
" UNHoWrhXsZhVICNE2Dqy - zqt 7t 69gJKy5QaFv7 G MxX4"

} i)
" _sd_alg": "sha-256"

The digests in the SD-JW payl oad reference the follow ng
Di scl osur es:

*

*

*

*

Cl ai m sub:

SHA- 256 Hash:
X6ZAYOA | 2vPNAOV7x ExZwMwz 7y R Nc Vwt 5DL8RLv4g
Di scl osure:

VY| yROXDNDJz S1IF2ZUNmR2Zy e USST; | 317 wgl nNLYi | sI Cl 2YzVj MGEOCS1i NTg
5LTQz MAQX YnFI NyOyMTkxM JhOMj MV XQ

Cont ent s:

["2G.CA2sKQveCf G ryNRNOwW', "sub", "6c5c0a49-hb589-431d-
bae7-219122a9ec2c"]

Cl ai m gi ven_nane:

SHA- 256 Hash:
omrFAI ¢VT8LGHCBOuywx 7f Yuo3WVHYKOL5¢cz- RZEYMBQ
Di scl osure:

WJl bHWRNUINM2ATTKI JCEVZbnNNAQVIBI i wgl ndpdmVuX25hbWJi LCAi XHU1OTJ
hXHUSMGNI 11 0

Cont ent s:

["el uv50g3gSNI | 8EYnsxA A", "given_nane", "\u592a\u90ce"]

Claimfam|y_nane:

SHA- 256 Hash:
C9i Nnp6YORaEXR427zYIP7Qx k1WH 8bdwOA YUr UnGQU
Di scl osure:

VY1 2SWH3dEOt YTVpVI BHYmOTNXRE di ZBI i wgl nZhbW seVOuYWLI | i wgl | x LNV
3MWx 1Nz UzMCId

Contents:

["61] 7t M a5i VPGDOS5t nwVA", "family_name", "\u5c71\u7530"]

Caimemil:

SHA- 256 Hash:
Kuet 1yAaOH QvYnOvd59hcVi ®Ug6J2k Sf qYRBeow E
Di scl osure:

WJl SThaV205UMbLUHBOUGYOZWSI ZGhRI i wgl nvt YW sl i wgl | wvi dWb1c3VhbCB



| bWFpbCBhZGRy ZXNz XCJ AZXhhbXBsZS5qcCld
Cont ent s:

["el 8ZWDMKPpNPeNenHdhQ', "email ", "\"unusual enail
addr ess\ " @xanpl e.j p"]

* C ai m phone_nunber:

SHA- 256 Hash:
sOBKYsLWkQQeU8t VI | t MPMKs| RTr El alPkJngxBBf 5U
Di scl osure:

WJIRZ19PN] R6c UF4ZTQx MrEXMDhpcn®BI i wgl nBob251 X251bWI ci | sl Cl r ODE
t ODAt MT1 zNCO1Nj c4110

Contents:

["Q_064zgAxe412a108i r oA", "phone nunber", "+81-80-1234-5678"]

* (Caimstreet_address:

SHA- 256 Hash:

6alhzYhz7SJ1kVmagQAQ3Uu2ETN2CClaHheZpKnaF0_E

Di scl osure:

WJBSngt MDk1VI BycFROTj) RRTUIXUK9BI i wgl nNOcnMl dFOhZGRy ZXNzl i wgl | x
1IN c3MVXINGVhY1x1O0TBnZFX INmUy ZI x INTMz YVX 10Dl 5ZFX INTE2Y1Xx1NTcxM
X1ZMYXNFX INGUMWX LNz ZI ZVx1ZmYxM x1M | xM x1ZnYx0Cld

Cont ent s:

["AJx-095VPr pTt MAQVIDgROA", "street _address”, "\u6771\ udeac\ u90f

d\ ube2f \ u533a\ u829d\ US16c\ uS712\ uf f 14\ u4e01\ u76ee\ uf f 12\ u2212\ u
f£18"]

* Claimlocality:

SHA- 256 Hash:
rvJdeéi q6T5ej ns BMoGMINXh9qAAFATACi 400i dEeVsA
Di scl osure:

Wy J QYz Mz SkOy TGNoY1Vf bERnZ3Zf dWZRI i wgl mxvY2FsaXR51 i wgl | x1Nj c3Mx
1NGVhY1x10TBnZCJld

Cont ent s:

["Pc33IJM2LchcU | Hggv_uf @', "locality", "\u6771\udeac\u90fd"]

* (Caimregion:

SHA- 256 Hash:
PzzcVu0gqbMIBGSj ul f ewzkesD9zut OExnS5EVWANWKT Q- k
Di scl osure:

Vi J HVDJ OU3J RZmp GWFE3 SVBWOXNS YWhBI | wgl ndl 221 vbi | sI ClcdTZl MizcdTU
ZM2Ei XQ



- Contents:
["QO2NSr ¥ j FXQ71 009syaj A", "region", "\u6e2f\u533a"]
* Claimcountry:
- SHA- 256 Hash:
UNHoWYhXsZhVICNE2Dqy- zqt 7t 69gJKy5QaFv7G MX4
- Disclosure:
WJsa2x4Rj VqTVI sRIRQW®2TUSJdkNBI i wgl m\vdWs0cnki LCA SI Ai XQ
- Contents:
[ "1kl xF5] MYl GTPUovMNI vCA", "country", "JP"]
* Claimbirthdate:
- SHA- 256 Hash:
MM dOFFzB2d0umi nmpTl aGer hWiU_PpYf LvKhh_f _9aY
- Disclosure:

W J5e XRWRBUEd] 22wy ckk0Qzl HU29nl i wgl mlpcnRoZG-0ZSI s| Cl xOTQM.TA
XLTAXI1 O

-  Contents:
["yyt VbdAPCcgl 2r 1 4C9GSog”, "birthdate", "1940-01-01"]

The foll owi ng decoy di gests are added:

*  AzLI FobkJ2xi aupREPyoJz- 9- NSI dB6Cgj r 7f UyoHzg
*  cPYJH Z8Vu- f 9CCyVub2Uf gEk8j vvXezwKlp_JneeXQ
* gl T3hr SU7f SWWF5UDZMMBTWA2gnUl dI hi 8hGVCaVva
*  b2DkwOj cl F9r &g8_PF8ZcvncW zwZj 5r yBW Xf r pzek
*  fyGOWIwwPv2JIDQ nll Si aeobZsMAALOb(QB989- 9DTs
*  Y34zm o0QLLC: dMpXGwj BgLvr 17yEhhYTOFGof R- al E

The following is a presentation of the SD-JW that discloses only
region and country of the address property:

eyJhbCGci O Al RYMYNTYi LCAI dHI wi j ogl nV4AYWLwbGUr c2Qt andOl n0. eyJf c2Q G Bb
I kMbaVBWNI | vUFFWEI OM d6WUpQNLFy az FXSF84YnR3TOFf Wy VWEHUVUI LCAI S3VI

dDF5QWEWSE! Rdl | uT1ZKNTI 0Y1ZpTzl VZzZKMtt TZnFZUkJI b3d2RSI s| CINTWKT0ZG
ekl yZDB1bWkt cFRIYUdI cmhXZFVi UHBZZkx2S2hoX2Zf ONFZI i wgl | g2VWKFZTOI JIMZQ
Tj QW] d4Rxhad1z3ej d5UmLMIm\WI3QLREWAUKX 2NCci LCAI WTMDemlJ bz BRTEx PdGRN
cFhHd2pCz0x2cj E3eWoaFI UMEZHb2ZSLWFIRSI s| CImeUdwvFdUd3dQdj JKRFFsbj Fs
U2l hZzvWoi WANNVOEX MGI RNTKk40S05RFRz1 i wgl Bt bUZBaVWNW/DhMROhDQ BleXd4N2ZZ
dWBzTUhZS08xNWNBLVJaRVI NNVEI LCAI ¢zBCS1I zTFd4UVFI VThOVnksdEO3TUt zSVJU
ckVJIYTFQaOpt cXhCQmY1VSJIdLCAI aXNzl j ogl mhOdHBz O 8vaXNz dW/y Lnmv4 YWLwboGUu
Y29t | i wgl m hdCl 61 DE2 COMMVDAWVDASs| CJI eHAI O Ax ODgz MDAWMVDAW. CAI YWRk cmvVz
cyl 61 Hsi X3Nkl j ogW 1 2YWoel | oW dTS] Fr VmLhZ1FBTz N1MVUT] JDQz FhSGhl WhBL
bFGVFIFI i wgl KF6TGxGh2Jr §j J4aWF1cFIJFUH vSnot OS10U2xkQ ZDZ2py N2ZVeV8l

enti LCAI UHp6Y1Z1VHFi TXVCRLNgdWnzXd6a2VzRDl 6dXRPRXhuNUVXTndr ¢l Et ayl s
I CJi MkRr dzBqYO0l GOXJHZzhf UEYAWN2bmMNXN3p3Wrolcnl CV3ZYZnIwenvr | i wgl mNQ
WUpl SVo4vnUt Zj | DQBI WIW yVWZnRWs 4anZ2WGV6d0sxcFOKbmvl WFEI LCAI Z2x UMRhy
ULU3ZI NXZ3dGNVWVEWTL Xd0JUdz My Z25VbGRIaGk4aEdWRFWNCI s1 ClydkpkNm xNI QL



ZWpt c0INb0d3dU5YaDl x QUFGQVRBY2kOM®pZEVI VnNBI i wgl nVOS@XWAhYc 1poVkpD
TkUy RHF5LXpxdDdONj | nSkt 5SNVFhRNY3R3JNWDQ XX0s| CIf c2Rf YWknl j ogl nNoYSOy
NTYi f Q EQZa2YqK8j 4i 7cqBDkf PcTMaFsgPwecx3aYJkFoM vV46LxL- PPgr Ws1 yNuk B4
x8Y2LT31el HDc4Wj4 XNz aqudw~W J HVDJI OU3J RZnmp GWFE3 SVBWOXNS YWHBI i wgl nJl Z2
| vbi | sl ClcdTZl MrZcdTUzMREI XQ-WJsa2x4R VqTVI sRIRQW®2TU5JdkNBI i wgl mN

vdWs0cnki LCAI SI Ai XQ~

After validation, the Verifier will have the followi ng Processed SD

JWI' Payl oad avail able for further handling:

{

"iss": "https://issuer.exanple.cont,
"iat": 1683000000,
"exp": 1883000000,
"address": {
"region": "¥EX",
"country": "JP"
}
}

A.2. Conplex Structured SD-JWI

In this exanmple, an SD-JW with a conpl ex object is represented.

data structures defined in Openl D Connect for
[ODC. I DA] are used.

ldentity Assurance

The

The Issuer is using the followi ng user data as the input JW d ains

Set :

{
"verified_clains": {
"verification": {
"trust_framework": "de_am",
"time": "2012-04-23T18: 257",

"verification_process": "f24c6f-6d3f-4ec5-973e-b0d8506f 3bc7",

"evi dence": [
{
"type": "docunent",
"met hod": "pipp",
"tinme": "2012-04-22T11:30Z2",
"docunent": {
"type": "idcard",
"issuer": {
"nanme": "Stadt Augsburg",
"country": "DE"
I
"nunber": "53554554",
"dat e_of i ssuance": "2010-03-23",
"date_of _expiry": "2020-03-22"
}
}
]
b,
"clainms": {
"given_nane": "Max",
"fam ly nanme": "Mler",
"nationalities": [
]

"birthdate": "1956-01-28",
"place_of _birth": {

“country": "IS",

"locality": "ykkvabjarkl austur"
},
"address": {

"locality": "Maxstadt",



"postal _code": "12344",
“country": "DE",

"street _address": "Widenstrae 22"
}
}
}
"birth_m ddl e_nane": "Tinotheus",
"salutation": "Dr.",
"msi sdn": "49123456789"
}
The foll owi ng payload is used for the SD JW:
{
" _sd":
"-aSznl d9mMBocuQol A | sxVgggl- vHWMCO nhUt VW',
"1 Kbr YNn3vA7WEFr ysvbdBJj DDU_EvQ r OWL8vTRpUSg" ,
"ot kxuT14nBi wzNJ3MPaO t A 9pVnXCaEHal _xkyNf KI "
I,
"iss": "https://issuer.exanple.cont,
"iat": 1683000000,
"exp": 1883000000,
"verified_clains": {
"verification": {
" sd":
" 7Th4UE9qScv DKodXVCuoKf KBJpVBf XM-_TmAGVaZe3Sc",
"vTwe3r aH FYgFA3xaUD2aMkFz50Do8i BuO5gKI Og9Lw'
1,
"trust_framework": "de_am ",
"evi dence": |
{
oo "t YJOTDucy ZZCRVMOROA ROV kPSFRXFhUELC18CSl 3k™
}
]
},
"clainms": {
" osd":
"Ri O Cn6_whsZHaadk QW cQIf 0Jt e5Rwur Rs54231DTI 0",
"S 498bbpkzB6Eanft ssOxc7cCaoneRr 3pKr 7NdRnsMo" ,
"WNA- UNK7F_zhsAb9syWo6I | QLuH TnOU8r 8CvJOcl MK",
"Wch_sV3i RHObgr TBJi - aYHNCLt - vj hX1sd-i gOf _9l k",
" O-wli H3enSB4RCOHNt ToQT8J .t z- mhQ2f 1c89Xoer Q',
" hvDXhwniec J @ BCA2Ct j uLAcwAMpDsalOnkovc KOgWNE"
]
}
},
" _sd_alg": "sha-256"
}

The digests in the SD-JW payl oad reference the follow ng
Di scl osures:

* Claimtine:
- SHA- 256 Hash:
vTwe3r aH FYgFA3xaUD2aMkFz50D08i BuO5gKI Og9Lw
- Disclosure:

W1 yROXDNDJz S1IF2ZUNmR2Zy e U5ST]j | 31§ wgl nRpbWUi LCAI M AxM OWNCOy MLQ
xODoy NVoi XQ

- Contents:

["2CLCA2sKQveCF GFryNRNOw', "time", "2012-04-23T18: 252"]



* Caimverification_process:
- SHA- 256 Hash:
7h4UE9qScvDKodXVCuoKf KBJpVBf XM-_TmAGVaZe3Sc
- Disclosure:

WJl bHWRNUINM2ATTKI JOEVZbNNAQVIBI i wgl nZl cml maVWNhdd vbl 9wenBj ZXN
zli wgl mYyNGVRZi 02ZDNLTRI Yz Ut OTczZS1i MGQANTA2Z] Ni Yzci XQ

-  Contents:

["el uvs0Og3gSNI | BEYnsxA A", "verification _process", "f24c6f-
6d3f - 4ec5- 973e- b0d8506f 3bc7" ]

* (Cai mtype:
- SHA-256 Hash:
GEENhOACOU9X_6QVNVZFXj pEA_Rc- AEt mlbG weakKil k
- Disclosure:
W I 2SW3dEOt YTVpVI BHYNOTNXRt di ZBI i wgl nR5cGUi LCAI Z&9j dWLI bnQi XQ
- Contents:
["6]1] 7t M abi VPGoS5t mvVA", "type", "document"]
* Cai mnet hod:
- SHA- 256 Hash:
Whx AHSoEt c TMCCKCeDs| B_enucYLz200G8oHNr 1bEVQ
- Disclosure:
WJIl SThaV205UWs L UHBOUGVOZWEI ZGhRI i wgl nill dGhvZCl sl CIwaXBwi | 0
-  Contents:
["el 8ZWDMKPpNPeNenHdhQ', "net hod", " pipp"]
* Claimtime:
- SHA- 256 Hash:
9wpj VPWID7PKONns QDL8BO6I nugV3LVybhHydQoTNyLI
- Disclosure:

WJIRZ19PN R6cUF4ZTQx MrExNMDhpcn®BI i wgl nRpbWUi LCAI M AXM OWNCOyM Q
xMlroz MFoi XQ

- Contents:
["Qg_064zgAxe412a108i roA", "time", "2012-04-22T11:302"]
* Clai mdocunent:
- SHA- 256 Hash:

I hwiFr WUB63Rc Zq9yvgZ0XPc 7Gowh302kgXeBl swg1B4



Di scl osure:

WJBSngt MDk 1Vl BycFROTj RRTU9XUK9BI i wgl mRvY3Vt ZWs01 i wgeyJOeXBI | j o
gl M kY2FyZCl sl CIpc3N1zXl i G B7I nbhbWJi G Ai U3SRhZHQgQXVnc2J1cnti LC
Ai Y291bnRyeSI 61 CJERSJ9LCAI bnVt YnVyl j ogl j UzNTUONTUWOI i wgl mRhdGVf b
2Zf aXNzdWFuY2Ui G Al M AXxMCOWMYy Oy Myl s CIKYXRI X29mX2V4acd yeSl 61 Cl y
MDI WLTAZLTI yl n1d

Cont ent s:

[ " AIx-095VPr pTt AQVOgRAA", "document”, {"type": "idcard",
"issuer": {"nane": "Stadt Augsburg", "country": "DE"},
“nunmber": "53554554", "date_of _i ssuance": "2010-03-23",
"date_of _expiry": "2020-03-22"}]

* Array Entry:

SHA- 256 Hash:
t YJ0TDucyZZCRMoROGAqROBV Kk PSFRxFhUELCc18CSl 3k
Di scl osure:

W JQYz Mz SkOy TGNo Y1 Vf bEhnZ3Zf dWZRI i wgeyJf ¢2Q G Bbl j | 3c GoWUFd1RDd
BzBuc 1FETDhCMVDZs bWRNV] NWnl i aEh5ZFFWESS5TEKi LCAI Rz VFbmhPQUOVVT
| YXzZRTU52ekZYanBFQVISYy 1BRXRt MAJHX3dj YUt Jayl s| ClJJaHdCGel dVQ@ YzU
mNac Tl 5dnmdaMFhQYzdHb3doMI8ya3FYZUJJc3dnMJI Ol i wgl | dweFEOSFNv RXRj

VGLDQOt PZURzbEJf ZWL1Y1l Mej JvTzhvSESYy MM FVI Ei XX1d

Contents:

["Pc33IMLchcU_| Hggv_uf Q', {"_sd":

[ " 9wpj VPWID7PKONsQDL8BO6I ndgV3LVybhHydQTNyLI ",
"GBENhQACOUIX 6QWNVzFXj pEA Rc- AEt mlbG wecakKl k",
"I hwFr WUB63Rc Zq9yvgZ0XPc7CGowh3Q2kgXeBl swglB4",
"WhHx AHSoEt c TmMCCKCeDs| B_enucYLz20080HNr 1bEVQ'] } ]

* (Caimgiven_nane:

SHA- 256 Hash:

S 498bbpKzB6Eanft ssOxc7cCaoneRr 3pKr 7NdRs Mo

Di scl osure:

WV JHVDJ QU3 J RZmp GWFE3 SWBWOXNS YWHBI | wgl mdpdmVuX25hbWli LCAI TWF41 | 0
Cont ent s:

["QO2NSr ¥ j FXQ71 009syaj A", "given_nane", "Max"]

* Claimfam|y_nane:

SHA- 256 Hash:
W«h_sV3i RHObgr TBJi - aYHNCLt - vj hX1sd-i gOf 9l k
Di scl osure:

WJsa2x4Rj VqTVI sRLRQMWB2TUSJIdKNBI i wgl nZhbW seVOuYWLI | i wgl k1cdTA
WZnNsbGwy 1 | 0

Cont ent s:

[ "1kl xF5j Myl GTPUoviWNI vCA", "fami |y _name", "MuOOfcller"]



* Claimnationalities:

SHA- 256 Hash:
hv DXhwcc J@BCA2Ox j uLAcwAMpDsalUOnkovc KOgQWNE
Di scl osure:

W JuUHW UWBr UkZxMDJJ ZUFt NOFUMEZBI i wgl nbhdG vbnFsaXRpZXM LCBbl kR
FIl1d

Contents:

[ " nPuokRFg3BI eAnVANXFA", "nationalities", ["DE"]]

* (C ai mbirthdate:

SHA- 256 Hash:
WNA- UNK7F_zhsAb9syW0O6! | QLuH TnOU8r 8CvJO0c| Mk
Di scl osure:

W1 1Yl BzMJ xdVpOYTBoa2FGenp6Wk531 i wgl mlpcnRoZG-0ZSI sI Cl xOTU2LTA
xLTI 4110

Cont ent s:

[ "5bPs1l quZNaOhkaFzzzZNw', "birthdate", "1956-01-28"]

* Caimplace_of _birth:

SHA- 256 Hash:

Ri O Cn6_wbsZHaadkQwWr cQIf 0Jt e5Rwur Rs54231DTI o

Di scl osure:

W1 LYTIXMFOCc mkFWhpntWLr XzdQc S131 i wgl nBs YWNI X29mX2JpcnRol i wgeyJ
j b3VudHI5I1 j ogl kI Tli wgl mxvY2FsaXR51 j ogl | xAMDBKZXI r a3ZhYl x 1VDBI Nm
phcnt sYXVzdHWyI nld

Cont ent s:

["5a2WD_Nr| EZzf qnk_7Pg-w', "place_of _birth", {"country": "IS",
"locality": "\uOOdeykkvab\ u00e6j ar kl austur"}]

* (O ai m addr ess:

SHA- 256 Hash:

_O-wWJi H3enSB4ROHNt ToQT8Jmt z- mhQ2f 1¢c89Xoer Q

Di scl osure:

WIS MXKNW/TV3ZGZKYWAWWZGI3UGI TNLIRI | wgl nFkZHI1 ¢3M LCB7I1 nkvY2FsaXR
51j ogl k1heHNOYWROI i wgl nBvc3RhbF9j b2RI | j ogl j EyMz Q01 i wgl m\vdWs0cn
ki O Al REU LCAI c3RyZW/O0X2FkZHJI ¢3M G Ai V2VpZGVuc3Ry YVx1NMDBkZnigM
jl1if\vo

Cont ent s:

[ "ylsVUswdf JahVdgwPgS7RQ', "address", {"locality": "Maxstadt",

"postal code": "12344", "country": "DE', "street_address":
"\Weéi denstra\ u00df e 22"}]



* Claimbirth_m ddl e_narme:
- SHA- 256 Hash:
ot kxuT14nBi wzNJ3MPaG t A 9pVnXCaEHal _xkyNf Ki
- Disclosure:

WJI YI EOVWDhzcl ZXMLFEeG5JSnmRxeW9BI i wgl mipcnRoX21pZGRsZVOuYWLI | i w
gl | RpbvW@0aGvicyJd

- Contents:
["Ho@4X8sr WBQDxnl JdqyQA", "birth_m ddl e_nanme", "Ti notheus"]
* Claimsalutation:
- SHA-256 Hash:
-aSznl d9mAWBocuQol d | sxVggql- vHWMIOQ nhUt VmAly
- Disclosure:
VW JDOUdThb3Vadni KeXVFZ1l mb2pDYj FBI i wgl nNhbHVOYXRpb24i LCAi RHI ul | 0
- Contents:
[ " C9GSouj vi JquEgYf o) Ch1A", "salutation", "Dr."]
* C ai mnsisdn:
- SHA-256 Hash:
I Kbr YNn3vA7WEFr ysvbdBJj DDU_EvQ r 0OWL8vTRpUSg
- Disclosure:

WJr eDVr Rj E3Vi 14MEpt d1VAOXZndnR3! i wgl mlzaXNkbi | sl Cl 0OTEyM QLN ¢
408Jd

- Contents:
[ "kx5kF17V- x0IJmvUx9vgvt w', "nsisdn", "49123456789"]
The following is a presentation of the SD JW:

eyJhbCGci O Al RYMYNTYi LCAI dH wi j ogl nWV4AYWLwbhGUr c2Q andOl n0. eyJf c2Q@ G Bb
I'i 1hU3puSWHBbVANORj dVFvbENs bHNAVdnc TEt dkhXNE9ObmhVdFZt VV3ci LCAI SUt i

cl | Cbj N2QTdXRUZy e XN2 YWRCSnp ERFVF RXZRSXI wz E4dl RScFVTZyl sl ClvdG& 4dVQX
NG CaXd6TkozTVBhT2I 0T2ws5cFZUMEShRUhhbF94a3l Ozkt JI | Osl CJpc3M O Ai aHRO
cHVMBLY9pc3NLZXI uZXhhbXBsZS5j b20i LCAI aWFOI j ogMTIY4 Mz AMVDAWMMVOWG I nmV4cCl 6
| DE4 ODMMVDAWVDAS | C12ZXJpZm | ZF9j bGFpbXM QG B7I1 nZl cm maVWhdd vbi | 61 Hsi

X3Nkl j ogW 1 3aDRVRTI x U2N2REt vZFhWBW S2ZL Gk pwWk JMAELGX1 Rt QUdWYVpl MLNj

I'i wgl nZUd2Uzcnfl SUZZZ0ZBVMBhhVUQy YUL14Rno1bORvOGE CdTALlcUt sT2c5THei XSwg
| NRydXNOX2Zy YWLI d29yay| 61 CIkZVOhbWhi LCAI ZXZpZGVuY2Ui O Bbeyl uLi 4i G Ai

dFl KMFREAVWNSW pDUk 1i UKQHNHFSTzV2a1BTR J4RmhVRUxj MThDU2wz ay J9XX0s | CJj

bGFpbXM G B71 1 9z2ZCl 61 Fsi U PaUNuUN 93NVpl YWFkalFNc nNRSmywSnRI NVJ3dXJS
czUOM MKRFRsbyl sl CITXz@QOGJi cEt 6Q ZFYWsnmdHNz MHhj N2NPYWBuZVJyMBBLcj dO
ZFJtcOlvliwgl | dOQS1VTks3R 96aHNBY] | zeVAPNkI JUTF1SGxUbU9VOHI 4B ZKMGENJ
TWsi LCAI V3hoX3NWWRI SSDI i Z3JUQKkppLWFZSE5DTHQ dnmpoWDFzZC1pZ09mXzl sayl s
I CJf Ty13Sm | MVulU0I 0Uk9I bnRUb1FUCEpt THRELWLOTZImMAWAOVhVZXIRI i wgl mh2
RFhod21HYOpRc0JDQTIPdGo1TEF) dOFNcERz YVUwbnt vdmNLT3FXTk Ui XX19L CAi X3Nk
X2Fszyl 61 ClzaCGEt M U21 n0. QWYW i km At j mPnNVshbGXQ 5r aEz 15PBy Tnizwf TQg9
W2 CB0oR6j 2t MysTZZawdo6mMNLR _PsZSI 25qr Upi NTg~W 1 yROXDNDJz S1F2ZUNmR2Zy e
U5STj | 31'i wgl nRpbWUi LCAI M AxXM OWNCOy MLQx ODoy NVoi XQ-WJQYz Mz SkOy TGNoY1
Vf bEhnZ3Zf dWZRI i wgeyJf ¢2Q O Bbl j | 3c GoWUFd1RDAQSz Buc 1FETDhCVDZs bWRnVj



Nwnl i aEh5ZFFWESS5TEKi LCAI Rz VFbmhPQUIVVTI YXzZRTUS52ekZYanBFQVISYy 1BRX
Rt M HX3dj YUt Jayl sl CJJaHdCGel dVQ YzUnNac Tl 5dndaM-hQYzdHb3doM)8ya3FYZU
JJc3dnMJ Ol i wgl | dweFEOSFNvRXR] VGLDQOt PZURzbEJf ZWL1Y1l Mej JvTzhv SESy MV
JFVI Ei XX1d~WJI SThaV205UWsLUHBOUGVOZWSI ZGhRI i wgl Ll dGhvZCl s1 CIwaXBw

| 0~W JHVDJ OU3J RZnp GAFE3SVBWOXNS YW BI | wgl mdpdnmVuX25hbWli LCAI TWF41 | 0~W
yJsa2x4R VqTVI sRIRQUW®2TU5JdkNBI i wgl mZzhbW seVOuYWLI | i wgl klcdTAWZIMNs b
Gyl | 0~WJISMXNW/TV3Z&EZKYWAWZGI3UGITNLIRI | wgl nFkZHJ1 ¢3M LCB71 nkvY2Fsa
XR51 j ogl k1heHNOYWROI i wgl nBvc3RhbF9j b2RI 1 j ogl j EyMzQOI i wgl m\vdWs0cnki O
i Al REUi LCAI c3RyZW/0X2FkZHJI ¢3M G Ai V2VpZGVuc3Ry YVx1NMDBKkZmUgM Ii f VO~

The Verifier will have this Processed SD-JW Payl oad avail abl e after
val i dati on:

{
"iss": "https://issuer.exanple.cont,
"iat": 1683000000,
"exp": 1883000000,
"verified_clains": {
"verification": {
"trust_framework": "de_am",
"evi dence": |
"met hod": "pipp"
]}
"time": "2012-04-23T18: 252"
},
"clains": {
"given_nane": "Max",
"fam ly _name": "Mler",
"address": {
"locality": "Maxstadt",
"postal code": "12344",
"country": "DE",
"street _address": "Weidenstrae 22"
}
}
}
}

A. 3. SD-JW-Based Verifiable Credentials (SD-JW VO
Thi s exanpl e shows how the artifacts defined in this specification
coul d be used in the context of SD-JW-based Verifiable Credentials
(SD-JWI' VC) [SD-JWI-VC] to represent a hypothetical identity
credential with the data of a fictional Gernman citizen

Key Binding is applied using the Holder’s public key passed in a cnf
claimin the SD-JW.

The following citizen data is the input JW O ains Set:

{

"vet": "urn:eudi:pid:de:1",

"iss": "https://pid-issuer.bund. de. exanpl e",
"given_nane": "Erika",

"fam |y _nane": "Misternann",

"birthdate": "1963-08-12",
"address": {
"street _address": "Heidestrae 17",
"locality": "KIn",
"postal code": "51147",
"country": "DE"
b,
"nationalities": [
" DE"



],

"sex": 2,

"birth famly nane": "Gabler",

"place_of birth": {
"locality": "Berlin",
"country": "DE"

b,
"age_equal or _over": {
"12": true,
"14":. true,
"16": true,
"18": true,
"21": true,
"65": fal se
b,

"age_in_years": 62,
"age_birth_year": 1963,

"i ssuance_date": "2020-03-11",
"expiry_date": "2030-03-12",
"issuing authority": "DE",
"issuing _country": "DE"

}
The following is the issued SD JW:

eyJhbCGeci O Al RVMyNTYi LCAI dH W j ogl mnRj K3NKLWH)3dCJ9. eyJf c2Q@ O Bbl j Bl Wil
ulol Qej MzN2t TV2U3Qz MObCOt CDhnekppLW/CS] JWel 91 SndBVGei LCAI MUNybj AzV21
VZVJI Xc DR6d1B2dk NLWBAMSWYFRe Clj ZFFWK2d1 ZGFHULdvdyl sl Cl ycj AWOANRG6dkh1VnJ
Xcl JYVDVr Sk1t SGexRUNI bl dI MELMVI p3COFBBVEI 41 i wgl j ZaTkl TRHNONj J5bVWwyTOF
r YWRQZEQLWAVsVDVBM k5Sj c4U0xoTVIf T3M LCAI NzhgqZzc3LUJdZQMVYOEI RZmBFTFB
5TDBEW/BkbWZabz BKZ1ZpVj Bf bEt DTSI s| Cl 5SMENUCEFhQ Bi bj VYOGESWE | c2p1MAk
wnFoV3FaM3dxRDRgRI 1xREdr | i wgl kkwM&Zj R VW RFhDAWANWNXI 5vhVgcVBz cORVWR2 F
XTm VbAd Cel 9hdOQwZ2M LCAI S2pBWEIBQTI ONVdl RUROUKI oNHUL TWAX WhNXaXhoaFd
BaVgt QTRRaXdn@sl s CIMYWk 2 SVU2ZDd HUWFNWFI 3QXZHVHIUMGA ThGQzej hFSWf ZnY
zZk9aMvdnl i wgl kxI enphYl JxaVpPWHp FWAL WY4 Uk 1pOXhBa2Qz X00x TFo4VTdFNHM
zdTQ LCAI U R6MBFUbUZOSGIW3JyT0lalz QxRj BNG GcVI2M3ZJUHF0aDZQWhsS TSI

s| CIXMIRYSGIVZnz6dVc0OSUZNanBTVA xbW/sV3hWW2YOTI 9vMrkka2t JcVWI i wgl | d
Uc Ek 3UMNNMRd4WhJ 1UnBYenmvV6U2Jr Yk 9y OTNQVK Z2V3g4d29KMRox YOUi LCAI X290SI Z
JUUI Cc1U0dXBKTI MDX3c0S21 x TUhx Sj BMOXFMR3NoV3E2SI hReyl sI CISNTBj emMWSVN
DaH f YnNi YTFK TVWOVdUFPUTVBTWLPU2ZHbOVI CDF2MUZVI | Osl CJpc3M G Ai aHROcHM
6Ly 9waWt aXNz dW/yLml 1bmQuZGUuZXhhbXBsZSI sl CIpYXQ O AxN gz MDAWMVDAWL. CA
i ZXhwl j ogMIr'g4Mz AMVDAWMOWg | nZj dCl 61 CJ1cmi6ZXVkaTpwaWeZGU6MSI s| CIf c2R
f YWknl j ogl nNoYSOyNTYi LCAI Y25m j ogeyJqd2si O B71 nt 0eSl 61 CJFQyl sl CJj cnY
i O Al UCOYNTYi LCAI eCl 61 CJUQOFFU] ESWhZ1MD9I Rj RgNFcOdnZTVBl SVAXSUXpbER
sczd2@VHzZWLj | i wgl nki O Al WhhgaVdXY!l pNuudl VI dLVI EOa&I TSW yc1ZnmdW/j QOU
2dDRqVDI GVkhaUSJ9f X0. ZOzZQTqny8X1nCy FXi OwbV8xj ct X1Al Ea5Tkdnk KOy W/ Lf WA
0XDb50j 9t zkgwf f 55441 Dnr f AdgLt mTcoj s97_Q~-WI| yROXDNDJz S1F2ZUNTR2ZyeU5S
Tj 1 31'i wgl mdpdmVuX25hbWJi LCAI RXJpa2Ei XQ~WJI bHVWANUINM2dTTkI JOEVZbnNAQ
VIBI i wgl mzhbW seVOuYWLI | i wgl k11c3R cnilhbrmdi XQ-WI 2SW3dEOt YTVpVI BHYm
9TNXRt dI ZBI i wgl mIpcnRoZGF0ZSI s| Cl xOTYzLTA4LTEy! | 0~WJIl SThaV205UW5L UH
BOUGVOZWBI ZGhRI i wgl nNOcmVI dF9hZCRy ZXNzI i wgl khl aWRl ¢ 3Ry YVx 1VDBk Zmg MT
ci XQ-WJIRZ19PN R6cUF4ZTQx MEXNDhpcn®BI i wgl nkvY2FsaXR51 i wgl kt cdTAWZj Z
sbi Jd~WJBSngt MDk1VI BycFROT] RRTU9xUk9BI i wgl nBvc3RhbF9j b2Rl 11 wgl j UXMT
@I 1 0~WJIQYzMz SkOy TGNoY1Vf bEhnZ3Zf dWZRI i wgl m\vdWs0cnki LCAI REUI XQ~WJ
HVDJ QU3 J RZnp GAWFE3 SVWBWOXNS YW BI | wgl nFkZHI| ¢3M LCB71 1 9z2ZCl 61 Fsi QUxaRVJ
zU241V05pRVhkQt zVzhINXFRdzNf TnBBbl JxcFNBWKR1ZGd30C!I s| CIEX19XX3VZY3Z
Sej NOdI VuSUp2QkRI aVR] NONf X3FI ZDB4Tkt 3SXNf dz!l r i wgl miVCc ENYVTFKNWRo SDJ
NNHA UVI Ovz VFe FVB QXhWmI s VW kb0xZb1Bobz Ai LCAI eE9QeTkt ZOpBTES2VWI XS0Z
MJj g1YO9CeVWEMFi TndGZzNIMLI nmUUVF SSJdf VO~WJsa2x4Ri VqTVI sRIRQW®2TUS
JdkNBI i wgl nbhdG@ vbnFsaXRpzZXM LCBbl kRFI | 1d~W JuUHW UWbr UkZx MDJJ ZUFt NO
FUVEZBI i wgl nNI eCl sl DJd~WI 1Yl BzMJ xdVpOYTBoa2FGenp6Vk531 i wgl mlpcnRoX
2ZhbW seVOuYWLI |i wgl kdhYnx! ci Jd~W I 1YTIXMF9COc mx FWhpncWLr XzdQc S131i wy
I mxkvY2FsaXR51 i wgl kJI crxpbi Jd~WJ5MXKNWTV3ZGZKYWAWWZGA3UGATNLIRI i wgl mN
vdWs0cnki LCAI REUI XQ-WJI YI EOWDhzcl ZXMLFEeG5J SnRxeW9BI i wgl nBs YWNI X29m
X2JpcnRol i wgeyJf c2Q@ O Bbl kt Wil hYUxuWrvqUO1MOTBHM | PTOXFTI Bi YI hmaFNg
ULlBNal phR2t 4QUUi LCAI WA z VDBTNz ZW VhDVNnNK MApVU2x 3S1BEZ21BTGVCMXVaY2x G



SFhmLWTUSJIdf VO~WJIDOUdTh3Vadm Ke XVFZ1l nb2pDY]j FBI i wgl j Eyl i wgdHI1ZVO0~
WJr eDVr Rj E3Vi 14MEpt d1VAOXZndnR31i wgl j EOl i wgdHI1Z2VO~WJ1 M28x dXN3UDc 2
MEZpWhl | RRWOVRI i wgl j E21i wgdHI1Z2V0~W JPQkt sVFZsdkxnLUFkd3FZR2JQOFpB
l'i wglj E4l'i wgdHJ1ZVO~W JNVEpi NTAONDF1YnJr U3V5ckRUMBhBI i wgl j | x1 i wgdHJ1
Z\VO~WJEc210S05ncFYOZEFI cGoy Y2FvcOF3li wgl j Y1l i wgZnFsc2Vd~WJl Sz\VWNXB
I Zmd1c FBwbHRgMXFoQUp3I1 i wgl nFnZV9l cXVhbF9vcl 9vdmvyl i wgeyJf c2Q QG Bbl j F
ORW 5el BSWLc2Y3U3NZRO1nUFpLcO9UMMRW J4SFhBVHI 1X0J3a2si LCAI QLZLbnx
5NVAS5VHI KczNFd3R4AUW PdFV) enFYQLI OQTRIY3pSYWoock1EZyl s| CJhNDQ ZzJHcj h
f MOFt SncyWFo4aOkxeTBRel 96ZTI pT2NXM cz UkxWWMEdnNI i wgl nmdr dnkwRnV2QkJ2aj B
oczJaTnd4Y3FPbGY4bXUy LW DRTct Tl yUXh1Q Ui LCAIi aHIZNEhubUY1Yj VKAOMBZVR
6 YUZDVWN SVFBYU kaHIxVWhRTKkNXYnZaSS| sI CI5NI NGcl ZGUnl xNTBJYI JKdm UMF
xal FXej BOTA 1Q1NzZUswS3FhekdJIl | 19XQ~WJgNOFEZG wWVZi MEX p MGNp UGNQVIGV3
I'i wgl nFnZV9pbl 95ZWFycyl sl DYy XQ-W J XcHhKckZ1Wbh1U2kycDRodDA5anZ31 i wgl
nFnZV9i aXJ0aF95ZWry | i wgMTk2MLO~W JhdFNt RkFDWU1i SI ZLRDA1bz NKZ3RRI i wgl
m zc3VhbmNl X2RhdGUI LCAI M Ay MCOWMYy OxVBJd~W 1 0S3I SMzJv SVpOLXpr V3ZGec WV
TEt nl i wgl nv4cd yeVIKYXRI i wgl j | wivk At MDM MTT i XQ~-WJj aEJDc3l oeWjt Sj g2S
S1hd1FEaUNRI i wgl M zc3Vpbndf YXVOa®@yaXR5!1 i wgl kRFI | 0~W JInbES5QWABj TXo5T
CGet YzI xTU 6Xzl nl i wgl M zc3Vpbndf Y291bnRyeSI s| CJERSJd~

The foll owi ng payload is used for the SD JW:
{

" _sd":
"OHZMSI Pz337kSWe7C34l - - 88gzJi - eBJ2Vz_HIWATg",
" 1Cr n03WrlJeRWh4zwPvv CKXl 9ZaQp- cdQV_gHdaGsSWwow' ,
" 2r 009dzvHuVvr W RXT5kJ MrHngEHHNWeOMLVZW8 PATBS8" ,
"6ZNl SDst 62yni r OAkadj dD5Zul T5A299J78SLhM__Gs",
" 78] g77- GYBeX8| ¥ oELPyLODYPdnf Zo0JgVi VO_| KCM',
" 90CT8AaBPbn5X8nRXkesj uli 0BqhWjz3wgD4j F- gDG&K" ,
"1 00f cFUoDXCucp5yy2uj qPssDVGaWNi Ul i Nz_awD0gc",
" Kj AXgAAINSVHEDE RI h4u5Mn1ZsW xhhWAI X- A4Q wgA",
"Lai 61 Usd7CQagXR7AvGTIT nXgSl d3z8El g_f v3f Qz1wWg",
"Lezj abRqgi ZOXzEYnVZf 8RM 9xAkd3_MLLZ8U7E4s3u4”,
" RTz3qTnFNHopW r OMZS41F474kFgRv3vl Pgt h6PUNI M',
"WLAXHOUf f zuWHl FM pSTb1lmel WKUW 4N_o2l dkkl gqc8",
"WI'pl 7RcM3gxZr uRpXzez SbkbOr 93PVFvVW8woJ3j 1cE",
" _ohJVI Q BsWMupdNS4_w4aKb1MHqJOL9gLGshWj6JI X",
"y50czc0l SChy_bsbaldMUuACBAMNOS GoEe81vi1FU!
1,
"iss": "https://pid-issuer.bund. de. exanpl e",
"iat": 1683000000,
"exp": 1883000000,
"vcet": "urn:eudi:pid:de:1",
' sd_alg": "sha-256",
"enf": {
tjwkts |
"kty": "EC',
"crv": "P-256",
"x": "TCAER19Zvu3OHF4] 4WAvf SVoHI P1I Li | DI s7vCeCGent”,
tytn " ZXj T W ZMQGHWKVQAhbSI i r sV uec CE6t 4] TOF2HZQ'
}
}
}

The digests in the SD-JW payl oad reference the follow ng
Di scl osures:

* Cl aimgiven_nane:
- SHA- 256 Hash:
OHZMSI Pz337kSWe7C34I - - 88gzJi - eBJ2Vz_HIWATg
- Disclosure:

V| yROXDNDJz S1IF2ZUNmR2Zy e UsST] | 31 i wgl mdpdmVuX25hbWii LCA RXJpa2E



i XQ
Cont ent s:

["2G.CA2sKQveCf GF ryNRNOW', "gi ven_nane", "Erika"]

* Caimfamly_nane:

SHA- 256 Hash:
I 00f cFUoDXCucp5yy2uj gPssDVGaWNi Ul i Nz_awD0gc
Di scl osure:

W Jl bBHWNUINMRATTKI JOEVZbnNAQVOBI i wgl niZhbW seVOuYWLI | i wgl k11c3R
| criLthbmdi XQ

Contents:

["el uvbOg3gSNI | BEYnsxA A", "fam |y name", "Misternmann"]

* (C ai mbirthdate:

SHA- 256 Hash:
Lai 61 U6d7GQagXR7AvGIT nXgSl d3z8El g _f v3f OZ1W
Di scl osure:

V| 2SW3dEOt YTVpVI BHYNOTNXR dl ZBI i wgl mIpcnRoZGFOZSI s| Cl xOTYzLTA
ALTEyl 10

Cont ent s:

["6]1]) 7t Mabi VPGhoS5t mvVA", "birthdate", "1963-08-12"]

*  (Claimstreet _address:

SHA- 256 Hash:
ALZERs Sn5WWNi EXdCksWV81 5qQw3_NpAnRqpSAZDudgwg
Di scl osure:

WyJI SThaV205UMELUHBOUGVOZWE! ZGhRI i wgl nNOcmMl dFOhZGRyZXNz| i wgl kh
| aWR c3RyYVx 1MDBKkZnUgMrci XQ

Contents:

["el 8ZWDMKPpNPeNenHdhQ', "street address", "Hei destra\lu00dfe
17"]

* Claimlocality:

SHA- 256 Hash:
D WuYcvRz3t vUnl JvBDHI Tc7C___qHdOXNKwW s_ w9k
Di scl osure:

W JRZ19PNj R6c UF4ZTQxMYEXMDhpcn®BI i wgl mkvY2FsaXR5! i wgl kt cdTAWZj Z
sbi Jd

Cont ent s:

["Q_064zgAxe412a108i roA", "locality", "K\ u0Of6ln"]



* (C ai mpostal code:

SHA- 256 Hash:
X OPy 9- gJ ALK6 UbVKFLR85¢c OBy UD3AbNwFg 31 3Yf QE_|
Di scl osure:

WJBSngt MDk 1Vl BycFROTj RRTU9XUK9BI i wgl nBvc3RhbF9j b2RI I'i wgl j UXMTQ
3110

Contents:

["AJx-095VPr pTt NAQVOgROA", "postal code", "51147"]

* Claimcountry:

SHA- 256 Hash:

eBpCXU1J5dhH2g4t 8QYNWEEX S9AX UVbl UodoL YoPhoO

Di scl osur e:

WJIQYz Mz SkOy TGNoY1VF bEhnZ3Zf dWZRI i wgl n\N\vdWs0cnki LCAI REUI XQ
Cont ent s:

["Pc33JM2LchcU | Hggv_uf @', "country", "DE"]

* (Cl ai m addr ess:

SHA- 256 Hash:
RTz3qTnmFNHbpW r OMZS41F474kFgRv3vl Pgt h6PUNl M
Di scl osure:

VW J HVDJ QU3J RZnp GWFE3 SWBWOXNS YW BI | wgl nFkZHJ1 ¢3M LCB71 | 9zZCl 61 Fs
i QUxaRVJzU241V0O5pRVhk @t zVzhINXFRdzNf ThBBbl JxcFNBWR1ZGd30CI sI C
JEX19XX3VZY3ZSej NOdI VuSUp2QkRI aVRj NONf X3FI ZDB4Tkt 3SXNf dzl r 1 i wgl
mVCc ENYVTFKNWRo SDInNHQAUVI Ovz VFe FNE QXhWmI s VW kb0xZb1Bobz Ai LCA
eE9QeTkt ZOpBTES2VW XS0ZMJj g1Y09CeVWEMIFi TndGZzNIMLI mJUVF SSJdf VO

Cont ent s:

["QO2NSr ¥ j FXQ71 009syaj A", "address", {"_sd":
[ " ALZERs Sn5WVNi EXdCksW8I 5qQn3_NpAnRqpSAZDudgws" ,
"D__WuYcvRz3t vUnl JvBDH Tc7C__gHJdOXNKwW s_wok",

" eBpCXULJ5dhH2g4t 8QYNWEEX S9AX UVbl UodoL YoPhoO"
" x OPy9- gJ ALK6UbVKFLR85¢ OBy UD3ABNWFg3! 3YF QE_1"]}]

* Claimnationalities:

SHA- 256 Hash:
y50czc0l SChy_bsbaldvoUuACBEAMYOSF GoEe81v1FU
Di scl osure:

WJsa2x4Rj VqTVI sRLRQWB2TU5JdKNBI i wgl mbhd@ vbnFsaXRpZXM LCBbI kR
Fll 1d

Cont ent s:

[ "1kl xF5j Myl GTPUoviWNI vCA", "nationalities", ["DE"]]



* Caimsex:
- SHA- 256 Hash:
90CT8AaBPbhn5X8nRXkesj uli 0BghWjZ3wqD4j F- qDGk
- Disclosure:
W J uUHW UWSr UkZxMDJ J ZUFt NOFUVEEZBI | wgl nNI eCl s DJd
- Contents:
[ " NnPuOQNKRFQ3BI eAn7ANXFA", "sex", 2]
* Claimbirth_famly_nane:
- SHA-256 Hash:
Kj AXgAAINSWHEDE Rl h4u5Mh1ZsW xhhWAI X- A4Q wgA
- Disclosure:

W1 1Yl BzMJ xdVpOYTBoa2FGenp6Wk531 i wgl mipcnRoX2ZhbW seVOuYWLI | i w
gl kdhYnxI ci Jd

- Contents:
["5bPs1l quZzNaOhkaFzzzZNw', "birth_fam |y _name", "Gabler"]
* Caimlocality:
- SHA- 256 Hash:
KWVi aalLnY5j SML90G2900LENPbbXf hSj SPM ZaGkxAE
- Disclosure:

W1 LYTIXMFOCc mxkFWhpntWLr XzdQcS131 i wgl nkvY2FsaXR5!1 i wgl kJI crmxpbi J
d

- Contents:
["5a2WD_Nr| EZzf qnk_7Pg-w', "locality", "Berlin"]
* Claimcountry:
- SHA- 256 Hash:
YbsTOS76VgXCVsd1j USI wkPDgmALeB1luZcl FHXF - USQ
- Disclosure:
W ISMXNW/TV3ZGZKYWWWZ GA3UGATNLIRI i wgl miNvdWs0cnki LCAI REUI XQ
- Contents:
["ylsVUswdf JahVdgwPgS7RQ', "country", "DE"]
* (Caimplace_of _birth:
- SHA-256 Hash:
1Cr n03WrJeRWh4zwPvv CKXI 9Za@- cdQV_gHdaGsSWew

- Disclosure:



WJ1 YI EOWDhzcl ZXMLFEeGEJ SRxeU9BI i wgl nBs YWN X29mX2JpcnRol i wgeyJ
f c2Q O Bbl kt Wi hYUxuWrVgqUO1MOTBHM | PTOXFTI Bi Y1 hmaFNqULBNal phR2
t 4AQUUI LCAI VWAJ z VDBTNz ZW Vh DV NK MAp VU2 X 3S1 BEZ2 1 BTGVCMXVaY2x GSFhrl
WTUSJdf VO

Cont ent s:
["HoQ4X8sr WBQ@Dxnl JdqyQA", "place of _birth", {" sd":

[ " KUVi aaLnY5j SML90G2900LENPbbXf hS] SPM ZaGkxAE" ,
" YbsTOS76VgXCVsd1j USl wKPDgmALeBLuZcl FHXF - USQ'] } ]

* (Claiml2:

SHA- 256 Hash:

gkvyOFuvBBvj O0hs2ZNwxcqd f 8nu2- KCE7- Nb2QxuBU

Di scl osure:

W JDOUdTh3Vadm KeXVFZ1l nb2pDYj FBI i wgl j Eyl i wgdHJ1Z2V0
Cont ent s:

[ " COGSouj vi JQUEGYf 0j Co1A", "12", true]

* (O aim 14:

SHA- 256 Hash:

y6SFr VFRyq501 bRIvi TZqqj QA£0t Li uCmveC0Kqaz G

Di scl osure:

W Jr eDVr Rj E3Vi 14VEpt d1V40OXZndnR3I1 i wgl j EOl i wgdHI1ZVO0
Cont ent s:

[ "kxBKF17V- x0JmMUx9vgvtw', "14", true]

* (O aiml16:

SHA- 256 Hash:

hr YAHNnF5b5JwC9eTzaFCUcel QAal dhr gUXQNCWbLT ZI

Di scl osur e:

WJ1 M28xdXN3UDc 2MEZpMhl | RRRWQOVRI i wgl j E21 i wgdHI1ZV0
Cont ent s:

[ "H301luswP760Fi 2yeGdVCEQ', "16", true]

*  (Cl aim 18:

SHA- 256 Hash:

CVKnl y5P90yJs3Ewt xQ Ot UczaXCYNA4l czRaohr MDg

Di scl osure:

W JIPQkt sVFZsdkxnLUFkd3FZR2JQOFpBI i wgl j E4l i wydHJ1Z2V0

Cont ent s:



*

*

*

*

[ " OBKI TVI vLg- AdwgYGOPSZA", "18", true]

Cl aim 21:

SHA- 256 Hash:

1t Ei yzPRYOKsf 7Ss YGWPZKs OT1l QZRxHXAOr 5_Bwkk

Di scl osure:

W JINMEpi NTAONDF1YnJr U3V5ckRUMBhBI i wgl j | x1 i wgdHI1ZV0
Cont ent s:

["MDJb57t 41ubr kSuyr DT3xA", "21", true]

C ai m 65:

SHA- 256 Hash:

a44-g2G 8_3AMIW2XZ8k! 1y0Qz_ze9i OCcV2WBRLpXGy

Di scl osur e:

WJEC210S05ncFYOZEFI cGpy Y2FvcOF3li wgl j Y1l wgZnFsc2vd
Cont ent s:

[ " Dsmt KNgpV4dAHpj r caosAW', "65", fal se]

Cl ai m age_equal _or _over:

SHA- 256 Hash:
2r 009dzvHuVr W RXT5k J MrHngEHHNWOMLVZW8 PATB8
Di scl osure:

WJl SzVWNXBI Znd1c FBwbHRgMXFoQUp3I i wgl nFnzZV9l ¢ XVhbF9vcel 9vdmvyl i w
geyJf c2Q G Bbl j FORW 5el BSWUOLc2Y3U3NZRO1nUFpLcO9UMMRW J4 SFhBIVH
| 1X0J3a2si LCAI QLZLbmx5NVASVH Kcz NFA3RAUW PdFV) enFYQLI OQTRIY3pSY
Woock1EZyl sI CJhNDQ ZzJHcj hf MOFt SncyWFo4aOkxeTBRel 96ZTI pT2NXM cz
UkxWMEdnNI i wgl mdr dnkwRnV2QkJ2aj BoczJaTnd4Y3FPbGY4b XUy LW DRTct T

yUxXh1@ Ui LCAI aHIZNEhubUY1Y] VKdOM6ZVRE YUZDVWNI SVFBYU kaHIxVWhRTk
NXYnmzaSSI s| CI5N NGel ZGUnl xNTBJYI JKdm UwhFxal FXej BOTA 1QR1NZUBwWS
3FhekdJl | 19XQ

Contents:

[ " eK505pHf gupPpl tj 1ghAJw', "age_equal or _over", {" _sd":
[ "1t Bi yzPRYCKsf 7SsYGWPZKsOT 1l QZRxHXAOr 5_Bwkk" ,

" CVKnl y5P90yJs3Ewt xQ O UczaXCYNA4l czRaohr MDg",
"ad4-g2G 8_3AmIwW2XZ8kl 1ly0Qz_ze9i CcVRWBRLpXGy",
"gkvyOFuvBBvj O0hs2ZNwxcqd f 8nmu2- kCE7- No2QxuBU" ,

"hr YAHnnF5b5JwC9eTzaFCUcel QAal dhr qUXQNCVBT ZI ',

"y6SFr VFRyq50I bRJvi TZqqj QAz0t Li uCmiveQOKgazd "]}]

Cl ai m age_i n_years:

SHA- 256 Hash:
WIpl 7RcM3gxZr uRpXzez SbkbOr 93PVFvW8woJ3j 1cE
Di scl osure:

W JGNOFEZG WWVZi MEXpMENpUGNQVGV3I i wgl mFnZV9pbl 95ZWFycyl s1 DYy XQ



*

*

*

*

*

Contents:

["] 7TADdbOUVDOLIi Oci PcPOew', "age_ in_years", 62]

Claimage _birth_year:

SHA- 256 Hash:
Lezj abRgi ZOXzEYnVZf 8RM 9xAkd3_ MLLZ8U7E4s3u4
Di scl osure:

W JXcHhKckZ1Wbh1U2ky c DRodDASanZ3l i wgl nFnZV9i aXJ0aF95ZWry | i wgMTk
2ML0

Cont ent s:

[ "WoxJIr FuX8uSi 2p4ht 09j vw', "age_birth_year", 1963]

Cl ai mi ssuance_dat e:

SHA- 256 Hash:
WLAXHoUf f zuWAH FM pSTb1nmel WKUW 4N_o2I dkkl qc8
Di scl osure:

Wy JhdFNt RKFDWULi S| ZLRDALbzNKZ3RR! i wgl mi zc3VhbNl X2RhdGUi LCAI M A
y MOOWMy 0x MBJ d

Contents:

[ "at SFACYMbJVKDO0503Jgt Q', "issuance_date", "2020-03-11"]

Cl ai m expi ry_dat e:

SHA- 256 Hash:
78j g77- GYBeX8| (¥ oELPyLODYPdnf Zo0JgVi VO_| KCM
Di scl osure:

WY1 0S31 SMzJvSVpOLXpr V3ZGCWIVTEE nl i wgl mv4cd yeVOKYXR! | wgl j | wMzA
t MDM MTT i XQ

Cont ent s:

[ " 4KyR320l Zt - zKWFgbULKg", "expiry_date", "2030-03-12"]

Claimissuing authority:

SHA- 256 Hash:
6ZNI SDst 62yl r OAkadj dD5Zul T5A299J78SLhM__Cs
Di scl osure:

W Jj aEJDc3l oeWgt Sj g2SS1hd1FEaUNRI i wgl i zc3Vpbrdf YXV0aGyaXRr5! i w
gl KRFI1 0

Contents:

["chBCsyhyh-J86l - awQDi CQ', "issuing_authority", "DE"]

Claimissuing _country:



- SHA- 256 Hash:
_0hJVI Q BsWupdNS4_ w4Kb1MHgJOL9gLGshWj6J XQs
- Disclosure:

Wy InbESQWAB] TX05TGet YzI xTU 6Xz! nl i wgl m zc3Vpbmdf Y291bnRyeS! sl CJ
ERSJd

-  Contents:
["fI NPlncMz9Lg- c9gM z_9g", "issuing_country", "DE"]

The following is an exanple of an SD-JW+KB that di scl oses only
nationality and the fact that the person is over 18 years ol d:

eyJhbCGci O Al RVMyNTYi LCAI dH w j ogl R} K3NKLWH3dCJ9. eyJf c2Q O Bbl j Bl Wil
ulol Qej MzN2t TV2U3Qz MObCOt CDhnekppLW/CS] JWel 91 SndBVGeci LCAI MUNybj AzV21
VZVJIXcDR6d1B2dk NLWOWMSWYFRC CLj ZFFWK2d1 ZGFHULdvdyl sl Cl ycj AwWOANRG6dkh1Vn]
Xcl JYVDVr Sk1t SGexRUNI bl dl MELMWI p3OFBBVEI 41 i wgl j ZaTkl TRHNON J5bWy TOF
r YWRqZEQLWAVs VDVBM k5Sj c4U0x0TVOf T3M LCAI NzhqZzc3LUdZQMVYCEl RZnBFTFB
5TDBEW/BkbWZabz BKZ1ZpVj Bf bEt DTSI s| Cl 5SMENUOCEFhQ Bi bj VYOGESWE | c2p1MAK
wnFoV3FaM3dxRDRgRi 1xREdr | i wgl kkwM&Zj R W RFhDAWAWNXI 5vhVgcVBz cORNR2F
XTm VbG@ Cel 9hdOQnZ2M LCAI S2pBWEIBQTI ONVdl RUROUKI oNHUL TWAX WhNXaXhoaFd
BaVgt QrRRaXdn(sSI sI CIMYWk2SVU2ZDdHUWFNWFI 3QXZHVHIUWGA ThGQz ej hFSWIf ZnY
zZk9aMvdnl i wgl kx| enphY!l JxaVpPWHp FWAL VWY4 Uk 1pOXhBa2Qz X00Xx TFo4VTdFNHM
zdTQ LCAI U R6MBFUbUZOSGIWV3JyT0lalUz xR} @BNG GcVI2MBZIJUHFOaDZQWHWS TSI

s| CIXMIRYSGIVZnZ6dVc0OSUZNanBTVA xbW/sV3hW2YOTI 9vMrkka2t JcVWIL i wgl | d
Uc Ek 3UMNNMRd4WhJ 1UnBYenmV6 U2Jr Yk 9y OTNQVk Z2V3g4d29KMRox YOUi LCAI X290SI Z
JUU Cc1UDdXBKkTI MDX3c0S2l x TUhx Sj BMOXFMR3NoV3E2SI hReyl sl CISNTBj emMVSVN
DaH f YnNi YTFk TWBVAUFPUTVBTWLPU2ZHbOVI CDF2MJZVI | 0sl CIpc3M G Ai aHROCHM
6Ly InaWt aXNz dW/y Lml 1bmQuZGUuZXhhbXBsZSI s| CIpYXQ G AxNj gz MDAWMVDAWL CA
i ZXhw j ogMrg4 Mz AMVDAWMOWGI nZj dCl 61 CJ1lcmi6ZXVkaTpwaWBZGU6MSI s| CIf c2R
f YWknl j ogl nNoYSOyNTYi LCA Y25m j ogeyJqd2si G B71 nt 0eSl 61 CJFQyl sl CJj cnY
i O Al UCOYNTYi LCAI eCl 61 CJUQOFFU] ESWhZ1MD91 Rj RgNFcOdnZTVnBl SVAXSUXpbER
sczd2QVHZWj |i wgl nki G Ai WihgaVdXYl pNuudl VI dLVI E0aGI TSW yc1ZndW/j QOU
2dDRgVDI GvkhaUSJ9of X0. zOzQTgnmy8X1nCy FXi OwbV8xj ct X1Al Ea5Tkdnk KOy W/Lf W4
0XDb50j 9t zkgwf f 55441 Dnr f AdgLt mrcoj s97_Q-WJIl SzVWNXBI Znd1c FBwbHRgMXFo
QUp3li wgl nFnzZVal cXVhbF9vcl 9vdmyl i wgeyJf c2Q O Bbl j FORW 5el BSW9Lc2Y3
U3SNZRO1nUFpLcO9UMMRW J4SFhBVHI 1X0J3a2si LCAI QLZLbmx5NVASVH KczNFd3R4
UW PdFVj enFYQLI OQTRIY3pSYWoock1Ezyl sI CJhNDQ ZzJHcj hf MOFt SncyWFo4a0kx
eTBRel 96ZTI pT2NXM cz UkxWWEdnI i wgl mdr dnkwRnV2(kJ2aj BoczJaTnd4Y3FPbGY4
bXUyLW DRTct Tm yUXh1Q Ui LCAI aHIZNEhubUY1Y] VKdOMbZVR6 YUZDVWNI SVFBYU! k
aHIXVWhRTKNXYnZaSSI s| CI5N NCcl ZGUnl xNTBJYl JKdml UWhFxal FXej BOTA 1Q1N
ZUBWS3FhekdJ! | 19XQ-W JPQkt sVFZsdkxnLUFkd3FZR2JQOFpBI i wgl j E4l i wgdHI1Z
VO~WJsa2x4R) VgTVI sRLRQUW®2TU5JdkNBI i wgl nbhdd vbnFsaXRpZXM LCBbl kRFI

| 1d~eyJhbGeci O Ai RVMYNTYi LCAI dH wl j ogl mti K2p3dCJ9. eyJub25j ZSI 61 Cl xM M
ONTY30Dkw i wgl nF1ZCl 61 CJodHRwczovL3Zl cm maWyLnv4AYWiwbGUub3Jnl i wgl m

hdCl 61 DEBNDg1MzcyNDQs| CJzZF90YXNol j ogl | BqTVI mTTA3VMIKZEL14TEl sdXZSTm

40EpGhGTWDRULUcOMLYV] X0JTUKOI f Q f 3TeS_1BWEG/8EbI JRh5wgv8nYunk7euzubx
gbgpNB4pbQQgRPVK- vQ | hhgULEFGZ9LFakFX_Ongul 1G_3nw

This is the payl oad of the correspondi ng Key Bi nding JW:

{
"nonce": "1234567890",

"aud": "https://verifier.exanple.org",
"iat": 1748537244,
"sd_hash": "Pj Mvf MO7VbJdMKLI | uvRNb88JFI j SX4n- G43Uc_BSRM'

}

After validation, the Verifier will have the followi ng Processed SD
JWI Payl oad avail able for further handling:

{



"iss": "https://pid-issuer.bund. de. exanpl e",
"iat": 1683000000,
"exp": 1883000000,

"vet": "urn:eudi:pid:de:1",
Ilcn.-f II: {
"wk"r |
"kty": "EC',

"crv": "P-256",
x": "TCAER19Zvu30HF4j 4Wivf SVoHI P1I Li | DI s7vCeCGent",
y"'o " ZXj i WD ZMQGHWKVQAhbSI i r sVf uec CE6t 4 TOF2HZQ'

}

ge_equal _or_over": {
"18": true

}

}

"’ati onalities": [
Ilmll

]
}

A 4. WBC Verifiable Credentials Data Mdel v2.0

This non-normative exanple illustrates how the artifacts defined in
this specification could be used to express a WBC Verifiable
Credentials Data Mdel v2.0 payl oad [ VC _DATA v2.0].

Key Binding is applied using the Holder’s public key passed in a cnf
claimin the SD JW.

The following is the input JW O ains Set:

{
"@ontext": [
"https://ww.w3. org/ 2018/ credential s/v1l",
"https://w3id.org/vaccination/vl"

1,
“type": [
"Verifiabl eCredential",
"Vacci nationCertificate"
1,
"issuer": "https://exanple.comissuer"”,
"i ssuanceDate": "2023-02-09T11:01: 592",
"expirationDate": "2028-02-08T11:01: 592",
"name": "COVID-19 Vaccination Certificate",
"description": "COVID 19 Vaccination Certificate",
"credential Subject": {
"vacci ne": {
"type": "Vaccine",
"at cCode": "JO7BX03",
"medi ci nal Product Name": "COVI D-19 Vacci ne Mderna",
"mar keti ngAut hori zati onHol der": "Modderna Bi ot ech”
},
"next Vacci nati onDate": "2021-08-16T13:40: 122",
"countryCf Vacci nation": "GE',
"dat e Vacci nation": "2021-06-23T13: 40: 122",
"“order": "3/3",
"recipient": {
"type": "Vacci neRecipient",
"gender": "Fenal e",
"birthDate": "1961-08-17",
"gi venNanme": "Marion",
"fam | yNane": "Mustermann"
},
"type": "VaccinationEvent",
"admi ni steringCentre": "Praxis Somergarten",
"bat chNunber": "1626382736",



"heal t hPr of essional ": "883110000015376"

}
}

The following is the issued SD JW:

eyJhbCci O Al RVMYNTYi LCAI dH W j ogl mV4YWLwbGUr ¢2Q andOl n0. eyJAY29udGv4
dCl 61 Fsi aHROcHMBLY93d3cudzMib3JnLzl wwrgvY3Jl ZG/udd hbHM/dj Ei LCAI aHRO
cHVBLY93M2I kKLmBy Zy 92YWNj aWwbhdd vbi 92MSJdLCAI dH wZSlI 61 Fsi VnmivyaWZpYW's
ZUNyZWRl bnRpYWAi LCAI VinFj Y21 uYXRpb25DZXJ0aWZpY2F0ZSJdLCAI aXNzdWyl j og
| Mh0dHBzG 8vZXhhbXBsZS5j b20vaXNzdWyl i wgl m zc3VhbmNIl RGFOZSI 61 Cl yMDI z
LTAYLTASVDEXQ AxQ USW | sl CJl eHBpcnF0aWBuRGF0ZSI 61 Cl yMDI 4LTAY LTA4VDEX
G AxQ USW | sl CJuYWLI | j ogl kNPVKI ELTESI FZhY2NpbnF0aWul ENl cnRpZmi j YXR

i wgl MRl c2NyaXB0aWdul j ogl kNPVkl ELTESI FZhY2NpbnFO0aVWul ENl cnRpZmi j YXR

i wgl mM\yZWRl bnRpYWKTdWI qZWNOI j ogeyJf c2Q Q Bbl j FWKOst OGXEUThpRI hCRI hi

W k5ZWixUj Rl YW XQ2k 1VDB5Yk| 6W Bl d3ci LCAi SnpgqTGdOUDI 5ZFAt G NOZDEy UDY3
NGdGhUsyenk4MUhNdEINnZj ZDSk5XZy| s| CISMrizHYnZBMDdaX1l sa3Ft TI pSbVExeH 5
eDFYc3RJavM2Q FZYmw Sl o0l i wgl | RDbXpybDdLMrdl dl 9kdTdwY01JeXpSTEhwWL VI |

Zy 1GbF9j eHRyVXZQeCci LCAI Vj dr SkIMSzc4VGLWRESt cnZKN1p1VVBI dUt f MNj N3I a
UnEOcVYxdHh3TSI sl CJi MaVVe3ZHUCL PRERKRMZNESs ek YYz NORHNs VOpOQpGNz VO
dzhPal 9nl i wgl npKS19l U01YandNOGRYbUlaTGEJOEZHTTAdek 0z X3Vi R2VFTUot NVRC
eTAI XSwgl nZhY2Npbni O B71 1 92ZCl 61 Fsi MANGNWAMI2t 0 TUSJ YXFMVOpy WEK 3Tk 1 X
ZVWRMLTI mNI ky UEELMWhI Qal NaSSI s| CJ1 axXk2V1d1ZUx ENWI uMTYy OThOUHY3R1hobWk
TURPVGECaS1DWnIwaE5vI i wgl kxi MDI 3¢ TYSMAbYWOAM ak MBMBZpOGVi T205¢214MM

X29nN2dBNFRCUUUI XSwgl nR5¢cGUI O Ai VinFj Y21 uZSJ9LCAI cnVj aXBpZWs0l j ogey Jf

€c2Q O Bbl j FsSULFCTI ky NHEWWCGg2T0d6dCGhxLTct NGA2 YOFheHI ZWEQHWABI V19s bk Ei

LCAI M256 THEAMUOYb04wNndkdj FzaEh2TOVKVnhaNUt MoVWREaOhFREpBQ dFSSI s1 CJQ
bj FzZV2kwNkcOTEpy bn#t X1JUMFJi TVOI VGRAbI BKUXVYMTZ6V3Zf SKOQVI i wgl mx GOXV6
ZHN3NOhwb Ed MYz ¢ x NFRy NFAPNO1HSnphN3RON1FGhGVDWDRIdHeci XSwgl nR5cGUi G Al

V) Y21 uzVJl Y21 waW/udCI9LCAI dH wZSI 61 CIWYWN] awbhdd vbkV2ZWs0I nOs| CIf

C2Rf YWknl j ogl nNoYSOyNTYi LCAI Y25 j ogeyJqd2si O B71 nt 0eSI 61 CIFQy! sl CJj

cnYi O Ai UCOYNTYi LCAI eCl 61 CJUQUFFU] ESWAZ1MD91 R RgNFcOdmZTVimdl SVAXSUxp
bERsczd2@VHZWLj | i wgl nki G Al WhhgaVdXY!l pNuud! VI dLVI EOaGI TSW yc 1ZndWj

QU2dDRqVDl GvkhaUSsJ9f X0. OZomvywOBi wAdb89MYCeeonBVSt Xk T6u7G7Fki cPWZnd2
_hGgr 0l _ulNHgPVocuQt - mB2Uu6kwt PmYFxKkOACeA~W 1 yROXDNDJz S1F2ZUNnR2Zy e
U5STj | 31'i wgl nFOYONvZGUi LCAI Sj A3Q gwW Jd~WJI bHVWNUINMRAT Tk JOEVZbnN4
QvoBI i wgl mLl Z4d j aWshbFByb2R1Y3ROYWLI | i wgl kNPVKI ELTES! FZhY2Npbrmg TWOk
ZXJuYSJd~W 1 2SWH3dEOt YTVpVI BHYNMDTNXRt dI ZBI i wgl niLhent | d@ uZOF1dGhvem

6YXRpb251 b2xkZXI i LCAI TWOkZXJuYSBCaV®0ZWhNol | 0~WyJI SThaV205UWs5LUHBOUGY
OZWBI1 ZGhRI i wgl nBl e HRWYWNj aWbhdd vbkRhdGUI LCAI M Ay MSOWOCOXNI Qx Mz oOMDo
XM oi XQ~WJIRZ19PN R6cUF4ZTQx MTEXMDhpc®BIl i wgl m\vdWs0cnl PZI ZhY2NpbnF0
aVWul i wgl kdFI | 0~WJBSngt MDk 1Vl BycFROT] RRTU9X Uk9BI i wgl mRhdGVPZI ZhY2Np
bnF0aVul i wgl j | wM Et MDYt M NUMITMBNDA6MIJal | 0~WJQYz Mz SkOy TGNo Y1V bEhn
Z3Zf dWZRI i wgl mByZGwyl i wgl j MvMy Jd~W J HVDJI OU3J RZnp GWFE3 SWBWOXNS YWHBI | w
gl mdl bnRI ci | sl CIGZWLhbGUI XQ-WJsa2x4Rj VgTVI sRIRQUWO2TUS5JdkNBI i wgl mlp
cnRoRGFOZSI sl Cl xOTYXLTA4ALTE3I | 0~WJuUHW UWbr UkZxMDJ J ZUFt NOFUVEZBI i wg
I mdpdmVuTntt ZSI s| CINYXJpb24i XQ-W1 1Yl BzMJ xdVpOYTBoa2FGenp6Wk531 i wgl

nmZhbW seUshbWUi LCAI TXVzdGvybWFubi Jd~W I 1YTIXMFOCOc mx FWhpntWLr XzdQ S13
I'i wgl mFkbW uaXNOZXJpbmdDZWs0c i LCAI UHJhed z1 FNvbWLI cmdhenRl bi Jd~WJ
5MXNVWTV3ZGZKYWAWZCA3UGATNLIRI | wgl mlhdGNoTnVt Yyl i wgl j E2M YzODI 3MeY
i XQ-WJI YI EOVWDhzcl ZXMLFEeG5JSnmRxeW9BI i wgl mhl YWk0aFByb2Zl ¢c3Npb25hbCl s
| Cl 40DMK MTAWIVDAWMT Uz Nz Yi XQ~

The foll owi ng payload is used for the SD JW:

{
"@ontext": [

"https://ww.w3. org/ 2018/ credential s/vl",
"https://w3id.org/vaccination/vl"

] i)
"type": | |

"Verifiabl eCredential ",

"Vacci nationCertificate"
] i)
"issuer": "https://exanple.comissuer"”,
"issuanceDate": "2023-02-09T11:01: 597",



"expirationDate": "2028-02-08T11:01:59Z",

"name": "COVID-19 Vaccination Certificate",

"description": "COVID 19 Vaccination Certificate",

"credential Subject": {

" _sd":

"1V_K- 8] D@Bi FXBFXbZY9ehqR4HabWCi 5TOybl zZPeww" ,
"Jzj Lgt P29dP- B3t d12P674gFnK2zy81HM Bgf 6CINW" ,
" R2f Gbf AO7Z_YI kgmNZymalxyyx1Xst|i S6B1lYbl 2JZ24",
"TCner | 7K2gev_du7pcM yzRLHp- Yeg- FI _cxtr WPxg",
"V7kJBLK78TnmvDOnT f J7ZuUPHUK 2cc7yZRa4qV1t xwM',
"b0eUsvGP- ODDdFoY4N zl Xc3t Dsl Wt CJF75N80 _g",
"zJK_eSMXj wwBdXmVELnl 8FGW8zJ3_ubGeEMI- 5TBy 0"

"vaccine": {
n _Sd":
"1cF5hLwkhMNI agf Wir XI 7NMAedL- 9f 6 Y2PA52yPj SZI ",
"H y6WNielLD5bn16298t Pv7GXhm dMDOTnBI - CZbphNo" ,
"Lb027g691j XXI -j C73vi 8ebQ 9snx3C- _og7gA4TBCQE"
]

ype": "Vaccine"

"recipient": {
" _sd":
"1l SBNY24q0Th60Gzt hg- 7- 41 6cAaxr YXO&ZpeW | nA",
"3nzLg81M2oNO6wdv 1shHv OEJVx Z5KLnd Dk HEDJ ABWEI ",
"PnlsW 06ALJr nn- _RTORbM HTdxnPJQuX2f zW_JOU",
"| FQuzdswrHpl GLc714Tr AWO7MJza7t t 7QFI eCX4l t w'
]

"t ype": "Vacci neReci pi ent"
"',cype": "Vacci nati onEvent "
}1
" sd_al g": "sha-256",
"enf": {
Ilj v\kll: {
"kty": "EC',

"crv": "P-256",
"x": "TCAER19Zvu3OHF4j 4WAvf SVoHI P1I Li | DIl s7vCeGent”,
"yt " ZX) i WD ZMQGGHVWKKVAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
}
}

The digests in the SD-JW payl oad reference the follow ng
Di scl osures:

* O ai m at cCode:
- SHA- 256 Hash:
1cF5hLwkhMNI agf Wir XI 7NMAedL- 9f 6Y2PA52y Pj SZI
- Disclosure:

W1 yROXDNDJz S1IF2ZUNmR2Zy e UsST] | 31 i wgl mFOYONvZGUi LCAI Sj A3Q gwivyJ
d

- Contents:
["2G.C42sKQveCf GF r yNRNOwW', "at cCode", "JO7BX03"]
* C ai mnedici nal Product Name:
- SHA- 256 Hash:

H y6WMeLD5bn16298t Pv7Gxhm diVDOTnBi - CZbphNo



Di scl osure:

W Jl bHWINUINMRATTKI JOEVZbnNAQVOBI i wgl Ll Z& j aWshbFByb2R1Y3ROYWL
I 1i wgl KNPVKI ELTE5I FZhY2NpbmUg TWOkZXJuYSJd

Contents:

["el uvs0Og3gSNI | 8EYnsxA A", "nedici nal Product Nane", "COVID- 19
Vacci ne Mobderna"]

* C ai m mar ket i ngAut hori zat i onHol der:

SHA- 256 Hash:
Lb027g691j XXl -j C73vi 8eb( 9snx3C _0g7gA4TBQE
Di scl osure:

W1 2SWH3dEOt YTVpVI BHYMDTNXRt dI ZBI i wgl niLhent | dd uZOF1dGhvem 6YXR
pb25I1 b2xkZXl i LCAI TWOkZXJuYSBCaVw0ZWNol | O

Cont ent s:

["6]1)7t M abi VPGoS5t mvVA", "mar ket i ngAut hori zati onHol der ",
"Moder na Bi ot ech"]

* (C ai m next Vacci nati onDat e:

SHA- 256 Hash:
R2f Gbf AO7Z_YI kgnmNZymalxyyx1Xst | i S6B1Ybl 2JZ4
Di scl osure:

WJl SThaV205UWsLUHBOUGVOZWsI ZGhRI i wgl nbl eHRWYWN] aWshdd vbkRhdGU
i LCAI M Ay MSOWOCOXNI QxMzoOMDoxM oi XQ

Cont ent s:

["el 8ZWDMKPpNPeNenHdhQ@', "next Vacci nati onDat e",
"2021-08-16T13: 40: 122"

* CaimcountryCf Vacci nati on:

SHA- 256 Hash:
Jzj Lgt P29dP- B3t d12P674gFnkK2zy81HM Bgf 6 CINW
Di scl osure:

WJIRZ19PN) R6cUF4ZTQx MrEXxNMDhpcn®BI i wgl n\vdWs0cnl PZI ZhY2NpbnF0av®
uliwgl kdFI'1 O

Contents:

["Q_064zgAxe412a108i roA", "countryOf Vacci nation", "GE"]

* Clai mdateO Vacci nati on:

SHA- 256 Hash:
zJK_eSMXj wWBdXmVZLnl 8FGMD8zJ3_ubGeEMI- 5TBy0

Di scl osure:



iy JBSngt MDk1VI BycFROTj RRTU9xUK9BI i wgl mRhdGVPZI ZhY2NpbnF0aveul i w
gl j I wM Et MDYt M NUMTVBNDAGMTJal | 0

Cont ent s:

[ " AJx-095VPr pTt AQMgRQA", "dateO Vacci nati on",
"2021-06-23T13: 40: 122"]

* Claimorder:

SHA- 256 Hash:

bOeUsvGP- ODDdFoY4N zI| Xc3t Dsl Wit CJF75Nw80 _g

Di scl osure:

W JQYz Mz SkOy TGNoY1Vf bEhNnZ3Zf dWZRI i wyl nPyZGVyl i wgl j MrMyJd
Cont ent s:

["Pc33JM2LchcU | Hggv_uf @', "order", "3/3"]

* C ai mgender:

SHA- 256 Hash:

3nzLg81M2oN06wdv 1shHv OEJ Vx Z5KL nd Dk HEDJ ABVEI

Di scl osur e:

W JHVDJI OU3J RZmp GAFE3 SWBWOXNS YWHBI i wgl ndl bRl ci | s| CI&ZWLhbGUI XQ
Cont ent s:

["QO2NSr ¥ j FXQ71 009syaj A", "gender", "Femal e"]

* (ClaimbirthbDat e:

SHA- 256 Hash:
Pn1sW 06GALJr nn- _RTORbM HTdxnPJQuX2f zW/_JOU
Di scl osure:

WJsa2x4Rj VgTVI sRLIRQWW2TUS5JdkNBI i wgl mlpcnRoRGF0ZSI s| Cl X OTYXLTA
ALTE3II O

Contents:

[ "Ikl xF5] MYl GTPUovWNI vCA", "birthDate", "1961-08-17"]

* C ai mgi venNane:

SHA- 256 Hash:
| FQuzdsw7Hpl GLc714Tr 4AWO7MGJza7tt 7QFI eCX4l t w
Di scl osure:

W JuUHW UWBT Uk Zx MDJ J ZUFt NOFUVEZBI i wgl ndpdmVuTrFt ZSI s CINYXJpb24
i XQ

Cont ent s:

[ " nPuonkRFg3BI eAni7 AnXFA", "gi venNane", "Marion"]



* Caimfam | yName:

SHA- 256 Hash:
11 S@BNY24g0Th60Gzt hg- 7- 41 6cAaxr YXO&ZpeW | nA
Di scl osure:

W1 1Yl BzMJ xdVpOYTBoa2FGenp6Wk531 i wgl nzhbW seUshbWUi LCAI TXVzdGV
ybWFubi Jd

Contents:

["5bPs1l quZNaOhkaFzzzzZNw', "fam | yNanme", "Muisternmann"]

* Claimadm nisteringCentre:

SHA- 256 Hash:
TCnerl 7K2gev_du7pcM yzRLHp- Yeg- FI _cxtr UvPxg
Di scl osure:

W1 1YTIXMFOCcnk FWhpneWLr XzdQc S131 i wgl nFkbW uaXN0ZXJ pbndDZWs0cnlJ
i LCAI UHJhed zI FNvbWLI cndhenRl bi Jd

Cont ent s:

["5a2W0_Nr| EZzf qrk_7Pg-w', "adm ni steringCentre", "Praxis
Sonmer gart en”]

* C ai m bat chNunber :

SHA- 256 Hash:
V7kJIBLK78TnmvDOnT f J7ZuUPHUK _2cc7yZRadqV1t xwM
Di scl osure:

VY J5MKNVWTV3ZGZKYWAWZGA3UGA TNLIRI i wgl mIhdGNoTnVt Ynyl i wgl j E2M Y
zODI 3MzYi XQ

Contents:

["ylsVUswdf JahvVdgwPgS7RQ', "bat chNunber", "1626382736"]

* (C ai m heal t hPr of essi onal :

SHA- 256 Hash:
1V_K- 8] D@Bi FXBFXbZY9ehqR4HabWCi 5TOybl zZPeww
Di scl osure:

WJl Yl EOWDhzcl ZXMLFEeG5J SnRxeU9BI i wgl mhl YWk0aFByb2Zl c3Npb25hbCl
sl Cl 40Dk MTAWIVDAWMT Uz Nz Yi XQ

Cont ent s:

[ "HoQAX8sr WBQDxnl JdqyQA", "heal t hProf essi onal ",
"883110000015376"]

This is an exanple of an SD-JW+KB that discloses only type,
medi ci nal Product Name, at cCode of the vaccine, type of the recipient,

type,

order, and dateOf Vacci nati on:



eyJhbCGci O Al RVMYNTYi LCAI dH wi j ogl nV4AYWLwbGUr c2Q andOI n0. eyJAY29udGv4
dCl 61 Fsi aHROcHWbLY93d3cudzMub3JnLzl wwMrgvY3Jl ZG/ud@ hbHMW/dj Ei LCAI aHRO
cHVBLY93M2I KLmBy Zy 92YWNj aWwbhdd vbi 92MSJdLCAI dH wZSlI 61 Fsi VnmivyaWZpYW's
ZUNyZWRl bnRpYWAi LCAI VinFj Y21 uYXRpb25DZXJ0aWZpY2F0ZSJdLCAI aXNzdWyl j og
| Mh0dHBzG 8vZXhhbXBsZS5j b20vaXNzdWyl i wgl m zc3VhbmNIl RGFOZSI 61 Cl yMDI z
LTAYLTASVDEXQ AxQ UsW | sI CJI eHBpcnF0aVWBuRGF0ZSI 61 Cl yMDI 4LTAy LTA4VDEX
g AXQ USW | sl CJuYWLI | j ogl kNPVKI ELTE5SI FZhY2NpbnFOaVWul ENl cnRpZni j YXRI

I'i wgl nRl c2NyaXB0aWul j ogl kNPVKI ELTE5I FZhY2NpbnFO0aVWul ENl cnRpZmi j YXRI

i wgl mM\yZWRl bnRpYWKTdWI qZWNOI j ogeyJf c2Q Q Bbl j FWKOst OGXEUThpRI hCRI hi

W k5ZWixUj Rl YW XQ2k 1VDB5Yk| 6W Bl d3ci LCAi SnpgqTGdOUDI 5ZFAt G NOZDEy UDY3
NGdGbUsyenk4MUhNdAEJInZj ZDSk5XZy| s1 CISMrZHYnZBMDdaX1l sa3Ft Tl pSbViEExeH 5
eDFYc3RJaVMRQ FZYmwy Sl 001 i wgl | RDbXpybDdLMdl dl 9kdTdwY01JeXpSTEhwWLM |

Zy1GhF9j eHRyVXZQeGei LCAI Vj dr SkIMSzc4VGLWRESt cnZKN1p1VVBI dUt f M) N3I a
UnEO0cVYxdHh3TSI sl CJi MaVWc3ZHUCL1PRERK RmMBZNESs ek YYz NORHNs VOp0 QO p Gz VO
dzhPal 9nl i wgl npKS19l U01YandNOGRYbUlaTGEJOEZHTTAdek 0z X3Vi R2VFTUot NVRC
eTAI XSwgl nZhY2Npbni O B71 1 92ZCl 61 Fsi MAINGNWAMI2t 0 TUSJ YXFMVOpy WEK 3Tk 1 X
ZVWRMLTI mNI ky UEELMWhI Qal NaSSI s| CJ1 axXk2V1d1ZUx ENWI uMTYy OThOUHY3R1hobWk
TURPVG5CaS1DWIwaE5vI i wgl kxi MDI 3c TYSMADYWBM ak MBMBZpOGVi T205¢c214MdM

X29nN2dBNFRCUUUI XSwgl nR5¢cGUi O Ai VnFj Y21 uZSJ9LCAI cnmVj aXBpZWsO0I j ogeyJf

c2Q O Bbl j FsULFCTI ky NHEWWGg2T0d6dGhxLTct NGaM2 YOFhe HIZWEQHWABI V19sbkEi

LCAI M56 THEAMJOYyb04wNndkdj FzaEh2TOVKVnhaNUt MoWREaOhFREpBQ dFSSI sl CJQ
bj FzZV2kwNkcOTEpy bn#t X1JUMFJi TVOI VGRAbI BKUXVYMTZ6V3Zf SKOQVI i wgl mx GOXV6
ZHN3NOhwbh EdMYz ¢ x NFRy NFAPNO 1 HSnphN3RON1LFGh GVDWDRIdHci XSwgl nR5¢cGUI O Ai

VFj Y21 uzVJl Y21 waW/udCJI9LCAI dHI wZSI 61 CIWYWNj aWwshdd vbkV2ZWs01 n0s| CIf

c2Rf YWnl j ogl nNoYSOyNTYi LCAI Y25m j ogeyJqd2si O B71 nt 0eSI 61 CIFQy! sl CJj

cnYi O Ai UCOYNTYi LCAI eCl 61 CJUQOFFU] ESWAZ1IMD9I Rj RgNFcOdnZTVmBI SVAXSUxp
bERsczd2@VHZWLj | i wgl nki G Al WhhgaVdXY!l pNuud! VI dLVI EOaGI TSW yc 1Znd\Wj

QU2dDRqVDl GvkhaUsJ9f X0. OZomvwOBi wAdb89MYCeeonBVSt Xk T6u7G7Fki cPWZnd2
_hGgr 0l _ulNHgPVocuQt - nB2Uu6kwt PmYFxKk0ACe A~W J QYz Mz SkOy TGNo Y1 Vf bEhnZ
3Zf dWZRI i wgl mByZGvyl i wgl j MMy Jd~W JBSngt MDk1VI BycFROTj RRTU9xUk9BI i wgy
| MRhdGVPZI ZhY2NpbnF0aVWul i wgl j | wM Et MDYt M NUMTVBNDAG6MIJal | 0~W 1 yROXxD
NDJz S1F2ZUNR2ZyeU5STj | 310 wgl nFOYONvZGUi LCAI Sj A3Q gwiw Jd~W J1 bHVWNU9
nM2dTTkl JOEVZbnNAQVIBI i wgl mll Zd j aWbhbFByb2R1Y3ROYWLI | i wgl kNPVKI ELTE
51 FZhY2NpbrmgTWokZXJuYSJd~eyJhbGei O Ai RVYMYNTYi LCAi dH W j ogl nt i K2p3dC
J9. eyJub25j ZSI 61 Cl xM MONTY3CDkw i wgl nF1ZCl 61 CJodHRwczovL3ZI cm maW/yL
nvV4YWLwbGUub3Jnl i wgl m hdCl 61 DEBNDg1MzcyNDQs| CJzZF9oYXNol j ogl kl vv1VI O
TFsbGYzVEVYybDQy Yl Ezc3hf NTNWWMWBxdWpDej A4aERXSEs3RGsi f Q nOvzyl wCFMDVau
EaeJl VEKZZchx XMpXTQewHg Ak ARb OSZx B091 b XXt Hf poGgO_Bt NFN2I ShJElI @BGyc- Xp
H gA

After the validation, the Verifier will have the follow ng Processed
SD- JWI Payl oad avail able for further handling:
{

"@ontext": [

"https://ww.w3. org/ 2018/ credential s/vl",
"https://w3id.org/vaccination/vl"
1,
“type": [
"VerifiableCredential",
"Vacci nationCertificate"
1,
"issuer": "https://exanple.comissuer",
"i ssuanceDate": "2023-02-09T11:01: 592",
"expirationDate": "2028-02-08T11:01:592",
"name": "COVID-19 Vaccination Certificate",
"description": "COVID 19 Vaccination Certificate",
"credential Subject": {
"vacci ne": {
"type": "Vaccine",
"at cCode": "JO7BX03",
"medi ci nal Product Name": "COVI D-19 Vacci ne Mderna"

}

ecipient": {
"type": "Vacci neRecipient"

3



"type": "VaccinationEvent",
"order": "3/3",
"dat eOf Vacci nation": "2021-06-23T13: 40: 127"

}1
" n.-fll: {
"wk"r |
"kty": "EC',
"crv": "P-256",
"x": "TCAER19Zvu3OHF4j 4WAvf SVoH P1I Li | D s7vCeGent",
"yt " ZX) | WD ZMQGHVWKKVQAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
}

}
A.5. Elliptic Curve Key Used in the Exanpl es

The following Elliptic Curve public key, represented in JW format,
can be used to validate the Issuer signatures in the above exanpl es:

{
"kty": "EC',
"crv': "P-256",
"x": "b28d4MAZM w8- 00CGAXT Nnn9SLMVMMLISI gZpVb_uNt Q'
"y " Xv5zWwoaTgdS6hV43yl 6gBwInj uknFQnJ _kCxzgk8"

}

The public key used to validate a Key Binding JWI can be found in the
exanpl es as the content of the cnf claim

Appendi x B. Disclosure Format Consi derations

As described in Section 4.2, the Disclosure structure is JSON
containing a salt and the cleartext content of a claim which is
base64url encoded. The encoded value is the input used to calcul ate
a digest for the respective claim The inclusion of digest value in
the signed JW ensures the integrity of the claimvalue. Using
encoded content as the input to the integrity nechanismis
conceptually simlar to the approach in JW5 and particularly usefu
when the content, like JSQN, can have different representations but
is semantically equival ent, thus avoi ding canonicalization. Sone
further discussion of the considerations around this design decision
fol | ows.

When receiving an SD-JWI, a Verifier nust be able to reconpute
di gests of the disclosed claimvalues and, given the sanme input
val ues, obtain the sane di gest values as signed by the |ssuer

Usual | y, JSON-based formats transport claimvalues as sinple
properties of a JSON object such as this:

"fam |y name": "Mdius",

"address": {
"street _address": "Schulstr. 12",
"locality": "Schul pforta”

}

However, a problem arises when conputation over the data needs to be
performed and verified, |like signing or conputing digests. Conmon
signature schenes require the sane byte string as input to the
signature verification as was used for creating the signature. In
the di gest approach outlined above, the sane problemexists: for the
Issuer and the Verifier to arrive at the sane digest, the sane byte
string must be hashed.



JSON, however, does not prescribe a unique encoding for data, but
allows for variations in the encoded string. The data above, for
exanpl e, can be encoded as

"fam |y _name": "M uOOf 6bi us",
"address": {
"street _address": "Schulstr. 12",
"locality": "Schul pforta"

}

or as

Lfénily_nane": " Moi us",

"address": {"locality":"Schul pforta”, "street_address"

"Schul str. 12"}

The two representations of the value in famly name are very
different on the byte level, but they yield equival ent objects. The
same is true for the representati ons of address, which vary in white
space and order of elenents in the object.

The variations in white space, ordering of object properties, and
encodi ng of Unicode characters are all allowed by the JSON
specification, including further variations, e.g., concerning

fl oating-poi nt nunbers, as described in [RFC8785]. Variations can be
i ntroduced whenever JSON data is serialized or deserialized and

unl ess dealt with, will lead to different digests and the inability
to verify signatures

There are generally two approaches to deal with this probl em

1. Canonicalization: The data is transferred in JSON fornmat,
potentially introducing variations in its representation, but is
transfornmed into a canonical formbefore conputing a digest.
Both the Issuer and the Verifier nmust use the sane
canoni calization algorithmto arrive at the sane byte string for
computing a digest.

2. Source string hardening: Instead of transferring data in a format
that may introduce variations, a representation of the data is
serialized. This representation is then used as the hashing
input at the Verifier, but also transferred to the Verifier and
used for the sane digest calculation there. This nmeans that the
Verifier can easily compute and check the digest of the byte
string before finally deserializing and accessing the data.

M xed approaches are conceivable, i.e., transferring both the
original JSON data and a string suitable for conmputing a digest, but
such approaches can easily | ead to undetected inconsistencies
resulting in tinme-of-check-time-of-use type security vulnerabilities.

In this specification, the source string hardening approach is used,
as it allows for sinple and reliable interoperability w thout the
requirenent for a canonicalization library. To harden the source
string, any serialization format that supports the necessary data
types could be used in theory, like protobuf, msgpack, or pickle. In
this specification, JSON is used and pl ai ntext contents of each

Di scl osure are encoded usi ng base64url encoding for transport. This
approach neans that SD-JWs can be inplenented purely based on widely
avai l abl e JWI, JSON, and Base64 encodi ng and decoding |ibraries.

A Verifier can then easily check the digest over the source string



before extracting the original JSON data. Variations in the encoding
of the source string are inplicitly tolerated by the Verifier, as the
digest is conputed over a predefined byte string and not over a JSON
obj ect .

It is inportant to note that the Disclosures are neither intended nor
suitable for direct consunption by an application that needs to
access the disclosed claimvalues after the verification by the
Verifier. The Disclosures are only intended to be used by a Verifier
to check the digests over the source strings and to extract the
original JSON data. The original JSON data is then used by the
application. See Section 7.3 for details.
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