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Updates to NETCONF Transport Port Nunmbers
Abst r act

Thi s docunent rel eases | ANA-assi gned port nunbers for services
related to the Network Configuration Protocol (NETCONF) that have not
been in use in production networks.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9900
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1. Introduction
The "Service Name and Transport Protocol Port Nunber Registry”

[ 1 ANA- SERVI CE] records several NETCONF-rel ated port and service nane
assi gnnents such as 830 for NETCONF over Secure Shell (SSH)



4.

1.

[ RFC6242], 831 for NETCONF over the Bl ocks Extensible Exchange

Prot ocol (BEEP) [RFCA744], 832 for NETCONF over the Sinple Object
Access Protocol (SOAP) [RFC4743], 4334 for NETCONF Call Hone

[ RFC8071], and 6513 for NETCONF over Transport Layer Security (TLS)
[ RFC7589] [ NETCONF- over - TLS] .

However, three of these assignnments (831, 832, and 833) are for
protocols that are not depl oyed, and the relevant RFCs ([ RFC4743] and
[ RFC4744]) have been marked Historic. Al these assignnments are thus
no longer required to support these services.

Thi s docunent de-assigns these unused port nunbers.

Consistent with Section 8.2 of [RFC6335], this docunent does not de-
assign service nanes; only port nunbers are de-assigned for better
usage of avail abl e scarce resources.

Oper ational Considerations

There are no known i npl enentations and depl oynents of protocols that
rely upon the port nunbers rel eased back by this docunent.

Exi sting configurations (if any) that associate the rel eased port
nunbers with the service names "netconf-beep" and "netconfsoaphttp”
need to be reassessed and updated according to the actions in
Section 4.

O her than that, there are no new operations or manageability
requi renents introduced by this docunent.

Security Considerations

Thi s docunent does not describe any protocol. As such, this docunent
does not introduce any new security vulnerability.

| ANA Consi derati ons

Per this docunent, |ANA has updated the "Service Nane and Transport
Prot ocol Port Nunber Registry" [IANA-SERVICE] as specified in the
fol |l owi ng subsecti ons.

De- assi gned all ocati ons are marked per Section 8.2 of [RFC6335].
These actions are not repeated here.

NETCONF over BEEP Service

oD

[ e e sl s sl s s ey
| Service Nane | Port Nunber | Transport | Description | Reference

| | | Protocol | | |
[ oo el oo, oo e et oo
| netconf-beep | 831 | tcp | NETCONF | [RFC4744]

| | | | over BEEP | |
I i T F-- - - - - - F--- - - - F-- - - - - - F--- - - - +
| netconf-beep | 831 | udp | NETCONF | [RFCA744]

| | | | over BEEP | |
I I I I I +

Table 1
NEW
[ oo el oo, oo e et oo

| Service Name | Port Number | Transport | Description | Reference
| | | Protocol | | |



+ +
| NETCONF | [RFCA744] |
| over BEEP | RFC 9900 |
+ +

Table 2

A note has been added to 831 to indicate that the port nunber used to
be assigned to NETCONF over BEEP but was rel eased by RFC 9900.

4.2. NETCONF over SQAP Service

QLD
BTttty pl it ppp—p——y e jj———(—(—(—r—r— ety plfpp—f—p—p—p—j—j—t— o
| Service Nane | Port | Transport | Description | Reference |
| | Nurber | Protocol | | |
[ ety Jl g ——_—— ey sl ———————— ety
| netconfsoaphttp | 832 | tep | NETCONF for | [RFCA743] |
| | | | SOAP over | |
I I I | HTTPS I I
I i I L I I Fom e e a - - I I +
| netconfsoaphttp | 832 | udp | NETCONF for | [RFCA743] |
| | | | SOAP over |
| | | | HTTPS | |
R I I +---- - - - R R i R +
| netconfsoapbeep | 833 | tcp | NETCONF for | [RFCA743] |
| | | | SOAP over |
I I I | BEEP I I
I i e I +-------- F--- - - - - B F--- - - - - +
| netconfsoapbeep | 833 | udp | NETCONF for | [RFCA743] |
| | | | SOAP over |
I I I | BEEP I I
I i I L I I Fom e e a - - I I +

Tabl e 3

NEW
F s b e e sy oo =}
| Service Name | Port | Transport | Description | Reference |
| | Number | Protocol | | |
44— ———4=--—-———=——-—=———+4=--"-——-"-——-—=-—=—=——4=-="="=—=—=—=—=—===—+
| netconfsoaphttp | | | NETCONF for | [RFCA743] |
| | | | SOAP over | RFC 9900 |
I I I | HTTPS I I
Fom e e e e - F---- - - I I I I I I +
| net confsoapbeep | | | NETCONF for | [RFCA743] |
| | | | SOAP over | RFC 9900 |
I I I | BEEP I I
B I F---- - - - Fo-m - - - - Fom - e - - - - Fo-m - - - - +

Table 4

A note has been added to 832 and 833 to indicate that the port
nunbers used to be assigned to NETCONF over SQAP but were rel eased by

RFC 9900.
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