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Abstract

RFC 8519 defines a YANG data nodel for Access Control Lists (ACLs)
Thi s docunent specifies a set of extensions that fix many of the
limtations of the ACL nodel as initially defined in RFC 8519
Specifically, it introduces augnentations to the ACL base nodel to
enhance its functionality and applicability.

This docunent al so creates initial versions of |ANA-maintai ned
nmodul es for I CVWP types and | Pv6 extension headers.
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I nt roducti on

[ RFC8519] defines Access Control Lists (ACLs) as a user-ordered set
of filtering rules. The nodel targets the configuration of the
filtering behavior of a device. However, the nodel structure, as
defined in [ RFC8519], suffers froma set of limtations. This
docunent identifies these linitations and specifies an enhanced ACL
structure, introducing augnmentations to the ACL base node

(Section 4). The motivation of such an enhanced ACL structure is
di scussed in detail in Appendix A

When managi ng ACLs, it is comon for network operators to group nmatch
el ements in predefined sets. The consolidation into group matches
all ows for reducing the nunber of rules, especially in |arge-scale
networks. For example, if finding a match against 100 | P addresses
(or prefixes) is needed, a single rule will suffice rather than
creating individual Access Control Entries (ACEs) for each |IP address
(or prefix). |In doing so, inplenentations would optim ze the
performance of matching lists versus nultiple rules matching.

The enhanced ACL structure (see "ietf-acl-enh” in Section 4) is also
meant to facilitate the managenent of network operators. |Instead of
entering the | P address or port nunber literals, using user-nanmed
|ists decouples the creation of the rule fromthe nanagement of the
sets. Hence, it is possible to renove/add entries to the |ist

wi t hout redefining the (parent) ACL rule.



In addition, the notion of ACL and defined sets is generalized so
that it is not device specific as per [RFC8519]. ACLs and defined
sets nmay be defined at the network/adm nistrative domain | evel and
associated to devices. This approach facilitates the reusability
across multiple network el enents. For exanple, nanaging the IP
prefix sets froma network | evel nakes it easier to mamintain by the
security groups.

Net work operators naintain sets of |P prefixes that are related to
each other, e.g., deny-lists or accept-lists that are associated with
those provided by a VPN custoner. These lists are mmintained and
mani pul ated by security expert teams of the network operators.

Note that ACLs are used locally in devices but are triggered by other
tools such as DDoS nitigation [RFC9132] or BGP Fl ow Spec [ RFC8955]

[ RFC8956]. Therefore, it is valuable froma network operation
standpoint to support the nmeans to easily map to the filtering rules
conveyed in nessages triggered by these tools.

The enhanced ACL nodule (Section 4) confornms to the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

A set of exanples to illustrate the use of the enhanced ACL nodule is
provi ded i n Appendi x B

This docunment al so creates initial versions of |ANA-naintained
modul es for | CVWP types and | Pv6 extension headers. The design of the
modul es adheres to the recomendati ons in Section 4.30.2 of

[ YANG GUI DELI NES]. The | atest version of these | ANA-maintai ned
modul es can be retrieved fromthe "YANG Paraneters” registry group

[ | ANA- YANG PARAMETERS] .

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The term nol ogy for describing YANG nodul es is defined in [ RFC7950].
The neaning of the synbols in the tree diagrans is defined in
[ RFC8340] .

In addition to the terns defined in [ RFC8519], this docunent mnakes
use of the following term

Defined set: Elenments in a defined set typically share a | ogica
pur pose or function, such as | P addresses, |P prefixes, port
nunbers, or | CWP types.

Overall Structure of the Enhanced ACL Mdul e
.1. Tree Structure
Figure 1 shows the full tree of the enhanced ACL nodul e (Section 4):
modul e: ietf-acl-enh

augnment /acl : acl s:

+--rw defined-sets
+---u defined-sets
augnment /acl:acl s/acl:acl/acl:aces/acl:acel/acl: mat ches:

+--rw (payl oad) ?
| +--:(pattern)



| +--rw pattern {match-on-payl oad}?
| +---u payl oad- mat ch
+-rw (alias)?
| +--:(alias-nane)
| +--rw al i as- nane* al i as-ref
+--rw (npls)?
+--:(npl s-val ues)
+--rw npl s-val ues {match-on-npl s}?
+---u npl s-mat ch- paraneters-config
augnment /acl :acl s/acl:acl/acl:aces/acl:acel/acl: mtches/acl: | 2:
+--rwvlan-filter {match-on-vlan-filter}?
|  +--rw frame-type? string
| +--rw (vlan-type)?
| +--:(range)
| |  +--rw lower-vlan uintl6
I
I
I
|

| +--rw upper-vlan ui nt 16

+--:(operator)
+--rw operator? packet - fi el ds: oper at or
+--rw vl an* ui nt 16

+--rwisid-filter {match-on-isid-filter}?
+--rw (isid-type)?
+--:(range)

| +--rwlower-isid ui nt 16

| +--rw upper-isid uint16

+--:(operator)
+--rw operator? packet - fi el ds: oper at or
+--rwisid* ui nt 16

augnment /acl:acl s/acl:acl/acl:aces/acl:ace/acl:mtches/acl: |3
[acl :ipv4lacl:ipva:
+--rw i pv4-fragnent
| +---u fragnent-fields

+--rw source-ipv4-prefix-list? i pv4-prefix-set-ref
+--rw destination-ipv4-prefix-list? i pv4-prefix-set-ref
+--rw protocol -set? prot ocol - set -ref

augrment /acl :acl s/acl:acl/acl:aces/acl:ace/acl:mtches/acl: I3
[acl :ipv6/acl:ipv6:
+--rw i pv6-fragnent
| +---u fragnment-fields

+--rw source-i pv6-prefix-list? i pv6-prefix-set-ref
+--rw destination-ipv6e-prefix-list? i pv6-prefix-set-ref
+--rw protocol -set? protocol -set-ref

+--rw ext ensi on- header ?
i ana-i pv6- ext-types:i pv6- ext ensi on- header-type
augnent /acl :acl s/acl:acl/acl:aces/acl:ace/acl:mtches/acl: |4
[acl :tcp/acl:tcp:
+--rw fl ags- bi t mask
|  +---u tcp-flags
+--rw source-tcp-port-set? port-set-ref
+--rw destination-tcp-port-set? port-set-ref
augnent /acl :acl s/acl:acl/acl:aces/acl:ace/acl:mtches/acl: |4
[ acl : udp/ acl : udp:
+--rw source-udp-port-set? port-set-ref
+--rw destination-udp-port-set? port-set-ref
augrment /acl :acl s/acl:acl/acl:aces/acl:ace/acl:mtches/acl: 14
[acl :icnp/acl:icnp:
+--rw icnpv4-set? i cnpv4-type-set-ref
+--rw icnpv6-set? i cnpv6-type-set-ref
augnment /acl:acl s/acl:acl/acl:aces/acl:acel/acl:actions:
+---u acl -conpl emrent ary-acti ons
+--rwrate-limt? deci nal 64

Figure 1: Enhanced ACL Tree Structure

Figure 2 shows the reusable groupings that are defined in the
enhanced ACL nodul e:



groupi ng tcp-fl ags:
+--rw operator? oper at or
+-- (node)?
+--:(explicit)
| +-- explicit-tcp-flag* i dentityref
+--:(builtin)
+-- bi tmask? uint 16
groupi ng fragnent-fields:
+-- operator? operator

+-- type? fragnment -type
groupi ng npl s- mat ch- par anet er s-confi g:
+-- traffic-class? uint8
+-- | abel - position? identityref
+- - upper -1 abel -range? rt-types: npl s-1abe
+-- | ower -l abel -range? rt-types: npl s-1abe
+-- | abel - bl ock- name? string
+-- ttl-val ue? uint8
groupi ng payl oad- mat ch:
+-- offset? identityref
+-- |l ength? uintl6
+-- operator? oper at or
+-- pattern? bi nary
groupi ng alias:
+-- vl an* uint16
+-- prefix* inet:ip-prefix
+-- port-range* [l ower-port]
| +-- lower-port i net: port-nunber
| +-- upper-port? i net: port-nunber
+-- protocol * uint8
+-- fqdn* i net: donmai n- name
+-- uri* inet:uri
groupi ng i cnpv4-header-fi el ds:
+-- type? i ana-i cnpv4-types:icnpv4-type
+-- code? uint8

+-- rest-of-header? bi nary
groupi ng i cnpv6- header-fi el ds:
+-- type? i ana-i cnpv6-types:icnpv6-type
+-- code? uint8
+-- rest-of - header? bi nary
groupi ng acl - conpl enent ary- acti ons:

+-- log-action
| +-- log-type? i dentityref
|  +-- log-id? string
+-- counter-action
+-- counter-type? i dentityref

+-- count er - nane* string
groupi ng i pva-prefix-sets:
+-- prefix-set* [nane]

+-- nane string
+-- description? string
+-- prefix* i net:ipvé-prefix

groupi ng i pv6-prefix-sets:
+-- prefix-set* [nane]

+-- hame string
+-- description? string
+-- prefix* inet:ipv6-prefix

groupi ng port-sets:
+-- port-set* [nane]

+-- nane string

+-- port* [id]
+-id string
+-- (port)?

+--:(port-range-or-operator)
+-- port-range-or-operator
+---u packet-fields:port-range-or-operator
groupi ng protocol -sets:



+-- protocol -set* [name]
+-- nane string
+-- protocol * uni on
groupi ng i cnpv4-type-sets:
+-- set* [nane]
+-- hame string
+-- icnpv4-type* [type]
+---u icnpv4-header-fields
groupi ng i cnpv6-type-sets:
+-- set* [nane]
+-- nane string
+-- icnmpve-type* [type]
+---u i cnmpv6-header-fields
groupi ng ali ases:
+-- alias* [nane]
+-- nane string
+---u alias
groupi ng defi ned-sets:

+-- ipv4-prefix-sets
| +---u ipv4-prefix-sets
+-- ipv6-prefix-sets

|  +---u ipve-prefix-sets
+-- port-sets
| +---u port-sets
+-- protocol -sets
| +---u protocol-sets
+-- icnpv4-type-sets
| +---u icnpvé-type-sets
+-- icnmpve-type-sets
| +---u icmpv6-type-sets
+-- aliases

+---u aliases

Fi gure 2: Enhanced ACL G oupi ngs
3.2. Defined Sets

The augmented ACL structure includes several containers to nmanage
reusabl e sets of elenents that can be matched in an ACL entry. Each
set is uniquely identified by a name and can be called fromthe

rel evant entry. The follow ng sets (seen in Figure 1) are defined:

I Pv4 prefix sets: An IPv4 prefix set contains a list of |Pv4
prefixes. A match will be considered if the I P address (source or
destination, depending on the ACL entry) is contained in any of
the prefixes in the set.

I Pv6 prefix sets: An IPv6 prefix contains a list of |IPv6 prefixes.
A match will be considered if the |IP address (source or
destination, depending on the ACL entry) is contained in any of
the prefixes in the set.

Port sets: A port set contains a list of port nunbers to be used in
transport protocol entries (e.g., TCP and UDP).

A port nunber can be a port range or a single port nunber al ong
with an operator (equal to, greater than or equal to, etc.).

Protocol sets: A protocol set contains a list of protocol values. A
protocol can be identified by either a nunber (e.g., 17) or a nane
(e.g., UDP).

|CWP sets: An ICWP set contains a list of |CMPv4 [ RFCO792] or | CVPv6
[ RFC4443] types, and each type is identified by a type value and
is optionally identified by the code and the rest of the header



3.

3.

3.
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I ANA- mai nt ai ned nodul es for ICVMP types are created in this
docunent .

Aliases: An alias is defined by a conbination of various paraneters
(e.g., IP prefix, protocol, port nunber, or VLAN [|EEE802. 1Qcp]).
When only sets of one paraneter (e.g., protocol) are handl ed, then
the rel evant parameter sets should be used (e.g., protocol set)
rather than an ali as.

For exanple, an alias can be defined to apply ACL policies bound
to a set of HITPS servers. Such an alias will typically include
these HITPS server addresses (e.g., "prefix":

["2001: db8: 6401::1/128","2001: db8: 6401::2/128"]) and the TCP port
nunber 443 (i.e., "protocol": [6] and "l ower-port": 443).

Sets of aliases can be defined and referred to in ACL match
criteria.

Payl oad- based filtering: A network traffic filtering technique that
exam nes the data payl oad of packets, beyond just the header
information, to identify, allow, or block traffic based on
specific content or patterns within the payload. An offset type
(e.g., Layer 2 or Layer 3) is used to indicate the position of the
data in the packet to use for the match.

3. | Pv6 Extension Headers

The enhanced ACL nodul e can be used to manage ACLs that require
mat chi ng agai nst | Pv6 extension headers [RFC8200]. To that aim a
new | ANA- mai nt ai ned nodul e for |1 Pv6 extension header types, "iana-
i pv6-ext-types", is created in this docunent.

4. TCP Flags Handling

The augnmented ACL nodul e includes a new container 'flags-bitmsk’ to
better handle TCP flags (Section 3.1 of [RFC9293]). Assigned TCP
flags are maintained in the "TCP Header Flags" registry under the
"Transm ssi on Control Protocol (TCP) Paraneters" registry group

[ I ANA- TCP- FLAGS] .

Clients that support both 'flags-bitmask’ and 'flags’ [RFC8519]
mat chi ng fields MJUST NOT set these fields in the sane request.

5. Fragnents Handling

The augnmented ACL nodul e includes new | eafs 'ipv4-fragnent’ and
"ipve-fragnent’ to better handl e fragments.

Clients that support both 'ipv4-fragnent’ and 'flags’ [RFC8519]
mat chi ng fields MJUST NOT set these fields in the sane request.

6. Payl oad-Based Filtering

Sone transport protocols use existing protocols (e.g., TCP or UDP) as
substrate. The match criteria for such protocols may rely upon the
"protocol’ under '13, TCP/UDP match criteria, part of the TCP/ UDP
payl oad, or a conbi nation thereof.

A new feature, called 'match-on-payload’, is defined in the docunent.
This can be used, for exanple, for QU C [ RFC9000] or for tunneling
protocols. This feature requires configuring a data offset, a

Il ength, and a binary pattern to match data agai nst using a specified
operator. The data offset indicates the position to look at in a
packet (e.g., it starts at the beginning of the | P header or
transport header).



3.

3.

3.
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7.

8.

9.

1

Mat ch on MPLS Headers

The enhanced ACL nodul e (Section 4) can be used to create rules to
mat ch agai nst the MPLS fields of a packet. The MPLS header defined
in [ RFC3032] and [ RFC5462] contains the follow ng fields:

* Traffic dass: The 3-bit "Exp" field [ RFC3032], which is renamed
to "Traffic Class field" ("TC field") [RFC5462].

* Label Value: A 20-bit field that carries the actual value of the
MPLS | abel .

* TTL: An 8-bit field used to encode the Tinme-to-Live (TTL) val ue.

The augmented ACL nodul e can be used by an operator to configure ACLs
that match based upon the foll owi ng data nodes:

* traffic-class’

* ’'|abel-position’ (e.g., top or bottom
*  'upper-1abel -range’

* '] ower-1|abel -range’

* ' abel - bl ock- nane’

* 'ttl-val ue’

VLAN Filtering

Being able to filter all packets that are bridged within a VLAN or
that are routed into or out of a bridge donain is part of the VPN
control requirenments for Ethernet VPN (EVPN) [ RFC7209].

Al'l packets that are bridged within a VLAN or that are routed into or
out of a VLAN can be captured, forwarded, translated, or discarded
based on the network policy.

Instance Service ldentifier (1-SID) Filtering

Provi der Backbone Bridging (PBB) was originally defined as a Virtual
Bri dged Local Area Networks standard [l EEE-802-1ah]. However,

i nstead of multiplexing VLANs, PBB duplicates the Media Access
Control (MAC) layer of the custonmer frame and separates it fromthe
provi der domain, by encapsulating it in a 24-bit Instance Service
Identifier (I-SID). This provides nore transparency between the
customer network and the provider network.

The 1-conmponent forns the custoner- or access-facing interface or
routing instance. The |-conponent is responsible for napping
custonmer Ethernet traffic to the appropriate I-SID. It is mandatory
to configure the default service identifier in the network.

Being able to filter by I-conponent service identifier is a feature
of the EVPN-PBB confi guration.

0. Additional Actions

In order to support rate-limting (see Appendix A 6), a new action
called "rate-limt’ is defined in this docunent.

Al so, the "ietf-acl-enh" nodul e supports new actions to conpl enent
existing ones: log ('log-action’) and wite a counter (’counter-
action’). The version of the nodule defined in this docunent
supports only | ocal actions.



4.

Enhanced ACL YANG Modul e

Thi s YANG nodul e i nports types from [ RFC6991], [RFC8519],
[ RFC8294] .

<CODE BEG NS> file "ietf-acl-enh@025-12-22. yang"
nmodul e ietf-acl-enh {
yang-version 1.1;
namespace "urn:ietf:params: xm:ns:yang:ietf-acl-enh";
prefix acl -enh;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}
i mport ietf-netconf-acm {
prefix nacm

and

ref erence
"RFC 8341: Network Configuration Access Control Mdel";
}
import ietf-access-control-list {
prefix acl;
ref erence
"RFC 8519: YANG Data Mbdel for Network Access
Control Lists (ACLs), Section 4.1";
}

i mport ietf-packet-fields {
prefix packet-fields;
reference
"RFC 8519: YANG Data Model for Network Access
Control Lists (ACLs), Section 4.2";
}
import ietf-routing-types {
prefix rt-types;
reference

"RFC 8294: Commobn YANG Data Types for the Routing Area"”;

}

i mport iana-icnpv4-types {
prefix iana-icnmpv4-types;
reference

"RFC 9899: Extensions to the YANG Data Mdel for Access

Control Lists (ACLs)";
}
i mport iana-icnmpv6e-types {
prefix iana-icnmpv6-types;
reference

"RFC 9899: Extensions to the YANG Data Mddel for Access

Control Lists (ACLs)";
}
i mport iana-ipv6-ext-types {
prefix iana-ipv6-ext-types;
reference

"RFC 9899: Extensions to the YANG Data Mdel for Access

Control Lists (ACLs)";
}

organi zati on
"I ETF NETMOD Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wgy/ netnod/ >
WG List: <nailto:netnod@etf.org>

Aut hor : Mohamed Boucadair
<mai | t o: rohaned. boucadai r @r ange. con®



Aut hor : Sam er Bar gui

<mai | t o: sam er. bargui |l _giral do@oki a. conr

Aut hor : Oscar Gonzal ez de Dios

<mai | t 0: oscar. gonzal ezdedi os@ el ef oni ca. com";

description

"This nodul e contai ns YANG definitions for enhanced ACLs.

Copyright (c) 2025 | ETF Trust and the persons identified as

authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to,

and subject to

the license terns contained in, the Revised BSD Li cense set

forth in Section 4.c of the IETF Trust’'s Lega
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Provi si ons

This version of this YANG nodule is part of RFC 9899; see the

RFC itself for full legal notices.";

revision 2025-12-22 {

}

description
"Initial revision.";
ref erence

"RFC 9899: Extensions to the YANG Data Mdel for Access

Control Lists (ACLs)";

feature match-on-payl oad {

}

description
"Match based on a pattern is supported.”;

feature match-on-vlian-filter {

}

description
"Match based on a VLAN range is supported.”;

feature match-on-isid-filter {

}

description
"Match based on an I-SID range is supported.”;

feature match-on-alias {

}

description
"Mat ch based on aliases.";

feature match-on-nmpls {

}

description
"Mat ch based on MPLS headers.";

identity offset-type {

}

description
"Base identity for payload offset type.";

identity layer2 {

base of fset-type;
description

"The offset starts at the beginning of the Data Link Layer

header.";



identity layer3 {
base of fset-type;
description
"The offset starts at the beginning of the IP header.";

}

identity layer4d {
base of fset-type;
description
"The offset starts right after the I P header (including
any options or headers pertaining to that IP layer, e.qg.,
| Pv6 Extension Headers and the Authentication Header (AH)).

This can be typically the beginning of transport header
(e.g., UDP, TCP, the Stream Control Transni ssion Protoco
(SCTP), and the Datagram Congestion Control Protocol (DCCP))
or any encapsul ati on schenme over |IP such as IP-in-IP.";

}

identity payload {
base of fset-type;
description
"The offset starts right after the end of the transport
header. For exanple, this represents the beginning of the
TCP data right after any TCP options or the begi nning of
the UDP payload right after the UDP header

This type may be used for nmatches against any data in
the transport payl oad and/or any surplus area (if any,
such as in UDP).";

}

identity tcp-flag {
description
"Base identity for the TCP Flags.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP), Section 3.1";

}

identity ack {
base tcp-fl ag;
description
"Acknowl edgnent TCP flag bit.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP), Section 3.1";

}

identity syn {
base tcp-fl ag;
description
"Synchroni ze sequence nunbers.";
ref erence
"RFC 9293: Transni ssion Control Protocol (TCP), Section 3.1";

}

identity fin {
base tcp-flag;
description
"No nore data fromthe sender.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP), Section 3.1";

}

identity urg {
base tcp-fl ag;
description



"Urgent pointer TCP flag bit.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP), Section 3.1";

}

identity psh {
base tcp-fl ag;
description
"The Push function flag is simlar to the URG flag and tells
the receiver to process these packets as they are received
i nstead of buffering them?";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP), Section 3.1";

}

identity rst {
base tcp-fl ag;
description
"Reset TCP flag bit.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP), Section 3.1";

}

identity ece {
base tcp-fl ag;
description
"ECN- Echo TCP flag bit.";
ref erence
"RFC 9293: Transni ssion Control Protocol (TCP), Section 3.1";

}

identity cw {
base tcp-fl ag;
description
"Congestion Wndow Reduced flag bit.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP), Section 3.1";

}

identity ae {
base tcp-fl ag;
description
"Accurate Explicit Congestion Notification (ECN)

Previously used as Nonce Sum (NS), which is now
historic.";

}

identity npls-acl-type {
base acl : acl - base;
description
"An ACL that matches on fields fromthe MPLS header.";

}

identity |abel-position {
description
"Base identity for deriving MPLS | abel position.";

}

identity top {
base | abel - position;
description
"Top of the I abel stack.";

}

identity bottom {



base | abel - position;
description
"Bottom of the | abel stack.";

}

identity |log-types {
description
"Base identity for deriving the log actions.";

}

identity local-log {
base | og-types;
description
"Alocal log is used to record the ACL results.";

}

identity counter-type {
description
"Base identity for deriving the counter actions.";
}

i dentity counter-nanme {
base counter-type;
description
"ldentity for counter nane to be updated based on
the ACL match actions.";

}

typedef operator {
type bits {
bit not {
position O;
description
"If set, the logical negation of operation.";
}
bit match {
position 1;
description
"Match bit. This is a bitwise match operation defined as
"(data & value) == value' .";

}
bit any {
position 2;
description
"Any bit. This is a match on any of the bits in bitnask.
It evaluates to '"true’ if any of the bits in the
val ue mask are set in the data, i.e.
"(data & value) '=0".";
}
}

description
"Specifies howto apply the defined bitmask. The
"any’ and 'match’ bits nust not be set sinultaneously."”;

}

typedef fragnment-type {
type bits {
bit df {
position O;
description
"Don’t fragnent bit for IPv4. Mist be set to O when it
appears in an IPv6 filter.";

}

bit isf {
position 1;
description



"Is a fragment.";

}
bit ff {
position 2;
description
"First fragnent."

}
bit If {
position 3;
description
"Last fragment.";
}

}

description
"Different fragment types to match agai nst.";

}

typedef ipv4-prefix-set-ref {
type leafref {
pat h "/acl : acl s/ acl -enh: defi ned-set s/ acl -enh: i pv4-prefix-sets”
+ "/ acl -enh: prefix-set/acl - enh: nane";
}

description
"Defines a reference to an I Pv4 prefix set.";

}

typedef ipv6-prefix-set-ref {
type leafref {
path "/acl:acl s/ acl -enh: defi ned-sets/acl -enh:ipv6-prefix-sets”
+ "/ acl -enh: prefix-set/acl - enh: nane";
}

description
"Defines a reference to an I Pv6 prefix set.";

}

typedef port-set-ref {
type leafref {
pat h "/acl : acl s/ acl -enh: defi ned-set s/ acl -enh: port-sets"
+ "/ acl -enh: port -set/acl - enh: name";
}

description
"Defines a reference to a port set.";

}

typedef protocol-set-ref {
type leafref {
path "/acl:acl s/ acl - enh: defi ned-set s/ acl - enh: prot ocol - sets"
+ "/ acl -enh: protocol -set/acl - enh: nanme";
}

description
"Defines a reference to a protocol set.";

}

typedef icnpv4-type-set-ref {
type leafref {
pat h "/acl: acl s/ acl -enh: defi ned-set s/ acl -enh:icnpv4-type-sets”
+ "/acl -enh: set/ acl - enh: nanme";
}

description
"Defines a reference to an | CWPv4 type set.";

}

typedef icnpv6-type-set-ref {
type leafref {
path "/acl:acl s/ acl -enh: defi ned-sets/acl -enh:icnmpv6-type-sets”
+ "/acl -enh: set/ acl - enh: nane";



}

description
"Defines a reference to an | CWPv6 type set.";
}

typedef alias-ref {
type leafref {
path "/acl: acl s/ acl -enh: defi ned-sets/acl -enh: al i ases"
+ "/acl -enh: ali as/ acl - enh: name";
}

description
"Defines a reference to an alias.";

groupi ng tcp-flags {
description
"Qperations on TCP flags.";
| eaf operator {
type operator;
description
"How to interpret the TCP flags.";

choi ce node {
description
"Choi ce of how flags are indicated.";
case explicit {
leaf-list explicit-tcp-flag {
type identityref {
base acl -enh:tcp-fl ag;
}
description
"An explicit list of the TCP flags that are to be
mat ched. ";
}
}
case builtin {
| eaf bitmask {
type uint 16;
description
"The bitrmask matches the last 4 bits of byte 13
and byte 14 of the TCP header.
For clarity, the 4 bits of byte 12
corresponding to the TCP data offset field are not
included in any matching. Assigned TCP fl ags
and their position are naintained in the | ANA
"Transm ssion Control Protocol (TCP) Paraneters
registry group.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP),
Section 3.1
I ANA: Transm ssion Control Protocol (TCP) Paraneters,
<https://ww. i ana. or g/ assi gnnent s/t cp- par anet er s>";
}
}
}
}

grouping fragnment-fields {
description
"Qperations on fragnent types.";
| eaf operator {
type operator;
default "match";
description
"How to interpret the fragnment type.";



| eaf type {
type fragment-type;
description
"Specifies what fragnment type to | ook for.";
}

}

groupi ng npl s-mat ch-paraneters-config {
description
"Paraneters for the configuration of MPLS match rules.";
| eaf traffic-class {
type uint8 {
range "0..7";
}

description
"The value of the MPLS Traffic Class (TC) bits,
fornmerly known as the EXP bits.";

| eaf | abel -position {
type identityref {
base acl - enh: | abel - position;
}

description
"Position of the |abel.";
}

| eaf upper-1abel -range {
type rt-types: npl s-I abel;
description
"Match MPLS | abel value on the MPLS header.
The usage of this field indicates the upper
range value in the top of the stack. This
| abel val ue does not include the encodi ngs
of TC and Tinme-to-Live (TTL).";
ref erence
"RFC 3032: MPLS Label Stack Encodi ng";

| eaf | ower-1|abel -range {

type rt-types: npl s-I abel;

description
"Match MPLS | abel value on the MPLS header.
The usage of this field indicates the | ower
range value in the top of the stack.
Thi s | abel val ue does not include the
encodi ngs of TC and TTL.";

ref erence
"RFC 3032: MPLS Label Stack Encodi ng";

| eaf | abel - bl ock-nanme {
type string;
description
"Reference to a | abel bl ock predefined in the
i mpl ementation.";
}
| eaf ttl-value {
type uint8;
description
"TTL MPLS packet value match.";
ref erence
"RFC 3032: MPLS Label Stack Encodi ng";
}

}

groupi ng payl oad- match {
description
"Qperations on payload match.";
| eaf offset {



type identityref {
base acl - enh: of f set -t ype;

}

description
"I ndi cates the payload offset. This will indicate
the position of the data in the packet to use for
the match.";

}
| eaf length {
type uint 16;
units "bytes";
description
"Indi cates the nunber of bytes to ignore, starting from
the offset, to performthe pattern match.";
}
| eaf operator {
type operator;
default "match";
description
"How to interpret the pattern natch.";

}
| eaf pattern {
type binary;
description
"The binary pattern to match agai nst starting.
The match starts fromthe byte indicated by
"offset’ + length'.";
}

}

grouping alias {
description
"Specifies an alias.";
leaf-list vlian {
type uint 16;
description
"VLAN of the alias.";
ref erence
"I EEE Std 802.1Q Bridges and Bridged Networks";

leaf-1ist prefix {
type inet:ip-prefix;
description
"I Pv4 or I1Pv6 prefix of the alias.";
}

list port-range {
key "l ower-port";
description
"Port range. When only |lower-port is
present, it represents a single port nunber.";
| eaf | ower-port {
type inet: port-nunber;
mandat ory true;
description
"Lower port nunber of the port range.”;
}
| eaf upper-port {
type inet:port-nunber;
must '. >= ../lower-port’ {
error-nessage
"The upper-port nunber must be greater than
or equal to the |ower-port nunber.";

}

description
"Upper port nunber of the port range.";



| eaf-1ist protocol {
type uint8;
description
"lIdentifies the target protocol nunber.
For exanple, 6 for TCP or 17 for UDP.";

}
leaf-list fqdn {
type inet:domai n- naneg;
description
"Fully Qualified Domain Nane (FQDN) identifying the target.";

leaf-list uri {
type inet:uri;
description
"URI identifying the target.";
}

}

groupi ng i cnpv4-header-fields {
description
"Col I ection of |CwWv4 header fields that can be
used to set up a match filter.";
| eaf type {
type iana-icnpv4-types:icnpvi-type;
description
"Al so known as control nessages.";
ref erence
"RFC 792: Internet Control Message Protocol.";

| eaf code {
type uint8;
description
"I CVMP subtype.";
reference
"RFC 792: Internet Control Message Protocol.";

| eaf rest-of-header {
type binary;
description
"Unbounded in length, the contents vary based on the
| CVMP type and code.";
ref erence
"RFC 792: Internet Control Message Protocol";
}

}

groupi ng i cnpv6- header-fields {
description
"Col l ection of |CMPv6 header fields that can be
used to set up a match filter.";
| eaf type {
type iana-icnpv6-types:icnmpv6-type;
description
"Al so known as control messages.”;
ref erence
"RFC 4443: Internet Control Message Protocol (| CWVPv6)
for Internet Protocol Version 6 (IPv6)
Speci fication.";
}
| eaf code {
type uint8;
description
"I CVMP code. ";
reference
"RFC 4443: Internet Control Message Protocol (1 CWVPv6)



for Internet Protocol Version 6 (1Pv6)
Specification.";
}
| eaf rest-of-header {
type binary;
description
"Unbounded in |l ength, the contents vary based on the
| CVMP type and code. Also referred to as ' Message Body’
in | CWv6.";
reference
"RFC 4443: Internet Control Message Protocol (1CVPv6)
for Internet Protocol Version 6 (IPv6)
Speci fication.";
}
}

groupi ng acl - conpl enent ary-acti ons {
description
"Col I ection of conplenmentary ACL actions.";
contai ner |og-action {
description
"Container for defining log actions.";
| eaf | og-type {
type identityref {
base acl - enh: | og-types;
}
description
"The type of log action to be perforned.";

}
leaf log-id {
when "derived-fromor-self(../log-type, "
+ ""acl-enh:local-log )" {
description

}
type string;
description
"The nanme of the counter action.";

"Name of the log file updated when type is 'local-Ilog

}
}

cont ai ner counter-action {
description
"Cont ai ner for defining counter actions.";
| eaf counter-type {
type identityref {
base acl - enh: counter-type;
}
description
"The type of counter action to be perforned.”;
}
| eaf-1ist counter-name {
when "derived-fromor-self(../counter-type,
+ "’ acl -enh: counter-nane’ )" {
description
"Name for the counter or variable to update when
‘counter-type’ is 'counter-nane’.";

}
type string;
description
"Li st of possible variables or counter nanmes to
updat e based on match criteria.";
}
}
}

groupi ng i pva-prefix-sets {



description
"Data definitions for a list of IPv4 prefixes,
which are matched as part of a policy.";
list prefix-set {
key "nane";
description
"List of the defined prefix sets.”;
| eaf nane {
type string;
description
"Name of the prefix set -- this is used as a label to
reference the set in match conditions.";

| eaf description {
type string;
description
"Defined set description.";

leaf-list prefix {
type inet:ipvéd-prefix;
description
"List of IPv4 prefixes to be used in match
conditions.";

}
}
}

groupi ng i pv6-prefix-sets {
description
"Data definitions for a list of IPv6 prefixes, which are
mat ched as part of a policy.";
list prefix-set {
key "nane";
description
"List of the defined prefix sets.";
| eaf nane {
type string;
description
"Name of the prefix set -- this is used as a |label to
reference the set in match conditions.";

| eaf description {
type string;
description
"A textual description of the prefix list.";
}
leaf-list prefix {
type inet:ipv6-prefix;
description
"List of IPv6 prefixes to be used in match conditions.";

}
}
}

groupi ng port-sets {
description
"Data definitions for a list of ports, which can
be matched in policies.";
list port-set {
key "nane";
description
"List of port set definitions.";
| eaf nane {
type string;
description
"Name of the port set -- this is used as a label to



reference the set in match conditions.";
}
list port {
key "id";
description
"Port numbers along with the operator on which to
mat ch. ";
leaf id {
type string;
description
"Identifier of the list of port nunmbers.";

choi ce port {

description
" Choi ce of specifying the port nunber or referring to a
group of port nunbers.";

cont ai ner port-range-or-operator {
description

"Indicates a set of ports.”;

uses packet-fields: port-range-or-operator;

groupi ng protocol -sets {
description
"Data definitions for a list of protocols, which can be
mat ched in policies."”;
list protocol-set {
key "nane";
description
"Li st of protocol set definitions.";
| eaf nane {
type string;
description
"Nanme of the protocols set -- this is used as a
| abel to reference the set in match conditions.";

| eaf-1ist protocol {
type union {
type uint8;
type string;

description
"Val ue of the protocol set.";

}
}
}

groupi ng icnpv4-type-sets {
description
"Data definitions for a list of |ICMPv4 types, which can be
mat ched in policies."”;
list set {
key "nane";
description
"List of ICMPv4 type set definitions."”;
| eaf nane {
type string;
description
"Name of the ICMPv4 type set -- this is used as a | abe
to reference the set in match conditions.";

}
list icnpva-type {



key "type";
description

"Includes a list of |ICWv4 types.";

uses i cnpv4- header-fi el ds;
}
}
}

groupi ng i cnpv6-type-sets {
description

"Data definitions for a |list of

mat ched in policies."”;
list set {

key "nane";

description

| CMPv6 types, which can be

"List of ICWMP type set definitions.";

| eaf nane {
type string;
description

"Name of the ICMPv6 type set -- this is used as a | abe
to reference the set in nmatch conditions.";

}

list icnpv6-type {
key "type";
description

"Includes a list of |ICVWPv6 types.";

uses i cnpv6- header-fi el ds;
}
}
}

groupi ng aliases {
description

"Grouping for a set of aliases.";

list alias {
key "nane";
description
"List of aliases.";
| eaf nane {
type string;
description
"The name of the alias.";
}
uses ali as;
}
}

groupi ng defined-sets {
description

"Predefined sets of attributes

statenments.";
contai ner ipv4-prefix-sets {
description

"Data definitions for a list
prefixes, which are matched

uses ipv4-prefix-sets;

}

contai ner ipv6-prefix-sets {
description

"Data definitions for a |list
mat ched as part of a policy.

uses i pv6-prefix-sets;
}
contai ner port-sets {
description

"Data definitions for a list

used in policy match

of IPv4 or
as part of

| Pv6
a policy.";

of I Pv6e prefixes, which are

"o,
3

of ports,

whi ch can



be matched in policies.";
uses port-sets;
}
cont ai ner protocol -sets {
description
"Data definitions for a list of protocols, which can be
mat ched in policies."”;
uses protocol -sets;
}
contai ner icnpv4-type-sets {
description
"Data definitions for a list of |ICVMPv4 types, which can be
mat ched in policies."”;
uses icnpv4-type-sets;
}
cont ai ner icnpv6-type-sets {
description
"Data definitions for a list of |CMPv6 types, which can be
mat ched in policies."”;
uses icnpv6-type-sets;
}
cont ai ner aliases {
description
"Top-1evel container for aliases.";
uses ali ases;

}
}

augrment "/acl:acls" {
description
"predefined sets.";
cont ai ner defined-sets {
description
"Predefined sets of attributes used in policy match
statenents.";
uses defi ned-sets;
nacm def aul t -deny-write;

}
}

augrment "/acl:acl s/acl:acl/acl:aces/acl:ace"
+ "/acl: mat ches" {
description
"Adds a match type based on the payl oad.";
choi ce payl oad {
description
"Mat ches based upon a prefix pattern.”;
contai ner pattern {
i f-feature "match-on-payl oad";
description
"Indicates the rule to performthe payl oad- based match.";
uses payl oad- mat ch;

choice alias {

description

"Mat ches based upon aliases.";
| eaf-1ist alias-name {

type alias-ref;

description

"Indicates one or nore aliases.";

}

}
choice mpls {
description
"Mat ches agai nst MPLS headers, for exanple, |abe



val ues.";
contai ner npl s-val ues {
i f-feature "match-on-npl s";
description
"Provides the rule set that matches MPLS headers.";
uses npl s- mat ch- par anet ers-confi g;
}
}
}

augnment "/acl:acl s/acl:acl/acl:aces"
+ "/acl:acel/acl: matches/acl: 12" {
description
"Adds a match type based on MAC VLAN and |-SID filters.";
container vlan-filter {
if-feature "match-on-vlan-filter";
description
"Indi cates how to handl e MAC VLANs.";
| eaf frame-type {
type string;
description
"Entering the frame type allows the
filter to match a specific type of frame format.";
}
choi ce vl an-type {
description
"VLAN definition fromrange or operator.";
case range {
| eaf |ower-vlan {
type uint 16;
must . <= ../upper-vlan {
error-nessage
"The | ower-vlan nmust be |l ess than or equal to
the upper-vlan.";

}
mandat ory true;
description

"Lower boundary for a VLAN. ";
}

| eaf upper-vlan {
type uint 16;
mandat ory true;
description
"Upper boundary for a VLAN. ";
}
}
case operator {
| eaf operator {
type packet-fiel ds: operator;
default "eq";
description
"Operator to be applied on the VLAN bel ow. ";
}
leaf-list vlian {
type uint 16;
description
"VLAN nunber along with the operator on which to
mat ch. ";
ref erence
"I EEE Std 802.1Q Bridges and Bridged Networks"
}
}
}
}
container isid-filter {
if-feature "match-on-isid-filter";



description

"Indicates how to handle I-SID filters. The

| - conmponent is responsible for napping custoner
Et hernet traffic to the appropriate I-SID.";
choice isid-type {
description
"I-SID definition fromrange or operator.";
case range {
| eaf lower-isid {
type uint 16;
must '. <= ../upper-isid {
error-nessage

"The lower-isid nmust be |l ess than or equal to
the upper-isid.";

mandat ory true;
description

"Lower boundary for an I-SID.";

}
| eaf upper-isid {
type uint 16;
mandat ory true;

description

"Upper boundary for an I-SID.";
}

}
case operator {
| eaf operator {

type packet-fields: operator;
default "eq";

description
"Operator to be applied on the |I-SID bel ow.";

leaf-list isid {
type uint 16;
description

"1-SID nunber along with the operator on which

to

mat ch. ";
ref erence
"| EEE 802. 1ah: Provi der Backbone Bri dges";
}
}
}
}

}
augnent

"/acl :acl s/acl:acl/acl:aces"

+ "/acl:acel/acl: matches/acl :13/acl :ipva/acl:ipvd" {
description

"Handl e non-initial and initial
contai ner ipv4-fragnent {

must 'not(../acl:flags)’ {
error-nessage

fragments for |1Pv4 packets.";

"Either flags or fragment should be provided, but not
both.";
}

description

"Indi cates how to handle I Pv4 fragnents.";
uses fragnent-fields;

}
| eaf source-ipva-prefix-list {
type ipvéa-prefix-set-ref;

description

"Areference to an IPv4 prefix list to match the source
address.";



| eaf destination-ipv4-prefix-list {
type ipvéa-prefix-set-ref;
description
"Areference to a prefix list to match the destination
address.";
}
| eaf protocol-set {
type protocol -set-ref;
description
"A reference to a protocol set to match the protoco
field. ";
}
}

augnent "/acl: acl s/acl:acl/acl:aces"
+ "/acl :acel/acl : matches/acl :13/acl :ipv6/acl:ipve" {
description
"Handl es non-initial and initial fragnents for |Pv6 packets.";
cont ai ner ipv6-fragnent {
description
"Indi cates how to handle I Pv6 fragnents.";
uses fragnent-fields;
}
| eaf source-ipv6-prefix-list {
type ipv6-prefix-set-ref;
description
"Areference to a prefix list to match the source address.";
}

| eaf destination-ipv6-prefix-list {
type ipv6-prefix-set-ref;
description
"Areference to a prefix list to match the destination
address.";

| eaf protocol-set {
type protocol -set-ref;
description
"A reference to a protocol set to match the next-header
field. ";

| eaf extension-header {
type iana-ipv6-ext-types:ipv6-extension-header-type;
description
"1 Pv6 extension header value.";
}

}

augnment "/acl:acl s/ acl :acl/acl:aces"
+ "/acl:acel/acl : matches/acl : 1 4/acl :tcp/acl:tcp" {
description
"Handl es TCP flags and port sets.";
contai ner flags-bitmask {
must 'not(../acl:flags)’ {
error-nessage
"Either flags or flags-bitmask shoul d be provided, but not
both.";
}
description
"Indi cates how to handle TCP flags.";
uses tcp-flags;
}
| eaf source-tcp-port-set {
type port-set-ref;
description
"Areference to a port set to match the source port.";



| eaf destination-tcp-port-set {
type port-set-ref;
description
"Areference to a port set to natch the destination port.";
}
}

augnent "/acl:acl s/acl:acl/acl:aces"
+ "/acl:acel/acl : mat ches/ acl : | 4/ acl : udp/ acl : udp" {
description
"Handl e UDP port sets.";
| eaf source-udp-port-set {
type port-set-ref;
description
"A reference to a port set to nmatch the source port.";

| eaf destination-udp-port-set {
type port-set-ref;
description
"A reference to a port set to natch the destination port.";
}
}

augnment "/acl:acl s/ acl :acl/acl:aces"
+ "/acl:acel/acl : matches/acl : 1 4/acl :icnp/acl:icnp” {
description
"Handl e | CMP type sets.";
| eaf icnpv4-set {
type icnpv4-type-set-ref;
description
"Areference to an |CWPv4 type set to match the | CMPv4 type
field. ";
}
| eaf icnpv6-set {
type icnpv6-type-set-ref;
description
"Areference to an | CMPv6 type set to match the | CMPv6 type
field. ";
}
}

augnment "/acl:acl s/acl:acl/acl:aces"
+ "/acl:acel/acl:actions" {
description
"Conpl ementary actions including rate-limt action.";
uses acl - conpl enent ary-acti ons;
leaf rate-limt {
when "../acl:forwarding = 'acl:accept’" {
description
"Rate-limt valid only when the accept action is used.";
}
type deci mal 64 {
fraction-digits 2;

units "bytes per second";
description
"Indicates a rate-limt for the matched traffic.";
}
}
}
<CODE ENDS>

Security Considerations

This section is nodel ed after the tenplate described in Section 3.7.1
of [ YANG GUI DELI NES] .



The "ietf-acl-enh" YANG nodul e defines a data nodel that is designed
to be accessed via YANG based nmanagenent protocols, such as NETCONF
[ RFC6241] and RESTCONF [ RFC8040]. These YANG based nanagenent
protocols (1) have to use a secure transport layer (e.g., SSH

[ RFC4252], TLS [RFCB446], and QUI C [ RFCO000]) and (2) have to use
mut ual aut hentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatabl e/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes wi thout proper protection or authentication can have a negative
effect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

"defined-sets’: These lists specify a set of |IP addresses, port
nunbers, protocols, ICVMP types, and aliases. Simlar to
[ RFC8519], unauthorized wite access to these lists can allow
intruders to nodify the entries to permt traffic that should not
be permitted or deny traffic that should be permtted. The forner
may result in a DoS attack or conpronise a device. The latter may
result in a DoS attack.

These sets are defined with "nacm defaul t-deny-wite" tagging.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

"defined-sets’: Unauthorized read access of these lists will allow
an attacker to identify the actual resources that are bound to
ACLs. Likewi se, access to this information will help an attacker

to better scope its attacks to target resources that are specific
to a given network instead of perform ng random scans. Al so,

di sclosing sone of this information (e.g., |P addresses of core
routers) may nullify the effect of topology-hiding strategies in
sone networ ks

There are no particularly sensitive RPC or action operations.

The docurent defines a match policy based on a pattern that can be
observed in a packet. For exanple, such a policy can be conbi ned

wi th header-based matches in the context of DDoS nitigation
Filtering based on a pattern match is determnistic for packets with
unencrypted data. However, the efficiency for encrypted packets
depends on the presence of an unvarying pattern. Readers may al so
refer to Section 11 of [RFC8329] for security considerations related
to Network Security Functions (NSFs) that apply packet content

mat chi ng.

The YANG nodul es "iana-icnpv4-types”, "iana-icnpv6-types", and "iana-
i pv6-ext-types" define a set of types. These nodes are intended to
be reused by other YANG nodul es. Each nodule by itself does not
expose any data nodes that are witable, data nodes that contain
read-only state, or RPCs. As such, there are no additional security
issues related to these YANG nodul es that need to be consi dered.



6. | ANA Consi derations

6.1. URlI Registrations

I ANA has registered the followwng URIs in the
the "I ETF XM. Regi stry" [RFC3688]:

ns" registry within

URI: wurn:ietf:parans: xm:ns:yang:ietf-acl-enh
Regi strant Contact: The |ESG
XM: N A; the requested URI is an XML nanespace.

URI: wurn:ietf:paramnms:xm :ns:yang:iana-icnpv4-types
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanmespace.

URI: wurn:ietf:params:xm :ns:yang:iana-icnpv6-types
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

URI: wurn:ietf:parans: xm:ns:yang:iana-ipv6-ext-types
Regi strant Contact: The |ESG
XM: N A; the requested URI is an XML nanespace.

6.2. YANG Mddul e Nane Regi strations

| ANA has registered the followi ng YANG nodul es in the "YANG Mdul e
Nanes" registry [ RFC6020] [ RFC9890] within the "YANG Paraneters"
registry group.

Nane: ietf-acl-enh

Mai nt ai ned by 1 ANA: N

Nanespace: urn:ietf:params:xm:ns:yang:ietf-acl-enh
Prefix: acl-enh

Ref erence: RFC 9899

Nane: iana-icnpv4-types

Mai nt ai ned by 1 ANA: Y

Nanespace: urn:ietf:params: xn:ns:yang:iana-icnpv4-types
Prefix: iana-icnpv4-types

Ref erence: RFC 9899

Nane: iana-icnpv6-types

Mai nt ai ned by 1 ANA: Y

Nanespace: urn:ietf:params: xn:ns:yang:iana-i cnpv6-types
Prefix: iana-icnpv6-types

Ref erence: RFC 9899

Nane: iana-ipv6-ext-types

Mai nt ai ned by 1 ANA: Y

Nanespace: urn:ietf:paranms: xnl:ns:yang:iana-ipv6-ext-types
Prefix: iana-ipv6-ext-types

Ref erence: RFC 9899

6.3. Considerations for |ANA-Mi ntai ned Mdul es

6.3.1. |1CwWv4 Types | ANA Modul e
Thi s docunment creates the initial version of the I ANA-maintai ned
"iana-icrmpv4-types" YANG nodul e. The npbst recent version of the YANG
modul e is available in the "YANG Parameters” registry group
[ I ANA- YANG- PARAMETERS] .
I ANA has added this note to the registry:

| New values nmust not be directly added to the "iana-icnpv4-types”



|  YANG nodule. They nust instead be added to the "I CVMP Type
| Numbers" registry [|ANA-| CVPv4].

When a value is added to the "I CVWP Type Nunbers" registry, a new
"enuni statenent nust be added to the "iana-icnpv4-types" YANG
modul e.  The "enunt statenment, and substatenents thereof, should be
defined as foll ows:

"enuni: Replicates the nane fromthe registry with all illega
characters (e.g., spaces) stripped

"value": Contains the decinmal value of the | ANA-assigned val ue.

"status": Included only if a registration has been deprecated or
obsol eted. | ANA "deprecated” naps to YANG status "deprecated",
and | ANA "obsol ete" maps to YANG status "obsol ete".

"description": Replicates the name fromthe registry.

"reference": Replicates the reference(s) fromthe registry with the
title of the docunent(s) added.

Unassi gned, reserved, or values styled like those in [RFC3692] are
not present in the nodul e.

When the "iana-icnpv4-types" YANG nodul e is updated, a new "revision"
statenent with a unique revision date nust be added in front of the
exi sting revision statenents.

| ANA has added this note to "I CMP Type Numbers" registry
[ ANA-1 CWPv4] and listed this docunent as an additional reference for
the registry

| When this registry is nodified, the YANG nodul e "i ana-
| icnpv4-types" [I| ANA- YANG PARAMETERS] must be updated as defined in
| RFC 9899.

.3.2. 1CWPv6 Types | ANA Modul e

This docunment creates the initial version of the | ANA-nmaintai ned
"iana-icnpv6-types" YANG nodul e. The nost recent version of the YANG
modul e is available in the "YANG Paraneters” registry group

[ I ANA- YANG- PARAMETERS] .

| ANA has added this note to the registry:

| New values nmust not be directly added to the "iana-icnpv6-types"
| YANG nodule. They nust instead be added to the "I CWMPV6 "type"
| Nunbers" registry [|ANA-1 CVPV6] .

When a value is added to the "I CvWPv6 "type" Nunbers" registry, a new
"enunt statenment nust be added to the "iana-icnpv6-types" YANG
modul e.  The "enuni statenent, and substatenents thereof, should be
defined as foll ows:

"enuni: Replicates the nane fromthe registry with all illega
characters (e.g., spaces) stripped

"value": Contains the decinmal value of the | ANA-assigned val ue.

"status": Included only if a registration has been deprecated or
obsol eted. | ANA "deprecated” nmaps to YANG status "deprecated",
and | ANA "obsol ete" maps to YANG status "obsol ete".

"description": Replicates the name fromthe registry.
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"reference”: Replicates the reference(s) fromthe registry with the
title of the docunent(s) added.

Unassi gned, reserved, or private experinentation values are not
present in the nodul e.

VWhen the "iana-icnmpv6-types” YANG nodul e is updated, a new "revision”
statenent with a unique revision date nust be added in front of the
exi sting revision statenents.

| ANA has added this note to the "I CMPv6 "type" Nunbers" registry
[1 ANA-1 CWPv6] and listed this docunent as an additional reference for
the registry

| When this registry is nodified, the YANG nodul e "i ana-
| icnpv6-types" [I| ANA- YANG PARAMETERS] nust be updated as defined in
| RFC 9899.

3.3. I Pv6 Extension Header Types | ANA Mdul e

This docunment creates the initial version of the | ANA-nmaintai ned
"iana-ipv6-ext-types" YANG nodul e. The nost recent version of the
YANG nodul e is available in the "YANG Paraneters" registry group

[ 1 ANA- YANG- PARAMETERS] .

| ANA has added this note to the registry:

| New values nust not be directly added to the "iana-ipv6-ext-types"
|  YANG nodule. They nust instead be added to the "I Pv6 Extension
| Header Types" registry [|ANA-1Pv6].

When a value is added to the "I Pv6 Extensi on Header Types" registry,
a new "enunt statenent nust be added to the "iana-ipv6-ext-types"
YANG nodul e. The "enuni statenent, and substatenents thereof, should
be defined as foll ows

"enunt: Replicates the description fromthe registry with all spaces

stri pped.
"value": Contains the decinmal value of the | ANA-assigned val ue.
"status": Included only if a registration has been deprecated or

obsol eted. | ANA "deprecated” maps to YANG status "deprecated",
and | ANA "obsol ete" maps to YANG status "obsol ete".

"description": Replicates the description fromthe registry.

"reference": Replicates the reference(s) fromthe registry with the
title of the document(s) added.

Unassi gned or reserved val ues are not present in the nodul e.

When the "iana-ipv6-ext-types" YANG nodul e i s updated, a new
"revision" statement with a unique revision date must be added in
front of the existing revision statenents.

| ANA has added this note to the "IPv6 Extension Header Types"
registry [IANA-1Pv6] and listed this docunent as an additiona
reference for the registry:

| When this registry is nodified, the YANG nodul e "iana-i pv6- ext -
| types" [IANA- YANG PARAMETERS] must be updated as defined in RFC
| 9899.
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Appendi x A, Problem Statenent and Gap Anal ysis

A. 1. Suboptimal Configuration: Lack of Support for Lists of Prefixes
I P prefix-related data nodes (e.g., "destination-ipv4-network" or
"destination-ipv6-network") do not support handling a list of IP
prefixes, which may then | ead to having to support |arge nunbers of
ACL entries in a configuration file.

The sane issue is encountered when ACLs have to be in place to
mtigate DDoS attacks that involve a set of sources (e.g.,



[ RFC9132]). The situation is even worse when both a |ist of sources
and destination prefixes are involved in the filtering.

Fi gure 3 shows an exanple of the required ACL configuration for
filtering traffic fromtwo prefixes.

{
"ietf-access-control-list:acls": {
"acl": [
{
"name": "first-prefix",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"name": "ny-test-ace",
"mat ches": {
"ipve": {

"destination-ipv6-network":
"2001: db8: 6401: 1:: /64",
"source-i pv6- net wor k" :
"2001: db8: 1234: :/ 96",
"protocol ": 17,
"flow | abel ": 10000

},
"udp": {
"source-port": {
"operator": "lte",
"port": 80
},
"destination-port": {
"operator": "neq",
"port": 1010

}
}
},
"actions": {
"forwardi ng": "accept"
}
}
]
}
b
{
"nane": "second-prefix",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"name": "ny-test-ace",
"mat ches": {
"ipve": {
"destination-ipv6- network":
"2001: db8: 6401:c:: /64",
"sour ce-i pv6- net wor k":
"2001: db8: 1234: : /96",
"protocol": 17,
"flow Il abel": 10000

}1
"udp": {

"source-port": {
"operator": "lte",
"port": 80

}1

"destination-port": {
"operator": "neq",
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“port": 1010
}
}
},
"actions": {
"forwardi ng": "accept"

Figure 3: Exanmple Illustrating Suboptimal Use of the ACL Mode
with a Prefix List (Message Body)

Such a configuration is suboptiml for both:

* network controllers that need to mani pulate large files, as all or
a subset for this configuration will need to be passed to the
under | yi ng networ k devi ces, and

* devices that may receive such a configuration and thus will need
to maintain it locally.

Manageabi lity: Inpossibility of Using Aliases or Defined Sets

The sane approach as the one discussed for |IP prefixes can be
generalized by introducing the concept of "aliases" or "defined
sets".

The defined sets are reusable definitions across several ACLs. Each
category is nodeled in YANG as a list of paraneters related to the
class it represents. The follow ng sets can be consi dered:

Prefix sets: Used to create lists of IPv4 or |Pv6 prefixes.
Protocol sets: Used to create a list of protocols.

Port number sets: Used to create lists of TCP or UDP port val ues (or
any other transport protocol that makes uses of port nunbers).
The identity of the protocols is identified by the protocol set,
if present. Oherwise, a set applies to any protocol

ICWP sets: Used to create lists of ICMP-based filters. This applies
only when the protocol is set to |ICvW or | CVPV6.

Aliases may al so be considered to nanage resources that are
identified by a conbination of various paraneters (e.g., prefix,
protocol, port nunber, FQDN, or VLAN IDs). Note that sone aliases
can be provided by deconposing theminto separate sets.

Bind ACLs to Devices, Not Only Interfaces

In the context of network nanagenment, an ACL may be enforced in many
network | ocations. As such, the ACL nodul e should allow for binding
an ACL to multiple devices, not only (abstract) interfaces.

Thus, the ACL name nust be unique at the scale of the network, but
the sane nane may be used in nmany devi ces when enforcing node-
speci fic ACLs.

Partial or Lack of I|Pv4/1Pv6 Fragment Handling



[ RFC8519] does not support fragnent handling for IPv6 but offers a
partial support for IPv4 through the use of '"flags'. Nevertheless,
the use of "flags’ is problematic since it does not allow a bitnask
to be defined. For exanple, setting other bits not covered by the

"flags’ filtering clause in a packet will allow that packet to get

through (because it won’'t match the ACE)

Defining a new | Pv4/ I Pv6 matching field called 'fragnent’ is thus
required to efficiently handle fragment-related filtering rul es.

A.5. Suboptimal TCP Fl ags Handl i ng

[ RFC8519] supports including flags in the TCP match fields; however,
that structure does not support natching operations as those
supported in BGP Flow Spec. Defining this field as a flag bitmask
together with a set of operations is neant to efficiently handle TCP
flags filtering rules.

A. 6. Rate-Limt Action

[ RFC8519] specifies that forwardi ng actions can be 'accept’ (i.e.,
accept matching traffic), "drop’ (i.e., drop matching traffic w thout
sendi ng any | CVMP error message), or 'reject’ (i.e., drop matching
traffic and send an | CMP error nessage to the source). However,
there are situations where the matching traffic can be accepted, but
with a rate-limt policy. This capability is not supported by

[ RFC8519] .

A. 7. Payl oad-Based Filtering

Sone transport protocols use existing protocols (e.g., TCP or UDP) as
substrate. The match criteria for such protocols may rely upon the
"protocol’ under '13, TCP/UDP nmatch criteria, part of the TCP/ UDP
payl oad, or a conbination thereof. [RFC8519] does not support

mat chi ng based on the payl oad.

Li kewi se, the ACL nodel defined in [RFC8519] does not support
filtering of encapsulated traffic.

A. 8. Reuse the Content of ACLs Across Several Devices

Havi ng a gl obal network view of the ACLs is highly valuable for
service providers. An ACL could be defined and applied based on the
networ k topol ogy hierarchy. Therefore, an ACL can be defined at the
network | evel, and then that same ACL can be used in (or referenced
to) several devices (including term nation points) within the sanme
net wor k.

Thi s network/device differentiation of ACLs introduces several new
requirenents, for exanple

* An ACL nane can be used at both network and device |evels.

* An ACL content updated at the network |level should inply a
transaction that updates the relevant content in all the nodes
using this ACL.

* ACLs defined at the device |level have a |l ocal meaning for the
speci fi c node.

* A device can be associated with a router, a Virtual Routing and
Forwarding (VRF), a logical system or a virtual node. ACLs can
be applied in physical and |ogical infrastructure.

A.9. Match MPLS Headers



The ACLs can be used to create rules to match MPLS fields on a
packet. [RFC8519] does not support such function.

Appendi x B. Exanpl es

This section provides a few exanples to illustrate the use of the
enhanced ACL nodule ("ietf-acl-enh").

B.1. TCP Flags Handling

Figure 4 shows an exanpl e of the nmessage body of a request to instal
a filter to discard incom ng TCP nessages having all flags unset.

{

"ietf-access-control-list:acls": {
"acl": [
{
"name": "tcp-flags-exanple",
"aces": {
"ace": |
{
"name": "null-attack",
"mat ches": {
"tep': |
"ietf-acl-enh:flags-bitmask": {
"operator": "not any",
"bi t mask": 4095
}
}
},
"actions": {
"forwardi ng": "drop"
}

Figure 4: Exanple of an ACL to Deny TCP Null Attack Messages
(Request Body)

B.2. Fragnents Handling
Figure 5 shows the content of a POST request to allow the traffic
destined to 198.51.100.0/24 and UDP port nunber 53, but to drop al
fragment ed packets. The following ACEs are defined (in this order):

"drop-all-fragnents" ACE: discards all fragnents

"al | ow dns- packets" ACE: accepts DNS packets destined to
198. 51. 100. 0/ 24.

"ietf-access-control-list:acls": {
"acl": [
{

"name": "dns-fragnents",
"type": "ipv4-acl-type",
"aces": {

"ace": [

{
"name": "drop-all-fragnents",

"mat ches": {



fragmented packets.

"al | ow dns- packets" ACE
2001: db8: : / 32.

"ipvd": {

"ietf-acl-enh:ipv4-fragnment'

"operator": "match",
"type": "isf"
}
},
"actions": {
"forwarding": "drop"
}
b
{
"nanme": "all ow dns- packets"”,
"mat ches": {
"ipvd": {
"destination-ipv4-network":
},
"udp”: {
"destination-port": {
"operator": "eq",
"port": 53
}
}
},
"actions": {
"forwardi ng": "accept"
}

g

"198. 51. 100. 0/ 24"

Figure 5: Exanple Illustrating Candidate Filtering of |Pv4

Fragnment ed Packets (Message Body)

"ietf-access-control-list:acls": {
[
"name": "dns-fragnents",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"name": "drop-all-fragnents",
"mat ches": {
"ipve": {

Figure 6 shows an exanpl e of the body of a POST request to allow the
traffic destined to 2001:db8::/32 and UDP port nunber 53, but to drop
The following ACEs are defined (in this

"drop-all-fragnents" ACE:. discards all fragnents (including atonmc
fragnments). That is, |IPv6 packets that include a Fragnment header
(44) are dropped.

accepts DNS packets destined to

"ietf-acl-enh:ipv6-fragnment": {

"operator": "match",
Iltypell: Ili Sf n



}

},
"actions": {
"forwardi ng": "drop"
}
b
{
"nane": "all ow dns-packets",
"mat ches": {
"ipv6e": {
"destination-ipv6-network": "2001: db8::/32"
},
"udp": {
"destination-port": {
"operator": "eq",
"port": 53
}
}
},
"actions": {
"forwardi ng": "accept"
}
}

Figure 6: An Exanple Illustrating Filtering of |IPv6 Fragmented
Packets (Message Body)

B.3. Pattern-Based Filtering

Pattern-based filtering is useful to detect specific patterns,

si gnatures, or encapsul ated packets. Figure 7 shows an exanpl e of
the nmessage body of a request to install a filter to discard IP-in-1P
encapsul at ed nessages with an inner destination | P address equal to
"2001:db8::1". By using the offset at the end of Layer 3, the rule
targets a specific portion of the payload that starts 20 bytes after
the beginning of the data (that is, skipping the first 20 bytes of
the inner |Pv6 header).

For the reader’s conveni ence, the textual representation of the
pattern is used in the exanple instead of the binary form

"ietf-access-control-list:acls": {
"acl": [
{
"nanme": "pattern-exanple",
"aces": {
"ace": [
{
"name": "pattern-1",
"mat ches": {
"ipve": {
"protocol": 41
}
"ietf-acl-enh:pattern": {
"offset": "ietf-acl-enh:|layer4",
"l ength": 20,
"operator": "match",

"pattern": "2001:db8:: 1"



}

,ctions": {
"forwardi ng": "drop"

Figure 7: Exanple of an ACL to Deny Encapsul ated Messages with a
Specific Inner Destination Address (Request Body)

B.4. VLAN Filtering

Figure 8 shows an ACL exanple to illustrate how to apply a VLAN range

filter.
{
"ietf-access-control-list:acls": {
"acl": [
{
“"name": "VLAN_FILTER',
"aces": {
"ace": [
{
"nanme": "1",
"mat ches": {
"ietf-acl-enh:vlan-filter": {
"l ower-vlan": 10,
"upper-vlan": 20
},
"actions": {
"forwarding": "ietf-access-control-list:accept"
}
}
]
}
}
]
}
}

Figure 8: Exanple of VLAN Filter (Message Body)

B.5. 1-SIDFiltering

Figure 9 shows an ACL exanple to illustrate the |I-SID range
filtering.
{
"ietf-access-control-list:acls": {
"acl": [
{
"name": "test",
"aces": {
"ace": [
"pame": "1",

"mat ches": {
"ietf-acl-enh:isid-filter": {
"l ower-isid": 100,
"upper-isid": 200



}

ctions": {
"forwarding": "ietf-access-control-list:accept"

}

Figure 9: Exanple I-SID Filter (Message Body)
B.6. Rate-Limt

Figure 10 shows an ACL exanple to rate-limt incomng SYNs during a
SYN fl ood attack.

{
"ietf-access-control-list:acls": {
"acl": [
{
"name": "tcp-flags-exanple-with-rate-limt",
"aces": {
"ace": [
{
"name": "rate-limt-syn",
"mat ches": {
"tep":
"ietf-acl-enh:flags-bitmsk": {
"operator": "match",
"bitmask": 2
}
}
}
"actions": {
"forwardi ng": "accept",
"ietf-acl-enh:rate-limt": "20.00"
}
}
]
}
}
]
}
}
Figure 10: An Exanple of Rate-Limting Incom ng TCP SYNs (Message
Body)

Acknowl edgrent s

Many thanks to Jon Shall ow and M guel Cros for their review and
comrents on this docunent.

Thanks to Q ufang Ma, Victor Lopez, Joe O arke, and Mahesh
Jet hanandani for their conrents and suggesti ons.

Thanks to Lou Berger for shepherding this docunent.

Thanks to David Black for the tsvart review, TimWcinski for the
intdir review, Per Andersson for the yangdoctors review, Russ Housley
for the genart review, and Linda Dunbar and Sean Turner for the
secdir reviews.



Thanks to Erik Kline, Mke Bishop, ric Wncke, Roman Danyliw, and
Deb Cool ey for the | ESG review.

The | ANA- mai nt ai ned nodul es were generated using an XSLT styl esheet
fromthe ’iana-yang’ project [YANG XSLT].

This work is partially supported by the European Conm ssion under
Hori zon 2020 Secured autononmic traffic nanagenent for a Tera of SDN
flows (Terafl ow) project (grant agreenent nunmber 101015857).

Aut hors’ Addr esses

OGscar CGonzal ez de Dios
Tel ef oni ca
Emai | : oscar. gonzal ezdedi os@ el ef oni ca. com

Sam er Barguil
Noki a
Enmai | : samier. barguil _giral do@oki a.com

Mohanmed Boucadai r
O ange
Enmai | : nohamed. boucadai r @r ange. com

Qn W
Huawei
Email: bill.w@uawei.com



