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Abstract

Thi s docunent defines an extension to the Dynam c Li nk Exchange
Protocol (DLEP) that enables a Diffserv aware credit w ndow schene
for destination-specific and shared flow control
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1. Introduction

The Dynani ¢ Li nk Exchange Protocol (DLEP) is defined in [ RFC8175].
The protocol provides the exchange of link-related control

i nformati on between DLEP peers. DLEP peers consist of a nodem and a
router. DLEP defines a base set of nechanisns as well as support for
possi bl e extensions. This docunent defines one such extension.

The DLEP specification does not include any flow control capability.
Various flow control techniques are theoretically possible with DLEP.
Thi s docunent defines a DLEP extension that provides a Diffserv-based
flow control nechanismfor traffic sent froma router to a nodem

Fl ow control is provided using one or nore logical "credit w ndows",
each of which will typically be supported by an associated virtual or
physi cal queue. A router will use traffic flow classification
informati on provided by the modemto identify which traffic is
associated with each credit window. Credit wi ndows may be shared or
dedi cated on a per-flow basis. See [RFC9895] for an Ethernet-based
version of credit wi ndow flow control. As specified in Section 2.3.1
of [RFC9892], when both Diffserv and Ethernet traffic classification
are specified for a flow, the Ethernet information takes precedence.

Thi s docunent uses the traffic classification and credit w ndow fl ow
control mechani sms defined in [ RFC9892] and [ RFC9893] to provide
credi t-wi ndow based flow control based on DLEP destinations and
Differentiated Services Code Points (DSCPs) [ RFC2475]. The defined
mechani smallows for credit windows to be shared across traffic sent
to nultiple DLEP destinations and DSCPs, or used exclusively for
traffic sent to a particul ar destination and/or DSCP. The extension
al so supports the "wildcard" matching of any DSCP.

The extension defined in this docunent is referred to as the
"Diffserv Aware Credit Wndow' or, nore sinply, the "DA Credit"
extension. The reader should be famliar with both the traffic
classification and credit w ndow fl ow control mechani sns defined in
[ RFC9892] and [ RFC9893].

Thi s docunent defines a new DLEP Extension Type value that is used to
i ndi cate support for the extension. See Section 2.

1.1. Key Wirds

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Extension Usage and ldentification

The extension defined in this docunent is built on the mechani sns and
processing defined in [ RFC9892] and [ RFC9893]. To indicate that the
Diffserv Aware Credit Wndow Extension is to be used, an

i mpl ementati on MJUST include the Diffserv Anare Credit W ndow

Ext ensi on Type value in the Extensions Supported Data Item (see
Section 13.6 of [RFC8175]). The Extensions Supported Data Itemis
sent and processed according to [ RFC8175]. Any inplenentation that

i ndicates the use of the Diffserv Aware Credit W ndow Extensi on MJST
support all message types, Data Itens, the Diffserv Traffic
Classification Sub-Data Item and all related processing defined in
[ RFC9892] and [ RFC9893].

The Diffserv Aware Credit Wndow Extension Type value is 6. See
Section 5.



3.

Management Consi derati ons

Thi s section provides several network managenent gui delines for
i npl ement ati ons supporting the Diffserv Anare Credit W ndow
Ext ensi on.

If this extension is supported, that support MJST be decl ared using

t he Extensions Supported Data Item (see Section 13.6 of [RFC8175]).
Diffserv Aware Credit Wndow Extension Data Itens MJUST NOT be enitted
by a DLEP participant unless such support was specified in the
initialization nessage received fromits peer. The use of the
extension defined in this docunent SHOULD be confi gurable on both
modens and routers. That configuration can be inplemented using a
proprietary Command-Line Interface or by inplenenting a YANG nodul e.
The definition of the YANG nodule is out of scope for this docunent.

Modens SHOULD support the configuration of mapping a DSCP to a credit
wi ndow (queue).

Modens MAY support the configuration of the nunber of credit w ndows
(queues) to advertise to a router

Routers may have limts on the nunber of queues that they can support
and limts on supported credit w ndow conbi nati ons. Per-destination
queues m ght not be supported at all. Wen credit w ndow i nformation
provi ded by a nbdem exceeds the capabilities of a router, the router
SHOULD use a subset of the provided credit wi ndows. Alternatively, a
router MAY reset the session and indicate that the extension is not
supported. In either case, any msnmatch in capabilities SHOULD be
reported to the user via normal network managenent nechani sns, such
as user interface messages or error | ogging.

In all cases, if credit windows are in use, traffic for which credits
are not availabl e MJUST NOT be sent to the nodem by the router

Security Considerations

This docunent defines a DLEP extension that uses DLEP nechani sns and
the credit wi ndow flow control mechani sns defined in [ RFC9892] and

[ RFC9893]. See also the Security Considerations sections of those
docunent s.

The defined extension is exposed to vulnerabilities simlar to

exi sting DLEP nessages and di scussed in the Security Considerations
section of [RFC8175], such as an injected nessage resizing a credit
wi ndow to a value that results in a denial of service. The security
mechani sms docunented in [ RFC8175] can be applied equally to the
mechani sm defined in this docunent.

Wl dcards for matching Priority Code Point (PCP) and VLAN Identifier
(VID) fields (see [RFC9895]) are provided. Note that wildcards nmay

be conveni ent for matching a nunber of packet flows but could

i nadvertently match unexpected flows or new fl ows that appear after

the wildcard matchi ng has been set up. It is therefore RECOMVENDED
that wildcards not be used unl ess needed.

| ANA Consi der ati ons

I ANA has assigned the follow ng code point in the "Extension Type
Val ues" registry in the "Dynam c Link Exchange Protocol (DLEP)
Par amet ers" regi stry group:

g ety Pt e el
| Code | Description |
[ ool oo s oo
| 6 | Diffserv Aware Credit W ndow |



Tabl e 1: Extension Type Val ue
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