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Abstract

Thi s docunent defines a new Data Item for the Dynam c Li nk Exchange
Protocol (DLEP) to support traffic classification. Traffic
classification information identifies traffic fl ows based on frane/
packet content such as a destination address. The Data Itemis
defined in an extensible and reusable fashion. |Its use will be
mandat ed i n ot her documents defining specific DLEP extensions. This
docunent al so introduces DLEP Sub-Data Itens and defines two new Sub-
Data Itens to support Diffserv and Ethernet traffic classification.
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I ntroduction

The Dynani ¢ Li nk Exchange Protocol (DLEP) is defined in [ RFC8175].
Thi s protocol provides the exchange of link-related contro

i nformati on between DLEP peers. DLEP peers are conprised of a nodem
and a router. DLEP defines a base set of mechanisnms as well as
support for possible extensions. DLEP defines Data Itens, which are
sets of information that can be reused in DLEP nessagi ng. The DLEP
speci fication does not include any flow identification beyond DLEP
endpoints, i.e., flows are identified based on their DLEP endpoint.

Thi s docunent defines DLEP Data Itemformats that provide flow
identification on a nore granular basis. Specifically, it enables a
router to use traffic flow classification information provided by the
modemto identify traffic flows based on a conbination of information
found in a data pl ane header. (For general background on traffic
classification, see Section 2.3 of [RFC2475].) The Data Itemis
structured to allow for the use of the defined traffic classification
information with applications such as credit w ndow fl ow control as
specified in [ RFC9893]. [RFC9893] provides an exanpl e of conbining
traffic classification and credit w ndow fl ow control

Thi s docunent defines traffic classification based on a DLEP
destination and flows identified by either Differentiated Services
Code Points (DSCPs) [ RFC2475] or |EEE 802.1Q Ethernet Priority Code
Points (PCPs) [IEEE8021Q . The defined nmechanismallows for flows to
be described in a flexible fashion and, when conbined with
applications such as credit window flow control, allows credit

wi ndows to be (1) shared across traffic sent to nultiple DLEP
destinations and as part of multiple flows or (2) used exclusively
for traffic sent to a particular destination and/or belonging to a
particular flow The extension al so supports the "wildcard" matching
of any flow (DSCP or PCP). Traffic classification information is
provi ded such that it can be readily extended to support other
traffic classification techniques or can be used by extensions that
are not related to credit w ndows, such as the extension defined in

[ RFC8651] or even 5-tuple IP flows.

Thi s docunent defines support for traffic classification using a
single new Data Item (see Section 2.1) for general support and
defines two new Sub-Data Itens to support identification of flows
based on DSCPs and PCPs (see Sections 2.2 and 2.3).

1. Key Wrds

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Traffic Classification



The Traffic Classification Data Itemrepresents a list of flows that
may be used at the sane tinme to provide different service classes for
traffic sent froma router to a nodem The data plane information
used to identify each flowis represented in a separate Sub-Data
Item The Data Item and Sub-Data Item structures are intended to be
i ndependent of any specific usage of the flow identification, e.g.,
flow control. The Sub-Data Itemstructure is also intended to all ow
for future traffic classification types, e.g., 5-tuple flows. Wile
the structure of the Data Itens is extensible, actual flow
information is expected to be used in an extension-dependent manner.
Support for DSCP and PCP-based flows is defined via individual Sub-
Data Itens; see below Oher types of flow identification, e.g.,
based on IP transport-layer protocol and ports, may be defined in the
future via new Sub-Data Itens. Note that when extensions supporting
multiple Sub-Data Itemtypes are negoti ated, these types MAY be
conbined in a single Data Item

Each list of flows is identified using a "Traffic C assification
Identifier” or "TID' and is expected to represent a valid conbination
of data plane identifiers that may be used at the sane tinme. Each
flowis identified via a "Flow Identifier" or "FID'. Each FIDis
defined in a Sub-Data Itemthat carries the data plane identifier or
identifiers used to associate traffic with the flow A DLEP
destination address is al so needed to conplete traffic classification
i nformati on used in extensions such as flow control. This
information is expected to be provided in an extension-specific
manner. For exanple, this address can be provided by a nodem when it
identifies the traffic classification set in a Destination Up Message
using the Credit Wndow Association Data Itemdefined in [ RFC9893].
TI D and FI D val ues have nodem | ocal scope.

2.1. Traffic Cassification Data Item

This section defines the Traffic Cassification Data Item This Data
Itemis used by a nbpdemto provide a router with traffic
classification informati on. Wen an extension requires the use of
any Data Item the Data Itens, including this Traffic C assification
Data Item SHOULD be included by a nodemin any Session
Initializati on Response Message (e.g., see [RFC9893]). Updates to
previously provided traffic classifications or newtraffic
classifications MAY be sent by a modem by including the Data Itemin
Sessi on Update Messages. More than one Data |tem MAY be included in
a message to provide information on multiple traffic classifiers.

The set of traffic classification information provided in the Data
Itemis identified using a TID. The actual information related to
data planes that is used in traffic classification is provided in a
variable list of Traffic Cassification Sub-Data Itens.

The format of the Traffic Classification Data Itemis as foll ows:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Data Item Type | Length |
B T S i T s i i e e SEI S
| Traffic Cass. ldentifier (TID)| Num SDI s | Reserved |

I S i o T s S S S e s s T
~ Traffic Classification Sub-Data Item 1 ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S
B T S i T s i i e e SEI S
~ Traffic Classification Sub-Data Item n ~
I S i o T s S S S e s s T

Data |tem Type:
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Lengt h:
Vari abl e

Per Section 11.3 of [RFC8175], Length is the nunber of octets in
the Data Item excluding the Data Item Type and Length fi el ds.

The length here is limted by the packet data unit (PDU) |ength
supported. For exanple, if the packet is linmted to 1400 bytes,
then the I ength MUST NOT exceed this value. |If |arger packets are
supported, the maxi num MJST be adjusted to be smaller than or
equal to the maxi mum PDU. Miltiple messages can be used if there
is nore data than will fit in a single TLV.

Traffic Classification lIdentifier (TID):
A 16-bit unsigned integer identifying a traffic classification
set. There is no restriction on values used by a nodem and there
is no requirement for sequential or ordered val ues.

Num SDI s:
An 8-bit unsigned integer indicating the nunber of Traffic
Classification Sub-Data Itens included in the Data Item A val ue
of zero (0) is allowed and indicates that no traffic should be
mat ched against this TID.

Reser ved:
For the Traffic Classification Data Item this reserved field is
currently unused. It MJST be set to all zeros for this version of

the Data Itemand is currently ignored on reception. This allows
for future extensions of the Data Itemif needed.

Traffic Classification Sub-Data Item
Zero or nore Traffic Classification Sub-Data Itens of the fornmat
defined in Section 2.1.1 MAY be included. The nunber MJST match
the value carried in the Num SDI's field.

A router receiving the Traffic Classification Data Item MJST | ocate
the traffic classification information that is associated with the
TID indicated in each received Data Item |f no associated traffic
classification information is found, the router MIUST initialize a new
i nformati on set using the values carried in the Data Item If the
associated traffic classification information is found, the router
MJUST repl ace the correspondi ng i nformation using the values carried
inthe Data Item |In both cases, a router MJST al so ensure that any
data plane state (e.g., see [RFC9893]) that is associated with the
TID is updated as needed.

.1.1. Traffic Cassification Sub-Data |tem

Al Traffic Cassification Sub-Data Itens share a conmon format that
is patterned after the standard DLEP Data Itemformat. See

Section 11.3 of [RFC8175]. There is no requirenent on, or neaning
to, Sub-Data Itemordering. Any errors or inconsistencies
encountered in parsing Sub-Data Itens are handled in the same fashion
as any other Data lItem parsing error encountered in DLEP. See

[ RFC8175] .

The format of the Traffic Classification Sub-Data Itemis as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Sub-Data Item Type | Length |
I S i o T s S S S e s s T
~ Val ue. .. ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S



Sub-Data Item Type:
A 16-bit unsigned integer that indicates the type and
corresponding format of the Sub-Data Itenis Value field. Sub-Data
Item Types are scoped within the Data Itemin which they are
carried, i.e., the Sub-Data Item Type field MJST be used together
with the Traffic Classification Data Item Type to identify the
format of the Sub-Data Item Traffic Classification Sub-Data Item
Types are nmanaged according to the | ANA registry described in

Section 5. 2.
Lengt h:
Vari abl e

Per Section 11.3 of [RFC8175], Length is a 16-bit unsigned integer
that is the nunber of octets in the Sub-Data Item excluding the
Data Item Type and Length fields. Each Sub-Data Itemhas its own
Length fi el d.

Val ue:
A field of <Length> octets that contains data specific to a
particular Data Item

. 2. Diffserv Traffic C assification Sub-Data |tem

The Diffserv Traffic Cassification Sub-Data Itemidentifies the set
of DSCPs that should be treated as a single flow, i.e., receive the
sane traffic treatnent. DSCPs are identified in a list of Diffserv
fields. An inplementation that does not support DSCPs and wants the
sanme traffic treatment for all traffic to a destination or
destinations would indicate 0O DSCPs.

The format of the Diffserv Traffic Cassification Sub-Data Itemis as
f ol | ows:

0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S
| Sub-Data Item Type (1) | Length |
T S T e St S SRR S S
| Flow Identifier (FID) | Num DSCPs | DS Field 1 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| DS Field 2 | | DS Field n |

i T S S I el T i S S S S

Sub-Data |tem Type:
Sub-Data Item Type with value one (1) identifies the Diffserv
Traffic Classification Sub-Data Item Type in the format defined in
Section 2.1.1.

Lengt h:
Vari abl e

Length is defined above. For this Sub-Data Item it is equal to
three (3) octets plus the value of the Num DSCPs field. This
means that the naxi mum Length value is 3 + 64 or 67 octets. The
definition can be in multiple Sub-Data Itens that are much small er
than this.

Flow I dentifier (FID):
A 16-bit unsigned integer representing the data plane information
carried in the Sub-Data Itemthat is to be used in identifying a
flow. The value OXFFFF is reserved and MJST NOT be used in this
field.

Num DSCPs:
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An 8-bit unsigned integer indicating the nunber of DSCPs carried
in the Sub-Data Item A zero (0) indicates a (w ldcard) match
agai nst any DSCP val ue that does not have an explicit match to a
FID. A typical use of this is nmapping any DSCPs that are not
explicitly mapped to a default queue.

DS Fiel d:
Each DS Field is 8 bits long and carries the DSCP field as defined
in [ RFC2474].

0 1 2 3 4 5 6 7
T LI S Sy Y S
| DSCP | MBZ |
T e R e

DSCP: Differentiated Services Code Point [RFC2474]
MBZ: Must Be Zero - set to zero when transmtted

1. Router Receive Processing

A router receiving the Traffic Cassification Sub-Data Item MJST
validate the information on receipt, prior to using the carried

i nformation, including potentially updating the data behavi or as
determ ned by the extension requiring the use of the Sub-Data Item
Validation failures MIST be treated as an error as described in
Section 2.1.1.

Once validated, the recei ver MIUST ensure that each DS Field value is
listed only once across the whole Traffic Cassification Data Item
Note that this check is across the Data |tem and not the individual
Sub-Data Itens. |f the sane DS Field value is |isted nore than once
within the sane Traffic Cassification Data Item the Data |tem MJST
be treated as an error as described in Section 2.1.1.

Et hernet Traffic O assification Sub-Data |tem

The Ethernet Traffic Classification Sub-Data Itemidentifies the VLAN
and PCPs that should be treated as a single flow, i.e., receive the
sanme traffic treatnment. Ethernet PCP support is defined as part of
the | EEE 802.1Q tag format [| EEE8021(Q and includes a 3-bit "PCP"
field. The tag format al so includes a 12-bit "VLAN Identifier (VID)"
field. PCPs are identified in a list of Priority Fields. An

i mpl ement ation that does not support PCPs and wants the sane traffic
treatnent for all traffic to a destination or destinations would
indicate 0 PCPs. Such an inplementation could identify a VLAN to use
per destination.

The format of the Ethernet Traffic Classification Sub-Data Itemis as
f ol | ows:

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Sub-Data Item Type (2) | Length |
B S S e i S S T A S S S S S S i S S
w ldentifier (FID) | NumPCPs| VLAN Identifier (VID) |
e s o e e e e ok ok e
1] Pri. 2] ..... | ... | ... | Pad |

e T e e e T i e e

r

+—+— +— +
+ T+ T+
+~+0 +0 +

Sub-Data Item Type:
Sub-Data Item Type with value two (2) identifies the Ethernet
Traffic Classification Sub-Data Item Type in the format defined in
Section 2.1.1.

Lengt h:



Vari abl e

Length is defined above. For this Sub-Data Item it is equal to
four (4) plus the nunber of octets needed to accomvpdate the
number of Priority Fields indicated by the NunPCPs field. Note
that as the length is in octets and each Priority Field is 4 bits,
the total length of this Sub-Data Itemis the 2 octets of Flow
Identifier, plus the 2 octets for NunPCPs and VLAN ldentifier plus
t he nunmber of octets for PCPs. The nunber of octets for the PCPs
is computed by rounding up NunPCPs to the nearest even val ue and
dividing by 2. This TLV has maxi num |l ength of 4 plus 8 divided by
2 or 8 octets.

Flow Identifier (FID):
A 16-bit unsigned integer representing the data plane information
carried in the Sub-Data Itemthat is to be used in identifying a
flow The val ue OxFFFF is reserved and MJUST NOT be used in this
field.

NunPCPs:
A 4-bit unsigned integer indicating the nunber of Priority Fields
carried in the Sub-Data Item A zero (0) indicates a (wldcard)
mat ch agai nst any PCP val ue that does not have an explicit match
to a FID. A typical use of a wildcard is mapping any PCPs t hat
are not explicitly mapped to a default queue. The maxi mum nunber
of PCPs is 8.

VLAN I dentifier (VID):
A 12-bit unsigned integer field indicating the VLAN to be used in
traffic classification. WVID value zero (0x000) is used to
indicate that the VIDis to be ignhored. VID OxFFF is reserved.
Any ot her VID val ue from 0x001 t hrough OXFFE can be used in
traffic classification. Any explicitly mapped VLANs are mat ched
first. Any VLANs that do not have a mapping will then map to this
defaul t mappi ng.

Priority:
Each Priority Field is 4 bits long and indicates a PCP field as
defined in [I EEE8021Q . Note that zero (0) is a valid value for
PCP.
0 1 2 3
e T S
| PCP | MBZ|
e
PCP: Priority Code Point [|EEE8021Q
MBZ: Must Be Zero - set to zero when transmitted
Pad:

Afield that is 4 bits long and is included when NunPCPs is an odd
nunber. This field MIUST be set to zero by the sender and MJST be
i gnored on receipt.

2.3.1. Router Receive Processing

A router receiving the Traffic Cassification Sub-Data Item MJUST
validate the information on receipt, prior to using the carried

i nformation, including potentially updating the data behavi or as
determ ned by the extension requiring the use of the Sub-Data Item
Note that validation can include usage-specific semantics such as
those found in [RFC9893]. Any failures MJIST be treated as an error
as described in Section 2.1.1.

After successful validation, the receiver MIST ensure that each
Priority Field value is listed only once across the whole Traffic
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Classification Data |Item Note that this check is across the Data
Item and not the individual Sub-Data Itens. |If the sane Priority
Field value is listed nore than once within the same Traffic
Classification Data Item the Data |tem MJST be treated as an error
as described in Section 2.1.1.

In cases where both Traffic O assification Sub-Data Item Types are
defined, matching on Ethernet information takes precedence. More
specifically, when a packet matches both a DSCP indicated in a
Diffserv Traffic Classification Sub-Data Item (Section 2.2) and a
VIDPCP identified in an Ethernet Traffic C assification Sub-Data
Item (Section 2.3), the TID associated with the matchi ng VLAN PCP
MJST be used.

Conpatibility

The formats defined in this docunent will only be used when
extensions require their use.

The DLEP specification [RFC8175] defines the handling of unexpected
appearances of any Data Itens, including those defined in this
docunent .

Security Considerations

Thi s docunent introduces finer-grained flow identification mechanisns
for DLEP. These nmechani sns expose vulnerabilities sinmlar to

exi sting DLEP nessages. An exanple of a threat to which traffic
classification might be susceptible is where a malicious actor
masquer adi ng as a DLEP peer could inject an alternate Traffic
Classification Data Item changing the mapping of traffic to queues;
this would in turn cause del ay, congestion, or loss in one or nore
service classes. QOher possible threats are discussed in the
Security Considerations section of [RFC8175] and are al so applicabl e,
but not specific, to traffic classification

The transport-|ayer security mechani sns docunmented in [ RFC8175],
along with the | atest versions of [BCP195], [I|EEE-802.1AE], and

[ EEE-802. 1X] at the tine of this witing, can be applied to this
docunment. Inplenentations follow ng the "networked depl oynent" nodel
described in Section 4 ("Inplenentation Scenarios") of [RFC8175]
SHOULD refer to [BCP195] for additional details. The Layer 2
security nechani sns docunented in [RFC38175] can al so, with sone
updates, be applied to the mechani snms defined in this docunent.
Exampl es of technol ogi es that can be depl oyed to secure the Layer 2
l'ink include [|EEE-802. 1AE] and [| EEE-802. 1X].

| ANA Consi derati ons
Data Item Type Val ues
I ANA has assigned the follow ng value fromthe "Specification

Requi red" range [RFC8126] in the DLEP "Data Item Type Val ues"
registry:

el e e el
| Type Code | Description |
[ el e s
| 29 | Traffic Cassification

R B T I +

Table 1. New Data Item Type Val ue
Traffic Classification Sub-Data Item Type Val ues

| ANA has created a new DLEP registry naned "Traffic C assification



Sub-Data Item Type Val ues”.

Table 2 shows the registration policies [ RFC8126] for the registry:

| Range | Registration Procedures

[ gt ——— Clpp—p—p—(—(——————(——(———(———(—(————r
| 1-65407 | Specification Required |
. e +
| 65408-65534 | Private Use |
I o mmemeeeeeeaccaeaaaas +

Tabl e 2: Registration Policies

Table 3 shows the initial contents of the registry:

| Type Code | Description | Reference

[ g —— e —(———————_—(———(————————————————_ Ll p—p—p—p—————r
| O | Reserved | RFC 9892 |
. . . +
| 1 | Diffserv Traffic Cassification | [RFC2474] |
I T Fememeeeeeaa +
| 2 | Ethernet Traffic Classification | [|EEE8021QF |
S o e e e e e e e e e e e e e e S +
| 3-65407 | Unassi gned | |
. . . +
| 65408-65534 | Reserved for Private Use | RFC 9892 |
I T I +
| 65535 | Reserved | RFC 9892 |
S o e e e e e e e e e e e e e e S +

Table 3: Initial Registry Contents

This registry enconpasses packet traffic classification, where
standard packet header identifiers in packets or data frames indicate
Quality of Service (QS) treatnment. It includes two specific entries
for widely recognized identifiers used in QS nmanagenent for |IP and
Et hernet networks. Reserved values are set aside for simlar future
identifiers that may energe to denote QoS treatnment. However,
requests for new entries are not expected to be frequent.

Al'locations within the registry are subject to the foll ow ng
requirenents:

1. Docunentation of the intended use of the requested value, in
conpliance with the "Specification Required" policy defined in
[ RFC8126] .

2. Approval by the designated expert (DE) appointed by the |IESG
The DE must do the foll ow ng:

* Verify that the requested value is clearly docunented and its
pur pose and usage are unanbi guous.

* Ensure that the proposed val ue does not conflict with existing
work or ongoing efforts within the I ETF.

* Confirmthat any specification requesting a code point has
under gone revi ew by the MANET Wrking G oup (or a successor
mai ling |ist designated by the | ESG .

* Validate that external specifications requesting code points
are publicly available, are permanently archived, and do not
conflict with active or published | ETF worKk.
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* Ensure that the review process is conducted in a tinely
manner, with any disputes resolved through consultation with
the appropriate working groups.

Regi strati on Gui dance

Thi s section provides guidance for registrations in the "Traffic
Classification Sub-Data Item Type Val ues" registry. To sinplify
future registrations in DLEP-rel ated registries, it is recommended
that the guidance in this section apply to all registries within the
"Dynam ¢ Li nk Exchange Protocol (DLEP) Paraneters" registry group
that use the "Specification Required" policy [ RFC8126]. Future
specifications may point to the guidance in this docunent.
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