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Abst r act

Thi s docunent defines the Domain Nane System (DNS) functionality of a
Drone Renote Identification Protocol (DRIP) Identity Managenent
Entity (DOME). It is built around DRIP Entity Tags (DETs) to
standardi ze a hierarchical registry structure and associ at ed
processes to facilitate trustable and scal able registration and

| ookup of infornmation related to Unmanned Aircraft Systens (UAS)

The registry system supports issuance, discovery, and verification of
DETs, enabling secure identification and association of UAS and their
operators. It also defines the interactions between different

cl asses of registries (root, organizational, and individual) and
their respective roles in maintaining the integrity of the
registration data. This architecture enables decentralized,
federated operation while supporting privacy, traceability, and

regul atory compliance requirements in the context of UAS Renote
Identification and ot her services.
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DNS Qperational and Regi stration Considerations

Regi stries are fundanental to Unmanned Aircraft System (UAS) Renote

Identification (RID). Only very linmted operational

i nformati on can

be sent via Broadcast RI D, but extended information is sometines
needed. The npbst essential elenent of information fromR D is the
UAS I D, the unique key for |ookup of extended information in rel evant
registries (see Figure 1, which is the sane as Figure 4 of

[ RFC9434]) .
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| Registry | | | Registry |

DAA: Detect And Avoid

GPOD: CGeneral Public Cbserver Device
PSOD: Public Safety Cbserver Device
V21: Vehicle-to-Infrastructure

V2V:  Vehi cl e-to- Vehicl e

Figure 1: d obal UAS RID Usage Scenario (Figure 4 of RFC 9434)

Wien a DRIP Entity Tag (DET) [ RFC9374] is used as the UAS ID in RID,

extended information can be retrieved froma DRI P Identity Managenent
Entity (DI ME), which manages registration of and associ ated | ookups

fromDETs. 1In this docunent it is assuned the DIME is a function of
UAS Service Suppliers (USS) (Appendix A 2 of [RFC9434]), but a DI ME

can be independent or handl ed by another entity as well.

1.1. General Concept

DRIP Entity Tags (DETs) enbed a hierarchy scheme that is napped onto
the Domain Nane System (DNS) [ STD13]. DI MEs enforce registration and
i nformati on access of data associated with a DET while al so providing
the trust inherited frombeing a nenber of the hierarchy. O her
identifiers and their nmethods are out of scope for this docunent.

Aut horitative nane servers of the DNS provide the public information
such as the cryptographi c keys, endorsenents and certificates of
DETs, and pointers to private information resources. Cryptographic
(public) keys are used to authenticate anything signed by a DET, such
as in the Authentication Messages defined in [ RFC9575] for Broadcast
RID. Endorsenments and certificates are used to endorse the claim of
bei ng part of the hierarchy.

Thi s docunent does not specify AAA nechani sns used by Private
Informati on Registries to store and protect Personally ldentifiable
Information (PII).

1.2. Scope

The scope of this docunent is the DNS registration of DETs with the
DNS del egati on of the reverse domain of the I Pv6 prefix (2001: 30::/28
for DETs) and RRsets used to handl e DETs.

2. Term nol ogy
2.1. Required Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

2.2. Additional Definitions

Thi s docunent nakes use of the ternms and abbreviations from previous
DRI P docunents. Bel ow are subsets, grouped by original docunent, of
terms used this docunent. Please see those docunents for additional
context, definitions, and any further referenced material.

From Section 2.2 of [RFC9153], this document uses: AAA CAA, CCS,
I CAO, PIl, Qobserver, Operator, UA, UAS, USS, and UTM



From Section 2 of [RFC9434], this docunment uses: Certificate, DI ME,
and Endor sement .

From Section 2 of [RFC9374], this docunment uses: HDA, HI D, and RAA
DET Hi erarchy in DNS

[ RFC9374] defines the Hierarchical Host ldentity Tags (HH T) and
further specifies an instance of themused for UAS RID cal |l ed DET
The DET is a 128-bit value that is an | Pv6 address intended primarily
as an identifier rather than locator. The format is shown in

Figure 2 and further information is in [ RFC9374].
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| 1Pv6 Prefix | Herarchy ID| HHIT Suite ID| ORCH D Hash |
| (28 bits) | (28 bits) | (8 bits) | (64 bits) |
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| Registered Assigning Authority | HHI T Domain Authority |
| (14 bits) | (14 bits) |
. O +

Figure 2: DRIP Entity Tag Breakdown

[ RFC9374] assigns the 1 Pv6 prefix 2001:30::/28 for DETs. |Its
correspondi ng domai n nane for reverse | ookups is
3.0.0.1.0.0.2.ip6.arpa.. The | AB has administrative control of this
domai n nane.

Due to the nature of the hierarchy split and its relationship to

ni bbl e reversing of the IPv6 address (Section 2.5 of RFC 3596

[ STD88]), the upper level of the hierarchy (i.e., Registered

Assi gning Authority (RAA)) "borrows" the upper two bits of their
respective HHI T Domain Authority (HDA) space for DNS del egation. As
such, the IPv6 prefix of RAAs is 2001: 3x: xxx0::/44 and HDAs is

2001: 3x: xxxy:yy00: : /56 with respective nibble reverse domai ns of
X.X.X.X.3.0.0.1.0.0. 2.ip6.arpa. and

Y. Y. Y. X. X.X.X.3.0.0.1.0.0. 2.1 p6. ar pa.

Thi s docunent preallocates a subset of RAAs based on the | SO 3166-1
Nuneric Nation Code [1SO3166-1]. This is to support the initial use
case of DETs in UAS RID on an international level. See Section 6.2.1
for the RAA all ocati ons.

The HDA val ues of 0, 4096, 8192, and 12288 are reserved for
operational use of an RAA (a by-product of the above nentioned
borrowing of bits), in particular to specify when to register with
the apex and endorse del egations of HDAs in their namespace.

The adm ni stration, managenent, and policy for the operation of a
DIME at any level in the hierarchy (Apex, RAA or HDA) is out of scope
for this docunent. For RAAs or DETs allocated on a per-country
basis, these considerations should be determ ned by the appropriate
national authorities, presumably the Cvil Aviation Authority (CAA)

.1. Use of Existing DNS Mbdels
DRIP relies on the DNS and as such roughly follows the registrant-

registrar-registry nodel. |In the UAS ecosystem the registrant would
be the end user who owns/controls the Unmanned Aircraft. They are



3.

1.

ultimately responsible for the DET and any other information that
gets published in the DNS. Registrants use agents known as
registrars to manage their interactions with the registry.

Regi strars typically provide optional additional services such as DNS
host i ng.

The regi stry maintains a database of the registered domai n nanes and
their related metadata such as the contact details for domain name
hol der and the relevant registrar. The registry provides DNS service
for the zone apex, which contains del egation information for domain
names. Registries generally provide services such as the

Regi stration Data Access Protocol (RDAP) [STD95] or equivalent to
publi sh met adata about the registered domain names and their
registrants and registrars.

Regi strants have contracts with registrars who in turn have contracts
with registries. Paynents follow this nodel too: the registrant buys
services froma registrar who pays for services provided by the
registry

By definition, there can only be one registry for a domain nanme. A
registry can have an arbitrary nunber of registrars who conpete with
each other on price, service, and customer support.

1. DNS Model Considerations for DI MES
Apex
Regi stry/ Regi strar
(1 ANA)
B e sl ]
| 3.0.0.1.0.0.2.ip6. arpa.
+oo-ooooooooooQ=-===—=—=—=—=————=+
I
___? __________________________________ | _________________________
Nat i onal |
Regi stries/Registrars |
(RAA) I
I I O-+t------=-=-=-=-=-=--=-- +
I I I I
+=====Q====+ +====Q=====+ +=====Q====+ +=====Q====+
| 0.0.0.0. | | 1.0.0.0. | | 2.0.0.0. | | 3.0.0.0. |
+-—=—=—=Q=====+ +-—=—=—=Q=====+ +-—=—=—=Q=====+ +-—=—=—=Q=====+
I
_______________________________________ |________________________
Local |
Regi stries/Registrars |
( HDA) |
I
F-- - - - - - i I O--=-=====, ., ,=-===- +
I I I I
+=====Q====+ +====Q=====+ +====Q=====+ +=====Q====+
| 1.0.0. | | 2.0.0. | | 3.0.0. | | f.f f. |
+====Q=====+ +=====Q====+ +====Q=====+ +====Q=====+
I
_______________________________________ |________________________
Local |
Regi strants |
B et mpe] () Pl o
| X.X. X0 XX, XXX XL XL XX XL XL XX 5,00 |
S e el

Figure 3: Exanple DRI P DNS Mode

While the registrant-registrar-registry nodel is mature and wel |
understood, it may not be appropriate for DRIP registrations in sone



circunstances. It could add costs and complexity to devel op policies
and contracts as outlined above. On the other hand, registries and
registrars offer custoner service and support and can provide the
supporting infrastructure for reliable DNS and RDAP servi ce.

Anot her approach could be to handle DRIP registrations in a
comparable way to how | P address space gets provisioned. Here,

bl ocks of addresses get delegated to a "trusted" third party,
typically an ISP, who then issues |P addresses to its custoners. For
DRI P, blocks of |IP addresses could be del egated fromthe
3.0.0.1.0.0.2.ip6.arpa. domain (reverse domain of prefix allocated by
[ RFC9374]) to an entity chosen by the appropriate Cvil Aviation
Authority (CAA). This third party woul d be responsible for the
correspondi ng DNS and RDAP infrastructure for these | P address

bl ocks. They would al so provision the HHI T records [ RFC9374] for
these I P addresses. In principle, a nanufacturer or vendor of UAS
devices could provide that role. This is shown as an exanple in

Fi gure 3.

Dynamic DRIP registration is another possible solution, for exanple
when the operator of a UAS device registers its corresponding HHI T
record and other resources before a flight and del etes them
afterwards. This may be feasible in controlled environments with

wel | - behaved actors. However, this approach may not scal e since each
device is likely to need credentials for updating the IT
infrastructure that provisions the DNS

Regi stration policies (pricing, renewals, registrar, and registrant
agreenments, etc.) will need to be devel oped. These considerations
shoul d be determ ned by the CAA, perhaps in consultation with |oca
st akehol ders to assess the cost-benefits of these approaches (and
others). Al of these are out of scope for this docunent. The
specifics for the UAS RID use case are detailed in the rest of
docunent .

Public Information Registry

Per [RFC9434], all information classified as public is stored in the
DNS, specifically authoritative nane servers, to satisfy REG1 from
[ RFC9153] .

Aut horitative name servers use domain nanes as identifiers and data
is stored in Resource Records (RRs) with associ ated RRTypes. This
docunent defines two new RRTypes, one for HHI T netadata (HHI T,
Section 5.1) and another for UAS Broadcast RI D information (BRI D
Section 5.2). The former RRType is particularly inportant as it
contains a URI (as part of the certificate) that points to Private
I nformati on resources.

DETs, being |Pv6 addresses, are to be under ip6.arpa. (nibble
reversed per Section 2.5 of RFC 3596 [STD88]) and MJST resolve to an
HH T RRType. Depending on |ocal circunstances or additional use
cases, other RRTypes MAY be present (for exanple the inclusion of the
DS RRTypes or equival ent when using DNSSEC). For UAS RID, the BRID
RRType MJUST be present to provide the Broadcast Endorsenents (BEs)
defined in Section 3.1.2.1 of [RFC9575].

DNSSEC MUST be used for apex entities (those which use a self-signed
Canoni cal Registration Certificate) and i s RECOMWENDED for ot her
entities. Wien a DI ME decides to use DNSSEC, they SHOULD define a
framework for cryptographic algorithnms and key managenent [ RFC6841].
This may be influenced by the frequency of updates, size of the zone,
and poli ci es.

UAS- speci fic information, such as physical characteristics, may al so
be stored in DNS but is out of scope for this docunent.
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A DET |1 Pv6 address gets napped into donmai n nanes usi ng the schene
defined in Section 2.5 of RFC 3596 [ STD88]. However, DNS | ookups of
these nanes query for HH T and/or BRID resource records rather than
the PTR resource records conventionally used in reverse | ookups of IP
addresses. For exanple, the HHI T resource record for the DET

2001: 30::1 woul d be returned froma DNS | ookup for the HHI T QIYPE for
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3.0.0.1.0.0.2.ip6. a
rpa. .

The HH T RRType provides the public key for signature verification
and URIs via the certificate. The BRID RRType provides static
Broadcast RID informati on such as the Broadcast Endorsenents sent as
described in [ RFC9575] .

Resource Records
1. HH T Resource Record

The HHI T Resource Record (HHI T, RRType 67) is a netadata record for
various bits of HH T-specific information that isn't available in the
pre-existing H P RRType. The HH T RRType does not replace the HP
RRType [ RFC8005]. The prinmary advantage of the HH T RRType over the
exi sting RRType is the mandatory inclusion of the Canonica

Regi stration Certificate containing an entity’'s public key signed by
the registrar, or other trust anchor, to confirmregistration

The data MJUST be encoded in the Concise Binary Object Representation
(CBOR) [ RFC8949] bytes. The Concise Data Definition Language (CDDL)
[ RFC8610] of the data is provided in Figure 4.

1.1. Text Representation

The data are represented in base64 [ RFC4648] and may be divided into
any nunber of white-space-separated substrings, down to single base64
digits, which are concatenated to obtain the full object. These
substrings can span lines using the standard parenthesis. Note that
the data has internal subfields but these do not appear in the zone
file representation; only a single |ogical base64 string will appear.

1.1.1. Presentation Representation

The data MAY, for display purposes only, be represented using the
Ext ended Di agnostic Notation as defined in Appendi x G of [ RFC8610].

1.2. Field Descriptions

hhit-rr = [
hhit-entity-type: uint,
hi d- abbrevi ation: tstr .size(15),
canoni cal -regi stration-cert: bstr

Figure 4: HHHT Wre Format CDDL
Al fields of the HHI T RRType MJST be included to be properly forned.

HHI'T Entity Type: The HHIT Entity Type field is a nunber with val ues
defined in Section 6.2.2. It is envisioned that there may be many
types of HHI Ts in use. In sone cases, it may be hel pful to
understand the role of the HHI Ts in the ecosystem |ike that
described in [drip-dki]. This field provides such context. This
field MAY provide a signal of additional information and/or
different handling of the data beyond what is defined in this
docunent .
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H D Abbrevi ation: The H D Abbreviation field is a string that

provi des an abbreviation to the H D (H erarchy ID) structure of a
DET for display devices. The convention for such abbreviations is
a matter of local policy. Absent of such a policy, this field
MUST be filled with the four character hexadeci nal representations
of the RAA and HDA (in that order) with a separator character,
such as a space, in between. For exanple, a DET with an RAA val ue
of 10 and HDA val ue of 20 woul d be abbreviated as: 000A 0014.

Canoni cal Registration Certificate: The Canonical Registration
Certificate field is for a certificate-endorsing registration of
the DET. It MJIST be encoded as X 509 DER [ RFC5280]. This
certificate MAY be self-signed when the entity is acting as a root
of trust (i.e., an apex). Such self-signed behavior is defined by
policy, such as in [drip-dki], and is out of scope for this
docunent. This certificate is part of a chain of certificates
that can be used to validate inclusion in the hierarchy.

2. UAS Broadcast RI D Resource Record

The UAS Broadcast RI D Resource Record (BRID, RRType 68) is a format
to hold information typically sent over UAS Broadcast RID that is
static. It can act as a data source if information is not received
over Broadcast RID or for cross validation. The primary function for
DRIP is to include of one or nore Broadcast Endorsenents as defined
in [RFCO575] in the auth field. These Endorsenents are generated by
the registrar upon successful registration and broadcast by the
entity.

The data MJST be encoded in CBOR [ RFC8949] bytes. The CDDL [ RFC8610]
of the data is provided in Figure 5

2.1. Text Representation

The data are represented in base64 [ RFC4648] and may be divided into
any nunber of white-space-separated substrings, down to single base64
digits, which are concatenated to obtain the full object. These
substrings can span lines using the standard parenthesis. Note that
the data has internal subfields but these do not appear in the zone
file representation; only a single |ogical base64 string will appear

2.1.1. Presentation Representation

The data MAY, for display purposes only, be represented using the
Ext ended Di agnostic Notation as defined in Appendi x G of [ RFC8610].
Al'l byte strings longer than a length of 20 SHOULD be displ ayed as
base64 when possi bl e.

2.2. Field Descriptions

bcast-rr = {
uas_type => ni bbl e-field,
uas_ids => [+ uas-id-grp],
? auth => [+ auth-grp],
self_id => self-grp
area => area-grp,
classification => classification-grp,
operator_id => operator-grp

=N ) ) )

}

uas-id-grp = [
id_type: &uas-id-types,
uas_id: bstr .size(20)

]

auth-grp = |
a_type: &auth-types,
a_data: bstr .size(l..362)
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]

area-grp = |
area_count: 1..255,
area_radius: float, # in decaneters
area_floor: float, # wgs84-hae in neters
area_ceiling: float # wgs84-hae in neters

classification-grp = |
class_type: 0..8,
cl ass: nibble-field,
category: nibble-field

]
self-grp = [
desc_type: 0..255,
description: tstr .size(23)
]
operator-grp = [
operator_id_type: 0..255,
operator_id: bstr .size(20)
]
uas-id-types = (none: 0, serial: 1, session_id: 4)
auth-types = (none: 0, specific_nethod: 5)
ni bble-field = 0..15
uas_type =0
uas_ids =1

auth = 2
self _id =3
area = 4

classification = 5
operator_id = 6

Figure 5: BRID Wre Format CDDL

The field nanmes and their general typing are taken fromthe ASTM data
dictionary (Tables 1 and 2) [F3411]. See that docunent for

addi tional context and background information on aviation
application-specific interpretation of the field semantics. The
explicitly enunerated values included in the CDDL above are rel evant
to DRIP for its operation. Oher values nmay be valid but are outside
the scope of DRIP operation. Application-specific fields, such as
UAS Type, are transported and authenticated by DRI P but are regarded
as opaque user data to DRIP.

I ANA Consi derations
1. DET Prefix Del egation
The reverse domain for the DET Prefix, i.e., 3.0.0.1.0.0.2.ip6.arpa.,
is managed by IANA. TANA will |iaise, as needed, with the
International Cvil Aviation Oganization (ICAO to verify the
authenticity of delegations to CAAs (see Section 6.2.1.4).
2. | ANA DRIP Registry
2.1. DRIP RAA Allocations

| ANA has created the registry for RAA All ocati ons under the "Drone
Renote | D Protocol" registry group <https://ww.iana.org/assi gnnents/
dri p>.

RAA Al l ocations: a 14-bit value used to represent RAAs. Future
additions to this registry are to be made based on the foll ow ng
range and policy table:

| RAA Range | Allocation | Policy



| 0- 3 | Reserved | |
Fom e g o m e e e e e e e e eea oo +
| 4 - 3999 | 1SO 3166-1 | 1ESG Approval (Section 4.10 of |
| | Countries | [RFC8126]), Section 6.2.1.4 |
o m e e e - o e e e e e e e oo o mm e e e e e e e e e e e e e oo +
| 4000 - | Reserved | |
| 8191 | | |
Fom e g o m e e e e e e e e eea oo +
| 8192 - | Unassi gned | First Cone First Served

| 15359 | | (Section 4.4 of [RFC8126]) |
o m e e e - o e e e e e e e oo o mm e e e e e e e e e e e e e oo +
| 15360 - | Private | Private Use (Section 4.1 of |
| 16383 | Use | [RFC8126]), Section 6.2.1.5 |
Fom e g o m e e e e e e e e eea oo +

Table 1: RAA Ranges
6.2.1.1. RAA Allocation Fields
Val ue: The RAA val ue del egated for this entry.

Nanme: Nanme of the delegated RAA. For the | SO 3166-1 Countries
(Section 6.2.1.4), this should be the nanme of the country.

Ref erence: A publicly accessible link to the policy requirenents for
prospective HDA operators to register under this RA. This field
is OPTI ONAL.

Contact: Contact details of the adm nistrator of this RAA that
prospective HDA operators can nmake informational queries to.

6.2.1.2. RAA Registration Form

Val ue:

Name:

Ref er ence:

Cont act :

NS RRType Content (HDA=0):

NS RRType Content (HDA=4096):
NS RRType Content (HDA=8192):
NS RRType Content (HDA=12288):

Figure 6: RAA Del egati on Request Form

The NS RRType Content (HDA=X) fields are used by ANA to performthe
DNS del egati ons under 3.0.0.1.0.0.2.ip6.arpa.. See Section 6.2.1.3
for technical details.

6.2.1.3. Handling Nibble Split

To support DNS delegation in 3.0.0.1.0.0.2.ip6.arpa., a single RAAis
gi ven 4 del egati ons by borrowi ng the upper two bits of HDA space (see
Figure 7 for an exanmple). This enables a clean nibble boundary in
the DNS to del egate from (i.e., the prefix 2001: 3x: xxx0::/44). These
HDAs (0, 4096, 8192 and 12288) are reserved for the RAA

7654321098765432100000000000
1111119876543210

T T i S
| 0 | x| RAA=16376 |
T i i S S
0 | 0 | 0 | 0 | E | F | F HDA=0, x=00
o | o | o | 1 | E | F | FE HDA=4096, x=01
0 | 0 | 0 | 2 | E | F | F HDA=8192, x=10
0 | 0 | 0 | 3 | E | F | F HDA=12288, x=11



Figure 7: Exanple Bit Borrow ng of RAA=16376
6.2.1.4. 1SO 3166-1 Countries Range

The mappi ng between |1 SO 3166-1 Nuneric Nation Codes and RAAs is
speci fi ed and documented by 1 ANA. Each Nation is assigned 4 RAAs
that are left to the national authority for their purpose. For RAAs
under this range, a shorter prefix of 2001: 3x: xx00::/40 MAY be

del egated to each CAA, which covers all 4 RAAs (and reserved HDAS)
assigned to them

The registration policy for this range is set to | ESG Approva
(Section 4.10 of [RFC8126]) and IANA will liaise with the ICAOto
verify the authenticity of del egation requests (using Figure 6) by
CAAs.

6.2.1.5. Private Range
If nibble-reversed | ookup in DNS is desired, it can only be provided
by private DNS servers as zone del egations fromthe global root will
not be performed for this address range. Thus the RAAs (with its
subordinate HDAs) in this range may be used in |like manner and | ANA
wi Il not delegate any value in this range to any party (as per
Private Use, Section 4.1 of [RFC8126]).
One antici pated acceptable use of the private range is for
experinentation and testing prior to request allocation or assignnent
from | ANA
6.2.2. HHT Entity Types
Thi s docunent requests a new registry for HHIT Entity Types under the
"Drone Renote I D Protocol" registry group
<https://ww. i ana. org/ assi gnment s/ dri p>
HH T Entity Type: MNuneric, field of the HHIT RRType to encode the
HH T Entity Type. Al entries in this registry are under the
First Conme First Served policy (Section 4.4 of [RFC8126]).
6.2.2.1. HHT Type Registry Fields
Value: HH T Type value of the entry.
HH T Type: Nane of the entry and an optional abbreviation
Ref erence: Public docunent allocating the value and any additiona
i nformati on such as semantics. This can be a URL pointing to an
Internet-Draft, |IETF RFC, or web page anong ot hers.
6.2.2.2. HHT Type Registration Form
Val ue:
HH T Type:
Ref er ence
Figure 8 HH T Type Registration Form
6.2.2.3. Initial Values

The foll owi ng val ues are defined by this docunent:

| O | Not Defined



| 1 | DRIP Identity Managenment Entity (DI ME) | RFC 9886
oo - o m o oo U +
| 5 | Apex | RFC 9886
S Fo m o e e e eiaaoo-- S +
| 9 | Registered Assigning Authority (RAA) | RFC 9886
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +
| 13 | HH T Domain Authority (HDA) | RFC 9886 |
oo - o m o oo U +
| 16 | Unmanned Aircraft (UA) | RFC 9886
S Fom o e e eiaaooo-- S +
| 17 | Gound Control Station (GCS) | RFC 9886
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +
| 18 | Unmanned Aircraft System (UAS) | RFC 9886
oo - o m o oo U +
| 19 | Renote ldentification (R D) Mdule | RFC 9886 |
S Fom o e e ee e S +
| 20 | Pilot | RFC 9886
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +
| 21 | Operator | RFC 9886
oo - o m o oo U +
| 22 | Discovery & Synchronization Service (DSS) | RFC 9886
S Fo m o e e eiaaoo-- S +
| 23 | UAS Service Supplier (USS) | RFC 9886
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +
| 24 | Network RID Service Provider (SP) | RFC 9886
oo - o m o oo U +
| 25 | Network RID Display Provider (DP) | RFC 9886
S Fo m o e e e ee e S +
| 26 | Suppl enental Data Service Provider (SDSP) | RFC 9886
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +
| 27 | Crowd Sourced RID Finder | RFC 9886
oo - o m o oo U +

Table 2: HHIT Entity Type Initial Values
Security Considerations
.1. DNS Operational and Registration Considerations

The Registrar and Registry are comonly used concepts in the DNS
These comnmponents connect the DIME with the DNS hierarchy and thus
operation SHOULD fol | ow best common practices, specifically in
security (such as running DNSSEC) as appropriate except when nationa
regul ations prevent it. [BCP237] provides suitable guidance

If DNSSEC i s used, a DNSSEC Practice Statenent SHOULD be devel oped
and published. It SHOULD expl ai n how DNSSEC has been depl oyed and
what security nmeasures are in place. [RFC6841] docunents a franmework
for DNSSEC policies and DNSSEC Practice Statenents. A self-signed
entity (i.e., an entity that self-signed its certificate as part of
the HHI T RRType) MJST use DNSSEC

The interfaces and protocol specifications for registry-registrar
interactions are intentionally not specified in this docunent. These
wi Il depend on nationally defined policy and prevailing | oca
circunstances. It is expected that registry-registrar activity wll
use the Extensible Provisioning Protocol (EPP) [STD69] or equival ent.
The regi stry SHOULD provide a | ookup service such as RDAP [ STD95] or
equi val ent to publish public information about registered domain
names.

Deci si ons about DNS or registry best practices and other operationa
matters that influence security SHOULD be nmade by the CAA ideally in
consultation with | ocal stakehol ders.
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The gui dance above is intended to reduce the likelihood of
interoperability problens and mnimze security and stability
concerns. For instance, validation and authentication of DNS
responses depends on DNSSEC. |If this is not used, entities using
DRIP will be vulnerable to DNS spoofing attacks and coul d be exposed
to bogus data. DRIP DNS responses that have not been validated by
DNSSEC coul d contain bogus data that have the potential to create
serious security problens and operational concerns for DRIP entities.
These threats include denial-of-service attacks, replay attacks,

i mpersonation or cloning of UAVs, hijacking of DET registrations,
injection of corrupt metadata, and conpronising established trust
architecture/rel ati onships. Some regulatory and | egal considerations
are expected to be sinplified by providing a | ookup service for
access to public information about registered donai n nanes for DETs.

When DNSSEC is not in use, due to the Iength of the ORCH D hash

sel ected for DETs (Section 3.5 of [RFC9374]), clients MJST "wal k" the
tree of certificates locating each certificate by perforning DNS

| ookups of HHI T RRTypes for each DET verifying inclusion into the

hi erarchy. The collection of these certificates (which provide both

signature protection fromthe parent entity and the public key of the
entity) is the only way without DNSSEC to prove valid registration

The contents of the BRI D RRType auth key, containing Endorsenents as
described in Section 4.2 of [RFC9575], are a shadow of the X 509
certificate found in the HHT RRType. The validation of these
Endorsenents follow the guidelines witten in Section 6.4.2 of

[ RFCO575] for Broadcast RI D Cbservers and when present MJST al so be
val i dat ed.

DET and Public Key Exposure

DETs are built upon asymretric keys. As such the public key nust be
revealed to enable clients to perform signature verifications.

[ RFC9374] security considerations cover various attacks on such keys.
VWil e unlikely, the forging of a corresponding private key is
possible if given enough tinme (and conputational power).

When practical, it is RECOWENDED that no RRTypes under a DET s

speci fic domai n name be published unless and until it is required for
use by other parties. Such action would cause at least the HHT
RRType to not be in the DNS, protecting the public key in the
certificate from being exposed before its needed. The conbi nation of
this "just in tinme" publishing mechani smand DNSSEC i s out of scope
for this docunent.

Optimally this requires that the UAS sonehow signal to the DI ME that
a flight using a Specific Session IDw Il soon be underway or
complete. It may also be facilitated under UTMif the USS (which may
or may not be a DI ME) signals when a given operation using a Session
I D goes active
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Appendi x A.  Exanpl e Zone Files and RRType Contents

An exampl e zone file ip6.arpa., run by ANA, is not showmn. It would
contain NS RRTypes to delegate to a respective RAA. To avoid any
future collisions with production depl oynents an apex of

i p6. exanpl e.com is used instead of ip6.arpa.. Al hexadeci nal
strings in the exanples are broken into the Iengths of a word, for
docunent formatting purposes.

An RAA with a H D of RAA=16376, HDA=0 and HDA with a the H D
RAA=16376, HDA=10 were used in the exanples.

A. 1. Exanmple RAA
A.1.1. Authentication HH T

$ORIGN5.0.0.0.0.0.e.f.f.3.0.0.1.0.0. 2.1 p6. exanpl e. com
7.b.0.a.1.9.e.1.7.5.1.a.0.6.e.5. INHHT (
gwp p M2 ZmOCAWIVDAWWFGM | BQ CB9aAD
AgECAgE1MAUGAYt | ¢ DAr MSkwd wYDVQQD
DCAy MDAX MDAz ZnZl MDAWMVDAL NWJ2 MGEX
NTcxZTkxYTBI Nz Ae FwOy NTAONMDky MDU2
M ZaFwOy NTAOMDKy MTU2M ZaMBOx Gz AZ
BgNVBAMVEK RSSVAt UK FBLUEt MTYz Nz Yt
VDAqQMAUGAYt | cAMWAInQLbBLcqGAZt QI
K1LH1JI Pt 8Fr 1+j BOEDY gNBP8eE/ o0ww
Sj APBgNVHRNMBAf 8EBTADAQH MDc GA1Ud
EQEB/ wQt MCUHECABAD/ +AAAFXNTChVX6R
oLeGF2h0dHBz G 8venFhLnmvAYWiwbGUu
Y29t MAUGAYt | cANBALUPj hl B3r wgXQep
r 9/ VDB+hht wuWZI wl OUk EuDr F6DCkgc7
5w dXnXa5/ ubDf dKL7dZ83nPH2Tf 32Dv
b8AzEW8=

Figure 9: RAA Auth HH T RRType Exanple

Figure 10 shows the CBOR decoded RDATA in the HHI T RRType found in
Fi gure 9.



10, # Reserved (RAA Auth from DKI)
"3ff8 0000",

h' 308201423081F5A00302010202013530
0506032B6570302B312930270603550403
0C20323030313030336666653030303030
3535653630613135373165393161306237
301E170D3235303430393230353632365A
170D3235303430393231353632365A301D
311B301906035504030C12445249502D52
41412D412D31363337362D30302A300506
032B65700321009990D5B04B72A18066D4
092B52C7D4994FB7C16BD7E8C1F440FFA8
DO4FF1E13FA34C304A300F0603551D1301
01FF040530030101FF30370603551D1101
01FF042D302B87102001003FFEO000055E
60A1571E91A0B7861768747470733A2F2F
7261612E6578616D706C652E636F6D3005
06032B6570034100B50F8E1201DEBC2A5D
07A9AFDFD50C1FA186DC2E599230D4E524
12EO0EB17A0C292073BE7089D5E75DAE7FB
837DD28BEDD67CDE63C79B64DFDF60EF6F
C033130F

Fi gure 10: 2001: 3f:fe00: 5: 5e60: al57: 1e91: aOb7 Decoded HHI T RRType
CBOR

Fi gure 11 shows the decoded DER X 509 found in Figure 10.

Certificate:
Dat a:
Version: 3 (0x2)
Serial Number: 53 (0x35)
Signature Al gorithm ED25519
| ssuer: CN = 2001003f f e0000055e60a1571e91a0b7
Validity
Not Before: Apr 9 20:56:26 2025 GMI
Not After : Apr 9 21:56:26 2025 GMI
Subj ect: CN = DRI P- RAA- A-16376-0
Subj ect Public Key Info:
Public Key Algorithm ED25519
ED25519 Publ i c- Key:
pub:
99: 90: d5: b0: 4b: 72: al: 80: 66: d4: 09: 2b: 52: c7: d4:
99: 4f : b7:cl: 6b: d7:e8:cl:f4:40:ff:a8:d0: 4f: f 1:
el: 3f
X509v3 ext ensi ons:
X509v3 Basic Constraints: critica
CA: TRUE
X509v3 Subj ect Alternative Nane: critica
| P Addr ess: 2001: 3F: FEQO: 5: 5E60: A157: 1E91: AOB7,
URI : https://raa. exanpl e. com
Signature Algorithm ED25519
Si gnat ure Val ue:
b5: Of : 8e: 12: 01: de: bc: 2a: 5d: 07: a9: af : df : d5: Oc: 1f: al: 86
dc: 2e: 59: 92: 30: d4: e5: 24: 12: e0: eb: 17: a0: c2: 92: 07: 3b: e7
08: 9d: 5e: 75: da: e7: fb: 83: 7d: d2: 8b: ed: d6: 7c: de: 63: c7: 9b
64: df : df : 60: ef : 6f: c0: 33: 13: Of

Figure 11: 2001: 3f:fe00: 5: 5e60: al57: 1€91: aOb7 Decoded Certificate
A.1.2. Delegation of HDA

$ORIGA N c.d.f.f.3.0.0.1.0.0.2.ip6. exanpl e. com
a.0.0. IN NS nsl. hda-10. exanpl e. com



Figure 12: HDA Del egati on Exanpl e
A. 2. Exanple HDA
A.2.1. Authentication and |Issue HH Ts

$ORIGN5.0.a.0.0.0.e.f.f.3.0.0.1.0.0. 2.i p6. exanpl e. com
0.a.9.0.7.2.4.d.5.4.e.e.5.1.6.6.5.0. INHHT (
gws pM2ZmOCAWIVDBhWQFHM | BQz CB9qAD
AgECAgFf MAUGAyt | ¢ DAr MskwJwYDVQQD
DCAy MDAX MDAZ ZniZl MDAWIVDAL N2 MGEX
NTcxZTkx YTBi Nz Ae FwOy NTAONMDKy MTAz
MT1 aFwOy NTAOMDkYy M Az MT| avB4x HDAa
BgNVBAMVEORSSVAt SERBLUEt MTYz Nz Yt
MIAWK] AFBgM ZXADI QDCaB424RQa61YN
bna8eW 7f LRUSGPMsT Et 4wo4AQGAPENM
MEoWDWYDVROTAQH BAUWAWEB/ z A3BgNV
HREBAf 8ELTAr hx AgAQA/ / gAKBWYV7k XU
JwnrghhdodHRwezovL3JhYS5] eGFt ¢ Gxl
Lm\vbTAFBgM ZXADQQAhMpOSOngMkJ Y1
f +B9nTgawlj K4 YEERBt ¢z MknHDk CowX0
ynbaLN60TYe9hqN6+CI3SN8br Jke3hpM
gor vhDkJ

o0~
N

.e.6.5.2.b.6.7.3.4.d.e.0.6.2.5.0. INHHT (
gwop M2 ZmOCAMVDBhWOFHM | BQz CB9qAD
AgECAgFYMAUGAYt | ¢ DAr Mskwd wYDVQQD
DCAy MDAX MDAz ZniZI NDAWYTALNj Yx NV
NDVKNDI 3MVDI hMDAe FwOy NTAOMDKky MTAL
MIRaFw0y NTAOMDky M A1MTRaMB4x HDAa
BgNVBAMVEORSSVAt SERBL UKt MTYz Nz Yt
MIAWK] AFBgM ZXADI QCCM 2ut QaLwhz
ORQy7f z43AeBTj 3Sdl 5r WLgTQcFl 6NM
MEoWDWYDVROTAQH BAUWAWEB/ z A3BgNV
HREBAf 8ELTAr hx AgAQA/ / gAKBSYOLDdr
JWlohhdodHRwezovL2hkYS51 eGFt ¢ Gxl
LmNvbTAFBgM ZXADQBa8I Zyf t xHIqDF
Vgv4Rt +cMUntc8aQuet 4UZdC3y QOB9ug4
sLVAScazZCW COnneRkgVRhi zelesfyi 3
RRU441 AE

Figure 13: HDA Auth/lssue HH T RRType Exanpl e

Figure 14 shows the CBOR decoded RDATA in the HHI T RRType found in
Fi gure 13.

[
14, # Reserved (HDA Auth from DKI)

"3ff8 000a",

h' 308201433081F6A00302010202015F30
0506032B6570302B312930270603550403
0C20323030313030336666653030303030
3535653630613135373165393161306237
301E170D3235303430393231303331395A
170D3235303430393232303331395A301E
311C301A06035504030C13445249502D48
44412DA412D31363337362D3130302A3005
06032B6570032100CE681E36E1141AEB56
OD6E76BC796B7B7CB454E463CCB1F12DE3
0A380101803FA34C304A300F0603551D13
0101FF040530030101FF30370603551D11
0101FF042D302B87102001003FFEOO0AOS
6615EEA5D42709A0861768747470733A2F
2F7261612E6578616D706C652E636F6D30



0506032B6570034100213293923A680C90
96357FE07DOD381AC148CAE18104441B5C
CCCO271C390EA305F4CA76DA2CDEB44D87
BD86A37AF8227748DF1BAC991EDE1A4C82
8AEF843909’

Figure 14: 2001: 3f:fe00: a05: 6615: ee45: d427: 9a0 Decoded HHI T

RRType CBOR

Figure 15 shows the decoded DER X. 509 found in Figure 14.

Certificate:

Dat a:
Version: 3 (0x2)
Serial Nunber: 95 (0x5f)
Signature Al gorithm ED25519
I ssuer: CN = 2001003f f e0000055e60a1571e91a0b7
Validity
Not Before: Apr 9 21:03:19 2025 GJI
Not After : Apr 9 22:03:19 2025 GMI
Subj ect: CN = DRI P- HDA- A- 16376- 10
Subj ect Public Key Info:
Public Key Algorithm ED25519
ED25519 Publ i c- Key:
pub:

ce: 68: 1e: 36: el: 14: 1a: eb: 56: 0d: 6e: 76: bc:
7b: 7c: b4:54: e4: 63: cc: bl: f1: 2d: e3: Oa: 38:

80: 3f
X509v3 ext ensi ons:
X509v3 Basic Constraints: critica
CA: TRUE
X509v3 Subj ect Alternative Nane: critica

| P Addr ess: 2001: 3F: FEOO: AO5: 6615: EE45: D427

URI : https://raa. exanpl e. com
Signature Algorithm ED25519
Si gnat ure Val ue:

21: 32: 93: 92: 3a: 68: 0c: 90: 96: 35: 7f: e0: 7d: 9d: 38: 1a: c1
ca: el: 81:04: 44: 1b: 5c: cc: c9: 27: 1c: 39: Oe: a3: 05: f 4: ca:
da: 2c: de: b4: 4d: 87: bd: 86: a3: 7a: f8: 22: 77: 48: df : 1b: ac:

le: de: la: 4c: 82: 8a: ef : 84: 39: 09

Fi gure 15: 2001: 3f:fe00: a05: 6615: ee45: d427: 9a0 Decoded Certificate

79: 6b:
01: 01:

9A0,

48:
76:
99:

Figure 16 shows the CBOR decoded RDATA in the HHI T RRType found in
Fi gure 13.

[

15, # Reserved (HDA Issue from DKI)
"3ff8 000a",

h' 308201433081F6A00302010202015830
0506032B6570302B312930270603550403
0C20323030313030336666653030306130
3536363135656534356434323730396130
301E170D3235303430393231303531345A
170D3235303430393232303531345A301E
311C301A06035504030C13445249502D48
44412D492DP31363337362D3130302A3005
06032B65700321008233FDAEB5068BC148
59D113A0EDFCF8DC07814E3DD2765E6B5B
82E04D070597A34C304A300F0603551D13
0101FF040530030101FF30370603551D11
0101FF042D302B87102001003FFEO00AOS
260ED4376B256E28861768747470733A2F
2F6864612E6578616D706C652E636F6D30
0506032B65700341005AF256727EDCA726



AO0C5560BF846DF9C31499CF1A4307ADEL4
65D3B7CO0381F6EABE8BOB54049C6990968
C2D2799E4648154618B37B57AC/F28B745
1538E08004’

Fi gure 16: 2001: 3f:fe00: a05: 260e: d437: 6b25: 6e28 Decoded HHI T

RRType CBOR

Fi gure 17 shows the decoded DER X 509 found in Figure 16.

Certificate:

A 2.

Figure 17:

2.

Dat a:
Version: 3 (0x2)
Serial Number: 88 (0x58)
Signature Al gorithm ED25519
I ssuer: CN = 2001003ffe000a056615ee45d42709a0
Validity
Not Before: Apr 9 21:05:14 2025 GV
Not After : Apr 9 22:05:14 2025 GV
Subj ect: CN = DRI P-HDA-1-16376-10
Subj ect Public Key Info:
Public Key Al gorithm ED25519
ED25519 Publ i c- Key:
pub:

82:33:fd: ae: b5: 06: 8b: c1: 48: 59: d1: 13: a0:
f8:dc:07:81: 4e: 3d: d2: 76: 5e: 6b: 5b: 82: e0:

05: 97
X509v3 ext ensi ons:
X509v3 Basic Constraints: critical
CA: TRUE
X509v3 Subj ect Alternative Nanme: critical

| P Addr ess: 2001: 3F: FEOO: AO5: 260E: D437: 6B25:

URI : https:// hda. exanpl e. com
Signature Al gorithm ED25519
Si gnat ure Val ue:

5a:f2:56:72: 7e: dc: 47: 26: a0: ¢c5: 56: Ob: f 8: 46: df : 9c: 31:
9c: f1:a4:30: 7a: de: 14: 65: d3: b7: ¢9: 03: 81: f 6: ea: b8: bO:
40: 49: ¢6: 99: 09: 68: c2: d2: 79: 9e: 46: 48: 15: 46: 18: b3: 7b:

ac: 7f: 28: b7: 45: 15: 38: e0: 80: 04

Regi strant HHI T and BRI D

$ORIGN5.0.a.0.0.0.e.f.f.3.0.0.1.0.0. 2.i p6. exanpl e. com
2.b.6.c.b.4.a2.9.9.6.4.2.8.0.3.1. INHHT (

N~

gxJpM2ZmOCAWIVDBhWQEYM | BFDCBX6AD
AgECAgFUVAUGAYt | ¢ DAr MskwJwYDVQQD
DCAy MDAX MDAz ZnZl NDAWYTALM YWZWQ0
Mzc2Yj | LNmJy ODAe FwOy NTAOMDKyY MTEz
VDBaFwOy NTAOMDkY M Ez MDBaMAAWK|] AF
BgM ZXADI QDJLi +dl +i D5t f FI T4SJA5
+dr c VW88 GHgx PDOp56 Ch 3+q M7 MDkwiNwYD
VRORAQH BCOwK4c Q AEAP/ 4ACgUTCCRp
kv GsoYXaHROcHMBLY 90ZCEuZXhhbXBs
ZS5j b20wBQYDK2VWAOEAODbcdngC7/ BB
/ aLj ZnLi eo0ZFCDbd/ KI xAy+3X2Kt T4J
t odVxRMPAKN60008gachNf TG8p9npEcD
eYhesl| 2j BQ==

.6.c.b.4.a.9.9.6.4.2.8.0.3.1. INBRID (

OWAAAYI EUQEgAQA/ / gAKBRM JGraS8ay
AogFW kB+t 72Zwr t 9ntgAQA/ / gAABVS(Q
oVcekaC3nzZDVsEt yoYBnLAKr Usf U3
WW X6 MHOQP+00E/ x4T8gAQA/ / gAABV5(g

ed: fc:
4d: 07:

6E28,

49:
b5:
57:

2001: 3f: f e00: a05: 260e: d437: 6b25: 628 Decoded Certificate



oVcekaC3vCIntlJguvXt 7VR2o4wxPumaTl
I P3TQN3f QP28hpl nSI | sSwg8UCN nRad
7pdTvn2Eqf QIQNPKC vRZmAqTO5FDAVY
i QGX4PZnp+72Zy ABAD) +AA0FZhXuRd(n
CaDCOaB424RQa61YNona8eW 7f LRUSGPM
sf Bt 4wo4AQGAPY ABAD/ +AAAFXNChVX6R
oLfv3g+mLRB3ya5Tnj Y8+3CzdoDZTI9RZ
+XpN5hDi A6JyyxBJvUewx Lz PNhTXQp8v
ED71XAE82t Mt 3f B4zbzWNQLBVI JAQ h
9ncta’/ Znl AEAP/ 4ACgUnDt (BayVuKI | z
/ a61BovBSFNRE6Dt / Pj cB4AFOPdJ2Xnt b
guBNBWWKI AEAP/ 4ACgVnFe5F1CcJol jy
Cri JCxAYAWITOHPmM HLO2MKSpsHvi i Tze
gWBHIK/ Rr z41CYi x9Haz Al CAZOBFcf U5
M-W.LJI ZoaQABHNMO TQMW kB30OL2Z+zwW
IntgAQY / gAKBRM JGraS8ayyS4vnZf o
| g+bXxZWH+LCQOF na3FvPBh6sTwzgeej o
d/ ogAQA/ / gAKBSYOLDdr JWlogOf c8j Ti

myLmIr OOy FZoUx2j COwt B1j nqUJr 6bYaw
MoPr RBM KGBGW Vz 1y XNqUURoCg Ydws Y
e61lvd5i 6YJgnAQ==

Figure 18: Registrant HHI T/ BRI D RRType Exanpl e

Figure 19 shows the CBOR decoded RDATA in the HHI T RRType found in
Fi gure 18.

18, # Uncrewed Aircraft System (UAS)
"3ff8 000a",

h’ 308201143081C7A00302010202015430
0506032B6570302B312930270603550403
0C20323030313030336666653030306130
3532363065643433373662323536653238
301E170D3235303430393231313330305A
170D3235303430393232313330305A3000
302A300506032B6570032100C92E2F9D97
E8960F9B5F1654F8B09039F9DADC5BCF06
1EAC4FOCEA79ESE877FAA33B3039303706
03551D110101FF042D302B87102001003F
FEOOOA05130824699A4BC6B28617687474
70733A2F2F6864612E6578616D706C652E
636F6D300506032B6570034100D036DC76
7802EFF041FDA2E36662E27A8D191420DB
77F288C40CBEDD7D38AB53E09B68755C513
0F02437AA34D3C81A71B35F4C6F29F67A4
470379885EB25DA305

Figure 19: 2001: 3f:fe00: a05: 1308: 2469: 9a4b: c6b2 Decoded HHI T
RRType CBOR

Fi gure 20 shows the decoded DER X. 509 found in Figure 19

Certificate:
Dat a:

Version: 3 (0x2)

Serial Nunber: 84 (0x54)

Signature Algorithm ED25519

I ssuer: CN = 2001003ff e000a05260ed4376b256e28

Validity
Not Before: Apr 9 21:13:00 2025 GMI
Not After : Apr 9 22:13:00 2025 GMI

Subj ect :

Subj ect Public Key Info:



Public Key Al gorithm ED25519
ED25519 Publ i c- Key:
pub:
c9: 2e: 2f:9d: 97: e8: 96: Of : 9b: 5f: 16: 54: f 8: b0: 90:
39:f9: da: dc: 5b: cf: 06: 1e: ac: 4f: Oc: ea: 79: e8: e8:
77:fa
X509v3 ext ensi ons:
X509v3 Subject Alternative Nane: critica
| P Address: 2001: 3F: FEOO: A05: 1308: 2469: 9A4B: C6B2,
URI : https:// hda. exanpl e. com
Signature Al gorithm ED25519
Si gnat ure Val ue:
d0: 36: dc: 76: 78: 02: ef : f0: 41: fd: a2: €3: 66: 62: e2: 7a: 8d: 19
14: 20: db: 77: f 2: 88: c4: Oc: be: dd: 7d: 8a: b5: 3e: 09: b6: 87: 55
c5:13:0f:02:43: 7a: a3: 4d: 3c: 81: a7: 1b: 35:f4: c6: f2: 9f: 67
a4: 47:03: 79: 88: 5e: b2: 5d: a3: 05

Fi gure 20: 2001: 3f:fe00: a05: 1308: 2469: 9a4b: c6b2 Decoded Certificate

Figure 21 shows the CBOR decoded RDATA of the BRI D RRType in
Fi gure 18.

{

h, h’ 012001003FFEO00A05130824699A4BC6B2’ |,

NE o
—— o

S,

h' 01FADEF6670AEDF6672001003FFEO000O
055E60A1571E91A0B79990D5B04B72A180
66D4092B52C7D4994FB7C16BD7ESC1F440
FFA8DO4FF1E13F2001003FFEOO00055E60
Al1571E91A0B7BC2F66D4982EBD7B7B5B6A
38C313EE99A4F520FDD340DDDF40FDBC86
922748896CABOABC5023639B669DEE9753
BE6D84A9F38940D3CA0ASBD1666E2A4CEE
450C

S

h’ 0197EOF667A7EEF6672001003FFEOOOA
056615EE45D42709A0CE681E36E1141AEB
560D6E76BC796B7B7CB454E463CCB1F12D
E30A380101803F2001003FFEO0000S5E60
A1571E91A0B7EFDEAFAG62D1077COAES39A
363CFB70B37680D94FD459F97A4DE610E2
03A272CB1049BD47BOCABCCF3614D7429F
2F103EF55C013CDAD326B777C1E336F358
D40B',

S,

h’ 010AE1F6671AEFF6672001003FFEOOOA
05260ED4376B256E288233FDAEB5068BC1
4859D113A0EDFCF8DC07814E3DD2765E6B
5B82E04D0705972001003FFEO00A056615
EE45D42709A088F20AB8890B10320164CE
1CF9A51CBD3630A4A9B07BE2893CDEABOO
47F4AFDLAF3E350988B1F476B300838064
EF0571F53933E58B2C06686905811E731B
4D0C'

S,

h’ 01DCE2F667ECFOF6672001003FFEOOOA
05130824699A4BC6B2CO2E2F9DO7ES960F
9B5F1654F8B09039F9DADCSBCFO61EACAF
OCEA79EBE877FA2001003FFEOO00A05260E
D4376B256E2880E7DCF234E29982E64CE3
B2159A14C768CE3B0B41D639EAS09AFAGD
86B03283EB4773252860465AC573D725CD
A94511A02A98770B187BAD6F7798BA609A
A701’



Figure 21: 2001: 3f:fe00: a05: 1308: 2469: 9a4b: c6b2 Decoded BRI D
RRType CBOR
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