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Abst r act

Segnment Routing (SR) | everages source routing to steer packets
through an ordered list of instructions called "segnents". SR can be
instantiated over the MPLS data plane. Path Segnent ldentifiers
(PSIDs) are used to identify and correl ate bidirectional or end-to-
end paths in SR networks. This docunent defines procedures (i.e.,

si x new Target Forwardi ng Equi val ence O ass (FEC) Stack sub-TLVs) for
the use of LSP Ping to support connectivity verification and fault

i solation for SR paths that include PSIDs. The mechani snms descri bed
enabl e the validation and tracing of SR paths with Path SIDs in MPLS
net wor ks, conpl ementing existing SR-MPLS Operations, Admnistration,
and Mai ntenance (OAM capabilities.
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I ntroduction

A Path Segrment is a |local segnent [ RFC9545] that uniquely identifies
an SR path on the egress node. A Path Segrment ldentifier (PSID) is a
single | abel that is assigned fromthe SR Local Bl ock (SRLB)

[ RFC8402] of the egress node of an SR path.

As specified in [ RFC9545], PSID is a single |label inserted by the

i ngress node of the SR path and then processed by the egress node of
the SR path. The PSID is placed within the MPLS | abel stack as a

| abel inmediately following the |ast |abel of the SR path. The
egress node pops the PSID

The procedure for LSP Ping [ RFC8029] as defined in Section 7.4 of

[ RFC8287] is also applicable to PSID; this document appends the
existing step 4a with a new step 4b specific to PSID. Concretely,
LSP Ping can be used to check the correct operation of a PSID and
verify the PSID against the control plane. Checking correct
operation neans that an initiator can use LSP Ping to check whether a
PSI D reached the intended node and got processed by that node
correctly. Moreover, verifying a PSID agai nst the control plane
means that the initiator can use LSP Ping to verify the SR path
context (segnment-list, candidate path, or SR Policy) associated with
the PSID as signaled or provisioned at the egress node. To that end,
this docunment specifies six new Target Forwardi ng Equi val ence d ass
(FEC) Stack sub-TLVs for such PSID checks.

LSP Traceroute [RFC8287] is left out of this document because transit
nodes are not involved in PSID processing.

Conventi ons

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy
Thi s docunent uses the term nology defined in [ RFC3031], [RFC8402],
[ RFC8029], and [ RFC9545]; readers are expected to be famliar with
the ternms in those docunents.

Thi s docunent introduces the follow ng additional term



3.

Segnent-List-1D
The Segment-List-1D field is a 4-octet identifier that uniquely
identifies a segnent list within the context of the candidate path
of an SR Policy. Although not defined in [ RFC9256], the Segnent -
List-IDis the sanme identifier as the one that can be signal ed
t hrough control plane protocol s including Border Gateway Protocol
(BGP) (Section 2.1 of [SR-SEG.IST-1D], Path Conputation El enent
Conmruni cati on Protocol (PCEP) (Section 4.2 of [PCE-MILTIPATH),
and Border Gateway Protocol - Link State (BGP-LS) (Section 5.7.4
of [RFC9857]).

Pat h Segnent | D Sub- TLVs

Anal ogous to what's defined in Section 5 of [RFC8287] and Section 4
of [RFC9703], six new sub-TLVs are defined for the Target FEC Stack
TLV (Type 1), the Reverse-Path Target FEC Stack TLV (Type 16), and
the Reply Path TLV (Type 21). Note that the structures of the six
new sub-TLVs follow the TLV' s structure defined in Section 3 of

[ RFC8029] .

| Sub-Type | Sub-TLV Nane |
| 49 | SR Policy Associated PSID - |Pv4 |
TS T +
| 50 | SR Candi date Path Associated PSID - |Pv4 |
S o m m e e e e e e e e e e e e e e e eee— oo on +
| 51 | SR Segnent List Associated PSID - |Pv4 |
Fomm oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| 52 | SR Policy Associated PSID - |Pv6 |
TS T +
| 53 | SR Candi date Path Associated PSID - |Pv6 |
S o m m e e e e e e e e e e e e e e e eee— oo on +
| 54 | SR Segnent List Associated PSID - |Pv6 |
Fomm oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +

Tabl e 1: Sub-TLVs for PSID Checks

As specified in Section 2 of [RFC9545], a PSIDis used to identify
the follow ng:

* a single segment list, some segnent lists, or all segnent lists in
a candi date path of an SR Policy,

* some segnent lists across multiple candi date paths of an SR
Pol i cy, or

* all segment lists in all candidate paths of an SR Poli cy.

Therefore, six different Target FEC Stack sub-TLVs need to be defined
for PSID. The ordered list of selection rules for the six Target FEC
Stack sub-TLVs are defined as foll ows:

* \When a PSIDis used to identify all segnment lists in an SR Policy,
the Target FEC Stack sub-TLV of the type "SR Policy Associ ated
PSID' (for I1Pv4 or 1 Pv6) MJIST be used for PSID checks.

* \When a PSIDis used to identify all segnent lists in an SR
Candi date Path, the Target FEC Stack sub-TLV of the type "SR
Candi date Path Associated PSID'" (for |1Pv4 or |1 Pv6) MIST be used
for PSID checks.

* \When a PSIDis used to identify a single segnent list, the Target
FEC Stack sub-TLV of the type "SR Segnent List Associated PSID'
(for 1Pv4 or 1 Pv6) MIST be used for PSID checks.



* \When a PSIDis used to identify sonme segnent lists in a candidate
path or an SR Policy, the Target FEC Stack sub-TLV of the type "SR
Segnment List Associated PSID' (for IPv4 or |Pv6) MJST be used for
PSI D checks. In this case, nmultiple LSP Ping messages MJST be
sent, and one Target FEC Stack sub-TLV of the type "SR Segnent
Li st Associated PSID'" (for 1Pv4 or 1Pv6) MUST be carried in each
LSP Pi ng nessage.

These six new Target FEC Stack sub-TLVs are not expected to be
present in the sane nessage. |If nore than one of these sub-TLVs are
present in a message, only the first sub-TLV will be processed, per
the validation rules in Section 4.

.1. SR Policy Associated PSID - |Pv4 Sub-TLV

The SR Policy Associated PSID - |Pv4 sub-TLV is defined as foll ows:

0 1 2 3

01234567890123456789012345678901
T S T i T T S e
| Type = 49 | Length |
i T s i o S i i S R I S I S S S M
| Headend (4 octets) |
B T S i T s i i e e SEI S
| Col or (4 octets) |
T S T e
| Endpoint (4 octets) |
i T s i o S i i S R I S I S S S M

Figure 1: SR Policy Associated PSID - |Pv4 Sub-TLV For mat

Type (length: 2 octets)
The Type field identifies the sub-TLV as an SR Policy Associ ated
PSID - I Pv4 sub-TLV. The value is set to 49.

Length (length: 2 octets)
The Length field indicates the length of the sub-TLV in octets,
excluding the first 4 octets (Type and Length fields). The value
MUST be set to 12.

Headend (length: 4 octets)
The Headend field encodes the headend | Pv4 address of the SR
Policy. This field is defined in Section 2.1 of [RFC9256].

Col or (length: 4 octets)
The Color field identifies the color (i.e., policy identifier) of
the SR Policy and is encoded as defined in Section 2.1 of
[ RFC9256] .

Endpoi nt (length: 4 octets)
The Endpoint field encodes the endpoint |Pv4 address of the SR
Policy. This field is defined in Section 2.1 of [RFC9256].

.2. SR Candidate Path Associated PSID - | Pv4 Sub-TLV

The SR Candi date Path Associated PSID - | Pv4 sub-TLV is defined as
f ol | ows:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type = 50 | Length |
i e e R e o o e i ik i hI TR SR S S
| Headend (4 octets) |
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B i s T T i i o S o T Ji I
| Col or (4 octets) |
e s o i e e i R SR
| Endpoint (4 octets) |
i e e R i T o i e R b i o S S St
| Protocol -Ori gi nj Reserved |
B i s T T i i o S o T Ji I

|
Originator (20 octets) |
I
I

B i s T T i i o S o T Ji I
| Di scrimnator (4 octets) |
R e s T o T S R El ok i R e e S S e o o s

Fi gure 2: SR Candi date Path Associated PSID - |Pv4 Sub-TLV For mat

Type (length: 2 octets)
The Type field identifies the sub-TLV as an SR Candi date Path
Associated PSID - | Pv4 sub-TLV. The value is set to 50.

Length (length: 2 octets)
The Length field indicates the length of the sub-TLV in octets,
excluding the first 4 octets (Type and Length fields). The value
MJUST be set to 40.

Headend (length: 4 octets)
The Headend field encodes the headend | Pv4 address of the SR
Candi date Path. This field is defined in Section 2.1 of
[ RFC9256] .

Color (length: 4 octets)
The Color field identifies the policy color and is defined in
Section 2.1 of [RFC9256].

Endpoint (length: 4 octets)
The Endpoint field encodes the endpoint |IPv4 address of the SR
Candi date Path. This field is defined in Section 2.1 of
[ RFC9256] .

Protocol -Origin (length: 1 octet)
The Protocol -Origin field indicates the protocol that originated
the SR Candidate Path. It is defined in Section 2.3 of [RFC9256]
and takes values fromthe I ANA registry [ PROTOCOL-CRIAN]. If an
unsupported value is used, validation at the responder MJST fail

Reserved (length: 3 octets)
The Reserved field is reserved for future use. It MJST be set to
zero when sent and MUST be ignored upon receipt.

Originator (length: 20 octets)
The Originator field identifies the originator of the SR Candi date
Path and is encoded as defined in Section 2.4 of [RFC9256].

Discrimnator (length: 4 octets)
The Discrimnator field uniquely identifies the SR Candi date Path
within the context of the Headend, Color, and Endpoint fields.
This field is defined in Section 2.5 of [ RFC9256].

SR Segnent List Associated PSID - |Pv4 Sub-TLV

The SR Segnent List Associated PSID - |1Pv4 sub-TLV is used to
identify a specific segnent list within the context of a candi date
path of an SR Policy. The format of this sub-TLV is shown in

Fi gure 3.



0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type = 51 | Lengt h |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Headend (4 octets) |
el i I e i it T e e e e i i T o S e e S e T R R
| Col or (4 octets) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Endpoint (4 octets) |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Protocol -Ori gi n| Reserved |
el i I e i it T e e e e i i T o S e e S e T R R

|
Originator (20 octets) |
I
|

I
I
I
I
L- i T S S S T i T i I S I S S
| Di scrimnator (4 octets) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Segnent-List-1D (4 octets) |
i T s i o S i i S R I S I S S S M

Figure 3: SR Segnent List Associated PSID - |Pv4 Sub-TLV For mat

Type (length: 2 octets)
The Type field identifies the sub-TLV as an SR Segnent Li st
Associated PSID - |IPv4 sub-TLV. The value is set to 51

Length (length: 2 octets)
The Length field indicates the length of the sub-TLV in octets,
excluding the first 4 octets (Type and Length fields). The value
MUST be set to 44.

Headend (length: 4 octets)
The Headend field encodes the headend | Pv4 address of the SR
Policy. This field is defined in Section 2.1 of [RFC9256].

Color (length: 4 octets)
The Color field identifies the color of the SR Policy and is
encoded as specified in Section 2.1 of [RFC9256].

Endpoint (length: 4 octets)
The Endpoint field specifies the endpoint |Pv4 address of the SR
Policy, as defined in Section 2.1 of [RFC9256].

Protocol -Origin (length: 1 octet)
The Protocol-Origin field indicates the protocol that originated
the SR Candidate Path. It is defined in Section 2.3 of [RFC9256]
and takes values fromthe | ANA registry [PROTOCOL-ORIG N]. |If an
unsupported value is used, validation at the responder MJST fail

Reserved (length: 3 octets)
The Reserved field is reserved for future use. It MJST be set to
zero when transmtted and MJST be ignored upon receipt.

Oiginator (length: 20 octets)
The Originator field identifies the originator of the SR Candi date
Path and is defined in Section 2.4 of [RFC9256].

Di scrimnator (length: 4 octets)
The Discrimnator field uniquely identifies the SR Candi date Path
within the context of the Headend, Color, and Endpoint fields.
This field is defined in Section 2.5 of [RFC9256].
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Segnent-List-1D (length: 4 octets)
The Segment-List-1D field is a 4-octet identifier that uniquely
identifies a segnent list within the context of the candidate path
of an SR Policy. This field is defined in Section 2.2.

SR Policy Associated PSID - |IPv6 Sub-TLV
The SR Policy Associated PSID - | Pv6 sub-TLV is defined as follows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = 52 | Lengt h |
R e s T o T S R El ok i R e e S S e o o s

I
Headend (16 octets) |
I
|
i T S S S T i T i I S I S S

I

I

I

|

+-

| Color (4 octets) |
I S i o T s S S S e s s T
I
I
|
I
+-

I
Endpoi nt (16 octets) |
|
I
i i S S i T s i S

Figure 4: SR Policy Associated PSID - |Pv6 Sub-TLV For nat

Type (length: 2 octets)
The Type field identifies the sub-TLV as an SR Policy Associ ated
PSID - IPv6 sub-TLV. The value is set to 52

Length (length: 2 octets)
The Length field indicates the length of the sub-TLV in octets,
excluding the first 4 octets (Type and Length fields). The value
MJST be set to 36

Headend (length: 16 octets)
The Headend field encodes the headend | Pv6 address of the SR
Policy. This field is defined in Section 2.1 of [RFC9256].

Color (length: 4 octets)
The Color field identifies the color (i.e., policy identifier) of
the SR Policy and is encoded as defined in Section 2.1 of
[ RFC9256] .

Endpoint (length: 16 octets)
The Endpoint field encodes the endpoint |Pv6 address of the SR
Policy. This field is defined in Section 2.1 of [RFC9256].

SR Candi date Path Associated PSID - | Pv6 Sub-TLV

The SR Candi date Path Associated PSID - | Pv6 sub-TLV is defined as
fol |l ows:

0 1 2 3
01234567890123456789012345678901
Fo e e e o e e e e e e e e e e e e e e e e e b e e e e e e e e -
| Type = 53 | Lengt h |
Fo e e e e e e e e e e e e e e e e e e e e e e e e e b e e e e -

I I
| Headend (16 octets) |
I I
I I
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6

T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Col or (4 octets) |
T T i s T b I S S S e o

Endpoint (16 octets)

Pr ot ocol -Ori gi n| Reserved
T T o T e i ol s S SR S S S e e s it eI SR R T S R S

I
I
I
I
Bl o T R ik st T o e b i T o S S e S it eI
I
I
I

Oiginator (20 octets) |

I

I

Di scrimnator (4 octets) |
T S i ST S S i S S S S il i i i T S

I
I
I
|
+
I
+-
I

I

|

I

I

T T S S e e i S S U S S AR Tk ok e
I

+-

Figure 5: SR Candi date Path Associated PSID - |Pv6 Sub-TLV For mat

Type (length: 2 octets)
The Type field identifies the sub-TLV as an SR Candi date Path
Associated PSID - |1 Pv6 sub-TLV. The value is set to 53.

Length (length: 2 octets)
The Length field indicates the length of the sub-TLV in octets,
excluding the first 4 octets (Type and Length fields). The value
MUST be set to 64.

Headend (length: 16 octets)
The Headend field encodes the headend | Pv6 address of the SR
Candidate Path. This field is defined in Section 2.1 of
[ RFC9256] .

Color (length: 4 octets)
The Color field identifies the policy color and is defined in
Section 2.1 of [RFC9256].

Endpoi nt (length: 16 octets)
The Endpoint field encodes the endpoint |Pv6 address of the SR
Candi date Path. This field is defined in Section 2.1 of
[ RFC9256] .

Protocol -Origin (length: 1 octet)
The Protocol-Origin field indicates the protocol that originated
the SR Candidate Path. It is defined in Section 2.3 of [RFC9256]
and takes values fromthe I ANA registry [PROTOCCOL-CRIAN]. If an
unsupported value is used, validation at the responder MJST fail

Reserved (length: 3 octets)
The Reserved field is reserved for future use. It MJST be set to
zero when sent and MJST be ignored upon receipt.

Oiginator (length: 20 octets)
The Originator field identifies the originator of the SR Candi date
Path and is encoded as defined in Section 2.4 of [RFC9256].

Di scrimnator (length: 4 octets)

The Discrimnator field uniquely identifies the SR Candi date Path
within the context of the Headend, Color, and Endpoint fields.
This field is defined in Section 2.5 of [RFC9256].

SR Segnent List Associated PSID - |Pv6 Sub-TLV

The SR Segment List Associated PSID - |Pv6 sub-TLV is used to



identify a specific segnent list within the context of a candidate
path of an SR Policy. The format of this sub-TLV is shown in
Fi gure 6.

0

1 2 3

01234567890123456789012345678901

+-

+-

I
I
I
|
+
I
+
I
I
|
I
+
| Protocol -Ori ginj Reserved
+
I
|
I
I
I
+
I
+
I
+

i T o T i e S S S i S e S
Type = 54 | Length |
e b T S i i S S S S e e s S i T T i S S
Headend (16 octets)
B e T i T S i i I S T T i i i S N
Color (4 octets)

T S S S

Endpoi nt (16 octets)

T T S

I S S e T S S S T S S e

Oiginator (20 octets)

- - -+ +——F— +— +—

T o e i e S e e R b ok ok b NI T R
Di scrimnator (4 octets) |

i T o T i e S S S i S e S
Segnent-List-1D (4 octets) |

i i S i s i i i e

Fi gure 6: SR Segnent List Associated PSID - |Pv6 Sub-TLV For mat

Type (length: 2 octets)

The Type field identifies the sub-TLV as an SR Segment Li st
Associated PSID - | Pv6 sub-TLV. The value is set to 54.

Length (length: 2 octets)

The Length field indicates the length of the sub-TLV in octets,
excluding the first 4 octets (Type and Length fields). The value
MJST be set to 68.

Headend (length: 16 octets)

The Headend field encodes the headend | Pv6 address of the SR
Policy. This field is defined in Section 2.1 of [RFC9256].

Color (length: 4 octets)

The Color field identifies the color of the SR Policy and is
encoded as specified in Section 2.1 of [RFC9256].

Endpoint (length: 16 octets)

Pr

The Endpoint field specifies the endpoint |Pv6 address of the SR
Policy, as defined in Section 2.1 of [RFC9256].

otocol-Origin (length: 1 octet)
The Protocol-Origin field indicates the protocol that originated
the SR Candidate Path. It is defined in Section 2.3 of [RFC9256]
and takes values fromthe 1 ANA registry [PROTOCCOL-CRIAN]. If an
unsupported value is used, validation at the responder MJST fail.

Reserved (length: 3 octets)

The Reserved field is reserved for future use. It MJST be set to
zero when transmtted and MJUST be ignored upon receipt.



Oiginator (length: 20 octets)
The Originator field identifies the originator of the SR Candi date
Path and is defined in Section 2.4 of [RFC9256].

Di scrimnator (length: 4 octets)
The Discrimnator field uniquely identifies the SR Candi date Path
within the context of the Headend, Color, and Endpoint fields.
This field is defined in Section 2.5 of [RFC9256].

Segnment-List-1D (length: 4 octets)
The Segment-List-1D field is a 4-octet identifier that uniquely
identifies a segnent list within the context of the candi date path
of an SR Policy. This field is defined in Section 2.2.

4. PSID FEC Validation

The MPLS LSP Ping procedures may be initiated by the headend of the
SR path or a centralized topol ogy-aware data plane nonitoring system
as described in [RFC8403]. For the PSID, the responder nodes that
receive an echo request and send an echo reply MJST be the endpoint
of the SR path.

When an endpoi nt receives the LSP echo request packet with the top
FEC being the PSID, it MJST performvalidity checks on the content of
the PSID Target FEC Stack sub-TLV.

If a mal formed Target FEC Stack sub-TLV is received, then a return
code of 1, "Malforned echo request received" as defined in [ RFC8029]
MJUST be sent. The section below is appended to step 4a of

Section 7.4 of [RFC8287].

4.1. PSID FEC Validation Rul es
4b. Segment Routing PSID Validation

If the Label -stack-depth is 1 and the Target FEC Stack sub-TLV at
FEC- st ack-depth is 49 (SR Policy Associated PSID - |Pv4 sub-TLV), {

Set the Best-return-code to 10 "Mapping for this FECis not the
given | abel at stack-depth <RSC>" if any bel ow conditions fai
(the notation <RSC> refers to the Return Subcode):

- Validate that the PSID is signaled or provisioned for the SR
Policy {

* Validate that the signal ed or provisioned headend, col or,
and endpoint for the PSID match with the correspondi ng
fields in the received SR Policy Associated PSID - |Pv4
sub- TLV.

}

If all the above validations have passed, set the return code to 3
"Replying router is an egress for the FEC at stack-depth <RSC>".

Set the FEC-Status to 1 and return

}

Else, if the Label-stack-depth is 1 and the Target FEC Stack sub-TLV
at FEC-stack-depth is 50 (SR Candi date Path Associated PSID - |Pv4
sub-TLV), {



Set the Best-return-code to 10 "Mapping for this FECis not the
given | abel at stack-depth <RSC>" if any bel ow conditions fail

- Validate that the PSID is signaled or provisioned for the SR
Candi date Path {

* Validate that the signaled or provisioned headend, col or,
endpoint, originator, and discrimnator for the PSID
match with the corresponding fields in the received SR
Candi date Path Associated PSID - | Pv4 sub-TLV.

}

If all the above validati ons have passed, set the return code to 3
"Replying router is an egress for the FEC at stack-depth <RSC>".

Set the FEC-Status to 1 and return

}

El se, if the Label-stack-depth is 1 and the Target FEC Stack sub-TLV
at FEC- stack-depth is 51 (SR Segnent List Associated PSID - |Pv4
sub-TLV), {

Set the Best-return-code to 10 "Mapping for this FECis not the
given | abel at stack-depth <RSC>" if any bel ow conditions fail:

- Validate that the PSID is signaled or provisioned for the SR
Segment List {

* Validate that the signaled or provisioned headend, col or,
endpoint, originator, discrimnator, and segnent-list-id
for the PSID match with the corresponding fields in the
recei ved SR Segnent List Associated PSID - |Pv4 sub-TLV.

}

If all the above validations have passed, set the return code to 3,
"Replying router is an egress for the FEC at stack-depth <RSC>".

Set the FEC-Status to 1 and return

}

Else, if the Label-stack-depth is 1 and the Target FEC Stack sub-TLV
at FEC-stack-depth is 52 (SR Policy Associated PSID - |Pv6
sub-TLV), {

Set the Best-return-code to 10 "Mapping for this FECis not the
gi ven | abel at stack-depth <RSC>" if any bel ow conditions fai

- Validate that the PSID is signaled or provisioned for the SR
Policy {

* Validate that the signal ed or provisioned headend, col or,
and endpoint for the PSID match with the correspondi ng
fields in the received SR Policy Associated PSID - |Pv6 sub-
TLV.



If all the above validations have passed, set the return code to 3
"Replying router is an egress for the FEC at stack-depth <RSC>".

Set the FEC-Status to 1 and return.

}

Else, if the Label-stack-depth is 1 and the Target FEC Stack sub-TLV
at FEC-stack-depth is 53 (SR Candi date Path Associated PSID - |Pv6
sub-TLV), {

Set the Best-return-code to 10 "Mapping for this FECis not the
given | abel at stack-depth <RSC>" if any bel ow conditions fail:

- Validate that the PSID is signaled or provisioned for the SR
Candi date Path {

* Validate that the signal ed or provisioned headend, col or,
endpoint, originator, and discrimnator for the PSID
match with the corresponding fields in the received SR
Candi date Path Associated PSID - | Pv6 sub- TLV.

}

If all the above validati ons have passed, set the return code to 3
"Replying router is an egress for the FEC at stack-depth <RSC>".

Set the FEC-Status to 1 and return.

}

Else, if the Label-stack-depth is 1 and the Target FEC Stack sub-TLV
at FEC-stack-depth is 54 (SR Segnent List Associated PSID - |Pv6
sub-TLV), {

Set the Best-return-code to 10 "Mapping for this FECis not the
given | abel at stack-depth <RSC>" if any bel ow conditions fail:

- Validate that the PSID is signaled or provisioned for the SR
Segment List {

* Validate that the signaled or provisioned headend, col or,
endpoint, originator, discrimnator, and segnent-list-id

for the PSID match with the corresponding fields in the
recei ved SR Segnent List Associated PSID - |Pv6 sub-TLV.

}

If all the above validations have passed, set the return code to 3
"Replying router is an egress for the FEC at stack-depth <RSC>".

Set the FEC-Status to 1 and return.

}
VWhen any of the following is carried in a Reverse-Path Target FEC

Stack TLV (Type 16) or Reply Path TLV (Type 21), it MJST be sent by
an endpoint in an echo reply.

* SR Policy Associated PSID - |Pv4 sub-TLV,
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* SR Candi date Path Associated PSID - |Pv4 sub-TLV,

* SR Segnent List Associated PSID - | Pv4 sub-TLV,

* SR Policy Associated PSID - |Pv6 sub-TLV,

* SR Candi date Path Associated PSID - |Pv6 sub-TLV, or
* SR Segnent List Associated PSID - |Pv6 sub-TLV

The headend MJST performvalidity checks as descri bed above w t hout
setting the return code. |If any of the validations fail, then the
headend MJUST drop the echo reply and SHOULD | og and/ or report an
error.

Security Considerations

Thi s docunent defines additional MPLS LSP Ping sub-TLVs and foll ows
the mechani snms defined in [RFC8029]. All the security considerations
defined in Section 5 of [RFC8029] apply to this docunent. The MPLS
LSP Ping sub-TLVs defined in this document do not inpose any

addi tional security challenges to be consi dered.

| ANA Consi der ati ons

I ANA has assigned six Target FEC Stack sub-TLVs fromthe "Sub-TLVs
for TLV Types 1, 16, and 21" registry [ MPLS-LSP-PING within the
"TLVS" registry of the "Miultiprotocol Label Switching (MPLS) Label
Switched Paths (LSPs) Ping Paraneters" registry group. The Standards
Action [RFC8126] range that requires an error message to be returned
if the sub-TLV is not recognized (range 0-16383) has been used.

[ e s e oo e el e
| Sub-Type | Sub-TLV Nane | Reference |
| 49 | SR Policy Associated PSID - I1Pv4d | Section 3.1 |
| | | of RFC 9884 |
TS T S +
| 50 | SR Candi date Path Associ at ed | Section 3.2 |
| | PSID - 1Pv4 | of RFC 9884 |
S o m o e e S +
| 51 | SR Segnent List Associated PSID | Section 3.3 |
| | - 1Pv4 | of RFC 9884 |
TS T S +
| 52 | SR Policy Associated PSID - IPv6 | Section 3.4 |
| | | of RFC 9884 |
S o m o e e S +
| 53 | SR Candi date Path Associ at ed | Section 3.5 |
| | PSID - |Pv6 | of RFC 9884 |
TS T S +
| 54 | SR Segnent List Associated PSID | Section 3.6 |
| | - IPv6 | of RFC 9884 |
S o m o e e S +

Tabl e 2: Sub-TLVs for TLV Types 1, 16, and 21 Registry
Ref er ences
Nor mat i ve Ref erences

[ MPLS- LSP- PI NG
I ANA, "Ml tiprotocol Label Switching (MPLS) Label Switched
Pat hs (LSPs) Ping Paraneters",
<http://wmv. i ana. or g/ assi gnnent s/ npl s-1 sp- pi ng-
par amet er s>.
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