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I ntroduction

The Modul e-Lattice-Based Digital Signature Algorithm (M-DSA) is a
post -quantum di gi tal signature al gorithm standardi sed by the US
National Institute of Standards and Technol ogy (NI ST) as part of
their post-quantum cryptography standardi sation process. It offers
smal l er signatures and significantly faster runtines than SLH DSA

[ FI PS205], an alternative post-quantum signature algorithm al so
standardi sed by NIST. This docunent specifies the use of M.-DSA in
the CM5 at three security levels: M.-DSA-44, M.-DSA-65, and M.- DSA-
87. See Appendi x B of [RFC9881] for nore information on the security
| evel s and key sizes of M.-DSA

Prior to standardi sation, M.-DSA was known as Dilithium M.-DSA and
Dilithiumare not conpati bl e.

For each of the M.-DSA parameter sets, an algorithmidentifier QD
has been specifi ed.

[ FI PS204] al so specifies a pre-hashed variant of M-DSA, called
HashM.- DSA. Use of HashM.-DSA in the CM5 is not specified in this
docunent. See Section 3.1 for nore details.

.1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

M.- DSA Al gorithm ldentifiers

Many ASN. 1 data structure types use the Algorithmdentifier type to
identify cryptographic algorithnms. 1In the CV5, Algorithmdentifiers
are used to identify M.-DSA signatures in the signed-data content
type. They nmay al so appear in X 509 certificates used to verify
those signatures. The sane Algorithmdentifiers are used to identify
M_- DSA public keys and signature algorithms. [RFC9881] describes the
use of M.-DSA in X.509 certificates. The Algorithmdentifier type is
defined as foll ows:

Al gorithm dentifier{ ALGCORI THM TYPE, ALGORI THW TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithntet}),
paranmeters ALGORI THW TYPE.
&Parans({Al gorithnbet}{@l gorithn}) OPTI ONAL

}

| NOTE: The above syntax is from|[RFC5911] and is conpatible with
| the 2021 ASN.1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in the Algorithm dentifier type have the foll ow ng
meani ngs:

algorithm The algorithmfield contains an O D that identifies the
cryptographic algorithmin use. The O Ds for M-DSA are described
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bel ow.

paraneters: The paraneters field contains paraneter information for
the algorithmidentified by the ODin the algorithmfield. Each
M.- DSA paraneter set is identified by its owm algorithmd D, so
there is no relevant information to include in this field. As
such, parameters MJST be omitted when encodi ng an M.- DSA
Al gorithmdentifier.

The object identifiers for M.-DSA are defined in the N ST Conputer
Security Objects Register [CSOR], and are reproduced here for
conveni ence.

sigAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1) gov(101l) csor(3) nistAlgorithns(4) 3}

i d-m -dsa-44 OBJECT | DENTI FIER ::

{ sigAlgs 17 }

i d-m - dsa- 65 OBJECT IDENTIFIER ::= { sigAl gs 18 }

i d-m -dsa-87 OBJECT | DENTI FI ER ::

1
-~

sigAlgs 19 }
Si gned- Dat a Conventi ons
1. Pure Mdde Versus Pre-Hash Mde

[ RFC5652] specifies that digital signatures for CMs are produced
usi ng a digest of the nessage to be signed and the signer’s private
key. At the tine RFC 5652 was published, all signature algorithns
supported in the CM5 required a nessage digest to be cal cul ated
externally to that algorithm which would then be supplied to the
al gorithminplenmentation when cal cul ating and verifying signatures.
Si nce then, EdDSA [ RFC8032], SLH DSA [FIPS205] and M.- DSA have al so
been standardi sed, and these al gorithns support both a "pure" and a

"pre-hash" nmode. |In the pre-hash node, a nessage digest (the "pre-
hash") is cal cul ated separately and supplied to the signature
al gorithm as descri bed above. |In the pure nbpde, the nessage to be

signed or verified is instead supplied directly to the signature

al gorithm When EdDSA [ RFC8419] and SLH DSA [ RFC9814] are used with
CVB, only the pure node of those algorithns is specified. This is
because in nost situations, CMS signatures are conputed over a set of
signed attributes that contain a hash of the content, rather than
bei ng computed over the nessage content itself. Since signed
attributes are typically small, use of pre-hash nbdes in the CMS
woul dn’t significantly reduce the size of the data to be signed, and
hence of fers no benefit. This docunent follows that convention and
does not specify the use of M.-DSA s pre-hash node ("HashM.-DSA") in
the CMVB

2. Signature Ceneration and Verification

[ RFC5652] describes the two nethods that are used to cal cul ate and
verify signatures in the CM5. One nethod is used when signed
attributes are present in the signedAttrs field of the rel evant
Signerlinfo, and another is used when signed attributes are absent.
Each net hod produces a different "nessage digest" to be supplied to
the signature algorithmin question, but because the pure node of M-
DSA is used, the "nessage digest" is in fact the entire nessage. Use
of signed attributes is preferred, but the conventions for signed-
data wi thout signed attributes is also described bel ow for
conpl et eness.

When signed attributes are absent, M.-DSA (pure node) signatures are
comput ed over the content of the signed-data. As described in
Section 5.4 of [RFC5652], the "content" of a signed-data is the val ue
of the encapContentlnfo eContent OCTET STRING The tag and | ength



octets are not included.

When signed attributes are included, M.-DSA (pure node) signatures
are conputed over the conplete DER encodi ng of the SignedAttrs val ue
contained in the Signerinfo’'s signedAttrs field. As described in
Section 5.4 of [RFC5652], this encoding includes the tag and | ength
octets, but an EXPLICIT SET OF tag is used rather than the IMPLICIT
[0] tag that appears in the final nessage. At a mninmum the
signedAttrs field MJUST include a content-type attribute and a
message-di gest attribute. The nmessage-digest attribute contains a
hash of the content of the signed-data, where the content is as
described for the absent signed attributes case above. Recal cul ation
of the hash value by the recipient is an inportant step in signature
verification.

Section 4 of [RFC9814] describes how, when the content of a signed-
data is large, performance nmay be inproved by including signed
attributes. This is as true for M.-DSA as it is for SLH DSA,

al t hough M.- DSA signature generation and verification is
significantly faster than SLH DSA.

M.- DSA has a context string input that can be used to ensure that
different signatures are generated for different application
contexts. \When using M.-DSA as specified in this document, the
context string is set to the enpty string.

3.3. Signerlnfo Content
When using M.-DSA, the fields of a Signerinfo are used as foll ows:

digestAlgorithm Per Section 5.3 of [RFC5652], the digestAlgorithm
field identifies the nessage digest algorithmused by the signer
and any associ ated paraneters. Each M.-DSA paraneter set has a
collision strength parameter, represented by the "4 " (GREEK SMALL
LETTER LANMDA, U+03BB) synbol in [FIPS204]. Wen signers utilise
signed attributes, their choice of digest algorithmmay inpact the
overall security level of their signature. Selecting a digest
algorithmthat offers A bits of security strength agai nst second
prei mage attacks and collision attacks is sufficient to neet the
security level offered by a given paranmeter set, so long as the
di gest algorithm produces at least 2 * A bits of output. The
overall security strength offered by an M.- DSA si gnhature
cal cul ated over signed attributes is constrained by either the
digest algorithms strength or the strength of the M.- DSA
paraneter set, whichever is lower. Verifiers MAY reject a
signature if the signer’s choice of digest algorithm does not neet
the security requirements of their choice of M.-DSA paraneter set.
Table 1 shows appropriate SHA-2 and SHA-3 digest algorithnms for
each paraneter set.

SHA- 512 [ FI PS180] MJST be supported for use with the variants of
M.-DSA in this document. SHA-512 is suitable for all M.-DSA
paraneter sets and provides an interoperable option for |egacy CVB
i npl ementations that wish to mgrate to use post-quantum

crypt ography, but that may not support use of SHA-3 derivatives at
the CVMB | ayer. However, other hash functions MAY al so be
supported; in particular, SHAKE256 SHOULD be supported, as this is
the digest algorithmused internally in M-DSA  Wen SHA-512 is
used, the id-sha512 [ RFC5754] digest algorithmidentifier is used
and the paraneters field MUST be omtted. Wen SHAKE256 is used,
the id-shake256 [ RFC8702] digest algorithmidentifier is used and
the paraneters field MUST be omtted. SHAKE256 produces 512 bits
of output when used as a nessage digest algorithmin the CVB

When si gning using M--DSA wi thout including signed attributes, the
al gorithm specified in the digestAlgorithmfield has no neaning,
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as M.- DSA conput es signatures over entire nmessages rather than
externally conmputed digests. As such, the considerations above
and in Table 1 do not apply. Nonetheless, in this case

i mpl ement ati ons MJST specify SHA-512 as the digestAl gorithmin
order to minimse the likelihood of an interoperability failure.
When processing a Signerlnfo signed using M.-DSA, if no signed
attributes are present, inplenentations MJST ignore the content of
the digestAl gorithmfield.

| Signhature Algorithm| Digest Al gorithns |
| M.- DSA- 44 | SHA-256, SHA-384, SHA-512, SHA3-256, |
| | SHA3-384, SHA3-512, SHAKE128, SHAKE256

Fom e e e e e oo s o m e e e e e e e e e e e e e e e e e eee—o o on +
| M.- DSA- 65 | SHA-384, SHA-512, SHA3-384, SHA3-512, |
| | SHAKE256 |
Tt o e e e e e e e e e e e e e e e e e e e e e e o +
| M.- DSA- 87 | SHA-512, SHA3-512, SHAKE256 |
o e e e e m oo oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +

Table 1. Suitable Digest Algorithms for M.- DSA

signatureAl gorithm The signatureAl gorithmfield MJIST contain one of
the M.-DSA signature algorithm O Ds, and the paraneters field MJST
be absent. The algorithm O D MJST be one of the followi ng O Ds
described in Section 2:

| Signhature Algorithm| AlgorithmIldentifier QD |
[} g ———(———————— i —_—_———(————————r
| M- DSA-44 | id-m-dsa-44 |
e +
| M- DSA-65 | id-m-dsa-65 |
e meeeeemeaaeeaeas e T e +
| M.- DSA- 87 | id-m-dsa-87 |
o e e e e e oo - S +

Table 2: Signature Algorithmldentifier O Ds
for M.-DSA

signature: The signature field contains the signature val ue
resulting fromthe use of the M.--DSA signature algorithm
identified by the signatureAlgorithmfield. The M.-DSA (pure
node) signature-generation operation is specified in Section 5.2
of [FIPS204], and the signature-verification operation is
specified in Section 5.3 of [FIPS204]. Note that Section 5.6 of
[ RFC5652] pl aces further requirements on the successfu
verification of a signature.

Security Considerations

The security considerations in [RFC5652] and [ RFC9881] apply to this
speci fication.

Security of the M.-DSA private key is critical. Conprom se of the
private key will enable an adversary to forge arbitrary signatures.

M.- DSA depends on high-quality random nunbers that are suitable for
use in cryptography. The use of inadequate pseudo-random numnber
generators (PRNGs) to generate such values can significantly
underm ne the security properties offered by a cryptographic
algorithm For instance, an attacker may find it nuch easier to
reproduce the PRNG environment that produced any private keys,
searching the resulting small set of possibilities, rather than
brute-force searching the whol e key space. The generation of random
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nunbers of a sufficient level of quality for use in cryptography is
difficult; see Section 3.6.1 of [FIPS204] for sone additiona
i nformation.

By default, M.-DSA signature generation uses randonmess fromtwo
sources: fresh random data generated during signature generation, and
preconput ed random data included in the signer’s private key. This
is referred to as the "hedged" variant of M.-DSA. Inclusion of both
sources of random data can help mitigate against faulty random nunber
generators, side-channel attacks, and fault attacks. [FIPS204] also
permits creating determnistic signatures using just the preconputed
random data in the signer’s private key. The same verification
algorithmis used to verify both hedged and determ nistic signatures,
so this choice does not affect interoperability. The signer SHOULD
NOT use the determnistic variant of M.-DSA on platforns where side-
channel attacks or fault attacks are a concern. Side-channel attacks
and fault attacks against M.-DSA are an active area of research

[ WNGD2023] [ KPL&G2024]. Future protection agai nst these styles of
attack may invol ve interoperable changes to the inplenentation of M-
DSA's internal functions. |nplementers SHOULD consider inplenenting
such protection neasures if it would be beneficial for their
particul ar use cases.

To avoid al gorithm substitution attacks, the CMSAl gorithnProtection
attribute defined in [RFC6211] SHOULD be included in signed
attributes

Oper ational Considerations

If M.-DSA signing is inplenented in a hardware device such as a
hardware security nodule (HSM or a portable cryptographic token,

i mpl ementers mght want to avoid sending the full content to the
device for perfornmance reasons. By including signed attributes,

whi ch necessarily includes the nessage-digest attribute and the
content-type attribute as described in Section 5.3 of [RFC5652], the
much small er set of signed attributes are sent to the device for

si gni ng.

Additionally, the pure variant of M.-DSA does support a form of pre-
hash via external calculation of the "u" (GREEK SMALL LETTER MJ,
U+03BC) "nmessage representative" value described in Section 6.2 of

[ FIPS204]. This value nmay "optionally be conputed in a different
crypt ographi ¢ nodul e* and supplied to the hardware device, rather
than requiring the entire nessage to be transmtted. Appendix D of

[ RFC9881] describes use of external w« calculations in further detail

I ANA Consi derations
For the ASN. 1 nodul e in Appendi x A, | ANA has assigned the foll ow ng

object identifier in the "SM Security for SSM M Mdule Identifier
(1.2.840.113549.1.9.16.0)" registry:
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Appendi x A, ASN. 1 Modul e

<CODE BEG NS>
M_- DSA- Modul e- 2024
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
i d-sm ne(16) id-nod(0) id-nod-nl-dsa-2024(83) }

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL;

| MPORTS SI GNATURE- ALGORI THM  SM ME- CAPS
FROM Al gorithm nformation-2009 -- in [RFC5911]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nfornmation-02(58) }

sa-n -dsa- 44, sa-m -dsa-65, sa-nl-dsa-87
FROM X509- M_- DSA- 2024 -- From [ RFC9881]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- x509-m - dsa-2024(119) } ;

-- Expand the signature algorithmset used by CM5 [ RFC5911]

Si gnat ureAl gorit hnSet SI GNATURE- ALGORI THM :: = {
sa-m -dsa-44 |
sa-m -dsa- 65 |
sa-nl - dsa- 87,
}

SM neCaps SM Me- CAPS :: = {
sa-m - dsa- 44. &m neCaps |
sa-m - dsa- 65. &m neCaps |
sa-m - dsa-87. & m neCaps,



END
<CODE ENDS>

Appendi x B. Exanpl es

Thi s appendi x cont ai ns exanpl e si gned-data encodi ngs. They can be
verified using the exanple public keys and certificates specified in
Appendi x C of [RFC9881].

The following is an exanple of a signed-data with a single M-DSA-44
signer, with signed attributes included:

————— BEG N CM5-- - - -

M | KsAYJKoZI hvcNAQe Col | Ko TCCCpOCAQEXDTALBg! ghk g BZQVEAgMAMQWYJKoZI
hvc NAQc BoDYENELM.URTQSOONCBzaWluZWQ ZG-0YSBI eGFt cGxl | HIpdGggce2l n
bmvkl GFOdHIpYnVOZXMkggpCM | KPgl BATA6MCI x DTALBgNVBAOTBE! FVEYXETAP
BgNVBAMI CEXBTVBTI FAHAhQVN/ 5vI v1cxCxSTf b9Xi j @Bj j zTj ALBgl ghkgBZQVE
AgQOgaz AYBgkghki GOWOBCQVK CwYJKoZl hvc NAQe BMESGCSqGSI b3 DQEJ BDFCBEAL
V5NoEkf E3CKMRWAr KXwo7hdFLi vt Q OVU4Pc/ Dr f WrBd7PCOpl x NQAVWOWy GDTWKwi
dWwHZ9E3CTOTw 2gl / UMAS GCWCGSAFI AWQDEQSCCXTz X9ZSUYi i Aj J2USF/ Ob1K
f yTnaJ TCFynSXY/ ZOEO++0F6BZ9HUQneqTI r f XUnpCLI YK+8Hd/ z Cnyj boKZZnCA
KY4r Pl bl 4vW®ndcowgSgawd xVsOvOBi nudg4B5Tbho43cORWM PWsFdDr Ca9eKgcCGh
bM FTYFF7f 9J3suzYntj 7H99nDJId3d9POgPWJI2NW 64Uox ZP8i HOu78gd46y| wB
Rz9VYer DOBSCk Zi U2k QUXGhCKmOogOES8Vg1Tf V3esn7xeLbChnd4uyr pSOBx5bdC
3BLRxvWii c+haOSFQns5uSr duRj XTaLi 88t nVWknzfi dCzKubzl xJ/ 7CMcEc Xxu+
L+dUOVXZvATV3FI ddk9r e8x54Z27gb0kHEyemInf Quq+084pCB/ Lr | H5x+ZyYdzl Z
Ys1la7XqEONK/ VI uwD2E7UHc YDSROZAYRMFGoy qGKdwvD6/ WLEI DYND6e X7Vgss4H
j DuDi 7gqsha2j 4oHet 5JQWeCSx SUsmap+5E9S6p3g/ 30w4i Al EGQLGZVIH7 6m+4+
JYWhHapi FFPQ4nx| y+C6c6+hDaX+KONzdM | t 0eadnxg9Nzr prw/ i el gX8A70v 9t
IM.Vwd7WBGc4auZec/ 8W nDI / f 7gaSUOKt +kNNOoK2nmaZvLYbDyaDSl UyK4l XvgA
FR5f bSgFny7SY2TDc4k8JJ/ KdBgSg8k0/ t RenBi XE/ Yf | t ddyZqsD+vhoz5RXhl 0O
DvyZbQamxWs7bdgr 6 TgRKex RUMOQTRICAVNI t nPznZDRgl x| ht bg3j t oXuJTg4003
/tj hr+ZxCv5zsgcbU JBi CsHRhuc1Wl er OCRu+f knwXZBgF73W FhDf Dg8u9a00e
j BTWIXMAXVf v3col aknsDP+Di 9Lt vs XxhLsMaRr 9bFZnf hcf U4/ QOw+r GAbZ8I 14
y8ECh/ / OPj YQxnv XaqVor 2Fz6Kksl zw er My/ M FUj t 6vNcxHaCEl DY m-xzSJAB
5/ BzZWqgk| BFoW DHTkYo9wi e7Q 6cbgM7gbpTxJAbauPUOVYf 2VUTTuGxVt b4aNQ
zMDYSBj HVDj Z3/ o+knkj r | Bxl +Jvx7Qel OGOVNhKMP7OMM Xj 50t xvWIRVI TXI vim
p5Qv/ NFIWQTIWDV608M 5/ 41 bGgJBO7vIT7gf xvd1LVWKnmd 1 X/ T8oPg9r FI 6r GNP
Nz 7xoxs8xkAa+sBcoPmNQyk9q9sr ER8Fwi 3eBGhUFUAq8nKf n+2LXh/ | uhxk6BFc
alwC4Qa5PVAui Kj sUr KyWwix12Z3dAbt LI f 9HNSt ull 57Kai J/ XLkCs UsDVAcq8L
GIHpuTOOOY/ 2Ai / JkE6C JHINEXQLgxWHadDOgJr QA8r nwWCccex 7R X7xkhh/ 0d
b3HxLf 2f OFt 6] yWjFKLuZKpLr p1f k6+ULhxk+EuUf dayr TQt 5poNol RXaohl NP7m
ZZj 1yqGhW bqOxkZt 7xant Z5FB1QUTONT5Fi YATFoB1Z5LJ] XvLpM QFB/ 4n9ZJi
f qgqj KABWMCWKBpsu4+ZOf aQkw RZ+9+C8Q M QaRqy MoZeSVh6220nj uAWZEy YY
KRR/ sPkLelSFXwiFg6ntqr nABRGy2kHs2a63j 4M pev1DonKNWPbhbBSzkgncPYph6
IVHXQTi L1/ ugbl / vUEl NucQxvzsaCl DPOULQ ZLS5PUOL8r j WVA3BbEOner 4MyAT2s
QX 5f xHYMuT69Jppaf V9onza30d2mJDDt z9W 2x GRE8Mr Sr aws RNESHuUcc/ t XZul
Bz OGPARt zKB3I gr XuQUICy YSM3T387t MLOLAXmMI Q' HAbhAbAqFeFnL1W1 gFWFr
ocpVPNWAVRG 7Ndt eRMX/ qE8nWM G lax 7wl 3BPa8pDwC+61 pnVf GCDzBN wBz THz
oXt ] GTTRuFi 1Zpy6BgvAPuUVZcx XC6Pg8EeodOLXHApPKt PJ+t KCOWLr nxzMur 70AP
i 5P3UZ/ AEXr Li Mv f 60l t VWDW GDIT5CeengB4f RzSE 0SxulWiMBmlvalv56Gym
UQu59MHh6j R2Nps GBRu1J/ 5FVoxghvi t SAAggAhkLm ndoNcWThHIx67WBJH78h
gVHhj gBuaXwRl f ocyqdr Nw4B9i VAEX/ sxI dvF9pl vl snRXKor e8RF9p40f Yz7GCc
2+cht dgCwyf pnt 2u2r eyvPgOAzW Mons+AXs+LaxzHt 6nr W JOsuNt Lwr wTEJult
GkQ BwzZwDl G+rwh885YvIMKA0AXUIs88j SW Eyf US4ks MyG2CVr nf ewHeFuLl FROD1
LZk FSmQTgW.KwdJw7 3XUgFOgHx z MTBk Lo TAI Qas TZKj C160z ChwZv5e/ PT7hqv Gk
i cO7PJLI j Ad1uhGnSyaN2EL YQYKQFc TAky5eHYaDHAJgMZTTKVh+k 1SHYHCBYkzH
ToSoodOWezgj zkMIMAP3A/ egYFr CHpOdm CkE60t 20CW8J u9v x KQWAAXXel FCa7
j 3t VSgl UdvTj zyAd NsVU8BiI hKaSSt GBkhnOF t b/ alj 7eN36 FHMMVENH2LhXbwSJ |
++udGNBwWoD8ZUy olnpH7xLnBr ci 7Phs7gFpHt Jel ZpPBe G MUEDpvz CHHBBr vUA
Ek8zuLLGYdl bb2PWEVBA3Mt+ef Snj aY6JQS3GURQLAIBWM uS5L3+yt mOFOONOVCA
hg2BN+v NWXmLXWl EGLsbpAUbngWkpyi pUT3GBBvj p+Ak3RI | ci LQGcZ11 | XeglE
WBK8YhhL0o490Ch3GDuf 4CZgPULsHXgKc Cr 91 VDpf f / kexwVeXl TQ FVykw f El | XT
gnhxR3zQRP61P3ai s xwsaKgHKGz D51 dGAz CQUWVgAS95x A/ kalccMeBab5da+bKP/



9QqnAFFt Ar VZpso0Xcy2D/ i usW2bcBj i SANVMGnZwsyphFOW K89aq/ 411W z3zc
Xf 1 J1 WBOf Ay47VF8VB40bSgc24A0r Q z38TEGLI cvgPvSMIQRVUdI 2S9PgGo8cpP
J5+] nVFzJf t RSTwYsaSwt OUMLhvv XbvcW C3g8XMJbof 8cWH7 QeEPcan+ygxqbt t
Ar @G6Dk+BE4Rv/ MBIJWVi 5E301 BHXWKx6OTWSI j FDj Bwt 8bPVk 7 YMBBWUMYAKZW5) U
nRakavONHDQDI zf y7U0I RAE] KTxKTFaRk56+y839PF2TI p63wQ0UFz Ay QVWkZ2uR

zs/ Q7xYbHEBpepG q7C0wWITp7f gAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

DhYKNA==

SEQUENCE {
# signedDat a
OBJECT_|I DENTI FI ER { 1.2.840.113549.1.7.2 }
[0] {
SEQUENCE {
INTEGER { 1 }
SET {
SEQUENCE {
# shab12
OBJECT_I DENTI FI ER { 2.16.840.1.101.3.4.2.3 }
}

}

SEQUENCE {
# data
OBJECT_I DENTIFIER { 1.2.840.113549.1.7.1 }
[ 0]

OCTET_STRING { "M.-DSA-44 signed-data exanple with sig
ned attributes" }

}
}
SET {
SEQUENCE {
I NTEGER { 1 }
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }
}
}
SET {
SEQUENCE {
# conmmonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }
}
}
I NTEGER { ‘' 159f f e6f 22f d5cc42c524df 6f d5e28d0de38f 34e
}
}
SEQUENCE {
# shab12
OBJECT_I DENTI FIER { 2.16.840.1.101.3.4.2.3}
}
[0] {

SEQUENCE {
# content Type
OBJECT_I DENTI FIER { 1.2.840.113549.1.9.3 }
SET {
# data
OBJECT_I DENTI FIER { 1.2.840.113549.1.7.1 }
}

}
SEQUENCE {



# messageDi gest
OBJECT I DENTIFIER { 1.2.840.113549.1.9.4 }
SET {
OCTET_STRI NG { ‘ Obbf93681247c4dce90c456e2b297c3d
eel7452e2bed43f 3955383dcf c3adf 5a6dddecf 3a9231350e160b0c860d358ac
22756¢1c1d9of 44dc24f 44f 08f 6808f d4* }

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}

OCTET_STRING { *‘f35fd6525188a202327651217f dlbd4a7f 24e7
6894c21729925d8f d9384d3ef b417a059f 47510c1ea9396b7d7526a4e2e560af
bclddf f 30a6ca36e8299666080298e2b3e56¢c8e16f 6775ca3081281ac068b156
c3af 3818a6b9d8380794dba38ddc391c083d6e85743ac26bd78a8lclalbcc205
4d8145edf f 49decbb3626723ec7f 7d9c325ddddf 4f 3aa3d6d09d8d5b3eb8528¢
593f c8873aeef c81de3ac88c01473f 5561eac338148e919894da44145¢c68422a
63a880e112f 158354df 5777ac9f bc5e2db3al19f 8bb2ae948e071e5b742dc12d1
c6f 59d89cf al168e485427b39b92addb918d74da2e2f 3cb67556927cdf 89d0b32
ae6f 323127f ec231cl1c5f 1bbe2f e7543955d9bc04d5dc521d764f 6b7bcc79el
9ee06f 49071327a62677f dbaaf b4f 38a4607f 2eb207e71f 99¢c9877395962cd5a
ed7a8438d2bf 548bb00f 613b5077180d244e6406113051a8caal8a770543ebf 5
b51250d8343e9e5f b56ab2ce078c3b838bbaac85ada3e281deb792505987824b
1494b26¢c29f b913d4baa7783f df 4c388809441902c6655d47ef a9bee3e2585a7
1daa621453d0e27c65cbeOba73af al0da5f e28e37374cf e5b7479a267c6af 4dc
ebabbc3f 89e22a5f c03b3af f 6dd4c2d5clded6f 067386ae65e73f f 16ae70c8f d
f eea6925342adf a434dd282b699a66f 2d86c3c9a0d2954c8ae085ef a80151e5f
6d28059b2ed26364c373893¢c249f ca741a9283¢c934f ed45e98189713f 61f 96d7
5dc99aacOf ebela33e515e19740ef c996d0c315baedb760af a4e044a7b146e58
e41347d08058d8ad98f ce664346a231221b5b8378edal7b894e0e0e3b7f ed8el
af e6710af e73b2071b522241882b07461b9cd56d5eace091bbe7e49f 05d90601
7bdd6b458437c3abcbbd6b4d1e8c14d6e313005d57ef ddca086a49ecOcf f 838b
d2edbec5f 184bb0c691af d6¢c56677e171f 538f ced30f ab1966d9f 25d78cbc102
87ffce3e3610c6616f 5daa9ds5f 6bd85cf a2a4b25c¢cf 095eaccabf 3231548edeaf 3
5cc476861080f f 9bec73489001e7f 0735b4aa42011685880c74e4628f 7089eed
023a71b80ceeabe94f 12406dab8f 5345587f 65544d3b86c55b5bel1a350ccc0d8
4818c75438d9df f a3€926923ae507197e26f c7b41e94e18e54d84a30f ecec0c?2
178f 9d2dc6f 5aa4559535c8be6a7942f f cd1495904c9583bf ad3c32de7f e256¢
6a8904eeef f 53ee07f 1bddd4b5979a67755f f 4f caOf 83dac523aac634f 373ef 1
a31b3cc640l1af ac05ca0f 98d43293dabdb2b111f 05¢c22dde0469d416e02af 272
9f 9f ed8b5elf c8balc64e8115c6b5¢c02e106b93d5e2e88a8ec52b2b25b0bb1d7
66777406ed2c87f dlcd4adbb5979eca6a227f 5cb902b14b0354072af 0b1891e9
b93d0e398f f 6022f c9904e828c91f d9c45d02e0c561da743d2026b400f 2b9f 05
4e71c7bled18d7ef 192187f d1d6f 71f 12df d9f 385b7a9725a014ad6e64aadbae
9d5f 93af 94d61c64f 84b947dd6b2ad33ade69a0da254576a884834f ee66598f 5
caalal5a56ead31919b7bc5a9ed679141d50b93f 614f 91626384c5a01d59e4b2
655ef 2e933f 40507f e27f 592627eaaa3280eb03025b1069b2ee3e64e7dad24c?2
f 459f bdf 8ef 1020c950691ab232865e49587adb6426523b80c3b13261829147f
b0Of 90b7b54855f 0160ea672aae7001446chb6907b366bade3e0c2297af d43a272
8d58f 6db052ced4aa770f 6296f a3075d04e22f 5f eea9b97f bd412536e710c6f ce
c6822033f 450042264b4b93d43b5f 2b8d66b705b10e9deaf 8332013dac4178f 9
7f 11d89ae4f af 49a6969f 57da2665adf 47769940c3b73f 56cb6c46444f Ocbd2a
dac2c44d1391ee71cf ed5d9ba50733863c046dcca077960ad7b9053d0b261233
74f 7f 3bb4cd68d405e63893bf 1f 86e101b02al5e1672f 55a6f e015616balcab5
3¢cdc00591423ecd76d791317f eal3c9d63231a5d5ac7bc25dc13daf 290f 00bee
ab5a6755f 183cc1365¢c01cd31f 3a17b631934d1b858b5669cba060bc03ee55973
15c2e8f 83clleald3b55c7e293cab4f 27eb640962eb9f 1cccbabee800f 8b93f 7
519f c0117acbh88cc3f 7f aa25b555435af 183f 53e4e79e9a00787d1cd21bf d12c
6ed56a4c066d6f 6b5bf 9e86ca650ebb9f 4c1dbea3476369b06051bb527f e4556
8c6086f 8ad480e208008642e696776835c5b44e11c9c7aed60491f bf 218151el
8ea06e697c1195f alccaa76b370e01f 62540131f ecc6576f 17dad48be5b274572
a8adef 1117da78d1f 633ec619cdbe71bb5d8025727e99eddaedab7b2bcf 80e03
3c3f 3289acf 805ecf 8bb6blcc7b7a9ab58824eb2e36d2f Oaf 04c426ed6dlad42?2
0706700e51bec1bf 3ce58bccc40a005d4f 6¢f 3¢8d25b31327d44b892¢3201b60
95ae67dec07785b8b20547d0f 52d99054a64138162cac1d270ef 75d48053aalf



lccc4c190bal300841ab1364a8c2d7a3b309bc19bf 97bf 3d3eelaaf 42489cd3b
3¢92c88c0e35balla74b268dd842d841829015¢c4¢c0932e5e1d86831dd2603194
d328c9f e935487607081624cc74e84a8al1d396edece08f 390c24c029dcOf de81
816b087a4e766882904ea8b763825bc26ef 6f c4a40c5805d77a514e6bb8f 7b55
4aa21476f 4e3cf 200620db1553c8al129a492b4ef 2486739f b5bf da523ede377e
851ccc0c78d1f 62e15dbc12248f bebb81965b7c280f c654ca8d66ad7ef 12e606
b722ecf 86cee01691ed25e219a4f 05e1b932e103a6f cc21c7041aef 500124f 33
b8b2c661d95b6f 63d618ce80dccf 9e7d29e3698e89412dc651140b03d05632db
92e4bdf ecad9b414e3b039508086ad8137ebcdc179b55d6aa5106d6c6e90146¢e
7816929ca2a544f 718106f 8e9f 8093744895¢c88b406719d489577a0d445bd2bc
62184ba38f 4e877183b9f e026603d42ecl1d7a8a702af d9550e97df f e4731c157
97213422155ca4c237¢49655d3827c51df 34113f ad4f dda8ac431c2c68a80728
6cc3e62746033190bb056002cf 79c40f e46b571c31ef 1lae5d6bebeca3f f f 50aa7
00516d02b559a6ca345dcch60f f 8aeb16d9b7018e248034ce069d9c2cca9845d
1620af 3d6aaf f 8d75588cf 7cdc5df 949216f 347c0cbh8ed517c5b7e346d281cdb
800ead0973df c4c418b21cbea3ef 48¢c4d045551d9764bd3e01a8f 1cadf 279f ab
9bb17325f b51493c18blad4b0b4e50cd61bef 5dbbdc59f 3b783c5¢cc25balf f 1¢c5
87ed07843dc6a7f b2831a9bb6d02b4390e4f 8113846f f cc0495158b9137d0804
7c565f 1e8e4f 04a58c50e3070b7c6¢f 564ed831a05630c638299¢c398d49d16a4
6af 38d1c34038b37f 2ed4d08440123293c4a4c5691939ebecbcdf d3c5d93969e
b7c0ed14173032415564676b91cecf dO0ef 161b1c40697a919f abb0Ob4c3d4e9ed
f 8000000000000000000000000000000000000000000000000000000000e1624
34"}

}
}
}
}

The following is an exanmple of a signed-data with a single M- DSA-65
signer, with signed attributes included:

————— BEG N CM5--- - -

M | OKQYJKoZI hveNAQeCol | OG CCDhYCAQEXDTALBgl ghk gBZQVEAgMVQWYJKoZI

hvcNAQc BoDYENELM_URTQS02NSBzaWluZWx ZGFOYSBI eGFt cGxl | HApdGggce2l n
bmvkl GFOdHIpYnVOZXMkgg27M | Nt wi BATA6MCI x DTALBgNVBAOTBE! FVEYXETAP
BgNVBAMI CEXBTVBTI FAHAhQVN/ 5vI v1cxCxSTf b9Xi j @Bj j zTj ALBgl ghkgBZQVE
AgQOgaz AYBgkghki GOwWOBCQWK CwYJKoZIl hvc NAQc BMES GCSqGS| b3DQEJ BDFCBEDV
dAi | NSoOkgad8+saHOVVYKwW LS+Cgc4/ BgVt CoKFyy TuZARLc Smheu9Hf N8BaRDoS
I g4wz 94j CPe4gULOnj qoMAs GCWCGSAFI AWQDEgSCDOLSnJA5z OCk/ JOnt Kl ni Shg
Bj zE2zH3oaf JHt LTAI t IwO7ni A2s4t qmJOLT WUAN+bXALKLNXOYY057r dKy/ VAW
u+t bg GWANUKWBSWAZW 4ht JXr N9t b7 T+f STn9AIXF Mos2Gvai 15n9vp4cj i a49YS
FoSNumvG KOWQR/ pdFgy ULdyvk96VUZnj hoKnmRg4bxNLPt 9b149JZA75Fpzl t | F
@BNgzx6r bNy CUbuUxx+ut +I gCAgf bdynWKROD01vWBnbZ72ZZcnej vvvVBWLQ E
/ 3aszL| kJ8CGDsRt 2UxyDc/ 00DPO4ULboC8B4AQu2qHL+MA LU+QTUNM +Jwg7t Vj J

5r +7kcpQroJd/ kGexd86GasuWX N NRZvsy TyMozr bz5j LahT+XLpBIJH4I zW KTi 4
41RC5JRQaj Z/ Eh9+UYxt sp1lwWMhNZwxhp4BvMbuKB/ G T7Cf YB12b4y GGeyxj ATkR
Ji p6Pi PJUPO3MX580kqFkoi DJsl / Hpl NHILEI G p83xbEl ey/ KaV2j 0uOnj yUMII

FMFebi vDOhSEVWbi U7FKFcgNeFxSg3Ls6qabp/ kgakZnol f pvU8j TeFpapi | ZoL
Oa/ wp/ xUi uUTJf ARj j qOZ5A+Hx VhkhLwykt 14KC3v/ j cp8URzDxw7/ h8LNzEeo1P
C6eT3psEzPNOL3TqJRNCGsDYtrt | ONoTOZpj 7Vj / / 8cAg4rj 1aZl ykl uyt JwLvxx
dkLag2MJoi Cg/ OMmRFeARSAW 2vi Af +Myl / GU3N1AANEWMVANS YVIXRZzbUi sekJ

L+6cb4T5pnwlwZHy SEOAM3Yi HLYHRYHpi 9Mvbi 61 dy 7HZBNT3z 7 GO0+Z0Oy ACHSKek 1
HD7K6K7LOGL6s9gy/ hd779s4DxhLFg2i s5xf J6wevYDg+wgy8vCoQc/ D9SchL98M
D Q h+x0Z8i qoTJ+z0myB4f CKxqt i q3uf kr RGKHvkWDEy e TXAW/1/ k3sZt EGKmX6
nan2U/ & qV7i | Yel 383kb1CRLXeUbEXhBoqBul Al aThDwbTRIk38nNAF/ | 4QnPl e
| aQQhwDZz/ EAb71 | G 64+RKADGQvYi d4j | Jy3wuhdz6i CVbvWWT/ K81067 QGOVYZ]

aCT22unxJkCSe9nwbh8TOUEzgRpHt T t BK+0/ nYPZMK3AG uUbwabb7eR1ux9DVK
QFz0ykykN7gl e89bcEj Nr 6wZ6& YOgknkY861+PW/Tj 4380aSZxNgJi bnKh@j H5
t R93/r+JcsA 8a2Vj 94y/ uf TDAE3UEX9Z3MAr ce@FDc Gg5CWRYXR5CE 3o0WhORi i

PCQO' qZ6LGm XV0d8bYYQLXFxgUpds! Lnb71 yVEt 7Q12Cr X yTlel2bz1cOi Cel nt

bQbhVaF550uvkyRpDS/ eqHFV/ y FMgMur dCvxuKnf EVNg Zay G+ Lhwg PHKSx Df AHwi

It T2e+GOmVUNecsMut ve5Dr POMIQk UBRUNPx Cki uQ 3/ Nc5vW ULR1a/ MeV1l wuB
| 4ZCkyoW 2KWE1 MBSt HgAngy OgbFf i | 2X9y0P+f GAVGYNZTI LI gLCnWgZ39BpnD5u
fc@H19aN Arj nxpgaysx8TIl | zpl FKO61 d40aTH5Pt | 8vMrhnVa/ We XA y8Ykuz Ab
| t 21 XcZzhD3g41s1Q nr or 20bUf xH AvFQp60FssB+A411t Sp/ whzqdanvof j Fdz7



yhS1ZTXBHgwWJ AvOeLEzZ+0B6(8Bj i VbzHFoX5g500Q0RPUG 7pQLi SxPV3GeYHsNgn3
wdi WogNNnEEMBSTIOVA i hSVZQLHB6d1S/ / WNMNLs1957JdQECUgdqpDT+8f ya3P4G
I nVz7FU+Go5Zc 71 KSFr NhK57Ji TUUSI NHN8ZI bm+wQogl Ck0aZFUOSF 9Qxr haus+
nYQof SzEoBOLYEzj VccbhgAsSbw75ZsaaM Rl GRot WXt r M BoMLNx BmivGAKgl uL
TWrBU bK&G43gcg7sl S2zdh069HD6aUqt +VKDTd2WG7 FGVC6MADM bVNL4E5Ach]
19k KKQKO8f +vr sxpSNY8XRKKk5ShnTOi gOVRI oW AGKNAYJu46Y) Z2Wor Sf uakKNx/
+ol nW hl cRSf 300 0TpwYLhp7C ok9/t 7TkCZS8L8KvOUZ8K36VLOE+4LeKycAZk3
Y4zi BIMABWDG3t U 0QQZf ZSKyBEgy Ci ugr 8t XsJAkPLY8U38Yt x Dt wAgwe XTkDi N
85YXK5Ar eJR8sr 33LZZI 3Y0qi Cl JVMAW ¢ Snr Owd SUXDugXy3@79qJr 7aRi wt 5i H
X2GIqubNOXdpCeYAKSSTZx4sYs2Tsf 9/ HWFbi zXgAgsHyz2zLC/ OFTRLf i BZF2Zf
7t goJcFOFgKxJUq4BWOINk4C/ RapSV5cM U r pkwoj MI7Hnx VBk+1 8Zql UQJ7hWJ
cGQm BP3kd4dueat yC2r viW3Ur Lf ct t i LbAqQYTHVO7UHYhpKX1vLZ5p1t PKKz5nDbl

zxhnenB3BRKj 31+FqOUE3| uHur 63W cLSnqvGFhUcyz47pj Z7Vnt Zr j Mu3Qy Qbeg
bNv/ PROCOWp3EY0+C5/ AS2HO3quY60WHOI x 1i VW16 Ez UDCVANXT3bmgNJENLHgs
eyi KCnmbTX+l 378Kl Yj VY5DE6eYDTyzpcOl cxg8Vb4eMrg2cdnt s+j ZLTH6Xqg/ XLQ
Kg93FkNvx8bk C83F8zXor 8MhEPt zj Qcj ZI +adJr TTdUDr | DAF3sCQddl gK5Lr 15¢R
np5pl napwi / VXweRgRXTkYqj nzsf CKAe5Aal eTf SBhPSCsczl XAVTTQC1CoQf xoM
8j j f zhPzHr / kHakt GQONS66L8/ G eVDxFgRj 876exDl +J5Hp1+2+pHaf w8j HCO/
EkPn9R/ 78P70H2P8XVr ysdl eGWDBg32j JNgDCT6YARq! Hkr UBi i LKGHy Ni LWFs Xw
2nmp5Lx/ 61 W5J3j HONQLenyW/wbQO Zo2j QxVj ccaC+2hKgQyJZNVUr 4zBPxcequ5V
r El 29BcXNgEWL.51 ywVI xYi j FULcxywlg/ Z1LTJbBof Z38zqhCxFt Kj f r aCp+pZaM
j P1+Pgz4CD/ QRugt 2d+0cThj vr r u9C PFk6ssAuGNG6 DXQnnL3MoFKwL4e OWOUdVR
a9C8ZW D+ax16gQ@BnD3hQB/ K/ 4bdQFD3t QRsSLOGLDRAM | OG vivkj 5wdbgl r NAeS
1r KMN5MBbJ/ Zv4mXE+nf WehBFWAA+gDP3LR21579/ Wy 3TWR0FI K7Gc23BxhAuj Y
hWEBOC/ NMuHhzp7n2uOrydFpki GA4Hc QaJt i 3CwWIbwiiCoJ MK Qdv UZG+bJYNBLW 3
v/ | 04l reg30JE18w 0TXsqvt qoAf VOERh4ZQWMz 4PDoox GOKgDgHy Df Y3AEU506
KAVC qUMuCazq/ BBCTMsqg2Hr uf MBVgOS4Anef wi CK6CdZsHbz MY 7yy28Bn5/ Vf a
r/ t BXMEsqvf z2RzZnYk2ngoaxHx Ywb DT/ t HOLEBKk SuX&243J5VUbdODGeny| 6s43a
GRR2nLRz7KgCAK/ QXgy 7y U quguVy6bUs SZxxwnpCv f Cg8VZk ThuMEl 9DKe68bt
bixrzc4dj XKLpa5C6LA y4+BYVRVINszZL QZ6RDcl | KYA7wnj ut MNdYRBg86ukvdC
g4CKWHGVHI85! y S+PPOYhvoOcf MpKVg1EOPUCX4qFEX9QX 8Rs| vxEpUE3dj YykuE
VKv zH+y SThOTnNNhI GNVGS0ZWt 4r V+Rn2Sh3DZbR6USt FcCK6Fzi H wwQ7FL4YU
v4uCF1xLZt Mkul YE9a7SRvUYqeX88CEQX®B7zQasJa+al pul j swL7UV/ @BnnmMi4g
NRyy HSDObZpl X2hKr 6cbQ61 DACMDYLbqveNOx478t Wo5D/ e3EAQ p4LKPf 3TB/ 2
NabF50gr / XPeh9eMKIz CEFA2NByY 20yj r 6uHGpr kd4Yd7i MeBz/ DD9P/ 4dE6I AXGA
VALNOS8nT v8p6S1l n2l r Y] Ypt dELGEFbAMEZFRWDIXDQUCTH Dp8qkwaq7nFSLTX
| zu6l Qi B7weAoJO/ Whr D75GTcp7W0eO0pcnmyQL6YMYTI | vRSogOaK4l 4nz+7eUY
t Cudj GDnj / +2kHVOZUF/ p8f zZnsVWBcgpMJUInPoOhTUZ30QgxsNYFi XZDSt Vit yA7b
hS8OX6kEOB652t GQop6j | x3VEUs/ vgSa/ h1BHWBaOd29RgqwOTf 106Bol oDdccp

AN | gWFxFhzgxy9QuQFOnuaPIl aCZFf 8v TxaMsVD7JVmy A2 QI XQXf seyt t Hhaut
i 3i VI dQ¥ Ck6g5AF3Ff LWrpbv7xGzgAqEQLIbWGETgzkWhr Ud4XSxMuz3Fdr 2mi YqZ
bKeWWI'YZheW Byi ul huxh9UYf 0GCDxAYY4nbEGVY5pek6xgwhM 1YYm/obHng4g8n

YKOX 3QAAAAAAAAAAAAAAAAAAAAAAAAAECK ASH Q=
----- END CVB-- - - -

SEQUENCE {
# signedDat a
OBJECT_|I DENTI FI ER { 1.2.840.113549.1.7.2 }
[0] {
SEQUENCE {
INTEGER { 1 }
SET {
SEQUENCE {
# shab12
OBJECT_| DENTI FI ER { 2.16.840.1.101.3.4.2.3 }

}

}
SEQUENCE {
# data
OBJECT_I DENTIFIER { 1.2.840.113549.1.7.1 }
[ 0]
OCTET_STRING { "M.- DSA-65 signed-data exanple with sig
ned attributes" }

}
}
SET {



SEQUENCE {
INTEGER { 1 }
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}
}
SET {
SEQUENCE {
# comonNane
OBJECT IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }
}
} }
I NTEGER { * 159ff e6f 22f d5cc42c524df 6f d5e28d0de38f 34e
}
}
SEQUENCE {
# shab512
OBJECT_I DENTI FIER { 2.16.840.1.101.3.4.2.3 }
}
[0] {
SEQUENCE ({

# content Type
OBJECT_|I DENTI FIER { 1.2.840.113549.1.9.3 }
SET {

# data

OBJECT_I DENTI FIER { 1.2.840.113549.1.7.1 }

}

}
SEQUENCE {
# messageDi gest
OBJECT_I DENTI FI ER { 1.2.840.113549.1.9.4 }
SET {
OCTET_STRI NG { ‘d5740888352a0e92a69df 3eblalce555
60ac3f 2d2f 8281ce3f 06a56d3a8285cb24ee6404757129al7aef 477cdf 1a443a
12220e30cf de2308f 7b88142ce9e3aa8’ }

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}

OCTET_STRI NG { ‘529c¢9039cce0a4f c9d267e4967892860063cc4
db31f 7ala7c91ed2d3008b49c0eee7880dace2daa653d2df 5555389f e6d700b9
0b357398634e7badd2b2f d5e16bbeb5ba865963542b0052580670f f 886d257ac
df 6d6f b4f e7d24e7f 40f 577cca6cdB8631a8b5e67f 6f a7872389ae3d61216848d
ba6c06acadl16550dbf a5d16ac942ddcaf 93de955199e38682a6460elbc4d2cf b
7d6f 5e2025903be45a7322d205439360cf leab6cdc8251bb94c71f aeb7e22008
0a9f 6ddca75b144e0f 4d6f 5b79db67bd9965¢c9de8ef bef 3125b22d0204f f 76ac
cchb22427c183b11b76531c8373f a340cf d3850b6e80bc078010ab6a87d7e3162
0b53e413526f f e27083bb558c9e6bf bb91ca504f 427f 9067b177ce86¢c2cb9641
c36335166f b324f 2328ceb6f 3e632da853f 972e90491f 89735882938b8e35442
e494506a367f 121f 7e518¢c6db29d705a7359¢17869e01bcca2e281f c6b53ec27
d8075d9be321867b2c6303b911262a7a3e23¢c950f d37317e7cd24a8592888326
c97f 1920d1dd2c42068a9f 37c5b1257b2f ca695da3d2ed278f 250c74814c15e
6e2bc33a1484556e9b894ec528572035e1714a0dcbb3aaf9a6e9f e4a9a9199e89
5f a5553c8d3785a5aa62959a0bdlaf f 0a7f c548ae51325f 0118e3a8e67903elf
15619212f 0ca4b75e0a0b7bf f 8dca7c511cc3c70ef f 87c2cdcc47a8d4f 0ba793
de9b04ccf 3742f 74ea2513421ac0d8b6bb65d0dal3399a63ed58f f f f c700838a
e3d5a648cad422ecad2702ef c717642daab631b268882abf 3b09d115e01149dc?2



ddaf 8807f e33223f 194de7d40e2613033836¢c615271459cdb522b1e9092f ee9c
6f 84f 9a67c35¢c191f 24840b0dd88872d81d1607a62f 4ca22ea5772ec7641353d
f 3ec638ef 993b200e1d229e9351c3ecae8aechd062f ab3d832f e177bef db380f
184b160da2b39c5f 27ac1cbd80e0f b0832f 2f 0a841cf c3f 527212f df 0c0e3425
87ec7467c8aaal327ecf 49980787c22blaad8aadee7e4adl18alef 9160c4c9e4
d7016575f e4dec66d1069265f a9da9f 653f 19f a95ee29587a53bcde46f 50912d
77946¢c45e1068a81b880086936¢c3c1b4d1264df c98d005f e5e10c0f 95e21a434
8700d9f c401bec82028bae3e44a743190bd889de23209ch7c2e85dcf a882339b
f 03154f f 2bcd68ebb40638c6636824f 6dae9f 12643927bd9f 06f c4ceb84ceadb
9l1ed4d07ed04af b4f e760f 64cc770068ee53aclabdbede475bb1f 43564405cf 4
ca4ca437b8257bcf 5b7048cdaf ac19e86b58f 6a926918f 3ad7e3d65538f 8df cd
1a499c4d80989b9ca850de31f 9b51f 77f ebf 8972c388f 1ad958f de32f ee7d30c
0137b845f d677300adc790f 450dc1aae4259061747909f de85a13918a23c23bf
a99e8b1a689757477¢c6d8610d57171814a5db252e76f b232544b7b409d82ad07
f 24f 57b5d9bcf 57348827889ad6d06e159al179e74baf 9324690d2f dea87155f f
214ca8cbhab742bf 1b8a99f 11636065ac86f 8b87080f 1cae710df 007c2222d4f 6
7be18e99550d79chOcbadbdce43act f 4c4d0914f 115213f 13a48ae422df f 35ce
6f 58850b4756bf 31e575970b81978642932al16¢cf 6296e753374ad1e0027832d2
06c57e29765f dcb43f e7c6c06bcd65320b22a2¢c29d6819df d0699b4e6e7dc407
d7d68df c0ae39f 1a606b2b31f 13225¢ce92052b4e88778d1adc7e4f b65f 2f 32f 8
6755af d6¢cd7188chc624bb301b96dd885dc6610f 7838d6cd428e6ae8af 6d1b51
fc47f cObc5429eb416cb01f 80e35d6d4a9f f 0873a9d6a7be87e315dcf bcaldbs
6535¢c11e0c0902f 39e2c4cd9f b407a43c8e255bcc71685f 983939044f b868f ba
502e24b13d5dc67981ec36a9f 7¢1d896ea036710433c493f 551888a1495650d4
7f 3a7754bf f f 034c34bb35f 79ec975010252076aa434f ef 1f c9adcf e06f e7573
ec553ela8e5973b20ae45acd84ae7b2624d4bb920d1cdf 1995b9bec0ea209429
34699154d127f d431ael6aeb3e9d84287d21b4cc4a0138bc84ce355¢c71b800e5
bc3be59b1a68c8d1206468b564d7b6b31f 06830b37106654600aaa5b8bed69b7
5256calb8de0720eec212db3761d3af 470f a694aadf 952834ddd961bb1463200
ba3000f 021b54dd7813901c6c9d7d90a2902b4f 1f f af aecc6948d63c5d12a4e5
28674f 48a0d2f 448a162001a4378609bb8e988d9d96a2b49f b9a28dc7f f a8967
5a386571149f de83a5d13a7060b869ec296893df edee40994bc2f c2af 39467c2
b7e952f 413ee0b78ac9c019937638ce2049316f 300c6ded525d104197d948ac8
1120c828ae82bf 2d5ec24090f 2f 2f 14df c62dc43b70020c1c5d390388df 39617
2b902b78947cb2bdf 72d9648dd8d2a88220954c4167dc4a7ac2c1d4945¢c3baas
f 21bdef da89af b6918b0b798875f 6189aae6cdd177690ba638292493671e2c62
cd93b1ff 7f 1d615b8b35e0020b07cb3db32c2f f 41534757e205917665f eed828
25c17416a2b1254ab8056389364e02f d1c29495e5¢32253f ae9930a23309ec79
f 157a93e97¢c66a214409ee15947064269413f 791deldb9e6adc82dabbf 0Odd4ac
b7dcb6d88b6c0a984c7568ed41d8869297d6f 2d9e69d6d3ca2b3e666e5¢cf 1867
7a70770512a3df 5f 85ab4504de5b87babeb75a570b4a7aaf 185854732cf 8ee98
d9ed59ed66b8ccbb743241b7a06cdbf f 3d1382d30a77118a3e0b9f c04b61f 4de
ab98ea85bed08c75896¢c35e84cd40c255d9d74f 76e69ea34910dd4782¢c7b288a
0a66d35f e977ef c288623558e4313a7980d3ch3a5cd2573183c55bele33bab67
1d9adb3e8d92d31f abeaf f 12d02aaf 7716436f c7c6e40bcdc5f 335e8af ¢c31b10
f b738d0723648f 9a749ad34dd503ac80c0177b0e75d9602b92ebd797119e9€e69
9676a9c22f d55f 0791a915d3918aa3999b1f 08a01ee406a57937d20673d20ac7
332170154d3402d42a107f 1a0cf 238df cel3f 31ebf e41da92d190d264bae8bf 3
f 1b0f de543c458118f cef a7b10e5f 89e47a75f b6f a91da7f Of 231ced3f 1243e7
f 51f f bf Of ef 41f 63f c5d5af 2b1d21e18cd01ab7da324d803093e98011aa5leda
d406288b2861f 23622d616c5f 0daba792f 1f f a956489de31f 4350d5e9f 2595¢c1
b3a2668da343156371c682f b684a81080964d554af 8cc13f 171eaaee55ac4976
f417173601162f 9972¢152316228¢550b731cbh0f 60f d9d4b4c96clalf 677f 33a
alObl1l16d2a37eb682a7ea5968c8cf d7e3e0cf 8083f d0daeaadd9df b4713863be
baeef 4294f 164eacb00b8637a0d74279cbdcca052b02f 8782c0e51d5516bd0bc
656ec3f 9ac75ea0401983de1401f caf f 86dd4050f 7b5046¢c2e81b50d1e0c8a53
86221 3318f 9¢1d6e096b340792d6b28¢c3793376¢c9f d9bf 899713e9df 5984117
0e00f a00cf dcb476d79ef df d6272dd3586d0520aec6736dc1c6102e8d885613c¢c
d02f cd32elelce9ee7dae3a6¢c9d169922180e07710689b62dc2¢c3d6f 0302a093
2441dbd4646f 9b2583412d6f f 7bf f 968e08ade837d09135f 308b44d7b2abedaa
801f 568111878650318333e0f 0e8a311b42aale01f 20df 637004539d3a280542
8ea50ch826b3abf 07c093312aa0d87aee7cc0558344b89b37f 08822ba09d66¢Cc1
dbccc5b2ef 2cb6f 019f 9f d57daaf f b415ccl12caaf 7f 3d91666624da68286b11f
16306¢34ff b473b5101912b971b6e372795546ddd0319¢9f 297ab38ddal190da6
2d1cf b2aa0802bf 417832ef 253f aae82e572e9b52c499c71c27a42bcef 5f 0a0f
156644e1b8c125f 4329eebc6ed6f 5c6bcdce235ca2e96b90ba2c6232e3e05855



157d36¢ccd92ce67a44370820a600ef 09e3bad30d75844183ceae92f 742ab808a
5a91951f df 399724be3cf 39886f a3471f 3292958351283ee097e2a1445f d42df
11b25bf 1129504ddd8d8ca4b8458abf 31f ec92d613939¢d361206355192a1955
5b78ad5f 919f 64al1dc365b47a539b457022bal173887f f 0c10ec52f 8614bf 8b82
175¢c4b66d324ba5604f 5aed246f 518a9e5f ¢cf 02110439ef 341ab096bebbf a6e9
63b302f b515f d00679a7338e20366472¢c8748339h669957dal2abe9c6d0e880c
008cd182dbaaf 78dd31e3bf 2d5bae43f dedc47508a9e0b28f 7f 74c1f f 635a6¢c5
e7482bf d73de87d78c289¢cc2105036341ch6d328ebeaelc6a6b91del877b88cc
clcffOc3f4fff8744ea5017180bc02e6d12f 26aef f 29e92d659f 696b623629b5
d10b1bal5b026e59151583f 570d050299b0e9f 2a424c38abb9c548b4f 1973bba
95022207bc1e028274f décalac3ef 9193729ed6f 5ed29726a902f a60c613225b
dl4a8ab468ae25e27cf eede518b42b898c60e68f f f b690754€65417f a7c7f 366
6b1605c8293142673e8d214d4677a10ab1b0d6058976434ad56dc80edbh852f Oe
5f a9043bceb9dad190a29ea3231dd6114b3f bead9af e1d411d55b768e776f 51a
b0d137f 5a3a0682280dd71ca62e0d948830545c45873ablchd42f 405d27b9a3c
86826457f cbd3c5a312543ec9566bc01b64095d05df blecadb479dabad8b7895
f dd41f 0ad4eaaed017715f 2d69a96ef ef 11b3800a8440b25b5864e0ce45alad47
785d2c4cbb3dc576bda6898a996ca796ed64d8661796201ca2ba586ec61f 5461
f d060f 10186389b9106579a5e93ac60c21323d586265686¢79e0e20f 2760a3b1
dd00000000000000000000000000000000000000040b10121e24" '}

}
}
}
}
}

The following is an exanple of a signed-data with a single M.-DSA-87
signer, with signed attributes included:

----- BEG N CMB- - - - -

M | TTwYJKoZI hveNAQc Col | TQDCCEz wWCAQEXDTALBgl ghk gBZQVEAgMMQWYJKoZ
hvcNAQe BoDYENELM.URTQS04Ny BzaWluZWt ZG-0YSBI eGFt cGxl | HdpdGggce2l n
bkl GFOdHIpYnVOZXMkghLhM | S3Q BATA6MCI x DTALBgNVBAOTBE! FVEYXETAP
BgNVBAMICEXBTVBTI FdHAhQVN/ 5vI v1cxCx STf b9Xi j QBj j zTj ALBgl ghkgBZQVE
AgQOgaz AYBgkghki GOwOBCQWK CwYJKoZIl hvc NAQe BVMES GCSqGSI h3DQEJBDFCBEAC
T17yhGval i Dl Q CKz9cV3dO44RHoOQLi hksdwsSj AosnBRWewuVXGH/ AClI EOn2I eV
aZ4GXwkFg4xxt Ckt CZi JkMAs GCWCGSAFI AWQDEWSCEhOYY96ah3Jf VdeWD1LCerml SW
30Zd 8Q a5PTVd4n2ccPMY] FegR5KI y1uKgZOnKPnnXsEsr 9w vhVNxpHxWAgxpD
8mkqUmRT2Cyd0abgNcl RbA3i Xt Lj Ty6l | Mey1AnbSRH RuDi | T8Opz AbDy 9OEROY
I VUhWDPKknc XGe7dKhG52hdR3vk0Oyc0/ AxPe7t Cl4oYRnr uGno/ v8r Eds4Rbl HvTL
sTHVZWn+hg2ut zDkNgFf Yet YxD1t 46FzgZv8ATWQQ whux Pl OCdl 4j | eWDwCl p
496Gz 7CQBMGENs vy DA8r mB+L U561 / DnDUUURW6qqC99UMocl n30RVoVcl / xV1C+Ch
JI G+Hl H+c4D5/ 1t 2wnHr Ui HI V1we807j oEuHRNAPKT BTkt 6aaf qj AoJcxnBnZzen?
x65| r BKk/ MiCot Yj 6eCU 3MHMpHc QXL5CO2wWOnm2 Wk +WHe VNHMLbhCb+P7JT/ hcTq
+KZ4KpSyuPJ82i 8dhPAHkV651Zy HPbWLsf LFcgpi T59nms8VHU33J2t pci sSWH CB
HLk679ss1PYXks+DI Br v5V4Awj Qs YDdxF2gNn7/ VnR2g+9b81NQD7HshxWPDj Fpl oY
f 1 5upDCh/ NF3866Xanu50Vi Cenpx0szKNgf | KQZeZ7k SXOYFbWYss| uFJXj J21/ o
czPQ 2GCf 6ca8CFZe@M30Rk081 CNj 1N Rx1t Ox8eKxWOsOHYm s9WnI 3SL2i r
pdYF3hzDSAQ +A/ h93i p7hgyuqb74xJqVBnb7PQk5HpFas Mpk2mDzbVivk Gt ¢8q
hCdzdAmvADU s1d /| W SBGBi 6WGAVr d4pdFbgxgNPe2JxAvn8xMdnp7d5l VI En
Tvbr T/ 1nnPt Ct gl PK5Ls3W BDacKJMzRh/ uj 1yf bsaRs7r wBxMrgf 1Tf g&sdz Fw
cr 5r/ INGxhj hywsQuUQIeBVy AnbgsJIx@Ho3gsFzPq/ Ld++4N4/ zNXg3FYql ¢/ CHs
wOlgoj gCPbKYL5ngl JuW wsm 7i CE6i kr | Sul xXp/ bLnf UCI SeeV48+OzASav/ nY
SPCOMepl LAKS6f xpyLsv6t f i p6DVIE9XhXCNaKz XAf i Oy Y] 5GE6gsEk/ H+cuBJO
i r ViweL30w+0pnM qMk493f 3LU gKnFHp3r Pl G086VYci KW8I Up/ 2V+I 4Fi / JdA z
U3G DBUnT MchATgFXkb0Qod2uOPgM TPeAOQk GB090v +p XDtz X+Dwpj URz NS nv+
| j/ nLelBD4i | nFA] DgwuR5D) NeCsB+1MPLr r kNe6dhkZJu6sl | gyt q6KILi | AeeB
nYM V7hqAZ3Fy2BhnHy2Fnl upzJCgj OH8bSI dAbH2NFR+I At h309wWJy AW SI 31 wD
H6Fi sur Rle7n3l P7WF2Dt cLM/s6ONswKXz CcnBE6ENOMK CLeCi Ewt 8UHAU1E3zpVy
uGx69dczUvnt16r 7AXHKOUGUTZg7nmeulL TDM kx3wr 5GI9BI 3p1RYt XeXt xhr 67X3
gkNz 2Nt UBt 8qq3i XmdWWQEWH+9OCGUFXXFY70cYJFG k4kdgGh6kTagNa7Fa2+pGr
KGXPH6s SJZwWXAl 1Vj 6KO Quwikx8Rm +DWe5W5WPYASqCz/ b60ESt V6pT+BESSJI 2
nSF POKINW nZVNuPM.9H3t 5K5qqAbUKQUbs YW.ql 8s AXVT7SOVK XnK5RKar t r Sk
/ voXuSVef T8ev4hEr 33uj nBnOUpt px+z1eRJI55551 MARFI BCkxLpCOl 1aOHIVFj g
PlhuYGL46zcZ/ 3p+l NWi4qZVf 7VxBdJH2ULNENN1Fpoc TF17adLdCr FYNf XLVXcL
C4UhcBVX2PVt T2knDgnWe73vi mll Ti MW 9Yno6EK2QQ7wWCU/ dt 2Qzf wB4CGhpP2gB



Mh8f nf Jf K7f YOVUvN2bJt t yzQYgh83DpgJJ6WLAFNZ) sml JJ8Pg74qy+6ul XKVGa
7mt vOvvwZuVP6nVWBM GY4Br x1ZI g71 21 OyaTK+LnOFl JGTyokt zgSO8/ AWWFI v f
qSLcX2W/Os0wi cOMLG 3yZNeVGhEnKaglTQgt aweNYoaOf +nGTow O COI t TW y
ohMALbOGEyupuosvOK4zi EU7401 r 4y39zUugVHY090HTz G5i SYbvRvi ewct NVKg3
LYXwt qOoyov7Sf V/ YbQSZx09azdQ asSqdgcN7LdoheoK/ Tf s4pYAt 0s3yE5Dd/ O
| ZBdk+M mpkQnwr el 5FE1ahDG Qoy TwG yJ6JWKs| LMyEBI NvBYU7i awHe1+R7hn
MKamavol VOEYt TzFnXn5f upDl t j wHI YWb+J3NZoP8uPu50S/ | dJCavge+KYi 8pj Q
3F/ Q@R5+kMCmNs 71 UdgTRy60 YW z x| zRt YWBJ FphowPUS+OV69 SEMDYdJBF+83Q
Vyoj yj 11 3gP41 OpJwFl gl aj PxbqphagTTgAhDYZx| vxESpd2ZARd+af L6WLPRf RI
sHJI / 1200/ xHF+400gOMFGao9zZl / yf 8h6Tt 8r DzQvzva9f t HW OwLvengvKI a2i
+TvSr H Quxw 3C/ t SH205qadj Ji f r BQQGvL4l A 1TK54/ 9qJ ZYVDRoKCF7Hy bt AY
NW7j gdr EXi nBB4@RzZbCzAj 536080Gpwoepl 8wg84zqMps PMs e OVEEBL OSDEanmu+u0
9WSEBct 42C69gwWLR8t 0gJj Rr neldl c4Dbgt vgFpt 3j vUSr xhFoAnF+bFOgUNXKydD
| 7YuuDSQX0vBsZwwA/ HRs| dEU2Ui 9EaaYAsB1RvQxaj f HZ+89h1/ ci HgOf qDNGUo
Ys1Dnbl DI 7Kz G-CVDHs VeaHg4Z3xZ5gWwdVGE3goQIweh20Q KQ FR9ewj zuEKOn
GDl 4vYRRor aGc5m PPzCet JHbz Xqgoc4zt | kf ZI ¢/ ecj gyf zD+7a9f / X2HCcs5hU
ZQ P49aysUZW5xNgY3r O2J80F+9anbooy SLBTMCOz 2W500h0eSzr wK+MUt QARf
Vf gai sl 0QzpchXma675Vnu3i kH3VUl gse2CDMXZt niLcJMk Tof Wgekl vFO7bxeEt
3eBHAUgI Lt 63PgBy Q@ TXMCf ywLr u2t POMhgNGeM ntk XFg7LQsy@BL06/ oga+C
1UAAL20Nnr z4VpwbhbAAWY YHgai zJ/ 4P3bf REmMQ+661 nb5xF5mBnZoUGht 5Xj KzeOW
JbaANsnwz 72+qPd9LFkj 2W gaRi | R6N6aYDF5vt k1PXRj f h7GzwGQ t Py 88 SROGN
aW yWill 9Q@zvTOxAnwk 9006f x QMUS3CVwa 6L 7DaZYFPNm] 89 RnPG+HPd 7wSH8/ Bol
KVj JVt nyx3D+2E5vi LnLE/ +0i t 7IXF77BARNr sybJLI EHXf j XI 9XBFj / Bi bL2ovG
8xr Pzpt 1IN81qyDr mOAL1uYNYonsvK1UEKBa9qwYLTPgDTTp6Kct JI Xt mt 7PR7opl
nt j 5CsWZxpLC6AT6XxH2knUGoDoRbE3F1i HKB2x OP77 X1z GFp3Lc7UTnzBmai pTpW
5VPXVAC5vgZt / N5/ z97dNuEmk XXy YW/2ShL31EabBagv3cEP5SN8swx Txpgr JaTs
4vu3t eTneSSR771 2f c+YDeTBqw3uewpl Onf n66XsLWLKBSsAI / 6i FBI 4wlt 8h/ VWH
r E/ 2/ 8Y49Uobr r pdoMFDVZf 5ZDI sxNf D8f HUMYNFb+Ns CYV+MaBukgZzuj Lw78C9
znZH QzbG z1 K+xnPysgudCGIXpBl Z1ki D3S+ACWIqLWLUZr Z2¢c+Vech0OOue GVN
uTle7eUzs1l kkGgzl Zj pEl kr LuJzkVgkTI i S/ aAdoWqlLYe/ 8xFJ8co/ qUISI 04F
LygK4+bj 6F4bz Yt z2xnEGRAx YKgt V5J6M Rn7PbJUFmaUd MHw nAud6Npo5P07I |
EugZH6HL 1Va+ep4 YRr xgVnP6 SWIW) 7Rn6f 6 FAhLf +i | Ycy9T/ Sk3kf KVMOkAdcnb
5f 1BEShgxDswy| 8dLBBcz Sgr OMUnNuP9W pz Nnr Lbvs4ZypB5z QH2xopPel 1ZdkW
9i JZki v4y21n5Bj VbAayqdBIwex| khwb2Ns26nY/ kgGKZcdKSoERxvy RAbYUTYo(q
g +Cl 32x7nj of 770 Y1Ov MnHIRFxV930zf WngFRNf URI ht | 7QLW9FLgNgj Sb5
Tza00aJbD6Or gl f FLLhXTI gKY9qGs 3f AgFOLWFgPy GGut 9t 2mbulY YDY / 5ZZj / MR
wOVoj znVJI8kuPVuKbi G+ HFUGKKUJQ7p6J OwnNDOZDACr r Q Bni X5nx S2gA8r nil
p+b7br WOLEJI MogUDJC2AYh8I| spKKThTUEXHLRT7+GTPC3MAFCE 4VDy 5) b AwPMU
bHc EBpRbv8589a17YsS9u4Bj GGoHt GBt KEHt K7FhivhJd26sqc31Hf zHsy5570dvA
P6y4dn+nniM 1C5MDVHpFSeuDNLOr D47 MNHVR2cJ LW RLO9QUKUQEGGY/ k ShwHFB76m
r uMDf zf EbBSRz SeA/ uNz EBCj dzqZU3vwnOKEhQ t QRvenpq3P8g1Dh48LNJi BY3x
0TFe4bh36r 1 wB1L/ f gM VI Usv+DuuEybqEX7LNBTWMX Z+vr 0l K+De2n0OH5d0pY3d
Vg3LsXSF65YF3uqge33aBoEOy9SI zj shngSEE] VCRvvWhOxAJ67aYKOZFf znbhTuU
rM TYDT42s DABQQR+pi xdl r pCOt DERa8us QHPOrsd/ n5Vs BaquOYRKIWGk/ gNWUI
oD GuxgUJ41@RVj vreV7x3zj 01 TNt LaXj ONzI VZI OLUr vnOF99FnivVBt SO5wWnUi h
E2NpRqCs+LpUuN JOpwnEenf GaFJ1j V6BXb+dHz 728NHRU5Lezw+QBGVIR6i 99Qxz
quWH yr 6p+6Ykkcnyj /i dyb5LZLDhQWBYC5EYK4UdeJDXj Yr 1LNV64nc Xbznc EAF
Y5TD59BI Ff | OE130yDni YOWbqJI 61 7uPpnult f oTxUhbM7HDa2cHgQecaJKYKO: k
| ZFEAQKxuCoql 2cgn6vszkUr LPD/ Yo+unFK@bt BTNcegMO+YWsSNH75uR) Vy TOsB
9Cof Teyl xf t ebg5hof 9+XRdPn8C6z Q0 nLv4D5Ki bJr art 11XbNC5JWjl +ul 3/ 52
Fudf Rv5dUQcqqs XPJRTV+s330BYuDUf XnNxJk8y8WVI bDbf Tf gGwWh3FopRcpd/ K
s7Pnt nKET792spvx9RaHL15D3i W C/ xCbpPSeMPsSDCc/ VI Di ZOYl wiMIT/ G\vL4c4
bl E6Ahql BNg5S1bFuXh051 Ova9l Tqpt kI nZr eHWAKg1RI 2GW/HI r mPqpYNVzr TSS
O5Ear Qa7Bd9dTDdj bsBX6j vr q0zu/ Bdhy SK/ TNGEr 3hE2u0+++Minf j RgZnUgTCd
zyi XMA36j yWIxdF9Fj r JpnkaRg2f B6+7a5hnBzl vl | QQCm+91uWUi 1z24vGVBFSB
a3f pLFX1p9cki Q@ OFhpdf ZoGVDach3LpsAgx| d46zBwhc7RkOOKRINIj RRgChAI
nl hHsZ7Gc 1AVnnw YYAq8BnXRer r kTl PvE4FbXzcJCL/ | c TBQzyPMBsTDInaDvcw
2aUopk GXDLICnBNnr eENSXTAhOT9qRcWAIXDI vGHDROC171T1uEcL4Er MO6YZReJN
9xPt sg3x2VouYo6V/ VoHAc3l a/ chA56181yCGTr ngx| dJ5nSHUZr NMrx8vj dLu2a
qCKew79j Yl yzRlI oXOSM371 ehkJuMRU7hf zi M CAf hVS] p16MX9f V7r 51 RLf Jo8n/
n6éhgr j DXmpSgzGRRat sCLj bYy/ Bi j 7Ul j i eMduyst 1Tb3bJvEOxr QRTQqcj Ef Ebx
0AnZkgi DyOgMJ9EK5v1EnpAHAXEoaPut 3Lezocj 2CouAJFo9q71aMIFI6HVAbOhM
j KpXuCGE h8xe9uPRXT5/ ¢JCnz6CaK1lmiBGT6HBg++i dJi H+dS4FBUMO6CN AubuZ
KwOFj ORt ohMht +9RhBr xg8Jr WFFp973R/ WONP10oA+TK6Il J9g561251 LHI+saMMvAO
93kz15TLPW f G / whbnkm/PCAKCvxcaAUt 7i i KRZBHGc1ZZ4KoNapki | wldGh9eh
N546WIMQOVspzgj x6zkZWJAOGE aNmr Cy07Ln+QEl aqO+wy BRYYGOK6ExV cz S2U2



1+UJQ2Q0 xN4BEi kt T2yNONzsG JETI 5vj pnE/ wAAAAAAAAAAAAAAAAAAAAK VEN4i
KDI 8

SEQUENCE {
# si gnedDat a
OBJECT_I DENTI FI ER { 1.2.840.113549.1.7.2 }
[0] {
SEQUENCE {
I NTEGER { 1 }
SET {
SEQUENCE {
# shab512
OBJECT_| DENTI FI ER { 2.16.840.1.101.3.4.2.3 }
}

}
SEQUENCE {
# data
OBJECT_I DENTI FIER { 1.2.840.113549.1.7.1 }
[0] {
OCTET_STRING { "M.- DSA-87 signed-data exanple with sig
ned attributes" }

}
}
SET {
SEQUENCE {
I NTEGER { 1 }
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
# organi zat i onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }
}
}
SET {
SEQUENCE {
# conmmonName
OBJECT IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }
}
} }
I NTECER { * 159ff e6f 22f d5cc42c524df 6f d5e28d0de38f 34e
}
}
SEQUENCE {
# shab512
OBJECT_I DENTI FIER { 2.16.840.1.101.3.4.2.3}
}
[0] {

SEQUENCE {
# content Type
OBJECT_I DENTI FIER { 1.2.840.113549.1.9.3 }
SET {
# data
OBJECT_I DENTI FI ER { 1.2.840.113549.1.7.1 }

}

}
SEQUENCE {
# messageDi gest
OBJECT_I DENTI FI ER { 1.2.840.113549.1.9.4 }
SET {
OCTET_STRI NG { ‘ 024f 5ef 2846bda2220e542208acf d715
ddd3b8e111e8390d62864b1dc128c0a2c9b74567b0b955¢c617f 002204d27d887



95699e065f 016ae31c6d0a4b42662264" }

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}

OCTET_STRI NG { ‘9863de9a87725f 55d7963b509e9a5496df 4646
97¢42d6b93d355de27d9c70f 3188c57aa479288chb5b8aa993a728f 9e75ec12ca
f dc25bel54dc691f 1580abla43f 2692a526453d82c9ddlaeaa35¢c2116c0de25e
d2e34f 2ea594c7b2d409db4911e546e0e2953f 0ea7301b0f 2f 4111398215521
5833e49dc5c67bb74a846e7685d477be4d32734f cOc4f 7bbb42d78al18467aeel
a7a3f bf cac476cell6e5lef 4cbb131d5656a27f a1836badcc390da857d87ad63
10f 5b78e85ce066f f 004d6f 5043f c21bb13c8382765e2395e5b4c02229e3de86
cf b090e6618db2f c8303cae6f 3e2d4e7a23f 0e70d4514f 70eaaa82f 7d50c6dc9
67df 4455a15708f f 15750be0al2481bele51f e7380f 9f c8b76c271eb5221c857
5clef Oeee3a04b8746700f 99f 05392de9a69f aa302825cc66f 2665e9b6¢c7aeb5
acl2adf cc742a2d623e9e0948b73073291dc4172f 90b4db03a6d96f be5877153
4730b6e139bf 8f ec94f f 85c4eaf 8a6782a94b2b8f 27cda2f 1d84f 007915eb9d5
9c873db5b5bl1f 2c572aa624f 9f 66b3c547bb7dc9dada5¢c8ac4961e30811ch93a
eeOb2cd4f 61792cf 83201aef e55e308d0b180ddc45daa367ef f 566daaf bd6f cd
4d403ec7b21c563c38c5a48al187e5e6ea430alf cd177f 3ae976a6bb939588e7a
7a71d2ccca3607¢829065e67b9125f d6056d662ch08b852578¢c9d88f e87333ce
ff61827f a7laf 02159786f 4c837d11934f 0808d8f 5365471d6d3b1f 1e2b158eb
341d89a5b3d5909c8dd22f 68aba5d605delcc3480388f 80f elf 778a9eel1832ba
a6f be3126a54199becf 424e47a456ac3bda64da698365b54cc4eb5cf 2a842773
7409af 003522b35188f e55a34811bc8bac06015add438a5d15b83180d3ded89c
40be7f 313349e9edde655651274ef 6eb4f f d679cf b42b6094f 2b92ecdd6ac10d
a70a24ccd187f ba3d727dbblad46ceebc01c4c9a07f 54df 806dac77317072bebb
ff5346c618elchb0ed4eb944097815720266e0b09c501e8de0b05ccf abf 2ddf bee
0de3f ccd5e0dc562a95cf c21lecc0ed60a238023db2982f 99a0949b96230b2623
b88213a8ad4ae54ae9715e9f db2e67d40a549e795e3cf 8ecc049abf f 9d848f Obd
31ca652dd292e9f c69c8bb2f ead7e38a9e8357513d5e15c235a2b35¢c07e2d326
23e4613a82c124f c7f 9cb8124e8ab57078bdf 4c3ed2998c22a331e3dddf dch52
5a8a9851e9deb3e51b4f 3a558722296f 08529f f 657e238162f c974e9735371a2
0c1526acc7210138055e46f 4428776b8e3ea3224cf 78039090edf 4f 4ebf ea570
f ecd7f 83c298d44733797e657e963f e72ded410f 88889c50230e0c2e4790e335
eOac07ed4c3cbaeb90d7ba76191926eeac965ab2b6ae8af 4b8a501e7819d8308
57b86a019dc5¢ch60619¢c7¢chb616796ea59242823387f 1b4a57406c7d8d151f 880
2d877a3dc09c8059f 4a5de5c031f al62b2eadl25eee7de53f bh585d83b5c2cc56
ce8e36c¢cc0a5f 339¢9b713a37432408b782884c2df 141¢c0bb5137ce9572b86¢c7a
f 5d73352f 99cd7aaf b0311caf 61944d983b99eb8b4c332d931df Oaf 9189f 412
37a75458b57797b7186bebb5f 7aa4373d8db5406df 2aab789799d5b0404c3ef 4
e086b85c57158ef 471824519f 93891d81087a9136aa35aec56b6f a91bb2865cf
1f ab12259c17025d558f a28e210bb09a4c7¢c46697e0d67b9c3958f 6004aa0b3f
dbeb412cb55ea94f e0444922769921653f d28935696765536e3cc2f d1f 7b792b
9aaall1b50a3aeb6ec6162ea97chb00c554f b4bd5a45e62b944a6abb6b4adf ef al7
b9255e7d3f 1ebf 8844af 7dee8e7067394a6da71f b3d5e449e79e7920c5911480
429312e90b497568e1f dbc58e03f 586e6062f 8eb3719f f 7a7e94d59de2a6557f
b57105d247d94d4d127375169alc4c5d7b69d2dd0ab15835f 5cb55770b0b8521
701557d8f 56d4f 69270ea9d67bbdef 8a64e54e230cef d627a3a10ad9043bc025
3f 76dd90cdf c01e066e93f 6a81321f 1f 9df 25f 2bb7d8d1552f 3766c9b6dch341
8aalf 370e980927a5b50053598ec9bf 249f Of abbe2acbeeae21729519aee6b6f
3af bf 066e54f ea755504c8c663806bc7564883b236234c9adcaf 8b98e1652464
f 2a24b738123bcf c05b0165bdf a922dc5f 65953acd3089cf 4c2ce8f 7¢9935e55
084498a6aad5343482d6b0e8d6286b47f e9864f dc3f 3ad0b496d4d67f 2a21338
2db386132ba9ba8b2f d0ae1988453be3422be32df dcd4ba0547634f 681d3ccbe
624986ef 46f 89ec1cb4d58aab72d85f 0b6a39bca8bf b49f 57f 61b412671a3d6b
3750b5ab12a9da9c37b2dda217a82bf 4df b38a5802dd2cdf 21390ddf ce95905d
93e33f 9299109f 0ade979144d5a8431ab428¢c93c0e8b227a2565ec20b3321019
4dbc1614ee26b01ded7e47b86730a6a66af a2557d118b53cc59979f 97eead322
d8f 01c8616a3e277359a0f f 2e3eeededbf 21d2426af 81lef 8a622f 298d0dc5f dO
19b479f a430298db3b95476a4d1lcbaal85adcf 123346d616049169868c0f 512f
8e57af 5210c0d8749045f bcdd0572a23ca3d65de03f 894ea49c0596021a8cf ch
baa985aa934ea0210d867122f c444a977664045df 9a7cbeb02cf 45f 448007265
ff5cf4d3fca717ee34a2038c1466a8f 73665f f 27f c87adedf 2b0f 342f cef 6bd7



edld6af 4cObbde9eObca2lada2f 93bd2ac7ad0c31c2f dc2f ed487db4e6a69d8c
989f ac14101af 2f 89462354cae78f f da8965854346828217b1f 26ed018356ee3
81dac45e29b7078436¢cd96c2cc08f 9df ad3cal06a70ea997cc20f 38cea329b0f 3
2c7b458404b3920c46a6bbebb4f 5648172de363b9f 60c0b47cb688098d1ae67b
57657380db82dbeal69b778ef 512af 1845a00985f 9b14e8143572b274397b62e
b834905f 4bc1b19¢3003f 1d1b25744536522f 4469a600b01d51bd0c5a8df 1d9f
bcf 61d7f 7221e039f a8334652862cd439b920323b2b31be0950c7b1571aleael
9df 1679a96¢c187551b7828389c3a6f 6390f ca423151f 5ec23ceel243a7183978
bd8451a2b6867399bf 3cf cce7ad2476f 35ea828738ced9647d995¢cf de7238327
f 30f eedaf 5f f d7d8709¢c3b985464ef cf e3d6b2b146564b136a637aced89f 3417
ef 5a9baa28c922c14e608ecf 65bbe68d213bd792cebc0af 8c52d416d9f 55f 81a
8ac228433a5c85799aebbe559eede2907dd5525aac7b608331766d98b7093314
e87d6a207a422f 14eedbc5e12ddde0470148252edeb73e00724254d73027f 2c0
baeedad3f d32780d19e33f 99¢917160ech42cc9004bd3af cef 6881af 82d54000
2f 6a27af 3e15a706c001632360781a8b327f eOf ddb7d112643eeba2276f 9c45e
66f 66668506e6de578cacded1625b68036¢c9f Ocf bdbea8f 77d2¢c5923d96f ea69
18a547a37a6980c5e6f b64d4f 5d18df 87b1b3c0643f b4f cbcf 1244e18d696972
59d23d436¢cef 4cec40c24f 4e3b97f 140c512dc25706ba2f bOda65814f 36627cf
519cf 1belcf 77bc121f cf c1a352958c956d9f 2¢c770f ed84e6f 88b9cb13f f b48a
dec95c5ef b04044daecc9b24b2041d77e35e5f 570458f f 0626¢cbda8bc6f 31acf
ce9b7537cdb6ac83ae63802f 5b98358a27b2f 2b5b842816bdab060b4cf 8034d3a
7a29cb49957b66b7bh3d1eeB8a659ed8f 90ac599c692¢c2e804f ac47da49d41a80e
845b137175887281db138f ef b5f 5¢c6169dcb73b5139f 3066c22a53a56e553d7
5400b9be066df cde7f cf dedd36e126c245d7¢98595d926chbdf 511a6¢c16a0bf 77
043f 937cb30c53c6982b25a4ece2f bb7b5e4e7792491ef b2367dcf 980dedclab
Odee7b0a653a77e6ebas5ec2d6d4a052b0023f ea2141978c35b7¢c87f 587ac4ff 6
ff c638f 54albaeba5da0c1435597f 964396cc4d7c3f 1f 1d49983456f e36c0985
7e31a06e92a673ba32f Oef cObdce7647950cdblabcc82bec663f 2b20b9d08625
7a41959d64883dd2f 800b076a2d6d5466b67673e55¢721d0e3ae78654db93d5e
ede519b352249068332198e910892b2ee273915aa44c8892f da038al6f 6a2d87
bf f 31149f 1ca3f a94f 52234e052f 280ae3e6e3e85elbcd8b73db19c4191e3160
a82d57927a32b467ecf 6¢950599a51d307¢c329¢c0b9de8da68e4f d3b96512e819
1f alcbd566be7a9e1846bc605663f a4964d6abb467e9f e85021d5f f a2218732f
53f d293791f 29530e900e1c99be5f d4113986ac43b30c¢88f 1d2¢c105¢ccd282bd0
c52636e3f d5a2a73366ach6ef b38672a41e73407db1a293de97565d916f 62259
922bf 8cb6d67e€418d56c06b2a9d049c1ec65921c1bd8db36ea763f 92018a65c7
4a4a8111c6f c9101b6144d8a2a0a3f 82237dblee68e87f bec28d8d4ebcc5661d
d445c55f 773b37d656780544d7d446586d23b4355aaf 452ea3608d26f 94f 36b4
dla25b0f a3aba887c52chb8574e5a8a63da86b377c0a8538bc0580f c861aeb7db
769bdb83f d80f f f f 96598f f 311c0e5688f 39d527¢c92e3d5b8a6e21be8c71541b
1294250f 7Tba7a242¢27343d190c03abad08819bf 5f 99f 14b6a80f 2b993a7e6f b
6eb5a8d0b10994ce6050324ed80621f 25b2928a4e14d41311f 5453ef e1933ced
cc58539f e150f 2e636¢c0c0f 3146¢c770406945bbf ce7cf 5ad7b62c4bdbb806318
6a07b4606d2841ed2bb16132651ddbab2a737d477f 31eccb9e7bd1dbc03f ach8
767f a798c2350b9334bc7a4549eb8334bd2b0f 8ecc3473367092d6a512e8f 50d
OabaalO061bbf e44a7c0507beabaee3037f 37¢c46¢c1491cd2780f ee3731010a377
3a99537bf 09ce28485096d1b6bdc9a9ab73f c8350ele3c2cd262058df 1d1315e
elb877eab2300752f f 7ea32b54852chf eOeeb84c9ba845f b2cd053c16c59f af a
f420af 837b69f 41f 9774a58ddd560dcbb17485eb9605deea9edf 7681a043b2f 5
22338ec8678121048d5091bef 5a7d31009ebb69890e6457f 39b9853b94acc893
6034f 8dac0cOf 10436f a98b1748ae908eb431116bcbac4073ce9ac77f 9f 956¢0
5aaae39844a270ea4f e0356525a038¢c6b86814278d46d958ef ade57bc77ce3d0
84cdb4b6978f 4373215648d0b52bbe7385f 7d16630cf 2d4b4e709d48a1136369
46a0acf 8ba54b8df c93a9c2611e9df 19a149d6357a0576f e747cf bdbc347454e
4b7b3c3e401195251ea2f 7d433aaeb587972af aa7ee98924726ca3f e27726f 92d
92¢38505b761ce4460ae1475e2435e362bd4b355eb89dc5dbce67040056394¢3
e7d04815f 94e135dcec839e263459ba8997a23bb8f a66bb5b5f a13¢c5485b33b1
c36b6707a90e5c68929890eb64959144e102b1b82a2a2367209f abecced452b2c
f Of f 628f ae9¢5290e6d05335c7aa30ef 985ba48d1f be6e4635724f 4b01f 46alf
4dec88c5f b5ebeaeblalf f 7e5d174f 9f cObacd03a39cbbf 80f 92a26c9adaaedd
755db342e495aa97ebabdf f e7616e75f 46f e5d51072aaac5cf 2514d5f acdf 7d0
162e0d47d79cdc4993cchc5656¢36df 4df 806¢c325aldc5a2945casdf cab3b3e7
b672844f bf 76b29bf 1f 516872f 5€43de25880bf c426e93d278c3ec48309cf d59
43899398230313f c636f 2f 87386e513a021a8804d8394bh56c5b97874e4838c6b
d213aa9b6422666b7875802a0d5123619654722b98f aa960d573ad3492d3911a
ad06bb05df 5d4c37636ec057ea3bebab4ceef c1761c922bf 4cd184af 7844daed



3ef be3389df 8d1a999d4a9309dcf 2897330df a8f 2589c5d17d163ac9a6791a46
ad9of 07af bb6b986707322f 2084340a6f bdd6e5948b5cf 6e2f 18cdc54816b77e9
2c55f 5a7d7248901a538586975f 66818c39a71bdcba6c020c65778eb307085ce
d19343a447d37d8d146009b0229e5847b19ec67350159e7¢c2561802af 019d745
eaeb91320f bc4e056d7cdc2422ff 21¢c4c1433c8f 33¢cbh130c99dalef 730d9a528
a641970cbf 429bc9eb7849d2c53021d13f 6a45¢c580f 570e2bc61c344e0b5ef 54
f 5b8470be04accd3a61945e24df 713edb20df 1d95a2e628e95f d5a06elcdc86b
f 721039eb5f 35¢82193ae683121d2799d21d466b34cbf 1f 2f 8dd2eed9aa8229e
c3bf 63608ch3448a17d12337ee57a1909b8c454eel7f 388cac2elf 8554a3a75e
8c5f d7d5eebe6544b7c9a3cof f 9f a860ae30d79a94aacc64516adb022e36d8ch
f 0628f b5258e278ce2ecach754dbddb26f 134c6b4114d0a9c8c47c46f 1a009d9
92a883cb4a8c53d10ae6f d449e9007e1712868f baddcb7b3alc8f 60a8b80245a
3dabbd5a334149e873006f d84c8caa57b821bf 87cc5ef 6e3d15d3e7f 7090a7cf
a39a2b59b80464f alc183ef a2749887f 9d4b81415263ba08df cOb9bb992b0d05
8f 446da21326b7ef 51841af 183¢c26b585169f 7bdd1f d6d0d3f 5a00f 932ba949f
6ae7ad76e482c727eb1a33000ef 77933d794ch3d621f 1a3f f Obdb9e49af 3¢200
alaf c5c68052dee288a45904719cd596782a835aa64888c097466f d7al1379e3a
593310d2f b29ce08f 1eb39195a000e18868d9ab0b2d3b2e7f 901086aa3bec320
5161818e98aeblbdccd2d943b6d7e5093b63bf c4de0112292d4f 6c8dd0dcecla
32444e5e6f 8e99c4f f 000000000000000000000000000000090¢c121e2228323¢

Acknowl edgnent s

The authors would like to thank the foll owing people for their
contributions and reviews that hel ped shape this docunent: Viktor
Dukhovni, Russ Housl ey, Panos Kanpanakis, M ke Qunsworth, Fal ko
Strenzke, Sean Turner, and Wei-Jun WAng.

Thi s docunent was heavily influenced by [ RFC8419], [RFC9814], and
[ RFC9881]. Thanks go to the authors of those docunents.

Aut hors’ Addr esses

Ben Salter

UK National Cyber Security Centre
Emai | : ben. s3@csc. gov. uk
Adam Rai ne

UK National Cyber Security Centre
Emai | : adam r @csc. gov. uk

Dani el Van Ceest
Crypt oNext Security
Emai | : dani el . vangeest @r ypt onext - security.com



