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1. Introduction

The Modul e-Lattice-Based Digital Signature Algorithm (M-DSA) is a
quantumresi stant digital signature schene standardi zed by the US
National Institute of Standards and Technol ogy (N ST) PQC proj ect
[NIST-PQC] in [FIPS204]. This docunent specifies the use of the M-
DSA in Public Key Infrastructure X 509 (PKIX) certificates and
Certificate Revocation Lists (CRLs) at three security |levels: M- DSA-
44, M.- DSA-65, and M.- DSA- 87.

[ FI PS204] defines two variants of M.-DSA: pure and pre-hash. Only
the former is specified in this docunent. See Section 8.3 for the
rationale. The pure variant of M.-DSA supports the typical pre-hash
flow. Refer to Appendix D for nore details.

Prior to standardi zation, M-DSA was known as Dilithium M.-DSA and
Dilithiumare not conpati bl e.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. ldentifiers
The Algorithm dentifier type is defined in [ RFC5912] as foll ows:

Al gorithm dentifier{ALGORI THM TYPE, ALGORI THM TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithnfet}),
parameters ALGORI THW TYPE.
&Par ans({ Al gorithnBet}{@l gorithn}) OPTI ONAL

}
| NOTE: The above syntax is from|[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.
The fields in Al gorithm dentifier have the foll owi ng neani ngs:

* algorithmidentifies the cryptographic algorithmw th an object
identifier (AOD).



* paranmeters, which are optional, are the associated paraneters for
the algorithmidentifier in the algorithmfield.

The NI ST-registered ODs [CSOR] are:

id-m-dsa-44 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) sigAl gs(3) id-nm-dsa-44(17) }

id-m-dsa-65 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) sigAl gs(3) id-nm-dsa-65(18) }

id-m-dsa-87 OBJECT IDENTIFIER ::={ joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Algorithm(4) sigAl gs(3) id-m-dsa-87(19) }

The contents of the paraneters conponent for each al gorithm MJST be
absent .

M.- DSA Sighatures in PKIX

M.-DSA is a digital signature schene built upon the Fiat-Shamr-wth-
aborts framework [Fiat-Shamr]. The security is based upon the
hardness of lattice problens over nodule lattices [Dilithium. M-
DSA provides three paraneter sets for the NI ST PQC security
categories 2, 3, and 5.

Signatures are used in a number of different ASN.1 structures. As
shown in the ASN. 1 equivalent to that in [RFC5280] below, in an X 509
certificate, a signature is encoded with an algorithmidentifier in
the signatureAlgorithmattribute and a signatureValue attribute that
contai ns the actual signature.

Certificate ::= SIGNED{ TBSCertificate }
S| GNED{ ToBeSi gned} ::= SEQUENCE {
t oBeSi gned ToBeSi gned,
al gorithmdentifier SEQUENCE {
al gorithm S| GNATURE- ALGORI THM
& d({Si gnatureAl gorithns}),
paranmeters SI GNATURE- ALGORI THM

&Par ans({ Si gnat ur eAl gorit hns}
{@l gorithm dentifier.algorithnt)
OPTI ONAL
},
signature BI T STRI NG ( CONTAI NI NG SI GNATURE- ALGORI THM &Val ue(
{ Si gnat ur eAl gorit hnms}
{@l gorithmdentifier.algorithnt}))

}

Signatures are also used in the CRL list ASN. 1; the representation
below is equivalent to that in [RFC5280]. In an X 509 CRL, a
signature is encoded with an algorithmidentifier in the
signatureAlgorithmattribute and a signatureValue attribute that
contains the actual signature.

CertificateList ::= SIGNED{ TBSCertList }

The foll owi ng SI GNATURE- ALGORI THM ASN. 1 cl asses are for M.- DSA- 44,
M.- DSA- 65, and M.- DSA- 87:

sa-m -dsa-44 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d-ml - dsa- 44
PARAMS ARE absent



PUBLI G- KEYS { pk-mi -dsa-44 }
SM ME- CAPS { | DENTI FI ED BY i d-nl - dsa- 44 }

}

sa-m -dsa-65 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d-m - dsa- 65
PARAMS ARE absent
PUBLI C- KEYS { pk-m -dsa-65 }
SM ME- CAPS { | DENTIFI ED BY id-m -dsa-65 }

}

sa-m -dsa- 87 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d-ni -dsa- 87
PARAMS ARE absent
PUBLI C- KEYS { pk-m -dsa-87 }
SM ME- CAPS { | DENTI FIED BY id-ni-dsa-87 }

}

| NOTE: The above syntax is from[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680].

The identifiers defined in Section 2 can be used as the

Algorithm dentifier in the signatureAlgorithmfield in the sequence
Certificate/CertificateList and in the signature field in the
sequence TBSCertificate/ TBSCertList in certificates and CRLs,
respectively, [RFC5280]. The paranmeters of these signature

al gorithms MUST be absent, as explained in Section 2. That is, the
Al gorithm dentifier SHALL be a SEQUENCE of one conponent, the O D id-
m -dsa-*, where * is 44, 65, or 87 -- see Section 2

The signatureValue field contains the correspondi ng M- DSA si gnature
conmput ed upon the ASN. 1 DER-encoded TBSCertificate/ TBSCertLi st

[ RFC5280]. The optional context string (ctx) paraneter as defined in
Section 5.2 of [FIPS204] is left to its default value: the enpty
string.

Conformng Certification Authority (CA) inplenentations MIST specify
the algorithns explicitly by using the O Ds specified in Section 2
when encodi ng M.- DSA signatures in certificates and CRLs. Conform ng
client inplenentations that process certificates and CRLs using M-
DSA MUST recogni ze the corresponding O Ds. Encoding rules for M-DSA
signature values are specified in Section 2

M.- DSA Public Keys in PKI X

In the X. 509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the followi ng ASN. 1 synt ax:

Subj ect Publ i cKeyl nfo { PUBLI C-KEY: 10Set} ::= SEQUENCE {

al gorithm Al gorithmdentifier {PUBLI CKEY, {ICSet}},
subj ect Publ i cKey BI T STRI NG

| NOTE: The above syntax is from|[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in SubjectPublicKeylnfo have the follow ng neaning:

* algorithmis the algorithmidentifier and paranmeters for the
public key (see above).

* subj ect Publ i cKey contains the public key.

Algorithm 22 in Section 7.2 of [FIPS204] defines the raw byte string
encodi ng of an M.-DSA public key. Wen used in a



Subj ect Publ i cKeyl nfo type, the subjectPublicKey BIT STRI NG cont ai ns
this raw byte string encoding of the public key. Wen an M.- DSA
public key appears outside of a SubjectPublicKeylnfo type in an
environnment that uses ASN. 1 encoding, it could be encoded as an OCTET
STRI NG by using the M.- DSA-44- Publ i cKey, M.-DSA-65-PublicKey, and M-
DSA- 87- Publ i cKey types corresponding to the correct key size defined
bel ow.

The PUBLI C-KEY ASN. 1 types for M.-DSA are defined here:

pk-m - dsa-44 PUBLI C-KEY ::= {
| DENTI FI ER i d- i -dsa- 44
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
PRI VATE- KEY M.- DSA-44-PrivateKey } -- defined in Section 6

pk-m - dsa- 65 PUBLI C-KEY ::= {
| DENTI FI ER i d- i - dsa- 65
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
PRI VATE- KEY M.- DSA- 65-PrivateKey } -- defined in Section 6

pk-m - dsa- 87 PUBLI CG-KEY :: = {
| DENTI FI ER i d-ml -dsa-87
-- KEY no ASN. 1 wapping --
CERT- KEY- USACGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
PRI VATE- KEY M.- DSA-87-PrivateKey } -- defined in Section 6

M.- DSA- 44- Publ i cKey :

OCTET STRING (S| ZE (1312))

M_- DSA- 65- Publ i cKey :

OCTET STRI NG (Sl ZE (1952))

M.- DSA- 87- Publ i cKey ::= OCTET STRI NG (SI ZE (2592))
| NOTE: The above syntax is from[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680].

[ RFC5958] specifies the Asymmetric Key Package’ s OneAsymmetri cKey
type for encoding asymretric keypairs. Wen an M.-DSA private key or
keypair is encoded as a OneAsymetricKey, it follows the description
in Section 6.

When the M.-DSA private key appears outside of an Asymmetric Key
Package in an environnent that uses ASN. 1 encoding, it can be encoded
usi ng one of the M.- DSA-PrivateKey CHO CE formats defined in

Section 6. The seed format is RECOWENDED as it efficiently stores
both the private and public key.

Appendi x C contai ns exanpl e M.-DSA public keys encoded using the
textual encoding defined in [ RFC7468].

Key Usage Bits

The intended application for the key is indicated in the keyUsage
certificate extension; see Section 4.2.1.3 of [RFC5280]. |If the
keyUsage extension is present in a certificate that includes id-m -
dsa-* (where * is 44, 65, or 87 -- see Section 2) in the

Subj ect Publ i cKeyl nfo, then the subject public key can only be used
for verifying digital signatures on certificates or CRLs, or those
used in an entity authentication service, a data origin

aut hentication service, an integrity service, and/or a non-
repudi ati on service that protects against the signing entity falsely
denyi ng some action. This neans that the keyUsage extensi on MUST



have at | east one of the following bits set:

* digital Signature

* nonRepudi ati on

* keyCert Sign

*  CcRLSign

M_- DSA subj ect public keys cannot be used to establish keys or
encrypt data, so the keyUsage extensi on MUST NOT have any of the
followi ng bits set:

* keyEnci pher nent

* dat aEnci pher nment

*  keyAgr eenent

* enci pherOnly

* deci pherOnly

Requi rement s about the keyUsage extension bits defined in [ RFC5280]
still apply.

Private Key Fornmat

[ FI PS204] specifies two formats for an M.-DSA private key: a 32-octet
seed (£) (CGREEK SMALL LETTER XI, W+03BE) and an (expanded) private
key. The expanded private key (and public key) is conputed fromthe
seed using M.-DSA KeyGen_internal ( £) (algorithm6).

"Asynmetric Key Packages" [RFC5958] specifies how to encode a private
key in a structure that both identifies what algorithmthe private
key is for and allows for the public key and additional attributes
about the key to be included as well. For illustration, the ASN 1
structure OneAsymmetricKey is replicated bel ow

OneAsymet ri cKey :: = SEQUENCE {
versi on Ver si on,
privat eKeyAl gorithm SEQUENCE {
al gorithm PUBLI C- KEY. & d({PublicKeySet}),
par aneters PUBLI C- KEY. &Par ans( { Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL}
pri vat eKey OCTET STRI NG ( CONTAI NI NG

PUBLI C- KEY. &Pr i vat eKey({ Publ i cKeySet }
{@rivateKeyAl gorithmal gorithn})),
attributes [0] Attributes OPTI ONAL,

[[2: publicKey [1] BI'T STRI NG ( CONTAI NI NG
PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL 17,

| NOTE: The above syntax is from [RFC5958] and is conpatible with
| the 2021 ASN.1 syntax [ X680].

For M.-DSA private keys, the privateKey field in OneAsymretri cKey
contains one of the foll owing DER-encoded CHO CE structures. The
seed format is a fixed 32-byte OCTET STRING (34 bytes total with the
0x8020 tag and length) for all security levels, while the expandedKey



and both formats vary in size by security |evel:

M.- DSA- 44- Pri vat eKey ::= CHO CE {
seed [0] OCTET STRING (Sl ZE (32)),
expandedKey OCTET STRI NG (Sl ZE (2560)),
bot h SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRI NG (SI ZE (2560))

}
}

M_- DSA- 65- Pri vat eKey ::= CHO CE {

seed [0] OCTET STRING (Sl ZE (32)),

expandedKey OCTET STRI NG (S| ZE (4032)),

bot h SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRI NG (SI ZE (4032))
}

}

M.- DSA- 87- Pri vat eKey ::= CHO CE {
seed [0] OCTET STRING (SIZE (32)),
expandedKey OCTET STRI NG (SIZE (4896)),
bot h SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRI NG (SI ZE (4896))

}

| NOTE: The above syntax is from|[RFC5912] and is conpatible with
| the 2021 ASN.1 syntax [ X680].

The CHO CE allows three representations of the private key:

1. The seed format (tag [0]) contains just the 32-byte seed val ue
(&) fromwhich both the expanded private key and public key can
be derived using M.-DSA KeyGen_internal ( £).

2. The expandedKey fornmat contains the expanded private key that was
derived fromthe seed.

3. The both format contains both the seed and expanded private key,
allowing for interoperability; some may want to use and retain
the seed and others may only support expanded private keys.

When encodi ng an M.-DSA private key in a OneAsymretri cKey object, any
of these three formats may be used, though the seed format is
RECOMVENDED f or storage efficiency.

The privateKeyAl gorithmfield uses the Algorithmdentifier structure
with the appropriate O D as defined in Section 2. |f present, the
publicKey field will hold the encoded public key as defined in
Section 4.

| NOTE: While the private key can be stored in multiple formats,
| the seed-only format is RECOMMENDED as it is the nobst conpact

| representation. Both the expanded private key and the public
| key can be deterministically derived fromthe seed using M-

| DSA KeyGen_internal (£). Aternatively, the public key can be
| ogenerated fromthe private key. While the publicKey field and
| expandedKey format are technically redundant when using the
| seed-only format, they MAY be included to enabl e keypair
| consistency checks during inmport operations.

When parsing the private key, the ASN.1 tag explicitly indicates
whi ch variant of CHOCE is present. |Inplenentations should use the



context-specific tag IMPLICIT [0] (raw val ue 0x80) for seed, OCTET
STRI NG (0x04) for expandedKey, and SEQUENCE (0x30) for both to parse
the private key, rather than any other heuristic like length of the
encl osi ng OCTET STRI NG

Appendi x C cont ai ns exanpl e M.-DSA private keys encoded using the
textual encoding defined in [ RFC7468].

I ANA Consi derati ons
For the ASN. 1 nodul e in Appendix A, |ANA has assigned the follow ng

object identifier (OD) in the "SM Security for PKI X Mdul e
Identifier” registry (1.3.6.1.5.5.7.0):

R ety Sl ey sl —p—p—_—r o
| Decimal | Description | Reference

B e oo ooy e e e o1
| 119 | id-nod-x509-ni -dsa-2025 | RFC 9881 |
F---- - - - B T I I F--- - - - +

Table 1. Registered ASN. 1 Modul e
Oper ational Considerations
.1. Private Key Format

An M.- DSA. KeyGen seed (£ ) represents the RECOMVENDED format for
storing and transnmitting M.-DSA private keys. This format is
explicitly permtted by [FlI PS204] as an acceptabl e representation of
a keypair. In particular, generating the seed in one cryptographic
modul e and then inporting or exporting it into another cryptographic
nmodul e is allowed. The internal key-generation function M-

DSA. KeyGen_internal ( £) can be accessed for this purpose.

Note al so that unlike other private key conpressi on nethods in other
al gorithms, expanding a private key froma seed is a one-way

function, meaning that once a full key is expanded from seed and the
seed discarded, the seed cannot be recreated, even if the ful

expanded private key is available. For this reason, it is
RECOMMVENDED t hat i npl ementations retain and export the seed, even

when al so exporting the expanded private key. M.-DSA seed extraction
can be inplenented by including the seed ¢ that is randomy generated
at line 1 of Algorithm1 M-DSA KeyGen in the returned output.

When encodi ng an M.-DSA private key in a OneAsymetri cKey object, any
of these three formats may be used, though the seed format is
RECOMMENDED f or storage efficiency.

.2. Private Key Consistency Testing

When receiving a private key that contains both the seed and the
expandedKey, the recipient SHOULD perform a seed consistency check to
ensure that the sender properly generated the private key.

Reci pients that do not performthis seed consistency check avoid
keygen and compare operations, but are unable to ensure that the seed
and expandedKey mat ch.

If the check is done and the seed and the expandedKey are not
consi stent, the recipient MIST reject the private key as mal f orned.

The seed consistency check consists of regenerating the expanded form
fromthe seed via M.-DSA KeyGen_ internal, and ensuring it is bytew se
equal to the value presented in the private key.

Appendi x C. 4 includes sone exanpl es of inconsistent seeds and
expanded private keys.



8.3. Rationale for Disallow ng HashM.- DSA

The HashM.- DSA node defined in Section 5.4 of [FIPS204] MJST NOT be
used; in other words, public keys identified by id-hash-m -dsa-44-
Wi t h-sha512, id-hash-m -dsa-65-wth-sha512, and id-hash-nl-dsa-87-
wi t h-sha512 MJUST NOT be in X 509 certificates used for CRLs, OCSP
certificate issuance, and related PKI X protocols. This restriction
is primarily to increase interoperability.

M.- DSA and HashM.- DSA are inconpatible algorithns that require
different Verify() routines. This introduces the conplexity of
informng the verifier whether to use M.-DSA. Verify() or HashM.-

DSA. Verify(). Additionally, since the same O Ds are used to identify
the M.-DSA public keys and M.- DSA signature algorithns, an

i mpl ementation would need to conmit a given public key to be either
of type M.-DSA or HashM.-DSA at the tine of certificate creation.
This is anticipated to cause operational issues in contexts where the
operat or does not know whether the key will need to produce pure or
pre- hashed signatures at key-generation tinme. The External "u"
(GREEK SMALL LETTER MJ, W+03BC) node described in Appendi x D avoi ds
all of these operational concerns.

A mnor security reason for disallow ng HashM.-DSA is that the design
of the M.-DSA al gorithm provi des enhanced resi stance agai nst
collision attacks, conmpared with HashM.- DSA or conventional RSA or
ECDSA signature algorithnms. Specifically, M.-DSA prepends the
SHAKE256 hash of the public key (tr) to the nessage to-be-signed
prior to hashing, as described in line 6 of Algorithm7 of [FlIPS204].
This means that in the unlikely discovery of a collision attack
against the SHA-3 famly, an attacker would have to performa public-
key-specific collision search in order to find nmessage pairs such
that H(tr || nl) = H(tr || nR), because a direct hash collision H(ml)
= HnR2) will not suffice. HashM.-DSA renoves this enhanced security

property. In spite of its lack of targeted collision protection, the
practical security risk of using HashM.-DSA in X 509 signatures would
be immaterial. This is because a hash of the issuing CA's public key

is already included in the Authority Key ldentifier (AKlI) extension,
which is signed as part of the TBSCertificate structure. Even when
it is a SHA-1 hash, general second pre-inmages agai nst the AKlI hash of
exi sting issuing CAs would be inpractical

9. Security Considerations

The Security Considerations section of [RFC5280] applies to this
specification as well.

The M.- DSA sighature schene is strongly unforgeabl e under chosen
message attacks (SUF-CMA). For the purpose of estimating security
strength, it has been assuned that the attacker has access to
signatures for no nore than 2*{64} chosen nessages.

M.- DSA depends on high quality random nunbers that are suitable for
use in cryptography. The use of inadequate pseudo-random numnber
generators (PRNGs) to generate such values can significantly
underm ne various security properties. For instance, using an

i nadequat e PRNG for key generation mght allow an attacker to
efficiently recover the private key by trying a small set of
possibilities, rather than brute-force searching the whol e keyspace.
The generation of random nunbers of a sufficient |evel of quality for
use in cryptography is difficult; see Section 3.6.1 of [FIPS204] for
some additional infornation.

In the design of M.-DSA, care has been taken to nake side-channe
resilience easier to achieve. For instance, M-DSA does not depend
on Gaussi an sanpling. |Inplementations nust still take great care not



10.

10.

to leak information via various side channels. Wile deliberate
desi gn deci sions such as these can help to deliver a secure

i nplementation with greater ease -- particularly agai nst side-channe
attacks -- it does not necessarily provide resistance to nore
powerful attacks such as differential power analysis. Sone anmount of
si de- channel | eakage has been denonstrated in parts of the signing

al gorithm (specifically the bit-unpacking function), fromwhich a
denonstrati on of key recovery has been nade over a | arge sanple of
signatures. Masking counternmeasures exist for M-DSA, but cones with
performance over head.

M.- DSA offers both deterministic and randoni zed signing. Signatures
generated with either node are conpati ble and a verifier cannot tel
themapart. |In the determnistic case, a signature only depends on
the private key and the nessage to be signed. This nmakes the

i npl ementation easier to test and does not require a randommess
source during signing. In the randomni zed case, signing nixes in a
256-bit random string froman approved random bit generator (RBG.
When random zed, M.-DSA is easier to harden against fault and

har dwar e si de-channel attacks.

A security property that is also associated with digital signatures

i s non-repudiation. Non-repudiation refers to the assurance that the
owner of a signature keypair that was capable of generating an

exi sting signature corresponding to certain data cannot convincingly
deny having signed the data, unless its private key was conproni sed.
The digital signature schene M.- DSA possesses three security
properties beyond unforgeability, that are associated w th non-
repudi ati on. These are excl usive ownership, message-bound
signatures, and non-resignability. These properties are based
tightly on the assuned collision resistance of the hash function used
(in this case SHAKE-256). A full discussion of these properties in
M.- DSA can be found at [ CDFFJ21].
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ASN. 1 Modul e

Thi s appendi x includes the ASN. 1 nodul e [ X680] for the M.-DSA. Note
that as per [RFC5280], certificates use the Distinguished Encodi ng
Rul es; see [X690]. This nodule inports objects from|[RFC5912].

<CODE BEG

NS>



X509- ML- DSA- 2025

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) nmechanisns(5) pkix(7) id-nod(0)
i d- nod- x509-m - dsa- 2025(119) }

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL;
I MPORTS

PUBLI C- KEY, S| GNATURE- ALGORI THM
FROM Al gorithm nformation-2009 -- [RFC 5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) } ;

-- M.-DSA ldentifiers

ni st Algorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithns(4) }

si gAl gs OBJECT IDENTIFIER ::= { nistAlgorithnms 3 }
id-m-dsa-44 OBJECT IDENTIFIER ::= { sigAlgs 17 }
id-m-dsa-65 OBJECT IDENTIFIER ::= { sigAlgs 18 }
id-m-dsa-87 OBJECT IDENTIFIER ::={ sigAlgs 19 }

-- Public Key Al gorithns

Publ i cKeys PUBLI C-KEY ::= {
-- This expands PublicKeys from [ RFC 5912]
pk-m -dsa- 44 |
pk-m - dsa- 65 |
pk-m - dsa- 87,
}

-- M.-DSA Public Keys

pk-m -dsa-44 PUBLI C- KEY ::= {
| DENTI FI ER i d-ml - dsa- 44
-- KEY no ASN. 1 w apping; 1312 octets --
PARAMS ARE absent
CERT- KEY- USAGE { digital Signature, nonRepudi ati on,
keyCert Sign, cRLSign }
PRI VATE- KEY M.- DSA- 44- Pri vat eKey
}

M.- DSA- 44- Pri vateKey ::= CHO CE {
seed [0] OCTET STRING (S| ZE (32)),
expandedKey OCTET STRI NG (S| ZE (2560)),
bot h SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRI NG (Sl ZE (2560))

}



pk-m -dsa- 65 PUBLI C-KEY ::= {
| DENTI FI ER i d-ml - dsa- 65
-- KEY no ASN. 1 wapping; 1952 octets --
PARAMS ARE absent
CERT- KEY- USAGE { digital Signature, nonRepudi ati on,
keyCert Sign, cRLSign }
PRI VATE- KEY M.- DSA- 65- Pri vat eKey
}

M_- DSA- 65- Pri vateKey ::= CHO CE {
seed [0] OCTET STRING (S| ZE (32)),
expandedKey OCTET STRI NG (S| ZE (4032)),
bot h SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRI NG (SI ZE (4032))

}

pk-m -dsa-87 PUBLIC KEY ::= {

| DENTI FI ER i d-ml - dsa- 87

-- KEY no ASN. 1 w apping; 2592 octets --

PARAMS ARE absent

CERT- KEY- USAGE { digital Signature, nonRepudi ati on,
keyCert Sign, cRLSign }

PRI VATE- KEY M.- DSA- 87- Pri vat eKey

}

M.- DSA- 87- Pri vateKey ::= CHO CE {
seed [0] OCTET STRING (S| ZE (32)),
expandedKey OCTET STRI NG (S| ZE (4896)),
bot h SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRI NG (S|l ZE (4896))

}
M.- DSA- 44- Publ i cKey ::= OCTET STRING (S| ZE (1312))
M_- DSA- 65- Publ i cKey ::= OCTET STRING (SI ZE (1952))
M.- DSA- 87- Publ i cKey ::= OCTET STRING (Sl ZE (2602))

-- Signhature Al gorithns

Si gnat ureAl gorithns SI GNATURE- ALGORI THM : : = {
-- This expands SignatureAl gorithnms from[RFC 5912]
sa-nl -dsa-44 |
sa-m -dsa- 65 |
sa-m -dsa- 87,
}

-- M.--DSA Signature Algorithmldentifiers

sa-m -dsa-44 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d-m - dsa- 44
PARAMS ARE absent
PUBLI C- KEYS { pk-m -dsa-44 }
SM ME- CAPS { | DENTIFIED BY id-m -dsa-44 }

}
sa-m -dsa- 65 SI GNATURE- ALGORI THM : : = {



| DENTI FI ER i d-ni - dsa- 65

PARAMS ARE absent

PUBLI C- KEYS { pk-m -dsa-65 }

SM ME- CAPS { | DENTI FI ED BY id-m -dsa-65 }

}

sa-m -dsa- 87 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d-ni -dsa-87
PARAMS ARE absent
PUBLI C- KEYS { pk-nl-dsa-87 }
SM ME- CAPS { | DENTI FI ED BY id-m -dsa-87 }
}
END
<CCDE ENDS>

Appendi x B. Security Strengths

App

C 1

C 1

I nstead of defining the strength of a quantum al gorithm using the
common but inprecise notion of bits of security, N ST has instead

el ected to define security |evels by picking a reference schene,

whi ch NI ST expects to offer notable levels of resistance to both
guantum and cl assical attacks. To wit, an algorithmthat achieves

NI ST PQC security level 1 nust require conputational resources to
break the rel evant security property, which are greater than those
required for a brute-force key search on AES-128. Levels 3 and 5 use
AES- 192 and AES-256 as references, respectively. Levels 2 and 4 use
collision search for SHA-256 and SHA-384 as references

The paraneter sets defined for NI ST security levels 2, 3, and 5 are
listed in Table 2, along with the resulting signature size, public
key, and private key sizes in bytes. Note that these are the sizes
of the raw keys, not including ASN. 1 encodi ng overhead from
OneAsymet ri cKey and Subj ect Publ i cKeyl nfo wrappers. Private key
sizes are shown for both the seed format and expanded fornat.

[ b S e ool oo oo e ool oo e e ool
| Level | (k,lI) | eta| Sig. (B) | Public | Private | Private |
I I I I | Key(B) | Seed(B) | Expand(B)

[ ettty ety bty plppp—j——j——r— Ll —p—p——(—— —j—p——j—(———— gy o
| 2 | (4,4) | 2 | 2420 | 1312 | 32 | 2560 |
+----- - +----- - +----- R I Fo-m e - - I +
| 3 | (6,5) | 4 | 3309 | 1952 | 32 | 4032 |
+------- +------- +----- F--- - - +---- - - - F---- - - - F--- - - - +
| 5 | (8,7) | 2 | 4627 | 2592 | 32 | 4896 |
+------- +------- +----- I F-------- L I +

Table 2: M.-DSA Paraneters
endi x C. Exanples

Thi s appendi x cont ai ns exanpl es of M.-DSA private keys, public keys,
certificates, and inconsistent seed and expanded private keys.

Exanpl e Private Keys

The foll owi ng exanpl es show M.- DSA private keys in different formats,
all derived fromthe sane seed 000102...1lelf. For each security

| evel, we show the seed-only format (using a context-specific [0]
primtive tag with an inplicit encodi ng of OCTET STRING, the
expanded format, and both formats together.

| NOTE: All exanples use the sane seed val ue, showi ng how t he
| sane seed produces different expanded private keys for each
| security level.

1. M.-DSA-44 Private Key Exanples



Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.

C.1.1.1. Seed Format

----- BEG N PRI VATE KEY-----

VDQCAQAWCOWYJ Y! ZI AWUDBANMRBCKAI AABAg VEBQYHCAK KOMMNDg 8 QERI TFBUWFXgZ
CGhscHR4f

----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.3.17 }

}
OCTET_STRI NG {
[0 PRIM TIVE] { ‘000102030405060708090a0b0c0d0e0f 10111213141
5161718191alblcldlelf’ }

M | KGAI BADALBgl ghkgBZQVEAXEEgQOEBI | KANeyt HIUgquDbReeTDUgYOsI 9j xOX
O0Xi dr 6FWILMMb7JCOc4Pf 3f 421ZE3No2a/ 5SHNL2VIDX/ mE6p Ugk HCX p TAQY mgex
+rt 1 9SownxChi Y+Ej i M / +Y]j 71 ENs77] NoWFSogmaMy1RI L/ P6JoY4wWOxFNg6pA
SmRrbJl zi YYNE! | u4ABul 4SBkYZhrmy YNEYZk 1KYol hhEgk AonBRhSKZhTEJI 0ZI |

wj gpUSRI CKEl wggx CMRx1 BQIFI Ns GKeAhBBuycBw r Vk CLBhDAc EnBJ EUYhpWXBG
| pMyQQYUQr ZMARZJ FChMahRgEYKURZRWjggAI JE3JhJOTIRATBI 08CFkghREgqFk
ADKi CUZi HMc M2 Ght OAYmUk CRgEQWk QYs UMyJ IMAEGPZt SpgsmZt pEQy | KdkW Ju
EbVw JJhJBOOBI Us Ckhyy KBROWgqnSCAWCQgJ AdONRSI EKRK YMBE 4LKNGxkJ1 DQ

WCRBCUNXCi EgYal BUi JSGACAT] QAESNNOzI pl hcKmlJpCGhRRI CchnMAg YqKBSBhp
GoVNgORpW BBAxJ CyxhGAak NDAI xg7AhW JKyJI F2ZBpBDBqSwZKOr | BHEBAgUI y
Uj Jy VKZAWAgQDDI SksKAUhJi XI | 0C7Rs AOKNUXAMFAEATZSI | kkQ KYOYm AYp
Ecl 00CBI Ar Nsoj YIWZI y7Rhi 0Zi xECCGokJEAINILJIFI Bl | IMKFi G MycBNWUgi

G duwTRkTIBgWRQ0ZJ UAgEQ7KMYDCAoogt hKRt j KYpOMBEQZG YhRAKMNAUNMN
5DgNpAaNO5Rx Qr Js GoRhGEMb Qr Qo CKBx Gs Ux4KBMATdI JChi FC QCRBh2UAI GzNg
CQKSOCSBI AQ SRhEoy| t XI hEFJgl pEZhAZVk Czk KDJRQykBqOr | gwDgBgj COE7KI

k' YCEFI gpwBi REj UNoCQ 4gQG2c KFBCg SHVMI GAJy Ok Apwgg S2 AYgnZRxnivhol 4Qp
G KIFEUR3I JEUJZFDESEWLI EngYFQAYsRDJui EQhl KhMj Bw47gt Yyal AyVIAOOM
SKgJyhRy Uz ROEKM G6cEWTAI 2ZSA4j Q gUl SnDAql DQMYQRFICYOEOYJSj Jt ESgJ
GLgl Yi gREOENQLI Rkl RM x| Sosal ycAwW gY@hi Chl Ywk ERSEogx 2 SBx E8 UoQwYO
AzBgzKaEWCZSTI gBHvcl Yshf +kOs+kkhf ysXLXu8FGA hZgKcaq73wxF6al G7LFC
P+4V3swXYBVAFJ 2SI 81ubGAf qOF x8ZJ OKt ok F/ T3Np@HCC59DXHRvJsr hvhVI 8
gP5sr Sl K340+FbEIl / 31 dDVvh7w906dZAYSw6 EVnOpH8nhw8U6YdhnQgsE8JI 1108
ZaBj aP1BKV/ QnSQTLGHRINI kwlUJnSnJc NDk Ux M7 PWBOVKOFWM 795EeB6pt CTj y
7i uzwaj FI dY16ENC/ eoB3CSy EaOvwoHPd+WREMer x Uvwy GLI C5vi dkcdydYDzumM
/ as+n8+3A3k1YFSepEUPp7M uRacRLTSX7nEV/ SXkc090D6s! gl YESBEFEyzNpOY+
SSKMDj 2KHzeFbxQt k7kNsJ+Cr 4kl | GOQUAREgMA2Y TV+ogRvj cY1Twx Sl f NCuOF9
PP6wsf 0zYi wp4Uy72S4TY8ZevUUEL 1Ej Kbl nDj LhssZ6VOF xpV+Ln56gToyj pwXm
Kj xeY3NOr 7eut t 3qYSzeKPAal C16pONHI t J90/ mAnd TQG 1dTXEZ7+Ny O70QTLi 7
CYHgdN46/ i ANgg6t gnz EXy RNvOMa+r NO+994JHTS/ VERj 2Ri FINO2Zy 6 OWA+j V]

g29vd xBkQzl Fj 7j r pnr hNUU63YeY2hOpWXkdLdSgxu YW 5SMgX910i KssO NwD
ZEr +j 2cVf ho203+u/ 58XK5i RNnf FodOl Xp7kwi BSwa9YGTEWZz3NO' xf NLhV3MH
el Vknp5x9D1K6g9Lcsp+2gV4uhPTGMANLQYKnmb/ ae0b551 6L7HScj 04+b+r 4Y+O
ezzakGOML6ULI 6uspYHDr / TZIR6! AzJeL7WazdOnmldz XvoxJREDI uEzs/ vuYwL
7f s8QeMLNSz XGX++cgx| gmxr ZGXB7nPj Vpwg3HREk TcLf 3gni gt 30dGdZBAdAyuR
gQaOLS73NOf | YB/ kul Dy Pt 5SHMVagX0VKUpDci 6DeHhLbbDPG6nor pEdkgG5zpzD
AZx v XCf LmNonFEt kil | p8kysw92Hni i 1Zodi 4PsY0Si 9t 1H52Vwb QC/ Snmg SbDup
HYEsj yx5er F5Zwnl OVWWW4KTUp8Cht Avw7 U5 hl kKj Mtnl k9bj 9TUSI CCOnnoz KF
HX91 JSKpKLkX4n4t bUl Tf f 4uv6b7HGeybAJUUoaF9+vb4xWhrj got p2noqgf Q¢ PmAA
f HEz CSaywAEt g+r USPOe2HLMDZci AdKwd/ NUWSLTDNeLwddA/ sy 8b8KgRGxuMr F
HlppCYqi 1Ef yCFt OTkuSzMipl dLeR4AUYzkMAmeuot J62I f 9i LSXbYn7hDzcz0Omm
bKInnnmgBv6f 7Axi W+1Bi | wS5kj k2ul3ThTERI cr f sRmV52t zA0z 2f t A6uBOGdkj Q



JYKAh+l Jga/ Ra5XXLZmx7col eqwTL/t 6BwulanA/ wX7Dyu/ KECe7Xt f WAGH kzt
AZ4ct AUdOFHXApPBNnThn/ sAi zAcSs9kG uxCGhbhlpyr 9St e8i dJaw8weZgFXRF/ r T
dEpvozUDennLUt 3X71 QnYJ2/ zT8MVE7Fk1sBRO+1KEZcZpxLj i NMbQCCB/ xNUt VTS
wj ev7TsVHEUo6f S964SZowZuJr vGnor wi d7HFz HR3FKegxf ve3Rz TA/ kdUl My4Nr
3TSgO6vI MRRXYGE uY7Ghw+1EOOBK8I JDxkcl a56nAYsNnmooLAM7LAKveJJj WhC
M2EBp3LL5PVXU 9RvVQN LN81i 4ScwUCqH68i Q 0ShRzg4z/ Ui XVkI Z+| xf 5Bj JOQ
0ZG bnQbd7/ gLL1pj ueVx CoWFWEeZEEALG5s AYNOGat zzqgLvi NceNgRv Xn2+C+J
| AXWAWDTk+Z1wi JNa30a0hMgSVZ5r a7XAVWe1C&ZXxA Mnbe299gTBOzf 2Dsxnmx 7y
SDBr Ra0p593Mhj 2sVgSLXWhqF1AR92FMAKhghj ze GHKokyh4uax+GsV@pJl 7cgZP
DNdf TI FOA03hGsuQE89+(qSa05+qs4HDHUi G 760ux4 Sl 9RAOFXNhAPC5FzuZBPs
vnUn6HPk Ve TEKYYCar MCOVt JI Pnj ynLZqR46y9Vj Lr 8qGvoR7r r ASWFsj Ni P6k
3y ShCezZwogc Dgbwk s Kkav EpVWRMAUQ oQvs/ TCZA AFHQF 1agWpN556) mvv7j 8i +q
EGOY93BgBuQumtHvi dJcJy8RqVCVx Yf XE3M hN6dv TxyF7Boni HY6wW 2| ng=
————— END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}
OCTET_STRI NG {

OCTET_STRING { ‘d7b2b47254aae0db45e7930d4a98d2c97d8f 1397d178
9daf a17024b316e9bec939ce0f 7f 77f 8db5644dcda366bf e4734bd95f 435f f 9a
613aa54aa41c2c694c04329a07b1f abb48f 52a309f 11a1898f 848e2322f f €623
ec810db3bee33685854a88269da320d5120bf cf e89a18e30f 7114d83aa404a64
6b6c997389860d12522ee0006e2384819186619b260d118664d4a62822184482
402898146148a6614c4248a19208c2382951244808a125¢c2083108¢c471201409
14836¢18a78084106ec9¢c07022b56408b0610c07049812445188695900462293
2041062e42b64c01164914284c41a85180460a5116515a0820022244dc9849d1
3251e13065d3c08592a85112a1640039220946621cc70cd9086dd00626524085
80443091062c50c80924c5841a966d4a982¢c99066da4443220a7645a326e11b5
7020926124138e04852c0a4872c8a051d3082a99208058242024074e59148810
a46460c06de0b28d1b1909203422c024410943710a212061a2015222521b8080
9a340013934dd3322922170a9892691a14512027219¢cc02062a2814818691a85
4d8344695b2041031242ch184601a90d0c023183b0215a224ac89205d9906904
306a4b064ad2b2011c404081423252327254a6405a18100¢c321292¢280521262
5c82280bb46c03428d53100c14010ee1365288842491020a63462620062911c2
28d0204802b36ca236095a8648chb4618b4662c440821a890910024d24b24520
122524¢c90588288cc9c04d5948220a276ec134644c90605b4450828649438804
43b28c603080a2882d84a46d8ca629d0c68442064689885100a98d01498de438
0da4068dd3947142b26¢c1a84611ba32842b42808a0711ac531e0a04c01376524
2862142890091061d940221b3360090292d02481200408491844a3222d5c8844
149808a446610195640b390a0c9450ca406ad2b220c0380182308e13b9089180
84148829c0189112350da02422e20406d9¢c2850428121¢cc989180272d24029c2
0812d8062a9994719bb8682384291a2289144511dc82445096450c4484c0b204
9aa60543862c44326e88442120a84c9a3070e3bh82d63268803254903438c48a8
09cal47253344e1243081ba704593022d99480e234228142129¢302a94342661
04452426281346094a326d11280918b82562281113410d41b21190844c8b1212
a2c688c9c030220606d2188e848630904452128831d9207113¢c52843060e0330
60ccab6845826524c88011ef 72562c85f f a43acf a49217f 2b172d7bbc14620e6d
980a7laabbdf 0c45e9a206ech1423f eel5decc17601300149d9223cd6ebcbelf
a8e41f c7¢c64938ab68905f d3dcda50d87082e7d0d71d1bc9b2b84c85523ca8f e
6cad294adf 83bel5b108f f 721d0cc87bc3dd3a7590184b0e845663a91f c9elc3
c53a61d867420b04f 092355753bc65a06368f d41295f d09924132c6f 91f 67964
c142674a725¢c343914c4cecf 58c074bcaf 4558c97bf 7911e07aa6d0938f 2ee2b
b3c1a8c595d635e84342f dea0ldc24b211ad2f c281cf 77e59110c7abc54bf 0c8
6d480b9be276471dc9d603cee98cf dab3e9f cf b703793560549ea4450f a7b33f
b9169c44b4d25f b9c457f 49791cd3da03eac96095813c105132ccdad4e63e4922
8cd23d8alf 37856f 142d93b90db09f 82af 89258c63aab8047a80c036c9357ea2
046f 8dc6354f 0c5295f 342bb417d3cf eb0Oblf d33622¢c29e14cbbd92e1363c65e
bd4504b7512329b9670e32el1b2c67a54e7f 1a55f 8b9f 9ea04e8ca3a705e62a3c
5e637374af b7aeb6ddea612cde28f 01a202d7aad4e34722d27dd3f 9b89894d019
f d5d4d7119ef e3723bbal04cb8bb0981e074de3af e200daaaead826cc45f 244d
bf 431af ab34ef bdf 782474d2f d57118f 646214934ed99cba3b003e8d67a3836f
6f 19f c41910ce5163ee3ae99eb84d514eb761e63684ea56f 9791d2dd4aac6eb1
68b948c817f 75a222acb0e8cdc03cc4af e8f 67157e1a363b7f aef f 9f 172b9891



3677c5a1dd085e9ee4c22052claf 58193116673dcd3bf c5f 34b855dcc6c77885
649e9e71f 43d4aealf 4b72ca7eda0578bal3d31a658d2d060a9a66f f 69edlbe?
997a2f b1d2723d38f 9bf abel18f 8e7b3cda906e4e9b5e942c8eaeh296070ebf d3
64947a940cc978bed66b37749e6d5dcd7be8c494440e2b84cecf ef b98cObedf b
3c41e3359d2cd7197f be720c48aa6c6b6465c1ee63e3569c2adc744491370b7f
7826f eOb7721d19d64101d032b918106b42d2ef 73747e5601f e4ba50f 23ede52
1f 031a817d15294a43722e8378784b6db0cf 1ba9e8ae911d9201b9ce9cc3019c
6f 5c27cb98da26144b64225a7¢c932b30f 761e78a2d59a1d8b83ec6344a2f 6dd4
7e765706d00bf 4a79a6a926¢c3ba91d812c8f 2c797ab1796709e5d16856778293
529f 0286d015c3b5399619642a333e9e593d6e3f 5353994208e9e6a332851d7f
652522a928b917e27e2d6d42137df e2ebf a6f b1c67b26c0254528685f 7ebdbe3
15a68eaa2da769e8a9f 42d3e60007c71330926b2c0012d83ead4e4f dled872cc
d1972201d2b027f 3545ac2d30cd78bc1d740f eccbc6f c2a0446c6e30eac51f 5a
69098aa2d447f 2085b4e4e4b92ccc26921d2de478518cd090ce267aea2d27ada
57f d88b4976d89f b843cdccf 49a76ca2679e6801bf a7f b031896f b50629704b9
923936bb5dd385311121cadf b11995e59b73034cf 67ed03ab813867648d02582
8087e949a9af d16b95d72d99bledca257aac132f f b7a0709aed5a9cOf f 05f bOf
2bbf 28409eed7b5f 5801be964ced019el1cb7851d3851f 10290674e19f f bOO8b3
Olc4dacf 641a2bbl14216eld69cabf 52b5ef 227496b0f 30799a855d117f ad3744a
6f a33503ea798b52ddd7ee5426609dbf cd3f 0c13b164d6c051f 7ed4al119719a7
12e388d328402081f f 1354b554d2c237af ed3b151c4ba8e9f 4bdeb8499a3066e
26bbc69e8af 089dec71731d1dc529eabl7ef 7374734c0f e475494¢c83836bdd34
a03b9bc89914716061bf b98ec6eb61c3ed4438edcaf 25243¢c647086b9ea7018b0
d9a8a0b00cech00abde2498d69c2336101a772cbedf 571523f 51bd05882cdf 35
8b849cc140aalf af 22423a12851ce0e33f d48975a4959f a5¢c5f e418¢c93908191
ab6e741b77bf e02cbd698ee795¢c466d615619e6441382c6eac01834ee9ab73ce
a80bbe235¢c78da91bd79b6f 82f 899785d68700d393e675¢c2224d6b7a1ad21320
495679adaed70167b50866713a53109db7b6f 7d81304ecdf d83b319blef 24830
6b45ad29e7ddcc863dac56048b5d69eal75011f 7614c00a86a863cdel872a893
2878b9ac7elac5bdad4997b72064f 0cd75f 4c814e034dellachb9013cf 7ea926b4
e7eaace070c7ba2188ef ad2e431e1223d45dd05¢c4d8403c2e45ceeb6413ecbe75
27e873e455c4e610a61839aacc0bd56d2483e78f 298b66a478eb2f 558chaf ca8
6be847baeb02c5b216c8cd88f eaddf 249b09e670a20703abac24b0a9labc4ab6
46601442bal0becf d30993880051d07f 56a05a9379e7a8e6bef ee3f 22f aal063
98f 7706006e42e9belef 89d25¢272f 11a95095¢587d713732284de9dbd3c7217
b0689e21d8eb0f f 69668 }

}
}

C.1.1.3. Both Format

----- BEG N PRI VATE KEY--- - -

M | KPgl BADALBgl ghkgBZQVEAXEEggogM | KJgQyAAECAWQFBgc| CQuLDAOCDXAR
EhMUFRYXGBk aGxwdHh8EggoA17KOcl Sq4Nt F55MNSpj Sy X2PE5Sf ReJ2voXAksxbp
vsk5zg9/ d/ j bvkTc2j Zr / kcOvZXONf +aYTql SqQcLd MBDKaB7H6uO0j 1Kj Cf Ea&J
j 4SO yL/ 5i Psg@zvuMhYVKi CadoyDVEgv8/ omhj j D3EU2Dgk BKZG smXQJhg0S
U 7gAG4j hl GRhnGhJgORhnirUpi gi GESCQCH YFGFI pnFMki hkgj COCl RJIEgl oSXC
CDEI xHEgFAk Ug2wYp4 CEEG7 JwHAI t WOl s GEMBWSYEKRRI G ZAEYi kyBBBi 5Ct kwB
Fkk UKExBqFGARgpRFI FaCCACI k TcmEnRM HhMGXTwi WEqFESOWQACSI JRM cxwzZ
CE@Bi ZSQ WARDCRBI x Qy Akkx YQal mLKnCyZBn2k RDI gp2RaMmM Rt XAgk mEKE44E
hSWKSHLI oFHTCCgZI | BYJCAKBO5ZFI gQoGRgwG3gs00bGk gNCLAJ EEJ(BEKI SBh
ogFSI | | bgl CaNAATKO3TM ki FwgYknmkaFFEgJy GewCBi ooFlI GGkahU2DRA bl EED
EkLLGEYBqQOMA] GDsCFal kr | kgXZk GKEM3LBkr SsgEc QECBQ J SMhJ Upk BaGBAM
MKSWoBSEmIcgi gLt GMDQo1 TEAWUAQ7hN KI hCSRAgpj Ri YgBi kRwi j Q EgCs2y
Ngl ahkj Lt GGLRTLEQ | ai kQAkOkskUgEi Uky QN Kl zJwE1ZSCl KJ27BNGRMKGBb
RFCChk| Di ARDsoxgM Ci i C2EpG2Mpi nQxoRCBkaJi FEAQYOBSY3kOA2kBo3TI HFC
smvahGEboyhCt Cgl oHEax THgoEWBN2 UkKG UKJAJEGHZQCI bM2AJAPL QI EgBAhJ
CGESj |'i 1ci EQUMAI kREBI WQLOQoM FDKQGr Ssi DACAGCM 4Tu@ Rgl QUi CnAGIES
NQ2gJCLi BAbZwoUEKBI cy Yk YANLSQCnCCBLYBI gZl HGbuGgj hCkal ok URRHc gk RQ
| KUMRI TAsgSapgVDhi xEMr61 RCEgqEyaMVHD] uClj JogDJUkDQAx I gANKFHITNE4S
QnybpwRZMCLZI | Di NCKBGhKe MCqUNCZhBEUKkJi gTRgl KMTORKAK YuCVi KBETQQLB
shGGhEy LEhKi xoj JWDAI BgbSG 6Ehj CQRFI Si DHZI HETx ShDBg4 DMEDMpoRYJIl JM
i AEe9yVi yF/ 6Q6z6SSF/ Kxct e7wUYg5t mApxqr vf DEXpogbssUl / 7ThXez BdgEwWAU
nZl j zWesbh+o5B/ Hxkk4qg2i QX9Pc2| DYcl LnONcdGnyuEyFUj yo/ nyt KUr f g74V
sQ / chOMyHvD3Tp1lk BhLDoRWY6kf yeHDx Tph2GdCOwTwk | VXU7x1 oGNo/ UEpX9CZ
JBMsb5H2eWBQmdKel WOORTEZ s 9 YWHS8r 0VYy Xv 3k RAHqnm0J OPLUK7 PBqMAV1j Xo



QL96gHcJILI Rr S/ Cgc935ZEQx6VFS/ DI bUgLm+J2Rx3J1gP06Yz9qz6f z7cDeTVg
VI6KkRQtnsz+5FpxEt NJf ucRX9JeRz T2gPqy WCVg TWQUTLM2K5) 5J1 0z SPYof NdW
FC2Tu@wn4Kvi SWMY6q4BHgAWDbJINX6i BGHNxj VPDFKVBOK7QX08/ r Cx/ TNi LCnh
TLvZLhN xI 69RQS3USMouWe OMUGy xnpU5s/ A X4uf ngBO KOnBeYqPF5j c3Svt 662
3ephLN408BogLXgk40ci O0n3T+bi Yl NAZ/ VINcRnv43l 7uhBMuLsJgeBO03j r +1 A2q
r g2CbMRf JE2/ Qxr 6s07733gkdNL9VxGPZGE Uk07ZnLo7 ADENZ60Dh282/ EGRDOUW
PuCumeuE1RTr dh5j aE6l b5eR0t 1Kr Gshall | yBf 3W | gyweM3BAPMSY6PZxV+G§ Y7
f67/ nxcr ME2d8WA3ChenuTCl FLBr 1gZMRZnPc07/ F8BOuFXcxsd4hWsennHOPUr g
DOt yyn7aBXi 6E9QMaZY0t BggazZv9p7RvnmXovsdJyPTj 5v6vhj 457PNqQbk6bXpQs
j g6yl gcOv9NKkl HQUDM 4vt Zr N3SebV3Ne+j El EQOKATOz ++5j Avt +zxB4zWILNcZ
f 75yDEi gbG kZcHUY+NWACr cdESRNwt / e Ch+C3eh0Z1k EBODK5GBBr ¢ Lvc3R+Vg
H+S6UPI +31 | f AxgBf RUpSkNyLoN4eEt t sMBbgei ukR2SAbnOnMVBNn@&cJ8uY2i YU
S2Q Wiy TKzD3YeeKLVimth2Lg+xj RKL23Uf nZXBt AL9KeaapJsO6kdgSyPLH 6s Xl n
Ce XRaFZ3gpNSnwKQBXDt TMAGWQg Mz 6eWTLuPLINTUI | 6eaj MoUdf 2Ul | gkouRf i

filt GhN9/i 6/ pvscZ7JsAl RShoX369vj FaaQqgi 2naei p9C0+YAB8cTMIJr LAAS2D
6t Tk/ R7YcszR yl BOr An81Rawt MML4vB10D+z LxvwyBEbGAW6s Uf Wik Ji qLUR/ | |

W50S5LMamkhOt 5HhR) NCQzi Z66i Onr aV/ 21 t Jdt i f UEPNzPSadsoneeaAG p/ sD
GIb7UGKXBLNE0Ta7XdOFMREhyt +x GZXI nBMDTPZ+0Dq4E4Z2SNAI goCH6Unpr 9Fr

| det mbHt yi V6r BW+30HCa7Vgc Dl Bf sPK780QJ17t e19YAb6WIQOBnhy 3hRO4Uf EC
kGIOG +WCLMBx Kz 2QaK7FCFuHWIKv1K17yJOI r Dz B5nmoVAEX+t NOSm+j NQPgeYt S
3df uvCzZgnb/ NPWwwWTs WIVWFH37UoRI xnmEuQO OyhAI | H ELS1VNLCNG/ t OxUc S6j p
9L3r hJnj Bmdnu8aei vCI3sc XMiHc Up6r F+9z dHNIVD+R1SUy Dg2vdNKA7nBi ZFHFg
Yb+5j sbrHD7 U 7cr y UkPCRwhr ngcBi w2ai gsAzssAq94knNacl zYQGicsvkIXFS
P13BYgs3zW.hJzBQKof r yJCOhnKFHOD] P9SJdaSvn6XF/ kGwk5CBkat udBt 3v+As

vWIOB5XEZt YVYZ5kQTgsbqwBg07pq3POgAu+l 1x42p@ebb4lL4mXhdaHANOT5n XC
| k1r ehr SEyBIVnntrt cBZ7Ul ZnE6Ux Cdt 7b32BME7N YOz GoHvJI| M& Fr Snn3cy G
Pax\V\BI t daeoXUBH3YUWAqGgGPN4Ycqi TKHi 5r Hdaxb2knmXt yBk8ML19MgU4ADTeEa
y5ATz36pJr Tn6qzgcMe6l Yj vr S5DHhI j 1F3QXE2EA8LK X6k E+y +dSf 0c+RVXOYQ
phg5qswL1Wkg+ePKYt mpH r LI1WMuvyoa+hHuusCxbl WMR1 / qTf JJsJ5nC BwOr

r CSwgRg8S| ZGYBRCuhC+z9MIk4gAUdB/ VgBak3nngQCa+/ uPyL60QY5] 3c GAGSC6b
4e+J01 waiLXGUIXFhOc TcyKE3p29PHI XsG el dj r DY aWAA==

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}
OCTET_STRI NG {
SEQUENCE {

OCTET_STRING { ‘000102030405060708090a0b0c0d0e0f 1011121314
15161718191albilcldlelf* }

OCTET_STRING { ‘d7b2b47254aae0db45e7930d4a98d2c97d8f 1397d1
789daf a17024b316e9bec939ce0f 7f 77f 8db5644dcda366bf e4734bd95f 435f f
9a613aab54aa41c2c694c04329a07blf abb48f 52a309f 11a1898f 848e2322f f e6
23ec810db3bee33685854a88269da320d5120bf cf e89a18e30f 7114d83aa404a
646b6c997389860d12522ee0006e€2384819186619b260d118664d4a628221844
82402898146148a6614c4248a19208¢c2382951244808a125¢c2083108c4712014
0914836¢18a78084106ec9c07022b56408b0610c070498124451886959004622
932041062e42b64c01164914284c41a85180460a5116515a0820022244dc9849
d13251e13065d3c08592a85112a1640039220946621cc70cd9086dd006265240
8580443091062¢50c80924c5841a966d4a982¢c99066da4443220a7645a326el11
b57020926124138e04852c0a4872¢c8a051d3082a99208058242024074e591488
10a46460c06de0b28d1b1909203422c024410943710a212061a2015222521b80
809a340013934dd3322922170a9892691a14512027219¢cc02062a2814818691a
854d8344695b2041031242chb184601a90d0c023183b0215a224ac89205d99069
04306a4b064ad2b2011c404081423252327254a6405a218100¢321292¢2805212
625c82280bb46c03428d53100¢14010ee1365288842491020a63462620062911
€228d0204802b36ca236095a8648cbb4618b4662c440821a890910024d24b245
20122524c90588288cc9c04d5948220a276ec134644c90605b44508286494388
0443b28c603080a2882d84a46d8ca629d0c68442064689885100a98d01498de4
380da4068dd3947142b26c1a84611ba32842b42808a0711ac531e0a04¢c013765
242862142890091061d940221b3360090292d02481200408491844a3222d5¢c88
44149808a446610195640b390a0c9450ca406ad2b220c0380182308e13b90891
8084148829c0189112350da02422e20406d9¢2850428121¢¢c989180272d24029
c20812d8062a9994719bb8682384291a2289144511dc82445096450c4484c0b2



049aa60543862c44326e88442120a84¢c9a3070e3b82d63268803254903438c48
a809cal47253344e1243081ba704593022d99480e234228142129¢c302a943426
6104452426281346094a326d11280918b82562281113410d41b21190844c8b12
12a2c688c9¢c030220606d2188e848630904452128831d9207113¢52843060e03
3060cca6845826524c88011ef 72562¢c85f f a43acf a49217f 2b172d7bbc14620e
6d980a7laabbdf 0c45e9a206echb1423f eel5decc17601300149d9223cd6ebcbe
1f a8e41f c7¢c64938ab68905f d3dcda50d87082e7d0d71d1bc9b2b84c85523ca8
f e6cad294adf 83bel15b108f f 721d0cc87bc3dd3a7590184b0e845663a91f c9el
¢c3c53a61d867420b04f 092355753bc65a06368f d41295f d09924132c6f 91f 679
64c142674a725c343914c4cecf 58c074bcaf 4558c97bf 7911e07aa6d0938f 2ee
2bb3c1a8c¢595d635e84342f dea0ldc24b211ad2f c281cf 77€59110c7abc54bf 0
c86d480b9be276471dc9d603cee98cf dab3e9f cf b703793560549ea4450f a7b3
3f b9169c44b4d25f b9c457f 49791cd3da03eac96095813c105132ccdade63e49
228cd23d8alf 37856f 142d93b90db09f 82af 89258c63aabh8047a80c036c9357¢e
a2046f 8dc6354f 0c5295f 342bb417d3cf eb0Obl1lf d33622c29e14cbbd92e1363¢c6
5ebd4504b7512329b9670e32elb2c67a54e7f 1a55f 8b9f 9eal04e8ca3a705e62a
3c5e637374af b7aeb6ddea6l2cde28f 01a202d7aa4e34722d27dd3f 9b89894d0
19f d5d4d7119ef e3723bbal04cb8bb0981e074de3af e200daaaead826cc45f 24
4dbf 431af ab34ef bdf 782474d2f d57118f 646214934ed99cba3b003e8d67a383
6f 6f 19f c41910ce5163ee3ae99eb84d514eb761e63684ea56f 9791d2dd4aacbe
6168b948c817f 75a222ach0e8cdc03cc4af e8f 67157e1a363b7f aef f 9Of 172b98
913677c5a1dd085e9ee4c22052claf 58193116673dcd3bf c5f 34b855dcc6¢778
85649e9e71f 43d4aealf 4b72ca7eda0578bal3d31a658d2d060a9a66f f 69edlb
e7997a2f b1d2723d38f 9bf abel18f 8e7b3cda906e4e9b5e942c8eaeb296070ebf
d364947a940cc978bed66b37749e6d5dcd7be8c494440e2b84cect ef b98c0Obed
f b3c41e3359d2cd7197f be720c48aab6c6b6465c1ee63e3569c2adc744491370b
7f 7826f e0b77a1d19d64101d032b918106b42d2ef 73747e5601f e4ba50f 23ede
521f031a817d15294a43722e8378784b6db0cf 1ba9e8ae911d9201b9ce9cc301
9c6f 5¢c27¢cb98da26144b64225a7¢932b30f 761e78a2d59a1d8b83ec6344a2f 6d
d47e765706d00bf 4a79a6a926¢c3ba91d812c8f 2c797ab1796709e5d168567782
93529f 0286d015c3b5399619642a333e9e593d6e3f 5353994208e9e6a332851d
7f 652522a928b917e27e2d6d42137df e2ebf a6f b1c67b26c0254528685f 7ebdb
e315a68eaa2da769e8a9f 42d3e60007¢c71330926b2c0012d83ead4e4f d1ed872
ccd1972201d2b027f 3545ac2d30cd78bc1d740f eccbc6f c2a0446¢c6e30eac51f
5a69098aa2d447f 2085b4e4e4b92ccc26921d2de478518cd090ce267aea2d27a
da57f d88b4976d89f b843cdccf 49a76ca2679e6801bf a7f b031896f b50629704
b9923936bb5dd385311121cadf b11995e59b73034cf 67ed03ab813867648d025
828087e949a9af d16b95d72d99bledca257aac132f f b7a0709aed5a9cOf f 05f b
Of 2bbf 28409eed7b5f 5801be964ced019el1cb7851d3851f 10290674e19f f bO08
b301c4acf 641a2bb14216el1d69cabf 52b5ef 227496b0f 30799a855d117f ad374
4a6f a33503ea798b52ddd7ee5426609dbf cd3f 0c13b164d6¢c051f 7ed4a119719
a712e388d328402081f f 1354b554d2c237af ed3b151c4ba8e9f 4bdeb8499a306
6e26bbc69e8af 089dec71731d1dc529eabl7ef 7374734c0f e475494c83836bdd
34a03b9bc89914716061bf b98ec6e61c3ed4438edcaf 25243¢c647086b9%9ea7018
b0d9a8a0b00cecb00abde2498d69c2336101a772cbe4f 571523f 51bd05882cdf
358b849cc140aalf af 22423a12851ce0e33f d48975a4959f a5c5f e418¢939081
91ab6e741b77bf e02cbd698ee795¢c466d615619e6441382c6eac01834ee9ab73
cea80bbe235c78da91bd79b6f 82f 899785d68700d393e675¢c2224d6b7alad213
20495679adaed70167b50866713a53109db7b6f 7d81304ecdf d83b319blef 248
306b45ad29e7ddcc863dac56048b5d69eal75011f 7614c00a86a863cdel872a8
932878bh9%ac7elac5bda4997b72064f 0cd75f 4c814e034dellach9013cf 7ea926
b4e7eaace070c7ba2188ef ad2e431e1223d45dd05¢c4d8403c2e45ceeb6413eche
7527e873e455c4e610a61839aacc0bd56d2483e78f 298b66a478eb2f 558cbaf ¢
a86be847baeb02c5b216c8cd88f eaddf 249b09e670a20703abac24b0a9labc4a
5646601442bal0Obecf d30993880051d07f 56a05a9379e7a8e6bef ee3f 22f aal0
6398f 7706006e42e9belef 89d25¢c272f 11a95095¢c587d713732284de9dbd3c72
17b0689e21d8eb0f f 69668 }

}
}
}
C.1.2. M-DSA-65 Private Key Exanpl es

Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.



C.1.2.1. Seed Format

————— BEG N PRI VATE KEY-----
VDQCAQAWCWYJ Y1 ZI AWUDBAMSBCKAI AABAg VEBQYHCAKk KOMWMNDg8 QERI TFBUWFXgZ
GhscHR4f

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}
OCTET_STRI NG {
[0 PRRM TIVE] { ‘000102030405060708090a0b0c0d0e0f 10111213141
5161718191alblcldlelf‘ }

}
}

C.1.2.2. Expanded For nat

M | P2AI BADALBgl ghkgBZQVEAX| Egg/ EBI | PWEhOPZGX] j Hr Pd24sEc0gt K4i | 9i

WUN9j 1i | YeaW Uwmn2FP6abgzk CPozWeN2f g/ kEdkb/ 0Ms8x/ eVgFpx5w0j cbBWPj

ZTNGFJIyMhr zy Onp O AGGpx| YnkKf GPj himPaot 3bbk gNx AWh5wGUi 3 SEHV XMHD8r
8yeXLpUQUQz VNL7MCFVxdxGHI i GE 4EABCR3gG-HUAD QFx c DVQRRUSVHGDGEYXVY
I kQQ GhghkYBJOdW YCHBma Gz JEQSI ENj hmdQKCN) (kQy | Fc2QQZFVUdy J1VoFD
NhR VQugZDdoVGn1QLN1EGhxgz CAVHUFJI YB1KBi EOBEI cmAgl AhYgwGDYROCgh! G
FxFXh2h4i HhkN1RgFl cVUI Rxi GYHJzKI BmMROGFZ21 YAxgnZk FXgk UCVK Zk MRNQQ2
R4AASZnMUMBFBI WERxg2i GNQOEe GEQEgI 1YRYTeGB4Uy EKAHVHI CVENmMYRZgQ VB
goVgU2d4Vj hDRDBj JhB3BzF4(nl UERZTA4UnaGd GAVCCNz Uy B2 YQUQRoEkgGZgVD
JI 1 xJEVAI AAXxgl h2chcwe YJHI VEngBFI RHSGYXI j] MACGYGRGg 1l VhCA2gBGAI RgY
Mkdz VFNI g@BEhI Nn@BBXcl i DNGAAQ KFaBAGBCYEJ YRWAj Vol FGDhj hDJCEI QkVk
WFhnc UVyhQR4hxc YBhi DYl aGQVZQuRZQIkZwBggnVi c4MXJAcl cwBycohi BrrdYho
Jgc GQCAZ AONMWVGEK U0Vt YcOVI g3Ai Ul RoVi i AcDZwh@ 3FXAGYXdYR3hwhi VT
eCl 1FEZ3KFZz AyKHABQz | GFXWVEVSZ] JQII EzR3c4ATUWQXNHNRBMI 1F1dAJG | Fw
ZONGgYYBdI JFMz CHI QQONAEDI odj UvUnJl EmdOVEQWIVQYN ZBEgQCaHVENNdx KA
i EY1VFMAYKWBBFg2USSEJ4A0UWZj VEN4AVgFGURVOI yFDZoUi R3cxNFAXg2JCBVAA
ZI RHE] RAI ABgRz VAVAMz YwghBhUi Ugcki FEOhj cGdi JYhXEnVnNHaBZGRoQ hwgS
JWVQCDgy ACMyg GYOUz YAMDaFckc GNVQANXc SJ 11 we UJ TaH@BRXAFZKM RI KFI HI Y
Mz AgUz czQHecngFU MGNSUEBNMDYTGAcoBxckg3dj RXMYWFFgl zNENI UWQz gWCFh3
NGICi DAHA2WFN1UAdVI xUDc CEy Rj BDcl aAY2FQVDAENYY1cl AhEGZHNGNSJi AzBD
gCEl UodXgyEHi GdI CFY0dDZz QoQFhGaEFDc AVRCHNCZEdy ESc 4Rz ZSZHJ Xc URWQX
hk QmAk c RhOCBI hZgWEc XgTc GdoCBc Fg YVYVHE2 NCEHVYAVWNYNYUYRACEC RAZ h0Ji

gkdOE2VUNBz R V3dBmMIW 0Qyl SROOGRhZKk YDEI W4i EVACEVZz RGR1RHIVBUYWAE
Zj Cl Bj gnFWvbc YOEBI | kdoEVBBM TAz AYaAKAE4AR) BQVI ¢j h1lg2VvWM BogEYSJgZl

FnVXBTJBM dnNRcl AVMAFI hGATSI dwERI BVXEXVGEXX FwWRz Kl KFY2gj RVUEGE] 2Vj

ERFod QUQQ RBRCeFI hEXF4gVNoUVAEc WYl U2VYN) Al AoVXaHUy ¢ Tc QNy NWVx R2Fx
N GEEk| 2ZERMQUNSBSEI UVe DM OGAI hCZi gUgRBUYNgXMDh1ZDVhZYhWhnd\j KBNA
Yl @Bl ECl ZUel YXFI di NyYj SGcDARURV] | FBINQ SI ChCZTFDVW RFSVY AQaFN AV
BVAYYFh4QxQxMhh4gl c4R4hj el GBOHNCYXg4hSRndz NQYCEVFGY gj JOATVEB4NH
UAVTV1KDI zUYdgEVI TQyV3MzN UYhhWBYWJK GEl hl j CEFEgVEgQEQVCR3ckJUQRYG
dxdwdg MBRSVANQAYCOHM dzUmJl Y1cRNz Rl FgUndFZVNz Al Wbd4UDUSERVI Bi i FAY
AmgThl | FNGg BMy ¢ k GAMhMAVY OGQHZ Cc RQQGDh SVRBj Jgc QSGUXaDOChXJ 21 1RRhz
Ul MTKI Y3ZnFCYx FnUDVRI VN2 QXYDFDMXchl j RBi oLk9cngD6+Z6WTXi nMy c REXwz
8Y7KI f hOM3at pSGYBKf t ml VX/ NZ6NVCzpLj Fi GKcAhR1+j 1WidbPuxoJvaj RTeYi

3f 8W2LyZsUJ4gK8ddr 7RV2ct 2cM Fvl +j ar e+NnaavhnJVZ/ uW ZmQLL8LycGVuQ
t OKVOWibJCVv8J x DBdbAVPy k RMbwut 6u5r UbnCot Tws6nms 7ks8t CYgeGPO 2UMBK
3Nkj chowhw 8ZzqMu2sD1RzRI +j DRuut zpOvD4j M4gHonj | 1 Q+Kf MA2aGVANCKTK
8nLGnk7vaf u4pV79f KK+2ZDS07WChl +cRcKr xUz8RAONPBs DY pW Ndi g5y 6k UbXcl

I 'Yl j skDXK20i yTFx+9R3i LducgQ 7wh40j 32MaGh5aYCdobeWo (B RBpy PK6AI mwv
TWQI2pZW KUt pJcChbl g6Ds78HwHMuYj i Hodnor f hZy 3r mh4qP8y GOgk VF8MDYgYB
t P55cwW6 TSTXO0t vvE4yaVFFwr X20Sf +z AondFHr w/ 1SNET57ny ¢ NFNPNW2 1 RPwx wh
[ eX2XHf gL3wur kxV668QnHFZv 10usccenl HSVKBeuZ1UE2Vmb G3Yr asoW oMKj J
2a2wzr FVbl dZSQu8DHk AeVr XI SMDI 2YvZPEGgZk2gaJdWa97y Xoj WHkoTFvEWrY Q
yxwpntZj 2W Hj i MHFVI | X11 dAdnt+nr 0TUoKQOPRI uP07VoHaVc Al JSOFNSXqCt

ZH5xr Cxai JPmA6y XBWvEZr Lyb1xbhS22Ug4ETgPOA8I CP6GULCG r/ TXCkSBi TAT7



t hESKdnFVj UCU3Zs! J/ bgDyV/ MOOKi gJk1XQC8hj 9071l usLQuvM H JHVBul F6g
UAW u4pXJIsWnSsV5+KcUf ybAu4aT8NXt f G++c St 1Gogkgwvwi j f r FRS/ oVEQoD
kqdMoxPFDFz/ 2XUxCY180j t g6z XEpCi ObFU4bhAQXLp/ cOTH7LdXXzBj px6E39zw
m i yzbDbnyft NAYQOl y617+nmuglZGlz+i Ogq5t GL+bbAwf qvk GY6Zv XH3eat ni\B4J

Evx7HSWFIF6aEnh6l 1z V6 OHcWEXV+IHEX0XbB8+B53QJs2Pr a9/ j nyf/ hM +7+4W
Lj t FH+aRRxnLZDbYVZYP+RXXzqgat 6v38HAVAbENSI 6RO/ 9/ DFToGuOLCt | gly Uk
Q1Sc8Cqt t 3k6RR21YG aVpg3nRf RNd6ol JnbTj ut Kl Zf Jt knGBZ5JJi pOgy RUMAU
AVr QU2xCczpdd9eZXCogRGAJ6/ 5SWWEgMCQOr | 681BmSJ9Zf r Gx8R8BE9g4MKEAVNE
Sr PnDgoVI pOZEi i +0Xu8C0sk5s8Z87hNf NSwnl W cM cqPoc EDF9hkwbr C2zKKpzn
si oW NAMycBe MVENRX8nz 0 T5YXJI Bhge C+GS0c 9hAFOk ZAr Oy MBFgA3UYSF 7gKcce
CVt HO Yl KbOx5+Q@34Vi | 9mZumXTBbBi wj Cebc6Y+bZYxuP50hbVj | yRQ Ocj | Wb
2ocuu/ r T/ qnZq6K2j A6PGch/ XwBYTUXa+dbJ1p7QS420locl i 3eAeSdhLFMERv6N
axrj +Szpi SmBal gMB+lI CTASMXuV7WGT mBi Byvnj ZI / H9+/ GeJKf h6VugkLqTR/ 2
aRgi 3XnkcJa3dt HY8BRW Yc7BzhAbDgsVzr pzelLZ5/ | xt sxcZ2589D | NzZATpYB1
OB/ W JvghFRt cuT40+X+SqUJG 0j Ti r +ADCxt mounS0y QQmGuUAgqv JGABSI 4t C8
OO0OpK73di h/ t e5SM 8zm+MCP41aDW6ZbD5hAaGFu9l E479i b81lel TS6783bL3Mac
Xx9hxk0Onl LwGzLnr 32bi Ul XYyDDi r j sP4PB6evi 5MyvzQpcJl 9Z9f BJZOo+/ reY1
qsUng6cCLEf VO3pSt Xt Zj ak5KubYavx @ AZFUYGEx1pkbcel f geS/ | TdT3nN OqFA
Ankgr dNal j +f XORl zr YMA+OEVaMzpcyDr b9D8f QsLMUDKM cer f 67Sshz63i 21 Ui

Qgqyr 5t BxzM QXRj QoCaov4AFWIPVI BRFCTPppAXec TRi 20MVCh6gv MAGDONI LF8
dEn9xqgqJ4gqN qgu5MIspAEl 4t ZSkAcceu8b5gmRWY+51ZUSUj vNSzj FZr j oCnQuMz

ATRBQyf vHYPEf Enf 55Nt 8 TOKXi R3h4aPyE/ cuVr | nBhcS7X9V71 zi sQ QcEKgj 3z
|'i TzaxW 8CGdYTgbKLgj M/ Fhj +Ad0G3zUS4Lck3shQhad CFaysws Ungq2NMCACHO
EG x2k+LsUeYezUWit Xb3f ATGPO/ qbxDcCr Enive Z2V8uhBt i KI 51 SKPFwnKVnZLg
enlyyoo2g( Ol 9+t kzVcuxu5e@U yz1kDF4SPlI YVkJIXEN2j b1GSgBbOnl g\We Hu/

yATVvXACFo4ULI f Hn/ | ZW26QQ+Qapf DI zbBr n6Bc3qD41 c1TKKNgFONI | 2/ Xf r LW
Or X98gDALpDLJIpznf LPge2UnhDI PI +3/ Gkj GuGswAs+3ct 1eVi vEwWQaD7ZZLYZn6
BRSwe @2VgJIVBuUFxr 6HX7t VnhkwFGz Opj 04i hl P4Jwo6gO+Ut 4n6QEBev 6 Ay Ywpz
gr 9cTNTRuPQVef t DSGBkygX0zT8Tnj Gy VESRbb5Ahr nV Syvt R+LSMIgt 1RKk KAN3
t 8BOXMVBo4vWkaqgTH 4cgnt El mXag/ Js| 6ehRLONQLALI XVB/ Ap4hHQHr 80nnd 1W
j 4QB2BOWBSLY +xdgO2k+2c OPF8/ VCAFebZ38Dt LMBZ9) nSdKFCDy NaWdi / ckNF4U
5F2eS+i TTf w qSZ422HXEYv1PLi i | | szX36uUOP5QSN2KNt 2200493pyr zony B/ k
NSOz NVNaXR23w480El K7VzTQ ei uMIz906C8t c1bCXETyB5YWjk9uZj GoEl J2+2z
900 QOHD22aNxsr UX8k7Jwj KKvdczCQc0O/ RkcUAI dr VOYL92uAl M +T4f | f 85X8Ch
KHTt 8G vI kf pWhMKWGxx39kdkBli GFgZD+z QDMDORC7r Fn5bLi Ew8k51 HSKW QSg7
/ EH7i QUhUBI UW wBuQF/ PWYybJhWN+V1r LgSNGNCZUAI 1gLeO6l AwZr Bpj Pf/ al 3
t SMAT4ZwdbQaA9Nr mLIJEUKSmgr gvI Ucwydqz1i skf 5B+NVGTnt P1RI 6dCKgr/ g
F+6ht r K51 3V0d/ mrAAsv Q7 cPKKgr H+nmi at HHM2FhbAs QI C/ nZgS3Azof MO +KPUm
yj yl| D+K42dGwf 8Yi zHLnZdCWs q5shbZi nr j VeWD2nHohk 7] OW HWKI hk OQ UXB5i

v++Sr 2yhR7EyRNbl kvy C8i Or POP5JML0Zgl +6A==

----- END PRI VATE KEY- - - --

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}
OCTET_STRI NG {

OCTET_STRI NG { ‘48683d91978e31eb3dddb8b0473482d2h88a5f 625949
f d8f 58a561e696bd4c27d853f a69b8199023e8cd678dd9f abf 9047646f f dOcbh3
cc7f 795805a71e70d2371b0563e3cd3346149c8c9ebcf 23b0ad4e5a900eea9c65
62790a7c63e38663daa2dddb6e480dc405a1e701948b74841ef 5cclc3f 2bf 327
972e9510510cd5375ecc08557177118722218623810004247780614750075017
1703550451512547183804617572224410886860864601274756718087066686
4332444122043638667502823634244322057364106455547722755681433614
6255082064376854687543537510687183338054750525807528188438110872
6020200858830183611382821206171157876878887864375460165715508471
8866072732880664741856762180318276641578245025646643113504364780
1266731430116606558647183688635038478611012023561161378607853212
4007547882304366611660425541828560536778563843443063261077073178
4272141116530385276867460150823735320766107504681248066603032652
3124454088003180887672173071824721512780116544748661722333808660
6446835215842036801180211818331773545348810044865367437057725883
3460384232856810060426042584560235682051838638432421224245645858
6771457285047887171806188360868641565081165026467006082662273831
7240725730072728862066758868260706402033034366315546424534566718



7345658370225084685628807036708462371710065717584778708655537822
3514467728567303228700143320617158455266325026513347773803551643
1347351066275175740246888170674346818601765245333087210434340103
2287635155265081307745444168154183636411204026873043677712808846
3554530062458104583651248427803451666358437856014651157423214366
8522477731345017836242055000648447123440880060473540578333630821
0615225207248851348637067622588571265673476816464684258708122705
5008383200232080663453360033468572470635540035771227523071425368
7437457005664322448285207218333020533733407727805525306352504067
3346131807280717248377634573185851602333443625164338160858773462
4288300703658537550075523150370213246304370868063615030300435863
5708021106647346352262033043802108528757832107886748085634743673
4284058466841437005510873426447721127384736526472577144704178644
2602471187408122166058471781370676808170581855854713634210755801
6358358518440384711033874262824774136554427073463577750066256268
4202124683864616646031225388845400845734464754472560546166846630
8806382715632871838406522476811606621303301868028013846305056572
3875836572323068804612260665167557053241322767351708015300162846
0134887701118815571315464311704732882856368234555041862765631111
6875051042544144278522111717881536851574471662553655836302502855
7687532713710372370571476171365184124236644466414352052108515703
3363860258426628148110546268173038756433216588568663632813406254
0120408865478861716576237262348670301151156320507535021221084265
3143556711152572010685363015055758605878431431327878808738478863
7881813873426178388524667733506021151464238232680135440783475385
5357528323351876011521343257733336551886158161682418422122308414
4815120110302477724254436606771770760301452540350018387323773526
5086357113734481605277456553730085837785035121115480628850180268
1386520534680132072418032130057238640764271141018385255106326071
0486517683382857276235451873508313288637666142631167503311255376
4176031433177212234418a82e4f 5c9ealf af 99eb04d78a7332711117c33f 18e
ca21f 8743376ada5219804a7ed9a5557f cd67a3550b3a4b8c588629¢c021475f a
3d56d5d6¢f bbla09bda8d14de622ddf f 16d8bc99b14278a8af 1d76bed157672d
d9c¢32316f 97e8daadef 8d9da69586725567f b96b59990d4bf 0bc9c195b90b742
95f 5675b24257¢c2710c175b0153f 2911328c2eb7abb9ad46e70a8b53c39ea642
cee4b3ch42620e863ce8b650ce8adcd923721a1687023¢c673a8chbb6b03d51cdl
97e8c346ebadce93950f 88cee201db9e320843e29f 300d9a19500d70a4dcaf 272
c69e4eef 69f bb8as55ef d7ca2bed990d2d3b582848f 9c45c2abc54cf c47d34f 06
cOf f ab6f cd762ab9cba9146d7725218963b240d72b6d22¢c93171f bd47788b76e
72042def 0878d23df 631alale5a6027686de5b4a10e91069¢c8f 2ba0259b04d64
09da96567ca52dad497026e583a0ecef c1f 01e6b988e21f 9767a2b7e1672deb9a
le2a3f cc863aa91517c334620601b4f e79730e934935f 4b6f bc4e32695145¢c2b
5f 6al127f ecc0a277451ebc3f d523444f 9ee7c9c34534f 356db544f c31c1bf deb
f 65c77ea2f 7c2eaedc55ebaf 104271c566f d4debac71c7a62¢c74952817ae67550
4d9599b1b762bbacal68a83248c9d9adb0ceb1556e5759490bbc0c7900795ad7
2123038b662f 64f 106a9993681a25d59af 7bc97a235be9284c5bc45a6¢c90cblc
2999¢663d96b478e2307f 85548957d65740e2673e9ebd1352829038f 462b8f d3
b5681da55c0252523853525ea0ad647e71ac2c5a8893e603ac97e56¢c04ceb2f 2
6f 5c5b4b6d94ab811380f dOOf 2208f e86535086aebf d35¢29120624c04f bb611
3929d9¢556350253766¢c209f dba83c95f ccd342a28099355d00bc863f 4eef 596
eb0b42ebcc7¢c79491cceae205ea0b8059f bb8a5726¢c5949d2b15e7e29¢51f c9b
02eeladf c357b5f 1bef 9c4add46a2a920c2f bf 08a37eb1514bf a15110a4392a7
4c6f 13c50c5c¢f f d97531098d7¢cd23b60eb35¢c4a428b46c55386e1010c4ba7f 70
edc7ecb7575f 3063a71e84df dcf 09a58b2cdb0f 99f 27ed378610d25cbad7bf a6
ba0d59189cf e88eab9bh46d7e6db0307eabe4198e99bd71f 779ab66581e0912f ¢
7b1d2585245e9a12687a975cd5e8eldcc045d5f 891c4c685db07cf 81e77389b3
63eb6bdf e39b27f f 84c97eef ee162e3b451f e6914719chb6436d855960f f 915d7
ceabadeaf df c1c05786c49f 923a474f f df c3153a06e6ed0b0ad220d72524434d
5273c0aab6dde4e91476d581a2695a60de6d9f 44d77aa08266e938eeb4a9597¢c
9b64986059e49262a4eab2454e14015ad0536¢c42733a5d77d7995¢c2a20446009
ebf e5632c80c08ed2b97af 35066489f 597ebl1bilf 11f 04f 60e0c9040159c44ab3
e60e0a15229d191228bed17bbc3ac939b3c67ceel35f 352¢c27216¢c9c31f 72a3e
87040c5f 619306eb0b6cca2a9ce7b22a1694d00ca9c05e315126457f 26ce84f 9
617241860782f 864b473d84017491902b1bdc8cdc5800dd46127f b80a71c095b
473a562529b3ble7e437e158a5f 6666e9974d005b062¢c2309e6dce98f 9b658c6
e3f 9a216d58c8c9142bd1c8c85a9da872ebbf ad3f ea9d9aba2b68c0e8f 19¢c6f f



5f 00584d45daf 9d6c9d69ed04b8da8d687258b77807927612¢c530446f ea7697a
e3f 926698929bc6a5a8cf 3e2024c0f 0c5ee57b5869bf 981881caf 9e3665f c7f 7
ef c678929f 87ab56eaad2eaddlf f 6691822dd79a47096b776d1d8f 01456e5873b
0738406c382c573ae9cde2d9e7f 231bbecec5c676e7cf 43963373013a58075381f
f 0949be084546d72e4f 8a3e5f e4aa5091add234e2af e0030b1b663ae9d2d3241
0986b9402aaaf 2465b74a5e2d0bc38e3a92bbddd8alf ed7b948c23ccebf 8c08f
e356835ba65b0f 984068616ef 48138ef d89bf 357a54d2ebbf 376cbdcc69c5f 1f
61c64d2794bc06cch9abdf 66e25085d8c830e2ae3b0f eOf 07a7af 8b9320bf 342
970997d67d7¢c12593a8f bf ade635aac53083a7022c47d5f 77a52b57b598da939
2ae6d86af c46f c06455181b9c75a646dc21f 81ledbf 213753de737f d2a1400279
20add35a223f 9f 5f 4465ceb60c03ed0455a333a5cc83adbf 43f 1f 42c2cch8328
c21lc7ab7f aed2b21cf ade2da55223aaab2af 9b41¢7332341746341b39aa2f 438
15650f 5480511424cf a6901779c4d18b638cc0287aaaf 31680338d20b17¢c7449
f dc6a278a8d96a82ee4c4ecad0125e2d65290071c7aef 1be6a991598f b9d5951
2523bcd4b38c566b8e80a73ae333e134414327ef 1d83c47¢c49df e7936df 1338a
5e247787868f c84f dcb95ac89c185c4bb5f d57b2338ac42b41c10a823df 39624
f 36b15a2f 067584e06ca2e08ccaf f 1618f e01dd06df 3512e0b724dec8506da24
215acacc2c51b82ad8d302002f b41068blda4f 8bb147987b3516bad5dbddf 013
18f d3f a9bc43702ac498c719d95f 2e841b622a5e4848a3c5¢c262959992ea7a7d
72caB8a368028f 497df ad93355cbb1bb9786d14f f 2cf 590317848f 95856427110
dda36f 5192a816ce9c8816cc7bbf c804ef c40085a3850b89f 1e7f e5656dba410
f 906a97¢32336¢c1ae7e81737a83e087354e428da8538d948dbf 5df acbh59dd2b5
f d3bc803f 4ba432c9a739df 2cf a9ed9484320f 97edf f 1a48c6b86b3002cf b772
dd5e562bc4c3d683ed964b6199f a0514b0790d958095b7b85¢c6be875f bb559e1
930146cceab63a388al194f e09c3deal3be52de27e901017af e809af 630a7382bf
5c4cd4d1b8f 41579f b4348ede4cal5f 4cd3f 139a31b2544e516dbe4086b9bb4b
2bed47e2d230982dd5192429d377b7c0745cc068e2f 5a4aal4c7f f 87209ed125
9976a0f c9b25e9e851d4e3502c02c85d6df f 029e211d01ebf 0e9e7188d568f 84
37d813b0f 122f 2f b17603b693ed9¢c38f 17cf d50b815e6d9df cOed2ccf 19f 6399
274a1420f 235a59d8bf 724345e14e45d9e4be8934df c3f a92678db61d7118bf 5
3cb8a2225b335f 7eae50e3f 941237628db76d8ea38f 77a72af 3a26¢c81f e43523
b335535a5d1db7c¢38f 341082bb5734d089e8ae309cf da3aObcb5cd5b097113¢c8
edf 9616aa4f 6e6631b9125276f b3f 680a34341c3db668dc6cad45f c93b2708ca
2af 75ccce734f d191¢50089dad53982f ddae02531f f 93elf 21f f 395f c0al2874
edf 06b6f 9647e95a7324586¢71df d91d901d621858190f ecd00ccd110bbac59f
96ch884c3c93994748a56f 41283bf c41f b89052153a894588c3¢ch9017f 3d6632
6c985637e575ach812346342654025d602de3ba940c19ac1a633df f da977b529
b8013e19c1d6d0680f 4dae62c924450ae66aab82f 21473061dab3d62b247f 907
e3551939ad3f 5465e9d08a82bf eal7eealb6b2b923757477f 993000b2f 43b70f
28aaablf e9a26adlf d3361616c0b0e242f e76604b7033alf 30e97e28f 526ca3c
880f e2b8d9d1b0c9f f 188b31cb9d97425acab9b216d98a6ae355e583da71e886
4ee3d16b0759796190ef 545c1e62bf ef 92af 6cal47b13244d6c892f c8ef 223ab
3f 43f 924c2f 466097ee8' }

}
}

C. 1.2.3. Both Format

————— BEG N PRI VATE KEY-----

M | P/ gl BADALBgl ghkgBZQVEAXI Egg/ qM | P5gQyAAECAWQFBgc| CQoLDAOCDXAR
EhMUFRYXGBkaGxwdHh8Egg/ ASCGg9k ZeOMes93bi wRz SCOr i KX2JZSf 2PVWKVh5pa9
TCf YU ppuBmQ +j NZ43Z+r +QR2Rv/ Qyzz HO5WAWAHNDSNx s FY+PNMDYUnl yevPI 7
Ck5akA7gnGVi eQ8Y+0GY9qi 3dt uSA3EBaHNAZSLdI Qe9cwePyvzJ5cul RBRDNU3
Xswi VXF3EYci | YY] gQAEJHe AYUdQB1AXFWNVBFFRJI Uc YOARNAXI i RBCl aGCGRgEN
R1Zxgl cGZoZDWkRBI g 0OGZ1 Aol 2NCRDI gVzZBBk VWR3I nVWJUM2 FGI VCCBKN2hU
aHvDU3UQaHGDMABUdQUI gHUo G Q4EChY YCAgCFi DAYNhE4KCEgYXEVeHaH | eGB
VGAW/X VOhHA Zgc nivbg GZHQYVn Yhg DGCd mVe CRQIVWRMX E1 BDZHg BJ nt x QMEWY G
VYZHGDal YIA4RAYRASA] VhFhNAYHNhTI SQAdUel | wQ@2ZhFnBCVUGChWBTZ3hWOENE
MGMUTEHC HVXh Cc hQRFI MDhSdoZ0YBUI | 3NTI HZhB1BGg SSAZmAwMTLj EKRUCI ADGA
i HZy FzBxgkchUSeAEW/Ed| Zhci Mzgl ZgZEaDUnWEI DaAEYAhGBgz F3NUUOi BAESG
U2dDc FdyW MDYDhCVbVOEAYEJgQ hFYCNWggUYOGOEMK T SJCRVWRYWGD X RXKFBHI H
FxgG3 NghozZBVI CBFI AmRNAGCCZi JzgxckByVzAHIyi G GZ1i GgnmBwZAl DVDQ Yx
VUZCRTRWZX hz RWADc CJ ChGhVKI BMNCEY] ¢ XEAZXF1hHeHCGVVN4I j UURNcoVnD
| oc AFDMy YXFYRVJI MM AmMUTNHdz g DVRZDEOC 1EGYnUXVOAkal gXBnQaBhgF2Uk Uz
M chBDQOAQM h2NRVSZ(QgTB3RURBaBVBg2Nk ESBAJocw@d3EoCl Rj VUUWBI RYEE
WDZRJI|I QngDRRZMNY@BhWAUZRFXQ | UNmhSJHdz EOUBe DYk FUABKhEc SNECI AGBH



NUBXgzN CCEG-SJSBy Sl UTSG\WZ2I | i FcSZW 0doFkZGhCWHCBI nBVAI ODI Al y CA
Zj RTNgAz RoVy RWY1VAALdx | nUj BxQ NodDdFc AVny JEgoUgchgz MCBTNz NAdy e A
VSUWY1J QQCGc z RhMYBy gHFy SDd2NFcxh YUWA] MDQ2J RZDOBY1 WHc O YK KI MAc DZYU3
VQB1Uj FQNW TIGVENwhoBj YVAWMVAQLhj VingCEQZkcOY1!l m DVEQAI GhShileDl Qel

Z0gl Vj RONNNChAVEZo QUNWBVEI c0JkR31 RJzhHN Jkcl dx RHBBe GRCYCRxGHQ Ei

FnBYRxeBNwZ2gl FwMBhVhUc TYOI QdVgBY1g1hRhEA4Rx EDOHQWKCR3 QI ZVRCc HNG
NXd1AGYl YmhCAhJCGg4ZGmRgMBJITi | RUAI RXNEZHVEC! YFRhZoRmM gGOCcVYyhx
g4QCGUI R2gRYGYhMDVBhoAOAThGVIFBW/Y OHWDZXI yM& ARhI mBmUWdVe FMkEy J2c1
Fwg BUWMAVKEYBNI h3ARG FVc TFUZDEXBHMbgoVj aCNFVQQYYnZWVREWh 1 BRBCVEFE
J4Ui ERcXi BU2hRVORXxZi VTZVg2MCUChVdodTIxNx A3l 3BXFHYXE2UYQSQ ZkR&ZB
QLI FI hRvwivE YAYCWEJ mKBSBEFRi aBcwOHVKMY Fl | FaGY2MbEOBiI VAEgQ hl R4hh
cW/21 3Ji NI ZwivBFRFWW UHULAhI hCEJI MUNVZX EVJI XI BBoU2 MBUFV1hgWHh DFDEY
eH AhzhHi GNAgYE4c0JheDi FIGZ3MLBgl RUUZCOCMTBNUQHgO0d ThVNXUoM NRh2
ARUhRNDJ XczM2VRI GFYFhaCQYQ Ei M QUSBUSARAWI Hdy Q RDZgZ3F3B2 AWFFJUAL
ABg4cyN3NSZChj VxE3NEgWBSAOVI U3MAhYN3hQNRI RFUgGKI UBg CaBOGUg U0aAEy
By QYAy EwBXI 4ZAdkJx FBAYOFJ VEGVIBx Bl ZRdoMAKFcnYj VFGHNQgx Mohj dmiyUldj

EWIQWKEl U3ZBdgMUMkdyEi NEGKguT1lyeoPr 5nr BNeKcz JXERf DPxj soh+HQzdqg2|

| ZgEp+2aVVf 81no1ULCkuMN YpwCFHX6PVbV1s+7CGgnBgNFNSi Ld/ xbYvInkQni o
r x12vt FXZy3Zwy MM-X6Ngt 742dppWec!l Vn+5al1nmZDUvw JWZWb C3QoX1Z1skJ Xwn
EMF1sBU KREyj C63q7nt RucKi 1PDngZCzuSzy0Ji DoY86LZQzor c2SNy GhaHAj xn
Qoy 7awPVHNGX6 MNG663 Ok 5UPI M7i AdueMghD4p8wDZoZUALwpM ycsaeTu9p+7i |

Xv18or 7ZKNLTt YKE] 5x FwgvFTPxHO08GWP+ b812Kr nLgRRt dy Uhi WOy QNcr bSLJ
MXH71Hel t 25yBC3vCHj SPf YxoaH pgJ2ht 5bShDpEGnI 8r oCWhBNZAnal | Z8pS2k
| wWJuWDoOzvwf Aeabi O fl 2ei t +FnLeuaH o/ zI Y6qRUXwzRi Bg@&0/ nl zDpNJNf S2
+8Tj JpUUXCt f ahd/ 7MCi dOUev DY VI ORPnuf JwOUO81bbVE/ DHBv95f Zcd+ovf C6u
TFXr r xBCccVM U66xxx6YsdJUoF65nVQTZWZsbdi t gyhaKgy SMnZr bDCs VWuV1I J
C7wive@B5W chl wOLZi 9k8QapniTaBol 1Zr 3vJei Nb6ShMABRabJDLHCnZxnPZa0eO
I wf 4VUi Vf WODI Zz6evRNSgpA49CK4/ Tt WydpWwCUl | 4ULJeoKlkf nGsLFgl k+YD
rJfl bATGsvJIvXFt LbZSr gROA/ QDy 1 | / 0ZTUI auvONcKRI GIMBPU2ETKkp2c VWNQI T
dmvgn9uoPJ X8z TQQKAMTVAALY GPO7v\W\BwW C68x8elkczqdgXqCAaBZ+7i | cnkZSd
KxXn4pxR/ JsC7hpPwlel8b75xK3Uai qSDC+/ CKN+sVFL+hURCKkOSp0OxvE8UMXP/ Z
dTEJj XzSO2Dr Nc SkKLRs VThuEBDEUN9wWSM st 1df MSOnHoTf 3PCaW.LNsPnf J+03
hhDSXLr Xv6a6DVkYnP61 6r mObX5t sDB+q+QZj pnBcf d5q2ZYHgk S/ HsdJ YUk XpoS
aHgXXNXo4dz ARdX4kc TGhdsHz4Hnc4ne Y+t r 3+ChJ/ +Ey X7v7hYuQOUf 5pFHCGCt k
Nt hVl g/ 5Fdf Opg3q/ f weBXhs Sf kj pHT/ 38MVOgbnv Qs KOi DXJ SRDTVJzwKg23eTp
FHbVgaJpWiDebZ9E13qggnmbp0060gVl 8m2SYYFnkknkk6r JFThQBW BTbEJzA 13
15] cKi BEYANnr /| YyyAw 7SuXr zUGZI nll +sbHxHWT2Dgy QQBW RKs +YOChUi nRkS
KL7Re7w6y TnezxnzuE181LCchbJwx 9y o+hwQWX2GTBus LbMognCeyKhaUOAy pwH4x
USZFf ybOhPl hckGEB4L4ZLRz2EAXSRKCsb31 zcWADARNhJ/ uApxwJWIc6Vi Ups7Hn
5DfF hWKX2ZnB6ZdNAFs GLCMI 5t zpj 5t | j A/ mi Ft W JFCvRyMhanahy 67+t P+qdnr
or aMbo82Zxv9f AFhNRdr 51snWht BLj aj WhyW.d4B5J2Es UWRG qdpeuP5JnmmiKbxq
Wzz4gJINMDwxe5Xt Yab+YQ HK+eNmX8f 378Z4kp+HpWqQupNH ZpGCLdeaRw r d2
0dj wFFbl hzsHOEBs OCx XCQunN4t nn8j G2zFxnbnz0OWBMBA gHUMH CUm+-CEVGLY
5Pi j 5f 5KpQka3SNOKv4AMLKR2Y66dLTIBCYa5QCqq8kZbdKXi OLw4A46kr vd2KH+17
I I'w zOb4w / j VoNbpl sPnEBoYW OgTj v2JvzVEVNLr vzdsvexpxf HRHGTSeUv AbM
uavf ZuJhdj | MOKuOw g8Hp6+LkyC/ NCl wnX1n18El k6j 7+t 5] Wjx TCDpw SRIX3
el KlelmNgTkq5t hg/ Eb8Bk VRgbnHWRt wh+B5L8hN1Pec3/ SoUACeSCt 01oi P59f

RGXO: gwD7(QRVozA zI1 G vOPx9Cwsy4Mowhx6t / rt KyHPr eLaVsl 6qr KvmOHHMy NB
dG\Bs5qi 9DgVZQAUgFEUJ Mtk Bd5x NGL Y4z AKHqg8xaAMA0gs Xx0Sf 3Goni 02W)C
TkxOykASXi 11 KQBxx67xvmgZFZj 7nVI R1S081LOWNuQOgKc64z PhNEFDI+8dg8R8
Sd/ nk23xMipeJHeHho!/ | T9y5Wsi cGRxLt f 1Xsj OKxCt BwQqCPf OM PNr FaLwZ1hO
BsouCMyv8WEP4B3Qbf NRLgt y Tey FBt okl Vr KzCxRuCr YOW AL7QQalLHaT4uxR5h7
NRa61dvd8BMy/ T+pvENWKS SYxxnZXy6EG2I gXkhl 08XCYpWZkup6f XLKi j aAKPSX
362TNVy 7G71 4bRT/ LPWIMXhI +VhWnE@aNv UZKoFs6c¢ci BbMe7/ 1 BO' EAl W hQuJ
8ef +VI bbpBD5Bql 8M NsCGuf oFzeoPghzVOQp20U42Uj b9d+st Z3St f 07y APOuk Vs
mMQd8s+p7ZSEMy+X7f 8aSMad4az ACz 7dy3VE5VK8TD1oPt | kt hnf oFFLB5DZWAI be4
XGvodf ulWeGTAUbMeNG | KA gnD3gA75S3i f pAQF6/ 0Ca9j CnOCv 1x MLNGA9BVS
+ONI 7e TKBf TNPxCaMbJUTI Ft vk CGubt LK+1H4t | wrC3VGSQ03e3wHRewG i 9aSq
BM / hy CeOSWzdgD8ny Xp6 FHU41As Ashdbf 8Cni EdAevw6ecYj VaPhDf YE7DxI vL7
F2A7aT7Zw48Xz9ULgV5t nf wWO0szxn20ZJ0oUl Pl 1pZ2L9y QOXhTkXZ5L6INN/ D+p
Jnj bYdcRi / UBuKI i VeNf f g5Q4/ | Bl 3Y023bY6j j 3enKvG bl H+QLI 7MLULlpdHbf D
j zQQr t XNNCI6K4AwWnP2j oLy1zVsJcRPI 7f | hagT25mvbk SUnb7P2gKNDQcPbZ03G
yt Rf yTsnCMbq91zMoz TOGRXQCI 2t U5gv3a4CUx/ 5Ph8h/ zI f wWKEodBwa2+WR+| a
cy RYbHHf 2R2 QHW YWBK P7NAMz RELUsW | sul TDy Tnudl pVWOBKDv8(¥ uJBSFTqJRY
j Dy5AX89Zj JsnFY35XWsuBl 0YOJI QCXWAL 47qUDBns Grivb/ 9gXe1KbgBPhnB1t Bo
D02uYskkRQr maquC8hRzBh2r PVKy R/ kHA1UZGa0/ VGXpOl qCv+oX7qQ&2sr kj dXR3



+ZMACy 9Dt wBoqqsf 6aJq0f 0z YWFs Owdk L+dnBLc DOh8W6 X409 ShKPI gP4r j Z0bDJ
/ xi LMcudl 0Jayr myFt nKauNV5YPacei GTuPRawdZeWEQ7 1RcHK/ 75KvbKFHS TJE
1si S/ 1 7yl 6s/ Q@ kkw RCX70
----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.3.18 }

}
OCTET_STRI NG {
SEQUENCE ({

OCTET_STRI NG { ‘000102030405060708090a0b0c0d0e0f 1011121314
15161718191alblcldlelf* }

OCTET_STRING { ‘ 48683d91978e31eb3dddbh8b0473482d2b88a5f 6259
49f d8f 58a561e696bd4c27d853f a69h8199023e8cd678dd9of abf 9047646f f dOc
b3cc7f 795805a71e70d2371b0563e3cd3346149¢c8c9ebcf 23b0a4e5a900eealc
6562790a7c63e38663daa2dddb6e480dc405a1e701948b74841ef 5¢cclc3f 2bf 3
27972e9510510cd5375ecc085571771187222186238100042477806147500750
1717035504515125471838046175722244108868608646012747567180870666
8643324441220436386675028236342443220573641064555477227556814336
1462550820643768546875435375106871833380547505258075281884381108
7260202008588301836113828212061711578768788878643754601657155084
7188660727328806647418567621803182766415782450256466431135043647
8012667314301166065586471836886350384786110120235611613786078532
1240075478823043666116604255418285605367785638434430632610770731
7842721411165303852768674601508237353207661075046812480666030326
5231244540880031808876721730718247215127801165447486617223338086
6064468352158420368011802118183317735453488100448653674370577258
8334603842328568100604260425845602356820518386384324212242456458
5867714572850478871718061883608686415650811650264670060826622738
3172407257300727288620667588682607064020330343663155464245345667
1873456583702250846856288070367084623717100657175847787086555378
2235144677285673032287001433206171584552663250265133477738035516
4313473510662751757402468881706743468186017652453330872104343401
0322876351552650813077454441681541836364112040268730436777128088
4635545300624581045836512484278034516663584378560146511574232143
6685224777313450178362420550006484471234408800604735405783336308
2106152252072488513486370676225885712656734768164646842587081227
0550083832002320806634533600334685724706355400357712275230714253
6874374570056643224482852072183330205337334077278055253063525040
6733461318072807172483776345731858516023334436251643381608587734
6242883007036585375500755231503702132463043708680636150303004358
6357080211066473463522620330438021085287578321078867480856347436
7342840584668414370055108734264477211273847365264725771447041786
4426024711874081221660584717813706768081705818558547136342107558
0163583585184403847110338742628247741365544270734635777500662562
6842021246838646166460312253888454008457344647544725605461668466
3088063827156328718384065224768116066213033018680280138463050565
7238758365723230688046122606651675570532413227673517080153001628
4601348877011188155713154643117047328828563682345550418627656311
1168750510425441442785221117178815368515744716625536558363025028
5576875327137103723705714761713651841242366444664143520521085157
0333638602584266281481105462681730387564332165885686636328134062
5401204088654788617165762372623486703011511563205075350212210842
6531435567111525720106853630150557586058784314313278788087384788
6378818138734261783885246677335060211514642382326801354407834753
8553575283233518760115213432577333365518861581616824184221223084
1448151201103024777242544366067717707603014525403500183873237735
2650863571137344816052774565537300858377850351211154806288501802
6813865205346801320724180321300572386407642711410183852551063260
7104865176833828572762354518735083132886376661426311675033112553
764176031433177212234418a82e4f 5¢9ealf af 99eb04d78a7332711117¢c33f 1
8eca2lf 8743376ada5219804a7ed9a5557f cd67a3550b3a4b8c588629¢021475
f a3d56d5d6cf bbla09bda8d14de622ddf f 16d8bc99b14278a8af 1d76bed15767
2dd9c32316f 97e8daadef 8d9da69586725567f bh96b59990d4bf 0bc9c195b90b7



4295f 5675b24257¢2710c175b0153f 2911328c2eb7abb9ad46e70a8b53c39eab
42cee4b3chb42620e863ce8hb650ce8adcd923721a1687023¢c673a8cbb6b03d51c
d197e8c346ebadce93950f 88cee201db9e320843e29f 300d9a19500d70a4caf 2
72c69e4deef 69f bb8ab5ef d7ca2bed990d2d3b582848f 9c45c2abc54cf c47d34f
06¢0f f a56f cd762ab9cba9146d7725218963b240d72b6d22c93171f bd47788b7
6e72042def 0878d23df 631alale5a6027686de5b4a10e91069c8f 2ba0259b04d
6409da96567cab52da497026e583a0ecef c1f 01e6b988e21f 9767a2b7el1672deb
9ale2a3f cc863aa91517¢c334620601b4f e79730e934935f 4b6f bc4e32695145¢
2b5f 6a127f ecc0a277451ebc3f d523444f 9ee7c9c34534f 356db544f c31clbf d
e5f 65c77ea2f 7c2eaedc55ebaf 104271c566f ddebac71c7a62c74952817ae675
504d9599b1b762b6acal68a83248c9d9adb0ceb1556e5759490bbc0c7900795a
d72123038b662f 64f 106a9993681a25d59af 7bc97a235be9284c5bc45a6¢c90ch
1c2999c663d96b478e2307f 85548957d65740e2673e9ebd1352829038f 462b8f
d3b5681da55c0252523853525ea0ad647e7lac2c5a8893e603ac97e56¢c04ceb?2
f 26f 5c5b4b6d94ab811380f dOOf 2208f e86535086aebf d35¢29120624c04f bb6
113929d9¢c556350253766¢c209f dba83c95f ccd342a28099355d00bc863f 4eef 5
96eb0b42ebcc7c79491cceae205ea0b8059f bb8a5726¢c5949d2b15e7e29¢c51f ¢
9b02eeladf c357b5f 1bef 9c4add46a2a920c2f bf 08a37eb1514bf a15110a4392
a74c6f 13c50c5cf f d97531098d7cd23b60eb35c4a428b46¢c55386e1010c4ba’f
70e4c7ecb7575f 3063a71e84df dcf 09a58b2cdb0Of 99f 27ed378610d25chad7bf
a6ba0d59189cf e88eab9b46d7e6db0307eabe4198e99bd71f 779ab66581e0912
fc7b1d2585245e9a12687a975cd5e8eldcc045d5f 891c4c685db07cf 81e77389
b363eb6bdf e39b27f f 84c97eef ee162e3b451f €6914719¢cb6436d855960f f 915
d7ceabadeaf df c1c05786¢c49f 923a474f f df c3153a06e6ed0b0ad220d7252443
4d5273c0aab6dde4e91476d581a2695a60de6d9f 44d77aa08266e938eeb4a959
7c9b64986059€49262a4eab2454e14015ad0536¢c42733a5d77d7995¢c2a204460
09ebf €5632c80c08ed2b97af 35066489f 597ebl1blf 11f 04f 60e0c9040159c44a
b3e60e0a15229d191228bed17bbc3ac939b3c67ceel35f 352¢c27216c9c31f 72a
3e87040c5f 619306eb0b6cca2a9ce7b22a1694d00ca9c05e315126457f 26¢ce84
f9617241860782f 864b473d84017491902b1bdc8cdc5800dd46127f b80a71c09
5b473a562529b3ble7e437e158a5f 6666e9974d005b062c2309e6dce98f 9b658
c6e3f 9a216d58c8c9142bd1c8c85a9da872ebbf ad3f ea9d9aba2b68c0e8f 19c6
ff 5f 00584d45daf 9d6¢c9d69ed04b8da8d687258b77807927612¢c530446f ea769
7ae3f 926698929bc6a5a8cf 3e2024c0f 0c5ee57b5869bf 981881caf 9e3665f c7
f 7ef c678929f 87a56eaa42eaddlf f 6691822dd79a47096b776d1d8f 01456e587
3b0738406¢c382c573ae9cde2d9e7f 231b6cc5¢c676e7cf 43963373013a5807538
1f f 0949be084546d72e4f 8a3e5f e4aab5091add234e2af e0030b1b663ae9d2d32
410986b9402aaaf 2465b74a5e2d0bc38e3a92bbddd8alf ed7b948c23ccebf 8¢cO
8f e356835ba65b0f 984068616ef 48138ef d89bf 357a54d2ebbf 376cbdcc69c5f
1f 61c64d2794bc06cch9abdf 66e25085d8c830e2ae3b0f eOf 07a7af 8b9320bf 3
42970997d67d7¢c12593a8f bf ade635aac53083a7022c47d5f 77a52b57b598da9
392ae6d86af c46f c06455181b9c75a646dc21f 81edbf 213753de737f d2a14002
7920add35a223f 9f 5f 4465ceb60c03ed0455a333a5cc83adbf 43f 1f 42c2cch83
28c21c7ab7f aed2b21cf ade2da55223aaab2af 9b41¢c7332341746341b39%aa2f 4
38156501 5480511424cf a6901779¢c4d18b638cc0287aaaf 31680338d20b17c74
49f dc6a278a8d96a82ee4c4ecad0125e2d65290071c7aef 1be6a991598f b9d59
512523bcd4b38c566b8e80a73ae333e134414327ef 1d83c47c49df e7936df 133
8a5e247787868f c84f dcbh95ac89¢c185c4bb5f d57b2338ac42b41c10a823df 396
24f 36b15a2f 067584e06ca2e08ccaf f 1618f e01dd06df 3512e0b724dec8506da
24215acacc2c51b82ad8d302002f b41068blda4f 8bb147987b3516bad5dbddf O
1318f d3f a9bc43702ac498c719d95f 2e841b622a5e4848a3¢c5¢c262959992ea7a
7d72ca8a368028f 497df ad93355¢cbb1bb9786d14f f 2cf 590317848f 958564271
10dda36f 5192a816ce9c8816¢cc7bbf c804ef c40085a3850089f 1e7f e5656dba4
10f 906a97c32336c1ae7e81737a83e087354e428da8538d948dbf 5df ach59dd2
b5f d3bc803f 4ba432c9a739df 2cf a9ed9484320f 97edf f 1a48c6b86b3002cf b7
72dd5e562bc4c3d683ed964b6199f a0514b0790d958095b7b85¢c6be875f bb559
e1930146cceab63a388al194f e09c3deal3be52de27e901017af e809af 630a7382
bf 5c4cd4d1b8f 41579f b4348eded4cal5f 4cd3f 139a31b2544e516dbe4086b9bb
4b2bed47e2d230982dd5192429d377b7c0745cc068e2f 5a4aa04c7f f 87209ed1
259976a0f c9b25e9e851d4e3502¢c02¢c85d6df f 029e211d01ebf 0e9e7188d568f
8437d813b0f 122f 2f b17603b693ed9c¢38f 17cf d50b815e6d9df cOed2ccf 19f 63
99274a1420f 235a59d8bf 724345e14e45d9e4be8934df c3f a92678db61d7118b
f 53cb8a2225b335f 7eae50e3f 941237628db76d8ea38f 77a72af 3a26¢c81f e435
23b335535a5d1db7c38f 341082bb5734d089e8ae309cf da3a0Obcbh5cd5b097113
c8edf 9616aa4f 6e6631b9125276f b3f 680a34341c3db668dc6cad45f c93b2708
ca2af 75ccce734f d191c¢50089dad53982f ddae02531f f 93elf 21f f 395f c0al28



74edf 06b6f 9647e95a7324586¢71df d91d901d621858190f ecd00ccd110bbach
9f 96cb884c3c93994748a56f 41283bf c41f b89052153a894588¢c3ch9017f 3d66
326c985637e575ach812346342654025d602de3ba940c19ac1a633df f da977b5
29b8013e19¢1d6d0680f 4dae62c924450ae66aab82f 21473061dab3d62b247f 9
07e3551939ad3f 5465e9d08a82bf eal7eealb6b2b923757477f 993000b2f 43b7
Of 28aaablf e9a26adlf d3361616c0b0e242f e76604b7033alf 30e97e28f 526¢ca
3c880f e2b8d9d1b0c9f f 188b31cb9d97425acab9b216d98a6ae355e583da71e8
864ee3d16b0759796190ef 545c1e62bf ef 92af 6cald7b13244d6c892f c8ef 223
ab3f 43f 924c2f 466097ee8" }
}
}
}
C.1.3. M-DSA-87 Private Key Exanpl es

Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.

C.1.3.1. Seed Format

VDQCAQAWCWYJ Y1 ZI AWUDBAMTI BCKAI AABAg VEBQYHCAKk KOMWMNDg8 QERI TFBUWFXgZ
GhscHR4f
----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}
OCTET_STRI NG {
[0 PRRM TIVE] { ‘000102030405060708090a0b0c0d0e0f 10111213141
5161718191alblcldlelf’ }

}
}

C.1.3.2. Expanded For nat

————— BEG N PRI VATE KEY-----

M | TOAI BADALBgl ghkgBZQVEAXMVEghMKBI | TI JeSvOwJDBoaol8zzw X/ ZI 53HX
qO0GBAI j Pp+k Oy XEk2OnuTpChbGAv Xs nBOFFOWWAY nVay dnO9hf TIsDAPd2QJi GdQ
t Xwk2z/ AEuYe3l | 1Mzc3T6¢ SSZFUnvJIDSWGNBs 74FpZSCNo95h1+JbY/ gyr MvhJ
SNt NYxWr x YKxi QRZCl BSBYRCREs| AKJI kUs Yr hFAEUgCJZwk BJUFJNWLEYGhERR
W aRDKk pgr JBy ChxxChoBJaJSECFny Jt HChkWRIBNLi RhASJRIAFyzRi ol aQQCaS
I Jk pEWWpXDRop DKOGSaSWJYQCaRJ1 0JNEj] ZhWBBI ASi QG NMmyYx06JJCYI | QxQo
wDi BAXVNWi GCI dI | zFSI CI | w8BNpJ ghnEAgOUKGy 0BWW BxnJ YswRl GUOYJ DEUC
FEZukbChVLCVBEZCm CVASElI EOEFVWAI EBKMbBhAUs| wyz Qs S8hoG6RgSYSEYz Ap
SqBpWIAEQ] gKFCZMAr JEi 61 RIEZIXBRSCOJXxA7I QKi i AASSI 4wgRCgUoGe SBACAI

3ERoGhl i RAAqQy SZgDl cx4MBENMRSEGDYNETACI hi MY7KRDJgl 0aABCJJEBBMK XJ hx
goRxhDJISUbAxnEl uGggoAgi RAcCIC8cFi i Rl I sJkTI i RXI JoE6VKUCCAE QQCKkZRE
SCIw j | KApi ECaKI GRkpREi M pUMbQRy Bl dwEi EQQgaEQINFi QZK0zYI 28BAW.ZR
DKcJj CRhnZBkj MKQW SQEKNJ Ay VhQz KKEZhEy LI gBDhBEEC s Gc ZEHCUs Bl gw2UZp
my AAGDaCWg SAWGBI GI Al ACaAC8I x Wk By VMYgwb AxJ L FNEJ Uo FAAKoMhNVKKI | 5i B
YJ AEAhYs Ey FAK YaNCMKRKk RQD L QMICc Zg UUQUBBEMACK Rk 81 | Y6 Qx| gAowRQl DEAs
QRQGNCByY VCI G whNoUhpEDBBHChJRBI Oz JZI 2UJQGMZJIDEW | wQNI DAul 4UsFAcw
QaFTMAgRI YgG@BsVAJI zI hs WRYy SRSEBMIQEOK05AYJ08YQy ChM zI| EUgRkzKhJ
RDgy ComEADQs | oWNEDEJ CTJI HI mMQEAPI YUACaFt hivBk4gl t SARAEgMOAE] uk0Q

EhBgAYQFkj CKyzSQoi YuXl YRCz Ul GBAAA] QmJ CQI0YQAJEZgE7JJJChGGAIx0oDi Q
i RREO5Yt oxhAl ychwBhQ@BgEQUKNXCZBRKJt SBI OQDI | Cx SCCkguy 4Kl A6NgGy Um
j LggJLCFmMAGhCKcs gz hk VDKIAQQBI OnEApPVp0aRNES Qvk UYNYZSAk DhFXMZQARcg
UBYonmxgQQRIok Bl hwBCEGhaSU41 pgSZJ2KQFm YkJAMp4EANMDgJ | ESROEZmI nBSF
y SANUBKMHAg QAhAAAT UowSi QA SFOXRI CkBUESI | GVIM TRI 2DBpEDBSGTFnj Bi K
yMAI TIgwo6YgQRYi GAUUI i UgZLgl Cr MBYy CECYAJ GSgOAhEB05QR45hs WCAhCUEQ
YDYi CAZx Es KFWjCFWVREXDg Gy 7ZpFI SEUy KCoaZAz | YAXCYi oKgl nDRy 1CBBQBSQ
SBZoGxZSG ¢ CUCBCSEi Kl BFB4gBswM MFAZJETFNGQYKi UYJGAFI RMgAggZwABZy
zCRQ kKInJaQzZChwkr JonCZi YZRAWRaJ2EJkG FOYpBKI cgki yht XEKSoMZNDI WA



z| hN1EKNGQ SKCwWRRwy aGJ CVBEj UGo EQEY J SBWF Qx HAgGXCQ Aydgl M | 4YCQGhRt

00YMSxhgUMYs Gb1 t ERUEOgAEI Ugu2BYGOhCKg61 | CDENCThR2UhJCxZM zI1 | GRkC
SkQIObl hCAMs| yWrkxaFRKBEGANQAI Jy SWSATXRI | ZNgGBMK2UYNI kVhy LRAoUI t

Ar gJ ABRENY YRC5e MQBBKghRq 2p AFHAKODBI y07SNJDBQEYcJZMYo5Bi SiiRs YRZR
QEYCOHDJI 2i BRi DaKl 7EhgpAoGhUy4hhhkgSOE7aQExNoy YROTEBt Cz MAgUZNOj gM
BJaBpl hQApCFI r AEO6RX00AQy pZAUaZBpl Qo4AhSCz CMDj gKDCl R4l Jyi CR2DaS
o6Yokkl i ohYBG SGNOmMmARaYgewhz OgRhpOdf xOF BT pbx GEWFQF/ ReAi vHgYj nT
s05ayovxNpz3t EescYr Ef YUMI Xewv]j Hcn1COOX] y@nSr AYX3J6vf 9Z9EkDch8EYQ
42TmIsh175093JQH h4Wryeoebi r UWFgsqP3dDe5s8x9F66t 31 ThYnRgNawdb3gv
Yqf wGgbWaT3uy Qsj xnmFoCMHAKHKSZi ncy TboPWvl kM dekyVwZc G35eHP4d/ UON
8l bf | SQOFKLSf i Aj CoKb5OQ MysFt Nf eLDl 4ZgzLgAHS7ZCEvgxf UyJcct o5e2r A2
nxFXs0aavYOE4t | VPxt 454bh7p0LnNCF g8zs830evTqdY67HZhZKEBcaT9j GPa8Y
LElI SWuX1KapVy3664uFl | xXh9x6KdBMUENAy R+3hHTThkf bwi qJHj 9eJZ5wEl J9x
VAFX4HA6i 7V1PbvapBGTINQObu+/ hvxVHCnv5MBXZh1c9sPbl t DOBeWZhURZ2X8g
33RWT N\WZj QO+t t NBEf yUCy XAVDt 4j t 2p0nmgQ6s PV Ix Rvhws+D61 f UCJ4ZaVAR
r dg39vRAzDYPk/ Mr70qWY3Esa704yEq3t Ugj 7DY+t +Qut Z/ B/ OYPvVUwnez 71 X9na
8yBt e0s5F/ HI t 6kuPG Ym D98uR/ Wy ZRZXbFwr 0G6v 1ol t Nec QX 1qnbJx52Tel7
AVpJgFDHkZvkcAaj NuLj Jf 31 GsWZVUOKf eTvRexAws1r r/ MRvu51234Cr THOVkvS
CukZT17d2gZl B3YRbp8nD3dx St eo6Jr 30t / 99] b7Cf 4AgqYUkf i zazvSISklouj

f KkS1r5zUByZUYH t 3cj NQGs2Mdo3ACE/ 02bhMh8Gs262s DRQKy Cf Cnvv +uHI2 HVWv
Bof BFj wLPX0qyk3s06Xj pL41 a3JZi | C7O aF+e7Za4X2Du@75qUBp OEOWH50OWN

t Tr y5bo9HvPO4Fr f CzpMBuUWNgG/ uZJKZAr Vx9vOuM-ZSpMs BD3n4Fe GPK7uMy J+m
/ Hb3f | ni k88XWjsZWAD+ct LMBX115b2Qv G ENdak QO+FLpocj FPeA78ZM2XXNar y
nFFi phf ] ZOf 5RBaND7 SP70BV] 0vVd 8wo1ChnlPI / ul 4ZVKpFOcXhFbzDowwW4Jj V
VS| PQL4nKbNFB7hGTFTCe13seNgPl mUFFH 6+Gol Er y34pl zee9t c8E3AGMOPUe
N k1heKQQaPk469GAHzhO4t f exf V1I 19Vnj kJ 7y +f sHXXA] AVKSMEueXv5nmsvl Om
B1ll pNf 1mXgeCLZMPI +qg/ 94071 2] 1ael EuUUMUHgDAI BCVa+BSU2XbqlTt SM 2| kzN
9cvTrucoLUoAANI4TXuPqgxay9/ DVI | cyse+8Tr HP7et D/ eebaez A++gh5r QHKGe 7
1LLpi g1Kj wL4USUHMPKNNes S/ MeXalj hj kvaDl i j MaL3HXz MLUUbM HGXDEqz Of u
UTshl UxBwAy HOHLul MBU9GA3Q Nh9L21SCH3EUYM666MB1CKkhn4j 6a+2qZ47t UB
| EOW mB7W ei 4eNX5w17nEYaLHHLD6di 1g2YJAgdN KS/ UvouEwW2 EQBHRDYCAL7r

4L1snQXoaSVt L/ P51 Re379Kj N3QFbLVNnFnWot JLp9f Ji Drj vk4HT0d8Zk4t 7X/ gs
Wby BEPqHU016PQFI +OQd0PgES8Rud7@1KI | 4NdBj B6j gxu9NI ZBDOeHPRYK|j o+i e
Al 2UU0c2bALz 3VWNo1OR+hdPSgXBb1Xl hhS5aV5+TscUUxTnOngEWO pJOw78t HOH
SPapnhC/ cHgoLkr OGBNuKos+4KQA3NOz 7251 4bgVconW Get SI ugOSsukKHt 7cvce
kx3Bcpj M73Zk XHOz CgXCzkDAmAVG z V61 XdRAVR] EWTs TgS7RoNni QnHSvUc43A2
TY9Pf r HrHgAodCnJl h3oM yponKbEwn YACKr wdxQvdzH / MAZusM Y1JAI DU / yo
Al 9IKAt USYWL7gpgt FkU8gl s191 FWNeqSvqcj Z7ql TeP56uppVCqBpBJ/ ccugJX
8y T+/ VFPCPVWAgScOvs2JZSo4j / xonF9t bFY9vAc9Qqw7 ZXGCEWTEEWQ wbht Agw
gxHECDAdAPZ2Opp6W pYAs9F/ QAEc40B04sLhC/ YZf GAt j QznO6PvLY!l i CBnxLqv4
eR6SZr uMACs STGx5Kbr qaTJECYRUol Dr dSPhO7G3xbZ3X6ur q76Qdf 5\WWh6pFESe7
nPzNBRID6b9a7y QAL TNd5f zi Tp3b3hCGCRBS2AwW235+ENI cvJ37U9aHg r 071 ggkpO
TxABsEy2hf m+5NDds MVxWYr CAhpnBv0j NFxvu4Twz gX+UnNFI bewf GOl 06C0bkxi /

ATFQSgnf uvVl +dMgnNTG TUks RMvot Og0+0gW ZuuweEORI 1UP9d5evVI9W g6+l X
9k/ shUZOk CuXvYdwWrd G6j q3ol HLvgEaaHvUP10L2JzSyr ph1SCGDdJk O6LKi GeOl

3KARX0QXVBATVYN7Ldc043Uf ZPy0Osj 3Na8V+pW 1cWIXNnJEdR4j A7l gl T53J1aV
bNz AE/ / Swy SQAUQ pXJ SnUyS8euxnx2t TQNvL98xypEBvf ga6pSK7c8heqj 8z XoH
caonU+CGol 79ByVN3ov+nGyJl EAFTzobSyH3QeksyOn9f KHIkFDHOTi | Agr v2a/ F
sNE81GwLfj j mh7pRa3RnBkypbH xWKcn0j 3ZhhT2gB4f J14+5JVU78HpBVudk 1
hTQy5NGNGu YV +Qyhk83Ww S+Onm\NBWg+aNQ Lwgl uKmy8dk UAHNGQ: 7wixx 1/ q346H
zl wkt 2O2VE7TLNGAI OFCBj 7W YFXv5I 76/ AZLRv17j CnO1Fj SmMC1BN3j i i 4RT3rp
vxdt Shi 6KIWhuOt HREgbgqNuOWSTNQbuzLOvLHe SV t RBgegAbWJALUkNhi 2wzZ5D
UXt Ft CQFkot nxxO GFi 606Q EcJxb/ nNMyAOt nK1L/ FnEl Bc2+dUSogEt micdFpz
wba82l t 3uVHzbA96U3Lenl Of nvzei EPGkJAC3aSHXnmd XGv C+x YGFbDLANCQOZK 52
H f NDY3I pxy5GKV2LREShc2LVhPdvQygi sAOKyve44+WnVLsr CHF5WRPJOYaoED
VuuUVAUTY53sSgkpD/ EuwaouZW b49WQd Tw2bGAUBs Bhv Cl DOh/ ROOCERHQOhi BOb
g8t QbD6n/ zBXnD6L8BaC+7APQMBTE8gSESKRI nFl o TM4/ +Eanwf s9EDKqZ5pB;j |

Uk+KC8GZ4Qz2v XehT91gBgk 1FDSOCol 0Q0r 0o2dj aca+LPkQzys0OP84Er Gsi 4MRH
VovEXXCnj nj GSaSDCul YWQna@561 6VA kT2c¢l br aXuf pXg18Lj 3DwgSki bvszbA
4hgzoCghj NY3MsgKpHf mLRQduoGFT3DaaNr / SoTLbed5JUBKI +¢c1ZTdK9Akg8Fy9
Zl Svw 1y8K4j JpXLZnj g/ sxAab2Qu1KLg++i +829k7KJIkpYh7XTYCHOPWQPUs QVR
CFHB8kxnxceoM/ QuXt bn7XvnFGGvFI Jj 560dvZ7f MimXUd Ye XXLRaUPxk EAcZv 3YO0
Xw/ f Hgnv6f uADc EUSGrgh50ZXMBoc O 9Jj Ha5xwsl Egch2HEDQ Fv8qV5xi 3si WF
r wPt NBdaRt V681G0wWyf 8GqRI JzKoGof 3JPj S54Cz051FG gPdcLWjMky E+gx 1KW
QUr j gQockl GNUWvk/ sgPi 2LGL+09gst WF2RNdZI h@&Ti 4aVIKLSux8uzf QJt N52UY
F7j k5kszPxqgsU qT8nSKnDj / vCnOLFe2+XghCKZ6 GXXQVE z XFUXAA3 QO Bk NNE+



bEvuvOb8Ei | sCy7MLhWIWIqOVU16 CWUr Br 98ppm&GZ5xbQXdVTBBgPKz A91 2gbq6
r 7n6Uo800s0qp4C5QDg8CZamAgBOuDf R8Lxbel5GM 5Ug4s8vPyV+H8dRxs7qJRD
T6W W 3Ld/ FhNyaTME26To8hbRy OXK/ w oNgpRxgdj ZEFp/ caoJn8uP5CaYbKneL
znr pBAOGoNr Gnt +j Ni 1TDcl ep4URGRV5pCNLU2/ zGHAv33cf cBp5ueW bt CpR4AQy
cPOLcBdCl RI Z52F2LDf WOKHRuXUP7| d+EggRXGas B+wJHnmo/ xKpgJTvLgG t Ox VN
yvUW.2FehUkKbKNCB0xDr GG 6mv+79hQ4ZDr HY2k0ot ezusWeMAkMrz V11 s| NkBC
V+j Ke+9YVf KAE+0vTECURaMkf Jvholri +00r h51 bkEvywU21FM/gRSUc/ Cdj dNsV
yZ3qFazeGXxut SSY] j nRMoe+uGdoZagj ut QO4yr FcvyekmHVeMgOr 82npckLwsB
VBSf FKwj PNt zoi t / uPCTJb8gz007al1240SG t ol Unmk THMEI | i mECXE/ x7C8x YQF
v+h/ H5X/ wul vxVI | Z+] DZN+gbZlabr ma5N30JA==

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}
OCTET_STRI NG {

OCTET_STRI NG { ‘9792bcec2f 2430686a82f ccf 3c2f 5f f 665e771d7ab41
b90258cf a7e90ec97124d8e9ee4e90al6¢c602f 5ec9bc38517dc30e329d5ab276
73bd85f 4c9b0300f 776389886750b57¢c24db3f c012e61ede59753337374f a712
4991549af 243496d0637cb3be05a5948235bf 79875f 896d8f eOcab30c84948db
4d6315aaaf 160ac6243664220148161109112¢c94028922452¢62b84500452a08
967090126e149370d446108444515896910ca92982b241c90871c42868049689
4840859b226d1c28645912419ch891840489449005ch3462a086904026922099
291305695c3468a4328e19269259461009a44923424d1236615810650128901a
334c998631d3a249098225431428¢c0388103154d5b2886088748233152942225
c3c04da49821984020d14286cb40705bb0719¢c962cc112065346090c45021446
6e91b42154b08ce446429a208¢c0121251341055a402213¢90ca0184052¢230ch
342c4bc8681bad4604984846330294aa0695b8004d2380a14264ce2b2448ba211
244649c414520b427103b210922880012488e308110a052819¢481002022dc44
6842122244002ac9266a0c8731e0c04499148418360d11374222188¢c63b2910c
9808a1a0010892440413245¢987182847184325251b0319c422e1aa828020891
01c0890bc7058a246522c2644c88915c826813a5645020862104029194444822
3022394a02988409a28819192944488¢c22950cal104720487701221104206841b
498589064ad33608dbc04058b6510ca7098c24619990648cc2905b249010a349
03256143328a119844c8b22004384110472¢c19¢6441¢c252¢c048830d946699b20
001b468252a4805ba0491890250026800bc2315a407254c620c1b03124b14d10
952814000aa0c84d54a28823988160900402162c13214091868d08¢c291911426
d0b40c09c66051442e04112600291193¢c20863a431220028¢114080c402¢c4114
069c20725422068b084da148691030411c284944188ecc9648d942501b06490c¢
458823040d20302e23852¢14073040b6854cc02044862019006¢c540248cc886¢
59063249148404c750134928e40609d3c610c8284c23394452a464cca8494438
320a898400342¢22858d1031090932651¢c898c40402921850009a16d84c064e2
022d48044012098ee0422e93440812106a01840592308ach348ea2262e5¢8611
0b3508181000023426242389d1840024466013b249242846180271a038908914
44d3962da31840232721c0185043¢c80441428d5c264144a26d48120e4032250b
14820a482ech828803a3601b25268¢ch82024b08598042108a72c833864543289
010401234984029569d1a44d13a40c91460d6194809038455¢¢c65001172053c6
289b1810411268901221c01084421692538229812649d8a4059a2624240329e0
4026d20248112468119989981485¢9200d50128¢c1c0810021000009528¢c12890
59b485d314650a406€11296518¢c24c213465d830691030521931668¢c188ac8c0
084c9830a3a62041162218052e22252a64b8250ab30163208409800919280e02
1101a39411e3986¢c58202109411060362208067112c2855aa085¢c0c6845c3806
cbhb669148484532282a1a640cc8600c42622a0a808983472d4204143¢c4904816
681b16521a370250204248488a201141e2006cc0c20c14064911314d19060a89
46091b816544c800820670001672¢cc24508a42899¢c969064287092b268982662
619440c11689d842641a214e62906421c8248b286d5¢c4292a0c64d0c8580cc88
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C.1.3.3. Both Formt

----- BEG N PRI VATE KEY-----

M | TXgl BADALBgl ghkgBZQVEAXx MEghNKM | TRg Qg AAECAWQFBgc! CQuLDAOODXAR
EhMUFRYXGBkaGxwdHh8EghMyl 5K87C8k MGhqggv z PPCOf 9mXncder Qok CWWHN6Q7J
CcSTY6e5CkKFs YC9ey bw4UX3DDj KAW J2¢72F9MwWVA93Y4m Z1CLlf CThP8AS5h7e
WKUz Nz dPpxJJkVSa8kNIbQY3yzvgW I | | 1v3nHX4l t j +DKswyEl | 201j FaqvFgr G
JDZKI| gFl FhEJESy UAoki RSxi UEUARSo! | nCQEm Uk 3DURhCERFFYI pEMySCskHJ
CHHEKGgEI ol | Q Wbl nDcKGRZEK GcuJ GEBI | EKAXLNGKghpBAJpl gnSk TBW cNG k
Mb4ZJpJZRhAJpEKj QkOSNFYEGUBKJAaMDy Zhj HTokkJgi VDFC) AO EDFULbKI Y

hOgj MVKUI i XDWE2Kk mCGYQCDRQobLQHBbsHGe! | zBEgZTRgk MRQ URMBRt CFUs| zk
RkKal | wBl SUTQQVaQCl Ty QygGEBSW DLNCxLy GgbpGBJhl R MCl KoG bgATSOGA0U
Jkzi skSLohEKRknEFFI LONEDshCSKI ABJI j j CBEKBSgZx| EAl CLcRGhCEi JEACr J
Jnmovhz HgWESZFI QYNgORNOI i A xj spEMMAI hoAEI kk QEEy Re mHGChHGEM JRs DGe
Q 4aqCgCCIEBW k LxWWKJIGUI wrRM JFcgng TpWRQ | YhBAKRI ERI | j Al QUoCml QU
00gZGS| ESI wi | Q/hBHI Eh3ASI RBCBoQoSYW BKkr TNgj bwEBYt | EMownMI GGZk GSM
wpBbJJAQuOKk DIWFDVDORNETI si AEOEEQRywZxk QcJ SwEi DDZRmbl AAbRoJapl Bb
OEk YKCUAJoALw FaQHIUxi DBsDEksUOQ SgUAAqgyEl1Uoogj m FgkAQCF wTl UCR
hoOl wpGRFCbQ AwWJ X mBRRCAEESYAKRGTWghj pDEi ACj BFAgMQCxBFAacl HJUI gaL
CE2hSGKQVEECKE! EG 7M kj ZQ AbBkkMRYgj BAOgMC4j hSwiuBz BAt o VMVCBEhi AZ
AGXUAKj M GxZBj JJFI QEx1ATSSj kBgnTxhDI KEwj OURSpGTMEl ECDI Ki YQANCW

hYOQMKIMrci YXAQCkhhQAJoWEWGTi Ai 11 BEASCY7gQ 6 TRAgGSEGOBhAWSM r L
NI 6i Ji 5chhELNQyYEAACNCYK| 4nRhAAKRMATs kkk KEYYANGgQICIFETTI i 2j GEA)



JyHAGFBDy ARBQo1lcJkFEonil Eg5AM ULFI | KSC7LgogDo2AbJSaMiCAks| WYBCE!

pyy DOGRUMbK BBAE] SYQC WiRpEOTpAYyRRg1hl | CQOEVex| ABFyBTXxi i bGBBBEM Q
Ei HAEI RCFpJTgi nBIJknYpAVWAJi QkAy ngQChSAkgRIGIRmYmYFI XJ1 A1QEowc CBAC
EAAAI S) BKIBZt | XTFGUKQGA RKWUYWK Wh NGXYMEK QVFI ZMAaMAE 1 | wAhvinDCj pi BB
Fi 1 YBS4i JSpkuCUKswFj | | QIgAkZKAACEQG | BH nGx Yl CEJQRBgNi | | BhESwoVa
ol XAxoRcQAbLt mkUnhl RTI okhpkDVvhgDEJi KggAi YNHLUI EFDxJBI FigbFl | aNwJ Q
I EJI Sl ogEUH AGz AwgwUBk k RMU0ZBggJRgkbgWEYy ACCBNnAAFNLMI FCKQont| pBk
KHCSsm YJmihl EDBFonYQrQal Usi kGGhy CSLKGLc QoKgxkOMhYDM E3UQ01CNI oL
BFHDJoYkJ YESNQagRATI | | Fbt DEc CAZcJAgDJ2ogwi XhgJAZt Q) RgxLGEBQXi wh
ki ORFQSi AAChSC7YFgbSEI qDoi Ul MQDJOFHZSEKLFkwj M UZGQIKRANRSi ELgywj

JYWIFoVEOEQbg1ACI nJLBI CbFGUhk2AYEw ZRg0i RWHI t EChQ O0CuAk AFESbt hEL
| 4x AEEqQCFGr ak AUc Ao4MGXK| t | Ok MFARhW kxi j kGIKYt GxhFl FARg4cMj al FG

Nooj sSGCkCgaFTLi GGGSBI 4Tt pATE2j JhGhMIG0LMMCBRk 3SOAWE! 0Gki FACKI Ui

SATTpHHSgBDKI kBRpkGkhCj gCFI LM z SOQA0MKVHDggnKI JHYNpK] pi i SQ Ki FgEa
NI Y32aZZFpi B7CHPSBGGNR1/ E5S8FN+| VEYRYVAX9F4CK8eBi GOz Tl r Ki / E2I ne0
R6xxi sSROhQxNd7C+Mlyf Ul 45ePJCdKsBhf cnq9/ 1n0SQNxvwRhDj ZOZ0Oy HXvnSDc
| Ad+HhZj J6h5uKt RYWCyo/ dON7nezHOXr g3chNt i dGolr Al veC9i p/ Aapt ZpPe7J
CyPGaYWl wf gocr | mKZzJINug9S8i QyJ16TIXBI wrfl 4c/ h39T@wht 8hJDQUot J+
| CMKgpvk60y OmMND194s OXhnDMUAAdLt kKYS+r FOTI | xy2j | 7asDaf EVezRpq9g4Ti

2VU/ G3j nhuHUNQuUY05+DzCOzzf R690p1j r sdnFkoQFxpP2MY9r xgs GhJ Yxf Upgl XL
frri4WJj FeH3HopOEXxQQRODIH7eEdNNUR9v CKokeP14l nnASUN3GBAXHgf j gLt XU9
u9gkEaY1lCr Ru77+G FUcKe/ kzddmHvz2wosi OM7d5ZnFRFnZf y Df dFVW81ahniND3
6200ER/ JQLJcBUGBI GBanSaBDgwdbMhFEyf Cz4Poh9Q nhl pXhG 2Df 29EDMNg+T
8y/ ui pZj cSxrvTj | SrelSCPsN 635C61n8H85g+9VTB7Pshf 2dr zI GL7SzkX8ci 3
gS4829i YgP3y5H9aDJ! Fl dsXCvQog/ W W3Bx C3WjdsnHnZN4v s BWk mo UVe Rmi-Rw
BgM24uM / eUBXxZI VTQ9509F7EDDNWIV8X G+7nXYngKt M S+S91 K6RI PXt 3apmJH
dhFunycPd3FK16j onms73S3/ 32NvsJ/ gCCphSR+LNr 091 | KTW 6N8gRLW/ NNQHII R
geVBdyMLCz Yx2j cAAT/ TZuExvwazbr awNFCTI J8Ke+/ 64f 3YdbAGhSEWPDUOf Sr J
CTezTpeCkvghrcl m gLs6JoX57t | r hf YObDbvnmpQ&k4TRb7k5aWLOvLI uj 0e8/ Tg
W 8LCkzy5TA2D+5kkpk Ct XH2/ SAwMl KkywEPef gVA4Y8r u4zl n6b8dvd8i eKTzxda
Cxl YAP5yOszdf XXI vZC8asQL1gRA74UunmhyMJ94DvxkzZdc1qgvKec WKnF+Nk5/ | E
FoOPt | / vQFWPRUKXz D3VCGYs 8 +4) hl Ugk XRxe EVv M\v BbPgniNvVI g9Avi YpsOUH
UEZMYMI 7 Xex4208i ZQUUeXr 4ai USvLfi kj N5721zwTcAbBs49R43+TWF4pBBo+T]j

r OYAf CE7i 197F9XWKX1VaOQnvL5+wdf ECMBUpl wa55e/ may8j SYHUi k1/ WZep4l t

kw8j 6r/ 3g7sj aXVp4gS5Qx Qe AMCI EJVr 4FJTZdur VOLI y3aWIrMB1y9Qu5y gt SgAA
OnhNe4+r Fr L38NUI VzKx77x0Csc/ t 60P955t p7MD76qHNt AcoZzvUsunKDUgPAVhT
| @wB0016xL8x5dou0C0S90OVKMkovcdf MM RRsyscZcMsr PR+5ROy GVTEHADI ¢4
cubUzxTOYDdCU2HOVbVI | f cRRgzr r owHUl qSG i Ppr 7apnj ulQGUShaub3t bt 6Lh
41f nDXuYRhosccsPp2LW ZgkCB038pL9S+i 4TDYRDcdENg! BvuvgvWdBehpJWv
8/ mvF7f vOgM3dAVst WeWai Okun18m QuO+TgdPR3xmTi 3t f +qxZvl EQ+oe6j Xo9
AWK45B3Q+ATXx G53t Dz UqWKg10GVvHqODG700hk EMb4c9Fi SO 6J4CXZRTRzZsAvPd
Y2j UsH6F09KpcFvVeWEFLI pXn5O0xx RTFOF SeoRY6Kkk 7DvyOf 0dl 9gneEL9weCgu
Ss4YE24qi z7go4Dc07PvPmXhuBVyi dYkZ61l i 6A5Ky6Qoe3t y9y THcFymvivdnRe
f TMKBc LOQPi bhUaPNXohd1HhVGMIBOxOBLt Fs2eJCcdK9Rzj cDZN 09+seYeAChO
KecmAHegy LKm Yps TCdgA6SvB3FBV3MeX8zhnbwz 9j Uk CUNSP/ KgCLOkpDi 1TdhYv
ugqnCOVRTY CW X2UVY16pK+py NnugqVN4/ ng6m UKoGkKEn9xy6ol f zJP7+8U8I +9Za
BJzS+zYI | Kji P/ G YX21sVj 28Bz1Cr Dt | cbnCYQRZBCLBUGOCr Cr EcQ MBO9NnY6m
npakKl gCz0X84ARzi gHTi wuEL9hI 8YC2NDCF To+8t i W 7yf Euozh5HpJmu4zgKxJM
bHk puuppMKQIhFSggQt 11 +E7sbf Ft ndf g6ur vpB1/ | aHgkUT! 7uc/ MOFEKPpv1r v
JAYt ML3I / QJOndveEZEFLYDDbf n4QQhy8nft Tloc60v TUWCCSKk5PEAGNTLaF+b7k
ON2wx XFZi s| CGmYG SMDXG+7hPDOBf 5ScOUht 7B8Y4] To7nTGL8BWBKgd+69Uj 5
0yqgc1MaJINSSxEzCi 06r T7SpYl n67ATRGXVQ 13l 69UnlalCr r 6Vf 2T+y FRNSQK5dV
hlaYaUbqOr ei Ucu+oRpoe9Q XQvYnNLKumHVI YNOMQ7ouSl Z7SXcoBHG pdXwBO9
g3st 1zTj dRIK/ LSyPc1r x X6l Z/ Vxbhc2ckR1H MDsi qVPncnVpVs3MVAT/ 9LDJJB1
RCKI ¢l KATILx67G HalNA28v3zHKkQ®@+Br gl | rt zyF6qPzNegdxqi dT4agj vOHJ
U3ei / 6Ybl mUTgVPOht LI f dB6SzLSf 180cmQUME 6aGKUCqu/ Zr 8Ww0Tz UbDV+CQae
Hul Fr d&ZKTKI seXFYpyf SPdnGFPaAHNh8NX] 7kl VTvwel DAWb2 TWFNCDkOacabi / 5
DKGTzdbCOL7SYOFar 501CUvCoi 4qZj x2RQAc0ZC3vBf HX+r f j of OXCS3Y7ZYTt Mu
cbAmgULQgPt aJgVe/ kj vr 8Bkt G XuMKf TUWAKYLUE3e OKLhFPeunt F21KGLool ae?
SO0dESpuo27TBIMLBU7M S8sd51 x Ku1EGB6ABt aAAU6(QR G bBnkNReOWJ AW 2f H
E4gYW.r TpCURWNFv+c0z| DS2cr Ww8WYQgFzb51RKi 0S2bhx0WhPBt r zaWBe5Uf Ns
D3pTct 6eXR+bvN6l BakALdpl deZlca8L7FgYVsMsCcJASnTnYeVBON ci nHLKY
pXYt ERKFz Yt WE929DKCKwWDQ K97j j 5b6dUuysl ¢ XnBE8k5hqgQNWS5RUC5PLnexK
qSkP8S7Bqi 51 bJvj 1ZB1PDZs YBQGMEGE8I gMBHIHO4REAASuUl E7nDy 1BsPqgf / MFeY
PovwFoL 7s AQDAFMTYy CWTKkpGKYWM Mz j / 4RqZLB+z0QvgpnkGM 6 T4oLwZnhDPa9
d6FP3VWGCTUUNI 461 XRDSui j Z2Npxr 4s+QbnKzQ zgSsaylLgz0dW 8RdcKaGaMzZJ



pl MKAhhzDBpDf noj pU7+RPZwhut pe5+l e DXwuPcPCpKSJu+zNsDi GDOgKCGMLj cy
yAgkd+Yt FB26gYVPcNpo2v9KhM t 53kl TogX5z VI NOr OCSr wXL1nvK/ D/ XLwri Mm
| ct maOr +zEBpvZC7UouD76L7zb2Tsontl i Ht dNgl c4/ BA+6xBVEI Uf y TG Fx6gzt

C5eluft e+YUYa8UgnPnr R29nt 8x2ZdR1h5dct FpQ GQBxni dj Rf D98eCe/ p+4AN
WRTka+CHmhl cwGhw4j Onivilr nHDMUSBY HYc QNB8W y pXnGLey J YW A+O0F1pGLXr z
Uy4yp/ wapEgnMygah/ ck+NLngLG nUUaQA91wt aAzHI T6r HUpZ05SuOBChy (QY1S
+T+yA+LYsbX6j 2Cy1YXZE11ki EbxOLhpUy Q¢ K7Hy 7N84nD3nZRgXuOTnSzM GgxS
OpPydl qcOP+8Kc7UV7b5eBs| pnoZddAxz Nc VRc ADdDQFbCQO0T5sS+6/ RvwSI i wi
LszWFZ1a605VTX0JZSsGv3ymmacZnnkt Bd1VVEGo8r MDOj apur gvuf pSj yi i yi gn
gLl AODWImgZaAHSAPOHW Ft 7XkbCXl SDi zy8/ JX4f xA1HGzuol ENPpYI S/ ct 38VE3
JpMabbpQ yFt HI 5¢r/ D+g2C HEB2Nk QW 9Ixqgnt y4/ kdphsqz4vOaukEA6g2sae3
6M2LVMNWh6NhREbZXnk| Qu7b/ MZT4C/ f dx9wGnnmb5aJu0Kl HhCBw87VwFOI hEhnn
YXYsN DQodG5dQ uV34SCBFcZqwH7 Akeaj / Eqnol CBuoaO3TFU3KIRYV YV6FSQps
00LzTEGsYaPga/ 7v2FDhkQsdj aTSi 1706xZ4WCQz 7NXUi yU2QEIX6Mp771hV8r gT
7SOMURFozF8m+G WIL7TSuHkhuQS/ LBThUUz uBFJRz8J2N02x XJneoVr NdZf G61
JJi OObYyh764Z2hl qqO60bQ7j KsVy/ J6SYdZ4yAbvzael yQvOWM-UFJ8Ur CVB23G

K3+48JM vyr Og7t r Xbi hl ak2ghSaaRMcz QUi KYQLET/ HsLzFhAW 6H8f | f/ C6W F
WAN6UNK 36pt nVpuuZr k3f Gk

SEQUENCE {
INTEGER { O }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}
OCTET_STRI NG {
SEQUENCE {

OCTET_STRING { ‘000102030405060708090a0b0c0d0e0f 1011121314
15161718191alblcldlelf"

OCTET_STRI NG { ‘ 9792bcec2f 2430686a82f ccf 3c2f 5f f 665e771d7ab
41b90258cf a7e90ec97124d8e9eed4e90al16c602f 5ec9bc38517dc30e329d5ab2
7673bd85f 4c9b0300f 776389886750b57¢c24db3f c012e61ede59753337374f a7
124991549af 243496d0637cb3be05a5948235bf 79875f 896d8f eOcab30c84948
db4d6315aaaf 160ac6243664220148161109112¢94028922452¢62b84500452a
08967090126e€149370d446108444515896910ca92982b241¢c90871c428680496
894840859b226d1c28645912419¢cbh891840489449005ch3462a0869040269220
99291305695c3468a4328e19269259461009a44923424d123661581065012890
1a334c998631d3a249098225431428c0388103154d5b28860887482331529422
25c3c04da49821984020d14286¢ch40705bb0719¢c962¢cc112065346090c450214
466e91b42154b08ce446429a208¢c0121251341055a402213¢90ca0184052¢230
cb342c4bc8681ba4604984846330294aa0695b8004d2380a14264ce2b2448ba?
11244649¢c414520b427103b210922880012488e308110a052819¢c481002022dc
446842122244002ac9266a0c8731e0c04499148418360d11374222188¢c63b291
0c9808a1a0010892440413245¢c987182847184325251b0319c422e1aa8280208
9101c0890bc7058a246522c2644c88915c826813a56450208621040291944448
223022394a02988409a28819192944488¢c22950ca10472048770122110420684
1b498589064ad33608dbc04058b6510ca7098c24619990648cc2905b249010a3
4903256143328a119844c8b22004384110472¢c19¢c6441¢c252c048830d946699b
20001b46825aa4805ba0491890250026800bc2315a407254c620c1b03124b14d
10952814000aa0c84d54a28823988160900402162¢13214091868d08¢c2919114
26d0b40c09c66051442e04112600291193¢c20863a431220028¢c114080¢c402c41
14069¢20725422068b084da148691030411¢c284944188ecc9648d942501b0649
0c458823040d20302e23852¢c14073040b6854cc02044862019006¢c540248¢cc88
6c59063249148404c750134928e40609d3c610c8284c23394452a464cca84944
38320a898400342¢22858d1031090932651¢c898¢c40402921850009a16d84c064
e2022d48044012098ee0422e93440812106a01840592308ach348ea2262e5c86
110b3508181000023426242389d1840024466013b249242846180271a0389089
1444d3962da31840232721¢c0185043¢c80441428d5¢c264144a26d48120e403225
0b14820a482ech828803a3601b25268cbh82024b08598042108a72¢c8338645432
89010401234984029569d1a44d13a40¢c91460d6194809038455c¢c65001172053
€6289b1810411268901221¢c01084421692538229812649d8a4059a2624240329
e04026d20248112468119989981485¢9200d50128¢c1c0810021000009528¢c128
9059b485d314650a406€11296518c24c213465d830691030521931668c188ac8
c0084c9830a3a62041162218052e22252a64b8250ab30163208409800919280e
021101a39411e3986¢c58202109411060362208067112c2855aa085¢c0c6845c38
06cbbh669148484532282a1a640cc8600c42622a0a808983472d4204143¢c49048



16681b16521a370250204248488a201141e2006cc0c20c14064911314d19060a
8946091b816544c800820670001672cc24508a42899¢c969064287092b2689826
62619440c11689d842641a214e62906421¢c8248b286d5c4292a0c64d0c8580cc
884dd4428d42348a0b0451¢c32686242581123506a04404c894815bb4311c0806
5¢240803276a20c225e1809019b46da3460c4b186050¢62¢c1b922d111504a200
0421482ed81606d2108a83a22508310d093851d948490b164¢2332251919024a
4409d1b2210b832c23258593168544a0441b83500222724b04809b1465219360
18130ad9460d224561c8b440a1422d02b8090014449bb6110b978c40104a8214
6ada90051c028e0c1972a3b48d24305011870964c628e4189298b46c61165140
460e1c3248da205188368a23bh1218290281a1532e2186192048e13b690131368
c984684c406d0b330081464dd2380c049681a4885002908522b004d3a471d280
10ca964051a641a48428e008520b308cd2380a0c2951¢38209ca2091d83692a3
a628924222a216011a348637d9a659169881ec21cf 4811869d1d7f 139f 0537e9
6f 1184585405f d17808af 1€06239d3b34e5aca8bf 1369677b447ac718ac47d85
0c4d77b0be31dc9of 508e3978f 24274ab0185f 727abdf f 59f 4490371bf 04610e3
64e64ec875ef 9d20dc94077e1e166327a879b8ab516160b2a3f 77437b9b3cc7d
17aeaddc84db62746a35ac096f 782f 62a7f 01aa6d6693deec90b23¢c66985a023
07e0alcae598a67324dba0f 52f 22432275e93257065c3b7e5elcf eldf d4d0df O
86df 21243414a2d27e20230a829bed4eb4c82c16d35f 78b0e5e198332e00074bb
64612f ab17d4c8971ch68e5edab0369f 1157b3469abd8384e2d9553f 1b78e786
e1ee9d0b98d39f 83ccecf 37d1ebd3a9d63aec766164a10171a4f d8c63daf 182¢c
421258c5f 529aa55cb7ebae2el1652315elf 71e8a74131410d03247edel11d34db
91f 6f 08aa2478f d789679c04949f 71bc0171e07e3a8bb5753dbbdaa411a6350a
b46eef bf 86f c551c29ef e4cdd7661d5cf 6¢3db22d0cedde599854459d97f 20df
7455bdf 356a198d0f 7eb6d34111f c940b25c0543b788edda9d26810eac3d6cc9
c51327c2cf 83e887d4089e19695e11add837f 6f 440cc360f 93f 32f ee8a966371
2c6bbd38c84ab7b54823ec363eb7e42eb59f c1f ce60f bd55307b3ec85f d9daf 3
206d7b4b3917f 1c8b7a92e3c67d89880f df 2e47f 5a0c994595db170af 41babf 5
a25b4dc1c42dd6a9db271e764de2f b015a49a850c7919be47006a336e2e325f d
eb53ac599554d0a7dedef 45ec40c39d6baf f 311beee75d89e02ad31f 4bed4bd20a
€9194f 5edddaa6650776116e9f 270f 77714ad7a8e89acef 74b7f f 7d8dbec27f 8
020a985247e2cdacef 4894a4d68ba37ca912d6be73501¢995181e5b77723350b
3631da3700e13f d366e131bf 06b36eb6b0345093209f 0Oa7bef f aelf dd875b006
87¢1163¢c353d7d2ac90937b34e978e92f 821adc9662202ece89al7e7bb65ael?
d83b90dbbe6ab50l1a4el1345beed4e5a5b53af 2e5ba3dlef 3f 4e05adf Ob3a4cf 2e5
30360f ee64929902b571f 6f d2e305652a4cb010f 79f 815e18f 2bbb8cc89f a6f c
76f 77¢c89e293cf 175a0b195800f e72d2ccdd7d75e5bd90bc6ac435d6a440ef 85
2e9alc8c53de03bf 193365d735aaf 29c5162a617e364e7f 944168d0f b48f ef 40
558f 454297cc3dd508662cf 23f b88e1954aa45d1c5el15bcc36f 05b3e098d555
220f 40be2629b34507b8464c54c27b5dec78da8f 22650514797af 86a2512bcb7
€2923379ef 6d73¢c137006¢c1b38f 51e37f 93585e29041a3e4e3af 46007cel3b8b
5f 7b17d5d65d7d5668e427bcbe7ecl1d7c408c054a48clae797bf 99acbc8d2607
522935f d665ea7822d930f 23eabf f 783bb23697569e€204b943141e00c0881095
6be0525365dbab54ed48ch76964ccdf 5cbhd3aee7282d4a0000d2784d7b8f ab16
b2f 7f 0d5225732blef bc4eblcf edeb43f de79b69eccOf beaale6b40728673bd4
b2e98a0d4a8f 02f 853950730f 28d35eb12f cc79768b8el18ed4bdale58a331a2f 7
1d7ccc2d451b32blc65c312acf 47ee513b21954¢41c00c873872ee94cf 14f 460
37425361f 4bdb54821f 711460cebae8c07508a9219f 88f abbedaa678eed50194
4al6ae6f 7b5bb7a2e1e357e70d7b98461a2c71cb0f a762d6ad9824081d37f 292
f d4be8b84c36110dc744360201beebeObd6c9d05e869256d2f f 3f 99517b7ef d2
a33774056¢chb5671675a8b492e9f 5f 2620eb8ef 9381d3d1df 19938b7b5f f aac59
bc8110f a87ba8d7a3d0165f 8e41dd0f 804f 11b9ded0f 352a597835d06307a8e0
c6ef 4d21904339elcf 458923a3e89e025d945347366c02f 3dd6368d4e47e85d3
d2a9705bd57961852e5a579f 93b1c514c539f 49eal163a2a493b0ef ch47f 4748
f 6a99e10bf 7078282e4acel8136e2a8b3ee0a380dcd3b3ef 3e65e1b8157289d6
2467ad488ba0392b2e90alededcbhdc931dc17298ccef 76645¢c7d330a05c2ce40
f 89b85468f 357a217751e154631304ec4e04bb45b3678909c74af 51ce370364d
8f 4f 7eb1e61e00287429c9961de8322¢ca%9a2629b1309d800e92bc1dc5055dcc7
97f 33866eb0cf d8d490250d48f f ca8022f 49290e2d5376162f baa982d16453¢c8
25b35f 6515635ea92bea72367baa54de3f 9eaeab69542a81a4127f 71cbaa257f 3
24f ef ef 14f 08f bd65a049cd2f b362594a8e23f f 1a2617db5b158f 6f 01cf 50ab0
ed95c6e709841164108b06e1b40ab0ab11c408301d3d9d8ea69e968a9600b3d1
7f 38011ce28074e2c2el10bf 6197¢c602d8d0ce7d3a3ef 2d89623bc9f 12ea33879
1e9266bb8ce02b124c6c7929baeab693244098454a080eb7523e13bb1b7c5b677
5f abababbe9075f e5687aa451397bb9cf ccd051243e9bf 5aef 24062d335de5f ¢
e24e9ddbde1191052d80c36df 9f 8434872f 277ed4f 5alce8ebd3b960824ade4f



1001b04ch685f 9bee4d0ddb0c571598ac2021a6606f d23345c6f bb84f 0ce05f e
52734521b7b07c6388d3a3b99318bf 0131504aa9df baf 548f 9d32a9cd4c68935
24b11330a2d3aad3ed2a58966ebb0134465d543f d7797af 549f 568eaebe957f 6
4f ec854674902b97558756986946ea3ab7a251cbbealla687bd43f 5d0bd89cd?2
caba61d5218374990ee8b92219ed25dca011¢c68a9757¢013bd837b2dd734e375
1f 64f cb4b23dcd6bc57eab567f 5716e17367244751e2303b22a953e772756956¢
dcc013f f d2c32490754422a572529d4c92f 1ebb19f 1dad4d036f 2f df 31ca9101
bdf 81laea948aedcf 217aa8f ccd7a0771aa2753el1a823bf 41¢c95377a2f f a61b22
65138153ce86d2c87dd07a4b32d27f 5f 2872641431ceQal8a502aaef d9af c5b0
d13cd46c357e38e69elee945add1992932a5b1e5¢c5629¢9f 48f 7661853da0078
7¢9d78f b925553bf 07a50dd5b9d935853420e4dl1a71ae62f f 90cal93cdd6c2f 4
bed263415aaf 9a35094bc2a22e2a663c7645001cd190b7bc17c75f eadf 8e87ce
5c24b763b6584ed32e71b0268142ea3ed6898157bf 923bebf 0192d1bf 5ee30a7
d351634a60b504dde38a2el114f 7ae9bf 176d4al8ba2895a7bb4b47444a9ba8db
b4c124cd41bbb32f 4bcbl1de48c4abb510607a001b5a000bba43618b6c19e4351
7b45b42405928b67¢c713881858bad3a42511c2716f f 9¢d332034b672b52f f 166
10805cdbe7544a8a84b66elc745a73c1b6bcda5b77b951f 36¢0f 7a5372de9e5d
1f 9bbcde8843c6909002dda4875e67571af Obec581856¢c32c09¢c240e664e761e
57cd0d8dc8a71cb918a5762d111285cd8b5613ddbd0ca08ac0342b2bdee38f 96
f a754bb2b087179¢c113¢c93986a810356eb94540b93chb9dec4aa9290f f 12eclaa
2e656¢c9be3d590753¢c366c601406¢c061bc22033alf d1f 4e1111d039b8813b983
cb506c3ea7f f 3057983e8bf 01682f bb00f 43005313¢82¢c1392918a6165a13338
ffella992cl1f b3d1032aa679a418c8ba4f 8a0Obc199e10cf 6bd77al4f dd6a0609
3514348e3a8974434ae8a3676369c6be2cf 90e672b343f ceO4ac6b22e0cf 4756
8bc45d70a68e68c649a4830ae218590clad437e7a23ab54ef e44f 67086eb697bof
a57835f 0b8f 70f 0a929226ef b336c0e21833a028218cd63732c80aad477e62d14
1dba81854f 70da68daf f 4a84cb6de779254e8a97e73565374af 4092af 05cbd66
54af c3f d72f 0ae232695ch6668eaf ecc4069bd90bb528b83ef a2f bcdbd93b289
929621ed74d808738f c103eeb105510851f c9319f 171ea0ced0b97b5b9f b5ef 9
85186bc52098f 9eb476f 67b7cc7665d47587975ch45a50f c64100719bf 76345f
Of df 1e09ef e9f b800dc114e46be0879a195cc06870e23d2631dae71c3994481c
8761c40d07c5bf ca95e718b7b22585af 03ed34175a46d57af 3518e32a7f claa4d
482732a81a87f 724f 8d2e780b3a39d451a380f 75¢2d680cc7213eabl1d4a59d39
42e3810a1¢c90818d52f 93f b203e2d8b1b5f a8f 60b2d585d9135d648846f 138b8
6953242d2bb1f 2ecdf 389b4de7651817b8ed4e64b333f 1aac523a93f 2748a9¢c 38
ffbc29ced457b6f 9781b08a67a1975d031ccd71545¢c0037434056¢2434d13e6¢
4beebf 46f c12222c0b2eccd6159d5aea8e554d7a09652b06bf 7ca699a7199e71
6d05dd553041a8f 2b303d236a9babaaf b9f a528f 28a2ca2aa780b940383c099a
a65a0074b83f d1f Obc5b7b5e46¢c25e54838b3cbcf c95f 87f 1d471b3ba894434f
a58952f dcb77f 161372693306dba4e8f 216d1c8e5caf f Of e8360a51c60763644
169f dc6a8267f 2e3f 909a61b2a678bce6ae90403a836bla7b7e8cd8b54¢c37087
a9e14446d95e6908d2eedbf cc653e02f df 771f 701a79b9e5a26ed0a947842070
f 3b5701742211219e761762c37f 0d0ald1b9750f ee577e1208115c66ac07ec09
le6a3f c4aaba253bchba868edd3154dcaf 5162f 615e85490a6¢ca342f 34c43ac61l
a3eabbf eef d850e190eb1d8da4d28b5eceeb1678c02433ecd5d48b2536404257
e8ca7bef 5855f 2b813ed2f 4c409445a3317c9belal35ae2f b4d2b87921b904bf 2
cl14db514cee045251cf c276374db15¢c99deal5acdel97c6eb524988e39b63287
beb8676865aaa3badlb43b8cabl5chf 27a498759e3203abf 369e97242f 0b0154
149f 14ac233cdb73a22b7f b8f 09325bf 2ace83bb6b5db8al21a2b682149a6913
lccceb2229840b113f c7b0bcc58405bf e87f 1f 95f f c2e96f c5596567e94364df
aa6d9d5a6eh99ae4dddf 424 }

}
}
}
C. 2. Exanple Public Keys

The following is the M.-DSA-44 public key corresponding to the
private key in the previous section. The textual encoding [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sare.

————— BEG N PUBLI C KEY-- - - -

M | FM ALBgl ghkgBZQVEAXEDggUhANeyt HIUquDbRee TDUqYO0sI| 9j xOXOXi dr 6 Fw
JLMABDb7JIT8mMUbULXnBmQTu60z5xSct C7VEVaTr AQFr Lm r et f 40HYYXGENWt ZLD
| 91 pTi 4U+QukFLo4JomaxDIMz Ky8JunpoM | RGNXLQzy ++WYLABOOCBf 2HnYsonTD



at VUBy KqwRYuSr Aay6H j E79j 4C2VWwMBD3LI Xf 5xzpweu5i J58VhBsDOc4A6Kuz +
r97Xqj yyzt pU0SvYzTanj Pl 11 Dt Hg9Jei Ar EUUVOLt HoOagg+obl kMdYwvr KOoQN
kryhpQkPQE! I | / yn2LI RPxob2nmbVCqqY3kZ1B9Sk9aTwZzl WAOWLcv Yu20k Fqz\V\B
Zwx KAnd6M+DKcpX9j 0/ 20aq p2g9zf X19/ xg2gl +gnxf khRMAVT RuhB1mHVT6pNN
/ Ndt mt / qZz UwWr 24921 D5Fn1 GH3wWWEe XCaAe poNZNf pwRgnz T3Buk AbqUur Hd5B
r Ger Mkncr KBgSNTE7vJ+4TqcF9BT] OMPLWQX Wk FWN54h32Ni r xyUj | 4WELKKFOD
GYRsRBJi QpdoRVEOVWII FbWhGeWIDGs gl t OYWQcf 3MLN51JKe+2uVOhbMYBFTO/ |

svPt +sl xkSgnCqg/ REQRMXK/ a/ Z/ zH5B4S46 ORZYUSg2v WEURO9IMAKS6p W GXt OX8
YPKx7RXed vvX4ndDx52RBR2bKBbnT6VFMe/ cHL501Ei Ff 0dr zVj yHAt | Ozt 2p0OB2
pl VAMCc YWz GP3SFrqur kI 8COGHKj ND3ut socf Z9VTJt dFETW Rf ShunkRj 7ssi |

DuyTku8/ | 3Bmya3VxxDMZHsVFNI X2Vj HAXw+k POgWESNnS5BI bpNwoxoAHTLOc5ee
SQZ0nn5Hf 6C3RQ 4pf | 3gxKAPCWAA ygsP/ 3R4AuvQ cWZ+2qy XxGs SI kPl huVWwwa
DCEZRt Tzbmdb7Vhg+gQMW2YJhZNapl 3wlpf vOl UKKVWOTF JI uVxKr neEt gVnMAas
kWLt LCCoJ6TI +YvI H Ft 2eDR&v1zat G cClJsl nESQCMEDVBe8RBime DXgXoL CH
WZEUdMTUGLPj Kpd6y280p122W CeWecB52| X3vby 1EVZwWxp3Ei t SBOOLwhnxal sU
7TQVAUAGZ5ugt ZUPpwONnOFOTNMBVWO GBi CDYux | / BPr NGxt oXdW sbj bvz7ZM2cPCV
0YCO08ZLQ xCA+r vf zCskUY4y7qC 4MKEyoRHgAg/ Oaz SOLi 2r 2e8NvVuUl AJdx7Cn
j 6g00 2/ 61Eyi FHWBAGY6UKk2Ua54f sAl H51 r owef Ud9i pt cnhMB90gUSMXbf oy S

Er 2U wo23TSI FKhnkf Dr Nv AUWWT ZGQUbSgMTspl hG oc Sl kW 1nHaKMRQGC6 RENI

bf UVI qHO LMIhcl W-Obt F43VZ7MEONTK+6i CooNC8Xgaont | j bYWCDOsNY/ f Vimw/
XWKkKFZ7yeqMsVy gDz VHSW 6] z0CaJQq03889gg 7607 7wQVe GP4VNW7 ssmBW) YP/ Br
I RquxDyi mLTMDA+I FaJ GXv COZRXM kHz Ek8J7/ 9z kwnr W.KaFFngC85Q0Ck 4y WeP
cusOTux9quzt n4Vvz/ Jf 8Qr SVnOv4t h14Qz6Gs DNdbpGRxNi / SHs5BcEl z9asJLDO
t 9y3z1HATQ7Wh 71 er r HFMBBvV DZc CPZKnCCWDe 1nbbLf USVWS Kh8I Dhi r 08xW6W5Xo
7e+meTaal gJ2YVHxapZf ndHs52zAcLVYaeThbl 4TPBcgwsy Qs gxl =

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}

BIT STRING { ‘00° ‘d7b2b47254aae0db45e7930d4a98d2c97d8f 1397d17
89daf al7024b316e9bec94f c9946d42f 19b79a7413bbaa33e7149chb42ed51156
93ac041f ach988adeb5f e0e1d8631184995b592¢397d2294e2e14f 90aad4l14ba3
826899ac43f 4cccachc26e9a832b95118d5ch433chef 9660b00138e0817f 61e7
62ca274c36ad554eb22aacl162ed4ab0lacbhale38c4ef d8f 80b65b333d0f 72e55
df e71ce9c1ebb9889e7c56106c0f d73803a2aecf eaf ded7aa3cb2ceda54d12bd
8cd36a78cf 975943b47abd25e880ac452e5742ed1e8dl1a82af a86e590c758c15
ae4d2840d92bcala5090f 40496597f ca7d8b9513f lalbda6e950aaa98de46750
7d4a4f 5a4f 0599216582¢3572f 62eda8905ab3581670c4a02777a33e0ca7295f
d8f 4f f 6d1a0a3a7683d65f 5f 5f 7f c60da023e826¢5f 92144c02f 7d1bal075987
553ea9367f cd76d990b7f a99cd45af db8836d43e459f 5187df 058479709a01lea
6835935f a70460990cd3dcl1ba401ba94babldded4lac67ab3319dcaca06048d4c
4eef 27ee13a9¢17d0538f 430f 2d642dc2415660de78877d8d8abc72523978c04
2e4285f 4319846c44126242976844c10e556ba215b5a719e59d0c6b2a96d3985
9071f dcc2cde7524a7bedae54e85b318e854e8f e2b2f 3edf ac9719128270aaf d
1e5044c3a4f daf dof f 31f 90784b8e8e4596144a0daf 586511d3d9962b9ea95af
197b4e5f c60f 2bled15de3a5bef 5f 89bdc79d91051d9b2816e74f a54531ef dcl
cbe74d448857f 476bcd58f 21c0b653b3b76a4e076a6559a302718555cc63f 748
59aabab925f 023861ca8cd0Of 7badb2871f 67d55326d7451135ad45f 4alba6911
8f bb2c8a30eec9392ef 3f 977066c9add5¢710cc647b1514d217d958¢c7017¢c3e9
0f d20c04e674b90486e€9370a31a001d32f 473979e4906749e7e477f aOb74508f
8a5f 2378312b83c25bd388cal0b0f f f 7478baf 42b71667edaac97c46b129643e5
86e5b055a0c211946d4f 36e675bed5860f a042a315d9826164d6a9237c35a5f b
f 495490a5bd4df 248b95c4aae7784b605673166ac4245b5b4b082a09e9323e62
f 2078c5b76783446def d736ad3a3702d49b089844900a61833397bc4419b30d7
a97a0b387¢1911474c4d41b53e32a977ach6f 0ea75db65bb39e59e701e76957d
ef 6f 2d44559¢c31a77122b5204e3b5c219f 1688b14ed0bc0b801b3e6e82dcd43e
9c0e9f 41744cd9815bd1bc8820d8bb123f 04f acd1b1b685dd5a2b1b8dbbf 3ed9
33670f 095a180b4f 192d08b10b8f abbdf cc2b24518e32eeala5e0c904ca84478
0083f 3b0cd2d0b8b6af 67bc355b9494025dc7b0a78f a80e3a2dbf eb51328851d
6078198e9493651ae787ec0251f 922ba30e9f 51df 62a6d72784cf 3dd20539317
6df a324a512bd94970a36dd34a514a86791f 0eb36f 0145b09ab64651b4a0313b
299611a2a1c48891627598768a3114060ba4443486df 51522a1ce88b30985c21
6f 8e6ed178dd567b304a0d4caf ba882a28342f 17a9aa26ae58db630083d2c358
f df 566¢3f 5d62a428567bc9ea8ce95caalf 35474b0bf a8f 339a250ab4df cf 208



3be8eef bc1055e18f €15370eech260566d83f f 06b211aaec43ca29b54ccd00f 8
815a2465ef 0b46515cc7e41f 3124f 09ef f f 739309ab58b29a1459a00bce5038e
938c9678f 72eb0edee5f daae66d9f 8573f c97f c42b4959f 4bf 8b61d78433e86b
0335d6e9191c4d8bf 487b3905¢c108cf d6ac24b0ceb7dcb7cf 51f 84d0ed687b95
eaeb1c533¢c06f 0d97023d92a70825837b59babecb7d4e56b0a87¢c203862ae8f 31
5ba5925e8edef a679369a2202766151f 16a965f 9f 81ece76cc070b55869e4db9
784cf 05c830b3242¢c8312" }

}

The following is the M.-DSA-65 public key corresponding to the
private key in the previous section. The textual encoding [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sare.

————— BEG N PUBLI C KEY-----

M | Hsj ALBgl ghkgBZQVEAX| DggehAEhoPZGX| j Hr Pd24sEcOgt K4i | 9i WUn9j 1i
YeaWUwnOFs427Lt 8B5nifv2Bvh6ok2i Mboqi 1RXZWPi 7xut G e5n0sAy CVTVchLK
xyKf 8dbg8DkovVFRH4A21 2EdzbH3i cwlZe OVBBXx MACXi Gdx G VTngv8TDUMK+Vy uv
DuLi +xbM gqCAKNmaxJr rt 1k33c4RHNg2L/ 8860ui | z0OeWvFxaHnJt 5j +t 0q8Bax
GRd/ 091 xot kncXP85Vt ndFr wt 81 dWK2+uT5qM/NBxJpai +noJQ NHy gk UVXW K4V
Nn5Cs A4/ f eFEHGUI zn5/ / CQ +r OUQTSgEpFk G/t RnGkTcKNJ5h7t V32np6FYf Ya
gKemmivA4zZf 77t +5yqOF6GecQ FE9LKa/ ve DHDpt hXFhCOLJ9CEKWj x| +FOEr AXFZ
t 1 uWh+We6TTFI | r pi nbc9Kzmdc1EQ 60Z5TuEUPCEj 84QEv2YONCnSqqhP64knyg
Br HDT1ugul LyY3gi L7Nvl oPCQ D/ 618bt BSgpwlV49QKVr bLyl r h8Dt 7Kl LZj e6i
j hRcne39j q8c7y7Z2SosFD4l k9@eoNDCpDAN2mGCr b9Pbht F1t nQ VAW 8i 86 QX7P
H52JMXt eUs1YevFr nhMI4EUU 6ZLqLP/ K4vh+] Ecs/ sCLI 9kTnCkuAovv+5gSrt z
ekeqhFx038Ao0NMa0DAe ThwAol EoTa/ Xal W r eYOOkDi 9s MEe AOReeEf LUGNHXP
KKxgHHeZz2VghDdvLI nbRr ++f HeR7Bzhz 1t P5dFa+3ghQyudKKYss1l 9LMIMXzZs
j 6YBxqg+Fj f oywl SRsgKYh/ kDNZSaXWapnml Kj gVv1r 9t | woi HOudPYy/ CEr 4GqyV
4r MoTgRAmsg3J6XcBFW | q9B2KBTUW u7r xSAdG62qygZ4JEl c 2 DXwES pj Bl hyr T
NNXN/ 7Ky MQUH6S/ Jk64xf al / TzCc2vD2f t ndk CFVdgg4Sf | TskbX/ t s/ 22dnnC
r UBOZBR/ t 89Pau3dBa+0uDSW R/ ogBSWDc5dI Cl 2UmASpH Whl ++aXAx Cz CVBORQ
GV Hsqt DChOrsax7sCzMiz2RGs LXEGhhP74Cni 30As9c04| Q7 XLI OUTt +8dWFa+H
+GTAUf PFVFbFQShj pAwWGDdqlYr 3/ BXGA08ORe70WCl C7penyl 5uV+pG31kFt Tznl
O vNMIg+01kr TZ731CNvOA9Q@Yqgl G NaxBcnl Pd9l hentpgM o/ 3pacCeD7cK6Mo
I I KBWhEvx/ RoqcL5RKASACOW72eL TLeYVBFi Fr 96mwYugO3t Y/ QARXTEVBJ02FL
56B+dEMAD@Bx0sWHUzi Q\éer 8PXhczdMeB2SL7¢c A6 XDUK1AGTVNBPVCE3Ryn8Ti | T
YuKl GRI EUMQovBUI r 6KPIf 4WeMEy| vI wnr Q4Maj ndTf KIVSFLOWTaCzv5AK7 1e
gt KcRK5E6103t | / FaN gz G OFr r qBeUTVZDxkpTnPoNns CFt u4FQVLneVZE/ CACc
Q UcWeVRXdWj gi aFeYl 6Pbe5j k4dbEZJf Xomvbh3TeWBp 96\WKb Qb RCQUH5e PubDVE
CO ewBbg3j mBVWY/ Pc1sRwNzwl i R6i nLx8xt ZI O4i JCDr Chqp7UbHCz +bi r R Zf O
NvvFbqQur pf np6wWRSCRH DZt 8eux57Eak JhQroVKV8f SdxwACt j wXCanSY/ ut QH
P2gf bCuKOLTDWHEDoM 6Xe6y0G.KPCFf 02ACa+f FFk9KRCTvdJ SI BNZvRkh3Msgg
LH UeGR7TgcdYnw YCTMb1SkHwh3s482Zs3dK0gl cj aU7Bp4hx2ri 0gB+FnGe1ACA
0zT32l Lp9aWwzBDnK8l OpWIM Aq0Qol wab@nDAByhb1KLOdwA r vRI KHOI Oxi sl |
FDFi EPOVABSxD4ei k9bxnmdPDl ZnTOMEM 09QLf n877vyN7OMKLgBgt ZI | OHxTx T/
uyG7oSq21 Koj | vVsBoa06pAXm) k1 Wv6K12xKKkUj u+ahgN Wrgne8Hc+2+6Wad9
[ amBUnW3AyoZl yN zc44Bur j wi OkF6EgkZBvWAKENMR XUgJ! 8vI x8r NeFesvoEOr 2U
lad6uvHg4WEBCpk Ah/ WObgm sr wFEv2g+pl 9r dbEXFMBOJSDZz JI t asuEPS6Ug9r
ut VkpcPV4nvbCA991 OEyl qMYGVTDnGScl D6+F99cH3quCo/ hJs R3WFpd TWBKDQCL
avXoz TGtraakpbU8/ Ol 7Ybyl eS5P2X1kpl nUz YkuSNXUMVHBLULWENt EJpx MW u+
Sl cWnwSUWOr sdnmB2Huu5+uKJHHdFi bgOvnr VW93vc2cZa3l néphwr/wnd/ seda5Mz
poebUgXXa/ er pazzOvt ZOX/ FTng4PW/I ol 6bZt pT3NAAI 7KUuFgr OTLNz Enivn9vC
H Jyd DI r QNSx58DpDu9hMIN cbFK@BeHnzZo0mFoo1Vpul 3qgYl olakUzZr 1uzO
I L9i QXGYr 8ToHG dd+1AKCM nmLUvvehr yEO9HWAW Qzi qr wRoG: NuskB7BbPN ]
8t UAESSKaToPk+ecRspdWrBKPS) KUKOYvRP8pVBZ3Zs YX3n5x HGW Ogbl QS8RgoF
HgLy6ERP

----- END PUBLI C KEY- - - - -

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}

BIT_STRING { ‘00° ‘48683d91978e31eb3dddb8b0473482d2b88a5f 62594
9f d8f 58a561e696bd4c27d05b38dbb2edf 01e664ef d81belea893688ce68aa2d
51c5958f 8bbc6eb4e89ee67d2c0320954d57212cac7229f f 1d6eaf 03928bd515



11f 8d88d847736¢c7de2730d5978e5410713160978867711bf 5539a0bf c4c350c
2be572baf Oee2e2f bl16ccf ea08028d99ac49aebb75937ddcelllcdab62f f f 3ce
a8ba2233d1e56f bc5chale726de63f add2af 016b119177f a3d971a2d9277173f
ceb55b67745af 0b7¢21d597dbeb93e6a32f 341c49a5a8be9e825088d1f 2aa4515
5d6c8ael15367e4eb003b8f df 7851071949739f of f f 09023eaf 45104d2a84a459
06eed4671a44dc28d27987bb55df 69e9e8561f 61a80a72699503865f ed9b7ee?
2a8e17a19c408144f 4b29af ef 7031¢c3a6d8571610b42c9f 421245a88f 197168
12b031159b65b9687e5b3e934c5225ae98a79ba73d2b399d73510ef f ad19e53b
8450f Oba8f cel012f d98d260a74aaaal3f ae249a006blc34f 5ba0b882f 263782
22f b36f 2283c243f Of f eb5f 1bb414a0a70d55e3d40a56b6¢cbc88aelf 03b7b288
2d98deea28e145c9dedf d8eaf 1cef 2ed94a8b050f 8964f 46d1ea0d0c2a43e0dd
a6182adbf 4f 6ed175b6742257859bf 22f 3a417ecf 1f 9d89317b5e539d587af 16
b9e1313e04514f f a64ba8b3f f 2b8321f 8811cb3f b022c8f 644e70a4b80a2f bf e
e604abb7379091ea8e6¢c5¢c74df c0283666b40c0793870028204a136bf 5da9568
eb798d349038bdb0c11e03445e7847ch5069c75¢cf 28ac601¢c7799d958210ddbc
b226e51af ef 9f 1de47b073873d6d3f 97456bede085082e74a298b2cd48f 4b309
3155f 366¢c8f a601c6af 858df a32c08491b2a29887f 90335949a5d6edaa679882
a3a95d6bf 6d970a221f 4b9d3d8cbf 384af 81aac95e2b3294e04789ac83727a5d
c04559f 96af 41d8a053516f eeeebc52746eb6ab2819e09108710d835f 011f a63
065872ad334d5cdf f b2b2310507e92f c993ae317da97f 4f 309cdaf Of 67ed99d9
0215576083849f 953b246d7f edb3f db67679850a5ad404e64147f b7cf 4f 6aedd
d05af b4b834968d1f e88014960dce5d942236526e12a478d69e5f be6970310b3
08c06845018cf c7b2ab430al3a6blac7bb02cccbb3d911ac2f 11068613f be029
bf dce02cf 5cd38950ed72¢c83944edf bc75615af 87f 864c051f 3¢55456c541286
3a40c06dldab562bdf f 0571b8d3c3917bbd300880bba5e998239b95f a91b7d64
16d4f 398b3adbcd30983ed3592b4d9ef 7d4236f dOOf 50d98aab53a235ac417272
0f 77d96172672980cf e8f f 7a5a702783edc2ba31b2259015a112f c7f 468a9c2f
9464039002d30ef 678b4chb798bc116216bf 7a9a7¢18ba03b7b58f d07515d3115
049d3614be7a07e744300750df 1d2c58753389059¢eaf ¢c3d785ccdd31c07648be
dc03a5c3b8ad46d064d59¢13d57374729f c4e295362e2a5191204530428bc152
2af a28f f 5f e1655e304ca5bc8c27ad0e0c6a39dd4df 28956c14b38cc93682cef
e402bbd5e82d29c464e44eb5d37b48f c568df eOcc6e8elb6baca05e5135590f 19
294e73e8367b0216dbb815030b9de55913f 08039c42351c59e5515dd5af 8e089
al5e625e8f 6dee639386c46497d7a263288774de581a7de9629b41b4424141f 9
78f b8331208ef dec3c6e0de39bc57063f 3dcd6¢c470373¢c08891ea29cbc7cc6d6
483b8889083ace86aa7b51blc2cf e6e2ad18d97ce36f bc56ead2f ae97eb6a7acl
14864478c366df 1ebble7b11a9098504f d5975bdf 1f 49dc70002b63c1739a9d2
63f bad4073f 6a9f 6c2b8af 4b4c332a103a0cf f abdeeb2d062ca3c215f d360026
be7c5164f 4a4424ef 74948804d66f 46487732c8202¢c795478647b4ea71d627c0
86024cca354a41f 0877b38f 19b3774ad2095¢c8da53b069e21c76ae2d2007el167
19ed40080d334f 7da52e9f 5a5990439caf 083a95b833f 02ad10a08c1a6d0f 260
c007285bd4a2f 47703a5aef 465287d253b18ac22514316210f f 566814b10f 87a
293d6f 199d3¢3959990d0c1268b4f 50d5f 9f cef bbf 237bd0c28b80182d665974
1f 14f 10bf bb21bbal2ab620aa2396f 56c0686b4ea9017990224216b2f e8ad76¢c
4a9148eef 9a86a3635a6aa77bcldcf b6f ba59a77df da9b7530dc0ca8648c8d97
3738e01bab8f 08b4905e84aa4641bd602410cd97520265f 2f 231f 2b35e15eb2f
a04d2bd94d5a77abaf 1e0e161010a990087f 5h46ea988b2bc0512f da0f a923da
dd6c45¢5301d09483673265b5ab2e10f 4ba520f 6bbad564a5¢c3d5e27bdb080f 7
d20e13296a3181954c39c649c943ebel7df 5¢c1f 7aae0a8f e126c477585a5d4d6
48a0d008b6af 5e8cd31be69a9296d4f 3f d25ed86f 221e4b93f 65f 59299675336
24b9235750c30707550b58536d109a7131c5a5bbe4a5715567¢c12534aec76607
6leebb9f ae2891c774589b80e566ad557ddef 7367196b7227ea9870ef 09ddf ec
79d6b9319a6879b5205d76bf 7aba5acf 33af b59d17f c54e68383d6be5a08e9b6
6da53dcde008bb294b8582bd132cdcc49959f dbc21e52721880c8ad0352¢c79f O
3a43bbd84c4cdf dc6c529005ele7cd9a349a7168a35569ba5dea818968d5a914
66bd6e64e20bf 62417198af c4e81c28dd77ed4028232398b52f bde86bc84f 475
b9016710ce2aabcl11a06b4dbac90lecl6¢cf 365ca3f 2d53813948a693a0f 93e79
c46cabd5a6dca3d28ca50ad18bd13f ca55059dd9b185f 79f 9c47196a4e81b210
4bc460a051e02f 2e8444f* '}

}

The following is the M.-DSA-87 public key corresponding to the
private key in the previous section. The textual encoding [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sare.



M | KM ALBgl ghkgBZQVEAXxMDggohAJeSvOw JDBoaol8zzw X/ ZI 53HXq0GBAl j P
p+kOy XEkpzsyObui G- ZNdnxDP1pSHv/ hj 4bkahi JUsRGF gSLcp5/ xNEV5+SNoYI t

X+EZs @BN3vYssweVOHSO0I zbl KDbeYdqUH4036m sgQ6vhkHBnmy YAhTc SD3B5O4
6pzA5ue3t M1l x0I cYPIJEUboekz2xou4VWw5VZ8hs9OGAMFhQk Kvux PxONWSII Nf nY
ffzrFi 0OOKf 9xMuhdDzRyHuOl n2hbMh2S2Vp3471 vev/ 6aTgVoj mf f 11 r 55063dz

ti 6Phf mlalSJRVUYRPvYmAakr Dab7S0l YQD2i Kat XgpwnCbc REnpH PFUGHEKI 2Hv
W E3EvebxLMyaGHKhaS6s X5/ | DObi j M606584W EDWAY+eBNr 1cl x/ GoP60aW e2
eJW8JJqpFoXel K8yyLfi aM 5aHf QyFABE1pPCo8bgnir6br 5aNJ2K7K0aFi ntzy/ Z
x7hbr OLO060Sdr ph7nj tfl yl t nzdRYqQTVAMOar ubvlagoj Fv7J26g7UdQv0xZ/ Hg
+ChVicZl Col QJI 3B5U7ESO06f Pmu8Ri OTYCRLOIRZgZl HhFs6+SSKac GLANTH3Gr

0i k/ dvf viwy FbgXgAA35Y5HCOU7@BBMBEVecVNK7RKr J7+n74VCEHTPsqZM/uKkM
D+d3Xl 2HDxwC5bLj x QBMV8kybd5y3U6J30Ccf 1CXr a8LKVs4SnbUf c HQPMeY5dr

UMeXLpeX14xbGs JKX6NHz JFuCoP1w7Z1z TCAH +hC5NETgc5dXHMBYs o2l HbkFa8
coxbCx@B4vvTh7THm A / v7ONxZ693Ldr RTr TDnC2l pZ0Onr Fz7GWCRFWANO06t e
9goSnLhYVye5NYooUB1xOnLz8dsxcUKG+HhZAgBOyBgRddVkvwLf dR8c+2cdbEenX
xp98r f wgKkG.FJzxDvhwO+HRI hkzgely X1t MvWh1f JThGU7t cT6pFvqi 41 AKEPmM
Rba5Jp4r 2Yj dr LAzMo/ 7BgRQ981 AFPM ps| HodezsMs/ FkoQNaat pp14Gs3nFNd
| SZr CCOPCckxYr MPDZ9zB6Tqql | QRDf +1m+-O4+q71F1nsl qBM SWRot Suv/ b+t k+
7xqYCGLXkLsci el 09j TUp/ HA9K6VWgB364B71 gwKDf B+54DVXJ2Re4QRs P5Ff augt

r +2sDVgR GP/ | NBVcQ0/ nRvpsyKXMBTxzol Sdj UT33PcnVOc OG337RHUO070nRpx
j 2Fxu84gCvbDgzpJhBr FRo+hx1c5JcxvWZQubDKI y2hxf E21Egg6mODM 870Ezy MA
54nFE/ YYzFaUpvDOAQRRHh7Xxf | 6Hr / YONUuEJFUy @BVt v21 oMo DGQPHFUbbz 96N
KbhcLeBaZf phXu4WsWZBzdnl RM PpHF2QA0zz8ak5UBFT3l COQ TpzP9r c2aTkm
2u/ r st dépalonblLzFoZmf Ft FxXMAPei z7ct OaUekvgl nirpOAi vn6et gVGVEVW N
FIKPI Creeyl gxW Rr b7l 2L22nDI 5p+0 QOS10VAGWXOLUZX1Ht ai QLDI | Of h7epR
t Ej | 6RRWMESeHPIDbOU2G | 4H3/ F3WIlveeFSMCI Er r A74j hq8+JAeL0Ci xaJ9e
FHyf RSyMewLsWeydt j oDV2zur +mCOQ 41 90CNmvKUBDef ONaGYaxXkvgzbnueYldg
8JBp5kMucAALr CoCh5/ / Ch4b7FI gRxk9l Ot d8e/ VPuoRRMp4l AhS9ey XJI5BLNnve
T14t Mk+t X8KC6i x H6SMUJI3HD3XWoc1dl f e+Z5f GOnZ7W 8F10Ci | xR+OwHgALUCW
s8PCvb4unwgbuqg6+t NUpNodk Bv XADo5Lv Qpewle X5i B8BW bl j xpohCEBaEUINS e
KsJB+g6L7f 9HO2Ldy+qpEAT40x 6 FCVy BBUMUr Tgnmi0S6l gQ EPWLKt HeSM+t 4ALG
LI pJoHVas4NEvBY23xa/ YH1WhV5WLo QAPHGOS62eWgniZef zd7r HEp3ds0300F8s0O
GE4p75vABHRLUMY74J4Aq1Yut 8D3FI +Wrpt CQUGYzPJ 8qLl 1lonkFOznZi knZl aJ

6U25YeuuxWrcvBp4l caFGsl hQy/ xEY1GBOMu+dxz L VEz O+SO0OMN3geE7Ki +R+dB
vPWZYx3ECc KUUONWTpPN) P9QD14f BcJd7QX31nOH@BeUGU3HWBLWX7HD) sDzc GAXL
Npk/ Yzs ECUUNCSOs bhGh98dPrRzz BI f D1+U0J6dvPXWK O y MAOKCBY 3xj j Rs mUKQw
j NFxt oVRIt HaZy pu2FgNeMKG+1b0gz0hSXUoBFxj Ji yKQq8vmALFQ3u4vi j nj +C1
zkX7t 6GvG sogN LeJDj yI Lj nBrmOnwr XYCW DdLwApj nFBoi az187kFPYEOeC6VN
EdX+W.zOpg13r S6IVHKr PMKWOFLeSEAGK76i t FypSP7j j ZbV3Ehv5/ Yi i xgwh6CHX
t qyOel qZzxkDKzt XCl 7j +beXhj pOuW Qu/ rt 6r n/ xoUYnDi 8RDpOVKCEGACW j sea
g8hhsl 68UJpGdMEYqqy 34BRVFQ RHPyv TKpPd1pxbOM 4KQLpNNJ 1y C88TdFCvxF
BG Bof g6nTKXd6¢cl Tkqt r nEi zpcAWIBSj r PHO/ ESnzcoh6NxFVo70gG XL8dy2Tn
ze4JLDFB+1VQ j ON2C6HDI eLKOZQCBgRM9I aXc8Z30Ft ppCt 33Lp62z/ 2V/ URS4|

qqHTf h2i FREMANQKNZay esn4Ep3GzwzZDdy Ykt Z9PRhl w30cconCHWS Q@ XGaH32CC
glklo/ h8t 2Kww7H@BaSnmz! | vvGBuCkuJ UWMBTQkP7YVBRMEDNGE MCnTj +t KKEF UO
ci t u4vdPLhSdVddE3ki HAk41 URQxWEJ 1DhbHSr nzJC8t s/ +xKo1hB/ qi Kdb2NzsH
8205M OsEWZ3Wrg3X+Tw8Vkwli hy B3PHIwx5bBI aPl 1IRMFOwWaYxcs4nDga/ EJ4
P6p30 LJ2CYGkL6eMVagWBFQneo/ aVh2l c1v8XKeg+anm2Kf Wi+u7zaNnJz GYP4n8
WDHc N8Pz xcWr MaX88sgvV2629c C5UnEr COi aQH+FZ25Pf 1Hc9j +c1Yr hGaf yFbR
gCdi hA68ct eYi 951y8pwOxnTLODMAI O7Kt RVcj 7gx/ RzbCbn¥l xayj KkgcU4Cowl

kVewE9BCMb XuuaqudyBhSaf VUNZ/ xf 3+SopcNdJRC2ZDeauPcoVakv R6vOKnivg SO
r4nl yoql 3r xTpZUQOszk8c/ xi s/ wevdet XFqoeQLYXNMJ r pV5+of 1Fb4IPC0p22
1r Zck2Ye AGNr W5c EOJPMZXbCNC6xhT1l yFxj r 1 ooVEYse3f n470er FvKKP+qALXT
Sfil R62HWbaow KRDIMBMIo/ kTi | aTER9Vs8AJypR3Qd/ | LZj r HKpKnL61 X3hvqG
5WagYi | vi 6kKI 0Bz Mrsx| Sr s4KNKYA==

————— END PUBLI C KEY- - ---

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}

BIT STRING { ‘00" ‘9792bcec2f2430686a82f ccf 3c2f 5f f 665e771d7ab4
1b90258cf a7e90ec97124a73b323b9%ba21ab64d767c433f 5a521ef f e18f 86e46
al88952c4467e048b729e7f c4d115e7e48dal896d5f e119b10dcddef 62cb3079
54074b42336e52836de61da941f 8d37ea68ac8106f abe19070679af 600853712



0f 70793b8ea9cc0ebe7b7b4c9a5c7421c60f 24451bale933dbla2eelb6c79559f
21b3d1b8305850aa42af bb13f 1f 4d5b9f 4835f 9d87df ceb162d0ef 4a7f dc4cba
1743cd1c87bb4967dal6cc8764b6569df 8ee5bdcbf f e9a4e05748e6f df 225af 9
e4eeb7773b62e8f 85f 9b56b548945551844f bd89806a4ac369bed2d256100f 68
8ab6ad5e0a709826dc4449e91e23c5506e642361ef 5a313712f 79bc4b3186861c¢c
a85a4babl17e7f 943d1b8a333aa3ae7cel6b440d6018f 9e04daf 5725¢c7f 1a93f a
dla5a27b67895bd249aa91685de20af 32c8b7e268c7f 96877d0c85001135a4f 0
a8f 1b8264f a6ebe5a349d8aecadlal6299ccf 2f d9c7b85bace2ced3aal276bab
lee78ed7e5ca5b67cdd458a9354030e6abbbabf 56a0a2316f ec9dba83b51d42f
d3167f 1e0f 90855d5¢c66509b210265dcle54ec44b43ba7cf 9aef 118b44d80912
ce75166a6651e116cebe49229a7062¢c09931f 71abd2293f 76f 7ef c3215ba9780
0037e58e470bdbbb43c1b0439eaf 79c54d93b44aac9ef e9f bel51874cf b2ab4c
bee28cc4c0f e7775e5d870f 1c02e5b2e3¢5004¢c995f 24c9b779cb753a277d0e7
1f d425eb6bc2ca56cel129db51f 70740f 31e63976b50c7312e9797d78c5blac24
abf a347cc916e0a83f 5¢3b675cd30b81e3f a10b93444e07397571cce98b28dab
1db9056bc728c5b0b1181e2f bd387b4c79ablabf ef ece37167af 772ddad14eb4
€c3982da5a59d0e9%9eb173ec6315091170027a3ab5ef 6aal29ch8585727b9358a2
8501d713a72f 3f 1db31714286f 9b6408013af 06045d75592f cOb7dd47c73ed9c
75b11e9d7c69f 7cadf c3280a9062c5273c43belc34f 87448864cea7b5c97d6d3
2f 59bd5f 25384653bb5c4f aa45bea8b89402843e645b6b9269e2bd988ddach03
3328f f b060450f 7df 080053e6969b251e875ecec32cf c592840d69ab69a75e06
b379¢535d95266b082f 4f 09¢93162b33b0d9f 7307ad4eaaa52104437f ed66f 8ee
3eabbd45d67b25a8133f 496468b52baf f dbf ad93eef 1a9818b5e42ec722788a3
d8d3529f c777d2ba570801df ae01ec88302837c1f b9e0355727645ee1046¢3f 9
15f 6ae82dad4f b6b0356a46518f f c834155c3b4f e6daf abcc8abccef 53¢c73a084
9d8d44f 7dcf 72754e70el1b7df b447bb4ef 49d1a718f 6171bbce200950e0ce926
106b151a3e871d5ce49731bd6650a9b0ca972dalchf 136d44820ea6383c08f 3b
384cf 2338e789c513f 618cc5694a6f Oceel04511eled7c5f 23alebf d8a0db842
4553240156dbf 622831b0c643d1c551b6f 3f 7a98d29bh85c2de05a65f a615eeel
6495bd90737672115b53e91¢c5d90028cf 3f 1a93953a153de53b44084e9ccf f 6b
736693926daef ebb2d77aa5ad689b92f 31686669df 16d1715cc58f 7a2cf b72dd
1a51e92f 825993a74022be7e9eb6054654457094d14928f 20215e7b222ac56b5
ladbec8d8bdbh6983979a7e3a21b44b5d1518ca97d0b5195f 51ed6a24350c8974
7eledea51b448e3e9147054ce927873¢c90db394d86888e07df f 177593d6f 79el
52302204aeb03be2386af 3e24078bd028b1689f 5e147c9f 452¢c8ceb02ec59cc9
db63a03576ceeaf €98239023897da0236630a53c0de7f 435a19869792f ab36e7
b9e635760f 09069e€6432e700035ac2a02879f f f Dalelbec522047193d94eb5df
lef d53eealld44ca78940852f 5ec9727904b366ede4df 5e2d331f ad5f c282ea2c4
7€923142771c3dd75a87357487def 99e5f 18e9d9ed623¢c175d02888c51f 82c07
a80d54716b3c3c2bdbe2e9f 0a9bbaaebeb4d52936876406f 5c00e8ed4bbd0a5ec
05797e6207c5ab6c88f 1a688421bd05al114f 4d7de2ac241f aOe8bedf f 47f 762d
dcbeaa91004f 8d31e85095¢81054994ad3826e344ba96040810f cOb2adlde48c
f ade002c62e5a49a0731ab38344bc1636df 16bf 607d56855e56d684003c718e4
bad9e5a099979f cddeeblc4a7776cd37a3417cb0el184e29ef 9bc0e87475ba663
be09e00ab562eb7c0f 7165f 969a9b42414198ccf 1bf f 2a2c8d689a4l14ece7662
927665689e94db961ebaec5615chc1a7895¢c6851ac961432f f 1118d4607d32ef
9dc732d51333be4b4d0e30ddea784eca8bed47e741be9c19631dc470a52ef 4dcl
3a4f 3633f d434d787¢c170977b417df 598e1d0dde506bb71d6f Obc17ec70e3b03
cdc1965cb36993f 633b0472e50d0923ac6c66f df 1d3e6459cc121f Of 5f 94d09e
9dbcf 5d690e23233838a0bach7¢c638d1b2650a4308cd171b6855126d1da672a6
ed85a8d78c286f b56f 4ab3d21497528045c63262c8a42af 2f 9802c53b7bb8be?2
8e78f eOb5ce45f bb7alaf 1a3b28a8d94b7890e3¢c882e39bc98e9f 0ad76025bf O
dd2f 00298e7141a226b3d7cee414f 604d1eOba54d11d5f e58bcceabad77ad2e8
clcaacf 32459014b7b91001blef a8ad172a523f b8e365b577121bf 9f d88a2c60
c21e821d7b6ach47a5a995e40caced5c223b8f e6de5e18e9d2e5893aef ebb7aa
e7ff 1a146260e2f 110e939528213a0025a38ec79aabc861b25ebc509a4674c13
2aaacb7e0146f 14ef dl1lcf caf 4caadf 775a716ce325e0a435a4d349d720bcf 13
7450af c45046f clalf 83a9d329777a7084ed4aadae7122ce97005930528eb3c7f
7f 1129b372887a371155a3ba201a25chf 1dch64e7cdee092¢3141f b5550f e3d0
dd82e870e578b2b46500818113b8f 6569773c677385b69a42b77dcba7acf f d95
f d4452e23aaald37elda2151ea658d40a3596b27ac9f 8129dc6cf 0643772624b
59f 4f 461230df 471ca26087¢3942d5¢c6687df 6082835935a3f 87cb762b0c3bld
0dda4a6533965bef 1b7b8292e254c014d090f ed857¢c44c1839c694c0ab64e3f ad
90al11f 534722b6eel574f 2e149d55d744de4887024e08511431c062750e16¢c74
ab9of 3242f 2db3f f b12a8d6107f aa229d6f 6373b07f 36d3932b3bdb04c19dd64e
add7f 93c3c564c358alc81dcf 1¢9¢31e5b06568f 97544¢17dc15698c5¢ch38983



a9af c42783f aa773a52¢c9d8260690be9e3156aa5bc1509dea3f 69587695cd6f f
172ba83e6a6d8a7d6bbebbbcda3672731983f 89bc5831dc37¢c3f 3c5¢c56f acc69
7f 3cb20bd5dbadbd702e54844ac2f 626901f e159db93df d4773d8f e73562b846
c1f c856d1802762840ebc72d7988bde75chca70d319d32ceOcc0253bb2ad4557
23ee0c7f 4736ceb6e6665c5aca32a481¢c53839bc259167b013d0423395eeb9aaa
ee3206149a7d550d67f c5f df e4a8a5¢c35d2510b664379ab8f 72855a2af 47abce
2a632048eaf 89e5ch4a88debc53a595103acce4f 1cf f 18acf f 07af eleb5716aa
1e40b63134c3a3ae9579f a87f 515be093¢c2d29db6d6b65¢c93661e00636b59270
4d093cc6716c2342eb1853d48c85c63ac8a2854462c7b77e7e3bdleacbbca28f
f aa00b5d349f 8a547ad875b96a8c2b2910¢9301309a3f 9138a5693111f 55b3c0
09ca947c39df c82d98eblcaad4a9che885f 786f a86e55be062222f 8ba90a97407
3326b31212aece0a34a60’ }

}
C.3. Exanple Certificates

| NOTE: The exanple certificates in this section have key usage
| bits set to digital Signature, keyCertSign, and cRLSignh to

| lessen the nunmber of exanples, i.e., brevity. Certificate

| Policies (CPs) [RFC3647] for production CAs should consider

| whether this conbination is appropriate.

The following is a self-signed certificate for the M.-DSA-44 public
key in the previous section. The textual encoding [ RFC7468] is
followed by the so-called "pretty print"; the certificates are the
samne.

----- BEG N CERTI FI CATE- - - - -

M | Pl DCCBgggAW BAgl UFZ/ +byL9XMXE Uk 32/ V400N44804wWOWYJYI ZI ANUDBAMR
MCl x DTALBgNVBAOTBEI FVEYXx ETAPBgNVBAMI CEXBTVBTI FAHVB4XDT| wivDl wivi AO
Mz | x MFoXDTQMVDEY OTAOMz | x MFowl j ENVAs GA1UEChMESUVUR] ERVA8 GA1UEAXM
TEFNUFMyVOcwg g Uy MAs GCWCGSAFI AWQDEQOCBSEA17KOc! Sq4Nt F55MNSpj Sy X2P
E5f ReJ2voXAksxbpvsl| PyZRt QvGheadBOr7qj PnFJyOLt URVpOsBB+suYi t 61/ g4d
hj EYSZWLksOX0i | CLhT5CqQUuUj gmi Zr EPOzM LwrbagyuVEY1lct DPL75Zgs AE44|
F/ Yedi yi dMNQ1VTr | gr BFi 5KsBr LoeOMIv2PgLZbM 0PcuVd/ nHONB67m nnxVEG
wP1zgDoq7P6v3t eqPLLO2I TRK9j NNgeM+XWJQ0er Ol 61 CsRS5XQuOej RqCr 6huV\Q
x1j BWITShA2SvKA CQRASWAK/ Kf YuVE/ GhvabpUKqpj eRNUHLKT1pPBZKkhZYLDVyY
9i 7ai QW NYFnDEoCd30z4Moy! f 2PT/ bRoKOnaD1I 9f X3/ GDaAj 6 CbF+SFEWC99G6
EHWYdVPgk2f 8122ZC3+pnNRa/ bi DbUPKW UYf f BYR5cJoB6ng 1k 1+nBGCZDNPc G6
@BupS6sd3kGsZ26szCGdysoGBlI 1MTu8n7hCpwX0FOPQWBt ZC3CQVZg3ni Hf Y2KVHIS
OXj AQUQXOMZhGXEEMIC 2hEwW@bVabl Vit acZ5Z20MaygW5hZBx/ cws3nUkp77a5U
6Fsxj oVQ +Ky8+36yXGRKCcKr 9H BEW6TIr 9n/ M kHhLj o5FI hRKDa9YZRHT2ZYr
nql a8Ze05f xg8r Ht Fd46W+9f i b3HNZEFHZs oFudPpUUx 79wevnTUSI V/ R2vNWPI ¢
C2U7Bak4HamVZowd xhVXMy/ dl Wag6uSXwl 4YcqMIPe62yhx9nl1VMMMLOURNalF9K
GBaRGPuUyyKMO7JOS7z +Xc GhJr dXHEMkkex UUOhf ZWve Bf D6Q SDATndLKkEhuk3C
GgAdM/Rzl 55JBnSef kd/ oLdFCPi | 8] eDEr g8Jb04j KCw / dHi 69Ct xZn7ar Jf Eax
KWR+HWGEEbBVOM R GLPNuZ1vt WED6BCox XZgnfk1qgkj f DW +/ SVSQpb1N8ki 5XEqu
d4S2BWxZgx CRoWDs| KgnpM 5i 8geMABZANEbe/ XNgO6NwL Ui YRIAKYYMz! 7XE
GoMNepegs4f BkRROXNQU+Ml 3r LbwenXbzZbs55Z5wHnaVf e9vLURVNDGnNc SK11 E
47XCH Foi xTt CBCAAbPBC3NQ+NA6f QXRMR2YFbOby ! | Ni 7Ej 8E+sObG2hdlaKxuN
u/ Pt kzzZw8JWhgLTxkt CLELj 6u9/ MKyRRj j LUoKXgy QTKhEe ACD87DNLQuLavZ7wl
Wb SUAI 3HsKePqA46Lb/ r UTKI UdYHgZj pSTZRr nh+wCUf ki uj Dp9R32KnmlyeEzz3S
BTkxdt +j JKUSvZSXC) bdNKUUqGeR8Cs 28BRbCat kZRt KAxOy mMAEaKhx! i RYnWYdo
OXFAYLpEQOht 9RUI oc6l swnFwhb45u0Xj dVhswSglM 7ql Ki gOLxepqi auWNt j Al
PSwlj 99WhD9dYqQoVnvJ6ozpXKoPNUILC gPMbol Cr Tf zyCDvo7vvBBV4Y/ hU3Du
yyYFZt g/ 8GshGq7EPKKbVMz QD4gVokZe8LRI Fex+Qf MSTwnv/ 30TCat YspoUWAAL
z| AA6Tj JZ49ybwoObf 2q5nmRf hXP8I / xCt IW S/ i 2HXhDPoawML1uk ZHE2L 91 ezkF
wq@ P1lgwksM633Lf PUf hNDt aHUV6BuscUzwE&BN wi 9kqgcl JYN7Wbpst 9Tl awgHwg OG
Kuj zFbpzJej t 76Z5Npoi AnZhUf Fql | +f geznbMBwt Vhp5NuXhMBFy DCz J Cy DEGNC
MEAWDg YDVROPAQH BAQDAgQ GGVA8 GA1 Ud EWEB/ wQF MAVBATF 8wHQYDVROOBBYEFDKa
B7H6uU0j 1Kj Cf EaGJj 4SO yL/ MAs GCOWCGSAFI AWQDEQOCCXUAZGi VHBM 4S90Z2Ef
3CVLILY1FPf 18v3r cvqOGgMAYWI 7hMONVZF YMWQZWAX QAMs O BEOYN 4oaej i V
WRYy kGZV3XANWId60e8h8Tovxy T/ xK/ Vw3hl U+F9YpsPIxnZUgUM Xnz NC6 Ye Uc
r T3Y+Vk4wj Xr 706vi xauM2bz AMJLj se+nr | 6HgG 21 hoZwTwSD+W nbLHA| nCgEOQ
s20Y1scn3JsCexJ5R5CK| Hg2bt 9Xr BJRORTADQORt | pl LOd3Eze/ dDZm Kl by90R
| adHUL7FW Wy 86Y5Ti uyj | HLpKZdj MPyj / IXAHRQDt J5cuoGBLON DAATEJNCee



zQf MgzTCyj Cn091CkuFj DhQ zJ+sQ6Q02w491 wBKpmLASUh7BLTPcuz7Z+r LpNj N
j MAB7r R6+hHVK474nSKI ZnuO3vVKni dnt j LhSYclsoxvYPCLWMWI 4nBXyj | rnl zD
4Soec?2| 2A] KNZKCOOKKa81cRzl cNJj c7sbnr Lv/ hKXNUTESn4s 3y Ay RPU7N6bVI y

N9i f Bvb1UO7WVRPI 8A7/ f 9z2VVCalL Yx87ynmBP7G3M DYr PUQpCaKQudycWiPr | EA
2BoH VzbHHM373BT1Lj cxj R5SbbhNFg+42hw&284VI VzcLW Xi i paWN8j nONmxt

kLMii 9R/ wf 0TCehi | MDDt Rznf n87b2ci 509MP/ Lr TDRpMVBudDuwl Zm_gPQ bj 08

n+VHI8D2WADp R/ k EMp Dh SWG2 P44 mmnE4 CUKGOHSOqQLOSRWM QVEZwx pOOr LMusw
JmzoLEOKNsUR60/ 3xAl Unj qCZMyYPYxt XgNf JEJDp3V1i qyZKli ES3EQD/ h8nvoZ
3YgNKr EpTgW7EMpYj cVszj WyXc SKynVWs WX 3j 0Zf 83z XRLwirg8+anJ3XNGCSa
| ecO2sZxDbai HhwFYRkt 0BGRM2QM / | PMYeXhRa/ 1svnmbOEHGxIJX®LgTf f kBs+01

Bp7r 3/ 91 RZ+5t 3eukpi npJr CTOAgeV3I 3uj bzyC QbboFDaPS4+kKvi +i S2eHj i u

S/ Wkf P1Go5j ksxhkceJ FNPs TmGCy XGPy 2/ haU9hki My9/ whul K gx Rf | Bh/ Dol r

1HWZj TuWe BGMU2NuXeAVQ MoM pBOu6mAYkt HQc VxA2LenU+N5LEPbbHp+AnPQC
RZPqgBzi Tyx/ nuVnFD+/ EAbPKzeqgMKhc TW6Nf kKt / Md4zm 1vhWkx7c+wDl 09cyAf

vs SOp5uXKKiwzaCAnBl VAPYN Zt Aj BCK8asKpH3/ Ny YJ8xhsBj xXLLi Q f Ki GOpA
LLBy/ LyJWrm4R4zkAt Ul LDAFcsl yLM JI sqW aNdey7bw@ 75hZQk Bl FBQUXFVt T
n4HQBt uNe2ek7e72d+baycedv] UAFXTu60eX9/ UuS7AhuY4gi NzI 1pNOgNWMKRX X

REmw Pr zJat ZZ7cwf sKTezSSQ v204q70+2X2h0Vt Ug/ pkz3GknEO7S3ggDROCk g

bywQS/ 42| uPl ADbbAKXhHaBaX/ TaD/ uZVn+BOZ5sqWhkEbbHt vzl Sea02J1Fk4Hq

kWopuzBy CI25SuDRr +Xyn84zDnet umQIl Bkc2r o+r ZKXw8YGWt 0aX8ZwIxL4qNB
[ WFFEpr oVsOr u8Gr7i wixgt 4QP8WRBSp2k TI QUbNTF3gxOTss| kUEr Tnvc RQOGoKO6

DRQGEWhj gewpHyw708Sf i 34Ej Azi cOgwt | p501/ MAKpRUgAowdLPr ei aLqg2TBI Q
DXEhUb9f EnY77(XKei r 8cpue3sShqcz9TLa5REICGqsP/ 8/ URK7I Zj i | +YWHRLp2U2

D/ / ONPEQ8f xr zNt acZRxSdx2i d/ yTWint j 5swj FA4ykOt unadl t DMpEYuKgR+Jw9

G3/ yFTDnepHK41V6x8eE/ 4Jj UAvI IWADDWkudO70oF/ ws YOANUuWe9DkWD9g81 Whk

NukDTdps!| 08hCLFO6qH3MSHIr dUAzs2GELMCvt r XK2L3k 70PcLgMXhbPSr 7d1RGW
gWBI Rf R4l +2L.J952SMr3xzuxgT43aX3FFVBxXk7nFr h(WIW pJpuYXRhTgASkzoZ
Kzsl RyMWDZbsal syOt gzzyhQudoGoJn+2sKj cCzpf Y6t gRDIsf ucOnlsGet / cMbYP
i JYei 2qKMeYcvACW | 8GNGY370zhl i kbl eO4xXnf JWEOYx66N) THZgkz1/ Ti CBGU
a7h+l / f nut 6Vf kxS1yZ2r 5Gsdx7DUf NkEeKyzl MhYRA3zw30471 HqH714r V5VbE3

yYEQW dt YI HMFM2z9DDt a59RRATCermir AALT YsT odr V/ QPJi 5qPnvpHt Cvf | t bdL

Fg88zh1zV5nV+0doUTXFVRIpoJRESf ASI f U5qCJ9Jx51 Sf vl kGz 1f nf gXhUNOf E7

COEvI 71 YQLguTXFznRvsXvnl i wROUt / g85Jt XUi ku4F2ThCBVHBDbov6p128kP+2

7LBgShM41l GB80cl xon8sWh6yORLUz 1MIranEYZKCXAPZz JoWhbzdNns/ QTsj NP8W u

vBRt dkb6w4Vr nb GO2BXY6p QUBPcoDuy mAhf AF9TxRn8600QeMe T/ NRsU9Z/ 8nRnz

3KbAUMTYsQ6gbj uLTDwf FOB4b4YUDQR22z8W zCNLzgwHl GSI 12xhf 3ej R wj GZJ

J/ 11Up4pEegRS/ c+Li 20UvQ 9Jxi 8XA dEJZY1T80VpzDIf 3C29gpARWSDAXr FnO

| gZHngFyebeCLUDWBr / w& Y 2EC53+FI OF5AFcH+3LzObZzer qwr or 4UMOA+B5¢

QVUSVDv1LFcW.zvIHMXJf CHL5nVSuk XCVawr +DbeKj r kse@QUX0gpUbQyOvHI H1K
2geD2xyl 3TJ8j CaKOxb/ Hu+Kf kvt OCsh07TA+cnTVIVWHR? 7sv Uc MEr zHXWOFn8+U
om XALOLEi Dbpu38gERRLKkC384eMhRBQ Kcdm cBFsmi |t 3cf | of ypuhMRi | Fj | ke

00y2GEdQVsZGA/ LX1HI LgDAdEFDDQ 2LPvCGhqe28HTT W pzsqK94| RESzm+Virdp

I'j NzkTyr Pl 06y MrxaHGa] Wt LWCReJ OF uXhswbhX7Evi VYyqCR4vz DLDVXAul xo/

Os HaGhMX8x YOL Xont x 7SNCBI u/ EEBmS QK| KU dgd5i gr 7bDxsvZ6vHy/ weNl zY3

RUdi dnuDkpSmiLhl oLz4/ SW2Tn6C2u9La5evu7xAf | ylul 8LE3/ POAAAAAAAAAAAA
AAAAABC mMOEM=

----- END CERTI FI CATE- - - - -

SEQUENCE {
SEQUENCE {
[ O]
I NTEGER { 2 }

}
| NTEGER { ‘ 159f f e6f 22f d5cc42c524df 6f d5e28d0de38f 34e' }
SEQUENCE {

OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}
}
SET {



SEQUENCE ({
# comonNane
OBJECT IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}

SEQUENCE {
UTCTi me { "200203043210Z" }
UTCTi me { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT IDENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {

SEQUENCE {
# conmmonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}

BIT STRING { ‘00° ‘d7b2b47254aae0db45e7930d4a98d2c97d8f 139
7d1789daf a17024b316e9bec94f c9946d42f 19b79a7413bbaa33e7149ch42ed5
115693ac041f ach988adeb5f e0e1d8631184995b592¢c397d2294e2e14f 90aadl
4ba3826899ac43f 4cccachc26e9a832b95118d5¢ch433chbef 9660b00138e0817f
6le762ca274c36ad554eb22aacl162e4ab0lacbale38c4ef d8f 80b65b333d0f 7
2e55df e71ce9c1ebb9889e7c56106c0f d73803a2aecf eaf ded7aa3cb2ceda54d
12bd8cd36a78cf 975943b47abd25e880ac452e5742ed1le8dla82af a86e590c75
8c15ae4d2840d92bcala5090f 40496597f ca7d8b9513f 1lalbda6e950aaa98de4
67507d4a4f 5a4f 0599216582¢3572f 62eda8905abh3581670c4a02777a33e0ca’
295f d8f 4f f 6d1a0a3a7683d65f 5f 5f 7f c60da023e826¢5f 92144c02f 7d1bal07
5987553ea9367f cd76d990b7f a99cd45af db8836d43e459f 5187df 058479709a
01ea6835935f a70460990cd3dc1lbad401ba94babldde4lac67ab3319dcaca0604
8d4c4deef 27ee13a9¢c17d0538f 430f 2d642dc2415660de78877d8d8abc7252397
8c042e4285f4319846c44126242976844c10e556ba215b5a719e59d0c6b2a96d
39859071f dcc2cde7524a7bedae54e85b318e854e8f e2b2f 3edf ac9719128270
aaf d1e5044c3a4f daf dof f 31f 90784b8e8e4596144a0daf 586511d3d9962b9%ea
95af 197b4e5f c60f 2bled15de3a5bef 5f 89bdc79d91051d9b2816e74f a54531e
fdclcbe74d448857f 476bcd58f 21c0b653b3b76a4e076a6559a302718555¢c¢c63
f 74859aabab925f 023861ca8cd0Of 7badb2871f 67d55326d7451135ad45f 4alba
69118f bb2c8a30eec9392ef 3f 977066c9add5¢c710cc647b1514d217d958¢c7017
c3e90f d20c04e674b90486e9370a31a001d32f 473979e4906749e7e477f aOb74
508f 8a5f 2378312bh83c25bd388calb0f f f 7478baf 42b71667edaac97¢c46b1296
43e586e5b055a0c211946d4f 36e675bed5860f a042a315d9826164d6a9237¢35
a5f bf 495490a5bd4df 248b95c4aae7784b605673166ac4245b5b4b082a09e932
3e62f 2078c5b76783446def d736ad3a3702d49b089844900a61833397bc4419b
30d7a97a0b387c1911474c4d41b53e32a977acbh6f Oea75db65bb39e59e701e76
957def 6f 2d44559¢c31a77122b5204e3b5¢219f 1688b14ed0bc0b801b3e6e82dc
d43e9c0e9f 41744cd9815bd1bc8820d8bb123f 04f acd1lb1b685dd5a2blb8dbbf
3ed933670f 095a180b4f 192d08b10b8f abbdf cc2b24518e32eeala5e0c904ca8
44780083f 3b0cd2d0b8b6af 67bc355b9494025dc7b0a78f a80e3a2dbf eb51328
851d6078198e9493651ae787ec0251f 922ba30e9f 51df 62a6d72784cf 3dd2053
93176df a324a512bd94970a36dd34a514a86791f 0eb36f 0145b09ab64651b4a0
313b299611a2a1c48891627598768a3114060ba4443486df 51522a1ce88b3098
5c216f 8e6ed178dd567b304a0d4caf baB882a28342f 17a9aa26ae58dbh630083d2
c358f df 566¢3f 5d62a428567bc9ea8ce95caalf 35474b0bf a8f 339a250ab4df c



f 2083be8eef bc1055e18f e15370eech260566d83f f 06b211aaec43ca29b54ccd
00f 8815a2465ef 0b46515cc7e41f 3124f 09ef f f 739309ab58b29a1459a00bceb
038e938c9678f 72eb0edee5f daae66d9f 8573f c97f c42b4959f 4bf 8b61d78433
e86b0335d6e9191c4d8bf 487b3905¢c108cf d6ac24b0ceb7dcb7cf 51f 84d0ed68
7b95eaeb1c533c06f 0d97023d92a70825837b59babch7d4e56b0a87¢c203862ae
8f 315ba5925e8edef a679369a2202766151f 16a965f 9f 81ece76cc070b55869e
4db9784cf 05¢830b3242¢8312" }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_I DENTI FIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRI NG {
BI T_STRING { b'1000011" }
}

}
SEQUENCE {
# basicConstraints
OBJECT IDENTIFIER { 2.5.29.19 }
BOOLEAN { TRUE }
OCTET_STRI NG {
SEQUENCE ({
BOOLEAN { TRUE }
}
}

}
SEQUENCE {
# subj ect Keyl dentifier
OBJECT_I DENTI FIER { 2.5.29.14 }
OCTET_STRI NG {
OCTET_STRI NG { ‘329a07blf abb48f 52a309f 11a1898f 848e23

SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}

BIT STRING { ‘00° ‘67a8951fc308el2f6867611f dc254bf4bcb514f 7f 5f
2f deb72f a8e1a030061677b84cd275597d83154195966b141670cb0e88113460
d978ala7a3895c11cad41995775¢c09d64ddeb47bc87c4e8bf 1c9327f c4af d5¢c37
86553e17d629b0f 27142765481432b5e7ccdOba6le51cad3dd8f 95938¢c235ebe
ceeaf 8b16ae3366f 300c5358ec7be9eb23aleala3da58686704f 0483f 968a6e4
b1f 89670a0134b36a18d6¢c727dc9b027b12794793a48c7ab66edf 57ac1811391
4c00d0allb65a652f 47771337bf 743666f ca95bchd39121ae0750bec55ad5a8¢c
bce98e538ae523947d6929976330f ca3f c95c01d1403b49e5cba81812f 43650d
d01310934279ecd07ccab34c2ca30a7d3dd5092e1630e1423cc9f ac43alb4db0
e3d970f 0aa66d404ae87b04b4cf 72ecf b67eacbad4dd8cd8e65baeeb47af allcc?2
b8ef 8992288667b8edef 54a9e2767b632e1498735b28c6f 60f 08b5969e5e26dd
7ca396b9e5cc3el12al1e73623602328d64a08ef 4a29af 35711cc870d26373bb1lb
9eb2ef f €12973544c44a7e2cdf 203244f 53b37a6d523237d89f 06f 6f 5534ed63
113c8f 00ef f 7f dcd509a2d8c7cef 29bd3f b186a4c8c362b3d442939a29076ee3
2716b8f ae5100d81a07215cdbl1c79bddf bdc14f 52e37318d1e526db84d160f b8
dalc06dbcel5955cdc2d6f d78a2a5a58df 239ce366c6d90b32e8bd47f c1f d130
9e86294c0c3b51ce77e6df b6f 6722e68f 4c3f f 2eb4c346931506e743bb021998
b80f 43f 6e3d3c9f e54777c0f 65800e947f 9043290e14b01b63f 8e26¢c30138094
2866¢c74b4a902ce491c0c950544cf 0c6938each32eb30266ce82c4d0a36¢c511e
a8f f 7c409549a3a8264ca983d8c6d5e035f 244243a775758aac992b58844b711
0d3f 87c9bbal9dd8a8d2ab1294e0555ec4995a548dc56¢cce35a05dc48aca7555
b1641dde3d197f cdf 35d12f 09aaf 3e6a72775cd18249a21e70edac6710db6a2l
e1c0561192dd0119133640cf ff 20f 3187978516bf d6cbe66cel071b1246f 4ba9
37df 901b3ed35069eebdf f f 65459f b9b777ae9298a7a49ac24f 4020795de5dee



8dbcf 20a241b6e814368f 4b8f a42af 8be892d9ele38aedbf 5a47cf d46a398e4b
3186471e24534f b139860b25¢c63f 2dbf 85a53d86488c83df f 09ae20a9bf 83145
f20187f 0e822bd475998d3b967011964eed8db9778054ef cc6cchb69074bba996
624b4741c¢5710362de9d4f 8de4b10f 6db1e9f 8098f 4024593ea073893cb1f e7b
959¢50f ef c401b3cacdea8c2al7135ba9df 90ab7f 31de339a2d6f 856¢c71edcf b
00e5a3d73201f bec4b4a79b9728ad70cda0b898121574f 60d959b408c108af 1a
b0aa47df f 372609f 3186c063¢c572cb89089f 2a218ea402cb072f cbc895a6a384
78ce402d5082¢c3e0572¢c2322¢cc20996ca968da35d7b2edbc0623be6165090120
5f10271155b539f 81d006db8d7b67adedeef 677e6dac9c789be55001574eeea8
797f 7f 52e4bb021b98e2088dcc8d6934e80dc165d1c714449b0bcf af 325ab596
7b7307ec2937b3492425bf 63b8abbd3ed97dald15b5483f a64cf 71a49c4d3b4b
78200d1f 509206f 2c104bf €e3696e3c80036db00a5ellda05a5f f 4dal0f f b99567
f 81399e6ca969b111b6¢c7b6f ce549e6b4d89d459381ea9166e9bb3072089db94
aeOdlaf e5f 29f ce190e77adba643494191cdaba3ead9297¢3c606332b74697f 1
9c09c4be2a341f d6145129ae856¢c3abbbc1bb8b05e0b7840f f 164414a9dad4eb
4146cd4c5deOc4edechb2591412b4e7bdc450d06a4ad3a0d1406f 306e381ec291
f 2c3b3bc49f 8b7e048c0ce2734830b48a79d35f cc5a62a9454800a30f 4b3eb7a
268bab64c12100d712151bf 5f 12163bed029e8abf 1cabe7b7b1286a733f 532da
e511091aab0f f f cf d4464ee5663888f 9859b44ba765360f f f f 434f 12af 1f c6bc
cdb5a71947149dc7689df f 24d6babb63e6cc23140e32934b6e9da765b4332011
8b8a811f 89c3d1b7ff21530e77a91cael3557ac7c784ff8263500bc82560030d6
c6e74eee817f c2c63402752e59ef 43916d3d83¢c21686436e9034dda6c974f 210
8bl74eaalf 73121c9add500cecd8618b302bedad72b62f 793bd0f 70ba8c5el16¢c
f 4abeddd51196816d019517d1e25f b62c9f 79d9232f df 1ceec604f 8ddasf 7145
541¢5793b9c5ae1589588a49a6e6174614ea012933a192b3b084725b465bbla2
2cch4b60cf 3cald2f 7683a8267f b6b0a8dc0b3a5f 63ab60443f 6¢7ee70e9b5b0
67adf dc33960f 88961e8b6a8a31e61cbhc0096888f 06346637ececel96291b95e
3b8c579df 27010e631eba3634c766a933d7f 4e20811946bb87e97f 7e7bade957
e4c52d72676af 91ac771ec351f 36411e2b2cc8327611037cf 0df 4e3b947a87ef
5e2b57955b137c981105af 76d6251ccl4cdb3f 430ed6b9f 514404ce7a69bb000
d5f 62c7e876b57f 40f 262e6a3e6be9ledOaf 7c8b5b74b160f 3¢661d735799d5f
b47685135¢c5551f 69a09444f 5f 01295f 539a8227d271e4849f bc8906¢cf 57e67¢e
abel150df 5f 13b0b412f 97b21840b82e4d71739d1bec5ef 9e58b047d52df eOf 39
26d5d48a4bb81764e10813070436e8bf aa75dbc90f f b6ecb0604a1338206f 347
25¢c689f cb1687ach444b533d4c4da9846192825¢c03d9¢cc9al1685bcdd367b3f 41
3b2334f f 3096ebc146d7646f ac3856b9bal8ed815d8ea941404f 7280eeca6021
7c017d4f 1467f 3ad0ed4le31c4f f 351b14f 59f f c9d19f 3dcab6c0b8c4d8bl0eaab
e3b8b4c3c1f 17d0786f 86140d0476db3f 3097308d2f 3830165192235db185f dd
e8d19708c664927f d75529e2911e8114bf 73e2e2d8e52f 42bf 49¢c62f 17188744
2596354f cal5a730c97f 70b6f 60a40456483017ac59f 49606479eal7279b782d
6e0d6f 2bf f 01ad626236102e77f 8594e179005707f b72f 339b6737abab0ae8af
850c380f 81e5¢40c539bc3bf 52¢57162f 3bc91lcc5¢c97¢c21cbe67552bad45c231a
c2bf 836de2a3ae4blelb4517d20a546d0cb4bc7207d4ada0783dblca5dd327¢c8
c268a3b16f f leef 8a7e4bed382b21d3b4c0f 9c9d357558747beecbd470c12bcc
75d63859bcf 94a2621700b3b51220dbabedf c8044512e40bcele32144142329c
76695c045b268a5b7771f 2287f 2a6e84c4622058¢891ed34cb618475056¢c6460
3f 2d7d4720ba83e1d1050¢3408d8b3ef 086e6a7b6f 074df 5aca73b2a2bde0844
44pb39be566769223373913cab3c8d3ac8chf 168719a8f 052d2d6091789386f ee
5e1b306d7ec4be2558caa091e2f cc32c355702e971a3f 3ac1da421317f 3160e2
d7a27b71ed2342065bbf 104070¢c3942494a5257607798a0af b6c3c6cbd9eaf 1f
2f £ 070d233637454762767b839294a6d612282f 3e3f 496d939balb6bbd2dae5be
beeef 101f 232d6e97c2c4df f 3f 40000000000000000000000000017263843 }

}

The following is a self-signed certificate for the M-DSA-65 public
key in the previous section. The textual encoding [ RFC7468] is
followed by the so-called "pretty print"; the certificates are the
sare.

----- BEG N CERTI FI CATE- - - - -

M | Vj TCCCl qgAwl BAgl UFZ/ +by L9XMQs Uk32/ VA400N44804wCwYJ Yl ZI AWUDBAMS
MCI x DTALBgNVBAOTBE! FVEYX ETAPBgNVBAMI CEXBTVBTI FAHVBAXDTI wivDl wivz AO
Mz | x MFOXDTQMVDEY OTAOMz | x MFowl | ENVAS GA1UEChMESUVUR] ERVASGALUEAXM
TEFNUFMyVOcwggey MAs GCWCGSAFI AWQDEg OCB6EASCg9k Ze OVes 93bi wRz SCOr i K
X2JZSf 2PVKVh5pa9TCf QA2j bsu3wHnZQ' YG+Hqi Tal zm gLVHFI Y+LvG506J7nf S
wDl JVNVYEsr HI p/ x1ur wOSi 9UVES j Y] YR3Nsf eJzDVI 45UEHExYJel Z3Eb9VOal/



XMNQM 5XK68AuL7Fsz+ol Ao2Zr Emuu3WIf dzhEc2r Yv/ zzqi 61 | PREW8XFoecm
3mP63Sr wir EZF3+) 2XG 2Sdxc/ zI WedOW, C3wh1Zf b65Pnoy80HEM gL6egl Cl Of
KgRRVdbI r hU2f k6wA7] 994UQcZSXCOF n/ 8JAj 6vRRBNKoSkWHhulGcaRNwoOnnHul
Xf aenoVh9hgApyazubhl / t nB7nKo4XoZx AgUTOs pr +9wivt O FcVEL s n0l SRai P
GX4WJ Ss DEVN2WsaH5 b PpNMUI WinKebpz Or OZ1zUQ7/ r Rnl GAR@LgPzhAS/ Zj SYK
dKgqE/ ri SaAGscNPWsCAgvJj eCl vs28i g8JD8P/ r XxuOFKCnDVXj 1ApW svI i uHw
Bsogt MN7gKOFFyd7f 20r xzvLt | Ki wUPi WIFObR6gOMKk Pg3aYYKt vO9uOXV2dCJI X
hZvyLzpBf s8f nYkxel5TnVh68WieEXPgRRT/ pkuos/ 8r gyHAgRyz+wW sj 2ROcKS4
C +/ 7mBKU3N5CR605s XHTT wCg2Zr QvB5CHACggShNr 9dgVaQt 5] TSQOL2wwR4 DRF
54R8t Qacdc8or GAcd5nZWCEN28si bl Gv758d5Hs HOHPWD/ | OVr 7e CFCC500pi yzU
j 0swkxVf Ny PpgHG 4VWAHj LAhJ Gyopi HHQMLI Jpdbt gmeYgqOpXw22XGi | f S509
j L84Svgar JXi syl OBHi ayDchpdwEVZ+W OHYoFNRb+7uvFJObr ar KBngk Ghx DYNf
AR+MVGWHKEt MD1c3/ sr | xBQF pL8niTr j F9gX9PMIza8PZ+222Q W2CDhJ+VOyRt f +
22/ bZ2e YUKW QESkFH+3z09q7d0Fr 7S4NJaNH+i AFJYNzI 2Ul j ZSbhKkeNaeX75p
cDELM wGhFAYz8eyqOMKEG6axr HuwLMy 7 PZEaw EQaGE/ vgKb/ c4Cz1zTi VDt csg5
RO37x1YVr 4f 4ZNBR88VUVs VBKGOKDAbR2r Vi vf 8Fcbj TwbF7vTAI gLul 6Zgj nbX6
kbf WQM POYs 6280wnD7 TWSt Nnvf Ul 2/ QD1DZi qUBI 1r EFycg932WFy ZymAz +j / el
pwJ4Pt wr oxsi WQFaES/ HOG pwv| GQDKALTDvZ4t M 5i 8EW W 3gaf Bi 6A7elj 9B1
FAMRUENTYUWv noH50QWB1 Df HSX YdTQI BZ6vwoeFz NOxwHZI vt wDpc O4r UbQZNWEE9
Vz dHKf x OKVNi 4qUZEgRTBCi 8FSKvoo/ 1/ hZVAWTKW8] Cet DgxqOd1N8ol Wwis4zJ
NoLQ' kAr vV6COpxGTkTr XTe0Oj 8Vo3+DVbo4WIuoF5RNVKPGSI Cc+g2ewl VW2 7gVAW
ud5Vk T8l A5x CNRxZ5VFd1a+0CJoV5i Xo9t 7nOThs Rkl 9ei Yyi HINSYGn3pYpt Bt E
JBQ | 4+4MKkI | 797DxuDeCox XBj 89z WkHA3PAI JHgKcvHz Glkg7i | kl Gs6CGgnt Rsc
LP5uKt GNI 842+8VupC+ul +anr BFlI ZEeMNmBx 67Hns RqQnBP1Zdb3x9J 3HAAK2PB
c5qdJj +61Ac/ ap9sKar 0t MW oQOgz/ pd7r LQYso8I VI TYAJr 58UMTOpEJ 0! | gE
1nDGSHcyy CAseVRAZHt Opx1i f AhgdMyj VKQF CHezj xnedOr SCVyNpTsGni HHaulLS
AHAWE Z7UAI DTNPf alun1pZk ECcr wg6l bgz8Cr RCgj Bpt Dy YMAHKFV Uov R3A6WI9G
Uof SU7GKwi UUMN @ 1ZoFLEPh6KT1vGZ080OVNZDQWSaLT1DV+ zvu/ | 3vQwouAGC
1mAKQF FPEL+71 buhKr Ygqi OMWWGhr TqgkBeZAi Ghay/ or XbEqRSO75qGo2Naaqd7
wdz 7b7pZp339qbdTDc DKhkj | 2XNzj gG6uPCLSQX0SqRKYCQQz Zd SAmXy 8] Hys1
4V6y+gTSvZTVp3q68eDh YQEKMCHIbRuUQYi yvAUS/ aD6kj 2t 1sRcUwHQ | NnMmAL
qy4Q@LpSD2ub61WSl wIXi e9s| D30g4TKWOIXgZVMOcZJy UPr 4X31wf eq4Kj +EnxHAY
W 1NZI oNAI t g9ej NMb5pqSI t Tz/ SXt hvl h5Lk/ Zf WBMAITNI S51 1dQwwe HVQX YU2
0QMExxaWr5KVx VW BJTSux2YHYe67n640kcdOW uASVat VX3e9zzxI r ci f gmHDv
Cd3+x51r kxmrh5t SBddr 96ul r PM6+1nRf 8VOaDg9a+Wjj pt n2l Pc3gCLspSAVWCVR
Ms3M5ZW 281 eUnl YgM t ALLHnwOk O7 2Ex MB9x s UpAF4ef Nmj SacW j VWrEXeqBi W
j VaRRmyWbk4gv2JBcZi vxOgcKN137UAol yOYt S+96GvI TOdbk BZx DOKqvBGga026
Yy@QHsFs82XKPy1TgTl | ppOg+T55xGy| 1labco9KMpQr Ri 9E/ yl UFndnxhf ef nEcZak
6BshBLxGCgUeAvLoRE+] @ BAMAAGALUd DWEB/ WQEAW Bhj APBgNVHRVBAf 8EBTAD
AQH MBOGALUd DgQABBQLBWPj z TNGFJy Mnr zy Onp OV ACS] ALBgl ghkgBZQVEAXI D
0gzuABGBaG pDGaTS9ux0Zx TpgXc M-Nf 9t zI ZpskKEr pMXbaV8eRhwK1+knGW7 5H
XVSS2df uo5FCaBnpJpgll PQOI Ct N/ Lul qD3MD10O+evbv3WYJch606zk UALRH5Xg9
NKps3f GN\r f +wyuC yJIn+D/ Y75gWM25S7j Xr sudvu2TNgl zkyzYehJdx6zu3B70QJ
Ovf BCLt hj dBepj @B3aA5bAgJol MDd3UUIwt Dde YP+WOF 6qRg3CaYEi gg/ hf Bb5sY
n6Vs6! Y81 COj Hve05b2i guECEKeZGXf XxSFOW t | gyhPoRx6PvI uyuVl 14a43t t SP
ZATgALqoA6nUi f cgr +RpWWENQBMTJI c6EnMXXx B+HOWg/ Zf Vimk 7i xgTgOrBkl1 zcHv
r 06y Qkbyr DAhOXsYN7eabJvuZl pFTPyxf G8kwBU / 8Vr p5hl 8z9F1f JU3J8bQUha
Xmir HU+gMBONVr nUHYuf cLpJkhi uf VW uXt HsmyvZnmBN6nk OCDCk JwlUop91d0OPde
2dBHOKcb2L1l W Ky4N43nt 9nt | dr 4s0Li el b1 XDFMreJmvpv6/ mblno7V@koXf +
zl r beYOnMay QMopV2XABHEYYJ 2i aFr An9bcyd CFCsyPRchJ7sO6Ff SFI SEw6ak
D3hTCWySaPYk4THepKBi 73/ PdKcy VXEZLXFTT1wPv+Pac RE4r gPl f pWe+61 Ot sZW
8AGHFqzLE1Ag87H 5WAXMIPCOR/ 471 ns Q+HVWEf MGt t 1k CuWgf AQOK QNy K5ogLkK
f 1KBYF61 e5Ay 2vw6cKZA HSmAy nws kggz uPOGAgEUdbomShul LH Xut 8Yf ROgNH
592vz A6l r 7THW6NpCM H3SJ3+9ST1WDS1KS9HN6gPh8q2Vps67Ezg8BnEsJ2w2(X 1
W FSXI Nt wWGZSLLZVcZbk6! Rsvg5E19egMrUoznt621r dZEOQUS56n24 Xy WDP30VJr C
y9/ nvmVPes| 05+Sa00Zy P QYf 8nj qckUbS8+z1xFX4s+aJB3bk+AChJBS2EnJU M
Pi 2vvQ60nU+euOLXxRBBi z Mk Shi WJoAsM 1Gk7OVRWJOndNPsr VWNi h4FOLLsxhBlI
DBa/ 7+Kk9X9XqvMaTP+RJU2Z6r 0Xhz/ 0QUDSH1aef mRAYCgnv/ f Ul j 8SsMxnr b
ocar CvVc0BbJLMPr Q7 1SPsVz ZCqHwMVE+aLDM TE6Mgj 4uR8f ei | TgK8ntl cUgLQL
Csj AM xT2B3RGVUSx4W21q0FYPy 4L9NCy KM FOg8+3ChnCg5u6XYKncSH t yoEES
XVDgEKgx ONy 5huCYPpDo087Ke1AGy6Br 6\ WImDGMmn X0l zy QNVEJ| aOZaCCKUgi t f u
d+DvAD3+bzk6WIwsj 7OMUEeqo5NBUX MR/ eWTJRBNVT97f +6SnG d+UBI i Vi 6V/ Sx
CeTWOMI j Kd9l Mar 8uT/ WyvByUCevHz EAe5Yi LMezPS8hw7l u4XRhe+3uD5Js X
854zVKOr r aChl1t 0sZH xdNO+656ht Ko4dCOhCGhgplt Wiv VWS VEC X233y qSnNOvj
+/ 01 91 Uf S7YOYr CQHt bds+gLI L8ZhpBhdczd/ HLwf uShBdvj wRRmNgl G5 KF9GLx
qAXLr 9Z1 uooPKD®I WD3RRDSUXcBCIcPh1FQ4JVZDgxc2vnr aC9i kS7i Bdnr cFbM



ASj TvoHNuo5j 42agca8dSt xXWAWKOgNd1Ld+] t LA2GaBi 1EK+nf +f +37xC46xZ/ B
9/ KWKTOHYHF5SWxZ7252ZZLSKykJdOzi Ul deYMyZ4Yo6v08SUS1/ 225z AXQMTZ6
j 88YJBsuX8ari qi CKOTF+l HavSK7Rj saN+McvJOKRE6RZWOi BeMnaj evl YT1HxZP
Kf vVQVW yhrmevOoy03ZhQP07z ORuoXgXG dypQNY2RS+g7WHHaFyeFzZAbYFEL
MBEi bh16apEt POXgl DKWIT LNdU6ws0T5y mHNgr AZLt g308RhQKTCFR7/ yYnl bcvh
9MApe0Z8/ aNFEU3j bmTFBRZGYX7t f gJMHgYAaVW61 2u271 x/ bcsLDN+K1hwK1QrH
| zpxaAAeSh6f Og7DDcmlahEux MZX/ mv7 SA8a8L Qv YMkOKTeuex HW6B+hSi pLUReK
bM YSwWYS2gMI Lkl +TFP7nY4KvPGaKi | | bFDHMIRKHIj S2B+r Ui VaDgqCVZWFr Z8De
EG GYTbOdnr TOI t "VRypQyi 36Py UybAr 39Ry 7XDdQQIwd XChg/ gqr L8 MQOhXgGAV
WD3VGVe J AaQHHgEMBNVENKXt uDl 62S71zn03EK082x3F7ManYf DaHFShb1UCRxI C2
SPr AAn8i H31snill 3CD+5HJEBv3xzeY+d/ TKL2z1395SOMNNEWMWII 2t y YwkueRdc
40LEom p9vnRgj Zi VénAngaac87vdz(Q Gx2uOhLW R+77t f L2P9q9BAd28yCTAi e
i +Ocgj BGDooi sl 9gx AXRFMkgNJIt Esoe0Fk37az3MBPQo9j W Pl Kf GKn/ n8/ Yc AHk
f 52301 i WK/ BenYLJPFf WCd XV\BOx XOECnPz Knt ++i OHj pAeNi GJUBOBvj hHn80GBx
ONb+XmvygNuz OkS6Xt cPj t 5SbzbQBFFXnxi gbWbF9qPf gg281 397cQDl 4ysGm60+e
hf 71 Sqf CFUhKENkkpPcUF2eSByni 3VLLndwsWscUk3Ey4kmi ouvLk5opVdf Jr uyR
| buzMrqThXRZMydxi cwEonZZaGz WBFmAMFFRB0oXJ9Nap+1Qgl MbugHVSBWR27r P
7ph5i PO3E9L4I r 78xUXPl bEq8sB2u/ 51 uvS+j | u01Rj k1U+hl BLML6uOTNTHX8RU
A yQas+bO@r hvi k2bPaybLzWEhYuDpBai Oyn7aW ZHd5hRnZr obo3WeVBnnW +p
bj n3bKl uMnEt nXI 40 OP5TVAGUKPOk2eab5PRhNHRvdzg7Zn4DZct A37w+pxwr / TC
hXAa2eyUnxhr xv8HU9Fr F8onTRyyW8s4Hrc+W/g16VXQ 1bEOVWKK1Ct RUKQai NCB
Ha6UYRczREG FYwk YIRMAoQw\SugeJ G3yaPT7ez YSDQEZBAVr 6j 3RzgNsf OMVK/ q
VDPQA6g/ D99DI B6D9ghUFSgai / 1Rvo5eaVs 7B9X7c0+qK8HOz us YCDFdA5f r 9b+7W
9j 0Z054bGu4uAW+7vh7pg8j qOG+L3bMkt h8b/ 7ZsLf kkYCt | gP2VF OL8qwW&z OFL
X6k9anNFgd5! p52e5KvReNCHSKuHp7zr zk/ WVzU81ZLJYHCv4P3RHXx St QHMdagn
gxt PEXgX9ORWF2aw8nf 9XbXar Hr kHOky hwi +t F7dLx VDPVREJKnLy/ j gf SaJPl1aP
0es4QSdF5CEBha70i xy00ej gGx5z3HoGEmal AOGUTh/ aTQPR8ONCzccP6r gERWS
6Sl +TznKi 6nbbrj ReyDQ' 9TnMBGLA] 3TOf i U9h2hXIQnD3vuRwW 5H8TKkRDK4804C
M1z KH pnAW 9UnQ / 066Pz4g0XEX/ j g8wWPKHvnMyd6QbSud5Y1lswOgcnper hhkVN
+mJqTkSuj j Fr 7TEMdk Us GLSKOBe TVS9I Sb6i u7bLa2r Cha9l / zPl 1Fp7W HqgANnOW
xgcl 3QIHVKkvxqi j DI r ShYl S2bcn8xYL6e1PNxf JCax Ef DIHkQaYDi gRZpkuMI2Z
5+uYPCt X6+6bpl r mLBQZFxR/ YgFLI F5t 5rt HadL3DC OWvTOt Chv (Y aoeQoj gSa
rYr nbGzvC EOSF1PPsn/ qsFY0s8f pj pVOWU+E3qi 59V6LVZBANEYN8x8qTsdyeZ
+Z+d7LbnsPi r vSFU+r / ZUCTP8Rzd2ej HBak GoUepeXgqUXHdqi 86j vgoTds8vHUg
7E30G BHANMYy94VaNx6CO8HI Eht Y6zg2X181 kRvwUhO9dLI UZqYNAgC5n/ 8NQr xRqi
i YORxJ9UObt ef 5YI NsNNoXnmL4t XvJ9es MNTMFR5bHLI FWsdpf Hd2TCz AZKx RPeGr
UKQLAKFmXf vermwl 8t V7 YXNTi t Pt Bb+50si JI X8GB®@1ei pxNyt xK/ qoVgvvfjytS
f4Bi OXC/ | 1IEAXxQA6UWTVGXKLTt RHyeg3vGHgX5r aRK2Ny 61 XDJj 0sc YE79q83TAc
UVKH6mMIODO4Edb/ ut +2n5xL5VDde/ r XI znt bCYTwxa4BbJmyj wQC KVzDeknXdM
XSVOEUW3OKkBCl Qo7bi Po7108y5kedl | 6HEpx 7sWI37nNOoj 4AFdnvV 9wz EJChl 6p
KOo4Bpf j let TFQAcUBE3weyVDORG 7W SBHAEFhFCOf gf galCHD8DHbwDdsa+dhl j
IMORCP7dEUPRj t 5Q 5m m qQwWYFf CHI +ap6VYsr hpzW 3gPi BEENRsbTUEWNZM n
+BHAUnmFmQY7 SGZy e HuDv FNz dNI AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAYNDX Ve
| A==

----- END CERTI FI CATE- - - - -

SEQUENCE {
SEQUENCE {
[0] {
I NTEGER { 2 }

}
I NTEGER { ‘' 159ff e6f 22f d5cc42c524df 6f d5e28d0de38f 34e* }
SEQUENCE {

OBJECT_| DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }
}

}
SET {

SEQUENCE ({
# comonNane



OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}

SEQUENCE {
UTCTi me { "200203043210Z" }
UTCTi me { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {

SEQUENCE ({
# comonNane
OBJECT IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}

BIT STRING { ‘00" ‘48683d91978e31eb3dddb8b0473482d2b88a5f 6
25949f d8f 58a561e696bd4c27d05b38dbb2edf 01e664ef d81belea893688ce68
aa2d51c5958f 8bbcbeb4e89ee67d2c0320954d57212cac7229f f 1d6eaf 03928b
d51511f 8d88d847736¢c7de2730d5978e5410713160978867711bf 5539a0bf c4c
350c2be572baf Oee2e2f bl6ccf ea08028d99ac49aebb75937ddcelllcdab62f f
f 3cea8ba2233d1e56f bcbchale726de63f add2af 016b119177f a3d971a2d9277
173f ce55b67745af 0b7¢c21d597dbeb93e6a32f 341c49a5a8be9e825088d1f 2aa
45155d6¢c8ael15367e4eb003b8f df 7851071949739f 9f f f 09023eaf 45104d2a84
a45906eed4671a44dc28d27987bb55df 69e9e8561f 61a80a72699503865f ed9b
7ee72a8e17a19c408144f 4b29af ef 7031c3a6d8571610b42c9f 421245a88f 197
e16812b031159b65b9687e5b3e934c5225ae98a79ba73d2b399d73510ef f ad19
e53b8450f 0ba8f cel012f d98d260a74aaaal3f ae249a006b1c34f 5ba0b882f 26
378222f b36f 2283¢c243f Of f eb5f 1bb414a0a70d55e3d40a56b6chc88aelf 03b7
b2882d98deea28e145c9dedf d8eaf 1cef 2ed94a8b050f 8964f 46d1ea0d0c2a43
e0dda6182adbf 4f 6ed175b6742257859bf 22f 3a417ecf 1f 9d89317b5e539d587
af 16b9e1313e04514f f a64ba8b3f f 2b8321f 8811cb3f b022c8f 644e70a4b80a?2
f bf ee604abb7379091ea8e6c5¢c74df c0283666b40c0793870028204a136bf 5da
9568eb798d349038bdb0c11e03445e7847cb5069c75cf 28ac601¢c7799d958210
ddbcb226e51af ef 9f 1de47b073873d6d3f 97456bede085082e74a298b2cd48f 4
b3093155f 366¢c8f a601c6af 858df a32c08491b2a29887f 90335949a5d6edaab?
9882a3a95d6bf 6d970a221f 4b9d3d8cbf 384af 8laac95e2b3294e04789ac8372
7a5dc04559f 96af 41d8a053516f eeeebc52746eb6ab2819e09108710d835f 011
f a63065872ad334d5cdf f b2b2310507e92f c993ae317da97f 4f 309cdaf Of 67ed
99d90215576083849f 953b246d7f edb3f db67679850a5ad404e64147f b7cf 4f 6
aeddd05af b4b834968d1f e88014960dce5d942236526e12a478d69e5f be69703
10b308c06845018cf c7b2ab430al3a6blac7bb02cccbb3d911ac2f 11068613f b
e029bf dce02cf 5¢d38950ed72c83944edf bc75615af 87f 864c051f 3c55456¢c54
12863a40c06d1dab562bdf f 0571b8d3¢c3917bbd300880bba5e998239b95f a91b
7d6416d4f 398b3adbcd30983ed3592b4d9ef 7d4236f dOOf 50d98aa53a235ac41
72720f 77d96172672980cf e8f f 7a5a702783edc2ba31b2259015a112f c7f 468a
9c2f 9464039002d30ef 678b4cb798bc116216bf 7a9a7¢c18ba03b7b58f d07515d
3115049d3614be7a07e744300750df 1d2¢c58753389059eaf c3d785ccdd31c076
48bedc03a5¢c3b8ad46d064d59¢c13d57374729f c4e295362e2a5191204530428b
cl522af a28f f 5f e1655e304cabbc8c27ad0e0c6a39dd4df 28956¢c14b38cc9368
2cef e402bbd5e82d29c464e44eb5d37b48f c568df eOcc6e8elbbaeal5e513559
0f 19294e73e8367b0216dbb815030b9de55913f 08039c42351c59e5515dd5af 8
e089al15e625e8f 6dee639386c46497d7a263288774de581a7de9629b41b44241



41f 978f b8331208ef dec3c6e0de39bc57063f 3dcd6¢c470373c08891ea29cbc7c
c6d6483b8889083ace86aa7b51blc2cf e6e2adl18d97ce36f bc56ead2f ae97e6a
7ac114864478c366df 1ebble7b11a9098504f d5975bdf 1f 49dc70002b63¢c1739
a9d263f bad4073f 6a9f 6¢c2b8af 4b4c332a103a0cf f abdeeb2d062ca3c215f d36
0026be7c5164f 4a4424ef 74948804d66f 46487732c8202¢c795478647b4ea71d6
27c086024cca354a41f 0877b38f 19b3774ad2095c8da53b069e21c76ae2d2007
e16719ed40080d334f 7da52e9f 5a5990439caf 083a95b833f 02ad10a08c1a6d0
f 260c007285bd4a2f 47703a5aef 465287d253b18ac22514316210f f 566814b10
f 872293d6f 199d3¢3959990d0c1268b4f 50d5f 9f cef bbf 237bd0c28b80182d66
59741f 14f 10bf bb21bbal2ab620aa2396f 56c0686b4ea9017990224216b2f e8a
d76c4a9148eef 9a86a3635a6aa77bcldcf b6f ba59a77df da9b7530dc0ca8648c¢c
8d973738e01bab8f 08b4905e84aa4641bd602410cd97520265f 2f 231f 2b35e15
eb2f a04d2bd94d5a77abaf 1e0e161010a990087f 5b46ea988b2bc0512f daOf a9
23dadd6c45¢c5301d09483673265b5ab2e10f 4ba520f 6bbad564a5c3d5e27bdb0
80f 7d20e13296a3181954¢c39¢c649¢c943ebel7df 5c1f 7aae0a8f e126c477585a5
d4d648a0d008b6af 5e8cd31be69a9296d4f 3f d25ed86f 221e4b93f 65f 5929967
533624b9235750¢c30707550b58536d109a7131c5a5bbe4a5715567¢c12534aec?
660761eebb9f ae2891c774589b80e566ad557ddef 7367196b7227ea9870ef 09d
df ec79d6b9319a6879b5205d76bf 7aba5acf 33af b59d17f c54e68383d6be5a08
e9b66da53dcde008bb294b8582bd132cdcc49959f dbc21e52721880c8ad0352¢
79f 03a43bbd84c4cdf dc6c529005ele7cd9a349a7168a35569bas5dea818968d5
a91466bd6e64e20bf 62417198af c4e81¢c28dd77ed4028232398b52f bhde86bc84
f 475b9016710ce2aabcl1a06b4dbac90lecl6cf 365ca3f 2d53813948a693a0f 9
3e79c46ca5d5a6dca3d28cab50ad18bd13f ca55059dd9b185f 79f 9c47196a4e81
b2104bc460a051e02f 2e8444f* }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_I DENTI FIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRI NG {
BI T_STRING { b'1000011" }

}

}
SEQUENCE {
# basi cConstraints
OBJECT IDENTIFIER { 2.5.29.19 }
BOOLEAN { TRUE }
OCTET_STRI NG {
SEQUENCE ({
BOOLEAN { TRUE }
}
}

}
SEQUENCE {
# subj ect Keyl dentifier
OBJECT_I DENTI FIER { 2.5.29.14 }
OCTET_STRI NG {
OCTET_STRING { ‘ 1b0563e3cd3346149c8c9ebcf 23b0a4e5a90

}

Oeea' }

}
}
}
}
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}

BIT STRING { ‘00° ‘11816868a90c66934bdbb1d19c53a6a5dc30535ff 6d
cc8669b24284ae9310e9a57¢7918702b5f a49c633be475d5492d9d7eea391426
819a9269ab594f 434942b4df cbba5a83dccd353be7af 6ef dd6609721e8ee7391
400b447e5783d34aa6cddf 18dadf f bOcae0a3c899f eOf f 63be605a9336e52ee3
5ebb2ee2f bb64cdaabced4chb361e849c7aceedclef 4409d2f 7¢108bb618dd05ea
63437dda0396c0809a08303777514270b4375e60f f 9639f eaa46adc269812282



af el7c16f 9b189ba312ea563c2020e31ef 7b4e5bda282e1021247991977f 1485
d30f ed220cal3e8471e8f bc8bb2b95235elae37b6d48f cc04eal0baa803a9d48
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}

The following is a self-signed certificate for the M-DSA-87 public
key in the previous section. The textual encoding [ RFC7468] is
followed by the so-called "pretty print"; the certificates are the
samne.

----- BEG N CERTI FI CATE- - - - -

M | dMz CCOmggAW BAgl UFZ/ +by L9XME Uk 32/ VA00N44804WCwYJ Y1 ZI AWUDBAMT
MCl x DTALBgNVBAOTBEI FVEYx ETAPBgNVBAMICEXBTVBTI FdHVB4XDTI wivDl wivie AO
Mz | x Mo XDTQMVDEY OTAOMz | x MFowl j ENVAs GA1UEChMESWVUR] ERMAS GALUEAXM
TEFNUFMyVOcwggoy MAs GCOWCGSAFI AWQDEWOCCH EAl 5K87C8kManggvz PPCIf 9nXn
cder GkCWMN6Q7JcSSnQzl 7nBl at k12f EM W | e/ +GPhuRqQ | SXEZ+BI t ynn/ E
ORXn5I 2hi WLf 4RnxDc3e9i yzB5VAdLQ NuUoNt 5h2pCf j Tf gaKyBBvg+GQcGea9g
CFNx1 PcHk 7] gnMDnb7e0yaXHGhxg8kRRuUh6TPbG 7hbH Vny GzObgwWFCgQq+7E/
HO1bn0g1+dh9/ CGsW.Q70p/ 3Ey6FOPNHI e7SW aFsyHZL ZWhf j uMBy/ / ppOBXSCh9
8i Wnk7r d3Q2Lo+F+bVr VI | FVRhE+9i YBqSsNpvt LSVhAPal pqleCnCYJt xESeke
I 8VQbn) Ye9aMrcS95vEsxhoYcqFpLgxf n+UPRuUKMzqj r nzhaOQNYBj 54E2v Vy XH
8ak/ r RpaJ7Z4l bOkmgkWhd4gr zLI t +Jox/ | od9DI UAETVK8Kj xuCZPpuvl o0OnYr s
r ROVWKZzPL9nHUFus4s7TghJ2unmHue OL+XKW2f N1Fi pNUAWSqu7q/ VgG MV snbqD
t RLC TFn8eD5CFXVxmMUIshAmMXcH TsRLQ7p8+a7xGLRNgJEs51FmpmJeEVer 5J1 p
pwYs CZM cav SKT929+/ DI VupeAADf | j kcL27t DwbBDnq95x 2Tt Eqsnv6f vhUYdM
+ypky+40zEwP53de XYCPHALI suPFAEy ZXyTJt 3nLdTonf bx/ UJet r wspW hKdt R
IwdA8x5j | 2t QxzEul 5f Xj Fsawkpf o0f MkWAKg/ XDt nXNMLgeP6ELKOROBz!| 1cczp
i yj aUduQvr xyj FsLEYH +90Ht MeasaX+/ s43Fnr 3ct 2t FO MOYLaW nQes XPs Yx
UJEXACej q172ghKcuFhXJ7k1i i hQHXE6CVPXx2z FxQob5t k CAE68GBF11WS/ At 91H
xz7Zx1sR6df Gn3yt / DKAqQYsUnPEO+HDT4dEI GTOp7XJf Wy9ZvV8l OEZTulxPgk
WHgLi UAoQ+ZFt r kmmi vZi N2ssDMyj / s GBBFD33wgAU+aWry Ueh170wy z8WShAlpg2
mXgazecU12VJInms| LO8JyTFi szsNn3MHpOgqUhBEN 7Wbh47j 6r vUXWeyWEZ9JZG
i 1K6/ 9v62T7vGogYt eQuxyJ4i j 2NNSn8d30r pXCAHf r gHsi DAON8H7ngNVcnZF7h
BGW kV9q6C2t T7awNWh GUY/ 8g0FVW7 T+ba+nel pcz 1PHOghJ2NRPf ¢ 9y dUswAbf f
t Ee7TvSAdGnGPYXG7zi AJUODOKIMEGs VG 6HHVZz kI z@ZI Cps MyXLaHF8 ThbUSCDq Y4
PAj zs4TPI zj ni cUT9hj MVpSnBMZhBFEeHt f F8j oev9i g24QkVTIAFV2/ Yi gxsMZD
OcVRt vP3qYOpuFwt 4Fpl +mFe7hZIVWBkHN2chFbU+kc XZACG) PPxqTl ToVPeU7RAhO



nM 2t zZpQOSba7+uy13ql r W bkv MMmad8WOXFcx YI6LPt y 3RpR6 S+CWZOnQCK+f p
62BUZURXCUOWk08gl V571 i r FalG vsj YvbaYOXm461 bRLXRUYypf @t Rl f UelqJD
UM XR+Ht 61 QOSOPpFHBUzpJ4c8kNs5TYal j gf f 8XdZPVW54VI wi gSusDvi OG z4k
B4vQKLFon14Uf J9FLI zr AuxZzJ220gNXbO6v6YI 5A] i X2gl 2YwpTwN5/ QloZhpeS
+r Nue55j V2Dwk GnnQy 5SwADW KgKHn/ 8KHhvs Ui BHGT2U613x 79U+6hFEyni UCFL1
7JcnkEs2bt 5PXi 0zH61f woLgLEf pl xQhccPddahzVOh975n1 8Y6dnt Yj wXXXKI j F
HALAeoDVRxazw8K9vi 6f Cpubrr 601Sk2h2Q3cAQ ku9d 7AV5f m Hxat si PGm E
| bOFORT0194qgwkHEDovt / Of 3Yt 3L6gk QBPj THoUJXI EFSZSt OChj RLqWBAgQ Asq
0d51 z63gAs YuVkngcxgzg0S8Fj bf Fr 9gf VaFXl bWhAA8cY5Lr Z5aCZl 5/ N3uscSn
d2zTej QXyw4YTi nvmBDodHWsZj vgngCr Vi 63wPcWK5aanDJBQZj MBb/ yosj W aQU
70dnKSdmVonpThl h667FYVy8Gni VxoUayWFDL/ ERj UYHOYy 753HM UTM75LTQAwW3e
p4TsqL5H50GHnBI j HCRwpS703BOk82M 1DTXh8Fw 3t Bf f Wy4dDd5Qa7cdbw Bf s
cOOWPNWZZcs2nT9j OMRy5Q0J1 6xsZv3x0+ZFnMER8PX5TONp289da4dj | zg4oLrL
f GONGy ZQp DCMD XGEhVENDdpnKn7 YWb 14wob 7V Sr PSFIdSgEXGMTLI pCr y +YAs U7
e7i +KOeP4LXORf u3oa8alyi 02Ut 4k OPI guCby Y6f Ct dgJb8NOVACTOc UG Jr PXzu
QUOgTRALpUORLf 5YvMnT Xet Lowcqs8y RZAUt 7Tk QAbHvgKOXKI | / uONI t XcSG n9
i KLGDCHol de2r LR6WI eQWr Olcl j uP5t 5eGOnS5Yk67+u3quf / GhRi YOLXECk5Uo
I TOAJaOOx5qr y GGy Xr x Qrk ZOWTKqgr Lf gFGBU79Ec/ KOIMak93WhFs4y XgpDVk00nX
I LzxNOUK/ EUEb8CGh+DgdMpd3pwhOSq2uc SLA wBZMFKOs 8f 38RKbNy i Ho3EVW ui

AaJcvx3LZOf N7gks MUH7VWD+P@YLocOv4sr Rl Al GBE7] 2Vpdzxnc4WenkK3f cun
r P/ ZX9RFLi OCgodN+Hal VHgZY1Ao0ll r J6yf gSncbPBkN3Ji S1n09CGEj Df Rxyi YI f D
| ClcZof f YI KDWTW +Hy3Yr DDsdDdpKZTOWM-8be4KS4l TAFNCQ t hXx EwYCcaUnK
ZOP62QRITRyK27hVO8uFJ1V10TeSI cCTghRFDHAYNUOFsdKuf MkLy2z/ 7Eqj WEH
+gl plvY30OM zbTkys72wTBndZOr df 5SPDxWIDWKHI Hc8cnDHI s GVo+XVEWX3BVpj F
yzi YOpr 8Qng/ gnc6UsnYJgaQvp4xVqpbwvCd6j 9pWHaVzW xcr qD5gbYp9a767vN
o2cnMZg/ i bx YMIwW3wW PFxWksxpf zyy COXbr biwl|l SESsL2JpAf 4Vnbk9/ Udz2P5z

Vi UEbB/ | Vt GAJ2KEDr xy 15i L3nXLynDTGdMs4MvCU7sq1FVy PuDHOHNS 5uZnmXFr K
MySBxTg5vCOWRZ7ATOEI zI e65qq7j | GFIp9VQLn/ F/ f 5Ki | wi0l ELZkN5q49yhVoq
9Hg84qYyBI 6vi eXLSoj evFA | RA6zOTxz/ GKz/ B6/ h61cWjh5At j EOW6CQul Xn6h/

UWgk8LSnbbW | yTZh4AY2t ZJwWTQk8xnFsl OLr GFPUj | XGCsi i hURi x7d+f j vR6s

WBoo/ 60At dNJ+KVHr Ydbl qj Csp EMKwEWT) +ROKVpMRHLIVWZ wANKI HW538gt nscgk
gcvohf eGrobl WHBI | i +LgQqXQHMyaz EhKuzgoOpgo0l wQDAOBgNVHQ@BBAF 8EBAMC
AYYWDWYDVROTAQH BAUWAWEB/ z AdBgNVHQAEFgQUI YhnULV8JINs/ wBLnHt 5Z2dTMVB
NOSWCWYJ Yl ZI AWUDBAMT A4l SFAAI eDIWKvx 71 OQPi 9nBi 0Zr 5Tj bzO2xNkR9J6d4
3J98f PM FHVbMPEWhJj Zi zr OPmedf X NYj xX4PYY9Tr uXu4HDyat Yvt uR87PSAHVt

kxXs9T6wDRgeBJIDsBwsl sxDA06WHF6dV2kxmk2hs4i kOJF93wSey gXgOuUgSF8SA
WEB7hE/ ZvPUt eNt 674M:2z2q0Oy CAYWVBAW DIM Knf dLk2vAlphOBubRH 9MHGzI |

gy 7SkA31j dMX2a/ ARe5b/ f bW Ftj | j k/ AGEqQnIqZLR23DBqgDol gOvS751 YUGBpR
/ 33bWUSHCHr 3hl O7LwWhJOzxki +2hBOApsR61Il h/ 81UPNnGFNI opvVt Na7n8Zab6r i

vl HEVcf 48Cs SJISNAndVPk Rx3Cht vPC2BXUhu83TE2i Bwrdwf z/ P1Wef FL1r GCk Qw
EOGYKgp+YoCQ pTI SdFr NvCYUKgWbTh6aT1ldpFi 2j 93i Phl r 857j dr Xr BQBR/ K+i

Ki sj MBU9YKi ZKrti Ai CSr uW+bB4HAr i nzl Tnf gwNpX4TzgpwoF5B3nxf RzVonee
bQVNpxZk/ ILWEQww bcf ZHs TRo6awt P7xvW GuOauCGOf 0DBI WoWPzv Q@ Ty C3ur 4
I yvLvz0j / L8C | RvaEq8M+rs5RA GEs6y YHi kv3YR5gBAt 63y4+r mL+/ b4MAKMELU
4sFt | cwh@BnVxDX9Uj ZaBr 5nyX4ACAAP423FAOL4RQVUAWS6qvHUNMRY I / 9af Q¢ ak
Q724j 86 AKDWPCOHDi SsAa9r Jj LI c5kBXni j t HLHv MK8WGz 2t | 8S9pYhbqUj S7mvN
yJBUQ1NEr T6p DEgWFf h8FDUxmZ6Sw2sj St 9gi CaPf APOTI 7qgKATCy QD) 31/ VbT
5vTasSPJLeaf 0i K591k/ ARkc/ YRv+w25A5gR6MyC2NBgMmMDENF Ox 7nXwC400pgR
j DNuJl TGnVLzz9k CEhZs9VNr Bn+f 1pQS6f Lmd YHLSH3He+NI Fhs/ HOwdl Awt E6i R
XxDr b5J5FH51 aR6sWUv2i f KUsj FJI 4zi i fezeYJQIlI gcNBnM UHLvHOsoWRGZer Aq
Z\Wv nzt 8n7BD+BG P+88Bf t aFwPOVNdu5vKbY9R+ef PMAMONOVFKSXCt CAK/ Y4ei M
7QMNI QUWChwf 0794 DMvYWExat 9Jql 8Jz SMFYH5r usNdt qs63f knbnBSc z nKg3xuWwW
D+Gd7i | JA69xJIUt e2EMNhi Et y2Z1XBVE944c XeZWhvPr wWuuokaa7YOZw/ DqCoVf cU
hnTKj 5¢ S3pARFNnJWINr 71 Jrt ThgT6t ETGAQEACYm+QAK0z0B3sJi syf Xwz76q9Z
aX+Z/ a6i 8AUCBA6GTY8KlaCf awmNu5Xdn8i V/ qVHhgNP5XX6G3f 61RDr 8z UY9+Xa3
OCDRsUnw3zhunj a9H5Ui FQRQa2t zz7T7WR2BI 1R+nY | 3ZsDr NFCh9axwCe2ge4H
i x9D6uf 61 dgmEHZYMBZdUYYRZ2TsBBj Yhz U2y 70MOLCAKMXI PxJUal bEOI r t Od

gwnt Rr 2r 4ZuDWH BOpt XweDr HXQJf 7SHr i +n9xK1PHlkeent ot pv7ct BzFB6t W
MOJI N7t i VaX3VAYZEvf R19L1v SRkFKoVEYDUOBOagJ YAdX6r S+hr | Wjol 92/ yZ4X
dd8l RTAG C4nc/ A+THYT2BcRYSCVI KJj rt dQ@d1zi j g/ j 93Hs8GNY x70vx65cf pU
6BsXi akzr @BPZpDVBq/ d4Nd6r sl mBoLr 17S8PI sQ N f 1r KNJGhP+08sc4Bf s8Pa
Zi qnl CUEZsxG f gbveJwOBj TThl f UOR) 0U7VQyvDr 9bej y4Tpf 0B3g+JG8s4d8QQ
DFBSuxqt 42E3CYMyPdpzmUy F485ulUz PMYPB++hhYn4zR14Azf +8RWaOYQU8L3+
auZWh9Sz|l awi19WzZGPVnj kD/ 2pHF5G6Pf uORU3x 2Bw+Nb CFz EzZw6 mDn9WZi ag8nmA
90gU236/ W6PKRgXgegczB/ KBIJwe3Ebs/ gUJf vayKU cxcquKgYxf | Fi YgCgqgzVo
NYp79pKI NC3I 6G 4ARGj sj xKHApKe7RqGaf ZI PQ evLY3qOKT82x/ | 73Ypw88RV



j 1 Tf og/ Dg2x+y XY30LYXY1HOX7Bs032t 4T7r JxXsj 5Rca/ 2Xdi WBN7 Gsunkq+VX

k0i 3Gyt ZSnCMZ7Nn4ki j yxG MUNDOB+CQUCh3by Lt WQBIONTR7AXdsm CI9QA/ r b7S
gO cTLbepYE/ [ xFTsMhwOxW DYp70OPBYz B/ Fv1xFDn3ot y HH WWh2+uwl.Fhku6nz
poVEELCBoebvLhNANy 3/ pu/ | A 5LTj RL/ ¢ YDAEOBt OB18Uf 0Gyb4wj FCOcr xJBZOR
apK+BpDvFKt DOcl Mit 7f dv/ nnj 00bYni84Q6h9h4f AnVnFN0zd9Fx6sZQvxzj A/ p
zt DBWIWK4ygVcoj TBe4ToFRV] pEYTMal | mM6uh1HRZI R/ G3eoaKCPRH+I ¢ +XADBY
Yf EV8n/ YY9f BmAGTBSCARgvunv| XbF7sr 3dbhV) miDgWANW VLeavv5yl OvyDG g
FsVUUzvf BNi ROMM t D804e/ zZSj j Ow+ssol / vi PnGgglf 8ewHdGgNav X5TMLV+MD
Az KcvDr HASAMazZ2y VQXDy hnKSy c NG55hx 3gt Su+t Br/ 73TC8AXY77InmDOYQC blLi

bsEG2r Sf y AVKOOUOEWCESi 9bnB3i Csk VPWWY VWBLuMXf peYs XcFOgX3JTr 6uTyf x
AcJRXxs QAh/ uwYLVRQ Zj nksAmJi D3oUx TgHyxnGXJP2H26E8t ol MWGRbKAr Yzi

0U7PODhTgP137Rz5h68Ks5sKt | Bt VYkMyZ2eFSg1lG Pt 0a@4ET0qg8cakr gwZgHOs
04E2zzLf Jot OLnHai X/ i / hw7zb6Ht NTSz5Ei r sbeoBt shs5KReXWP6DI vr | hLTKJ
7R1VFe/ 4P1EhZi pOHgacV3pY+aLU2@LlaynR2HEs p8vUnj g2wSOE@BniYr U2j y&q
| Xy CLwoDA+yf WEQWPMCOWss S/ Yh7ZG OTZFuPnHkHx A7 OvBy KDY NM78uBQ¥ GHsn
CvD+QOZpS+SxpGr4Bt 90T6pl j ZLIXEunFQeJzFr nv5+8NFa/ gb+gh5LXx@BJO4hXa
XOThHYZb+DAXzf g2t AFOM naKTB43f f FEI Ti 2pXxm CNAdy PhGs WUt TeV6c| HhOT
JATRQWPj | f sYgHkOXg+4U h2zB7bQpDi aEz DUxHoYCxxpXv TpsnoBFkXJ7409v(q3
I / SKGW r xvD5s080T9l wzZ5C 5] Oamdy8/ f MPj r cf ywJGNa3sVo/ p050ZTI zS+79q
ExOQRBDEenFOBt VK Zr PGCo7r Yh5uZTuLUWv1d0/ j @8/ 4/ Dgl | sMeGLeJeBkwpRz W

ol vVi j Xl zj NndkbGhOFQ yUi 7GIB0Z0&RwWOAz Q6ovnduf Pf KDRvVnFWE/ s4NuEQa
dnoW CnWjuQGNOf DevnHr hheLVB/ 5OFdVbr 9DTX8j X/ 1b+X6f LwudYMBGE3GL15Q
3sXNqQYplsgan+2r IXkBnNSd12v5l / VDvCNZQac BB5Jf 8JUVPs YQdy xf 1STI DCKN
gCeB6GTi | dl MaJb1Aoh7G0j B+j ur qVuJkl j kOl | LICVKOS4DgR316akU4B7Jj Yb
HspvzsTgbFBBZNnsEvi kSj W 7ycn009HI B91pwWWWKbKDI +V15Myd45r c CPQKEL U

L48ue4b98+Hr vnNLesuknTCKYVHBNS3i 4gsf 7QYNXmt+1j V8] soR9IX Tt nUZuS26 YE
5B zmWw8JvWK2hVRaAk YsOkxy8veYnL6Hs MUt pS7qF3Cq7Pf VaNCxvxr t PKj 1j z
M nmeCORt EE7bG r oR1DJi F3o0qRG&zl r W SCi Hgc+Rz/ 5aG QnKebQ MzTer 3qW SO
06f x6KPoz/ EChd78Kbr j nnUkk2SpU+x Sl xulgTqAs68l 78pDgApO0xGZGWhbcGzC
ZZVHi 11 PxXj qOhWEDpKCK3Fmy GEdRkr y6NGEpbyvHBZIW p+sWil mLTgt 87Qui W

H TOOPFS++aeHONoLYd 3gX4l ii xt e8QAyf kt Ps6A] hXYr Sr Hnl dp/ 9hczxBlwce
gZ7ETAMKFHQz DpemvCSNHA UG 640YDy Q gef JBI RpxBA9dr 23uFJMTi GRQIX+Je
6hcdi Nzi f Zb3ZJpxf ZQVugUTi 2onpoX7do91Vki E+j j Mr63ha5TbYt H52j zi | PPp
FzAYWMqf uez93vQF PULU94wCCu6zf NPGeHb W)/ 3oxi OOA] Ggck@& ¢t BGTADONO

pps M YRLU8uMeBI zCgP5PhVbhoH57f ui 3bs BHKE TPnKz TREXONLmAkI TI t y mNCD
5Bg8AI Vczwx ZWHPSXExz 2z BOMAKI WL4KYBbI eFpOg9WB7D6WIZ7X04M 2Xcv3zaB
i uO7SFwW41 D+xsBn74K2pCZVDKR8Q20t BXj FNz TRAZQIRShMbom W/ 5P+LUDYS |

ExDl XSHANLONt Epk6j 8WS3cJD711uXCtt LCoHeBWSr | enYHLWW% WG 7r dkRJIdi 01V
Hz CRvi EV6hI bl UCAMBhsVBa/ yMDgchOPvXCQVB07246ZywKaE14uOf bEKFcuYl 68
6Dx/ 0C3y HRaw+5PbgDz2Xr +X OAsbpYRxe2y2X+Yj at s2E9Si SEQyVN7I PIZ5r YTi

YJzUdf LZy5i gh9/ cxzql vg+seMakLj UbaYvcMRrcl aN6uwgl k1bx Sl hLVgLoKe7y0
Jb/ +@F PvGkDr dQTQRr ohPgCgc UORI QUs Q1 J4+5uC2zbTgM QCQBGY] | EWChM7 Jf

MNCcyVZFgkuo6l Psr z6/ MCi 6encL4wx| d00O68cEulLzV2JYPK9I WD3/ TBMVEHONS 7
CYT1DeuBOkZ7Bz5] RxSaHPS1MyKJ1j XVOj wnM_MDaKXOPM66 YVUOf w3y H2 EQRFBb
Zj gOvY7bqAW Y3xgkhCDC2NmMAqg1J 7Qe7nDy 0t 9M GoXHUhRSEI ke+sKcgP45Lke
T6Z+ow v6dn5QUI EAWsT khTYW hLw3FUOgBAEWRgGxbeY4nypsf JYQMKOj JxN5
CNOj ul 9I 7r EHUL8eTOUnhj kTxXnXa6N+eelL7f XmXLEi ePFSTUWKwDf UCqEi Kt UUBG
Oriffil InnEl e/ HXO5BILSt vl buKGnCYxTCQol 8vLi JGLahvGW hi Wst nB24q/ Gew
hM2yFZvl @B5¢c@Bpzj vgK2p6x0l sXPSKj puTg5r KbMogTwt xr R5k2Buf s/ 0BDGDHo
Ogf GSgnn6ykbGp9nHBT/ hRel GaMQZt ReIWsf 9¢BCsWQY742Ut JOFCYuzcL5uRgKRy
pYOrRYg2XEl C3YJDJo/ J9f 0z@Bvhf BNTnSQUHVgUCKkY1OUEUeTUHSL5I f r +cx+Jk
dr 9eaO7JInnKA/ ur s8Ff y02AAI Q2r ULt / hZsgnf WeDDgama1lNcp206y Xnb7t MeK5
sw at kq5YcV/ anZzgyxcq7es9hbyb87n6j 8RNPeKBPROO+FANRWSCQH nbr eda3Tas
8Ze69HL2NR8j 54AhThxpR6q72Zz4DPW3q YT nbcoX4r 7xb+HnJ GrqWkvgTP3AQEWBC
i zZLeOXEANYCOF2GHWg2G 31 w88PqvERzOT9/ RCI 5C Ga+d i 19j ] Fx2L7J5Ct

6RS+DPYSt r @7CGul r Mdt Gz 14x BDAWIURF KECXTLMA6AWBZ Aj YBj W52z QuZM_MXou
yqKOFJ&AJqf SWEJv+DvDvGdnCkx cBi Dz O6WDGWHFF65F8z 7wHKU7VMzJa3LW | f O
I I n7f epvuNy| +PK9UyvX0an7 R29bx Ny CTNI HQUVIv93W okJX7| HOaZXy Y7T4bM

ywOy MsWW0anz Dy h0y70CGhDgXi JS42y 2 XUOUH JGGEZbZI Epf NNNOPYc YvM ud ww
ZTI | 7t St k6k0At Z77t Hw2i u5730yoXl Tr Kxe72]1 AdDQ vXLTkdXXw+oxg+C078n
Zt 5] dDQQFMXYxyqganZgc5scGn3X4Q uXgZ0Qsl hPEr G t | C5/ XdAUr aYJZNo6l u3
r 2dYCUI f 06xun+6+@noT70Xpb+hc04Ky4QYHg5EYd60H500gBi HTzC2QLcqDbpK4
r nVLSDgKkbg KOMRPEI w8 SUBWZu5z Wy gURLG\4obLeSQUBUHy Ct eEbbpGr st Xp
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQVEhUdHI Us

----- END CERTI FI CATE- - - - -



SEQUENCE {
SEQUENCE {
[0] {
I NTEGER { 2 }

}
| NTEGER { ‘ 159f f e6f 22f d5cc42c524df 6f d5e28d0de38f 34e' }
SEQUENCE {

OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {

SEQUENCE ({
# comonNane
OBJECT IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}

SEQUENCE {
UTCTi me { "200203043210Z" }
UTCTi me { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT IDENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {

SEQUENCE {
# conmmonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}

BIT STRING { ‘00" ‘9792bcec2f2430686a82f ccf 3c2f 5f f 665e771d
7ab41b90258cf a7e90ec97124a73b323b9ba21ab64d767c433f 5a521ef f €18f 8
6e46a188952c4467e048b729e7f c4d115e7e48dal896d5f e119b10dcddef 62cb
307954074b42336e52836de61da941f 8d37ea68ac8106f abel19070679af 60085
37120f 70793b8ea9cc0ebe7b7b4c9a5¢c7421c60f 24451bale933dbla2eelb6c79
559f 21b3d1b8305850aa42af bb13f 1f 4d5b9f 4835f 9d87df ceb162d0ef 4a7f dc
4cbal743cd1c87bb4967dal6cc8764b6569df 8ee5bdcbf f e9a4e05748e6f df 22
5af 9e4eeb7773b62e8f 85f 9b56b548945551844f bhd89806ad4ac369bed2d25610
0f 688a6ad5e0a709826dc4449e91e23c5506e642361ef 5a313712f 79bc4b3186
861ca85a4babl7e7f 943d1b8a333aa3ae7cel6b440d6018f 9e04daf 5725c7f 1la
93f ad1a5a27b67895bd249aa91685de20af 32c8b7e268c7f 96877d0c85001135
a4f 0a8f 1b8264f abebe5a349d8aecadlal6299ccf 2f d9c7b85bace2ced3aal2?
6bablee78ed7e5ca5b67cdd458a9354030e6abbbabf 56a0a2316f ec9dba83b51
d42f d3167f 1e0f 90855d5¢66509b210265dcle54ec44b43ba7cf 9aef 118b44d8
0912ce75166a6651el116cebed9229a7062c09931f 71abd2293f 76f 7ef c3215ba
97800037e58e470bdbbb43c1b0439eaf 79c54d93b44aac9ef e9f bel51874cf b2
ab64cbee28cc4c0f e7775e5d870f 1c02e5b2e3¢c5004c995f 24c9b779cb753a277



d0e71f d425eb6bc2ca56cel129db51f 70740f 31e63976b50c7312e9797d78c5b1
ac24ab5f a347cc916e0a83f 5¢3b675cd30b81e3f a1l0b93444e07397571cce98b2
8da51db9056bc728c5b0b1181e2f bd387b4c79ablabf ef ece37167af 772ddadl
4eb4c3982da5a59d0e9eb173ec6315091170027a3ab5ef 6aal29cb8585727h93
58a28501d713a72f 3f 1db31714286f 9b6408013af 06045d75592f cOb7dd47c73
ed9c75b11e9d7c69f 7cadf c3280a9062c5273c43belc34f 87448864cea7b5c97
d6d32f 59bd5f 25384653bb5c4f aa45bea8b89402843e645b6b9269e2bd988dda
cb033328f f b060450f 7df 080053e6969b251e875ecec32cf c592840d69ab69a7
5e06b379¢c535d95266b082f 4f 09¢93162b33b0d9f 7307a4eaaa52104437f ed66
f 8ee3eabbd45d67b25a8133f 496468b52baf f dbf ad93eef 1a9818b5e42ec7227
88a3d8d3529f ¢c777d2ba570801df ae01ec88302837c1f h9e0355727645ee1046
c3f 915f 6ae82dad4f b6b0356a46518f f c834155¢c3b4f e6daf a6cc8abccef 53¢73
a0849d8d44f 7dcf 72754e70elb7df b447bb4ef 49d1a718f 6171bbce200950e0c
€926106b151a3e871d5ce49731bd6650a9b0ca972dalc5f 136d44820ea6383¢c0
8f 3b384cf 2338e789c513f 618cc5694a6f Oceel04511eled7c5f 23alebf d8al0d
b8424553240156dbf 622831b0c643d1c551b6f 3f 7a98d29b85c2de05a65f a615
eeel6495bd90737672115b53e91¢5d90028cf 3f 1a93953a153de53b44084e9cc
ff6b736693926daef ebb2d77aa5ad689b92f 31686669df 16d1715cc58f 7a2cf b
72ddl1la51e92f 825993a74022be7e9eb6054654457094d14928f 20215e7b222ac
56b51adbec8d8bdh6983979a7e3a21b44b5d1518ca97d0b5195f 51ed6a24350c
89747eledea51b448e3e9147054ce927873¢c90db394d86888e07df f 177593d6f
79e152302204aeb03be2386af 3e24078bd028b1689f 5e147c9f 452c8ceb02ech
9cc9db63a03576¢ceeaf €98239023897da0236630a53c0de7f 435a19869792f ab
36e7b9e635760f 09069e6432e700035ac2a02879f f f Dalelbec522047193d94e
b5df 1lef d53eeall44ca78940852f 5ec9727904b366ede4f 5e2d331f ad5f c282e
a2c47e923142771¢c3dd75a87357487def 99e5f 18e9d9ed623¢c175d02888c51f 8
2c07a80d54716b3c3c2bdbe2e9f 0a9bbaaebeb4d52936876406f 5c00e8e4bbd0
ab5ec05797e6207c5ab6c88f 1a688421bd05a114f 4d7de2ac241f aOe8bedf f 47f
762ddcbeaa91004f 8d31e85095¢c81054994ad3826e344ba96040810f cOb2adld
e48cf ade002c62e5a49a0731ab38344bc1636df 16bf 607d56855e56d684003c7
18e4bad9e5a099979f cddeeblc4a7776cd37a3417cb0el84e29ef 9bc0e87475b
a663be09e00ab562eb7c0f 7165f 969a9b42414198ccf 1bf f 2a2c8d689%9a4l14ece
7662927665689e94db961ebaec5615chc1a7895¢c6851ac961432ff 1118d4607d
32ef 9dc732d51333bed4b4d0e30ddea784eca8bed7e741be9c19631dc470a52ef
4dc13a4f 3633f d434d787¢170977b417df 598e1d0dde506bb71d6f Obcl17ec70e
3b03cdc1965chb36993f 633b0472e50d0923ac6c66f df 1d3e6459cc121f Of 5f 94
d09e9dbcf 5d690e23233838a0bach7¢638d1b2650a4308cd171b6855126d1da6
72a6ed85a8d78c286f h56f 4ab3d21497528045¢c63262c8a42af 2f 9802c53b7bb
8be28e78f eOb5ce45f bb7alaf 1a3b28a8d94b7890e3c882e39bc98e9f 0ad7602
5bf 0dd2f 00298e7141a226b3d7cee414f 604d1eOba54d11d5f e58bcceabad77a
d2e8clcaacf 32459014b7b91001blef aB8ad172a523f b8e365b577121bf 9f d88a
2c60c21e821d7b6ach47a5a995e40caced5c223b8f e6de5e18e9d2e5893aef eb
b7aae7f f 1a146260e2f 110e939528213a0025a38ec79aabc861b25ebc509a467
4cl32aaacb7e0146f 14ef d1llcf caf 4caadf 775a716ce325e0a435a4d349d720b
cf 137450af c45046f clalf 83a9d329777a7084ed4aadae7122ce97005930528eb
3c7f 7f 1129b372887a371155a3ba201a25cbf 1dcbh64e7cdee092c3141f b5550f
e3d0dd82e870e578b2b46500818113b8f 6569773c677385b69a42b77dcba7acf
f d95f d4452e23aaald37elda2151ea658d40a3596b27ac9f 8129dc6¢ef 0643772
624b59f 4f 461230df 471ca26087¢c3942d5¢c6687df 6082835935a3f 87cbh762b0c
3bl1ld0dda4a6533965bef 1b7b8292e254c014d090f ed857c44c1839¢c694c0ab4de
3f ad90allf 534722b6eel574f 2e149d55d744de4887024e08511431c062750e1l
6¢c74ab9f 3242f 2db3f f b12a8d6107f aa229d6f 6373b07f 36d3932b3bdb04c19d
d64eadd7f 93c¢3c564c358alc81dcf 1¢9¢31e5b06568f 97544¢c17dc15698¢c5¢ch3
8983a9af c42783f aa773a52c9d8260690be9e3156aa5bc1509dea3f 69587695¢c
d6f f 172ba83e6a6d8a7d6bbebbbcda3672731983f 89bc5831dc37c¢3f 3c5¢56f a
cc697f 3cb20bd5dbadbd702e54844ac2f 626901f e159db93df d4773d8f e73562
b846¢c1f c856d1802762840ebc72d7988bde75cbca70d319d32ce0cc0253bb2ad
455723ee0c7f 4736ceb6e6665c5aca32a481¢53839bc259167b013d0423395eeb
9aaaee3206149a7d550d67f c5f df e4a8a5¢35d2510b664379ab8f 72855a2af 47
abce2a632048eaf 89e5cbh4a88debc53a595103acce4f 1cf f 18acf f 07af eleb57
16aale40b63134c3a3ae9579f a87f 515be093¢c2d29db6d6b65c93661e00636b5
92704d093cc6716c2342eb1853d48c85c63ac8a2854462c7b77e7e3bdleac5bc
a28f f aa00b5d349f 8a547ad875b96a8c2b2910¢c9301309a3f 9138a5693111f 55
b3c009ca947c39df c82d98eblcaa4a9cbe885f 786f aB6e55be062222f 8ba90a9
74073326b31212aece0a34a60‘ }

}



[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_IDENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRI NG {
BIT_STRING { b*1000011' }
}
}
SEQUENCE {
# basicConstraints
OBJECT_I DENTIFIER { 2.5.29.19 }
BOOLEAN { TRUE }
OCTET_STRI NG {
SEQUENCE ({
BOOLEAN { TRUE }
}
}

}
SEQUENCE {
# subj ect Keyl dentifier
OBJECT_I DENTI FIER { 2.5.29.14 }
OCTET_STRI NG {
OCTET_STRI NG { ‘89886750b57c24db3f c012e61ede59753337
3741}

}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}

BIT STRING { ‘00" ‘08783d565efc7b97440f 8bd9818b466be538dbccedb
136447d27a778dc9f 7c7cf 32d14755b30f 1308498d98b3ace3e679d7f 13588f 1
5f 83d863d4ebb97bb81c3c9ab58bedb91f 3b3d200756d9315ecf 53eb00d181e0
490ec070e65b310c0a3abbel7a76f da4dc66c7686ce22934245f 77¢127b281783
4b9481217¢c480c3a07b844f d9bcf 52d78db7aef 831cdb3a8ec8e01858ce9d5a3
0c932d2a67dd2e4daf 035a61d01b9b44723d3071b38a5a948f b4a4037d6374c5
f 66bf 0117b96f f 7db5a216d8c88e4f c0184aa726a64b476dc306a0e8960d2f 4b
be65614181a51f f 7ddbc14e47087af 78483bb2f 056124ecf 1922f b6841380a6¢
47ad6587f f 3550f 9c614d228a6f 56d35aee7f 196baae2bc81c455c7f 8f 02b122
5237899d54f 911c7709bb6f 3c2d815d486ef 374c4da207099dc1f cf f 3f 559e7c
52f 5ac60a44301341982a0a7e6280908a94c849d16b36f 09850a8166d387a693
d5da458b68f dde23e122bf 39ee376b5eb050dd1f caf a22a2b2333753d60a8992
abb62022092aee589f 9b0781c0ae29f 321399f ab03695f 84f 3829¢281790779f
17d1cd5a2779e6d054da71664f c92d6190c30c9b71f 647b1345be9ac2d3f bc6f
5adlaedlab821b47f 40c1216e963f 3bd0f 53c8edeeaf 8232bchbf 3d23f cbf 028
c846f 684abc33eb3944e20612ceb26078a4bf 7611e60040b7adf 2e3eae62f ef d
beOce0a3042d4e2c16d21cc2143c9d5c435f d52365a06be66a97e000b800f e36
dc500ed784505547564baaaf 1d4311bc8f f d69f 42d6a4429ed9e23f 3a0240d63
ce6c3892b006bdac98ch95ce640579a28edlcbhlef 30af 161b3dad97c4bdas5885
ba948d2ee630dc89054ab5344ad3ea90c481615f 87¢143531999e92c36b234ad
f 6088e68f 7c03ced4c8eea80a0130b243d0e3df 5f d56d3e6f 4dab123¢c92de69f d
222b9f 7593f 01191cf d846f f b0Odb9039811e8ca42d8df 203269¢314d7f 4c7b9d
7c02e28d29a918c336e2654c69d52f 3cf d90e12166¢f 5536b067f Of d69412e9f
2e6e181f 5487dc77be348161b3f 1f dc1d200c2d13a891c43adbe49e451f 921a4
7ab1652f da27ca52c8c5248e338a27decde60940996070d067323507d6f 1f 4b2
85911997ab02a656¢1f 9f 3b7c9f b043f 811883f ef 3c05f b5a1703ce56776ee6f
29b63d47e79f 3ccc2837d545292¢c42b42024f d8e1e88ced0c0d21030c09bc1f a
3bf 780ccc18586¢c5ab7d26a97¢c27348c1581f 9aeeb0d76daaceb77e49b99bc49
cce62aadf 1b960f e19dee294903af 71254b5ed84321884b72d99d5705513de38
7177995b03ebc0chaea2469aed8399c3f 0Oea39b55f 7148674ca8f 9712de90111
4d9c953d36bee526bb538604f ab444c66901000989be4162b4cf 4077b098acc9
f 5f Ocf beaaf 59697f 99f daea2f 00506040e864f 2f 0ad5a09f 6b036ee57767f 22



57f a951e180d3f 95d7e86ddf eb5443af ccd463df 976b73820d1b149f 0df 386e9
e36bd1f 95221504506b6b73cf b4f b596d8197547e990ac8dd9b03acd14287d6b
1c027b681ee07890c7d0f ab9f ea576a9841d960c9b765d5186116764ec0418d8
873536cbbd0c3b508090c5c83f 12546886¢c4d25aedd1dab099f 46bdabel19b835
be941d29b57c1e0ebl1d741d25f ed21eb8be9f dc4ad4f 1f 591e7a6b68b69bf b72
d073141ead59e30e24837bb6255a5f 757861912f 7d1d7d2f 5bd246414aa15118
0eed0139a809600757eab4be86b95682823ddbf c99e1775df 25453006882e277
3f03e4c¢7613d8171161209520a263aed750775ce28eaf e3f 771ecf 06596¢cblef
4bf 1eb971f a54e81b1789a933ad0f Of 6690d506af dde0d77aaec966de82ebd7b
4bc3e5b1020df df d6b28d24684f f b4f 2c73805f b3c3da662aa7202b8466¢cc46a
df 81bbdc2703bc8d34db95f 50e463d14ed5432bc3af d6de8f 2e13a5f a01deOf 8
91bcb3877¢1900c5052bblaade3613709832a3dda73994c85e3cebed54ccf 318
3c1f be861627e33475e00cdf f bc456a9a39842ef Obdf e6ae6569f d4b395a59dd
7d59918f 5678e40f f da91c5e46e8f 7eed11537¢c76070f 8d6c2173133¢c3a9839f
d59989a83¢c980f 74814db7ebf 56f e8f 291a97a9e81ccclf ca049clcdc46ect el
5097ef €3229495cc5caae2a06317¢c81626200a0ab3568358a7bf 69288342deb5e
867f 80111a78ec8f 128702929eed1a8669f 6653d08debcb637ab4293f 36¢7f 97
bdd8a70f 3c4558e24df a2af c3ab6c7ec97637d0b6176351f 45f bO6ca37dadel3
eeb2715ec8f 945c6bf d97762586¢c3blacba792af 955€59348b71b2b594a608c6
7b9f 89228f 2c46acchb8d0cedf e090b908776f 22edc10df d36647b01776c9a508
9f 5003f adbed280eadc4ch6dcab5813f f f 1153b0c8703b15880d8a7b38f 058ccl
f c5bf 5c450e7de8b721c7ad632adbebb02c5864bba9f 3a685842¢c206879bbch8
4d00dcb7f e9bbf 2069792d38d12f f 7180c013406d381d7c51f d06¢c9be308c50b
472bc49059d116a92be0690ef 14ab43d1c20c76dedf 76f f e79e3a346d89b8f 38
43a87d8787c09d59c59f 4cddf 45¢c7ab1942f c738c0f e9cedOf c5b5597e328157
288d305ee13a054558e91184cc688226e3abald47459211f c6ddeala2823d11f
e21cf 97003eb261f 115f 27f d863d7c19b81a6f 120b8460bee9af 2176c5eecaf 7
75b8558e6e03a96d4d59c54b79abef e72234bf 20c28aal6¢c554533bdf 04d8913
8cc2db43f 34elef f 36528e3d30f ach2823f be23e71a08357f c7b01ddlaa35abd
7e5333557e33d03329¢cbc3ac7012e0c699db25505¢c3cal98a4b270d1b9e61c77
82d4aef ad06bf f bdd30bc03163bec99b439840289b2e26ec106dab49f c8054af
74b8el1160bada2f 5b992de20ac9153d65b0f d6df 5b8c5df a5e62c5dc174a97dc
94ebeae4df 27f 101c2515f 1b10021f eec182d54502198e6¢c6c026549883de8531
4e01f 2¢c6719724f d87dbal3chb6820c54645b2b8ad8ce2dl14ecf 38385380f d77e
dlcf 987af 0ab39b0ab4806d55890cc99d9e1528351a33edd1a438113d2af 1c6a
4ae0c19a87d2cd38136¢f 32df 268b4e2e71da897f e2f elc3bcdbe87b4d4d2cf 9
122aec6deallb6cb6eced4ad5e5d63f a0e5beb9612d3289ed1d5515ef f 83f 51216
62ad4eleab69c577a58f 9a2d4d86f 4bd5aca6db61c4b29f 2f 5278e0db04b4110f 2
662b5368f 21aa957c822f 0a0303ec9f 56f e9030f 302d16b2c4bf 621ed91ab393
645b8f 9¢7907c40ece541c8a0f f 34cef ch813bf 187b270af Of e4346694bedbla
46bf 806df 744f aa488d9d7112e9c541e27316b9bbe7ef 0d15af e06f e821e4b5f
140124ee215da5ce9al11d865bf 83017cdf ab6b4014e31f 9da293078ddf 7¢5125
4e2da95f 19a508d01dc8f 846b1652d4de57a7251e6393240ed14303e395f b188
079345e0f b853f 876ccledb4290e2684cc35311e8602c71a57bd3a6¢c9a804591
727be34f 6f ab723f 48a196f ebc6f Of 9b34f 344f d9706790a3e63d1a989cbcf df
30f 8eb71f cb024635adec568f e9d39a194c8cd2f bbf 6a131390dc311e9c5381b
5542466b3c60a8eeb621e6e653b8b52f d5dd3f 8d0f 3f e3f 0ea948b0c7862de25
e064c2947359f a25bd58a35e5¢ce33677646d0874150b72522ec6241d19d06db0
380cd0ea8be776e7cf 7ca0d1bd59c5584f ece0db84d1a767a162029d682e4063
7d7¢c378c847ael85e2d6df f edel5d55baf dOd35f c8d7f f 56f e5f a7cbc2eel833
7184dc62f 5e50dec5cda90629d6c81a9f edab2579019cd49dd76bf 997f 543bc2
35941a70107925f f 095153ec610772c5f d524c80c228d80e781e864e295d20c6
896f 502887b18ed2307e8eeaea56e2649639349652f 509528e4bh80ead77d7aba
453807b26361blecabf cec4e06c504166742c12f 8a44a359f ef 2727d34f 47201
f 75a7055629b28397e575e4cc9de39adc08f 42410b5232f 8f 2e7b86f df 3elebb
e734b7acba49d308a6151c1352de2e20bl1f ed060d5e6f b58d6f 23b2847dc53b6
7519b92dba604e448f 3990570f 09bd65f 685545a02462cd24c72f 2f 7989cbe87
b0c52da52eeal770aaecf 7d568d0b1bf 1laed3ca8f 58f 332299e391b4413b6c6f
eballd43262177a2a446ce5af c59¢48288781cf 9167f e5albf 42629¢6d094c65
37abdeabaf 4b4a3a7f 1e8a3e8cf f 1026ddef c29bae39e75249364a953ec52231
bb5813a80b3af 25ef ca43800a74c4664632f 6dc189cc2cd95478b594f c578ea3
al15840e92822b7166c8611d464af 2e8dlbaabbcaf 1c1649589a7eb16b889b54e
Ob7cedOba25a51e34f 4d0f 152f be69el1f 43682d81a5de05f 89628b1b5ef 10032
7e4b4f b3a02385762b4able721da7f f 61733¢c41d7071e819ec44c03311474330
€97a6c0248d1dd99419f eb83980f 2422a9e7¢9065469¢c4103d76bdb7b8524c4e
21914095f e25eeal71d88dce27d96f 7649a717d9415ba05138b6a26a685f b768



f 75564884f a38cc9badel6b94db62d1f 9da3ce294f 3e917301855676a7ee7b3f
77bd07cf b8b53de30082bbacdf 34f 19eldb5aaf f 7a3188ef 408c6a9c906b42b4
1193003d273a5a69b0ca5844bbbcb8c7812330aa3f 93e155b8681f 9edf ba2ddb
b011cae933e72b34d1117d26d665b195322dca63429bde4183c02255¢ccf 0c595
873d25c4c73db307d3165e2c0be0ab6016c8785a4e83d581ec3eb0f 59ed7a3832
3d9772f df 36818aed3b485¢38203f b1b019f be0ada9099543291f 106f 6d2d057
8c53734d101938945284ce689a35b3f f 93f €2d40e07e31310e55d21c09cbd0db
44a64ea3f 16ed2ddc243ef 5d6e5ceb4b0a81dc0564ab21e9d81chc16c5683bad
d91125d8b4d551f 3091be2115ea121b21438033786¢c5b76bf c8c0e0721d0f bd7
090541d3bdb8e99ch029a135e2ed1f 6c490572e625ebce83c7f a02df 21d16b0f
b93db803cf 65ebf h1380b1ba584717b6ch65f €6236adb3613d4a2b0443254dec
83c9679ad84e2609cd475f 2d9cb98a06f df dcc73a88beOf ac78c6a42e351b698
bdc31172568deaec20964d5bc529612d580ba0a7bbcb425bf f elbf 3ef 1a40eb7
504d046ba213e00a0714d11950e94b0e249e3ee6e0b6cdb4ea32b4024011a68e
51160a133b25f 99034273255916a92ea3a94f b2bcf af ccOa2e9e9dc2f 8c¢3195d
d0ee7c704b8bcd5d8960f 2bd2160f 7f d304c107d27b3b0984f 50deb813a467b0
73e6347149alcf 4b5332289d635d5d23¢c2730b30368a5ce3cceba6155347f 0df
21f 611044505bce3806bd8edba86324637c6a9210830b636602a83527b41eeeb
0f 2d2df 4c7c6a571ee8514848a47beb0a7203f 8e4b91e4df a67ea3022f e9d9f 94
14884016e66f e48536167e12f 0dc550e801004c11a86¢c5b798e26ca9blf 25841
624ad2327137908dd23ba5f 65eeb107b8bf 1e4f 45218e44f 15e75dae8df 9e78b
edf 5e65¢cb12278f 1524d4597¢c037d40aal222ad514046393d5f 7e29759e61087
bf 1f 1d3907d2d2b6f 21bb8al1a7098¢c533a897chbch8891b56albc65abh8625bab6
6f 36e2af c6eb084cdb2159be5437e5¢c437a738ef 80ada9eb1d08b173d22a3abe
4eaeb6b29b329a93c2dc6b47993606e7ecf f 40431831e83aa7c64a09e7eb291bl
a9f 671c14f f8517251b0419b517095b97f d7010ac59063be3652d27414262ecd
c2f 9b91a8a46f a583bb4588365¢c4942dd8243268f c9f 5f a3343cbel7f c3539d2
4341d582e0a463539412e793507e4be487ebf 9cc7e26476bf 5e68eec99e6280f
eeaecf 057f 2d36000890dab50bb7f 859b209857d67830e06a66b535ca763bac9
79b9eed31e2b9b3095ab64ab961c57f 6a6660chbl172aedeb3d85bc9bf 3b9f a8f ¢
4673de2813d138ef 85e0d456e501e59dbade75add36acf 197baf 472f 6351f 23e
780214dbc6947aabb673e033d61aab61f 9a87285f 8af bc5bf 879¢c91bea9692f a9
33f 7010116f 028b32de397100350f 5808e1761a61f 08361a2dc8c3cf Of aaf 111
cf 44f df d1088e428866be3a58b5f 638c5¢c762f b2790ade914belcf 612b6b3bde
c6b88accf 6d1b3d78c410c05ae5117cal025d32cc03a016f 330236018d6579cd
0b9930b317a2ecaa2b41491b826a7d259226f f 83bc3bc67660a4c5c0620f 33ba
c03196a4517ae45f 33ef 01ca53b54ccc96b72d68e57¢ce9489f b7deabf b8dc88f
8f 2bd532bd7d1a9bb476f 5bc4dc824cd24742e549bf ddd6ae89095f b20739a65
7c98ed3e1b323cb0d3232c58e6a7cc3cald32ecelalle05e2252e36¢chb65d4d14
1f f 24618465b6651297cd34d38f 61c62f 31f b8e970c30653225eed4ad93a9340
2d67beedle6¢c368aee7bdf 4ca85e54eb2b17bbda501d0d096f 5cb4e47575f Of a
8c60f 8ed3bf 2766de6374342014c5d8c72a9a9d981ceb6¢c7069f 75f 843f b97819
d104a584f 12b1a3b480b9f d774052b698259368ea5bb7af 675809421f a3ac6e9
f eebe427al3ece5e96f e85cd382b2e10607ab911877ad07e74a200621d3cc2d9
02dca836e92b8ae754b483a8a91b80a0b0c113c48b0f 1253¢599bb9cf 01bdcal
5112c¢6378a1b2de49053¢c507¢c82b5e11b6e91abb2d5e90000000000000000000
0000000000000000000000000000000000000000000040c12151d1e252¢c" }

}
C. 4. Exanple Inconsistent Seed and Expanded Private Keys

|  WARNING These private keys are purposely bad; do not use them
| in production systens.

The foll owi ng exanpl es denonstrate inconsistent seed and expanded
private keys.

Three M.- DSA- 44- Privat eKey exanpl es of inconsistent seed and expanded
private keys foll ow

1. The first M.-DSA-PrivateKey exanple includes the both CHO CE
i.e., both seed and expandedKey are included. The seed and
expandedKey val ues can be checked for inconsistencies.

2. The second M.-DSA-Privat eKey exanpl e includes only expandedKey.
The public key fails to match the tr hash value in the private



key.

3. The third M.- DSA- Privat eKey exanpl e al so includes only
expandedKey. The private s_1 and s_2 vectors inply at vector
whose private low bits do not match the t_0 vector portion of the
private key (its high bits t_1 are the primary content of the
public key).

The second and third exanpl es woul d not be detected by

i npl ementations that do not regenerate the public key fromthe
private key or, when they do, they neglect to check consistency of tr
and t_O.

The following is the first exanpl e:

M | KPgl BADALBgl ghkgBZQVEAXEEggoqM | KJgQyAAECAWQFBgc! CQuLDAOODXAR
EhMUFRYXGBk aGxwdHh8EggoAUQy b/ R3XNO9QO ucd1YKBEGTQS7Y+) V/ dLuOZh7L
GSHTp1/ J&4j vDmgbhRvs 7Bnzmt-gQavhZ1t 8RXGCMFQEXDr bAVel vYl WESXbYI aX1
TSWAWNKAPM? 2+XPi KI +M CuoN NEcJCni yK7Qc/ e2vvLLt 7PkHDVBhLKkKr Ch8T65
3DWMUk DGIwoHgsDHal | SCEgi j t DDSKEo EBy DDREL g QC5 EoHEBQ SWDJ mSQSQYM QA
I'i 5KI MALGZAI MyBShk UbCEy TG QZAGL TgAWQChQBgogBgwj ETLSXEDSEg! ENI Yj

| Qygt kxbSIAVEoQGKRG EKIRAc0G gkCgDxj CTBJARUJAERTLBI EzawpDZi CwY
Ri TKsAU sW KEI wEgXDLpDDYRmLBxhDI yEXBI gwEEgr kKGYcJXCcsohi gGxi CEVE
gEyj 0A0j Bw7l Ri Akl SkkRgVI CHATI UxghCGs g3@oAZgEObI mEUEI UaJkCcw i |

GBADAI GSM GYCDI i OYpAEMAMIKEYGU4i AmMTCVBFCFhJj Fi wRo4Ti gCXSRnKakgAR
uA2LhgBR nHI Ri Q i UEDFUChI mikNWMAJC7Ci | UEMYxaw | CRI 1YxgCZMol bl SDL
AmAYGXDYXi RBNnl ZkGVYO&HA| | AWCFCpj FoUBt CVQwgJ GVAI sk3DGCok GCKbRNgQ
NUI gNmLbNAW.s x| El 0Byl OhMA6MFCZCIJAQLN4XDBI | CSI bYd Xl pAQUt j HRNgwi

gykAoklcuAlki EXI AEgUCEXi omj UBi 7ZAg3M hFhOGTI MpJRyEl SgAHgWDEAI gr B
RGaAt | RQCDASXi i kCGBKs GHKx k ESy GhSs HGh AAWM R2ZhGGx RFI nBRoYJOUSDAj EK
kWih! | FZRkKG Bj LaBnCzZMCz1 Ji 3ak pDBACDas GANCI DKDRI Vex GnvAQy KIxhCj BABh
hCSj QBJRI AOYMbBBNI r | sCkgRwgaEkTDt pEi KYz YMrbDI hBi Jnl bRAKDpmXZwGAU
EA] xGLIMbXQBgORJEz]j t AABqUUAMA BCMGBKg EMCNCBDGAGSBi aSRI LKMAHhNo5Sb
I'i I kBWZUEI | LOEGYRgpMFEOKNI Qgl 07AFgUDRI y At k EUk zHLJgARNME0KEg7 YEGKQ
NgWUAXGIBI r | JnZSBFHkBkDcki HI EHFKGC7kuABSkG LqChLJEKRIJoGZi JFUNgOK
m G8aRx5dr 9/ gBkPf hwZr wn4DSnirPr / Vn01Jddenyt t dt keLCZ4DW +GKb72Z8 S4f

HY7Jl svt et EEMyRAS8/ | NLBz TBr G RQqWkf 3Ycr x GGG LNDA vdr YH7wny SOku6m
N12BVMMAM_Ef KknOSU747081i HE+w M2bPH+r G7eP6r | r B7NRY670df eBGhoL He Sdf

79U3C0OWzZi FB5wWt ZGz NoVpi ExXABNAYydQCAQI | PvpxROULr Er Vz9y 33/ zj 9KI ZJy
+sagdCSssuX3kbavvhzZzQz7eyt us2Aj i 7uSWJPb4M7FgBoFcpobHX/ j WHD8oaBt 2
TG t uGFuj QUnDczt r 62et ukr M-l wyLRAWCpFev9qGWZP9TCsLbEDuU/ r VMV/S81
dnKl kkYhy/ pUgsGU2j g1bTD83W b8l aAl KZgXSqLBsyP2hpmU66+mX/ 2gQR9r Czh
gJSFDf i | GPolnW2yel QVI8YOni HNv8I 5ZRKy| mRFpDZo+QPVoXVhwTg0eF/ ¢3UCO
PTc59SFI UpxMSPt t j YLHENPI qJnHLb/ PZMN qf d+FE+i 4G Hf KDHERF3NUj PY0J X
I 1EJ5I / HxG+zK4clabd6LU4f MannKr NKI NSF5y0q8b68G spz/ Mini 3Z8++ar Xx/

hzMVayoTe6vt LOZt yByyV26j j r xOEMpf 0ZLzj kWB+(QQa+Z6(QxEc Tt pVI sChnxB9w
cWFz1hzdOz1ZaMv89k3i Ygaj dnmiNl HeUQdz8wwe1621onspo5YIl zur uFSorrzz/ Ru
yyg3i HNFMRv2SCNuWezi AFTSA8HBt | nzNWreqBeF7HWLhs CoRoR02ZV4i M+REFT |

gPVHh3zqURGGSduly29uK6M2vj UpOWSNf yuvzbHI y2hJz3Py9ki Zot f FAkOgU25D
11b+/ | caVavgBxCUAz9NAc29aBGZOBr e C+ X9k PWINEBNY7e3j 4YnmPcWhpZG& XnY9
PNVOpLyhLei f ev2Wk1lahcLVYLE6GI / cFE6gxnThkD8uTr Z7h75J3mgDirKNVj t JVBN
YS5XSZQz4bFhsdXvpEDSF5) wr 2NUPpZZDkj uEKXu81l | 14F4wx98g776d6LI / zTY
a06ar DBhDhmey DQZFhM | u575XeFZGdP111 Vo4UPSCQKzc/ AMKI rj Nr Qn2wWNZJ +t

6JDEJq75M57q5C7gvPpBd3qdmbNQM-FvyC 8ohXcpgclLgwl2BFNt nbL2JXXI e/ 7
QrhVr MEkKSWJznkd+bCOgky9uPbl 1Nr 1f wO+NJBeqCJt xWj ngV3r E97E1RgzHFxaH
QQvj u+i K/ j 03nmkKXQes6be6UW r Yz8+RhzZ4) wi K2nPDkl HVD+0p2sN ha3BYI +Fob
uxxzZug5ze+Lor 7ai | i y18xn64MkZ4BP3pFpKeWBYJKoLcJSexuJl KI8Ky5W nJ+
skZeuWRgmN OYyRcKyyyl r gnW0A20yBqe8uj j vSMD2G 10g/ mxt A+a81 AQOoqOL
FOOuc91Qc XXoUdXnQ+ZCCeNI UglshMyx+2v6smy MLUSFEQRL7Br 1Sgwel u2gD0S
XMYOX6h8woWMImM 1Hut h5xn21myi PLi ej T3vPOyW JNQ7pg4l / OVGBTG+1zaN5f o
paZzgkJi j n+EH7d+GBRVLGhUOgkbpl r NgDAI HAI ChO76b3CuBankngt j QzBPU SU
AgXPt GL7r Jg2B+f zgPKAgh8vuZLEaXP7/ XeNMwNe6 Qs Nul9gf | n7Tt +pqYpwrigH
Vkgor 1xYXy+1nmd2Ct 3t LbznupLFl f QBNVBke DWHNW pPv C+CF/ Nef kSuz CaBPI Ta
i t xXMHENeG-xR5cf 0Sp43j 59i GKdWBt JBCV8uW 4qRgRG3f dbf Q+l 1gAJEx4v8r 4H
2Hsn6e S/ CeZl Epe9f nobwS1BBNocz KSL+nhogpxcngAj becEt Zt sBXSJVBsj 40Cdt 3



f A/ 61 f pWRsNBI VR1aD2p/ a0U/ RH3FCZKDhw2ZhBLe HEWANQOCr 1vOWs8/ r | | Ful W
YcyqQoj DEup70oFhcOk4andv50HIAVK3ehaPvbP+zl z84Dny VMY XYJI 9gZShi +9
t FV4KJ8azz/ kCduf mim LIKHI BuVkX/ hqbYOBXg4XyWr2pZpZl GeWr' 791 8WQELM
2Yt 6gr Thl 3syt b+dM3JvqUW9cl vJ288BqRZMISNO2v Ul o4vPqyM W uy465qS0V
ns+zr 0zC2u03z3LgK57ar YABNRBCV2VxaOgH61Gv Yy Ur A==

The following is the second exanpl e:

----- BEG N PRI VATE KEY-----

M | KGAI BADALBgl ghkgBZQVEAXEEggoEBI | KANeyt HIUquDbReeTDUgYOsI 9j xOX
0Xi dr 6FWILMANb7JCOc4Pf 3f 421ZE3No2a/ SHNL2VIDX/ mE6pUgk HCxp TAQz mgex
+rt 1 9SownxChi Y+Ej i M/ +Y] 71 ENs77] NoWFSogmaMy1RI L/ P6JoY4wOx FNg6pA
SmRr bJl zi YYNEI | u4ABul 4SBkYZhry YNEYZk 1KYol hhEgk AonBRhSKZhTEJI oZI |
W gpUSRI CKEl wggx CMRx| BQIFI Ns GKeAhBBuycBw r Vk CLBhDAc EnBJEUYhpWXBG
| pPMyQQYUQr ZMARZJ FChMQahRgEYKURZRWIggAi JE3JhJOTJIRATBI 08CFkghREqFk
ADki CUZi HVeM2Cht OAYUK CFgEQAK QYs UMgJ IMAEGRZt SpgsmZt pEQy | KdkW Ju
EbVw JJhJBOOBI Us Ckhyy KBROwgqnmSCAWCQgJ AdONRSI EKRK YMBE 4LKNGxkJ1 DQ
WCRBCUNxCi EgYal BUi JSGACAN QAES5NNOzI pl hcKmJJpGhRRI CchnMAg YgKBSBhp
GoVNgORpW BBAxJ CyxhGAak NDAI xg7AhW JKyJI F2ZBpBDBqSwWZKOr | BHEBAgUI y
Uj Jy VKZAVWAgQDDI SksKAUhJi XI | 0C7Rs AOKNUXAMFAEATZSI | kkQ KYOYm AYp
Ecl o0CBI Ar Nsoj YIWZI y7Rhi 0Zi xECCGokJEAINJILJIFI BI I IMkFi G Myc BNWLUgi
G duwTRKTIBgWRQy0ZJ 4gEQ7KMYDCAoogt hKRt j KYpOMREQYZG YhRAKIMNAUMN
5DgNpAaNO5RxQr Js GoRhGEMb Qr Qo CKBx Gs Ux4KBMATdI JChi FG QCRBh2UAI Gz Ng
CQKSOCSBI AQ SRhEoy| t XI hEFJgl pEZhAZVK CzkKDIRQykBqOr | gwbgBgj COE7KI
k' YCEFI gpwBi REj UNoCQ 4gQG2c KFBCg SHMMI GAJy Ok Apwgg S2AYgnZRxnivhol 4Qp
G KIFEUR3I JEUJZFDESEWLI EngYFQ4YsRDJui EChI Khivij Bw47gt Yyal AyVIAOOM
SKgJyhRy Uz ROEKM GScEWTAI 2ZSA4j Q gUl SnDAgl DOMYQRFJICYOEOQYJ S Jt ESgJ
GLgl Yi gREOENQLI Rkl RM x| Sosal ycAwl gY@hi Chl Ywk ERSEogx 2 SBx E8 UoQaYO
AzBgzKaEWCZSTI gBHvcl Yshf +kOs+kkhf ysXLXu8FGE hZgKcaq73wxF6al G7LFC
P+4V3swXYBMAFJ 2SI 81ubGAf qOQF x8ZJOKt ok F/ T3NpQHCC59DXHRvJsr hivhVI 8
gP5sr SI K340+FbEIl / 31 dDVh7w906dZAYSW6 EVnOpH8nhw8U6 YdhnQgsE8JI 1108
ZaBj aP1BKV/ QvSQTLG+RInl kwiuInSnJc NDk Ux M7 PWVBOV KOFWM 795EeB6pt CTj y
7i uzwaj FI dY16ENC/ eoB3CSy EaOvwoHPd+WREMer x Uvwy GLI C5vi dkcdydYDzumvi
/ as+n8+3A3k1YFSepEUPp7M uRacRLTSX7nEV/ SXkc090D6s! gl YESEFEyzNpOY+
SSKMj 2KHzeFbx QX k7kNsJ+Cr 4kl | GOQUAREgMA2Y TV+ogRvj cY1Twx Sl f NCuOF9
PP6wsf 0zYi wp4Uy72S4TY8ZevUUEL 1Ej Kbl nDj LhssZ6VOF xpV+Ln56gToyj pwXm
Kj xeY3NOr 7eut t 3qYSzeKPAal CL6pONHI t J90/ mAm) TQS 1dTXEZ7+Ny O70QTLi 7
CYHgdN46/ i ANgg6t gnz EXy RN\vOMa+r NO+994JHTS/ Ve Rj 2Ri FINO2Zy 6 ONA+H] |
g29vd xBkQzl Fj 7j r pnr hNUU63YeY2hOpWHXkdLdSgxu YW 5SMgX910i KssG NwD
ZEr +j 2cVf ho203+u/ 58XK5i RNnf FodOl Xp7kw BSwa9YGTEWZz3NO' xf NLhV3MoH
el Vknp5x9D1K6g9Lcsp+2gVAuhPTGMANLQYKmb/ ae0b551 6L7HScj 04+b+r 4Y+O
ezzakGOmL6ULI 6uspYHDr / TZIR6l AzJeL7WazdOnmldz XvoxJREDI uEzs/ vuYwL
7f s8QeMLNSz XGX++cgx| gmxr ZGXB7nPj Vpwg3HREK TcLf 3gnT gt 30dGdZBAdAYyuR
gQa0LS73NOf | YB/ kul Dy Pt 5SHMVRgXOVKUpDci 6DeHhLbbDPG6nor pEdkgGhzpzD
AZxv XCf LmNonFEt kI | p8kyswi2Hni i 1Zodi 4PsYO0Si 9t 1H52VwbQC/ Snrmy ShDup
HYEsj yx5er F5Zwnl OVWWWM4KTUp8Cht Avw7 U5 hl kKj Mtnl k9bj 9TUSI CCOnnbzKF
HX91 JSKpKLkX4n4t bUl Tf f 4uv6b7HGeybAJUUoaF9+vb4xWrj got p2nogf Q¢ PnmAA
f HEz CSaywAEt g+r U5SPOe2HLMDZci AdKwd/ NUWS L TDNeLwddA/ sy 8b8KgRGxuMOr F
HlppCYqi 1Ef yCFt OTkuSzMIpl dLeR4UYz kMdreuot J621 f 9i LSXbYn7hDzcz0Om
bKInnngBv6f 7Axi WH1Bi | wS5kj k2ul3ThTERI cr f sRnv5Zt zA0z2f t A6uBOGdkj Q
JYKAh+l Jga/ Ra5XXLZmx7col eqwTL/ t 6BwrulanA/ wX7Dyu/ KECe7Xt f WAGH kzt
AZAct AUdOFHXApBNThn/ sAi zAcSs9kG uxChbhlpyr 9St e8i dJaw8weZgFXRF/ r T
dEpvozUD6nmLUt 3X71 QmvJ2/ zT8ME7Fk1sBRO+1KEZcZpxLj i NMbQCCB/ xNUt VTS
w ev7TsVHEuU06f S964SZowZuJr vGnor wi d7HFzHR3FKeqgxf ve3RzTA/ kdUl Mg4Nr
3TSgO6vI MRRXYGE uY7Ghw+1EOO3K8I JDxkcl a56nAYsNmooLAM7LAKveJJj WhC
M2EBp3LL5PVxU 9RvQW LN81i 4ScwUCqH68i @ 0ShRzg4z/ Ui XWkI Z+| xf 5Bj JOQ
gZG bnQod7/ gLL1pj ueVx CoWFWGCe ZEEAL G6s AYNGO6at zzggLvi NceNgRv XnR+C+J
| AXVWhWDTk+Z1wi JNa30a0hMgSVZ5r a7XAVW1C&ZxA Mnbe299gTBOzf 2DsXxnmk 7y
SDBr Ra0Op593Mhj 2sVgSLXWhgF1AR92FMAKhghj zeGHKokyh4uax+GsV@pJl 7cgZP
DNdf TI FOA03hGsuQE89+(qSa05+gs4HDHUI G 760uQx4SI 9RAOFXNhAPC5FzuZBPs
vnUn6HPKkVCc TnEKYYCar MCOVt JI Pnj ymLZqR46y9Vj Lr 8qGvoR7r r AsWFsj Ni P6k
3y ShCezZwogc Dgbwk s Kkav EpVWRMAUQr oQvs/ TCZA AFHQF 1agWhN556) mvv7j 8i +q
EGOY93BgBuQumtHvi dJcJy8RqVCVx Yf XE3M hN6dv TxyF7Boni HY6wW 2| ng=
----- END PRI VATE KEY- - - --



The following is the third exanpl e:

————— BEG N PRI VATE KEY-----

M | KGAI BADALBgl ghkgBZQVEAXEEggoEBI | KANeyt HIUguDbReeTDUqY0s!| 9j x OX
0Xi dr 6FWILMMb7JOc4Pf 3f 421ZE3No2a/ S5HNL2VIDX/ mE6pUgk HCx p TAQy mgex
+rt 1 9SownxCGhi Y+Ej i M/ +Y] 71 ENs77] NoWFSogmaMg1RI L/ P6JoY4wOxFNg6pA
SmRrbJl zi YYNE! | u4ABul 4SBkYZhry YNEYZk 1KYol hhEgk AonBRhSKZhTEJI oZI |
W gpUSRI CKEl wggx CVRx| BQUFI Ns GKe AhBBuycBw r VK CLBhDAc EnBJ EUYhpWOBG
I pPMyQQYUQr ZMARZJ FChMahRgEYKURZRWIggAi JE3JhJOTIRATBI 08CFkghREqFk
ADki CUZi HMeM2Cht OAYMUK CFgEQAK QYs UMgJ IMAEGRZt SpgsmZt pEQy | KdkW Ju
EbVw JJhJBOOBI Us Ckhyy KBROwWgqnmSCAWCQgJ AdONRSI EKRK YMBE 4LKNGxkJ1 DQ
WCRBCUNxCi EgYal BUi JSGACAN QAES5NNOzI pl hcKmJJpGhRRI CchnMAg YgKBSBhp
GoVNgORpW BBAxJ CyxhGAak NDAI xg7AhW JKyJI F2ZBpBDBqSwZKOr | BHEBAgUI y
Uj Jy VKZAWhgQDDI SksKAUhJi XI | 0C7Rs AOKNUXAMFAEATZSI | kkQ KYOYm AYp
Ecl 00CBI Ar Nsoj YIWZI y7Rhi 0Zi xECCCokJEAINILJIFI Bl | IMKFi G MycBNWgi
G duwTRkTIBgWRQy0ZJQUAGEQ7 KMYDCAoogt hKRt j KYpOMBEQZG YhRAKMNAUMN
5DgNpAaNO5RxQr Js GoRhGEMbQr Qo CKBx Gs Ux4KBMATdI JChi FG QCRBh2UAI Gz Ng
CQKSOCSBI AQ SRhEoy| t XI hEFJgl pEZhAZVKk CzkKDIRQykBqOr | gwbgBgj COE7KI
k' YCEFI gpwBi REj UNoCQ 4gQG2c KFBCg SHVMI GAJy Ok ApwggS2AYgnZRxnivhol 4Qp
G KIFEUR3I JEUJZFDESEWLI EngYFQ4YsRDJui EChl KhiMj Bw47gt Yyal AyVIAOOM
SKgJyhRy Uz ROEKM G6cEWTAI 2ZSA4j Q gUl SnDAqQl DQMYQRFICYOEOYJSj Jt ESgJ
GLgl Yi gREOENQbI Rkl RM xI Sosal ycAwW gYQDhi Chl Ywk ERSEogx2SBx E8UoQwYO
AzBgzKaEWCZSTI gBH cl Yshf +kOs+kkhf ysXLXu8FA bZgKcaq73wxF6al G7LFC
P+4V3swXYBMAFJ 2SI 81ubGAf qOF x8ZJCOKt ok F/ T3NpQHCC59DXHRvJsr hivhVi 8
gP5sr Sl K340+FbEIl / 31 dDVh7w906dZAYSwW6 EVnOpH8nhw8U6 Ydhn(QgsE8JI 1108
ZaBj aP1BKV/ QnBQTLGHRINI kwlUJnSnJc NDk Ux M7 PVWBOVKOFWM 795EeB6pt CTj y
7i uzwaj Fl dY16ENC/ eoB3CSy EaOvwoHPd+WREMer x Uvwy GLI C5vi dkcdydYDzuniM
/ as+n8+3A3k1YFSepEUPp7M uRacRLTSX7nEV/ SXkc090D6s! gl YESEFEyzNpOY+
SSKMDj 2KHzeFbxQt k7kNsJ+Cr 4kl j GCOQUAR6gMA2y TV+ogRvj cY1Twx Sl f NCuOF9
PP6wsf 0zYi wp4Uy72S4TY8ZevUUEL 1Ej Kbl nDj LhssZ6VO xpV+Ln56gToyj pwXm
Kj xeY3NOr 7eut t 3qYSzeKPAal CL6pONHI t J90/ mAm) TQS 1dTXEZ7+Ny O70QTLi 7
CYHgdN46/ i ANgg6t gnz EXy RNvOMa+r NO+994JHTS/ VERj) 2Ri FINO2Zy 6 OnA+) V|
g29vG& xBkQzl Fj 7j r pnr hNUU63YeY2hOQpWHXkdLdSgxuYW 5SMgX910i KssG NwD
ZEr +j 2cVf ho2C3+u/ 58XK5i RNnf FodOl Xp7kw BSwa9YGTEWZz3NO' xf NLhV3MoH
el Vknp5x9D1K6g9Lcsp+2gVA4uhPTGMANLQYKmb/ ae0b551 6L7HScj 04+b+r 4Y+O
ezzakGOM6ULI 6uspYHDr / TZIR6l AzJeL7WazdOnmldz XvoxJREDI uEzs/ vuYwL
7f s8QeMLNSz XGX++cgx| qmxr ZGXB7nPj Vpwg3HREK TcLf 3gni gt 30dGdZBAdAyuR
gQaOLS73NOf | YB/ kul Dy Pt 5SHMVRgX0VKUpDci 6DeHhLbbDPGGnor pEdkgGhzpzD
AZxv XCf LmNonFEt kI | p8kyswl2Hni i 1Zodi 4PsYO0Si 9t 1H52VwbQC/ SnnmqShDup
HYEsj yx5er F52wnl OWAWWM4KTUp8Cht AVW7 US| hl kKj Mnl k9bj 9TU5I CCOnnmozKF
HX91 JSKpKLkX4n4t bUl Tf f 4uv6b7HGeybAJUUoaF9+vb4xWrj qot p2nogf Qt PmAA
f HEz CSaywAEt g+r USPOe2HLMDZci AdKwd/ NUM$ L TDNeLwddA/ sy8b8KgRGxuMor F
HlppCYqi 1Ef yCFt OTkuSzMIpl dLeR4AUYz QkMdnreuot J621 f 9i LSXbYn7hDzcz0Om
bKInnnmgBv6f 7Axi WH1Bi | wS5kj k2ul3ThTERI cr f sSRmV5Zt zA0z 2f t A6uBOGdKj Q
JYKAh+| Jga/ Ra5XXLZnmx7col eqwTL/t 6BwrulanA/ wxX7Dyu/ KECe7Xt f WAGH! kzt
AZ4ct AUdOFHXApBNThn/ sAi zAcSs9kG uxCGhbhlpyr 9St e8i dJaw8weZgFXRF/ r T
dEpvozUD6nmLUt 3X71 QmyJ2/ zT8ME7Fk1sBRO+1KEZcZpxLj i NMbQCCB/ xNUt VTS
wj ev7TsVHEuo6f S964SZowZuJr vGnor wi d7HFzHR3FKeqgxf ve3Rz TA/ kdUl My4Nr
3TSgO6vI MRRXYGE uY7Ghw+1EOO3K8I JDxkcl a56nAYsNmooLAM7LAKveJJj WhC
M2EBp3LL5PVxU 9RvQW LN81i 4ScwUCqH68i Q 0ShRzg4z/ Ui XVkI Z+| xf 5Bj JOQ
0ZG bnQbd7/ gLL1pj ueVxCOWFWEeZEE4LG6sAYNOGat zzqglLvi NceNgRv XnR+C+J
| AXVWAWDTk+Z1wi JNa30a0hMgSVZ5r a7XAVWe1C&ZXA Mnbe299gTBOzf 2DsXxnmk 7y
SDBr Ra0Op593Mhj 2sVgSLXWhgF1AR92FMAKhghj zeGHKokyh4uax+GsVWpJl 7cgZP
DNdf TI FOA03hGsuQE89+(qSa05+gs4HDHUI G 760uQx4SI 9RAOFXNhAPC5Fz uZBPs
vnUn6HPk Ve TnEKYYCar MCOVt JI Pnj ymLZqR46y9Vj Lr 8qGvoR7r r AsWFsj Ni P6k
3y ShCezZwogc Dg6wk s Kkav EpVWRMAUQ oQvs/ TCZA AFHQF 1agWN556) mvv7j 8i +q
EGOY93BgBuQumtHvi dJcJy8RqVCVx Yf XE3M hN6dvTxyF7Boni HY6wW 2| ng=
----- END PRI VATE KEY-----

Appendi x D. Pre-Hashing (External u-M.-DSA)

Sone applications require pre-hashing that ease operational

requi renents around | arge or inconsistently-sized payl oads. Wen
signing with pre-hashing, the signature-generation process can be
separated into a pre-hash step requiring only the nmessage and ot her
public information, and a core signature step that uses the public



key.

In the context of M.-DSA, pre-hashing can be perfornmed with the
HashM.- DSA al gorithm defined in Section 5.4 of [FIPS204]. M.-DSA
itself supports an External w« pre-hashing node, which externalizes
the message pre-hashing originally performed inside the signing
operation. This node is also laid out in [FIPS204-Ext er nal MUIFAQ .

Thi s docunent specifies only the use of M.-DSA's External w« nobde, and
not HashM.-DSA, in PKIX for reasons laid out in Section 8.3.

I mpl ement ati ons of M.-DSA using the External wu pre-hashing node
requires the follow ng algorithnms, which are nodified versions of the
al gorithms presented in [FIPS204]. The nonencl ature used here has
been nodified fromthe N ST FAQ [ Fl PS204- Ext ernal MUIFAQ for clarity.

Pr e- hash operati on:
Conputew (pk, M ctx):

# Referred to as ' External Mu- M.- DSA. Prehash(pk, M ctx)’

#in the FIPS 204 FAQ

# Mis the nessage, a bit-string

# © and ctx are byte-strings.

# ctx is the context string, which defaults to the enpty string.

u = H(BytesToBits(H(pk, 64) || IntegerToBytes(0, 1) ||
I nteger ToBytes(|ctx|, 1) || ctx) || M 64)
# The functions ‘BytesToBits' and ‘IntegerToBytes' are defined
# in FIPS 204.
return o

Figure 1. Conputeu Pre-Hash QOperation
S

gn operations:

Si

gnu (sk, w):

# Referred to as ' External Mu- M.- DSA. Si gn(sk, nu)’
# in the FIPS 204 FAQ

if |u| !'= 64 then
return error # return an error indication if the input « is not
# 64 bytes.
end if

rnd = rand(32) # for the optional determnistic variant,
# set rnd to all zeroes
if rnd = NULL t hen
return error # return an error indication if random bit
# generation failed
end if

sigma = Signu _internal (sk, «, rnd, isExternal u =true)
return sigma

M.- DSA. Signu _internal (sk, M, rnd, isExternal u =false):
# 1 is passed to the function via the argunment M.
# Defaulting External « to fal se neans that
# this nodified version of Sign_internal can be used
# in place of the original without interfering with
# functioning of pure M-DSA node.
#
#

identical to FIPS 204 Algorithm7, but with Line 6
replaced with
6: if (isExternal u):
=M



el se:
u = H(BytesToBits(tr) || M, 64)

Figure 2: The Operations for Signing u

There is no need to specify an External w« Verify() routine because
this is identical to the original M-DSA Verify(). This makes
External © node sinply an internal optimzation of the signer, and
all ows an M.- DSA key to sonetines be used with the "one-shot" Sign()
APl and to sonetinmes be used with the External w« APl w thout any

i nteroperability concerns.

The External © node requires the Conmputeu routine to have access to
the hash of the signer’s public key, which may not be available in
sonme architectures, or require fetching it. That nmay allow for

m smat ches between tr and sk. At worst, this will produce a
signature that will fail to verify under the intended public key
since a conmpliant Verify() routine will independently conpute tr from
the public key. This is not believed to be a security concern since
¢ is never used as-is within M.-DSA Sign_internal () (Algorithm?7 in
[ FIPS204]). Rather, it is hashed with val ues unknown to an attacker
on lines 7 and 15. Thus, a signing oracle exposing Signu () does not
| eak any bits of the secret key. The External u node al so requires
SHAKE256 to be available to the Computewx routine.
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