I nternet Engi neering Task Force (IETF) G Fairhurst

Request for Comments: 9869 T. Jones
Cat egory: Standards Track Uni versity of Aberdeen
I SSN: 2070-1721 Cct ober 2025

Dat agr am Packeti zati on Layer Path MIU Di scovery (DPLPMIUD) for UDP
Opt i ons

Abst r act
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for Path MIU Di scovery (PMIUD). This method uses the UDP Options
packetization layer. It allows an application to discover the

| argest size of datagramthat can be sent across a network path. It
al so provides a way to allow the application to periodically verify
the current Maxi num Packet Size (MPS) supported by a path and to
update this when required.
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I ntroduction

The User Datagram Protocol (UDP) [RFCO768] offers a mininal transport
service on top of IP and is frequently used as a substrate for other
protocols. Section 3.2 of UDP Guidelines [RFC8085] recomends that
applications inplenent sone formof Path MIU Di scovery (PMIUD) to
avoi d the generation of IP fragnents:

| Consequently, an application SHOULD either use the path MU
| information provided by the IP |ayer or inplement Path MIuU

| Discovery (PMIUD) itself [RFCL191] [RFC1981] [ RFC4821] to

| determ ne whether the path to a destination will support its
| desired nmessage size without fragnentation

The UDP APl [RFC8304] offers calls for applications to receive | CWP
Packet Too Big (PTB) nessages and to control the maxi mum size of
datagranms that are sent, but it does not offer any autonated
mechani sns for an application to discover the MPS supported by a
pat h. Upper Layer protocols, which include applications, can

i mpl ement nechani sns for PMIUD above the UDP API.

Packeti zati on Layer Path MIU Di scovery (PLPMIUD) [ RFC4821] descri bes
a method for a bidirectional Packetization Layer (PL) to search for
the | argest Packetization Layer PMIU ( PLPMIU) supported on a path.
DPLPMTUD [ RFC8899] specifies this support for datagramtransports.
PLPMIUD and DPLPMIUD gai n robustness by using a probing nmechani sm
that does not solely rely on | CMP PTB nessages and wor ks on pat hs
that drop | CMP PTB nessages.

UDP Options [ RFC9868] supplies functionality that can be used to

i mpl ement DPLPMTUD within the transport service or in an Upper Layer
protocol (including an application) that uses UDP Options. This
docunent specifies how DPLPMIUD usi ng UDP Options is inplenented
(Section 6.1 of [RFC8899]) and requires support to be enabled at both
the sender and receiver.

| mpl enenting DPLPMIUD within the transport service above UDP Qptions
avoi ds the need for each Upper Layer protocol to inplenment the
DPLPMIUD et hod. It provides a standard nethod for applications to
di scover the current MPS for a path and to detect when this changes.
It can be used with Equal -Cost Miultipath (ECMP) routing and/or
multihomng. |If nmultipath or nultihoming is supported, a state
machine i s needed for each path.

DPLPMTUD i s not specified for nulticast. The nethod requires
explicit acknow edgenment of probe packets provided by UDP Opti ons,
which is primarily intended for unicast use (see Section 23 of

[ RFC9868] ) .

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",



"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the terns defined for DPLPMIUD (Sections 2 and 5
of [RFCB8899]).

DPLPMTUD for UDP Options

A UDP Options sender inplenmenting DPLPMIUD uses the met hod specified
in [RFC8899]. In this specification, DPLPMIUD is realized using a
pair of UDP Options: the Request (REQ Option and the Response (RES)
Option (Section 11.7 of [RFC9868]). The nethod al so uses the End of
Options List (EQL) Option (Section 11.1 of [RFC9868]) to introduce
padding to set the size of a probe packet.

Use of DPLPMIUD MUST be explicitly enabled by the application, for

i nstance, once an application has established connectivity and is
ready to exchange data with the renote Upper Layer protocol

Simlarly, a DPLPMIUD recei ver MJST NOT respond to a UDP REQ Option
unti|l DPLPMIUD has been enabled. This is to help protect from mi suse
of the mechanismfor other forns of probing.

Probe packets consume network capacity and incur endpoi nt processing
(Section 4.1 of [RFC8899]). Inplenmentations ought to send a probe
packet with a UDP REQ Option only when required by their |oca
DPLPMTUD state nachine, i.e., when confirmng the base PMIU for the
path, probing to increase the PLPMIU, or confirm ng the current
PLPMTU.

DPLPMTUD can be inpl enented over UDP OQptions in two ways:
* Inplementation within the UDP transport service.

* Imnplenentation in an Upper Layer protocol (or application) that
uses UDP Opti ons.

When DPLPMIUD i s inplemented within the UDP transport service, the
DPLPMTUD state nachine is responsible for sending probe packets to
determine a PLPMIU, as described in this document. This determ nes
an MPS, the largest size of application data bl ock that can be sent
across a network path using a single datagram The Upper Layer
protocol is responsible for deciding when a session enabl es DPLPMIUD.

The di scovered PLPMIU can be used to either
* set the maxi mum datagram size for the current path or

* set the maxi mum fragnent size when a sender uses the UDP
Fragnmentation Option to divide a datagraminto nultiple UDP
fragments for transnission. The size of each UDP fragment is then
| ess than or equal to the size of the discovered |argest |P packet
that can be received across the current path.

The figure bel ow shows an inplenentation of DPLPMIUD within the UDP
transport service. It illustrates key interactions between the

| ayers. This design requires an APl primtive to allow the
application to control whether the DPLPMIUD state machine is enabled
for a specific UDP port. By default, this APl MJST di sabl e DPLPMIub
pr ocessi ng.

| Upper Layer Protocol |
or Application |



n | Messages (with UDP Options)
| receive send v Primtives for MPS, M n_PMIU, etc.

| DPLPMTUD State Machi ne |
| Maxi mum Packet Size (MPS) |
| PLPMIU, Probed-Size, M n_PMIU|
| Token Val ues & Probes, etc. |

o e e e e e e e oo +----+
n | Messages (with UDP Options)
| | Send/ Recei ve: Probes with Options
| receive send v Events: ICWP, Interface MIU, etc.
T +
| UDP Options Transport |
o e e e e e e e oo +----+
n | Datagranms (with UDP Options)
| | Fragnment ed Datagrans with UDP Options
| receive send v Events: ICWP, Interface MIU, etc.

Note: UDP allows an Upper Layer protocol to send datagrams wth
or without payload data (with or without UDP Options). These
are delivered across the network to the renote Upper Layer.
When DPLPMTUD is inplemented within the UDP transport service,
probe packets that include a REQ or RES UDP Option can be sent
with no UDP payload. 1In this case, these probe packets were
not generated by a sending application; therefore, the
correspondi ng recei ved datagrans are not delivered to the
renote application.

When DPLPMIUD is instead inplemented by an Upper Layer protocol, the
format and content of probe packets are determ ned by the Upper Layer
protocol. This design is also permtted to use the REQ and RES
Options provided by UDP Opti ons.

If DPLPMIUD is active at nore than one | ayer, then the values of the
tokens used in REQ Options need to be coordinated with any val ues
used for other DPLPMIUD probe packets to ensure that each probe
packet can be identified by a unique token. When configurable, a
configuration ought to avoid perform ng such discovery both within
UDP Options and al so by an Upper Layer protocol that sends and

recei ves probe packets via UDP Options. Section 6.1 of [RFC38899]
recomrends that: "An application SHOULD avoi d usi ng DPLPMIUD when t he
underlying transport system provides this capability."

.1. Packet Formmts

The UDP Options used in this docunment are described in [ RFC9868] and
are used in the foll owi ng ways:

* The REQ Option is set by a sending PL to solicit a response froma
renote receiver. A four-byte (four-octet) token identifies each
request.

* A sending PL can use the EQL Option together with a m nimum
datagram |l ength to pad probe packets.

* The RES Option is sent by a UDP Options receiver in response to a
previously received REQ Option. Each RES Option echoes the | ast
recei ved four-byte token.

* |f a UDP Options endpoint creates and sends a datagramwith a RES
Option solely as response to a received REQ Option, the responder
MUST |imt the rate of these responses (e.g., limting each pair
of ports to send 1 per neasured RTT or 1 per second). This rate
limt is to mtigate the DoS vector without significantly
i npacting the operation of DPLPMIUD. An exanple in Section 6
descri bes a case where this mght be used.



* Reception of a RES Option by the REQ sender confirns that a
speci fic probe packet has been received by the renmote UDP Options
receiver.

The token allows a UDP Options sender to distinguish between

acknow edgenents for initial probe packets and acknow edgenents
confirmng recei pt of subsequent probe packets (e.g., travelling
along alternate paths with a larger RTT). Each probe packet MJST be
uniquely identifiable by the UDP Options sender within the Maxi mum
Segnment Lifetime (MSL) [ RFC8085]. The UDP Options sender MJST NOT
reuse a token value within the MSL. A four-byte value for the token
field provides sufficient space for multiple unique probe packets to
be nmade within the MSL. Since UDP Options operates over UDP, the
token val ues only need to be unique for the specific 5-tuple over
which it is operating.

The val ue of the four-byte token field SHOULD be initialized to a
random zed val ue to enhance protection fromoff-path attacks, as
described in Section 5.1 of [RFC8085].

3.2. Sending Probe Packets with the Request Option

DPLPMTUD relies upon sending a probe packet with a specific size.
Each probe packet includes the UDP Options area containing a REQ
Option and any other required options concluded with an EQL Option
(Section 11.1 of [RFC9868]), followed by any paddi ng needed to
inflate to the required probe size.

A probe packet can therefore be up to the maxi mum si ze supported by
the local interface (i.e., the Interface MIU). Item2 in Section 3
of [RFCB899] requires the network interface bel ow DPLPMIUD to provide
a way to transmt a probe packet that is larger than the current
PLPMIU. The size of this probe packet MJUST NOT be constrained by the
maxi mum PMIU set by network | ayer mechani snms (such as di scovered by
PMIUD [ RFC1191] [ RFC8201] or the PMIU size held in the IP-1layer

cache), as noted in item2 in Section 3 of [RFC8899]).

UDP dat agrans used as DPLPMIUD probe packets, as described in this
docunent, MJST NOT be fragnented at the UDP or |IP layer. Therefore,
Section 3 of [RFC8899] requires: "In | Pv4, a probe packet MJIST be
sent with the Don't Fragnent (DF) bit set in the |IP header and

wi t hout network | ayer endpoint fragmentation.™

3.3. Receiving UDP Options Probe Packets and Sending the RES Option

When DPLPMTUD i s enabl ed, a UDP Options receiver responds by sending
a UDP datagramwith the RES Option when it receives a UDP Options
datagramwi th the REQ Opti on.

The operation of DPLPMIUD can depend on the support at the renote UDP
Options endpoint, the way in which DPLPMIUD is inplenmented, and in
some cases, the application data that is exchanged over the UDP
transport service. Wen UDP Options is not supported by the renote
recei ver, DPLPMIUD will be unable to confirmthe path or to discover
the PLPMIU. This will result in the m ni mum configured PLPMIU

(M N PLPMIU). Mre explanation of usage is provided in Section 6

| Note: A receiver that only responds when there is a datagram

| queued for transm ssion by the Upper Layer could potentially

| receive multiple datagrams with a REQ Option before it can

| respond. Wen sent, the RES Option will only acknow edge the

| latest received token value. A sender woul d then concl ude that
| any earlier REQ Options were not successfully received.

| However, DPLPMIUD does not usually result in sending nore than
| one probe packet per tineout interval, and a delay in



| responding will already have been treated as a fail ed probe

| attenpt. Therefore, this does not significantly inpact

| performance, although a nore pronpt response woul d have

| resulted in DPLPMIUD recording reception of all probe packets.

4. DPLPMIUD Sender Procedures for UDP Options

DPLPMTUD utilizes three types of probe. These are described in the
foll owi ng secti ons:

* Probes to confirmthe path can support the BASE_PLPMIU
(Section 5.1.4 of [RFC8899]).

* Probes to detect whether the path can support a | arger PLPMIU
* Probes to validate that the path supports the current PLPMIU
4.1. Confirmation of Connectivity Across a Path

The DPLPMTUD nethod requires a PL to confirmconnectivity over the
path (Section 5.1.4 of [RFC8899]), but UDP itself does not offer a
mechani sm for this.

UDP Options can provide this required functionality. A UDP Options
sender inplenenting this specification MIST elicit a positive
confirmation of connectivity for the path by sending a probe packet
padded to size BASE PLPMIU. This confirmation probe MJST include the
REQ UDP Option to elicit a response fromthe renote DPLPMIUD.
Reception of a datagramwi th the corresponding RES Option confirnms
the reception of a packet of the probed size that has successfully
traversed the path to the receiver. This also confirnms that the
renot e endpoi nt supports the RES Opti on.

4.2. Sending Probe Packets to Increase the PLPMIU

Fromtinme to tine, DPLPMIUD enters the SEARCHI NG state, described in
Section 5.2 of [RFC8899], (e.g., after expiry of the

PMIU RAI SE TI MER) to detect whether the current path can support a

| arger PLPMIU. Wen the renote endpoi nt advertises a UDP Maxi mum

Dat agram Si ze (MDS) Option (see Section 11.5 of [RFC9868]), this

val ue MAY be used as a hint to initialize this search to increase the
PLPMTU.

Probe packets seeking to increase the PLPMIU SHOULD NOT carry
application data (see "Probing using padding data" in Section 4.1 of
[ RFC8899]), since they will be |ost whenever their size exceeds the
actual PMIU. [RFC8899] requires a probe packet to elicit a positive
acknow edgenent that the path has delivered a datagram of the
specific probed size; therefore, a probe packet MJUST include the REQ
Opti on when using transport options for UDP [ RFC9868].

At the receiver, a received probe packet that does not carry
application data does not forma part of the end-to-end transport
data and is not delivered to the Upper Layer protocol (i.e.,
application or protocol |ayered above UDP). A zero-length payl oad
notification could still be delivered to the application (see
Section 5 of [RFC8085]), although Section 18 of [RFC9868] discusses
the inplications when using UDP Opti ons.

4.3. Validating the Path with UDP Options

A PL using DPLPMIUD MJST validate that a path continues to support
the PLPMIU di scovered in a previous search for a suitable PLPMIU
val ue, as defined in Section 6.1.4 of [RFC38899]. This validation
sends probe packets in the DPLPMIUD SEARCH COWPLETE state
(Section 5.2 of [RFC8899]) to detect black-holing of data



(Section 4.3 of [RFC8899] defines a DPLPMIUD bl ack hol e).

Path validation can be inplenented within UDP Options by generating a
probe packet of size PLPMIU, which MJUST include a REQ Option to
elicit a positive confirmation that the path has delivered this probe
packet. A probe packet used to validate the path MAY use either
"Probi ng using padding data" to construct a probe packet that does
not carry any application data or "Probing using application data and
paddi ng data"; see Section 4.1 of [RFC8899]. When using "Probing
usi ng paddi ng data", the UDP Options APl does not indicate receipt of
the zero-1ength probe packet (see Section 6 of [RFC9868]).

4.4. Probe Packets That Do Not Include Application Data

A sinple inplenmentation of the nmethod might be designed to only use
probe packets in a UDP datagramthat includes no application data.
The size of each probe packet is padded to the required probe size
including the REQ Option. This inplements "Probing using padding
data" (Section 4.1 of [RFC8899]) and avoids having to retransm't
application data when a probe fails. This could be achieved by
setting a mninmum datagram | ength, such that the options list ends in
EQL (Section 11.1 of [RFC9868]) with any additional space zero-filled
as needed (see Section 15 of [RFC9868]). |In this use, the probe
packets do not forma part of the end-to-end transport data and a
recei ver does not deliver themto the Upper Layer protocol

4.5. Probe Packets That Include Application Data

An inplementation always uses the format in Section 4.4 when DPLPMIUD
searches to increase the PLPMIU

An alternative format is pernmitted for a probe packet that is used to
confirmthe connectivity or to validate the path. These probe
packets MAY carry application data. (UDP payload data is permtted
because these probe packets perform bl ack-hol e detection and will
therefore usually have a higher probability of successfu

transm ssion, simlar to other packets sent by the Upper Layer
protocol.) Section 4.1 of [RFC8899] provides a discussion of the
merits and denmerits of including application data. For exanple, this
reduces the need to send additional datagrans.

This type of probe packet MAY use a control nessage format defined by
the Upper Layer protocol, provided that the nmessage does not need to
be delivered reliably. The REQ Option MJST be included when the
sendi ng Upper Layer protocol perforns DPLPMIUD. The DPLPMIUD net hod
tracks the transm ssion of probe packets (using the REQ Option

t oken).

A receiver that responds to DPLPMIUD MUST process the REQ Option and
i nclude the corresponding RES Option with an Upper Layer protoco
message that it returns to the requester (exanples of receiver
processing are provided in Section 6).

Probe packets that use this format forma part of the end-to-end
transport data and can be used to manage the PLPMIU in just one
direction or can be used for both directions.

5. Receiving Events from the Network
Thi s specification does not rely upon reception of events fromthe
networ k, but an inplementation can utilize these events when they are
provi ded.

5.1. Changes in the Path

A change in the path or the loss of a probe packet can result in



DPLPMIUD updating the PLPMIU. DPLPMIUD [ RFC8899] recomrends t hat

met hods are robust to path changes that could have occurred since the
path characteristics were |last confirnmed and to the possibility of

i nconsi stent path information being received. For exanple, a
notification that a path has changed could trigger path validation to
provi de bl ack-hol e protection (Section 4.3 of [RFC8899]).

An Upper Layer protocol could trigger DPLPMIUD to validate the path
when it observes a high packet loss rate (or a repeated protoco
timeout) [RFC8899].

Section 3 of [RFC8899] requires any nethods designed to share the
PLPMIU bet ween PLs (such as updating the I[P cache PMIU for an
interface/destination) to be robust to the wide variety of underlying
networ k forwardi ng behaviors. For exanple, an inplenmentation could
avoi d sharing PMIU i nformation that could potentially relate to
packets sent with the same address over a different interface.

.2. Validation of PTB Messages

Support for receiving |CMP PTB nessages is OPTIONAL for DPLPMIUD. A
UDP Options sender can therefore ignore received | CMP PTB nessages.

Bef ore processing an | CMP PTB nmessage, the DPLPMIUD net hod needs to
performtwo checks to ensure that the nessage was received in
response to a sent probe packet:

* DPLPMIUD first utilizes the quoted information in each PTB
message. The receiver MJST validate the protocol information in
the quoted packet carried in an | CMP PTB nessage payload to
val i date the nessage originated fromthe sendi ng node (see
Section 4.6.1 of [RFC8899]).

*  The receiver SHOULD utilize information that is not sinple for an
of f-path attacker to determ ne (see Section 4.6.1 of [RFC8899]).
Specifically, a UDP Options receiver SHOULD confirmthat the token
contained in the UDP REQ Opti on of the quoted packet has a val ue
that corresponds to a probe packet that was recently sent by the
current endpoint.

An i nmpl enentation unable to support this validation MJST ignore
recei ved | CMP PTB nessages.

Examples with Different Receiver Behaviors

When enabl ed, a DPLPMIUD endpoi nt that inplements UDP Options
normal ly responds with a UDP datagramwi th a RES Opti on when
requested by a sender.

The foll owi ng exanpl es descri be various possible receiver behaviors:

* No DPLPMIUD receiver support: One case is when a sender supports
this specification, but no RES Option is received fromthe renote
endpoint. In this exanple, the nethod is unable to discover the
PLPMIU. This will result in using the MN PLPMIU. Such a renote
endpoi nt m ght be not configured to process UDP Options or night
not return a datagramwith a RES Option for sone other reason
(e.g., packet loss, insufficient space to include the option,
filtering on the path, etc.).

* DPLPMIUD receiver uses application datagrans: In a second case,
bot h the sender and receiver support DPLPMIUD using the
specification, and the receiver only returns a RES Option with the
next UDP datagramthat is sent to the requester. Therefore,
reception of a REQ Option does not systematically trigger a
response. This allows DPLPMIUD to operate when there is a flow of
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datagrams in both directions, provided there is periodic feedback
(e.g., one acknow edgenent packet per RTT). It requires the
PLPMIU at the receiver to be sufficiently |arge enough that the
RES Option can be included in the feedback packets that are sent
in the return direction. This method avoids opportunities to

m suse the method as a DoS attack. However, when there is a | ow
rate of transm ssion (or no datagranms are sent) in the return
direction, this will prevent pronpt delivery of the RES Option.

At the DPLPMIUD sender, this results in probe packets failing to
be acknow edged in time and could result in a smaller PLPMIU t han
is actually supported by the path or in using the MN_PLPMIU

* Unidirectional transfer: Another case is where an application only
transfers data in one direction (or predom nantly in one
direction). |In this case, the wait at the receiver for a datagram
to be queued before returning a RES Option could easily result in
a probe timeout at the DPLPMIUD sender. 1In this case, DPLPMIubD
coul d all ow exchangi ng datagrans w t hout a payl oad (as di scussed
in earlier sections) to return the RES Option.

* DPLPMIUD receiver permitted to send responses in UDP dat agrans
with no payl oad: A DPLPMIUD receiver can generate a datagram
(e.g., with zero payload data) solely to return a RES Option
(e.g., sent when no other datagrans are queued for transm ssion).
This woul d all ow an endpoint to probe the set of UDP ports that
have been configured with support for this specification using a
DPLPMTUD probe packet. Although this results in sonme additiona
traffic overhead, it has the advantage that it can ensure tinely
progress of DPLPMIUD. Section 3.1 specifies: "If a UDP Options
endpoi nt creates and sends a datagramwith a RES Option solely as
response to a received REQ Option, the responder MUST |imt the
rate of these responses (e.g., limting each pair of ports to send
1 per neasured RTT or 1 per second)". This rate limt is to
mtigate the DoS vector, without significantly inpacting the
operation of DPLPMIub

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
Security Considerations
The security considerations for using UDP Options are described in
[ RFC9868]. The nethod does not change the integrity protection
of fered by the UDP Options nethod.
The security considerations for using DPLPMIUD are described in
[ RFC8899]. On-path attackers could maliciously drop or nodify probe
packets to seek to decrease the PMIU or to nmaliciously nodify probe
packets in an attenpt to black-hole traffic.

The specification reconmends that the token value in the REQ Option
is initialized to a random zed value. This is to enhance protection

fromoff-path attacks. |If a subsequent probe packet uses a token
value that is easily derived fromthe initial value (e.qg.

incrementing the value), a m sbehaving on-path observer could then
determ ne the token val ues used for subsequent probe packets from

that sender, even if these probe packets are not transiting via the

observer. This would allow probe packets to be forged, with an
impact simlar to other on-path attacks agai nst probe packets. This
attack could be mitigated by using an unpredictabl e token value for
each probe packet.

The net hod does not change the | CVMP PTB nessage val i dation nethod
descri bed by DPLPMIUD: A UDP Options sender that utilizes |CVMP PTB
messages received to a probe packet MJST use the quoted packet to
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9.

9.

validate the UDP port information in conbination with the token
contained in the UDP Option before processing the packet using the
DPLPMTUD net hod.

Upper Layer protocols or applications that enploy encryption ought to
perform DPLPMIUD at a | ayer above UDP Options and not enabl e UDP
Options support for DPLPMIUD. This allows the application to control
when DPLPMTUD is used to control the additional traffic that this
generates. This also ensures that DPLPMIUD probe packets are

encrypt ed.
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