I nternet Engi neering Task Force (IETF) M Peterson, Ed.

Request for Comments: 9865 Ent r ust
Updat es: 7643, 7644 D. Zol | ner
Cat egory: Standards Track I ndependent
| SSN: 2070-1721 A. Sehga

Amazon Web Servi ces
Cct ober 2025

Cursor - Based Pagi nati on of System of Cross-donmin ldentity Managenent
(SCI'M Resources

Abst ract

Thi s docunent updates RFCs 7643 and 7644 by defining additiona

System for Cross-Domain ldentity Managenent (SCIM query paraneters
and result attributes to allow use of cursor-based pagination in SCIM
service providers that are inplenented with existing codebases,

dat abases, or APlIs where cursor-based pagination is already well

est abl i shed.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9865

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
1.1. Notational Conventions
1. 2. Definitions

2. Query Paraneters and Response Attributes

2.1. Pagination Errors

2.2. Sorting

2.3. Inplenenting Cursors as the Only Pagi nati on Met hod
2.4. Inplenenting Both Cursors and | ndex Pagination

3. Querying Resources Using HTTP POST
4. Service Provider Configuration



Security Considerations
.1. Threat Mddel and Security Environnent
.2. Confidentiality
.3. Availability
.4. Oher Security References
6. | ANA Consi derati ons
7. References
7.1. Normative References
7.2. Informative References
Acknowl edgnent s
Contributors
Aut hors’ Addr esses

1. Introduction

The two common patterns for result pagination are index-based

pagi nati on and cursor-based pagi nation. Rather than attenpt to
compare and contrast the advantages and di sadvant ages of conpeting
pagi nation patterns, this docunent sinply recognizes that Systemfor
Cross-Donmmin ldentity Managenent (SCIM service providers are
commonly inplenented as an interoperability layer on top of already
exi sting application codebases, databases, and/or APlIs that already
have a well established pagi nation pattern

Transl ating from an underlying cursor-based pagination pattern to the
i ndex- based pagi nation defined in Section 3.4.2.4 of [RFC7644]
ultimately requires the SCIM service provider to fully iterate the
underlying cursor, store the results, and then serve indexed pages
fromthe stored results. This task of "pagination translation"

i ncreases conplexity and nenory requirenments for inplenenting a SCI M
service provider, and may be an inpedinent to SCI M adoption for sone
applications and identity systens.

Thi s docunent defines a sinple addition to the SCI M protocol that

all ows SCI M service providers to reuse underlying cursors without
expensi ve transl ation. Support for cursor-based pagination in SCl M
encour ages broader cross-application identity managenent
interoperability by encouraging SCI M service provider inplenentations
for applications and identity systens where cursor-based pagi nation
is already well established.

Thi s docunent updates RFCs 7643 and 7644 because it adds attributes
to existing structures fromthose docunments, as described in

Section 2. These changes are i nvoked when using the "cursor"

par anet er when naki ng SCl M search requests using GET or POST net hods.

1.1. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.2. Definitions
Thi s docunent uses the terns defined in Section 1.2 of [RFC7643].

2. Query Paraneters and Response Attributes

The followi ng table describes the URL pagi nation query paraneters for
requesting cursor-based pagi nation

| Parameter | Description



| The string value of the nextCursor attribute froma
| previous result page. The cursor value MJUST be |
| enmpty or omitted for the first request of a cursor-
| paginated query. This value may only contain |
| characters fromthe unreserved character set |
| defined in Section 2.3 of [RFC3986]. |

| Specifies the desired maxi mum nunber of query |
| results per page, e.g., 10. A negative value SHALL |
| be interpreted as "0". A value of "0" indicates |
| that no resource results are to be returned except |
| for "total Results". \When specified, the service |
| provider MJUST NOT return nore, although it MAY |
| return fewer, results. |f unspecified, the maxi mum |
| nunber returned is set by the service provider. |

Table 1: Query Paraneters

The foll owi ng table describes cursor-based pagination attributes
returned in a paged query response:

+
I
+
next Cur sor | A cursor value string that MAY be used in a |
| subsequent request to obtain the next page of
| results. Service providers supporting cursor-
| based pagi nati on MJST include nextCursor in |
| all paged query responses except when |
| returning the | ast page. nextCursor MJST be |
| omitted froma response only to indicate that
| there are no nore result pages. |
| A cursor value string that MAY be used in a |
| subsequent request to obtain the previous page
| of results. Returning previousCursor is |
| OPTIONAL. previousCursor MUST NOT be returned
| with the first page. |

Tabl e 2: Response Attributes

Cursor values are URL-safe strings that are opaque to the client. To
retrieve another result page for a query, the client MJST query the
same service provider endpoint with all query paraneters and val ues
being identical to the initial query with the exception of the cursor
val ue, whi ch SHOULD be set to a nextCursor (or previousCursor) val ue
that was returned by the service provider in a previous response.

For exanple, to retrieve the first 10 users with userNanme starting
with J, use an enpty cursor and set the count to 10:

CET /Users?filter=user Name%20sw20J&cur sor &ount =10
Host: exanpl e. com

Accept: application/sci mtjson

Aut hori zation: Bearer U8YJCcYYRM bGeepD

The SCI M service provider in response to the query above returns
met adat a regardi ng pagination simlar to the foll ow ng exanple
(Resources onmtted for brevity)

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+j son

{



"total Resul ts": 100,

"itensPer Page": 10,

"next Cursor": " VZUTi yhEQI94I R",
"schemas":["urn:ietf:parans:scimapi:nmessages: 2. 0: Li st Response"],
"Resources": [{

}H
}

G ven the exanpl e above, to request the next page of results, use the
same query parameters and val ues except set the cursor to the value
of next Cursor (VZUTi yhEQI94I R)

GET / Users?filter=usernane%20sw20J&cur sor =VZUTi yhEQI94| R&count =10
Host: exanpl e. com

Accept: application/sci mtjson

Aut hori zati on: Bearer U8YJcYYRM bGeepD

The service provider responds wth:

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+j son

{
"total Resul ts": 100,
"itensPer Page": 10,
"previousCursor: "ze7L30kM i LX6x",
"next Cursor": "YKU3OF86PzO0r Gv",
"schemas": ["urn:ietf:parans:scimapi:nessages: 2. 0: Li st Response"],
"Resources": [{
}H
}

In the exanpl e above, the response includes the optiona
previ ousCursor indicating that the service provider supports forward
and reverse traversal of result pages

As described in Section 3.4.1 of [RFC7644], service providers should
return an accurate value for total Results, which is the total nunber
of resources for all pages. Service providers inplenmenting cursor
pagi nation that are unable to estimate total Results MAY choose to
omt the total Results attribute.

.1. Pagination Errors

If a service provider encounters invalid pagination query paraneters
(invalid cursor value, count value, etc) or other error conditions,
the service provider SHOULD return the appropriate HITP response
status code and detailed JSON error response as defined in

Section 3.12 of [RFC7644].

For HTTP status code 400 (Bad Request) responses, the follow ng
detail error types are defined. These error types extend the Iist
defined in Table 9 ("SCIM Detail Error Keyword Val ues") of

Section 3.12 of [RFC7644]

+ +
| scinType | |
inval i dCursor | Cursor value is invalid. Cursor | GET (Section
| value SHOULD be enpty to request |
| the first page and set to the |
| nextCursor or previousCursor |
| value for subsequent queries. |

3.4.2 of
[

I I
I I
| RFC7644] ) |
I I
I I



expi redCursor | Cursor has expired. Do not wait |
| longer than service provider’s | 3.
| cursorTineout to request | [
I I

addi ti onal pages.

| |
| .2 of |
I I
I I

| invalidCount | Count value is invalid. Count | GET (Section

| | value nust be between 0 and | 3.4.2 of |
| | service provider’s maxPageSi ze | [RFC7644]) |
| | and nust be equal to the count | |
| | value of the initial query. | |
I IRy e e I IRy +

Tabl e 3: Pagination Errors
2.2. Sorting

If sorting is inplemented as described Section 3.4.2.3 of [RFC7644],
then cursor-paged results should be sorted.

2.3. Inplenenting Cursors as the Only Pagi nati on Met hod

A service provider MAY require cursor-based pagination to retrieve
all results for a query by including a nextCursor value in the
response, even when the query does not include the cursor paraneter.

For exanpl e:

CGET / Users
Host: exanpl e. com
Accept: application/sci mtjson

The service provider may respond to the above query with a page
cont ai ni ng defaul t PageSi ze results and a next Cursor val ue as shown in
t he bel ow exanpl e (Resources onmitted for brevity):

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+j son

{
"total Resul ts": 5000,

"itensPer Page": 100,

"next Cursor": "HPgq72Pax3JUaNa",

"schemas": ["urn:ietf:parans:sci mapi:nessages: 2. 0: Li st Response”],
"Resources": [{

}H

2.4. Inplenmenting Both Cursors and | ndex Pagi nation

When a service provider supports both index-based and cursor-based
pagi nation, clients can use the ’'startlndex’ or ’'cursor’ query
paraneters to request a specific nethod. Additionally, service
provi ders supporting both pagi nati on methods MJST choose a defaul t
pagi nati on nmethod to use when responding to requests that have not
specified a pagi nation query paraneter.

I mpl ementers of SCI M service providers that previously supported only
i ndex- based pagi nati on and are addi ng support for cursor-based

pagi nati on should use index as the default pagination nethod to avoid
inconpatibility with clients that expect index-based pagi nation
behavi ors when no pagi nation query paranmeters are specified.

SCIM clients can query the Service Provider Configuration (Section 4)
endpoint to deternine if index-based, cursor-based, or both types of
pagi nati on are supported and which of these is the default.



3.

Queryi ng Resources Using HTTP POST

Section 3.4.3 of [RFC7644] defines how clients nmay execute queries

wi t hout passing paranmeters on the URL by using the POST verb conbi ned
with the /.search path extension execute. Wen posting to /.search,
the client would pass the parameters defined in Section 2 in the body
of the POST request. For exanple:

POST / User/. search

Host: exanpl e. com

Accept: application/sci mtjson

Aut hori zation: Bearer U8YJcYYRM bGeepD

{
"schemas": |
"urn:ietf:parans: scimapi:messages: 2. 0: SearchRequest "],
"attributes": ["displayNanme", "userNane"],
"filter": "displayName sw\"smth\"",
“cursor": "",
"count”: 10
}

VWhich would return a result containing a nextCursor value that may be
used by the client in a subsequent call to return the next page of
resources

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+j son

{
"total Results": 100,
"itensPer Page": 10,
"next Cursor": "VZUTi yhEQI94I R',
"schemas": ["urn:ietf:parans:sci mapi:nessages: 2. 0: Li st Response"],
"Resources": [{
}H
}

Servi ce Provider Configuration

The / Servi ceProvi derConfig resource defined in Section 4 of [RFC7644]
facilitates discovery of SCIM service provider features. A SCIM
service provider inplenenting cursor-based pagi nati on SHOULD i ncl ude
the followi ng additional attribute in a JSON docunent returned by the
/ Servi ceProvi der Confi g endpoint:

pagi nation A conplex type that indicates pagination configuration
options. OPTI ONAL.

The foll owi ng sub-attributes are defined:

cursor A Bool ean val ue specifying support of cursor-based
pagi nati on. REQUI RED

i ndex A Bool ean val ue speci fying support of index-based pagi nation
REQUI RED.

def aul t Pagi nati onMethod A string value specifying the type of
pagi nation that the service provider defaults to when the client
has not specified which nmethod it w shes to use. Possible values
are "cursor” and "index". OPTI ONAL.

def aul t PageSi ze Positive integer value specifying the default number
of results returned in a page when a count is not specified in the
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query. OPTI ONAL.

maxPageSi ze Positive integer specifying the maxi num nunber of
results returned in a page regardl ess of what is specified for the
count in a query. The maxi mum nunber of results returned may be
further restricted by other criteria. OPTI ONAL.

cursorTimeout Positive integer specifying the mni num nunber of
seconds that a cursor is valid between page requests. dients
wai ting too | ong between cursor pagination requests may receive an
invalid cursor error response. No value being specified nay nean
that there is no cursor timeout or that the cursor tinmeout is not
a static duration. OPTI ONAL.

Servi ce providers may choose not to advertise Service Provider
Configuration information regardi ng default pagi nati on nethod, page
size, or cursor validity. Cients MIUST NOT interpret the |ack of
publ i shed Service Provider Configuration values to nean that no
defaults or Iimts on page sizes or cursor lifetimes exist, or that
there is no default pagination nmethod. Service providers nmay choose
not to publish values for the pagination sub-attributes for many
reasons. Exanpl es incl ude:

* Service providers containing nultiple resource types may have
different val ues set for each resource type

* Default and maxi num page size nmay be determ ned by factors besides
or in addition to the nunber of resources returned, such as the
size of each resource on the page.

Bef ore using cursor-based pagination, a SCIMclient MAY fetch the
Servi ce Provider Configuration docunent fromthe SCI M service
provider and verify that cursor-based pagination is supported.

For exanpl e:

GET / Servi ceProvi derConfig
Host: exanpl e. com
Accept: application/sci mtjson

A service provider supporting both cursor-based pagi nati on and i ndex-
based pagi nati on would return a docunent simlar to the foll ow ng
(full ServiceProviderConfig schema defined in Section 5 of [ RFC7/643]
has been omtted for brevity):

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+j son

{

"schemas": |
"urn:ietf:parans:scimschenas: core: 2. 0: Servi ceProvi der Config"],

"pagi nation": {
"cursor": true,
"index": true,
"def aul t Pagi nati onMet hod": "cursor",
"def aul t PageSi ze": 100,
"maxPageSi ze": 250,
"cursorTinmeout": 3600

Security Considerations
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5.

This section el aborates on the security considerations associ ated
with the inplementation of cursor pagination in SCCM This docunent

is

under the sane security and privacy considerations of those

described in [RFC7644]. It is inperative that inplenmenters
additionally consider the follow ng security aspects to safeguard
agai nst both deliberate attacks and i nadvertent m suse that may
conprom se the systenis security posture

1.

Threat Model and Security Environnent

The threat |andscape is characterized by two prinmary types of actors:

1.

2

To

Unaut henti cated and Authenticated Malicious Actors: These
individuals or entities represent a nalevolent threat. Their

obj ectives include unauthorized access to data, alteration, or
del etion through cursor-enabl ed queries. They may al so seek to
depl ete service provider resources deliberately, ainng to cause
a deni al -of -service state, thereby reducing service availability.

Aut henti cated Beni gn Users: This category includes legitimte
users who, due to confusion or a |lack of understanding,

i nadvertently engage in actions that consume service-provider
resources excessively. Such actions, while not ill intended, can
| ead to unintended denial of service by overwhel mi ng the service
provider’'s capacity.

Confidentiality
ensure that confidential data remains appropriately secured

I mpl enenters MUST ensure that pagi nation through results sets is
strictly confined to the data that the actor’s current identity
has been authorized to access. This holds true even in cases
where the actor has obtained a cursor pertaining to a result set
that was generated by a different actor.

Aut hori zation checks MUST be continuously applied as an actor
navi gates through the result set associated with a cursor. Under
no circunstances shoul d possession of a cursor be interpreted as
granting any suppl enentary access privileges to the actor

VWhen possi bl e, service providers SHOULD invalidate all cursors
corresponding to an actor imrmediately followi ng a change in

perm ssions. This ensures that any queries executed post-

perm ssion change, utilizing old cursors, will be denied. As an
al ternative approach, service providers may opt to retain the
exi sting cursors but rmust ensure that any netadata tied to the
result set, such as record counts, is updated to reflect the new
per m ssions accurately.

In alignnent with Section 2, cursor values are URL-safe strings
that are opaque to clients. Service providers shoul d obfuscate
cursors values to prevent clients frominterpreting cursors or
forging new cursors. Service providers should be able to easily
detect forged cursor values and immedi ately return an

i nval i dCursor as described in Section 2.1

The service provider MJST handl e error scenarios wthout exposing
sensitive data. For instance, if an actor attenpts to access a
page of results outside their authorized scope, or if a request is
made for a non-exi stent page, the service provider should respond
with identical error nessages, so as not to disclose any details
of the underlying data or the nature of the authorization failure.
It is acceptable, however, for the service provider to | og
different messages to a |l og accessible by administrators or other



aut hori zed personnel
5.3. Availability

The concern for availability primarily stems fromthe potential for
Deni al - of - Service (DoS) attacks. |If the service provider elects to
retain substantial data or nmetadata for each cursor, numerous initial
queries that allocate cursors could strain and eventual |y exhaust
servi ce-provi der resources. Such an attack could be orchestrated by
an attacker with nmalicious intent or could occur unintentionally as a
result of client testing or bugs.

To mitigate risks, the follow ng strategies are recommended for
service providers:

* Cdients should authenticate to retrieve large result sets.
Anonymous queries yielding nunerous results may return an HTTP
status code 400 (Bad Request) with the error type "tooMany," as
outlined in Section 3.12 of [RFC7644].

* |Inplenment rate limting to control the volume and cadence of
cursor requests. This approach shoul d adhere to established
standards for rate limiting;, details can be found in [ RFC6585].

* Al'low adm ni strator of the service provider to set a ceiling on
the nunber of cursors pernmissible at any given tinme or to specify
a maxPageSi ze val ue. Guidance on configuring such val ues shoul d
be docunented in the inplenmentation adm nistrator/installation
gui de.

* Cursor invalidation mechanisns (including nechanisns triggered by
per m ssions changes) nust be designed to be resource-efficient to
prevent them from being exploited for DoS attacks.

5.4. Oher Security References

Using URIs to describe and | ocate resources has its own set of
security considerations, as discussed in Section 7 of [RFC3986].

| mpl enent ati ons should also refer to [BCP195] and [ RFC9110] for

addi tional security considerations that are relevant for underlying
TLS and HTTP protocol s.

6. | ANA Consi der ations

| ANA has anended the "System for Cross-domain |dentity Managenent
(SCI'M Scherma URIs" registry group established by [ RFC7643] as
descri bed bel ow.

| ANA has updated the "SCIM Schema URIs for Data Resources" registry
as foll ows:

* For the urn:ietf:parans:scimapi:nmessages: 2. 0: Li st Response,
Section 2 of this docunent has been added to the References
col umm.

* For the urn:ietf:parans: sci mapi:nessages: 2. 0: Sear chRequest ,
Section 2 of this docunent has been added to the References
col um.

| ANA has updated the "SCl M Server-Rel ated Schema URIs" registry as
fol | ows:

*  For the
urn:ietf:parans: sci mschenas: core: 2.0: Servi ceProvi der Confi g,
Section 4 of this docunent has been added to the References
col um.
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