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I nt roducti on

"Segnent Routing Policy Architecture” [RFC9256] details the concepts
of Segnent Routing (SR) Policy [RFC8402] and approaches to steering
traffic into an SR Poli cy.

"Pat h Conputation El ement Conmuni cation Protocol (PCEP) Extensions
for Segment Routing" [ RFC8664] specifies extensions to the PCEP that
all ow a stateful Path Conputation Elenent (PCE) to conpute and
initiate Traffic Engineering (TE) paths, as well as a Path
Conputation Cient (PCC) to request a path subject to certain
constraints and optinization criteria in an SR domain. Al though PCEP
extensions introduced in [ RFC8664] enable the creation of SR TE

pat hs, these do not constitute SR Policies as defined in [ RFC9256].
Therefore, they |ack support for:

* Association of SR Policy Candi date Paths signaled via PCEP with
Candi dat e Paths of the sane SR Policy signaled via other sources
(e.g., local configuration or BGP).



* Association of an SR Policy with an intent via col or, enabling
headend- based steering of BGP service routes over SR Policies
provi sioned via PCEP.

"Pat h Conputation El ement Conmuni cation Protocol (PCEP) Extensions
for Establishing Relationships between Sets of Label Switched Paths
(LSPs)" [RFC8697] introduces a generic mechanismto create a grouping
of LSPs that is called an "Association".

An SR Policy is associated with one or nore Candidate Paths. A

Candi date Path is the unit for signaling an SR Policy to a headend as
described in Section 2.2 of [RFC9256]. This document extends

[ RFC8664] to support signaling SR Policy Candi date Paths as LSPs and
to signal Candidate Path nenbership in an SR Policy by neans of the
Associ ati on nechanism A PCEP Association corresponds to an SR
Policy and an LSP corresponds to a Candidate Path. The unit of
signaling in PCEP is the LSP, thus, all the information related to an
SR Policy is carried at the Candidate Path | evel

Al so, this docunment updates Section 5.8.2 of [RFC8231], mmking the
use of Path Conputation Request (PCReq) and Path Conputation Reply
(PCRep) nessages optional for LSPs that are set up using Path Setup
Type 1 (for Segment Routing) [RFC8664] and Path Setup Type 3 (for
SRv6) [RFC9603] with the aimof reducing the PCEP nessage exchanges
and sinplifying inplenmentation.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy
Thi s docunent uses the following terns defined in [ RFC5440]:
* Explicit Route hject (ERO
* Path Computation dient (PCC
* Path Conputation El ement (PCE)
*  PCEP Peer
*  PCEP speaker
Thi s docunent uses the following termdefined in [ RFC3031]:
* Label Switched Path (LSP)
Thi s docunent uses the followi ng termdefined in [ RFC9552]:
* Border Gateway Protocol - Link State (BGP-LS)

The followi ng other terns are used in this docunent:

Endpoint: The IPv4 or | Pv6 endpoi nt address of an SR Policy, as
described in Section 2.1 of [RFC9256].

Color: The 32-bit color of an SR Policy, as described in Section 2.1
of [ RFC9256].

Protocol -Origin: The protocol that was used to create a Candi date
Pat h, as described in Section 2.3 of [RFC9256].



Oiginator: A device that created a Candidate Path, as described in
Section 2.4 of [RFC9256].

Di scrimnator: Distinguishes Candi date Paths created by the sane
device, as described in Section 2.5 of [RFC9256].

Associ ation paraneters: Refers to the key data that uniquely
identifies an Association, as described in [ RFC8697].

Association information: Refers to information related to
Associ ati on Type, as described in Section 6.1.4 of [RFC8697].

SR Policy LSP:. An LSP setup using Path Setup Type [ RFC8408] 1 (for
Segnent Routing) or 3 (for SRv6).

SR Policy Association (SRPA): A new Association Type used to group
Candi dat e Paths belonging to the same SR Policy. Depending on the
di scussion context, it can refer to the PCEP ASSOCI ATI ON obj ect of
an SR Policy type or to a group of LSPs that belong to the
associ ati on.

The base PCEP specification [ RFC4655] originally defined the use of
the PCE architecture for MPLS and GWPLS networks with LSPs
instantiated using the RSVP-TE signaling protocol. Over tine,
support for additional path setup types such as SRv6 has been

i ntroduced [ RFC9603]. The term"LSP" is used extensively in PCEP
specifications, and in the context of this docunent, refers to a
Candi date Path within an SR Policy, which may be an SRv6 path (still
represented using the LSP object as specified in [ RFC8231]).

Overvi ew

The SR Policy is represented by a new type of PCEP Associ ati on,
called the SR Policy Association (SRPA) (see Section 4). The SR

Pol i cy Candi date Paths of a specific SR Policy are the LSPs within
the same SRPA. The extensions in this docunent specify the encodi ng
of a single segnent list within an SR Policy Candi date Path.
Encoding of multiple segment lists is outside the scope of this
docunment and is specified in [ PCEP- MULTI PATH] .

An SRPA carries three pieces of information: SR Policy Identifier, SR
Policy Candidate Path Identifier, and SR Policy Candi date Path
Attribute(s).

Thi s docunent al so specifies sone additional information that is not
encoded as part of an SRPA: conputation priority of the LSP, Explicit
NULL Label Policy for the unlabeled | P packets and Drop-Upon-Invalid
behavi or for traffic steering when the LSP is operationally down (see
Section 5).

SR Policy Association (SRPA)

Per [RFC8697], LSPs are associated with other LSPs with which they
interact by adding themto a conmon associ ation group. An
association group is uniquely identified by the conbination of the
following fields in the ASSOCI ATI ON obj ect (Section 6.1 of

[ RFC8697]): Association Type, Association |ID, Association Source, and
(if present) G obal Association Source, or Extended Association ID.
These fields are referred to as "associ ati on paraneters”

(Section 4.4).

[ RFC8697] specifies the ASSOCI ATI ON object with two Object-Types for
I Pv4 and | Pv6 that includes the field Association Type. This
docunent defines a new Association Type (6) "SR Policy Association”
for an SRPA
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[ RFC8697] specifies the mechanismfor the capability advertisenment of
the Associ ation Types supported by a PCEP speaker by defining an
ASSCC- Type-List TLV to be carried within an OPEN object. This
capability exchange for the SRPA Type MJST be done before using the
SRPA. To that aim a PCEP speaker MJST include the SRPA Type (6) in
the ASSCC- Type-List TLV and MJST receive the sane fromthe PCEP peer
before using the SRPA (Section 6.1).

An SRPA MUST be assigned for all SR Policy LSPs by the PCEP speaker
originating the LSP if the capability was advertised by both PCEP
speakers. If the above condition is not satisfied, then the

recei ving PCEP speaker MJST send a PCErr nessage wth:

* FError-Type = 6 "Mandatory Cbject M ssing"

* Error-value = 22 "M ssing SR Policy Association"

A given LSP MJST belong to one SRPA at nost, since an SR Policy

Candi date Path cannot belong to multiple SR Policies. |f a PCEP
speaker receives a PCEP nessage requesting to join nore than one SRPA
for the same LSP, then the PCEP speaker MJST send a PCErr nessage

Wit h:

* FError-Type = 26 "Association Error”

* FError-value = 7 "Cannot join the association group”

The existing behavior for the use of Binding SID (BSID) with an SR
Policy is already docunented in [RFC9604]. |If BSID value allocation
failed because of conflict with the BSI D used by another policy, then
the PCEP peer MJST send a PCErr nessage wth:

* FError-Type = 32 "Binding | abel/SID failure"

* FError-value = 2 "Unable to allocate the specified binding val ue"
SR Policy ldentifier

The SR Policy ldentifier uniquely identifies an SR Policy [RFC9256]
within the SR donmain. The SR Policy Identifier is assigned by the
PCEP peer originating the LSP and MJUST be uniform across all the PCEP
sessions. Candidate Paths within an SR Policy MJST carry the sane SR
Policy Identifiers in their SRPAs. Candidate Paths within an SR
Pol i cy MJUST NOT change their SR Policy Identifiers for the lifetine
of the PCEP session. |If the above conditions are not satisfied, the
recei ving PCEP speaker MJST send a PCEP Error (PCErr) nessage with:

* FError-Type = 26 "Association Error”

* FError-value = 20 "SR Policy ldentifier Msnatch"

The SR Policy Identifier consists of:

* Headend router where the SR Policy originates.

* Color of the SR Policy ([ RFC9256], Section 2.1).

* Endpoint of the SR Policy ([RFC9256], Section 2.1).

SR Policy Candidate Path Identifier

The SR Policy Candidate Path Identifier uniquely identifies the SR
Policy Candidate Path within the context of an SR Policy. The SR

Policy Candidate Path Identifier is assigned by the PCEP peer
originating the LSP. Candidate Paths within an SR Policy MJST NOT
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change their SR Policy Candidate Path Identifiers for the lifetinme of
the PCEP session. Two or nore Candidate Paths within an SR Policy
MUST NOT carry the sane SR Policy Candidate Path Identifiers in their
SRPAs. |f the above conditions are not satisfied, the PCEP speaker
MJUST send a PCErr nessage with:

* FError-Type = 26 "Association Error”

* FError-value = 21 "SR Policy Candidate Path Identifier M smatch"
The SR Policy Candidate Path lIdentifier consists of:

* Protocol-Oigin ([ RFC9256], Section 2.3)

* Originator ([RFC9256], Section 2.4)

* Discrimnator ([RFC9256], Section 2.5)

SR Policy Candidate Path Attributes

SR Policy Candidate Path Attributes carry optional, non-key

i nformati on about a Candi date Path and MAY change during the lifetine
of an LSP. SR Policy Candidate Path Attributes consist of:

* Candidate Path Preference ([ RFC9256], Section 2.7)

* Candi date Path name ([ RFC9256], Section 2.6)

* SR Policy name ([ RFC9256], Section 2.1)

Associ ation Paraneters

Per Section 2.1 of [RFC9256], an SR Policy is identified through the
<Headend, Col or, Endpoint> tuple.

The associ ati on paraneters consist of:
Associ ation Type: Set to 6 "SR Policy Association".

Associ ation Source (IPv4/1Pv6): Set to the headend val ue of the SR
Policy, as defined in [RFC9256], Section 2.1

Association ID (16 bit): Always set to the numeric value 1.

Ext ended Association ID TLV: Mandatory TLV for an SRPA. Encodes the
Col or and Endpoint of the SR Policy (Figure 1).

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Col or |
i T s i o S i i S R I S I S S S M
~ Endpoi nt ~
B T S i T s i i e e SEI S

Figure 1: Extended Association |ID TLV Format
Type: 31 for the Extended Association |ID TLV [ RFC8697].

Length: 8 octets if IPv4 address or 20 octets if IPv6 address is
encoded in the Endpoint field.

Color: Unsigned non-zero 32-bit integer value, SR Policy color
per Section 2.1 of [RFC9256].



Endpoint: Can be either IPv4 (4 octets) or |Pv6 address (16
octets). This value MAY be different fromthe one contained in
the destination address field in the END- PO NTS object, or in
the Tunnel Endpoint Address field in the LSP-1DENTIFI ERS TLV
(Section 2.1 of [RFC9256]).

If a PCEP speaker receives an SRPA obj ect whose association
paraneters do not foll ow the above specification, then the PCEP
speaker MJUST send a PCErr nessage wth:

* Error-Type = 26 "Association Error"
* FError-value = 20 "SR Policy ldentifier Msmatch"

The encodi ng choice of the association paraneters in this way is
meant to guarantee that there is no possibility of a race condition
when mul tipl e PCEP speakers want to associate the same SR Policy at
the sane tine. By adhering to this format, all PCEP speakers come up
with the sane association paranmeters independently of each other
based on the SR Policy paraneters [ RFC9256].

The last hop of a conmputed SR Policy Candidate Path MAY differ from
the Endpoint contained in the <Headend, Col or, Endpoint> tuple. An
exanpl e use case is to termnate the SR Policy before reaching the

Endpoi nt and have decapsul ated traffic be forwarded the rest of the
path to the Endpoint node using the Interior Gateway Protocol (IGP)

shortest path(s). |In this exanple, the destination of the SR Policy
Candi date Paths will be sonme node before the Endpoint, but the
Endpoint value is still used at the headend to steer traffic with

that Endpoint |IP address into the SR Policy. The destination of the
SR Policy Candidate Path is signal ed using the END- PO NTS obj ect and/
or the LSP-IDENTIFIERS TLV, per the usual PCEP procedure. Wen

nei ther the END- PO NTS obj ect nor the LSP-IDENTIFIERS TLV is present,
t he PCEP speaker MUST extract the destination fromthe Endpoint field
in the SRPA Extended Association ID TLV.

SR Policy with Color-Only steering is signaled with the Endpoint
val ue set to unspecified, i.e., 0.0.0.0 for IPv4 or :: for |Pv6, per
Section 8.8 of [RFC9256].

4.5. Association Informtion

The SRPA object may carry the followi ng TLVs:

SRPCLI CY- POL- NAME TLV (Section 4.5.1): (optional) encodes the SR
Pol i cy Name string.

SRPCLI CY- CPATH- I D TLV (Section 4.5.2): (mandatory) encodes the SR
Pol i cy Candidate Path ldentifier.

SRPCOLI CY- CPATH NAME TLV (Section 4.5.3): (optional) encodes the SR
Policy Candidate Path string nane.

SRPCLI CY- CPATH PREFERENCE TLV (Section 4.5.4): (optional) encodes
the SR Policy Candi date Path Preference val ue.

When a nmandatory TLV is missing froman SRPA object, the PCEP speaker
MUST send a PCErr nmessage with:

* FError-Type = 6 "Mandatory Object M ssing”
* FError-value = 21 "M ssing SR Policy Mandatory TLV'

Only one TLV instance of each TLV type can be carried in an SRPA
object, and only the first occurrence is processed. Any others MJST



be silently ignored.
4.5.1. SRPCLI CY- POL- NAME TLV

The SRPOLI CY- POL- NAME TLV (Figure 2) is an optional TLV for the SRPA
object. It is RECOWENDED that the size of the name for the SR
Policy is limted to 255 bytes. |Inplenentati ons MAY choose to
truncate | ong nanes to 255 bytes to sinplify interoperability with
ot her protocols.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s

|~ SR Policy Nane |~

!I-— I S i S S s S S S S S e e !I-
Fi gure 2: SRPOLI CY- POL- NAME TLV For nmat

Type: 56 for the SRPCOLI CY- POL- NAME TLV.

Length: Indicates the |ength of the value portion of the TLV in
octets and MJST be greater than 0. The TLV MJST be zero-padded so
that the TLV is 4-octet aligned. Padding is not included in the
Length field.

SR Policy Nane: SR Policy name, as defined in Section 2.1 of
[ RFC9256]. It MUST be a string of printable ASCI I [RFC0020]
characters, without a NULL term nator.

4.5.2. SRPQLI CY-CPATH- 1D TLV

The SRPOLI CY- CPATH I D TLV (Figure 3) is a mandatory TLV for the SRPA
obj ect .

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h |
B i s T T i i o S o T Ji I
| Proto-Origin | Reserved |

R Tl R e ek o e e e ek ook o S S
Ori gi nator ASN |
ol o T i e S o e e ek o ok ok

I

+-
I o I
| Origi nator Address |
I I
I I
BT T o e S e i i S T e e i s TTE P S S S
| Di scri m nat or |
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Fi gure 3: SRPOLI CY- CPATH- I D TLV For nat
Type: 57 for the SRPCLI CY-CPATH I D TLV.
Length: 28.

Protocol -Origin: 8-bit unsigned integer value that encodes the
Protocol -Origin. The values of this field are specified in the
I ANA registry "SR Policy Protocol Oigin" under the "Segnent
Routing" registry group, which is introduced in Section 8.4 of
[ RFC9857]. Note that in the PClnitiate message [ RFC8281], the
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Protocol -Origin is always set to 10 - "PCEP (I n PCEP or when BGP-
LS Producer is PCE)". The "SR Policy Protocol Oigin" | ANA
registry includes a conbination of values intended for use in PCEP
and BGP-LS. Wien the registry contains two variants of val ues
associ ated with the mechani smor protocol used for provisioning of
the Candi date Path, for exanple 1 - "PCEP' and 10 - "PCEP (I n PCEP
or when BGP-LS Producer is PCE)", the "(In PCEP or when BGP-LS
Producer is PCE)", then variants MJST be used in PCEP.

Reserved: This field MJUST be set to zero on transm ssion and MJST be
i gnored on receipt.

Ori gi nat or Aut ononous System Nunmber (ASN): Represented as a 32-bit
unsi gned i nteger value, part of the originator identifier, as
specified in Section 2.4 of [RFC9256]. Wen sending a PClnitiate
message [ RFC8281], the PCE is the originator of the Candi date
Path. |If the PCE is configured with an ASN, then it MJST set it;
otherwi se, the ASNis set to O.

Oiginator Address: Represented as a 128-hbit value as specified in
Section 2.4 of [RFC9256]. When sending a PClnitiate nessage, the
PCE is acting as the originator and therefore MAY set this to an
address that it owns

Discrimnator: 32-bit unsigned integer value that encodes the
Di scrim nator of the Candidate Path, as specified in Section 2.5
of [RFC9256]. This is the field that nainly distinguishes
different SR Policy Candi date Paths, coming fromthe same
originator. It is allowed to be any nunber in the 32-bit range.

3.  SRPOALI CY- CPATH NAME TLV

The SRPOLI CY- CPATH NAME TLV (Figure 4) is an optional TLV for the
SRPA object. It is RECOWENDED that the size of the name for the SR
Policy is limted to 255 bytes. |Inplenentati ons MAY choose to
truncate | ong nanes to 255 bytes to sinmplify interoperability with
ot her protocols.

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h |
B i s T T i i o S o T Ji I

L SR Policy Candidate Path Name L

I+- i i S T i S S i S S S I S +-|+
Fi gure 4: SRPQOLI CY- CPATH- NAMVE TLV For mat

Type: 58 for the SRPCLI CY- CPATH NAVE TLV.

Length: Indicates the length of the value portion of the TLV in
octets and MIUST be greater than 0. The TLV MJST be zero-padded so
that the TLV is 4-octet aligned. Padding is not included in the
Length fi el d.

SR Policy Candidate Path Nane: SR Policy Candi date Path Nane, as
defined in Section 2.6 of [RFC9256]. It MJST be a string of
printable ASCI| characters, without a NULL term nator.

4.5.4. SRPQLI CY- CPATH- PREFERENCE TLV

The SRPOLI CY- CPATH PREFERENCE TLV (Figure 5) is an optional TLV for
the SRPA object. |If the TLV is absent, then the default Preference
val ue is 100, per Section 2.7 of [RFC9256].
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0 1 2 3

01234567890123456789012345678901
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| Type | Lengt h |
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| Preference |
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Fi gure 5: SRPOLI CY- CPATH PREFERENCE TLV For nat
Type: 59 for the SRPCLI CY- CPATH PREFERENCE TLV.
Length: 4.

Preference: 32-bit unsigned integer value that encodes the
Preference of the Candidate Path as defined in Section 2.7 of
[ RFC9256] .

SR Policy Signaling Extensions

This section introduces nmechani sns described for SR Policies in

[ RFC9256] to PCEP. These extensions do not nake use of the SRPA for
signaling in PCEP;, therefore, they cannot rely on the Association
capability negotiation in the ASSOC- Type-List TLV. Instead, separate
capability negotiation is required.

Thi s docunment specifies four new TLVs to be carried in the OPEN or
LSP object. Only one TLV instance of each type can be carried, and
only the first occurrence is processed. Any others MJST be ignored.

SRPCLI CY- CAPABI LI TY TLV

The SRPOLI CY- CAPABI LI TY TLV (Figure 6) is a TLV for the OPEN object.
It is used at session establishnent to | earn the peer’'s capabilities
with respect to SR Policy. Inplenmentations that support SR Policy
MUST i ncl ude the SRPOLI CY- CAPABI LITY TLV in the OPEN object if the
extension is enabled. In addition, the ASSOC- Type-List TLV

contai ning SRPA Type (6) MJST be present in the OPEN object, as
specified in Section 4.

If a PCEP speaker receives an SRPA but the SRPOLI CY- CAPABILITY TLV is
not exchanged, then the PCEP speaker MJST send a PCErr nmessage with
Error-Type = 10 "Reception of an invalid object"” and Error-value = 44
"M ssing SRPOLI CY- CAPABI LI TY TLV" and MJST then cl ose the PCEP

sessi on.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
T S T i Sk Su A S
| Fl ags |l 1] E P
i T s i o S i i S R I S I S S S M

Fi gure 6: SRPOLI CY- CAPABI LI TY TLV For mat
Type: 71 for the SRPCLI CY- CAPABI LI TY TLV.
Length: 4.
Flags: 32 bits. The following flags are currently defi ned:
P-flag (Conputation Priority): |If set to 1 by a PCEP speaker, the

P-flag indicates that the PCEP speaker supports the handling of
the COVPUTATI ON-PRIORITY TLV for the SR Policy (Section 5.2.1).



If this flag is set to 0, then the receiving PCEP speaker MJST
NOT send the COVPUTATI ON-PRIORITY TLV and MJST ignore it on
receipt.

E-flag (Explicit NULL Label Policy): |If set to 1 by a PCEP
speaker, the E-flag indicates that the PCEP speaker supports
the handling of the EXPLICIT- NULL- LABEL- PCLI CY TLV for the SR
Policy (Section 5.2.2). |If this flagis set to 0, then the
recei ving PCEP speaker MJST NOT send the EXPLI Cl T- NULL- LABEL-
POLI CY TLV and MJST ignore it on receipt.

I-flag (Ilnvalidation): |If set to 1 by a PCEP speaker, the I-flag
i ndi cates that the PCEP speaker supports the handling of the
I NVALI DATI ON TLV for the SR Policy (Section 5.2.3). If this
flag is set to 0, then the receiving PCEP speaker MJUST NOT send
t he | NVALI DATI ON TLV and MUST ignore it on receipt.

L-flag (Statel ess Operation): |If set to 1 by a PCEP speaker, the
L-flag indicates that the PCEP speaker supports the stateless
(PCReq/ PCRep) operations for the SR Policy (Section 5.3). |If
the PCE set this flag to 0, then the PCC MJUST NOT send PCReq
messages to this PCE for the SR Policy.

Unassi gned bits MJST be set to 0 on transm ssion and MJST be ignored
on receipt. Mre flags can be assigned in the future per
(Section 6.7).

5.2. LSP nhject TLVs

This section is introducing three new TLVs to be carried in the LSP
obj ect introduced in Section 7.3 of [RFC8231].

5.2.1. COVWPUTATION-PRIORITY TLV

The COVPUTATION-PRIORITY TLV (Figure 7) is an optional TLV. It is
used to signal the numerical computation priority, as specified in
Section 2.12 of [RFC9256]. |If the TLV is absent fromthe LSP object,
and the P-flag in the SRPOLI CY-CAPABILITY TLV is set to 1, a default
Priority value of 128 is used.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s
| Priority | Reserved |
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Fi gure 7: COVPUTATI ON- PRI ORI TY TLV For mat
Type: 68 for the COVPUTATI ON- PRI ORI TY TLW.

Length: 4.

Priority: 8-bit unsigned integer value that encodes nunerica
priority with which this LSP is to be reconputed by the PCE upon
topol ogy change. The |owest value is the highest priority.

Reserved: This field MJST be set to zero on transm ssion and MJST be
i gnored on receipt.

5.2.2. EXPLI ClI T- NULL- LABEL- PCLI CY TLV
To steer an unl abeled I P packet into an SR Policy for the MPLS data

pl ane, it is necessary to push a | abel stack of one or nore | abels on
that packet. The EXPLICI T- NULL- LABEL-POLICY TLV is an optional TLV



for the LSP object used to indicate whether an Explicit NULL | abe

[ RFC3032] nust be pushed on an unl abel ed | P packet before any other

| abel s. The contents of this TLV are used by the SR Policy nmanager
as described in Section 4.1 of [RFC9256]. |If an EXPLI Cl T- NULL- LABEL-
POLICY TLV is not present, the decision of whether to push an
Explicit NULL | abel on a given packet is a matter of |oca
configuration. Note that Explicit NULL is currently only defined for
SR-MPLS and not for SRv6. Therefore, the receiving PCEP speaker MJST
i gnore the presence of this TLV for SRv6 Poli cies.

0 1 2 3
01234567890123456789012345678901
T S S T Tk i ST SR A S S S i w i S S S S g S
| Type | Length |
S T o S S e s it S DR DR DR S S
| ENLP | Reser ved |
et s S i A I S S S S S S

Fi gure 8: EXPLI Cl T- NULL- LABEL- PCLI CY TLV For mat
Type: 69 for the EXPLIC T- NULL- LABEL- POLI CY TLV.
Length: 4.

ENLP: Explicit NULL Label Policy. 8-bit unsigned integer value that
i ndi cates whether Explicit NULL | abels are to be pushed on
unl abel ed I P packets that are being steered into a given SR
Policy. The values of this field are specified in the | ANA
registry "SR Policy ENLP Val ues" under the "Segnment Routing"
registry group, which was introduced in Section 6.10 of [ RFC9830].

Reserved: This field MIUST be set to zero on transm ssion and MJST be
i gnored on receipt.

The ENLP unassi gned val ues may be used for future extensions, and

i mpl ement ati ons MJST ignore the EXPLICI T- NULL- LABEL- PCLI CY TLV with
unrecogni zed val ues. The behavior signaled in this TLV MAY be
overridden by |ocal configuration by the network operator based on
their depl oynent requirenents. Section 4.1 of [RFC9256] describes
t he behavior on the headend for the handling of the Explicit NULL

| abel .

.2.3. | NVALI DATI ON TLV

The | NVALI DATION TLV (Figure 9) is an optional TLV. This TLV is used
to control traffic steering into an LSP when the LSP is operationally
down/invalid. 1In the context of SR Policy, this TLV facilitates the
Dr op- Upon- I nval i d behavior, specified in Section 8.2 of [RFC9256].
Normally, if the LSP is down/invalid then it stops attracting
traffic; traffic that would have been destined for that LSP is
redirected somewhere el se, such as via |G or another LSP. The Drop-
Upon-1nval id behavior specifies that the LSP keeps attracting traffic
and the traffic has to be dropped at the headend. Such an LSP is
said to be "in drop state". VWhile in the drop state, the LSP
operational state is "UP", as indicated by the Oflag in the LSP

obj ect. However, the ERO object MAY be enpty if no valid path has
been conput ed.

The | NVALI DATION TLV is used in both directions between PCEP peers:

* PCE -> PCC. The PCE specifies to the PCC whether to enable or
di sabl e Drop-Upon-Invalid (Config).

* PCC -> PCE: The PCC reports the current setting of the Drop-Upon-
Invalid (Config) and also whether the LSP is currently in the drop
state (Qper).
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Fi gure 9: | NVALI DATI ON TLV For mat
Type: 70 for the | NVALI DATI ON TLV.
Length: 4.

Qper: An 8-bit flag field that encodes the operational state of the
LSP. It MJST be set to O by the PCE when sendi ng and MJST be
i gnored by the PCC upon receipt. See Section 6.5 for | ANA
i nformati on.

01234567
T S

I | D

i S e T o
Figure 10: QOper State of Drop-Upon-lnvalid Feature

* D: Dropping - the LSP is actively dropping traffic as a
result of Drop-Upon-Invalid behavior being activated.

* The unassigned bits in the Flag octet MUST be set to zero
upon transni ssion and MJST be ignored upon receipt.

Config: An 8-bit flag field that encodes the configuration of the
LSP. See Section 6.6 for | ANA information.

01234567
i S

I | D

i e R S s
Figure 11: Config State of Drop-Upon-lnvalid Feature

* D: Drop enabled - the Candidate Path has Drop-Upon-Invalid
feature enabl ed.

* The unassigned bits in the Flag octet MJST be set to zero
upon transni ssion and MJST be ignored upon receipt.

Reserved: This field MIUST be set to zero on transm ssion and MJST be
i gnored on receipt.

5.2.3.1. Drop-Upon-lnvalid Applies to SR Policy

The Drop-Upon-Invalid feature is sonewhat special anpbng the other SR
Policy features in the way that it is enabled/disabled. This feature
is enabled only on the whole SR Policy, not on a particular Candi date
Path of that SR Policy, i.e., when any Candi date Path has Drop- Upon-
Invalid enabled, it nmeans that the whole SR Policy has the feature
enabled. As stated in Section 8.1 of [RFC9256], an SR Policy is
invalid when all its Candi date Paths are invalid.

Once all the Candidate Paths of an SR Policy have becone invalid,
then the SR Policy checks whether any of the Candidate Paths have
Drop- Upon-Invalid enabled. If so, the SR Policy enters the drop
state and "activates" the highest preference Candi date Path that has
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the Drop-Upon-lnvalid enabled. Note that only one Candi date Path
needs to be reported to the PCE with the Dropping (D) flag set.

Updates to RFC 8231

Section 5.8.2 of [RFC8231] all ows del egation of an LSP in
operationally down state, but at the same time mandates the use of
PCReq before sending PCRpt. This docunment updates Section 5.8.2 of

[ RFC8231], by nmmking that section of [RFC8231] not applicable to SR
Policy LSPs. Thus, when a PCC wants to delegate an SR Policy LSP, it
MAY proceed directly to sending PCRpt, without first sendi ng PCReq
and waiting for PCRep. This has the advantage of reducing the number
of PCEP nmessages and sinmplifying the inplenmentation.

Furt hernore, a PCEP speaker is not required to support PCReq/ PCRep at
all for SR Policies. The PCEP speaker can indicate support for
PCReq/ PCRep via the L-flag in the SRPOLI CY- CAPABI LI TY TLV (see
Section 5.1). Wen this flag is cleared, or when the SRPOLI CY-
CAPABI LI TY TLV is absent, the given peer MJST NOT be sent PCReq/ PCRep
messages for SR Policy LSPs. Conversely, when this flag is set, the
peer can receive and process PCReq/ PCRep nessages for SR Policy LSPs.

The above applies only to SR Policy LSPs and does not affect other
LSP types, such as RSVP-TE LSPs. For other LSP types, Section 5.8.2
of [RFC8231] continues to apply.

| ANA Consi der ati ons

| ANA nai ntains the "Path Conputation El ement Protocol (PCEP) Nunbers"
registry at <https://ww.iana. org/assi gnments/ pcep>.

Associ ati on Type

Thi s docunent defines a new Associ ation Type: SR Policy Association.
I ANA has nmade the followi ng assignnent in the "ASSOCI ATI ON Type
Field" registry within the "Path Conputation El ement Protocol (PCEP)
Nunbers" registry group:

=+t ————————+t———————————+
| Type | Name | Reference |
f ool oo s s
| 6 | SR Policy Association | RFC 9862 |
+------ B i e F--- - - - +

Table 1
PCEP TLV Type | ndicators

Thi s docunent defines eight new TLVs for carrying additional

i nformati on about SR Policy and SR Policy Candi date Paths. |ANA has
made the followi ng assignnents in the existing "PCEP TLV Type

I ndi cators" registry:

B e bl ool el 1)
| Value | Description | Reference |
[ el e el el
| 56 | SRPOLI CY- POL- NAME | RFC 9862 |
+------- I T I +
| 57 | SRPOLI CY- CPATH- | D | RFC 9862 |
+------- B T i R +
| 58 | SRPOLI CY- CPATH- NAVE | RFC 9862 |
+------- e i F-- - - - +
| 59 | SRPOLI CY- CPATH PREFERENCE | RFC 9862 |
+------- I T I +
| 68 | COMPUTATI ON- PRI ORI TY | RFC 9862 |



6. 3.

6. 4.

| 69 | EXPLI CI T- NULL- LABEL- PCLI CY | RFC 9862 |

E o e e e e e e o - M +
| 70 | I NVALI DATI ON | RFC 9862 |
S oo o e e eeaoo--- Fommmmee - +
| 71 | SRPOLI CY- CAPABI LI TY | RFC 9862 |
B S, o m e e e e e e e e m e ao- o m e e e - +
Table 2
PCEP Errors

Thi s docunent defines the foll ow ng:

* one new Error-value within the "Mandatory Cbject M ssing" Error-
Type,

* one new Error-value within the "Reception of an invalid object”,
and

* two new Error-values within the "Association Error" Error-Type.
I ANA has made the foll owing assignments in the "PCEP- ERROR Cbj ect

Error Types and Val ues" registry of the "Path Conputation El enment
Prot ocol (PCEP) Nunbers" registry group.

[ sty e s et e e
| Error-Type | Meaning | Error-val ue | Reference
| 6 | Mandatory | | [ RFC5440]
| | Object Mssing | |
| R o e e e e e oo oo S
| | | 21: Mssing SR Policy | RFC 9862
| | | Mandatory TLV |
| e m e e e .
| | | 22: Mssing SR Policy | RFC 9862
| | | Associ ation |
R o e e e oo o e e e e R
| 10 | Reception of an | | [ RFC5440]
| | invalid object | |
| e m e e e .
| | | 44: M ssing SRPOLICY- | RFC 9862
| | | CAPABILITY TLV |
R o e e e oo o e e e e R
| 26 | Association | | [ RFC8697]
| | Error | |
| e m e e e .
| | | 20: SR Policy | RFC 9862
| | | Identifiers Msmatch |
| R o e e e e e oo oo S
| | | 21: SR Policy | RFC 9862
| | | Candidate Path
| | | Identifier Msmatch |
S Fom e oo S
Table 3
TE- PATH- BI NDI NG TLV Fl ag Field

A draft version of this document added a new bit in the "TE-PATH
BI NDI NG TLV Flag Field" registry of the "Path Conputation El ement
Prot ocol (PCEP) Nunbers" registry group, which was early allocated
| ANA.

| ANA has nmarked the bit position as deprecated.

[ el el oot 1}
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Table 4
5. SR Policy Invalidation Operational State
| ANA has created and now mai ntains a new registry under the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry group. The new
registry is called "SR Policy Invalidation Operational Flags". New
val ues are to be assigned by "I ETF Review' [RFC8126]. Each bit wll
be tracked with the followi ng qualities:
* Bit (counting frombit O as the nmost significant bit)

* Description

* Ref erence

| Bit | Description | Reference |
| O - | Unassigned | |
| 6 | I I
e . S +
| 7 | D: Dropping - the LSP is actively | RFC 9862 |
| | dropping traffic as a result of Drop- | |
| | Upon-Invalid behavior being activated. | |
+--m - - oo e m e e e e e e e e e e e e e e e e e ma o - R +

Table 5

6. SR Policy Invalidation Configuration State

| ANA has created and now mai ntains a new regi stry under the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry group. The new
registry is called "SR Policy Invalidation Configuration Flags". New
val ues are to be assigned by "I ETF Review' [RFC8126]. Each bit will
be tracked with the followi ng qualities:

* Bit (counting frombit O as the nmpost significant bit)

* Description

* Reference

[ ettty e —p—p—_—(————————————————————_————————_ Ll pp—p——(———— L
| Bit | Description | Reference |
[ bl s st et
| O - 6| Unassigned | |
o mm e e e o e e e e e e e e e e e e e e e e e eo— oo on R +
| 7 | D:. Drop enabled - the Candi date Path | RFC 9862 |
| | has Drop-Upon-lnvalid feature enabl ed. | |
AR, oo mm e e e e e e e e e e e e e e m e e m i m— oo oo S +

Table 6
7. SR Policy Capability TLV Flag Field

| ANA has created and now mai ntains a new registry under the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry group. The new
registry is called "SR Policy Capability TLV Flag Field". New val ues
are to be assigned by "I ETF Review' [RFC8126]. Each bit will be
tracked with the following qualities:



* Bit (counting frombit 0 as the nost significant bit)
* Description

* Reference

[ el ety ey o}
| Bit | Description | Reference
| 0 - 26 | Unassigned | RFC 9862
Fomm e - o - o e e e e e e e e e e e e e e mmemamao o N +
| 27 | Statel ess Operation (L-flag) | RFC 9862 |
S SRR o e m e e e e e e e e e e e m—— oo oo S +
| 28 | Unassi gned | RFC 9862 |
T o m e e e e e e e e e ee e Fom e oo +
| 29 | I'nvalidation (I-flag) | RFC 9862
Fomm e - o - o e e e e e e e e e e e e e e mmemamao o N +
| 30 | Explicit NULL Label Policy (E-flag) | RFC 9862 |
S SRR o e m e e e e e e e e e e e m—— oo oo S +
| 31 | Computation Priority (P-flag) | RFC 9862
T o m e e e e e e e e e ee e Fom e oo +
Table 7

Security Considerations

The information carried in the newy defined SRPA obj ect and TLVs
coul d provi de an eavesdropper with additional infornmation about the
SR Pol i cy.

The security considerations described in [ RFC5440], [RFC8231],
[ RFC8281], [RFC8664], [RFC8697], [RFC9256], and [ RFC9603] are
applicable to this specification

As per [RFC8231], it is RECOMVENDED t hat these PCEP extensions can
only be activated on authenticated and encrypted sessions across PCEs
and PCCs belonging to the same admnistrative authority, using
Transport Layer Security (TLS) [RFC8253] as per the reconmendations
and best current practices in [ RFC9325].

Manageabi l ity Consi derations
Al'l manageability requirenments and considerations listed in

[ RFC5440], [RFC8231], [RFC8664], [RFC9256], and [ RFC9603] apply to
PCEP protocol extensions defined in this docunment. In addition,
requi renents and considerations listed in this section apply.
.1. Control of Function and Policy
A PCE or PCC inplenentation MAY allow the capabilities specified in
Section 5.1 and the capability for support of an SRPA advertised in
t he ASSCC- Type-List TLV to be enabl ed and di sabl ed.
.2. Information and Data Mdels

[ PCEP- SRv6- YANG defines a YANG nodul e with comon bui |l di ng bl ocks
for PCEP extensions described in Section 4 of this docunent.

.3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440], [RFC8664], and [ RFC9256].

.4. Verify Correct Operations



Qperation verification requirenents already listed in [ RFC5440],
[ RFC8231], [RFC8664], [RFC9256], and [ RFC9603] are applicable to
mechani snms defined in this docunent.

An inmpl enentati on MIST all ow the operator to view SR Policy
Identifier and SR Policy Candidate Path ldentifier advertised in an
SRPA obj ect.

An i npl enentati on SHOULD al |l ow the operator to view the capabilities
defined in this docunment advertised by each PCEP peer.

An i nmpl enentati on SHOULD al | ow the operator to view LSPs associ at ed
with a specific SR Policy Identifier.

8.5. Requirenents on Gther Protocols

The PCEP extensions defined in this docunent do not inply any new
requi renents on other protocols.

8.6. Inpact on Network Operations

The nechani sns defined in [ RFC5440], [RFC8231], [RFC9256], and
[ RFC9603] also apply to the PCEP extensions defined in this docunent.
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