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I nt roducti on

SR Policy architecture details are specified in [ RFC9256]. An SR
Policy conprises one or nore candi date paths of which at a given tine
one and only one nay be active (i.e., installed in forwardi ng and
usable for the steering of traffic). Each candidate path in turn may
have one or nore SID lists of which one or nore SID lists may be
active. Wwen nultiple SIDIlists are active, traffic is | oad bal anced
over them This docunment covers the advertisenment of state
information at the individual SR Policy candidate path |evel

SR Policies are generally instantiated at the headend and are based
on either local configuration or controller-based progranm ng of the
node using various APIs and protocols (e.g., the Path Computation

El ement Conmuni cati on Protocol (PCEP) or BGP).

In many network environnents, the configuration and state of each SR
Policy that is available in the network is required by controllers.
Such controllers, which are aware of both topol ogy and SR Policy
state information, allow the network operator to optim ze severa
functions and operations in their networks.

One exanple of a controller is the stateful Path Conputation El enent
(PCE) [RFCB231], which can provide benefits in path optim zation
Wi |l e sone extensions are proposed in the PCEP for Path Conputation
Clients (PCCs) to report Label Switched Path (LSP) states to the PCE
this mechani sm may not be applicable in a nanagenent - based PCE
architecture as specified in Section 5.5 of [RFC4655]. As
illustrated in the figure below, the PCCis not a Label Switching
Router (LSR) in the routing donain, thus the headend nodes of the SR
Policies may not inplenment the PCEP. |In this case, a genera
mechanismto collect the SR Policy states fromthe ingress Label Edge



Routers (LERs) is needed. This docunent proposes an SR Policy state
col l ecti on nechani sm conpl enentary to the nmechanismdefined in
[ RFC8231] .

I
Servi ce | | TED | <-+----------- >
Request | ----- | TED synchronization
| | | | mechanism(e.g., the
v | | | routing protocol)
------------- Request/ | % |
| | Response|  ----- |
| NVS | <-------- +> | PCE | |
| | IEREEEE |
Service |
Request |
%
—————————— Si gnal i ng R
| Headend | Protocol | Adj acent |
| Node | <---------- >| Node

Figure 1: Managenent - Based PCE Usage

In networks with conposite PCE nodes as specified in Section 5.1 of
[ RFC4655], PCE is inplenented on several routers in the network, and
the PCCs in the network can use the mechani smdescribed in [ RFC8231]
to report the SR Policy information to the PCE nodes. An externa
component may al so need to collect the SR Policy information from al
the PCEs in the network to obtain a global view of the state of all
SR Policy paths in the network

In multi-area or multi-AS scenarios, each area or AS can have a child
PCE to collect the SR Policies inits domain. |In addition, a parent
PCE needs to collect SR Policy information frommultiple child PCEs
to obtain a global view of SR Policy paths inside and across the
domai ns invol ved.

In another network scenario, a centralized controller is used for
service placenment. Obtaining the SR Policy state information is
qui te inmportant for making appropriate service placenment decisions
with the purpose of both meeting the application’s requirenents and
utilizing network resources efficiently.

The Network Managenent System (NMS) may need to provide gl oba
visibility of the SR Policies in the network as part of the network
vi sual i zation function

BGP has been extended to distribute link-state and Traffic

Engi neering (TE) information to external conponents [ RFC9552]. Using
the sane protocol to collect SR Policy and state information is
desirabl e for these external conponents since this avoids introducing
multiple protocols for network topology information collection. This
docunent describes a mechanismto distribute SR Policy information
(both SR-MPLS and SRv6 [ RFC8402]) to external conponents using BGP-LS
and covers both explicit and dynam c candi date paths. The

adverti senents of a conposite candidate path are outside the scope of
thi s docunent.

The BGP-LS Producer [RFC9552] that is originating the advertisenent
of SR Policy information can be either

* an SR Policy headend node or

* a PCE that is receiving the SR Policy information fromits PCCs



(i.e., SR Policy headend nodes) via PCEP

The extensions specified in this docunent conpl enent the BGP SR

Pol i cy SAFI [ RFC9830] [RFC9831] and are used to advertise SR Policies
fromcontrollers to the headend routers using BGP by enabling the
reporting of the operational state of those SR Policies back fromthe
headend to the controllers.

Wil e this docunent focuses on SR Policies, [BGP-LS-TE-PATH|
i ntroduces further extensions to support other TE paths such as MPLS-
TE LSPs.

The encodings specified in this document (specifically in Sections 4

and 5) make use of flags that convey various types of information of

the SR Policy. The docunent uses the term"set" to indicate that the
value of a flag bit is 1 and the term"clear" when the value is 0.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Carrying SR Policy Information in BGP

The "Link-State Network Layer Reachability Information (NLRI)"
defined in [ RFCO552] is extended to carry the SR Policy infornmation.
New TLVs carried in the BGP-LS Attribute defined in [ RFC9552] are
al so defined to carry the attributes of an SR Policy in the
subsequent sections.

The format of the Link-State NLRI is defined in [ RFC9552] as foll ows:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| NLRI Type | Total NLRI Length |
I L S St S i it SN P S
I I
/1 Li nk-State NLRI (vari abl e) /1

B T S i T s i i e e SEI S
Fi gure 2: BGP-LS NLRI For mat

An additional NLRI Type known as "SR Policy Candidate Path NLRI"
(value 5) is defined for the advertisenent of SR Policy Information.

This SR Policy Candidate Path NLRI is used to report the state
details of individual SR Policy candidate paths along with their
under|ying segnent lists.

3. SR Policy Candidate Path NLRI Type

Thi s docunent defines the SR Policy Candidate Path NLRI type with its
format as shown in the followi ng figure:

0 1 2 3
01234567890123456789012345678901
i ok It S S R R
| Protocol-ID |
T S I T i i S o e T i I S i e S
| I dentifier I
| (64 bits) |



i S S T i S S e e i S S S S

/1 Local Node Descriptors TLV (for the Headend) /1
i i i T i I S i e s o o i i
/1 SR Policy Candi date Path Descriptor TLV /1

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 3: SR Policy Candidate Path NLRI For mat
Wher e:

Protocol -1 D field: Specifies the conponent that owns the SR Policy
state in the advertising node. An additional Protocol-1D "Segnent
Routing” (value 9) is introduced by this document that MJST be
used for the advertisenent of SR Poli cies.

Identifier: An 8-octet value as defined in Section 5.2 of [RFC9552].

Local Node Descriptors (TLV 256): Defined in [ RFC9552] and used as
specified further in this section

SR Policy Candidate Path Descriptor TLV: Specified in Section 4.

The Local Node Descriptors TLV carries information that only
identifies the headend node of the SR Policy irrespective of whether
the BGP-LS Producer is a headend or a PCE node.

The Local Node Descriptors TLV MJST include at |east one of the
foll owi ng Node Descriptor TLVs:

* | Pv4 Router-1D of Local Node (TLV 1028) [RFC9552], which
identifies the headend node of the SR Policy as specified in
Section 2.1 of [RFC9256].

* | Pve Router-1D of Local Node (TLV 1029) [ RFC9552], which
identifies the headend node of the SR Policy as specified in
Section 2.1 of [RFC9256].

The foll owi ng subsections describe the encoding of sub-TLVs within
the Local Node Descriptors TLV dependi ng on which node is the BGP-LS
Pr oducer.

.1. SR Policy Headend as the BGP-LS Producer

The Local Node Descriptors TLV MJST include the foll owi ng Node
Descriptor TLVs when the headend node is the BGP-LS Producer

* BGP Router-1D (TLV 516) [RFC9086], which contains a valid BG?
Identifier of the headend node of the SR Policy.

*  Autononpbus System (TLV 512) [RFC9552], which contains the
Aut ononous Syst em Nunber (ASN) (or AS Confederation Identifier
[ RFC5065], if confederations are used) of the headend node of the
SR Pol i cy.

The Local Node Descriptors TLV MAY include the foll ow ng Node
Descriptor TLVs when the headend node is the BGP-LS Producer

* BGP Confederation Menber (TLV 517) [ RFC9086], which contains the
ASN of the confederation menber (i.e., Menber-AS Nunber); if BGP
confederations are used, it contains the headend node of the SR
Pol i cy.

* (Other Node Descriptors as defined in [ RFC9552] to identify the
headend node of the SR Policy. The determ nation of whether the
| GP Router-ID (TLV 515) contains a 4-octet OSPF Router-ID or a
6-octet 1SO SystemID is to be done based on the | ength of that



sub-TLV as the Protocol-IDin the NLRI is always going to be
"Segnent Routing".

.2. PCE as the BGP-LS Producer

The PCE node MUST NOT include its identifiers in the Node Descri ptor
TLV in the NLRI as the Node Descriptor TLV MJST only carry the
identifiers of the SR Policy headend.

The Local Node Descriptors TLV MAY include the foll ow ng Node
Descriptor TLVs when the PCE node is the BGP-LS Producer and it has
this information about the headend (e.g., as part of its topol ogy
dat abase):

* BGP Router-ID (TLV 516) [ RFC9086], which contains a valid BGP
Identifier of the headend node of the SR Policy.

*  Autonompus System (TLV 512) [RFC9552], which contains the ASN (or
AS Confederation ldentifier [RFC5065], if confederations are used)
of the headend node of the SR Policy.

*  BGP Confederation Menber (TLV 517) [ RFC9086], which contains the
ASN of the confederation menber (i.e., Menber-AS Nunber); if BGP
confederations are used, it contains the headend node of the SR
Pol i cy.

* (Other Node Descriptors as defined in [ RFC9552] to identify the
headend node of the SR Policy. The determ nation of whether the
| GP Router-ID (TLV 515) contains a 4-octet OSPF Router-ID or a
6-octet 1SO SystemID is to be done based on the | ength of that
sub-TLV since the Protocol-IDin the NLRI is always going to be
"Segnent Routing".

When a PCE node is functioning as the BGP-LS Producer on behal f of
one or nore headends, it MAY include its own BGP Router-1D (TLV 516),
Aut ononpbus System (TLV 512), or BGP Confederation Menber (TLV 517) in
the BGP-LS Attribute.

SR Pol icy Candi date Path Descri ptor

The SR Policy Candidate Path Descriptor TLV identifies an SR Policy
candi date path as defined in [RFC9256]. It is a mandatory TLV for

the SR Policy Candidate Path NLRI type. The TLV has the foll ow ng

format:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Protocol -Ori gi n| Fl ags | RESERVED |
I S i o T s S S S e s s T
| Endpoint (4 or 16 octets) 11
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Policy Color (4 octets) |
el i I e i it T e e e e i i T o S e e S e T R R
| Originator AS Nunber (4 octets) |
I S i o T s S S S e s s T
| Originator Address (4 or 16 octets) 11
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Di scrimnator (4 octets) |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 4: SR Policy Candi date Path Descriptor Fornat

Wher e:



Type: 554
Length: Variable (valid values are 24, 36, or 48 octets)

Protocol -Origin: 1-octet field that identifies the protocol or
component that is responsible for the instantiation of this path
as specified in Section 2.3 of [RFC9256]. The protocol-origin
code points to be used are listed in Section 8. 4.

Flags: 1l-octet field with the follow ng bit positions defined.
O her bits MJST be cleared by the originator and MJST be ignored
by a receiver.

01234567
T S

| El 9 I

i S e T o
Wher e:

E-Flag: |Indicates the encoding of an endpoint as an |Pv6 address
when set and an | Pv4 address when cl ear

O Flag: Indicates the encoding of the originator address as an
| Pv6 address when set and an | Pv4 address when cl ear

Reserved: 2 octets that MJST be set to O by the originator and MJST
be ignored by a receiver

Endpoint: 4 or 16 octets (as indicated by the flags) containing the
address of the endpoint of the SR Policy as specified in
Section 2.1 of [RFC9256].

Policy Color: 4 octets that indicate the color of the SR Policy as
specified in Section 2.1 of [RFC9256].

Originator ASN: 4 octets to carry the 4-byte encoding of the ASN of
the originator. Refer to Section 2.4 of [RFC9256] for details.

Originator Address: 4 or 16 octets (as indicated by the flags) to
carry the address of the originator. Refer to Section 2.4 of
[ RFC9256] for details.

Discrimnator: 4 octets to carry the discrimnator of the path.
Refer to Section 2.5 of [RFC9256] for details.

5. SR Policy State TLVs

This section defines the various TLVs that enable the headend to
report the state at the SR Policy candidate path level. These TLVs
(and their sub-TLVs) are carried in the optional non-transitive BGP-
LS Attribute defined in [RFC9552] and are associated with the SR
Pol i cy Candi date Path NLRI type.

The detail ed procedures for the advertisenment are described in
Section 6.

5.1. SR Binding SID TLV

The SR Bi ndi ng Segnent ldentifier (BSID) is an optional TLV that is
used to report the BSID and its attributes for the SR Policy

candi date path. The TLV MAY al so optionally contain the Specified
BSI D val ue for reporting as described in Section 6.2.3 of [RFC9256].
Only a single instance of this TLV is advertised for a given
candidate path. If multiple instances are present, then the first



valid one (i.e., not determined to be malformed as per Section 8.2.2
of [RFC9552]) is used and the rest are ignored.

The TLV has the follow ng fornmat:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
I S i o T s S S S e s s T
| BSI D Fl ags | RESERVED |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Binding SID (4 or 16 octets) /1
B T S i T s i i e e SEI S
| Specified Binding SID (4 or 16 octets) /1
I S i o T s S S S e s s T

Figure 5: SR Binding SID TLV Format
Wher e:
Type: 1201
Length: Variable (valid values are 12 or 36 octets)

BSID Flags: 2-octet field that indicates the attribute and status of
the Binding SID (BSID) associated with this candidate path. The
followi ng bit positions are defined, and the semantics are
described in detail in Section 6.2 of [RFC9256]. Qher bits MJST
be cleared by the originator and MJUST be ignored by a receiver.

0 1

0123456789012345
T S i S e s
| O Bl U L|F I
T

Wher e:

D-Flag: Indicates the data plane for the BSIDs and if a BSIDis a

16-octet SRv6 SID (when set) or 4-octet SR/ MPLS | abel val ue
(when cl ear).

B-Flag: Indicates the allocation of the value in the BSID field
when set and that BSID is not allocated when clear

U-Flag: Indicates that the specified BSID value is unavail abl e

when set. Wen clear, it indicates that this candidate path is

using the specified BSID. This flag is ignored when there is
no specified BSID

L-Flag: Indicates that the BSID value is fromthe Segnent Routing

Local Bl ock (SRLB) of the headend node when set and fromthe
| ocal dynanic |abel pool when clear.

F-Flag: Indicates that the BSID value is one allocated froma

dynani c | abel pool due to fallback (e.g., when a specified BSID

i s unavail abl €) when set and that there has been no fallback
for BSID allocation when clear

RESERVED: 2 octets. MJST be set to O by the originator and MJST be
i gnored by a receiver.

Binding SID: Indicates the operational or allocated BSID val ue based

on the status fl ags.



Specified BSID: Used to report the explicitly specified BSID val ue
regardl ess of whether it is successfully allocated or not. The
field is set to value 0 when the BSID has not been specified.

The BSID fields above depend on the data plane (SRv6 or MPLS)
indicated by the Dflag. |If the Dflag is set (SRv6 data pl ane),
then the Iength of the BSID fields is 16 octets. |If the D-flag is
clear (MPLS data plane), then the length of the BSID fields is 4
octets. Wen carrying the MPLS Label, as shown in the figure bel ow,
the TC, S, and TTL (total of 12 bits) are RESERVED and MJST be set to
0 by the originator and MJST be ignored by a receiver.

0 1 2 3

01234567890123456789012345678901
R T e i e i i S L S s il o T SR R R S
| Label | TC |9 TTL |
R et e s i o e s i i

Figure 6: SR Binding SID Label Format

In the case of an SRv6, the SR Binding SID sub-TLV does not have the
ability to signal the SRv6 Endpoi nt behavi or [ RFC8986] or the
structure of the SID. Therefore, the SR Binding SID sub-TLV SHOULD
NOT be used for the advertisenment of an SRv6 Binding SID. |nstead,
the SRv6 Binding SID TLV defined in Section 5.2 SHOULD be used for
the signaling of an SRv6 Binding SID. The use of the SR Binding SID
sub- TLV for advertisenment of the SRv6 Binding SID has been
deprecated, and it is docunented here only for backward conpatibility
with inmplementations that followed early draft versions of this

speci fication.

5.2. SRv6 Binding SID TLV

The SRv6 Binding SID (BSID) is an optional TLV that is used to report
the SRv6 BSID and its attributes for the SR Policy candi date path.
The TLV MAY al so optionally contain the Specified SRv6 BSID val ue for
reporting as described in Section 6.2.3 of [RFC9256]. Miltiple
instances of this TLV may be used to report each of the SRv6 BSI Ds
associ ated with the candi date path.

The TLV has the follow ng format:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length |
I i I S R T S A S S
| BSI D Fl ags | RESERVED |
B i s T T i i o S o T Ji I
| Binding SID (16 octets) /1
i I i S i g i S N S
| Specified Binding SID (16 octets) /1
I e I S R i S S S ek
/1 sub-TLVs (vari abl e) /1
B i s T T i i o S o T Ji I

Figure 7: SRv6 Binding SID TLV Format
Wher e:
Type: 1212
Length: Variable

BSID Flags: 2-octet field that indicates the attribute and status of
the BSID associated with this candidate path. The follow ng bit



positions are defined, and the senmantics are described in detai
in Section 6.2 of [RFC9256]. O her bits MJST be cleared by the
origi nator and MJST be ignored by a receiver

0 1
0123456789012345

B T it o R ik sl I (I I S TR S

| Bl U F I

e o ik I S R R e S i N

Wher e:

B-Flag: Indicates the allocation of the value in the BSID field

when set and that BSID is not allocated when clear

U-Flag: Indicates the specified BSID val ue is unavail abl e when
set. \When clear, it indicates that this candidate path is
using the specified BSID. This flag is ignored when there is
no specified BSID

F-Flag: Indicates that the BSID value is one allocated
dynanically due to fallback (e.g., when the specified BSIDis
unavail abl e) when set and that there has been no fallback for
BSI D al | ocati on when cl ear.

RESERVED: 2 octets. MJST be set to O by the originator and MJST be
i gnored by a receiver.

Binding SID: Indicates the operational or allocated BSID val ue based
on the status fl ags.

Specified BSID: Used to report the explicitly specified BSID val ue
regardl ess of whether it is successfully allocated or not. The
field is set to value 0 when the BSID has not been specified.

Sub-TLVs: Variable and contain any other optional attributes
associ ated with the SRv6 BSID

The SRv6 Endpoi nt Behavi or TLV (1250) and the SRv6 SID Structure TLV
(1252) MAY optionally be used as sub-TLVs of the SRv6 Binding SID TLV
to indicate the SRv6 Endpoint behavior and SID structure for the
Binding SID value in the TLV. [RFC9514] defines the SRv6 Endpoi nt
Behavi or TLV and the SRv6 SID Structure TLV.

5.3. SR Candidate Path State TLV

The SR Candi date Path State TLV provi des the operational status and
attributes of the SR Policy at the candidate path level. Only a
single instance of this TLV is advertised for a given candi date path.
If multiple instances are present, then the first valid one (i.e.,
not determined to be malfornmed as per Section 8.2.2 of [RFC9552]) is
used and the rest are ignored.

The TLV has the follow ng format:
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Priority | RESERVED | Fl ags |

B T S i T s i i e e SEI S
| Preference (4 octets) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 8 SR Candidate Path State TLV For nat



Wher e:
Type: 1202
Length: 8 octets

Priority: 1l-octet value that indicates the priority of the candi date
path. Refer to Section 2.12 of [RFC9256].

RESERVED: 1 octet. MJST be set to O by the originator and MJST be
i gnored by a receiver.

Flags: 2-octet field that indicates the attribute and status of the
candi date path. The following bit positions are defined, and the
semantics are described in Section 5 of [ RFC9256] unless stated
otherw se for individual flags. Owher bits MJST be cleared by the
ori gi nator and MJST be ignored by a receiver.

0 1
0123456789012345

R T i T i e s ik T e R T

|SIAIBIEfVIOD QT I

il s ST I S S I S T T S

Wher e:

S-Flag: Indicates that the candidate path is in an adm nistrative

shut state when set and not in an adm nistrative shut state
when cl ear.

A-Flag: Indicates that the candidate path is the active path
(i.e., one provisioned in the forwardi ng plane as specified in
Section 2.9 of [RFC9256]) for the SR Policy when set and not
the active path when cl ear

B-Flag: Indicates that the candidate path is the backup path
(i.e., one identified for path protection of the active path as
specified in Section 9.3 of [RFC9256]) for the SR Policy when
set and not the backup path when clear

E-Flag: Indicates that the candi date path has been eval uated for
validity (e.g., headend may eval uate candi date paths based on
their preferences) when set and has not been eval uated for
validity when clear.

V-Flag: Indicates that the candidate path has at | east one valid
SID list when set and that no valid SID list is available or
eval uated when clear. Wen the E-flag is clear (i.e., the
candi date path has not been evaluated), then this flag MJST be
set to O by the originator and MJST be ignored by a receiver

O Flag: Indicates that the candidate path was instantiated by the
headend due to an on-demand next hop trigger based on a | oca
tenpl ate when set and that the candi date path has not been
instantiated due to an on-denmand next hop trigger when clear
Refer to Section 8.5 of [RFC9256] for details.

D-Flag: Indicates that the candi date path was del egated for
computation to a PCE/ controll er when set and that the candi date
pat h has not been del egated for conputation when cl ear

C-Flag: Indicates that the candi date path was provisioned by a
PCE/ control |l er when set and that the candi date path was not
provi sioned by a PCE/ controller when cl ear
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I-Flag: Indicates that the candidate path is to performthe
"Dr op- Upon- I nval i d* behavi or when no other valid candi date path
is available for this SR Policy when the flag is set. Refer to
Section 8.2 of [RFC9256] for details. Wen clear, it indicates
that the candidate path is not enabled for the "Drop-Upon-
I nval i d" behavi or.

T-Flag: Indicates that the candi date path has been nmarked as
eligible for use as a transit policy on the headend when set
and not eligible for use as a transit policy when clear.
Transit policy is a policy whose BSID can be used in the
segrment |ist of another SR Policy. Refer to Section 8.3 of
[ RFC9256] for steering into a transit policy using its BSID

U Flag: Indicates that the candidate path is reported as active
and is dropping traffic as a result of the "Drop-Upon-Invalid"
behavi or being activated for the SR Policy when set. When
clear, it indicates that the candidate path is not dropping
traffic as a result of the "Drop-Upon-Invalid" behavior. Refer
to Section 8.2 of [RFC9256] for details.

Preference: 4-octet value that indicates the preference of the
candi date path. Refer to Section 2.7 of [RFC9256] for details.

4. SR Policy Name TLV
The SR Policy Name TLV is an optional TLV that is used to carry the
synbol i ¢ name associated with the SR Policy. Only a single instance
of this TLV is advertised for a given candidate path. |If multiple
i nstances are present, then the first valid one (i.e., not determ ned
to be mal formed as per Section 8.2.2 of [RFC9552]) is used and the
rest are ignored.
The TLV has the follow ng fornmat:
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
I S i o T s S S S e s s T
| SR Policy Nane (variable) /1
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 9: SR Policy Nane TLV For mat
Wher e:
Type: 1213
Length: Variable
SR Policy Name: Synbolic name for the SR Policy w thout a NUL
terminator as specified in Section 2.1 of [RFC9256]. It is
RECOMVENDED t hat the size of the synmbolic nane be Iimted to 255
bytes. Inplementations MAY choose to truncate | ong nanes to 255
byt es when signaling via BGP-LS
5. SR Candi date Path Name TLV

The SR Candi date Path Name TLV is an optional TLV that is used to
carry the synmbolic nanme associated with the candidate path. Only a
single instance of this TLV is advertised for a given candi date path.
If multiple instances are present, then the first valid one (i.e.,
not deternined to be mal forned as per Section 8.2.2 of [RFC9552]) is
used and the rest are ignored.
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The TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h |
B i s T T i i o S o T Ji I
| Candi date Path Nane (vari abl e) /1

i S i i S e
Fi gure 10: SR Candi date Path Name TLV For mat

Wher e:

Type: 1203

Length: Variable

Candi date Path Nane: Synbolic nane for the SR Policy candidate path
without a NUL term nator as specified in Section 2.6 of [RFC9256].
It is RECOVWENDED that the size of the synbolic name be linmted to
255 bytes. Inplenentations MAY choose to truncate |ong nanes to
255 bytes when signaling via BGP-LS

SR Candi date Path Constraints TLV

The SR Candi date Path Constraints TLV is an optional TLV that is used
to report the constraints associated with the candi date path. The
constraints are generally applied to a dynanic candidate path that is
ei ther conputed by the headend or del egated to a controller. The
constraints may also be applied to an explicit path where the
conputation entity is expected to validate that the path satisfies
the specified constraints; if not, the path is to be invalidated
(e.g., due to topology changes). Only a single instance of this TLV
is advertised for a given candidate path. If nultiple instances are
present, then the first valid one (i.e., not determned to be
mal f ormed as per Section 8.2.2 of [RFC9552]) is used and the rest are
i gnor ed.

The TLV has the follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Fl ags | RESERVED1 |
i T s i o S i i S R I S I S S S M
| MTI D | Algorithm | RESERVED2 |
B T S i T s i i e e SEI S
| sub- TLVs (vari abl e) /1
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 11: SR Candi date Path Constraints TLV For mat
Wher e:
Type: 1204
Length: Variable
Flags: 2-octet field that indicates the constraints that are being
applied to the candidate path. The following bit positions are

defined, and the other bits MJST be cleared by the originator and
MJST be ignored by a receiver



0 1
0123456789012345
T S i S e s
| DI Pl U A TS| FlH I
™

Wher e:

D-Flag: Indicates that the candi date path uses an SRv6 data pl ane
when set and an SR/ MPLS data pl ane when cl ear

P-Flag: Indicates that the candidate path prefers the use of only
protected SIDs when set and that the candi date path does not
prefer the use of only protected SIDs when clear. This flag is
mutual ly exclusive with the U-flag (i.e., both of these flags
cannot be set at the same tine).

U-Flag: Indicates that the candidate path prefers the use of only
unprotected SIDs when set and that the candi date path does not
prefer the use of only unprotected SIDs when clear. This flag
is mutually exclusive with the P-Flag (i.e., both of these
flags cannot be set at the sane time).

A-Flag: Indicates that the candidate path uses only the SIDs
bel onging to the specified SR Al gorithmwhen set and that the
candi date path does not use only the SIDs belonging to the
specified SR Al gorithm when cl ear.

T-Flag: Indicates that the candi date path uses only the SIDs
bel onging to the specified topol ogy when set and that the
candi date path does not use only the SIDs belonging to the
speci fied topol ogy when cl ear

S-Flag: Indicates that the use of protected (P-flag) or
unprotected (U-flag) SIDs becones a strict constraint instead
of a preference when set and that there is no strict constraint
(and only a preference) when clear.

F-Flag: Indicates that the candidate path is fixed once conputed
and not nodi fied except on operator intervention and that the
candi date path may be nodified as part of reconputati on when
cl ear.

H Flag: Indicates that the candi date path uses only adjacency
SIDs and traverses hop-by-hop over the links corresponding to
those adj acency SIDs when set and that the candidate path is
not restricted to using only hop-by-hop adjacency SIDs when
cl ear.

RESERVED1: 2 octets. MJST be set to 0 by the originator and MJIST be
i gnored by a receiver.

MM D:  Indicates the nulti-topology identifier of the | GP topol ogy
that is preferred to be used when the path is set up. When the
T-flag is set, then the path is strictly using the specified
t opol ogy SI Ds only.

Algorithm Indicates the algorithmthat is preferred to be used when
the path is set up. Wen the A-flag is set, then the path is
strictly using the specified algorithm SIDs only. The algorithm
values are fromthe "I GP Al gorithm Types" | ANA registry under the
"Interior Gateway Protocol (1GP) Paraneters" registry group

RESERVED2: 1 octet. MJST be set to O by the originator and MJST be
i gnored by a receiver.



sub-TLVs: One or nore optional sub-TLVs MAY be included in this TLV
to describe other constraints. These sub-TLVs are: SR Affinity
Constraint, SR Shared Ri sk Link Goup (SRLG Constraint, SR
Bandwi dt h Constraint, SR Disjoint G oup Constraint, SR
Bi di rectional Group Constraint, and SR Metric Constraint.

These constrai nt sub-TLVs are defined bel ow.
.6.1. SR Affinity Constraint Sub-TLV

The SR Affinity Constraint sub-TLV is an optional sub-TLV of the SR
Candi date Path Constraints TLV that is used to carry the affinity
constraints [ RFC2702] associated with the candidate path. The
affinity is expressed in terns of an Extended Adm nistrative G oup
(EAG as defined in [RFC7308]. Only a single instance of this sub-
TLV is advertised for a given candidate path. [If multiple instances
are present, then the first valid one (i.e., not determ ned to be
mal f ormed as per Section 8.2.2 of [RFC9552]) is used and the rest are
i gnor ed.

The sub-TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
I S i o T s S S S e s s T
| Excl-Any-Size | Incl-Any-Size | Incl-All-Size | RESERVED |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Excl ude- Any EAG (optional, variable) /1
B T S i T s i i e e SEI S
| I ncl ude- Any EAG (optional, variable) /1
I S i o T s S S S e s s T
| I ncl ude-Al'l EAG (optional, variable) 11
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 12: SR Affinity Constraint Sub-TLV Format
Wher e:
Type: 1208

Length: Variable, dependent on the size of the EAG MJST be a non-
zero multiple of 4 octets.

Excl ude- Any-Si ze: 1 octet to indicate the size of Exclude-Any EAG
bitmask size in multiples of 4 octets (e.g., value O indicates the
Excl ude- Any EAG field is skipped, and value 1 indicates that 4
octets of Exclude-Any EAG are included).

I ncl ude- Any-Si ze: 1 octet to indicate the size of Include-Any EAG
bitmask size in multiples of 4 octets (e.g., value 0 indicates the
I ncl ude- Any EAG field is skipped, and value 1 indicates that 4
octets of Include-Any EAG are included).

Include-All-Size: 1 octet to indicate the size of Include-Al EAG
bitrmask size in nmultiples of 4 octets (e.g., value 0 indicates the
Include-All EAG field is skipped, and value 1 indicates that 4
octets of Include-Al EAG are included).

RESERVED: 1 octet. MJST be set to O by the originator and MJST be
i gnored by a receiver.

Excl ude- Any EAG  The bitmask used to represent the affinities that
have been excluded fromthe path.



I nclude- Any EAG  The bitmask used to represent the affinities that
have been included in the path.

Include-All EAG The bitmask used to represent all the affinities
that have been included in the path.

5.6.2. SR SRLG Constraint Sub-TLV

The SR SRLG Constraint sub-TLV is an optional sub-TLV of the SR
Candi date Path Constraints TLV that is used to carry the SRLG val ues
[ RFC4202] that have been excluded fromthe candidate path. Only a
single instance of this sub-TLV is advertised for a given candidate
path. If nultiple instances are present, then the first valid one
(i.e., not determined to be nal formed as per Section 8.2.2 of

[ RFC9552]) is used and the rest are ignored.

The sub-TLV has the foll owi ng format:
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| SRLG Val ues (variable, multiples of 4 octets) /1

B T S i T s i i e e SEI S
Fi gure 13: SR SRLG Constraint Sub-TLV For mat

Wher e:

Type: 1209

Length: Variable, dependent on the nunber of SRLGs encoded. MJST be
a non-zero multiple of 4 octets.

SRLG Val ues: One or nore SRLG val ues. Each SRLG value is of 4
oct et s.

5.6.3. SR Bandw dth Constrai nt Sub-TLV

The SR Bandwi dt h Constraint sub-TLV is an optional sub-TLV of the SR
Candi date Path Constraints TLV that is used to indicate the bandw dth
that has been requested for the candidate path. Only a single
instance of this sub-TLV is advertised for a given candi date path.

If multiple instances are present, then the first valid one (i.e.,

not deternined to be malforned as per Section 8.2.2 of [RFC9552]) is
used and the rest are ignored.

The sub-TLV has the foll owi ng format:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length |

B T S i T s i i e e SEI S

| Bandwi dt h |

i e R i e i i i e i i St S N e S
Figure 14: SR Bandwi dt h Constraint Sub-TLV For mat

Wher e:

Type: 1210

Length: 4 octets



Bandwi dth: 4 octets that specify the desired bandwidth in unit of
bytes per second in | EEE floating point format [|EEE754].

.6.4. SR Disjoint Goup Constraint Sub-TLV

The SR Disjoint Goup Constraint sub-TLV is an optional sub-TLV of
the SR Candidate Path Constraints TLV that is used to carry the

di sj oi ntness constraint associated with the candidate path. The

di sj oi ntness between two SR Policy candi date paths is expressed by
associating themwi th the sanme disjoint group identifier and then
speci fying the type of disjointness required between their paths.
The types of disjointness are described in Section 3 of [RFC8800]
where the level of disjointness increases in the order: |ink, node,
SRLG Node + SRLG The conputation is expected to achieve the

hi ghest | evel of disjointness requested; when that is not possible,
then fall back to a |l esser |evel progressively based on the levels
indicated. Only a single instance of this sub-TLV is advertised for
a given candidate path. If multiple instances are present, then the
first valid one (i.e., not deternined to be mal forned as per

Section 8.2.2 of [RFC9552]) is used and the rest are ignored.

The sub-TLV has the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length |
I i I S R T S i i S M SRR S
| Request Flags | Status Flags | RESERVED |
B i s T T i i o S o T Ji I
| Disjoint Goup lIdentifier (variable) /1
i i S S it N R SR S

Figure 15: SR Disjoint Goup Constraint Sub-TLV Format

VWher e:

Type: 1211

Length: Variable. Mninumof 8 octets.

Request Flags: 1 octet to indicate the |evel of disjointness
requested as specified in the formof flags. The follow ng flags
are defined, and the other bits MJST be cleared by the originator
and MJST be ignored by a receiver

01234567

T e il sl T S SR

| SINIL|F[T] I

B T s i T e

Wher e:

S-Flag: Indicates that SRLG di sjointness is requested when set

and that SRLG disjointness is not requested when clear.

N-Flag: Indicates that node disjointness is requested when set
and t hat node disjointness is not requested when clear.

L-Flag: Indicates that |ink disjointness is requested when set
and that the link disjointness is not requested when clear.

F-Flag: Indicates that the conputation may fall back to a | ower
| evel of disjointness anobngst the ones requested when all
cannot be achi eved when set and that fallback to a | ower |evel
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of disjointness is not allowed when clear

I-Flag: Indicates that the conputation may fall back to the
default best path (e.g., an I GP path) in case none of the
desired disjointness can be achi eved when set and that fall back
to the default best path is not allowed when clear.

Status Flags: 1 octet to indicate the |evel of disjointness that has

been achi eved by the conputation as specified in the form of
flags. The following flags are defined, and the other bits MJST
be cleared by the originator and MJST be ignored by a receiver

01234567

i ok It S S R R

[SINFLIF[TIX

R e s i T

Wher e:

S-Flag: Indicates that SRLG di sjointness is achi eved when set and

that SRLG disjointness is not achi eved when cl ear

N-Fl ag: Indicates that node disjointness is achieved when set and
that node disjoi ntness was not achi eved when cl ear.

L-Flag: Indicates that |ink disjointness is achi eved when set and
that link disjointness was not achi eved when cl ear

F-Flag: Indicates that the conputation has fallen back to a | ower
| evel of disjointness than requested when set and that there
has been no fallback to a | ower |evel of disjointness when
cl ear.

I-Flag: Indicates that the conputation has fallen back to the
best path (e.g., an I GP path) and di sjoi ntness has not been
achi eved when set and that there has been no fallback to the
best path when cl ear

X-Flag: Indicates that the disjointness constraint could not be
achi eved and hence the path has been invalidated when set and
that the path has not been invalidated due to unnet
di sj oi nt ness constrai nts when cl ear.

RESERVED: 2 octets. MJST be set to O by the originator and MJST be

i gnored by a receiver.

Disjoint Goup Identifier: 4-octet value that is the group

5

identifier for a set of disjoint paths. Alternatively, this field
MAY contain the entire PCEP ASSOCI ATI ON hject as specified in
Section 6.1 of [RFC8697] (including its optional TLVs) when PCEP
is used for the signaling of the SR Policy candi date path and
where the BGP-LS Producer is unable to determ ne the group
identifier that can be accomopdated in a 4-octet value (since PCEP
supports nultiple methods of encoding an association identifier).
Note that the parsing of the PCEP object is expected to be
performed only by the BGP-LS Consuner (hence, outside the scope of
this docunment) and not by any BGP Speaker as specified in

[ RFC9552]. If the PCEP object size is such that the update for a
single SR Policy Candidate Path NLRI woul d exceed the supported
BGP nmessage size by the inplenentation, then the PCEP ASSOCI ATI ON
hj ect MUST NOT be encoded and this sub-TLV skipped along with an
error log. Refer to Section 5.3 of [RFC9552] for discussion on

i nplications of encoding |arge sets of information into BGP-LS

SR Bidirectional G oup Constraint Sub-TLV



The SR Bidirectional Goup Constraint sub-TLV is an optional sub-TLV
of the SR Candidate Path Constraints TLV that is used to carry the

bi directional constraint associated with the candidate path. The
bidirectional relationship between two SR Policy candidate paths is
expressed by associating themw th the same bidirectional group
identifier and then specifying the type of bidirectional routing
required between their paths. Only a single instance of this sub-TLV
is advertised for a given candidate path. If nultiple instances are
present, then the first valid one (i.e., not determned to be

mal formed as per Section 8.2.2 of [RFC9552]) is used and the rest are
i gnor ed.

The sub-TLV has the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| FI ags | RESERVED |
i I i S e I S ik SN DR SR S
| Bi directional Group lIdentifier (variable) /1
I i I S R e S S S ek

Figure 16: SR Bidirectional G oup Constraint Sub-TLV For mat
Wher e:
Type: 1214
Length: Variable. M nimmof 8 octets.

Flags: 2 octets to indicate the bidirectional path setup infornmation
as specified in the formof flags. The following flags are
defined, and the other bits MJST be cleared by the originator and
MJST be ignored by a receiver.

0 1
0123456789012345
T T

IR d I

il s ST I S S I S T T S
Wher e:
R-Flag: Indicates that the candi date path of the SR Policy forns

the reverse path when the Rflag is set. |If the Rflag is
clear, the candidate path forms the forward path.

C-Flag: Indicates that the bidirectional path is co-routed when
set and that the bidirectional path is not co-routed when
cl ear.

RESERVED: 2 octets. MJST be set to O by the originator and MJST be
i gnored by a receiver.

Bi directional Group Identifier: 4-octet value that is the group
identifier for a set of bidirectional paths. Alternatively, this
field MAY contain the entire PCEP ASSCCI ATI ON Ohject as specified
in Section 6.1 of [RFC8697] (including its optional TLVs) when
PCEP is used for the signaling of the SR Policy candidate path and
where the BGP-LS Producer is unable to determi ne the group
identifier that can be accompdated in a 4-octet val ue (since PCEP
supports nultiple nmethods of encoding an association identifier).
Note that the parsing of the PCEP object is expected to be
performed only by the BGP-LS Consumer (hence, outside the scope of
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this document) and not by any BGP Speaker as specified in

[ RFC9552]. If the PCEP object size is such that the update for a
single SR Policy Candidate Path NLRI woul d exceed the supported
BGP nessage size by the inplenentation, then the PCEP ASSOCI ATI ON
Obj ect MUST NOT be encoded and this sub-TLV skipped along with an
error log. Refer to Section 5.3 of [RFC9552] for discussion on

i nplications of encoding |arge sets of information into BGP-LS

6. SR Metric Constraint Sub-TLV

The SR Metric Constraint sub-TLV is an optional sub-TLV of the SR
Candi date Path Constraints TLV that is used to report the
optimzation nmetric of the candidate path. For a dynam c path
conputation, it is used to report the optim zation metric used al ong
with its paraneters. For an explicit path, this sub-TLV MAY be used
to report the nmetric margin or is bound to be used for validation
(i.e., the path is invalidated if the netric is beyond specified
values). Miltiple instances of this sub-TLV nay be used to report
different metric type uses.

The sub-TLV has the foll owi ng format:
0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h |
i i i T i I S i e s o o i i
| Metric Type | Fl ags | RESERVED |

T s S T D S T A T T S
| Metric Margin |
B i s T T i i o S o T Ji I
| Metric Bound |
A g S S S g S g S

Figure 17: SR Metric Constraint Sub-TLV For nat
Wher e:
Type: 1215
Length: 12 octets

Metric Type: 1-octet field that identifies the type of nmetric being
used. Belowis a list of nmetric types introduced by this docunent
along with references for each. Were the references are for IS
I'S and OSPF specifications, those netric types are defined for a
link while in the SR Policy context those relate to the candidate
path or the segnent list. The netric type code points that may be
used in this sub-TLV are also listed in Section 8.6 of this
docunent. Note that the netric types in this field are taken from
the "BGP-LS SR Policy Metric Types" | ANA registry, which includes
IGP Metric Types as well as netric types specific to SR Policy
path conputation (i.e., the netric types are not fromthe "IGP
Metric-Type" registry). Additional netric types may be introduced
by future docunments. This docunment does not make any assunptions
about a snaller nmetric value being better than a higher netric
val ue; that is sonething that is dependent on the semantics of the
specific netric type. This docunent uses the words "best" and
"worst" to abstract this aspect when referring to netric nargins
and bounds.

Type 0: 1GP
This is specified in Section 3 of [RFC5305] for IS IS and is
known as the default nmetric. This is specified in [ RFC2328]
for OSPFv2 and in [RFC5340] for OSPFv3 and is known as the
metric in both.



Type 1: Mn Unidirectional Delay:
This is specified in Section 4.2 of [RFC8570] for IS-IS and in
Section 4.2 of [RFC7471] for OSPFv2/ OSPFv3.

Type 2: TE:
This is specified in Section 3.7 of [RFC5305] for IS-1S as the
TE default netric, in Section 2.5.5 of [RFC3630] for OSPFv2,
and in Section 4 of [RFC5329] for OSPFv3.

Type 3: Hop Count:
This is specified in Section 7 of [RFC5440].

Type 4: SID List Length:
This is specified in Section 4.5 of [RFC8664].

Type 5: Bandwi dt h:
This is specified in Section 4 of [RFC9843].

Type 6: Avg Unidirectional Delay:
This is specified in Section 4.1 of [RFC8570] for IS-IS and in
Section 4.1 of [RFC7471] for OSPFv2/ OSPFv3.

Type 7: Unidirectional Delay Variation:
This is specified in Section 4.3 of [RFC8570] for IS-1S and in
Section 4.3 of [RFC7471] for OSPFv2/ OSPFv3.

Type 8: Loss:
This is specified in Section 4.4 of [RFC8570] for I1S-IS and in
Section 4.4 of [RFC7471] for OSPFv2/ CSPFv3.

Types 128 to 255 (both inclusive): User Defined:
This is specified in Section 2 of [RFC9843] for IS 1S and OSPF.

Fl ags: 1l-octet field that indicates the validity of the nmetric
fields and their semantics. The following bit positions are
defined, and the other bits MJST be cleared by the originator and
MUST be ignored by a receiver.

01234567
T

QM A B I

i ok ST S R TR
Wher e:

O Flag: Indicates that this is the optimzation netric being
reported for a dynam c candi date path when set and that the
metric is not the optimzation metric when clear. This bit
MUST NOT be set in nore than one instance of this TLV for a
gi ven candi date path adverti senent.

M Flag: Indicates that the nmetric margin allowed is specified
when set and that the metric margin allowed is not specified
when cl ear.

A-Flag: Indicates that the netric margin is specified as an
absol ute val ue when set and that the netric margin is expressed
as a percentage of the mininmumnetric when clear.

B-Flag: Indicates that the netric bound allowed for the path is
speci fied when set and that the netric bound is not specified
when cl ear.

RESERVED: 2 octets. MJST be set to O by the originator and MJST be
i gnored by a receiver.



Metric Margin: 4-octet value that indicates the netric nmargin when
the Mflag is set. The netric margin is specified, depending on
the A-flag, as either an absolute value or a percentage of the
best conputed path netric based on the specified constraints for
path cal culation. The netric margin allows for the nmetric val ue
of the conputed path to vary (depending on the semantics of the
specific netric type) fromthe best netric value possible to
optinmizing for other factors (that are not specified as
constraints) such as bandwi dth availability, miniml SID stack
depth, and the maxinzing of ECMP for the conputed SR path.

Metric Bound: 4-octet value that indicates the worst netric val ue
(depending on the semantics of the specific netric type) allowed
when the B-flag is set. |f the conputed path netric crosses the
speci fied bound value, then the path is considered invalid.

The absolute metric margin and the netric bound val ues are encoded as
specified for each netric type. For netric types that are smaller
than 4 octets in size, the nost significant bits are filled with
zeros. The percentage netric nargin is encoded as an unsi gned

i nt eger percentage val ue.

5.7. SR Segnent List TLV

The SR Segnent List TLV is used to report a single SID list of a
candidate path. Miltiple instances of this TLV nay be used to report
multiple SID lists of a candidate path.

The TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
O e i o R i i I R S e o
| Type | Length |
i T s i o S i i S R I S I S S S M
| Fl ags | RESERVED1 |
B T S i T s i i e e SEI S
| MTI D | Algorithm | RESERVED2 |
O e i o R i i I R S e o
| Wei ght (4 octets) |
i T s i o S i i S R I S I S S S M
| sub-TLVs (vari abl e) /1
B T S i T s i i e e SEI S

Fi gure 18: SR Segnment List TLV For mat
Wher e:
Type: 1205
Length: Variable

Flags: 2-octet field that indicates the attribute and status of the
SIDlist. The following bit positions are defined, and the
semantics are described in detail in [RFC9256]. Oher bits MJST
be cleared by the originator and MUST be ignored by a receiver

0 1
0123456789012345
i S i i S S S

IDE[CVIRFIATM I

i S T T S

Wher e:



D-Flag: Indicates that the SIDIist consists of SRv6 SIDs when
set and SR/ MPLS | abel s when cl ear

E-Flag: Indicates that the SIDIist is associated with an
explicit candidate path when set and a dynanic candi date path
when clear. Al segment lists of a given candi date path MJST
be either explicit or dynamic. |In case of inconsistency, the
recei ver MAY consider themall to be dynamc.

C-Flag: Indicates that the SID list has been conputed for a
dynani c path when set. It is always reported as set for
explicit paths. Wen clear, it indicates that the SID |list has
not been conputed for a dynam c path.

V-Flag: Indicates that the SID |ist has passed verification or
its verification was not required when set and that it failed
verification when cl ear.

R-Flag: Indicates that the first Segment has been resol ved when
set and that it failed resolution when clear

F-Flag: |Indicates that the conputation for the dynam c path
failed when set and that it succeeded (or was not required in
case of an explicit path) when clear.

A-Flag: Indicates that all the SIDs in the SIDIist belong to the
speci fied al gorithmwhen set and that not all the SIDs bel ong
to the specified al gorithm when cl ear

T-Flag: Indicates that all the SIDs in the SIDIlist belong to the
specified topology (identified by the multi-topology |ID) when
set and that not all the SIDs belong to the specified topol ogy
when cl ear.

M Flag: Indicates that the SID |ist has been renoved fromthe
forwardi ng plane due to fault detection by a nonitoring
mechani sm (e.g., Bidirectional Forwarding Detection (BFD)) when
set and that no fault is detected or no nonitoring is being
done when cl ear.

RESERVED1: 2 octets. MJST be set to 0 by the originator and MJST be
i gnored by a receiver.

MM D: 2 octets that indicate the nulti-topology identifier of the
| GP topology that is to be used when the T-flag is set.

Algorithm 1 octet that indicates the algorithmof the SIDs used in
the SIDlist when the A-flag is set. The algorithmvalues are
fromthe "I GP Algorithm Types” | ANA registry under the "Interior
Gat eway Protocol (1GP) Paraneters" registry group.

RESERVED2: 1 octet. MJST be set to O by the originator and MJST be
i gnored by a receiver.

Weight: 4-octet field that indicates the weight associated with the
SID list for weighted | oad bal ancing. Refer to Sections 2.2 and
2.11 of [RFC9256].

Sub-TLVs: Variable and contain the ordered set of Segments and any
other optional attributes associated with the specific SIDIist.

The SR Segnent sub-TLV (defined in Section 5.7.1) MJST be included as
an ordered set of sub-TLVs within the SR Segnent List TLV when the
SIDIlist is not enpty. A SIDIlist may be enpty in certain situations
(e.g., for a dynam c path) where the headend has not yet performed
the conputati on and hence not derived the segnents required for the



path. In such cases where the SIDIlist is enpty, the SR Segment List
TLV MUST NOT include any SR Segnent sub- TLVs.

.7.1. SR Segnment Sub-TLV

The SR Segment sub-TLV describes a single segnent in a SIDIist. One
or nmore instances of this sub-TLV in an ordered nanner constitute a
SIDlist for an SR Policy candidate path. It is a sub-TLV of the SR
Segnent List TLV and it has the follow ng fornat:

0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| Type | Length |
i I i I s S S S S N S
| Segnent Type | RESERVED | Fl ags |
L T S S e i i S S S N it N S
| SID (4 or 16 octets) /1
B i s T T i i o S o T Ji I
/1 Segnent Descriptor (variable) /1
I I S T i S i S S S S S S S SR
11 sub-TLVs (vari abl e) 11

i s i T S e S T T il o S R S S S
Figure 19: SR Segnent Sub-TLV For mat

Wher e:

Type: 1206

Length: Variable

Segnent Type: 1 octet that indicates the type of segnent. Initial
val ues are specified by this docunent (see Section 5.7.1.1 for
details). Additional segnent types are possible but are out of
scope for this docunent.

RESERVED: 1 octet. MJST be set to O by the originator and MIJST be
i gnored by a receiver.

Fl ags: 2-octet field that indicates the attribute and status of the
Segnment and its SID. The following bit positions are defined, and
the semantics are described in Section 5 of [RFC9256]. O her bits
MUST be cleared by the originator and MJST be ignored by a
receiver.

0 1
0123456789012345
B il s S S S S I S i
| S| El VI R Al I
T A S T S S S &
Wher e:

S-Flag: Indicates the presence of the SID value in the SID field
when set and no val ue when cl ear.

E-Flag: Indicates that the SID value is an explicitly provisioned
val ue (locally on headend or via controller/PCE) when set and
is a dynam cally resol ved val ue by headend when cl ear.

V-Flag: Indicates that the SID has passed verification or did not
require verification when set. Wen the V-flag is clear, it
indicates the SID has failed verification.

R-Flag: Indicates that the SID has been resolved or did not



require resolution (e.g., because it is not the first SID) when
set. Wien the Rflag is clear, it indicates the SID has failed
resol ution.

A-Flag: Indicates that the Algorithmindicated in the segnent
descriptor is valid when set. Wen clear, it indicates that
the headend is unable to determ ne the algorithmof the SID

SID: 4 octets carrying the MPLS Label or 16 octets carrying the SRv6
SI D based on the Segnent Type. Wen carrying the MPLS Label, as
shown in the figure below, the TC, S, and TTL (total of 12 bits)
are RESERVED and MJST be set to O by the originator and MJST be
i gnored by a receiver.

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Label | TC |9 TTL |
I T S S e s S S it A S S S

Segnent Descriptor: Variable size segnent descriptor based on the
type of segnent (refer to Section 5.7.1.1 for details).

Sub- Sub-TLVs: Vari abl e and contain any other optional attributes
associated with the specific segnent.

The SRv6 Endpoi nt Behavi or TLV (1250) and the SRv6 SID Structure TLV
(1252) defined in [RFC9514] are used as sub-sub-TLVs of the SR
Segnent sub-TLV. These two sub-sub-TLVs are used to optionally

i ndi cate the SRv6 Endpoi nt behavior and SID structure when
advertising the SRv6-specific segnent types.

5.7.1.1. Segnent Descriptors

Section 4 of [RFC9256] defines nultiple types of segnents and their
descriptions. This section defines the encodi ng of the segnent
descriptors for each of those segnment types to be used in the Segnent
sub- TLV descri bed previously in Section 5.7.1

The followi ng types are currently defined, and their mappings to the
respective segnment types are defined in [ RFC9256]:

[S pemmsfommsbumsbemsfumel oo s e s oo oo s s e s pe
| Type | Segnent Description |
[§ el s oo e e e e s s s s s s s s e e s s e s s s s e
| 1 | (Type A) SR-MPLS Label |
ommmo - o m oo e oo oiaooo- +
| 2 | (Type B) SRv6 SID |
R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| 3 | (Type C IPv4 Prefix with optional SR Algorithm |
Foommo- o m o o oo +
| 4 | (Type D) IPv6 dobal Prefix with optional SR |
| | Algorithmfor SR-MPLS |
Fom e e - - Lt +
| 5 | (Type E) I1Pv4 Prefix with Local Interface ID |
+o-m - - oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| 6 | (Type F) 1Pv4 Addresses for |ink endpoints as |
| | Local, Renote pair |
ommmo - o m o o e +
| 7 | (Type G I1Pv6 Prefix and Interface ID for link |
| | endpoints as Local, Renote pair for SR-MPLS |
+o-m - - oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| 8 | (Type H) 1Pv6 Addresses for |ink endpoints as |
| | Local, Renmpte pair for SR-MPLS |
ommmo - o m o o e +

| 9 | (Type 1) 1Pv6 A obal Prefix with optional SR |



| | Algorithmfor SRv6 |

+o-m - - oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| 10 | (Type J) 1Pv6 Prefix and Interface ID for link |
| | endpoints as Local, Renpte pair for SRv6 |
ommmo - Fo m o o e e +
| 11 | (Type K) 1 Pv6 Addresses for |ink endpoints as |
| | Local, Renmpte pair for SRv6 |
+o-m - - oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +

Table 1. SR Segnent Types
5.7.1.1.1. Type 1: Segment Type A

The Segnment is an SR-MPLS type and is specified sinply as the |abel.
The format of its segnment descriptor is as foll ows:

0 1 2 3
01234567890123456789012345678901
Tl i I S S

| Al gorithm |

T Th S S S Y S

Figure 20: Type 1 Segnent Descri ptor
VWher e:

Algorithm 1-octet value that indicates the al gorithmused for
picking the SID. This is valid only when the A-flag has been set
in the Segnment TLV. The algorithmvalues are fromthe "I GP
Al gorithm Types" |1 ANA registry under the "Interior Gateway
Protocol (IGP) Parameters” registry group.

5.7.1.1.2. Type 2: Segnent Type B

The Segnment is an SRv6 type and is specified sinply as SRv6 SID. The
format of its segment descriptor is as follows:

0 1 2 3
01234567890123456789012345678901
R e et o

| Al gorithm |

i S e T o

Figure 21: Type 2 Segnent Descri ptor
Wher e:

Algorithm 1-octet value that indicates the al gorithmused for
picking the SID. This is valid only when the A-flag has been set
in the Segnent TLV. The algorithmvalues are fromthe "I GP
Al gorithm Types" | ANA registry under the "Interior Gateway
Protocol (IGP) Parameters" registry group.

5.7.1.1.3. Type 3: Segnent Type C

The Segnment is an SR-MPLS Prefix SID type and is specified as an | Pv4
node address. The format of its segnment descriptor is as follows:

0 1 2 3
01234567890123456789012345678901
i ok ST S R TR

| Al gorithm |

i i i T i I S i e s o o i i
| | Pv4 Node Address (4 octets)

R et e s i o e s i i



Figure 22: Type 3 Segnent Descri ptor
Wher e:

Algorithm 1-octet value that indicates the algorithmused for
pi cking the SID. The algorithmvalues are fromthe "I GP Al gorithm
Types"” 1 ANA registry under the "Interior Gateway Protocol (I1GP)
Par anet ers" regi stry group.

| Pv4 Node Address: 4-octet value that carries the | Pv4 address
associ ated with the node.

5.7.1.1.4. Type 4: Segnment Type D

The Segnment is an SR-MPLS Prefix SID type and is specified as an | Pv6
node gl obal address. The format of its segnent descriptor is as

fol |l ows:

0 1 2 3

01234567890123456789012345678901

S e

| Al gorithm |

i e e T i e R o s e e o e e e e s

I I

| | Pv6 Node G obal Address (16 octets) |

I I

I I

i e R i e i i i e i i St S N e S
Fi gure 23: Type 4 Segnent Descri ptor

Wher e:

Algorithm 1-octet value that indicates the algorithmused for
picking the SID. The algorithmvalues are fromthe "I GP Al gorithm
Types" 1 ANA registry under the "Interior Gateway Protocol (1GP)

Par amet ers" regi stry group.

| Pv6 Node d obal Address: 16-octet value that carries the |IPv6
gl obal address associated with the node.

5.7.1.1.5. Type 5: Segnment Type E

The Segment is an SR-MPLS Adj acency SID type and is specified as an
| Pv4 node address along with the local interface ID on that node.
The format of its segnment descriptor is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| | Pv4 Node Address (4 octets) |
T S I T i i S o e T i I S i e S
| Local Interface ID (4 octets) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 24: Type 5 Segnent Descri ptor
Wher e:

| Pv4 Node Address: 4-octet value that carries the | Pv4 address
associ ated with the node.

Local Interface ID: 4-octet value that carries the |ocal interface
I D of the node identified by the Node Address.

5.7.1.1.6. Type 6: Segment Type F



The Segnment is an SR-MPLS Adj acency SID type and is specified as a
pair of IPvd |ocal and renote interface addresses. The format of its
segnment descriptor is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| I Pv4 Local Interface Address (4 octets) |
I S i o T s S S S e s s T
| I Pv4 Renmote Interface Address (4 octets) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Fi gure 25: Type 6 Segnent Descri ptor
Wher e:

| Pv4 Local Interface Address: 4-octet value that carries the | ocal
| Pv4 address associated with the node’'s interface.

| Pv4 Renpte Interface Address: 4-octet value that carries the renote
| Pv4 address associated with the interface on the node’ s nei ghbor
This is optional and MAY be set to 0 when not used (e.g., when
i dentifying point-to-point |inks).

5.7.1.1.7. Type 7: Segnent Type G

The Segnment is an SR-MPLS Adjacency SID type and is specified as a
pair of 1Pv6 gl obal address and interface ID for local and renpote
nodes. The format of its segnment descriptor is as foll ows:

0 1 2 3
01234567890123456789012345678901
T S T

I
| Pv6 Local Node d obal Address (16 octets) |
|
I
i i S S i T s i S

+-
I
I
|
I
+-
| Local Node Interface ID (4 octets)

R T o T e e i i ol ST S TR S e T e S e el st TR S R R S
I

|

I

I

+-

I

+-

I

I

| Pv6 Renpte Node d obal Address (16 octets) |

I

I

R s i o e i ol S e S e T ik ik T S e T S T S
Renote Node Interface ID (4 octets) |

i T o T T i T A S S S T

Figure 26: Type 7 Segnent Descri ptor
Wher e:

| Pv6 Local Node d obal Address: 16-octet value that carries the | Pv6
gl obal address associated with the | ocal node.

Local Node Interface ID: 4-octet value that carries the interface ID
of the local node identified by the Local Node Address.

| Pv6 Renpte Node G obal Address: 16-octet value that carries the
I Pv6 gl obal address associated with the renote node. This is
optional and MAY be set to O when not used (e.g., when identifying
poi nt-to-point |inks).

Remote Node Interface ID: 4-octet value that carries the interface
ID of the renmote node identified by the Renote Node Address. This



is optional and MAY be set to O when not used (e.g., when
i dentifying point-to-point |inks).

5.7.1.1.8. Type 8: Segnment Type H

The Segment is an SR-MPLS Adj acency SID type and is specified as a
pair of 1Pv6 gl obal addresses for local and renote interface
addresses. The format of its segment descriptor is as follows:

0 1 2 3
01234567890123456789012345678901
I i S S i o S S e e e e i S i S S

I Pv6 Local Interface d obal Address (16 octets)

+-

I

I

I

I

R e o i S S e i sl S S S S S S S S et st
I

| I Pv6 Renmpte Interface G obal Address (16 octets)

I
I
+-

|
I
I
I
+
I
|
I
I
+

R i L e e S e e e R
Figure 27: Type 8 Segnent Descri ptor
Wher e:

| Pv6 Local d obal Address: 16-octet value that carries the | ocal
| Pv6 address associated with the node’'s interface.

| Pv6 Renpte d obal Address: 16-octet value that carries the renote
| Pv6 address associated with the interface on the node’s nei ghbor.

5.7.1.1.9. Type 9: Segnent Type |

The Segnment is an SRv6 END SID type and is specified as an | Pv6 node
gl obal address. The format of its segnment descriptor is as follows:

1 2 3
1234567890123456789012345678901
R S M S S
| Algorithm |
B i s T T i i o S o T Ji I
I I
| | Pv6 Node d obal Address (16 octets) |
I I
I I
+- +

B i T S T i I i T i s S S S I S S S
Figure 28: Type 9 Segnent Descri ptor
Wher e:

Algorithm 1-octet value that indicates the al gorithmused for
pi cking the SID. The algorithmvalues are fromthe "I GP Al gorithm
Types" |1 ANA registry under the "Interior Gateway Protocol (I1GP)
Par anmet ers" registry group.

| Pv6 Node d obal Address: 16-octet value that carries the | Pv6
gl obal address associated with the node.

5.7.1.1.10. Type 10: Segnment Type J
The Segnment is an SRv6 END. X SID type and is specified as a pair of

| Pv6 gl obal address and interface ID for |ocal and renmpote nodes. The
format of its segment descriptor is as follows:



0 1 2 3
01234567890123456789012345678901
T S T

I
| Pv6 Local Node d obal Address (16 octets) |
|
I
i i S S i T s i S

+-
I
I
|
I
+-
| Local Node Interface ID (4 octets)

R T o T e e i i ol ST S TR S e T e S e el st TR S R R S
I

|

I

I

+-

I

+-

I
I
| Pv6 Renpte Node d obal Address (16 octets) |
I
I

R s i o e i ol S e S e T ik ik T S e T S T S
Renote Node Interface ID (4 octets) |
i T o T T i T A S S S T

Figure 29: Type 10 Segnent Descri ptor
Wher e:

| Pv6 Local Node d obal Address: 16-octet value that carries the | Pv6
gl obal address associated with the | ocal node.

Local Node Interface ID: 4-octet value that carries the interface ID
of the local node identified by the Local Node Address.

| Pv6 Renpte Node G obal Address: 16-octet value that carries the
I Pv6 gl obal address associated with the renote node. This is
optional and MAY be set to O when not used (e.g., when identifying
poi nt-to-point |inks).

Remote Node Interface ID: 4-octet value that carries the interface
ID of the renote node identified by the Renote Node Address. This

is optional and MAY be set to O when not used (e.g., when
i dentifying point-to-point |inks).

5.7.1.1.11. Type 11: Segnent Type K
The Segment is an SRv6 END. X SID type and is specified as a pair of
| Pv6 gl obal addresses for local and renote interface addresses. The
format of its segment descriptor is as follows:
0 1 2 3
01234567890123456789012345678901

I i S S i o S S e e e e i S i S S

I Pv6 Local Interface d obal Address (16 octets)

+-
|

I

I

I

R e o i S S e i sl S S S S S S S S et st
I

| I Pv6 Renmpte Interface G obal Address (16 octets)

I
I
+-

|
I
I
I
+
I
|
I
I
i S e e T b i o T S e S S i e
Fi gure 30: Type 11 Segment Descri ptor

Wher e:

| Pv6 Local d obal Address: 16-octet value that carries the |ocal
| Pv6 address associated with the node’'s interface.



I Pv6 Renpte d obal Address: 16-octet value that carries the renote
| Pv6 address associated with the interface on the node’s nei ghbor.

5.7.2. SR Segnent List Metric Sub-TLV

The SR Segment List Metric sub-TLV reports the conputed netric of the
specific SIDIlist. It is used to report the type of netric and its
conput ed val ue by the conputation entity (i.e., either the headend or
the controller when the path is del egated) when available. Mre than
one instance of this sub-TLV may be present in the SR Segnent List to
report netric values of different nmetric types. The nmetric margin
and bound may be optionally reported using this sub-TLV when this
information is not being reported using the SR Metric Constraint sub-
TLV (refer to Section 5.6.6) at the SR Policy candidate path |evel.

It is a sub-TLV of the SR Segment List TLV and has the follow ng
format:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Lengt h |
i e e R e T S S ko o i NI TR R R S
Metric Type | Fl ags | RESERVED |

!l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| Metric Margin |
i S i i S e
| Metric Bound |
i I i i I i i i S e ih it S
| Metric Val ue |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 31: SR Segnent List Metric Sub-TLV Format
Wher e:
Type: 1207
Length: 16 octets

Metric Type: 1-octet field that identifies the type of nmetric. The
semantics are the same as the netric type field in the SR Metric
Constraint sub-TLV in Section 5.6.6 of this docunent.

Flags: 1l-octet field that indicates the validity of the netric
fields and their senmantics. The following bit positions are
defined, and the other bits MJST be cleared by the originator and
MJST be ignored by a receiver.

01234567
S
| M Al BV I
R S I SR S

Wher e:

M Flag: Indicates that the netric margin allowed for this path
conmputation is specified when set and that the nmetric nmargin
all owed is not specified when clear.

A-Flag: Indicates that the nmetric margin is specified as an
absol ute val ue when set and that the netric nmargin is expressed
as a percentage of the mininmumnetric when clear.

B-Flag: Indicates that the netric bound allowed for the path is
speci fied when set and that the netric bound is not specified



when cl ear.

V-Flag: Indicates that the conputed netric value is being
reported when set and that the conputed netric value is not
bei ng reported when clear.

RESERVED: 2 octets. MJST be set to O by the originator and MJST be
i gnored by a receiver.

Metric Margin: 4-octet value that indicates the metric nmargin val ue
when the Mflag is set. The netric margin is specified, depending
on the A-flag, as either an absolute value or a percentage of the
best conputed path nmetric based on the specified constraints for
path calculation. The netric margin allows for the metric val ue
of the conputed path to vary (depending on the semantics of the
specific netric type) fromthe best nmetric value possible to
optinmizing for other factors (that are not specified as
constraints) such as bandwi dth availability, mnimal SID stack
depth, and the maxi m zing of ECMP for the computed SR pat h.

Metric Bound: 4-octet value that indicates the worst netric val ue
(depending on the senantics of the specific nmetric type) that is

all oned when the B-flag is set. |If the conputed path netric
crosses the specified bound value, then the path is considered
i nval id.

Metric Value: 4-octet value that indicates the netric of the
comput ed path when the V-flag is set. This value is avail able and
reported when the conputation is successful and a valid path is
avai |l abl e.

The absolute nmetric margin, nmetric bound, and metric values are
encoded as specified for each netric type. For netric types that are
smal ler than 4 octets in size, the nmost significant bits are filled
with zeros. The percentage nmetric margin is encoded as an unsi gned

i nt eger percentage val ue.

.7.3. SR Segnent List Bandw dth Sub-TLV

The SR Segnent List Bandw dth sub-TLV is an optional sub-TLV used to
report the bandwi dth allocated to the specific SIDIlist by the path
computation entity. Only a single instance of this sub-TLV is
advertised for a given segnent list. |If multiple instances are
present, then the first valid one (i.e., not determned to be

mal formed as per Section 8.2.2 of [RFC9552]) is used and the rest are
i gnor ed.

It is a sub-TLV of the SR Segnment List TLV and has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
T S D S T O T o S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Bandwi dt h |
A g S S S g S g S

Fi gure 32: SR Segment List Bandwi dth Sub-TLV For mat
VWher e:
Type: 1216

Length: 4 octets
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Bandwi dth: 4 octets that specify the all ocated bandwi dth in unit of
bytes per second in | EEE floating point format [|EEE754].

4. SR Segnent List ldentifier Sub-TLV

The SR Segment List ldentifier sub-TLV is an optional sub-TLV used to
report an identifier associated with the specific SIDIlist. Only a
single instance of this sub-TLV is advertised for a given segnent
list. |If nmultiple instances are present, then the first valid one
(i.e., not determined to be mal fornmed as per Section 8.2.2 of

[ RFC9552]) is used and the rest are ignored.

It is a sub-TLV of the SR Segment List TLV and has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R

| Segnent List ldentifier
I S i o T s S S S e s s T

Figure 33: SR Segment List ldentifier Sub-TLV Fornmat
Wher e:
Type: 1217
Length: 4 octets

Segnent List ldentifier: 4 octets that carry a 32-bit unsigned non-
zero integer that serves as the identifier associated with the
segnment list. A value of 0 indicates that there is no identifier
associ ated with the segment list. The scope of this identifier is
the SR Policy candi date path.

Pr ocedur es

The BGP-LS advertisenents for the SR Policy Candidate Path NLRI type
are generally originated by the headend node for the SR Policies that
are instantiated on its local node (i.e., the headend is the BGP-LS
Producer). The BGP-LS Producer may al so be a node (e.g., a PCE) that
is advertising on behalf of the headend.

For the reporting of SR Policy candidate paths, the NLRI descriptor
TLV as specified in Section 4 is used. An SR Policy candidate path
may be instantiated on the headend node via a | ocal configuration,
PCEP, or BGP SR Policy signaling, and this is indicated via the SR
Protocol -Origin. Wen a PCE node is the BGP-LS Producer, it uses the
"in PCEP' variants of the SR Protocol-Origin (where available) so as
to distinguish themfrom adverti senents by headend nodes. The SR
Policy candidate path's state and attributes are encoded in the BGP-
LS Attribute field as SR Policy State TLVs and sub-TLVs as descri bed
in Section 5. The SR Candidate Path State TLV as defined in

Section 5.3 is included to report the state of the candi date path.
The SR BSID TLV as defined in Sections 5.1 and 5.2 is included to
report the BSID of the candi date path when one is either specified or
al l ocated by the headend. The constraints and the optimn zation
metric for the SR Policy candidate path are reported using the SR
Candi date Path Constraints TLV and its sub-TLVs as described in
Section 5.6. The SR Segnent List TLV is included for each SID
list(s) associated with the candidate path. Each SR Segment List TLV
in turn includes an SR Segnment sub-TLV(s) to report the segnent(s)
and its status. The SR Segnent List Metric sub-TLV is used to report
the metric values at an individual SID list |evel



7. Manageability Considerations

The existing BGP operational and managenent procedures apply to this
docunent. No new procedures are defined in this docunent. The
consi derations as specified in [ RFCO552] apply to this docunent.

In general, the SR Policy headend nodes are responsible for the
adverti senent of SR Policy state infornation.

8. | ANA Consi derati ons

This section describes the code point allocations by IANA for this
docunent .

8.1. BGP-LS NLRI Types

I ANA naintains a registry called "BGP-LS NLRI Types" under the
"Border Gateway Protocol - Link State (BGP-LS) Parameters” registry

group.

The following NLRI Type code point has been allocated by | ANA:

[ oo e e s s s s s s sl s ool
| Type | NLRI Type | Reference |
B Rl et el el
| 5 | SR Policy Candidate Path NLRI | RFC 9857 |
+------ T I +

Table 2: NLRI Type Code Point
8.2. BGP-LS Protocol -1Ds

I ANA maintains a registry called "BGP-LS Protocol -1Ds" under the
"Border Gateway Protocol - Link State (BGP-LS) Paranmeters" registry
group.

The foll owing Protocol -1D code point has been allocated by | ANA:

| Protocol-1D | NLRI information source protocol | Reference |
| 9 | Segnent Routing | RFC 9857 |
S T S +

Table 3. Protocol -1 D Code Poi nt
8.3. BGP-LS TLVs
I ANA maintains a registry called "BGP-LS NLRI and Attribute TLVS"
under the "Border Gateway Protocol - Link State (BGP-LS) Paraneters"
regi stry group.

The following table lists the TLV code points that have been
al | ocat ed by | ANA:

[ e oo e e e e e s s e e e e s e e st
| TLV Code Point | Description | Reference |
| 554 | SR Policy Candidate Path Descriptor | RFC 9857 |
o e oo e m e e e e e e e e e e e e mm e mmmaa o - R +
| 1201 | SR Binding SID | RFC 9857 |
Fom e o m oo i U +
| 1202 | SR Candi date Path State | RFC 9857 |
S Fom o oo S +

| 1203 | SR Candi date Path Name | RFC 9857 |



| 1204 | SR Candi date Path Constraints | RFC 9857 |
. O S +
| 1205 | SR Segnment List | RFC 9857 |
. T T Tt S IR +
| 1206 | SR Segnent | RFC 9857 |
o e oo e m e e e e e e e e e e e e mm e mmmaa o - R +
| 1207 | SR Segnent List Metric | RFC 9857 |
. O S +
| 1208 | SR Affinity Constraint | RFC 9857 |
. T T Tt S IR +
| 1209 | SR SRLG Constraint | RFC 9857 |
o e oo e m e e e e e e e e e e e e mm e mmmaa o - R +
| 1210 | SR Bandwi dt h Constrai nt | RFC 9857 |
. O S +
| 1211 | SR Disjoint Goup Constraint | RFC 9857 |
. T T Tt S IR +
| 1212 | SRv6 Binding SID | RFC 9857 |
o e oo e m e e e e e e e e e e e e mm e mmmaa o - R +
| 1213 | SR Policy Name | RFC 9857 |
. O S +
| 1214 | SR Bidirectional G oup Constraint | RFC 9857 |
. T T T S IR +
| 1215 | SR Metric Constraint | RFC 9857 |
o e oo e m e e e e e e e e e e e e mm e mmmaa o - R +
| 1216 | SR Segnent List Bandwi dth | RFC 9857 |
. O S +
| 1217 | SR Segnent List ldentifier | RFC 9857 |
. T T Tt S IR +

Table 4: NLRI and Attribute TLV Code Points
8.4. SR Policy Protocol-Origin

Per this docunent, | ANA has created and naintains a new registry
called "SR Policy Protocol -Origin" under the "Segnment Routing”
registry group with the allocation policy of Expert Review [ RFC8126]
usi ng the guidelines for designated experts as specified in

[ RFC9256]. This registry contains the code points allocated to the
"Protocol-Oigin" field defined in Section 4.

I ANA has assigned the initial values as follows:

[§ s fumesfemspemeley s s s oot e pj—r o
| Code | Protocol-Origin | Reference |
| Point | I I
| O | Reserved | RFC 9857 |
S R o e e e e e e e e e e e o m o R +
| 1 | PCEP | RFC 9857 |
O Fom oo U +
| 2 | BGP SR Policy | RFC 9857 |
S Fo oo S +
| 3 | Configuration (CLI, YANG nodel | RFC 9857 |
| | via NETCONF, etc.) | |
R T S +
| 4-9 | Unassi gned | RFC 9857 |
S o m oo S +
| 10 | PCEP (in PCEP or when BGP-LS | RFC 9857 |
| | Producer is PCE) | |
S R o e e e e e e e e e e e o m o R +
| 11-19 | Unassi gned | RFC 9857 |
O Fom oo U +
| 20 | BGP SR Policy (in PCEP or when | RFC 9857 |
| | BGP-LS Producer is PCE) | |
B o m e e e e e e e e e N +
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| 21-29 | Unassi gned | RFC 9857 |

| 30 | Configuration (CLI, YANG nodel | RFC 9857 |
| | via NETCONF, etc. |In PCEP or | |
| | when BGP-LS Producer is PCE) | |

B o m e e e e e e e e e N +
| 31-250 | Unassigned | RFC 9857 |
R T S +
| 251-255 | Reserved for Private Use | RFC 9857 |
S o m e e e e e e i e e ee oo Fom e oo +

Table 5: SR Policy Protocol-Oigin Code Points
BGP- LS SR Segnent Descriptors

Per this docunent, | ANA has created a registry called "BGP-LS SR
Segnment Descriptor Types" under the "Border Gateway Protocol - Link
State (BGP-LS) Paraneters" registry group with the allocation policy
of Expert Review [ RFC8126] using the guidelines for designated
experts as specified in [RFC9552]. There is also an additiona

gui deline for the designated experts to nmaintain the alignnent
between the allocations in this registry with those in the "Segnent
Types" registry under the "Segnent Routing" registry group. This
requires that an allocation in the Segnent Routing "Segment Types"
registry is required before allocation can be done in the "BGP-LS SR
Segnent Descriptor Types" registry for a new segnent type. However,
this does not mandate that the specification of a new Segnent Routing
Segnent Type al so requires the specification of its equivalent SR
Segnment Descriptor Type in BGP-LS; that can be done as and when
required while maintaining alignnment.

This registry contains the code points allocated to the "Segnent
Type" field defined in Section 5.7.1 and described in

Section 5.7.1.1. |1ANA has assigned the initial values as follows:
[ e el el ool 1)
| Code Point | Segnent Descriptor | Reference
[ sty e sy e pj——_—
| O | Reserved | RFC 9857 |
S Fom oo S +
| 1 | Type A Segnent | RFC 9857
S o e e e e e i e o o m e e e - +
| 2 | Type B Segnent | RFC 9857
Fom e m oo - - o e e e o - M +
| 3 | Type C Segnent | RFC 9857 |
S Fom oo S +
| 4 | Type D Segnent | RFC 9857
S o e e e e e i e o o m e e e - +
| 5 | Type E Segnent | RFC 9857
Fom e m oo - - o e e e o - M +
| 6 | Type F Segnent | RFC 9857
S Fom oo S +
| 7 | Type G Segnent | RFC 9857
S o e e e e e i e o o m e e e - +
| 8 | Type H Segnent | RFC 9857
Fom e m oo - - o e e e o - M +
| 9 | Type | Segnent | RFC 9857
S Fom oo S +
| 10 | Type J Segnent | RFC 9857
S o e e e e e i e o o m e e e - +
| 11 | Type K Segnent | RFC 9857
Fom e m oo - - o e e e o - M +
| 12-255 | Unassi gned | RFC 9857
S Fom oo S +

Tabl e 6: BGP-LS SR Segnent Descriptor Type
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Code Points
6. BGP-LS SR Policy Metric Type

Per this docunment, | ANA has created a registry called "BGP-LS SR
Policy Metric Types" under the "Border Gateway Protocol - Link State
(BGP-LS) Parameters” registry group with the allocation policy of
Expert Revi ew [ RFC8126] using the guidelines for designated experts
as specified in [RFC9552]. This registry contains the code points
all ocated to the netric type field defined in Section 5.7.2. |ANA
has assigned the initial values as follows:

[ e ——— C—p———_——————————————————————————— Ll p—p—p—————r
| Code Point | Metric Type | Reference

[ ety e sy ety o}
| O | 1GP | RFC 9857

S ISRy e S IR +
| 1 | Mn Unidirectional Del ay | RFC 9857
R o e e e e e e e e e e e o m o R +
| 2 | TE | RFC 9857

S TR . S +
| 3 | Hop Count | RFC 9857

S ISRy e S IR +
| 4 | SID List Length | RFC 9857
R o e e e e e e e e e e e o m o R +
| 5 | Bandwi dt h | RFC 9857 |
S TR . S +
| 6 | Avg Unidirectional Delay | RFC 9857

S ISRy e S IR +
| 7 | Unidirectional Delay Variation | RFC 9857
R o e e e e e e e e e e e o m o R +
| 8 | Loss | RFC 9857 |
S TR . S +
| 9-127 | Unassi gned | RFC 9857

S ISRy e S IR +
| 128-255 | User Defined | RFC 9857 |
R o e e e e e e e e e e e o m o R +

Table 7: SR Policy Metric Type Code Poi nt
Security Considerations

Procedures and protocol extensions defined in this docunent do not

af fect the base BGP security nodel. See [RFC6952] for details. The
security considerations of the base BGP-LS specification as described
in [ RFC9552] al so apply.

The BGP-LS SR Policy extensions specified in this docunent enable TE
and service progranmm ng use cases within an SR domai n as described in
[ RFC9256]. SR operates within a trusted SR domain [ RFC8402], and its
security considerations also apply to BGP sessions when carrying SR
Policy information. The SR Policies advertised to controllers and
other applications via BGP-LS are expected to be used entirely within
this trusted SR domain, i.e., within a single AS or between multiple
ASes/ domai ns within a single provider network. Therefore, precaution
is necessary to ensure that the SR Policy information advertised via
BGP sessions is limted to nodes and/or controllers/applications in a
secure manner within this trusted SR domain. The general guidance
for BGP-LS with respect to isolation of BGP-LS sessions from BGP
sessions for other address-families (refer to the security

consi derations of [RFC9552]) may be used to ensure that the SR Policy
information is not advertised to an External BGP (EBGP) peering
session outside the SR donmain by accident or error.

Additionally, it may be considered that the export of SR Policy
information, as described in this docunent, constitutes a risk to the



confidentiality of mssion-critical or commercially sensitive

i nformati on about the network (nore specifically, endpoint/node
addresses, SR SIDs, and the SR Policies deployed). BGP peerings are
not automatic and require configuration. Thus, it is the
responsibility of the network operator to ensure that only trusted
nodes (that include both routers and controller applications) within
the SR domain are configured to receive such information
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