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Abstract

Rout e di scovery for symmetric and asynmetric Peer-to-Peer (P2P)
traffic flows is a desirable feature in Low Power and Lossy Networks
(LLNs). For that purpose, this docunent specifies AODV-RPL -- the
Routing Protocol for Low Power and Lossy Networks (RPL) based on Ad
hoc On-demand Di stance Vector (AOCDV) routing. ACDV-RPL is a reactive
P2P route discovery nechani smfor both hop-by-hop routes and source
routing. Paired instances are used to construct directional paths
for cases where there are asymmetric |inks between source and target
nodes.
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I nt roducti on

The Routing Protocol for Low Power and Lossy Networks (RPL) [RFC6550]
is an | Pv6 distance vector routing protocol designed to support
multiple traffic flows through a root-based Destination-Oriented
Directed Acyclic Graph (DODAG. Typically, a router does not have
routing information for destinations attached to nost other routers.
Consequently, for traffic between routers within the DODAG (i.e., P2P
traffic), data packets either have to traverse the root in non-
storing node or traverse a comobn ancestor in storing node. Such P2P
traffic is thereby likely to traverse |longer routes and may suffer
severe congestion near the root (for nore information, see [RFC6687],
[ RFC6997], [RFC6998], and [ RFC9010]). The network environment that
is considered in this docunment is assuned to be the sane as that
described in Section 1 of [RFC6550]. Each radio interface/link and
the associ ated address should be treated as an i ndependent
intermedi ate router. Such routers have different |inks, and the
rules for link symretry apply independently for each of these.

The route di scovery process in AODV-RPL is nodel ed on the anal ogous
P2P procedure specified in AOCDV [ RFC3561]. The on-demand property of
AODV route discovery is useful for the needs of routing in RPL-based
LLNs when routes are needed but aren’t yet established. P2P routing
is desirable to discover shorter routes, especially when it is
desired to avoid directing additional traffic through a root or
gateway node of the network. It may happen that sone routes need to



be established proactively when known beforehand and when AODV-RPL’ s
route discovery process introduces unwanted del ay when the
application is |aunched.

AQDV term nol ogy has been adapted for use with ACDV- RPL nessages,
nanely "RREQ' for "Route Request", and "RREP" for "Route Reply".
AODV-RPL currently omts sone features conpared to ACDV -- in
particular, flagging route errors, blocking the use of unidirectional
links [ RFC3561], nultihoming, and handli ng unnunbered interfaces.

AODV- RPL reuses and extends the core RPL functionality to support
routes with bidirectional asymmetric links. It retains RPL's DODAG
formati on, RPL Instance and the associ ated Objective Function (OF)
(defined in [ RFC6551]), Trickle tinmers, and support for storing and
non-storing nodes. ACDV-RPL adds the basic nessages RREQ and RREP as
part of the RPL DODAG Information Ooject (DIO control nessage, which
go in separate (paired) RPL Instances. ACDV-RPL does not utilize the
Destination Adverti senent Object (DAO control nessage of RPL. AQODV-
RPL uses the "P2P Route Discovery Mde of Operation” (MOP == 4) with
three new options for the DI O nessage, dedicated to discovering P2P
routes. These P2P routes may differ fromroutes di scoverable by RPL
[ RFC6550]. Since AODV-RPL uses newy defined options and a newy

all ocated multicast group (see Section 9), there is no conflict with
P2P- RPL [ RFC6997], a previous docunent using the same MOP. ACDV- RPL
can be operated whether or not P2P-RPL or RPL [ RFC6550] is al so

runni ng. AODV-RPL could be used for networks in which routes are
needed with OFs that cannot be satisfied by routes that are
constrained to traverse the root of the network or other common
ancestors. P2P routes often require fewer hops and therefore consune
| ess resources than routes that traverse the root or other comon
ancestors. Simlar in cost to base RPL [ RFC6550], the cost wll
depend on many factors such as the proximty of the OigNode and

Tar gNodes and di stribution of symretric/asynmetric P2P |inks.
Experience with ACDV [aodv-tot] suggests that AODV-RPL will often
find routes with i nproved Rank conpared to routes constrained to
traverse a common ancestor of the source and destinati on nodes.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

AODV- RPL reuses names for messages and data structures, including
Rank, DODAG and DODAG D, as defined in RPL [ RFC6550].

Thi s docunent al so uses the follow ng terns:

ACDV
Ad hoc On-Demand Di stance Vector [RFC3561].

ART option
The ACDV-RPL Target option defined in this docunent.

Asymretric route
The route fromthe OrigNode to the TargNode can traverse different
nodes than the route fromthe TargNode to the Ori gNode. An
asymetric route may result fromthe asymetry of |inks, such that
only one direction of the series of links satisfies the OF during
route discovery.

Bi di rectional asymretric link
A link that can be used in both directions but with different |ink
characteri stics.



D O
DODAG | nformati on Object (as defined in [ RFC6550]).

DODAG RREQ I nstance (or sinply RREQ I nstance)
A RPL Instance built using the DIO with RREQ option; used for
transm ssion of control nessages from OigNode to TargNode, thus
enabl ing data transm ssion from TargNode to Oi gNode.

DODAG RREP- 1 nstance (or sinply RREP-Instance)
A RPL Instance built using the DIO with RREP option; used for
transm ssion of control nessages from TargNode to Ori gNode, thus
enabling data transm ssion from OrigNode to Tar gNode.

Downwar d direction
The direction fromthe OigNode to the TargNode.

Downwar d rout e
A route in the downward direction.

Hop- by-hop route
A route for which each router along the routing path stores
routing information about the next hop. A hop-by-hop route is
created using RPL's "storing node".

OF
oj ective Function (as defined in [ RFC6550]).

Ori gNode
The 1 Pv6 router (originating node) initiating the AODV-RPL route
di scovery to obtain a route to TargNode.

Pai red DODAGs
Two DODAGs for a single route discovery process between OigNode
and Tar gNode.

P2P
Peer-to-Peer (in other words, not constrained a priori to traverse
a conmon ancestor).

REJO N_REENABLE
The duration during which a node is prohibited fromjoining a
DODAG with a particular RREQ Instancel D, after it has |left a DODAG
with the sane RREQ I nstancel D. The default val ue of
REJO N_REENABLE is 15 mi nutes.

RREQ
Rout e Request.

RREQ DI O nessage
A DI O nessage contai ning the RREQ option. The RPLInstancelD in
RREQ DIO is assigned locally by the OrigNode. The RREQ DI O
message has a secure variant as noted in [ RFC6550].

RREQ | nst ancel D
The RPLInstancel D for the RREQ I nstance. The RREQ InstancelD is
fornmed as the ordered pair (Oig_RPLInstancel D, OigNode-| Paddr),
where Oig_RPLInstancelD is the |local RPLInstancel D all ocated by
Oi gNode and Ori gNode-1Paddr is an | P address of OigNode. The
RREQ | nst ancel D uni quely identifies the RREQ | nstance.

RREP
Rout e Reply.

RREP- DI O nessage
A DI O nessage containing the RREP option. OigNode pairs the



RPLI nstancel D in RREP-DIO to the one in the associated RREQ DI O
message (i.e., the RREQ Instancel D) as described in Section 6.3.2.
The RREP-DI O nessage has a secure variant as noted in [ RFC6550].

RREP- | nst ancel D
The RPLInstancel D for the RREP-l1nstance. The RREP-InstancelD is
fornmed as the ordered pair (Targ_RPLInstancel D, TargNode-| Paddr),
where Targ RPLInstancelD is the local RPLInstancel D allocated by
Tar gNode and TargNode-1Paddr is an | P address of TargNode. The
RREP- | nst ancel D uni quely identifies the RREP-1nstance. The
RPLI nstancel D in the RREP nessage along with the Delta val ue
i ndi cates the associ ated RREQ I nstancel D. The InstancelDs are
mat ched by the nmechani sm expl ained in Section 6.3.3.

Source routing
A mechani sm by whi ch the source supplies a vector of addresses
towards the destination node al ong with each data packet
[ RFC6550] .

Synmmetric route
The upstream and downstreamroutes traverse the sane routers and
over the sane |inks.

Tar gNode
The 1 Pv6 router (target node) for which OigNode requires a route
and initiates route discovery within the LLN

Upwar d direction
The direction fromthe TargNode to the Ori gNode.

Upward route
A route in the upward direction.

Overvi ew of ACDV- RPL

Wth AODV-RPL, routes from Oi gNode to TargNode within the LLN do not
becone established until they are needed. The route discovery
mechani smin AODV-RPL is invoked when OrigNode has data for delivery
to a TargNode, but existing routes do not satisfy the application’s
requirenents. For this reason, AODV-RPL is considered to be an
exanpl e of an "on-demand" routing protocol. Such protocols are also
known as "reactive" routing protocols since their operations are
triggered in reaction to a determ nation that a new route i s needed.
AODV- RPL wor ks without requiring the use of RPL or any other routing
pr ot ocol .

The routes discovered by ACDV-RPL are not constrained to traverse a
comon ancestor. AODV-RPL can enabl e asymretric conmuni cati on paths
in networks with bidirectional asymmetric links. For this purpose,
AODV- RPL enabl es di scovery of two routes: nanely, one from Oi gNode
to TargNode and anot her from TargNode to Ori gNode. AODV-RPL al so
enabl es di scovery of symetric routes al ong paired DODAGs, when
symretric routes are possible (see Section 5).

In ACDV-RPL, routes are discovered by first form ng a tenmporary
Directed Acyclic Graph (DAG rooted at the OigNode. Paired DODAGs
(I'nstances) are constructed during route formati on between the

Ori gNode and TargNode. The RREQ Instance is formed by route control
messages from OrigNode to TargNode, whereas the RREP-Instance is
fornmed by route control nessages from TargNode to Oi gNode. The
route discovered in the RREQ Instance is used for transmtting data
from TargNode to Oi gNode, and the route discovered in RREP-Instance
is used for transmtting data from Ori gNode to Tar gNode.

Internediate routers join the DODAGs based on the Rank [ RFC6550] as
calculated fromthe DI O nessages. AODV-RPL uses the sanme notion of
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Rank as defined in [ RFC6550]:

| The Rank is the expression of a relative position within a DODAG

| Version with regard to neighbors, and it is not necessarily a good
| indication or a proper expression of a distance or a path cost to
| the root.

The Rank neasurenents provided in AODV nessages do not indicate a
di stance or a path cost to the root.

Henceforth in this docunent, "RREQ DI O nessage" neans the DI O nessage
from OrigNode toward TargNode, containing the RREQ option as
specified in Section 4.1. The RREQ InstancelD is forned as the
ordered pair (Orig RPLInstancel D, OigNode-1Paddr), where
Oig_RPLInstancelD is the | ocal RPLInstancel D allocated by Oi gNode
and OrigNode-|Paddr is the | P address of OigNode. A node receiving
the RREQ DI O can use the RREQ InstancelD to identify the proper OF
whenever that node receives a data packet with Source Address ==

Oi gNode- | Paddr and |1 Pv6 RPL Option having the RPLInstancel D ==
Oig_RPLInstancelD. The D bit of the RPLInstancelD field is set to O
to indicate that the source address of the |IPv6 packet is the

DODAG D.

Simlarly, "RREP-DI O message" neans the DI O nessage from Tar gNode
toward Ori gNode, containing the RREP option as specified in

Section 4.2. The RREP-InstancelD is fornmed as the ordered pair
(Targ_RPLI nst ancel D, TargNode-| Paddr), where Targ RPLInstancelD is
the I ocal RPLInstancel D allocated by TargNode and Tar gNode-| Paddr is
the I P address of TargNode. A node receiving the RREP-DI O can use
the RREP-InstancelD to identify the proper OF whenever that node
receives a data packet with Source Address == TargNode-| Paddr and

I Pv6 RPL Option having the RPLInstancel D == Targ_ RPLI nst ancel D al ong
with D == 0 as above.

ACDV- RPL DI O Opti ons
1. AODV-RPL RREQ Option

Ori gNode selects one of its I Pv6 addresses and sets it in the DODAG D
field of the RREQ DI O nmessage. The address scope of the selected
address MJST enconpass the domain where the route is built (e.g, not
link-local); otherwi se, the route discovery will fail. Exactly one
RREQ option MJST be present in an RREQ Dl O nessage; otherw se, the
message MJST be dropped.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Option Type | Option Length |S|H X| Conmpr | L | RankLimt |
el i I e i it T e e e e i i T o S e e S e T R R
| Oig SegNo |
T e e o T T
I
I

I
|
Address Vector (Optional, Variable Length) |

e e e e e e e e e e e e e e e e A e .
Figure 1: Format for ACDV-RRPL RREQ Option

Oi gNode supplies the following information in the RREQ option:

Option Type
8-bit unsigned integer specifying the type of the option (0x0B).

Option Length



8-bit unsigned integer specifying the Iength of the option in
octets, excluding the Option Type and Option Length fields. It is
vari abl e due to the presence of the Address Vector and the nunber
of octets elided according to the Conpr val ue.

Symmetric bit indicating a symmetric route fromthe OigNode to
the router transmtting this RREQ DIO  See Section 5.

Set to one for a hop-by-hop route. Set to zero for a source
route. This flag controls both the downstreamroute and upstream
route.

Reserved. This field MJST be initialized to zero and ignored upon
reception.

Conmpr
4-bit unsigned integer. Wen Conpr is nonzero, exactly that
nunber of prefix octets MJST be elided fromeach address before
storing it in the Address Vector. The octets elided are shared
with the I Pv6 address in the DODAG D. This field is only used in
source routing nmode (H=0). In hop-by-hop node (H=1), this field
MJST be set to zero and ignored upon reception

2-bit unsigned integer determning the time duration that a node
is able to belong to the RREQ I nstance (a tenporary DAG i ncl udi ng
the OigNode and the TargNode). Once the tinme is reached, a node
SHOULD | eave the RREQ I nstance and stop sending or receiving any
nmore DI Gs for the RREQ I nstance; otherw se, nmenory and network
resources are likely to be consunmed unnecessarily. This naturally
depends on the node’s ability to keep track of tinme. Once a node
| eaves an RREQ Instance, it MJST NOT rejoin the same RREQ | nstance
for at least the tine interval specified by the configuration
variable REJO N REENABLE. L is independent fromthe route
lifetime, which is defined in the DODAG configuration option

0Ox00: No tine limt inposed
0x01: 16 seconds
0x02: 64 seconds
0x03: 256 seconds

E

RankLi mi t
8-bit unsigned integer specifying the upper limt on the integer
portion of the Rank (cal cul ated using the DAGRank() macro defined
in [RFC6550]). A value of O inthis field indicates the limt is
infinity.

Oig SegNo
8-bit unsigned integer specifying the Sequence Nunmber of OigNode.
See Section 6.1.

Addr ess Vect or
A vector of |Pv6 addresses representing the route that the RREQ
Dl O has passed. It is only present when the Hbit is set to O.
The prefix of each address is elided according to the Conpr field.

TargNode can join the RREQ I nstance at a Rank whose integer portion
is less than or equal to the RankLimit. Any other node MJST NOT join
an RREQ Instance if its own Rank woul d be equal to or higher than the
RankLimt. A router MJST discard a received RREQif the integer part
of the advertised Rank equal s or exceeds the RankLinit.
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AODV- RPL RREP Opti on

Tar gNode sets one of its IPv6 addresses in the DODAG D field of the
RREP- DI O nessage. The address scope of the sel ected address nust
enconpass the domain where the route is built (e.g, not link-local).
Exactly one RREP option MJST be present in an RREP-DI O nessage,

ot herw se, the message MJST be dropped. TargNode supplies the
following information in the RREP option:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Option Type | Option Length |GH X Compr | L | RankLimt |
el i I e i it T e e e e i i T o S e e S e T R R
| Delta |X X
T e e o T T
I
I
I

I
I
I
Address Vector (Optional, Variable Length) |

e e e e e e e e e e e e e e e e A e
Figure 2: Format for AODV-RPL RREP Option

Option Type
8-bit unsigned integer specifying the type of the option (0x0C).

Option Length
8-bit unsigned integer specifying the Iength of the option in
octets, excluding the Option Type and Option Length fields. It is
vari abl e due to the presence of the Address Vector and the nunber
of octets elided according to the Conpr val ue.

G
Gratui tous RREP (see Section 7).

H
The H bit in the RREP option MJST be set to be the sane as the H
bit in the RREQ option. It requests either source routing (H=0)
or hop-by-hop (H=1) for the downstream route.

X
1-bit Reserved field. This field MUST be initialized to zero and
i gnored upon reception.

Compr
4-bit unsigned integer. This field has the sane definition as in
the RREQ opti on.

L
2-bit unsigned integer defined as in the RREQ option. The
lifetime of the RREP-1nstance SHOULD be no greater than the
lifetime of the RREQ Instance to which it is paired, so that the
menory required to store the RREP-1nstance can be reclai med when
no | onger needed.

RankLi mi t
8-bit unsigned integer specifying the upper limt on the integer
portion of the Rank, simlarly to RankLimt in the RREQ nmessage.
A value of 0 in this field indicates the limt is infinity.

Delta

6-bit unsigned integer. TargNode uses the Delta field so that
nodes receiving its RREP nessage can identify the RREQ | nstancel D
of the RREQ nessage that triggered the transm ssion of the RREP



(see Section 6.3.3).

X X
2-bit Reserved field. This field MIST be initialized to zero and
i gnored upon reception.

Addr ess Vect or
Only present when the Hbit is set to 0. The prefix of each
address is elided according to the Conpr field. For an asymretric
route, the Address Vector represents the | Pv6 addresses of the
pat h through the network the RREP-DI O has passed. In contrast,
for a symretric route, it is the Address Vector when the RREQ DI O
arrives at the TargNode, unchanged during the transnmission to the
Ori gNode.

AODV- RPL Target Option

The AODV-RPL Target (ART) option is based on the Target option in the
core RPL specification [RFC6550]. The Flags field is replaced by the
Destination Sequence Nunber of the TargNode, and the Prefix Length
field is reduced to 7 bits so that the value is linmted to be no
greater than 127.

An RREQ DI O nmessage MJST carry at | east one ART option. An RREP-DI O
message MJST carry exactly one ART option. Oherw se, the nessage
MUST be dr opped.

Ori gNode can include multiple TargNode addresses via nmultiple ART
options in the RREQ DIQ for routes that share the same requirenent
on nmetrics. This reduces the cost to building only one DODAG for
mul tiple targets.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Option Type | Option Length | Dest SeqNo | X| Prefix Length|
B i s T T i i o S o T Ji I
I
+
I

|
Target Prefix / Address (Variable Length) |

:l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+ .
Figure 3: ART Option Format for AODV-RPL

Option Type
8-bit unsigned integer specifying the type of the option (0x0D).

Option Length
8-bit unsigned integer specifying the Iength of the option in
octets, excluding the Option Type and Option Length fields.

Dest SeqNo
8-bit unsigned integer. In RREQD O if nonzero, it is the
Sequence Nunber for the last route that OrigNode stored to the
TargNode for which a route is desired. In RREP-DIQ, it is the
Destinati on Sequence Nunber associated to the route. Zero is used
if there is no known information about the Sequence Nunber of
Tar gNode and not used ot herwi se.

1-bit Reserved field. This field MJUST be initialized to zero by
the sender and MJST be ignored by the receiver.

Prefix Length



7-bit unsigned integer. The Prefix Length field contains the
nunber of valid leading bits in the prefix. |If Prefix Length is
0, then the value in the Target Prefix / Address field represents
an | Pv6 address, not a prefix.

Target Prefix / Address
A variable-length field with an I Pv6 destination address or
prefix. The length of the Target Prefix / Address field is the
| east nunber of octets that can represent all of the bits of the
Prefix, in other words, Ceil (Prefix Length/8) octets. Wen Prefix
Length is not equal to 8*Ceil (Prefix Length/8) and nonzero, the
Target Prefix / Address field will contain some initial bits that
are not part of the Target Prefix. Those initial bits (if any)
MUST be set to zero on transm ssion and MJST be ignored on
receipt. |If Prefix Length is zero, the Address field is 128 bhits.

Synmetric and Asymretric Routes

Li nks are considered symretric until indication to the contrary is
received. In Figures 4 and 5, BRis the Border Router, Ois the
OrigNode, each Ris an internediate router, and T is the TargNode.
In these exanples, the use of BRis only for illustrative purposes;

AODV does not depend on the use of border routers for its operation
If the RREQ DIO arrives over an interface that is known to be
symmretric and the S bit is set to 1, then it remains as 1, as
illustrated in Figure 4. If an internediate router sends out RREQ
DOwith the S bit set to 1, then each link en route fromthe
OigNode Oto this router has net the requirenents of route

di scovery, and the route can be used symetrically.

BR
[----4----\
/ | \
/ | \
R R R
o\ | [\
/ \ | / \
/ \ | / \
R-------- R--- R----- R-------- R
[\ <--S=1--> |\ <--S=1--> | \
<--S=1--> \ / \ / <--5=1-->
/ \ / \ / \
O---------- R------ R------ R----- R----------- T
[\ [\ [\ [\
/ \ / \ / \ / \
/ \ / \ / \ / \
R----- R----------- R----- R----- R----- R---- R---- R
>---- RREQ Instance (Control: O->T; Data: T-->0 ------- >
<---- RREP-lInstance (Control: T-->0 Data: O->T) ------- <

Figure 4: ACDV-RPL with Symmetric |nstances

Upon receiving an RREQDIOwith the S bit set to 1, a node determ nes
whet her the link over which it was received can be used
symmetrically, i.e., both directions neet the requirenents of data
transmission. |If the RREQ DIO arrives over an interface that is not
known to be symetric or is known to be asymetric, the S bit is set
to 0. |If the S bit arrives already set to be 0, then it is set to be
0 when the RREQ DIO is propagated (Figure 5). For an asymretric
route, there is at |east one hop that doesn’t satisfy the OF. Based
on the S bit received in RREQ DI O, TargNode T deterni nes whether or
not the route is symetric before transmtting the RREP-DI O nessage
upstream towards the Oi gNode O

It is beyond the scope of this document to specify the criteria used
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6.

1.

when determ ni ng whether or not each link is symetric. As an
exanpl e, internediate routers can use local information (e.g., bit
rate, bandw dth, nunber of cells used in 6Ti SCH [ RFC9030]), a priori
know edge (e.g., link quality according to previous conmuni cation),
or averaging techniques as appropriate to the application. O her
link metric informati on can be acquired before AOCDV-RPL operation, by
executing eval uation procedures; for instance, test traffic can be
gener at ed between nodes of the deployed network. During AODV- RPL
operation, Operations, Adm nistration, and Mii ntenance (OAM
techniques for evaluating link state (see [ RFC7548], [RFC7276], and
[co-ioam) MAY be used (at regular intervals appropriate for the
LLN). The eval uation procedures are out of scope for AODV-RPL. For
further information on this topic, see [Link_Asynmetry],

[1 ow power-wirel ess], and [enpirical -study].

Appendi x A describes an exanpl e nethod using the upstream Expect ed
Transm ssion Count (ETX) and downstream Recei ved Signal Strength
Indicator (RSSI) to estimate whether the link is symmetric in terns
of link quality using an averagi ng techni que.

BR
[----4----\
/ | \
/ | \
R R R
[\ | / \
/ \ | / \
/ \ | / \
R--------- R--- R---- R--------- R
[\ --S=1--> [\ --S=0--> / \
--S=1-->  \ / \ / --S=0-->
/ \ / \ / \
O---------- R------ R----- R----- R----------- T
/A /A /A /A
/[ <--S=0-- / \ / \ / <--85=0--

/ \ / \ / \ / \
R----- R----------- R----- R----- R----- R---- R---- R
<--S5=0- - <--S5=0-- <--S=0-- <--S=0-- <--S5=0- -

>---- RREQ Instance (Control: O->T; Data: T-->0 ------- >
<---- RREP-lnstance (Control: T-->0O Data: O->T) ------- <

Figure 5: AODV-RPL with Asymmetric Paired |nstances

As illustrated in Figure 5, an internediate router determnes the S
bit value that the RREQ DI O should carry using |link asymmetry
detection nethods as discussed earlier in this section. In many
cases, the intermedi ate router has already nade the |link asymetry
decision by the time RREQ DI O arri ves.

See Appendix B for exanples illustrating RREQ and RREP transm ssi ons
in some networks with symmetric and asymmetric |inks.

AODV- RPL QOperation
Generati ng RREQ

The route discovery process is initiated when an application at the
Ori gNode has data to be transmitted to the TargNode but does not have
a route that satisfies the OF for the target of the application's
data. In this case, the OigNode builds a local RPL Instance and a
DODAG rooted at itself. Then, it transmts a DI O nmessage contai ning
exactly one RREQ option (see Section 4.1) to nulticast group all-
AODV- RPL- nodes. The RREQ DI O MJUST contain at | east one ART option
(see Section 4.3), which indicates the TargNode. The S bit in RREQ
Dl O sent out by the OrigNode is set to 1.



Each node mai ntains a Sequence Nunber; the operation is specified in
Section 7.2 of [RFC6550]. When the OrigNode initiates a route

di scovery process, it MJST increase its own Sequence Nunmber to avoid
conflicts with previously established routes. The Sequence Number is
carried in the Oig SeqNo field of the RREQ option.

The Target Prefix / Address in the ART option can be a unicast |Pv6
address or a prefix. The OrigNode can initiate the route discovery
process for multiple targets sinultaneously by including multiple ART
options. Wthin an RREQD O the OF for the routes to different

Tar gNodes MJST be the sane.

OrigNode can maintain different RPL I nstances to discover routes with
different requirenents to the sane targets. Using the RPLInstancelD
pai ri ng mechani sm (see Section 6.3.3), route replies (RREP-DI OGs) for

different RPL Instances can be generated.

The transm ssion of RREQ DI O obeys the Trickle timer [RFC6206]. If
the duration specified by the L field has el apsed, the OigNode MJST
| eave the DODAG and stop sending RREQ DIGs in the related RPL
Instance. OigNode needs to set the L field such that the DODAG wi | |
not prematurely timeout during data transfer with the TargNode. For
setting this value, it has to consider factors such as the Trickle
timer, TargNode hop di stance, network size, |ink behavior, expected
data usage tinme, and so on.

6.2. Receiving and Forwardi ng RREQ Messages
6.2.1. Step 1: RREQ Reception and Eval uation

When a router X receives an RREQ nessage over a link froma nei ghbor
Y, X first determ nes whether or not the RREQis valid. |If valid, X
then determ nes whether or not it has sufficient resources avail abl e
to maintain the RREQ I nstance and the value of the S bit needed to
process an eventual RREP, if the RREP were to be received. |f not
valid, then X MIUST either free up sufficient resources (the nmeans for
this are beyond the scope of this docunent), or drop the packet and
di sconti nue processing of the RREQ O herw se, X next deternines
whet her the RREQ advertises a usable route to OigNode, by checking
whether the link to Y can be used to transmt packets to Oi gNode.

VWhen H=0 in the incomng RREQ the router MJST drop the RREQD O if
one of its addresses is present in the Address Vector. Wen H=1 in
the incom ng RREQ the router MJST drop the RREQ nessage if the Oig
SeqNo field of the RREQ is older than the SegNo val ue that X has
stored for a route to OrigNode. Oherwi se, the router determ nes
whet her to propagate the RREQ-DIO It does this by determ ning

whet her or not a route to OrigNode using the upstreamdirection of
the incomng link satisfies the Objective Function (OF). In order to
evaluate the OF, the router first determ nes the nmaxi num useful Rank
(MaxUseful Rank). If the router has previously joined the RREQ

I nstance associated with the RREQ DIO then MaxUseful Rank is set to
be the Rank val ue that was stored when the router processed the best
previ ous RREQ for the DODAG with the given RREQ I nstance. O herwi se,
MaxUseful Rank is set to be RankLimt. |[|f OF cannot be satisfied
(i.e., the Rank evaluates to a value greater than MaxUseful Rank), the
RREQ DI O MUST be dropped, and the foll owi ng steps are not processed.
O herwi se, the router MIST join the RREQ I nstance and prepare to
propagate the RREQ-DIO as follows. The upstream nei ghbor router
that transmitted the received RREQ DI Ois selected as the preferred
parent in the RREQ | nstance.

6.2.2. Step 2: TargNode and Intermedi ate Router Determ nation

After determining that a received RREQ provi des a usable route to



OrigNode, a router determnes whether it is a TargNode, a possible
i ntermedi ate router between OigNode and a TargNode, or both. The
router is a TargNode if it finds one of its own addresses in a Target
option in the RREQ After possibly propagating the RREQ according to
the procedures in Steps 3, 4, and 5, the TargNode generates an RREP
as specified in Section 6.3. |If S=0, the determi nati on of TargNode
status and determ nation of a usable route to OigNode is the sane.

If the OrigNode tries to reach nultiple TargNodes in a single RREQ

I nstance, one of the TargNodes can be an internediate router to other
TargNodes. In this case, before transnmitting the RREQ DIOto

mul ticast group all-AODV-RPL-nodes, a TargNode MJST del ete the Target
option encapsul ating its own address, so that downstreamrouters wth
hi gher Rank values do not try to create a route to this TargNode.

An internediate router could receive several RREQ DIGs fromrouters
with lower Rank values in the same RREQ Instance with different lists
of Target options. For the purposes of determ ning the intersection
with previous incoming RREQ DIGs, the intermediate router maintains a
record of the targets that have been requested for a given RREQ
Instance. An incom ng RREQ DI O nessage having nultiple ART options
coming froma router with higher Rank than the Rank of the stored
targets is ignored. Wen transmtting the RREQ DIO the intersection
of all received lists MIST be included if it is nonenpty after

Tar gNode has del eted the Target option encapsulating its own address.
If the intersectionis enpty, it nmeans that all the targets have been
reached, and the router MJST NOT transmt any RREQ DIO. O herw se,
it proceeds to Section 6.2.3.

For exanple, suppose two RREQ DI Os are received with the same RPL
Instance and Ori gNode. Suppose further that the first RREQ has (T1,
T2) as the targets, and the second one has (T2, T4) as targets.
Then, only T2 needs to be included in the generated RREQ DI O

The reasoning for using the intersection of the lists in the RREG is
as follows. Wien two or nore RREQs are received with the same Oig
SegNo, they were transmitted by OrigNode with the same destinations
and OF. Wen an internediate node receives two RREGs with the sane
Oig SegNo but different |ists of destinations, that neans that sone
i ntermedi ate nodes retransmtting the RREGs have al ready del eted
thenselves fromthe list of destinations before they retransmtted
the RREQ Those del eted nodes are not to be reinserted back into the
list of destinations.

6.2.3. Step 3: Internmedi ate Router RREQ Processing

The intermedi ate router establishes itself as a viable node for a
route to OrigNode as follows. |If the Hbit is set to 1, for a hop-
by-hop route, then the router MJUST build or update its upward route
entry towards OigNode, which includes at least the follow ng itens:
Sour ce Address, RPLInstancel D, Destination Address, Next Hop,
Lifetime, and Sequence Number. The Destination Address and the

RPLI nst ancel D can be | earned fromthe DODAG D and the RPLInstancel D
of the RREQ DI O respectively. The Source Address is the address
used by the router to send data to the Next Hop, i.e., the preferred
parent. The lifetinme is set according to DODAG configuration (not
the L field) and can be extended when the route is actually used.
The Sequence Nunber represents the freshness of the route entry; it
is copied fromthe Oig SeqNo field of the RREQ option. A route
entry with the sane source and destination address and the sane

RPLI nstancel D, but a stal e Sequence Number (i.e., incom ng Sequence
Nunber is less than the currently stored Sequence Nunber of the route
entry), MJIST be del et ed.

6.2.4. Step 4: Symmetric Route Processing at an Internedi ate Router



If the Sbit of the incomng RREQDI Ois 0O, then the route cannot be
symmetric, and the S bit of the RREQD Oto be transmtted is set to
0. Oherwi se, the router MJST detern ne whether the downward
direction (i.e., towards the TargNode) of the incoming link satisfies
the OF. If it does, the S bit of the RREQDIOto be transnitted is
set to 1. Oherwise, the Sbit of the RREQD Oto be transmitted is
set to O.

When a router joins the RREQ Instance, it also associates withinits
data structure for the RREQ I nstance the information about whether or
not the RREQ DIOto be transnitted has the S bit set to 1. This
information associated to RREQ Instance is known as the S bit of the
RREQ Instance. It will be used later during the RREP-DI O nessage
processing (see Section 6.3.2).

Suppose a router has joined the RREQ I nstance, the Hbit is set to O,
and the S bit of the RREQ Instance is set to 1. 1In this case, the
router MAY optionally include the Address Vector of the symetric
route back to OrigNode as part of the RREQ Instance data. This is
useful if the router later receives an RREP-DIO that is paired with
the RREQ Instance. |f the router does NOT include the Address
Vector, then it has to rely on nulticast for the RREP. The multicast
can inpose a substantial performance penalty.

6.2.5. Step 5: RREQ Propagation at an Internedi ate Router

If the router is an internediate router, then it transmts the RREQ
DiOto the nmulticast group all-AODV-RPL-nodes; if the Hbit is set to
0, the internedi ate router MJST append the address of its interface
receiving the RREQ DIO into the Address Vector. 1In addition, if the
address of the router’s interface transmtting the RREQ DIO is not
the sane as the address of the interface receiving the RREQ DI O the
router MUST al so append the transnitting interface address into the
Addr ess Vector.

6.2.6. Step 6: RREQ Reception at Tar gNode

If the router is a TargNode and was al ready associated with the RREQ
Instance, it takes no further action and does not send an RREP-DI O
If TargNode is not already associated with the RREQ I nstance, it
prepares and transmits an RREP-DI O possibly after waiting for
RREP_WAI T_TIME, as detailed in (Section 6.3).

6.3. Cenerating RREP at TargNode

When a TargNode receives an RREQ nessage over a link froma nei ghbor
Y, TargNode first follows the procedures in Section 6.2. |If the link
to Y can be used to transmit packets to OigNode, TargNode generates
an RREP according to Sections 6.3.1 and 6.3.2. Oherw se, TargNode
drops the RREQ and does not generate an RREP.

If the L field is not 0, the TargNode MAY delay transmtting the
RREP-DI O for the duration RREP_WAIT TIME to await a route with a

| ower Rank. The value of RREP_ WAIT TIME is set by default to 1/4 of
the duration determined by the L field. For L == 0, RREP_ WAIT_TI ME
is set by default to 0. Depending upon the application,

RREP_ WAI T_TIME may be set to other values. Smaller val ues enable
qui cker formation for the P2P route. Larger val ues enable formation
of P2P routes with better Rank val ues.

The address of the OrigNode MJIST be encapsul ated in the ART option
and included in this RREP-DI O nessage along with the SeqNo of
Tar gNode.

6.3.1. RREP-DIO for Synmretric Route



If the RREQ I nstance corresponding to the RREQ DI O that arrived at
TargNode has the S bit set to 1, there is a symretric route, both of
whose directions satisfy the Of. (Oher RREQ DI OGs m ght | ater provide
better upward routes. The nethod of sel ection between a qualified
symretric route and an asymmetric route that m ght have better
performance is inplenentation specific and out of scope.

For a symmetric route, the RREP-DI O nessage i s unicast to the Next
Hop according to the Address Vector (H=0) or the route entry (H=1);
the DODAG i n RREP-Instance does not need to be built. The

RPLI nstancel D in the RREP-Instance is paired as defined in

Section 6.3.3. If the Hbit is set to 0, the Address Vector fromthe
RREQ DI O MUST be included in the RREP-D O

6.3.2. RREP-DIO for Asymmetric Route

When an RREQ DI O arrives at a TargNode with the S bit set to 0, the
Tar gNode MUST build a DODAG i n the RREP-Instance corresponding to the
RREQ DIO rooted at itself, in order to provide OigNode with a
downstreamroute to the TargNode. The RREP-DI O nessage is
transmtted to rmulticast group all-ACDV- RPL-nodes.

6.3.3. RPLInstancel D Pairing

Since the RPLInstancelD is assigned locally (i.e., there is no

coordi nation between routers in the assignnent of RPLInstancelD), the
tuple (OrigNode, TargNode, RPLInstancelD) is needed to uniquely
identify a discovered route. It is possible that nultiple route

di scoveries with dissimlar OFs are initiated sinultaneously. Thus,
bet ween the same pair of OigNode and TargNode, there can be multiple
AODV- RPL route discovery instances. So that OigNode and Tar gNode
can avoid any m smatch, they MJST pair the RREQ I nstance and the
RREP- I nstance in the sane route discovery by using the RPLInstancelD.

When preparing the RREP-DI O, a TargNode could find the RPLInstancel D
candidate for the RREP-lInstance is already occupi ed by anot her RPL
Instance froman earlier route discovery operation that is still
active. This unlikely case m ght happen if two distinct OigNodes
need routes to the same TargNode, and they happen to use the sane

RPLI nstancel D for RREQ I nstance. In such cases, the RPLInstancel D of
an already active RREP-1nstance MJUST NOT be used again for assigning
RPLI nstancel D for the later RREP-Instance. |If the same RPLInstancel D

were reused for two distinct DODAGs originated with the same DODAGQ D
(TargNode address), internediate routers could not distinguish

bet ween these DODAGs (and their associated OFs). Instead, the

RPLI nst ancel D MJUST be repl aced by another value so that the two RREP-
I nstances can be distinguished. In the RREP-DIO option, the Delta
field of the RREP-DI O message (Figure 2) indicates the val ue that

Tar gNode adds to the RPLInstancelD in the RREQ DIO that it received,
to obtain the value of the RPLInstancelD it uses in the RREP-DI O
message. O indicates that the RREQ I nstancel D has the sane val ue as
the RPLInstancel D of the RREP nessage. Wen the new RPLInstancel D
after increnentation exceeds 255, it rolls over starting at 0. For
exanple, if the RREQ InstancelD is 252 and increnented by 6, the new
RPLI nstancelD will be 2. Related operations can be found in

Section 6.4. RPLInstancel D collisions do not occur across RREQ DI GCs;
the DODAQA D equal s the Ori gNode address and is sufficient to

di sanbi guat e bet ween DODAGs.

6.4. Receiving and Forwardi ng RREP
Upon receiving an RREP-DI O, a router that already belongs to the
RREP- | nst ance SHOULD drop the RREP-DIO. O herwi se, the router
performs the steps in the foll owi ng subsections.

6.4.1. Step 1: Receiving and Eval uation



If the OF is not satisfied, the router MUST NOT join the DODAG the
router MUST discard the RREP-DI O and does not execute the renmining
steps in this section. An internediate router MJST di scard an RREP
if one of its addresses is present in the Address Vector and does not
execute the remaining steps in this section.

If the S hit of the associated RREQ Instance is set to 1, the router
MUST proceed to Section 6.4.2.

If the S bit of the RREQ Instance is set to 0, the router MJST

det ermi ne whet her the downward direction of the link (towards the
Tar gNode) over which the RREP-DIO is received satisfies the OF and
whet her the router’s Rank woul d not exceed the RankLimt. |f these
are true, the router joins the DODAG of the RREP-Instance. The
router that transnmitted the received RREP-DIO is selected as the
preferred parent. Afterwards, other RREP-DI O nessages can be

recei ved; AODV-RPL does not specify any action to be taken in such
cases.

6.4.2. Step 2: OigNode or Internediate Router

The router updates its stored val ue of the TargNode’'s Sequence Number
according to the value provided in the ART option. The router next
checks if one of its addresses is included in the ART option. If it
is included, this router is the OrigNode of the route discovery.

O herwise, it is an internmediate router.

6.4.3. Step 3: Build Route to TargNode

If the Hbit is set to 1, then the router (OigNode or internediate)
MUST build a downward route entry towards TargNode that includes at

| east the following itens: OigNode Address, RPLInstancel D, TargNode
Address as destination, Next Hop, Lifetine, and Sequence Nunber. For
a synmetric route, the Next Hop in the route entry is the router from
which the RREP-DIO is received. For an asymretric route, the Next
Hop is the preferred parent in the DODAG of RREP-Instance. The
RPLInstancelD in the route entry MJST be the RREQ I nstancelD (i.e.,
after subtracting the Delta field value fromthe value of the

RPLI nst ancel D). The source address is |learned fromthe ART option,
and the destination address is |earned fromthe DODAG D. The
lifetime is set according to DODAG configuration (i.e., not the L
field) and can be extended when the route is actually used. The
Sequence Nunber represents the freshness of the route entry and is
copied fromthe Dest SegqNo field of the ART option of the RREP-DI O
A route entry with the sane source and destinati on address and the
same RPLInstancel D, but a stale Sequence Nunber, MJST be del et ed.

6.4.4. Step 4: RREP Propagation

If the receiver is the OrigNode, it can start transmitting the
application data to TargNode al ong the path as provided in RREP-

I nstance, and processing for the RREP-DIO is conplete. herw se,
the RREP will be propagated towards OrigNode. |If H=0, the

intermedi ate router MJST include the address of the interface
receiving the RREP-DIO into the Address Vector. |If H=1l, according to
the previous step, the internediate router has set up a route entry
for TargNode. |If the internmediate router has a route to OrigNode, it
uses that route to unicast the RREP-DIO to OrigNode. Oherwi se, in
the case of a symretric route, the RREP-DI O nmessage is unicast to the
Next Hop according to the Address Vector in the RREP-DIO (H=0) or the
|l ocal route entry (H=1). Oherwise, in the case of an asymetric
route, the intermediate router transmts the RREP-DIO to multi cast
group all-AODV-RPL-nodes. The RPLInstancelD in the transnmitted RREP-
DIOis the same as the value in the received RREP-DI O



7.

G atui tous RREP

In sone cases, an internediate router that receives an RREQ DI O
message MAY unicast a Gratuitous RREP-DI O (G RREP-DI O nessage back
to OrigNode before continuing the transm ssion of the RREQ DI O
towards TargNode. The Gratuitous RREP (G RREP) allows the Oi gNode
to start transmitting data to TargNode sooner. The G bit of the RREP
option is provided to distinguish the GRREP-DI O (G=1) sent by the
intermedi ate router fromthe RREP-DI O sent by TargNode (G=0).

The G RREP-DI O MAY be sent out when the internediate router receives
an RREQ-DI O for a TargNode and the router has a pair of downward and
upward routes to the TargNode that also satisfy the OF and for which
the Destination Sequence Nunber is at |east as |large as the Sequence
Nunber in the RREQ DI O nessage. After unicasting the GRREP to the
OigNode, the internediate router then unicasts the RREQ towards

Tar gNode, so that TargNode will have the advertised route towards
OrigNode along with the RREQ I nstancel D for the RREQ I nstance. An
upstreaminternmedi ate router that receives such a G RREP MJST al so
generate a G RREP and send it further upstreamtowards Oi gNode.

In case of source routing, the internediate router MJST include the
Address Vector between the OrigNode and itself in the GRREP. It

al so includes the Address Vector in the unicast RREQ DI O towards
TargNode. Upon reception of the unicast RREQ DI O the TargNode wil |
have a route Address Vector fromitself to the OigNode. Then, the
router MUST include the Address Vector fromthe TargNode to the
router itself in the GRREP-DIO to be transmitted.

For establishing hop-by-hop routes, the intermedi ate router MJST

uni cast the received RREQ DIOto the Next Hop on the route. The Next
Hop router along the route MJUST build new route entries with the

rel ated RPLInstancel D and DODAG D in the downward direction. This
process repeats at each node until the RREQ DIO arrives at the
TargNode. Then, the TargNode and each router along the path towards
Ori gNode MUST uni cast the RREP-DI O hop-by-hop towards Oi gNode as
specified in Section 6. 3.

Qperation of Trickle Tiner

RREQ | nst ance/ RREP- 1 nstance nmulticast uses Trickle timer operations
[ RFC6206] to control RREQ DI O and RREP-DI O transm ssions. The
Trickle control of these DI O transm ssions follows the procedures
described in Section 8.3 of [RFC6550] entitled "Dl O Transm ssion".
If the route is symmetric, the RREP-DI O does not need the Trickle
timer mechani sm

| ANA Consi der ati ons

AODV- RPL uses the "P2P Route Di scovery Mbde of Operation" (MOP == 4),
with new options as specified in this docunent. This docunent has
been added as an additional reference for "P2P Route Di scovery Mdde
of Operation"” in the "Mde of Operation" registry within the "Routing
Protocol for Low Power and Lossy Networks (RPL)" registry group.

I ANA has assigned the three new ACDV-RPL options described in Table 1
in the "RPL Control Message Options" registry within the "Routing
Protocol for Low Power and Lossy Networks (RPL)" registry group.

B oo oo ool s oo oo )
| Value | Meaning | Reference |
+o———o-o4 o4 - ———————+
| OXOB | RREQ | RFC 9854 |
+------- R I +
| 0xOC | RREP | RFC 9854 |
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| 0xOD | ART | RFC 9854 |

Tabl e 1: ACDV-RPL Options

| ANA has all ocated the pernmanent multicast address with |ink-1ocal
scope in Table 2 for nodes inplenenting this specification. This
al | ocati on has been nmade in the "Local Network Control Bl ock
(224.0.0.0 - 224.0.0.255 (224.0.0/24))" registry within the "IPv4
Mul ticast Address Space Registry" registry group.

[ oo el el )
| Address(es) | Description | References

+ oo+ oo+ oD =—=—=+4
| 224.0.0.69 | all-AODV-RPL-nodes | RFC 9854
I Feom e e e e m - - - I +

Tabl e 2: Permanent Mul ticast Address with
Li nk- Local Scope

Security Considerations

The security considerations for the operation of ACDV-RPL are simlar
to those for the operation of RPL (as described in Section 19 of the
RPL specification [ RFC6550]). Sections 6.1 and 10 of [ RFC6550]
describe RPL's optional security framework, which AODV-RPL relies on
to provide data confidentiality, authentication, replay protection,
and del ay protection services. Additional analysis for the security
threats to RPL can be found in [ RFC7416].

A router can join a tenporary DAG created for a secure AODV-RPL route
di scovery only if it can support the security configuration in use
(see Section 6.1 of [RFC6550]), which also specifies the key in use.
It does not matter whether the key is preinstalled or dynanmically
acquired. The router nust have the key in use before it can join the
DAG bei ng created for secure route discovery.

If a rogue router knows the key for the security configuration in
use, it can join the secure AODV-RPL route discovery and cause
various types of danage. Such a rogue router could advertise false
information in its DIGs in order to include itself in the discovered
route(s). It could generate bogus RREQ DI O and RREP-DI O nessages
carrying bad routes or maliciously nodify genui ne RREP-DI O nmessages
it receives. A rogue router acting as the OigNode coul d | aunch
deni al - of -servi ce attacks against the LLN deploynent by initiating
fake AODV-RPL route discoveries. Wen rogue routers night be
present, RPL's preinstalled node of operation, where the key to use
for route discovery is preinstalled, SHOULD be used.

When an RREQ DI O nessage uses the source routing option by setting
the Hbit to 0, a rogue router may popul ate the Address Vector field
with a set of addresses that may result in the RREP-DIO traveling in
a routing | oop.

If a rogue router is able to forge a GRREP, it could nount deni al -
of -servi ce attacks
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Exampl e: Using ETX/ RSSI Val ues to Deternine Value of S Bit

The conbi nati on of the downstream Received Signal Strength Indicator
(RSSI) and the upstream Expected Transm ssion Count (ETX) has been
tested to determne whether a link is symetric or asymetric at
intermedi ate routers. W present two nethods to obtain an ETX val ue

from RSSI

Met hod 1:

measur ement .

In the first nethod, we constructed a table neasuring RSSI

versus ETX using the Cooja sinulation [cooja] setup in the Conti ki



CS environnent [contiki]. W used Contiki-2.7 running the
6LoWPAN RPL protocol stack for the simulations. For approxinmating
the nunber of packet drops based on the RSSI val ues, we

i npl emented sinple logic that drops transnitted packets with
certain predefined ratios before handi ng over the packets to the
receiver. The packet drop ratio is inplenented as a table | ookup
of RSSI ranges mapping to different packet drop ratios with | ower
RSSI ranges resulting in higher values. While this table has been
defined for the purpose of capturing the overall |ink behavior, in
general, it is highly reconmended to conduct physical radio

measur enent experinments. By keeping the receiving node at
different distances, we |let the packets experience different
packet drops as per the described method. The ETX val ue
conputation is done by another nodule that is part of RPL OF

i mplementation. Since the ETX value is reflective of the extent
of packet drops, it allowed us to prepare a useful table
correlating ETX and RSSI values (see Table 3). ETX and RSS

val ues obtained in this way may be used as expl ai ned bel ow

Source ------- > NodeA ------- > NodeB ----- > Destination
Fi gure 6: Conmunication Link from Source to Destination

| RSSI at NodeA for NodeB | Expected ETX at NodeA |
| | for NodeB->NodeA |

| > -60 | 150 |
o e e ee e e e e eeeaoa- +
| -70 to -60 | 192 |
o g +
| -80 to -70 | 226 |
o e e o e e ee oo +
| -90 to -80 | 662 |
o e e ee e e e e eeeaoa- +
| -100 to -90 | 3840 |
o g +

Table 3. Selection of S Bit Based on Expected
ETX Val ue

Met hod 2: One could al so make use of the function
guess_etx_fromrssi() defined in the 6LOWPAN RPL protocol stack of
Contiki-ng OS [Contiki-ng] to obtain RSSI-ETX mapping. This
function outputs an ETX val ue rangi ng between 128 and 3840 for -60
<= rssi <= -89. The function description is beyond the scope of
thi s docunent.

We tested the operations in this specification by naking the

foll owi ng experinent, using the above paraneters. |n our experinent,
a conmunication link is considered as symetric if the ETX val ue of
NodeA- >NodeB and NodeB- >NodeA (see Figure 6) are within, say, a 1:3
ratio. This ratio should be understood as determining the link’'s
symretric/asymetric nature. NodeA can typically know the ETX val ue
in the direction of NodeA->NodeB, but it has no direct way of know ng
the val ue of ETX from NodeB->NodeA. Usi ng physical testbed
experinents and realistic wireless channel propagation nodels, one
can determine a relationship between RSSI and ETX representable as an
expression or a mapping table. Such a relationship, in turn, can be
used to estimate the ETX val ue at NodeA for |ink NodeB->NodeA from
the received RSSI from NodeB. Whenever NodeA determ nes that the
link towards the NodeB is bidirectional asymetric, then the S bhit is
set to 0. Afterwards, the link from NodeA to Destination remains
designated as asynmetric, and the S bit remains set to O.

Determ nati on of asymetry versus bidirectionality remains a topic of



lively discussion in the | ETF.

Appendi x B. Sonme Exanpl e AOCDV- RPL Message Fl ows

Thi s appendi x provi des sonme exanpl e nessage fl ows showi ng RREQ and
RREP establishing symmetric and asymmetric routes. Al so, exanples
for the use of RREP_WAIT and G RREP are included. 1In the exanples,
router (O is to be understood as performing the role of OigNode.

Router (T) is to be understood as performing the role of TargNode.

Routers (R) are internediate routers that are perform ng AODV- RPL

functions in order to discover one or nmore suitable routes between
(O and (T).

Exanmpl e Control Message Flows in Symmetric and Asynmetric Networ ks

In the follow ng diagram RREQ nessages are nulticast fromrouter (O
in order to discover routes to and fromrouter (T). The RREQ control
messages flow outward from (O . Each router along the way
establishes a single RREQ I nstance identified by RREQ I nstancel D even
if multiple RREQGs are received with the sane RREQ I nstancelD. 1In the
top half of the diagram the routers are able to offer a symetric
route at each hop of the path from (0O to (T). Wen (T) receives an
RREQ it is then able to transnmit data packets to (O. Router (T)
then prepares to send an RREP al ong the symretric path that woul d
enable router (O to send packets to router (T).

(R ---RREQS=1)--->(R) ---RREQS=1)--->(R)
A I

I I
RREQ( S=1) RREQ( S=1)

| y
(O --------- >(R) --------- >(R)-------- >(T)
/I \ RREQ RREQ RREQ A
I \\ (S=1) (S=0) (S=0) /I
RREQ | \' RREQ (S=1) RREQ ( S=0)
(S=0) | \ /
% \ RREQ ( S=0) /
(R ---->(R------ >(R----..... --->(R

Figure 7: AODV-RPL RREQ Message Fl ow Exanpl e When Synmetric Path
Avai | abl e

In the follow ng diagram which results fromthe above RREQ nessage
transm ssion, a symetric route is available from(T) to router (O
via the routers in the top half of the diagram RREP nessages are
sent via unicast along the symmetric route. Since the RREP nessage
is transmitted via unicast, no RREP nessages are sent by router (T)
to the routers in the bottomhalf of the diagram

(R)<------ RREP- - - - - (Ry<------ RREP- - - - - (R

| N

I I
RREP RREP

I I

v I
(O ---------- (R ---------- (R -------- (T



Figure 8: AODV-RPL RREP Message Fl ow Exanpl e When Synmetric Path
Avai |l abl e

In the follow ng diagram RREQ nessages are nulticast fromrouter (O
in order to discover routes to and fromrouter (T) as before. As
shown, no symretric route is available from (O to (T).

(R ---RREQ(S=0)--->(R) ---RREQ(S=0)--->(R

A I

I I
RREQ( S=1) RREQ( S=0)

I I

| \%
(O --------- >(R) --------- >(R)-------- >(T)
A\ RREQ RREQ RREQ |\
I \ \ (S=1) (S=0) (S=0) | I
I RRE? (S=1) RREQ ( S=0) / I (R
I \ RREQ ( S=0) / /

(R ---->(R------ >(R----.....----- >(R)---

Fi gure 9: ACDV- RPL RREQ Message Fl ow When Synmetric Path Unavail abl e

Upon receiving the RREQin Figure 9, router (T) then prepares to send
an RREP that would enable router (O to send packets to router (T).

In Figure 9, since no symretric route is available from(T) to router
(O, RREP nessages are sent via multicast to all neighboring routers.

(R<------ RREP- - - - - (R <------ RREP- - - - - (R
|
RREP RREP
I I
I I
v v
CESTEE (R<-emoe-o (R <--o-a-- (D
A RREP RREP RREP |
| | | RREP
|\ I
RREP | \ RREP RREP / (R
I \ / I
| \ / /
(R <----- (R <----- (R<---..... ---- (R < - RREP
RREP RREP RREP

Figure 10: AODV-RPL RREQ and RREP-1nstances for Asymetric Links
B.2. Exanple RREP_VWAIT Handl i ng

In Figure 11, the first RREQ arrives at (T). This triggers TargNode
to start the RREP_WAI T_TI ME ti mer.

(S=1) (S=0) (S=0)
Figure 11: TargNode Starts RREP WAI T

In Figure 12, another RREQ arrives before the RREP_ WAIT TIME timer is

expired. It could be preferable conpared the previously received
RREP t hat caused the RREP WAIT TIME tinmer to be set.
(O (T

I\ A
I\ I



|\ /
RREQ | \ RREQ (S=1) RREQ ( S=0)
/

(S=0) | \
v \ RREQ ( S=0) /
(R ---->(R------ >(R----..... --->(R
Figure 12: Witing TargNode Receives Preferable RREQ
In Figure 13, the RREP_WAIT _TIME tinmer expires. TargNode selects the
path with S=1.
(R ---RREQ(S=1)--->(R) ---RREQ(S=1)--->(R
" I

I I
RREQ( S=1) RREQ( S=1)
I

I

| \;
(O (T
Figure 13: RREP_WAI T Expires at Tar gNode

B.3. Exanmple G RREP Handling

In Figure 14, R* has upward and downward routes to TargNode (T) that
satisfy the OF of the RPL I nstance originated by OigNode (O, and
the Destination Sequence Nunber is at |east as |large as the Sequence

Nunber in the RREQ nessage.
(R ---RREQ(S=1)--->(R) ---RREQ(S=0)--->(R
n I

|
RREQ( S=0)

I
RREQ( S=1)
I I
| \%
(O --------- >(R) --------- >(R)-------- >(T)
I\ RREQ RREQ RREQ n
} \ (s=1) (S=0) (S=0) |
RREQ | \ RREQ (S=1) /
(S=0) | \ /
\ \ \
(R ---->(R*)<------ >(R<----....--->(R

Figure 14: RREP Triggers G RREP at I|nternedi ate Node

In Figure 15, R* transnits the G RREP-DI O back to OrigNode (O and
forwards the incom ng RREQ towards (T).

(9 (M
\
\ (RREQ) /
\ GRREP-DI O /
\ /
\ (RREQ (RREQ /
(RF)------ >(R----....--->(R

Figure 15: Intermedi ate Node Initiates G RREP
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