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1.

I nt roduction

A nunber of software tools require or permt the user to enter an

| Pv6 address via a user interface (U). The standard literal text
format for an I Pv6 address is defined by [ RFC4291] and [ RFC5952].
The 1 Pv6 Scoped Address Architecture specification [ RFC4007] extends
the text representation of |imted-scope | Pv6 addresses, in
particular link-1ocal unicast addresses and nulticast addresses with
| ess than gl obal scope, such that a zone identifier may be
concatenated to an address. Note that [RFC5952] does not nention
thi s extension.

Zone identifiers are especially useful in contexts in which litera
addresses are typically used, for exanple, during fault diagnosis or
devi ce configuration (where a device may be physical or virtual) when
it may be essential to specify which interface is used for sending to
a link-local address. It should be noted that zone identifiers have
purely local meaning within the node in which they are defined,
usual Iy being the sane as I Pv6 interface nanes. They are completely
meani ngl ess for any other node. At the tinme of witing, they are
meani ngful only when attached to |ink-local unicast and scoped
mul ti cast addresses, but it is possible that other uses m ght be
defined in the future.

Exanmpl es of a link-1ocal unicast address qualified by a zone
identifier are "fe80::1234%t h0" on a Linux host or "fe80::4321%" on
a Mcrosoft Wndows host.

Such addresses are directly supported by socket APl calls including
"getaddrinfo()" [RFC3493].

Devi ces whose network stack does not support the nodel of a human-
readabl e zone identifier described in [ RFC4007] are out of scope for
this docunent.

Use Cases

Sone exanpl es of use cases for entering an address that includes a
zone identifier into a U are as foll ows:

1. A software tool may be used for sinple debuggi ng actions
involving link-l1ocal addresses on a host with nore than one
active link interface. For exanple, the functioning of an
interface and the existence of a device may be checked via "ping
fe80::1234%th0". |f this succeeds, the user learns that the
ot her device is reachable via the interface naned "ethO"

2. A software tool nust sometinmes be used to configure or
reconfigure a device that only has a |link-1ocal address, again in
a host with nore than one active link interface. For exanple, a
typical horme router nmay be configured via a well-known private
address [RFC1918] such as "192.168.178.1" but not via
"fe80::1%th0", if the tool in use does not support the input of
zone identifiers. Mre generally, |link-local addresses need to
be entered in network managenent U's for use in formats such as
YANG [ RFC6991] .

3. Using a nonitoring tool such as a network sniffer, the user may
need to specify a given link-1ocal address on a given interface
whose traffic is of interest. (For exanple, at the time of
witing, Wreshark supports capture frommultiple interfaces but
does not appear to support the zone identifier in a display
filter.)

4. The Mcrosoft Wb Services for Devices (WSD) virtual printer port

mechani sm can present the user with an 1 Pv6 |ink-local address



such as "fe80::823b: foff: fe7b: d9dc%d 0" in which the zone
identifier is present but is not recognized by appropriate
sof t war e

5. The National Mrine Electronics Association (NVEA) has defined
the "OneNet Marine |Pv6 Ethernet Networking Standard" [ ONE-NET],
whi ch uses I Pv6 |ink-local addresses exclusively. Proposed
i nprovenents to the standard i nclude a web page for device
configuration using |ink-Iocal addresses.

Such requirenents have already spawned hacks to work around current
limtations (e.g., the hack described in [LL-HACK], which is no
| onger maintai ned and has been archived).

For all such use cases, it is highly desirable that a conplete |Pv6
i nk-1ocal address can be cut and pasted fromone U (such as the
output froma system command) to another. Since such addresses may

i nclude quite | ong hexadecimal strings, for exanple,
"fe80::8d0f: 7f 26: f 5¢8: 780b%enx525400d5e0f b", any sol uti on except cut-
and-paste is highly error prone.

Rel ati onship to G her Docunents

The use cases |isted above apply to relatively sinple actions on end
systens. The zone identifiers that can be used are limted by the
host operating system since [RFC4007] only specifies that they are
text strings, wthout specifying a maxi mumlength or syntax. As

[ RFC4007] expl ains, each zone identifier corresponds to a nunerica
zone index that qualifies a link-1ocal address.

It should be noted that whereas sone operating systens and network
APl's support a default zone identifier as recommended by [ RFC4007],
others, including Linux, do not, and for thema solution is
particularly inmportant, since a link-1ocal address wi thout a zone

i ndex cannot be used in the Linux socket API.

The nodel in [RFC4007] assunes that the human-readabl e zone
identifier is mapped by the operating systeminto a nuneric interface
i ndex. Typically, this mapping is perforned by the socket API, e.g.,
by "getaddrinfo()". The nmappi ng between the human-readabl e zone
identifier string and the numeric value is a host-specific function
that varies between operating systems. The present document is
concerned only with the human-readable string that is typically

di splayed in an operating systenis user interface. However, in nost
operating systens, it is possible to use the underlying interface
nunber, represented as a decinmal integer, as an equivalent to the
human-readabl e string. This is reconmended by Section 11.2 of

[ RFC4007], but it is not required. This possibility does not affect
the U requirement given in this docunent.

As | Pv6 depl oynent becones nore wi despread, the |ack of a solution
for handling conplete Iink-local addresses in all tools is becom ng
an acute problem for increasing nunbers of operational and support
personnel. It will beconme critical as IPv6-only or |IPv6-nostly

net wor ks [ RFC8925] [I Pv6- MOSTLY], w th nodes | acking native |Pv4
support, appear. For exanple, the NMEA use case nentioned above is
an inmedi ate requirenment. This is the principal reason for
docunenting this requirenment now.

Thi s docunent conpletely obsol etes [ RFC6874], which inplenmentors of
web browsers have determined is inpracticable to support

[ LINK-LOCAL-URI], and replaces it with a generic U requirenent.

Not e that obsol eting [ RFC6874] reverts the change that it nmade to the
URI syntax defined by [ RFC3986], so [ RFC3986] is no | onger updated by
[ RFC6874]. As far as is known, this change will have no significant

i mpact on non-browser deploynents of URIs.



Thi s docunent al so updates [ RFC7622] and [ RFC8089] by deleting their
references to [ RFC6874].

It al so updates [ RFC4007] by addi ng a new requirenent that user
interfaces support the zone identifier as described in Section 5

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Speci fication

A user interface (U) that allows or requires the user to enter an

| Pv6 address other than a gl obal unicast address MJST provi de a neans
for entering a link-local address or a scoped nulticast address and
sel ecting a zone identifier as specified by [ RFC4007] (typically, an
interface identifier as defined by the operating systen)

In this case, the U SHOULD support the conplete format specified by
[ RFC4007] (e.g., "fe80::1%th0").

If this is inmpossible for practical reasons, the U MAY support an
alternative delimter in place of "% . The hyphen ("-") is suggested
(e.g., "fe80::1-eth0").

If this too is inpossible for practical reasons, the U MAY provide
two separate input fields (e.g., "fe80::1" in one box and "eth0" in
another), selection froma list of active zone identifiers, or a
separate command-|ine paraneter for the zone identifier

The program providing the U wll then store the address and the zone
identifier, converting the latter to an interface index (typically
via the socket API). A faulty zone identifier will be detected when
attenpting to convert it, and this should be reported to the user as
an error. The resulting interface index will be used for any
subsequent socket calls using the link-1ocal address.

Note that an address string such as "fe80:: 1%t h0" cannot be
converted to binary by the PCSI X socket APl function "inet _pton()"
[POSI X]. It nust be converted either by using "getaddrinfo()" or by
splitting it into two strings and using "inet _pton()" and
"if_nanet oi ndex()" successively, in order to obtain the required

i nterface index val ue.

In this nodel, the zone identifier is considered i ndependently of the
| Pv6 address itself. However, this does not in itself resolve the
difficulties in considering the zone identifier as part of the HITP
origin nmodel [RFC6454]. Therefore, this approach does not resolve
the i ssue of how browsers shoul d support |ink-1ocal addresses, which
is discussed further in [LINK-LOCAL-URI]. Because of this, the
recomrendati ons and normative statenents in this docunent do not
apply to URIs fetched by web browsers.

Security Considerations

As explained in [ RFC4007], zone identifiers are of |ocal significance
only and nust not be sent on the wire. In particular, see the fina
security consideration of [RFC4007], which indicates that software
shoul d not trust packets that contain textual non-global addresses as
data. Therefore, software that obtains a zone identifier through a
U should not transmt it further.
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There is no formal limt on the length of the zone identifier string
in [RFC4007]. A U inplenentation should apply an appropriate |length
limt when inputting a zone identifier, in order to mnimze the risk
of a buffer overrun. Typically, this linmt would be the sanme as the
host operating systemis Iimt on interface nanes.

[ RFC4007] does not specify or restrict the character set allowed in a
zone identifier. Therefore, each inplenentation processing zone
identifiers needs to nmake checks appropriate for the environment it
is used in. For exanple, a U inplenentation should not allow ASCI I
NUL characters in a zone identifier string as this could cause

i nconsi stenci es in subsequent string processing.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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