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I nt roducti on

LEDBAT (Low Extra Del ay Background Transport) [RFC6817] is a
congestion control algorithmused for |ess-than-best-effort (LBE)
traffic.

When LEDBAT traffic shares a bottleneck with other traffic using
standard congestion control algorithnms (for exanple, TCP traffic
usi ng CUBI C [ RFC9438], hereafter referred to as "standard-TCP" for
short), it reduces its sending rate earlier and nore aggressively
than standard- TCP congestion control, allow ng other non-background
traffic to use nore of the available capacity. |In the absence of
conpeting traffic, LEDBAT ains to nmake efficient use of the avail able
capacity, while keeping the queuing delay within predefined bounds.

LEDBAT reacts to both packet | oss and variations in delay. Wth
respect to packet |oss, LEDBAT reacts with a multiplicative decrease,
simlar to nost TCP congestion controllers. Regarding delay, LEDBAT
ainms for a target queuing delay. Wen the neasured current queuing
delay is below the target, LEDBAT increases the sending rate, and
when the delay is above the target, it reduces the sending rate.
LEDBAT estimates the queuing delay by subtracting the nmeasured
current one-way delay fromthe estinmated base one-way delay (i.e.,
the one-way delay in the absence of queues).

The LEDBAT specification [RFC6817] defines the LEDBAT congestion
control algorithm inplenented in the sender to control its sending
rate. LEDBAT is specified in a protocol -agnostic and | ayer-agnostic
manner .

LEDBAT++ [ LEDBAT++] is al so an LBE congestion control algorithmthat
is inspired by LEDBAT whil e addressing several problens identified
with the original LEDBAT specification. |In particular, the

di fferences between LEDBAT and LEDBAT++ include the follow ng:

i) LEDBAT++ uses the round-trip tine (RTT) (as opposed to the one-
way delay used in LEDBAT) to estinmate the queui ng del ay.

i) LEDBAT++ uses an additive increase/multiplicative decrease
algorithmto achi eve inter-LEDBAT++ fairness and avoid the
| at ecomer advant age observed in LEDBAT.

iii) LEDBAT++ perforns periodic slowdowns to inprove the neasurenent
of the base del ay.

iv) LEDBAT++ is defined for TCP

In this specification, we describe receiver-driven Low Extra Del ay
Background Transport (rLEDBAT) -- a set of nechanisns that enable the
execution of an LBE del ay-based congestion control algorithm such as
LEDBAT or LEDBAT++ at the receiver end of a TCP connection



The consensus of the Internet Congestion Control Research G oup
(ICCRG is to publish this docunment to encourage further
experinentation and revi ew of rLEDBAT. This docunent is not an | ETF
product and is not an Internet Standards Track specification. The
status of this docunent is Experimental. |In Section 5 ("Experinent
Consi derations"), we describe the purpose of the experiment and its
current status.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

We use the foll ow ng abbreviations throughout the text and include
them here for the reader’s convenience:

RCV. WND: The val ue included in the Receive Wndow field of the TCP
header (the conputation of which is nodified by its
specification).

SND. WND: The TCP sender’s w ndow.

cwnd: The congestion wi ndow as conputed by the congestion contro
al gorithmrunning at the TCP sender

RLWND: The wi ndow val ue cal cul ated by the r LEDBAT al gorithm

fcwnd: The value that a standard-TCP receiver conpliant with
[ RFC9293] calculates to set in the receive window for flow contro
pur poses.

RCV. HGH: The hi ghest sequence nunber corresponding to a received
byte of data at one point in tinme.

TSV. HGH: The Tinmestanp Value (TSval) [RFC7323] corresponding to the
segnment in which RCV. HGH was carried at that point in tine.

SEG SEQ The sequence nunber of the |ast received segnent.
TSV. SEQ The TSval of the |ast received segnent.
Moti vati ons for rLEDBAT

r LEDBAT enabl es new use cases and new depl oynment nodel s, fostering
the use of LBE traffic. The follow ng scenarios are enabl ed by
r LEDBAT:

Content Delivery Networks (CDNs) and nore sophisticated file

di stribution scenari os:
Consi der the case where the source of a file to be distributed
(e.g., a software devel oper that wi shes to distribute a software
update) would prefer to use LBE and enabl es LEDBAT/ LEDBAT++ in the
servers containing the source file. However, because the file is
bei ng distributed through a CDN that does not inplenent LBE
congestion control, the result is that the file transfers
originated from CDN surrogates will not be using LBE
Interestingly enough, in the case of the software update, the
devel oper may al so control the software perfornmng the download in
the client (the receiver of the file), but because current LEDBAT/
LEDBAT++ are sender-based al gorithns, controlling the client is
not enough to enabl e LBE congestion control in the
communi cati on. rLEDBAT woul d enable the use of an LBE traffic
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class for file distribution in this setup

Interference from proxi es and ot her m ddl eboxes:
Proxi es and ot her m ddl eboxes are commonpl ace in the Internet.
For instance, in the case of nobile networks, proxies are
frequently used. |In the case of enterprise networks, it is comon
to deploy corporate proxies for filtering and firewalling. 1In the
case of satellite links, Performance Enhancing Proxies (PEPs) are
deployed to mtigate the effect of long delays in a TCP
connection. These proxies terninate the TCP connection on both
ends and prevent the use of LBE congestion control in the segnent
between the proxy and the sink of the content, the client. By
enabl ing rLEDBAT, clients can then enable LBE traffic between them
and t he proxy.

Recei ver-defined preferences
Frequently, the access link is the comruni cati on bottl eneck. This
is particularly true in the case of nobile devices. It is then
especially relevant for nobile devices to properly nanage the
capacity of the access link. Wth current technologies, it is
possi ble for the nobile device to use different congestion contro
al gorithms expressing different preferences for the traffic. For
i nstance, a device can choose to use standard-TCP for some traffic
and use LEDBAT/LEDBAT++ for other traffic. However, this would
only affect the outgoing traffic, since both standard-TCP and
LEDBAT/ LEDBAT++ are driven by the sender. The nobile device has
no neans to nmanage the traffic in the downlink, which is, in nost
cases, the comunication bottleneck for a typical "eyeball" end
user. rLEDBAT enables the nobile device to selectively use an LBE
traffic class for some of the incomng traffic. For instance, by
usi ng r LEDBAT, a user can use regul ar standard-TCP/UDP for a video
stream (e.g., YouTube) and use rLEDBAT for other background file
downl oads

r LEDBAT Mechani sns

r LEDBAT provi des the mechanisnms to inplenment an LBE congesti on
control algorithmat the receiver end of a TCP connection. The
r LEDBAT receiver controls the sender’s rate through the receive
wi ndow announced by the receiver in the TCP header.

r LEDBAT assunes that the sender is a standard- TCP sender. rLEDBAT
does not require any rLEDBAT-specific nodifications to the TCP
sender. The envisioned depl oynent nodel for rLEDBAT is that the
clients inplenment rLEDBAT and this enables r LEDBAT in conmuni cations
with existing standard-TCP senders. In particular, the sender MJST
i mpl ement [ RFC9293] and al so MJST inplenment the TCP Ti nestanps (TS)
option as defined in [RFC7323]. Also, the sender should inpl enent
some of the standard congestion control nechanisns, such as CUBIC

[ RFC9438] or NewReno [ RFC5681] [ RFC6582].

r LEDBAT does not define a new congestion control algorithm The
definition of the actual LBE congestion control algorithm executed in
the r LEDBAT receiver is beyond the scope of this docunent. The

r LEDBAT recei ver MJUST use an LBE congestion control algorithm
Because r LEDBAT assunes a standard- TCP sender, the sender will be
using a "best effort" congestion control algorithm (such as CUBIC or
NewReno). Since rLEDBAT uses the receive window to control the
sender’s rate and the sender cal cul ates the sender’s wi ndow as the

m ni mum of the receive wi ndow and the congestion wi ndow, rLEDBAT wil |
only be effective as long as the congestion control algorithm
executed in the receiver yields a snmaller w ndow than the one
calculated by the sender. This is nornally the case when the
receiver is using an LBE congestion control algorithm The rLEDBAT
recei ver SHOULD use the LEDBAT congestion control algorithm[RFC6817]
or the LEDBAT++ congestion control algorithm[LEDBAT++]. rLEDBAT MAY



use ot her LBE congestion control algorithns defined el sewhere.
Irrespective of which congestion control algorithmis executed in the
receiver, a rLEDBAT connection will never be nore aggressive than
standard- TCP, since it is always bounded by the congestion control

al gorithm executed at the sender.

r LEDBAT is essentially conposed of three types of nechani snms, nanely
those that provide the nmeans to neasure the packet delay (either the
RTT or the one-way del ay, depending on the selected al gorithnj,
mechani sms to detect packet |oss, and the means to nanipul ate the
receive window to control the sender’'s rate. The first two provide
input to the LBE congestion control algorithm while the third uses
the congestion wi ndow conputed by the LBE congestion control
algorithmto mani pul ate the receive window, as depicted in Figure 1.
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Figure 1: The rLEDBAT Architecture
We next describe each of the r LEDBAT comnponents.
4.1. Controlling the Receive W ndow

r LEDBAT uses the TCP receive w ndow (RCV.WND) to enable the receiver
to control the sender’s rate. [RFC9293] specifies that the RCV. WD
is used to announce the avail able receive buffer to the sender for
flow control purposes. In order to avoid confusion, we will call
fcwnd the value that a standard-TCP receiver conpliant with [ RFC9293]
calculates to set in the receive window for flow control purposes.

We call RLWAD the wi ndow val ue cal cul ated by the rLEDBAT al gorithm
and we call RCV.WND the value actually included in the Receive Wndow
field of the TCP header. For a receiver conmpliant with [ RFC9293],
RCV. WND == f cwnd.

In the case of the rLEDBAT receiver, this receiver MJST NOT set the
RCV.WND to a value larger than fcwnd and SHOULD set the RCV.WAD to
the m ni mum of RLVAD and fcwnd, honoring both.

When using r LEDBAT, two congestion controllers are in action in the
flow of data fromthe sender to the receiver, nanely the TCP
congestion control algorithmon the sender side and the LBE
congestion control algorithmexecuted in the receiver and conveyed to
the sender through the RCV.VWND. In the norrmal TCP operation, the
sender uses the mnimumof the cwnd and the RCV.WND to cal cul ate the



SND. WND. This is also true for rLEDBAT, as the sender is a regular
TCP sender. This guarantees that the r LEDBAT flow will never
transmt nore aggressively than a standard-TCP fl ow, as the sender’s
congestion window limts the sending rate. Moreover, because an LBE
congestion control algorithm such as LEDBAT/ LEDBAT++ i s designed to
react earlier and nore aggressively to congestion than regular TCP
congestion control, the RLMAND contained in the TCP RCV.WND field wll
generally be snmaller than the congestion wi ndow cal cul ated by the TCP
sender, inplying that the r LEDBAT congestion control algorithmwill
be effectively controlling the sender’s wi ndow. One exception to
this scenario is that at the begi nning of the connection, when there
is no information to set RLMAD, RLVAD is set to its maxi num val ue, so
that the sending rate of the sender is governed by the flow contro

al gorithm of the receiver and the TCP slow start mechani sm of the
sender.

In summary, the sender’s window is SND. WND = mi n(cwnd, RLWND, fcwnd)
4.1.1. Avoiding Wndow Shrinki ng

The LEDBAT/ LEDBAT++ al gorithm executed in a rLEDBAT receiver

i ncreases or decreases RLWAD accordi ng to congestion signals
(variations in the estimted queuing del ay and packet loss). |If
RLWAD i s decreased and directly announced in RCV.WND, this could | ead
to an announced wi ndow that is smaller than what is currently in use.
This so-called "shrinking the window' is discouraged as per

[ RFC9293], as it may cause unnecessary packet |oss and performance
penalties. To be consistent with [ RFC9293], the r LEDBAT receiver
SHOULD NOT shrink the receive w ndow.

In order to avoid wi ndow shrinking, the receiver MIST only reduce
RCV. WND by the nunber of bytes contained in a received data packet.
This may fall short to honor the new cal cul ated val ue of the RLW\D

i medi ately. However, the receiver SHOULD progressively reduce the
advertised RCV. WND, al ways honoring that the reduction is |l ess than
or equal to the received bytes, until the target w ndow determ ned by
the r LEDBAT algorithmis reached. This inplies that it may take up
to one RTT for the rLEDBAT receiver to drain enough in-flight bytes
to conpletely close its receive window without shrinking it. This is
sufficient to honor the w ndow output fromthe LEDBAT/ LEDBAT++

al gorithms, since they are only allowed to performat nost one

mul tiplicative decrease per RITT.

4.1.2. Setting the Wndow Scal e Option

The W ndow Scale (W5) option [RFC7323] is a neans to increase the
maxi mum wi ndow si ze pernitted by the receive window. The W5 option
defines a scale factor that restricts the granularity of the receive
wi ndow t hat can be announced. This nmeans that the rLEDBAT client
will have to accunulate the increases resulting fromnultiple

recei ved packets and only convey a change in the w ndow when the
accunul ated sum of increases is equal to or higher than one increase
step as inposed by the scaling factor according to the W5 option in
pl ace for the TCP connecti on

Changes in the receive window that are smaller than 1 MSS (Maxi mum
Segnent Size) are unlikely to have any i medi ate inpact on the
sender’s rate. As usual, TCP' s segnentation practice results in
sending full segnments (i.e., segnents of size equal to the MSS)

[ RFC7323], which defines the W5 option, specifies that allowed val ues
for the W5 option are between 0 and 14. Assunming an MSS of around
1500 bytes, W5 option values between 0 and 11 result in the receive
wi ndow bei ng expressed in units that are about 1 MSS or snaller. So,
W5 option values between 0 and 11 have no inpact in rLEDBAT (unless
packets smaller than the MSS are being exchanged).



W5 option values higher than 11 can affect the dynam cs of rLEDBAT,
since control may becone too coarse (e.g., with a W5 option val ue of
14, a change in one unit of the receive window inplies a change of 10
MSS in the effective w ndow).

For the above reasons, the rLEDBAT client SHOULD set W5 option val ues
| ower than 12. Additional experinentation is required to explore the
i npact of larger W5 val ues on r LEDBAT dynani cs.

Note that the recomrendation for rLEDBAT to set the W5 option val ues
to | ower val ues does not preclude comuni cation with servers that set
the W5 option values to | arger values, since W5 option values are set
i ndependently for each direction of the TCP connection

4.2. Measuring Del ays

Bot h LEDBAT and LEDBAT++ measure base and current delays to estimate
the queuing delay. LEDBAT uses the one-way del ay, while LEDBAT++
uses the RTT. 1In the next sections, we describe how r LEDBAT
mechani sns enabl e the receiver to nmeasure the one-way delay or the
RTT -- whichever is needed, depending on the congestion contro

al gorithm used.

4.2.1. Measuring RTIT to Estimate the Queui ng Del ay

LEDBAT++ uses the RTT to estinmate the queuing delay. |In order to
estimate the queuing delay using RTT, the rLEDBAT receiver estimtes
the base RTT (i.e., the constant conmponents of RTT) and al so neasures
the current RTT. By subtracting these two val ues, we obtain the
queui ng delay to be used by the r LEDBAT controller.

LEDBAT++ di scovers the base RTT (RTTb) by taking the m ni num val ue of
the neasured RTTs over a period of tine. The current RTT (RTTc) is
estimated using a nunber of recent sanples and applying a filter,
such as the nmininmum (or the nean) of the last k sanples. Using RTT
to estimate the queui ng del ay has a nunber of shortcom ngs and
difficulties, as discussed bel ow.

The queui ng del ay neasured using RTT al so includes the queui ng del ay
experienced by the return packets in the direction fromthe r LEDBAT
receiver to the sender. This is a fundamental linmitation of this
approach. The inpact of this Iimtation is that the rLEDBAT
controller will also react to congestion in the reverse path
direction, resulting in an even nore conservative mechani sm

In order to nmeasure RTT, the rLEDBAT client MJST enable the TS option
[ RFC7323]. By matching the TSval carried in outgoing packets with
the Timestanp Echo Reply (TSecr) val ue [ RFC7323] observed in incom ng
packets, it is possible to measure RTT. This allows the rLEDBAT
receiver to neasure RTT even if it is acting as a pure receiver. In
a pure receiver, there is no data flowing fromthe r LEDBAT receiver
to the sender, making it inpossible to match data packets with
Acknowl edgrment packets to neasure RTT, in contrast to what is usually
done in TCP for other purposes.

Dependi ng on the frequency of the local clock used to generate the
val ues included in the TS option, several packets may carry the sane
TSval. |f that happens, the rLEDBAT receiver will be unable to match
the di fferent outgoing packets carrying the same TSval with the
different incom ng packets also carrying the same TSecr val ue.
However, it is not necessary for rLEDBAT to use all packets to
estimate RTT, and sanpling a subset of in-flight packets per RIT is
enough to properly assess the queuing delay. RITT MJST then be
calculated as the tinme since the first packet with a given TSval was
sent and the first packet that was received with the sanme val ue
contained in the TSecr. Oher packets with repeated TS val ues SHOULD



NOT be used for RTT cal cul ati ons.

Several issues nust be addressed in order to avoid an artificia
increase in the observed RTT. Different issues energe, depending on
whet her the rLEDBAT-capabl e host is sending data packets or pure ACKs
to neasure RTT. W next consider these issues separately.

4.2.1.1. Measuring RTT Wien Sendi ng Pure ACKs

In this scenario, the rLEDBAT node (nhode A) sends a pure ACK to the
ot her endpoint of the TCP connection (node B), including the TS
option. Upon the reception of the TS option, host B will copy the
val ue of the TSval into the TSecr field of the TS option and incl ude
that option in the next data packet towards host A However, there
are two reasons why B nay not send a packet i mmedi ately back to A,
artificially increasing the measured RTT. The first reason is when A
has no data to send. The second is when A has no avail able w ndow to
put nore packets in flight. W next describe how each of these cases
i s addressed.

The case where host B has no data to send when it receives the pure
Acknowl edgnment is expected to be rare in the r LEDBAT use

cases. rLEDBAT will be used nostly for background file transfers, so
the expected comon case is that the sender will have data to send
throughout the lifetine of the comunication. However, if, for
exanple, the file is structured in blocks of data, it nmay be the case
that the sender will seldom have to wait until the next block is
available to proceed with the data transfer. To address this
situation, the filter used by the congestion control algorithm
executed in the receiver SHOULD discard outliers (e.g., a MN filter
[ RFC6817] woul d achi eve this) when nmeasuring RTT using pure ACK
packets.

This limtation of the sender’s wi ndow can cone fromeither the TCP
congesti on wi ndow i n host B or the announced recei ve wi ndow from
rLEDBAT in host A. Normally, the receive window will be the one to
limt the sender’s transmission rate, since the LBE congestion
control algorithmused by the r LEDBAT node is designed to be nore
restrictive on the sender’'s rate than standard-TCP. |If the liniting
factor is the congestion window in the sender, it is less relevant if
r LEDBAT further reduces the receive window due to a bloated RTT
measur enent, since the rLEDBAT node is not actively controlling the
sender’s rate. Neverthel ess, the proposed approach to discard |arger
sanpl es woul d al so address this issue.

To address the case in which the limting factor is the receive

wi ndow announced by rLEDBAT, the congestion control algorithmat the
recei ver SHOULD di scard RTT neasurenents during the w ndow reduction
phase that are triggered by pure ACK packets. The rLEDBAT receiver
is aware of whether a given TSval was sent in a pure ACK packet where
the wi ndow was reduced, and if so, it can discard the corresponding
RTT measur enment .

4.2.1.2. Measuring RTT When Sendi ng Data Packets

In the case that the r LEDBAT node is sendi ng data packets and

mat ching themwith pure ACKs to neasure RTT, a factor that can
artificially increase the RTT neasured is the presence of del ayed
Acknowl edgrments. According to the TS option generation rules

[ RFC7323], the value included in the TSecr for a delayed ACK is the
one in the TSval field of the earliest unacknow edged segment. This
may artificially increase the neasured RTT.

I f both endpoints of the connection are sending data packets,
Acknowl edgrment s are piggybacked onto the data packets and they are
not del ayed. Delayed ACKs only increase RIT nmeasurenments in the case



that the sender has no data to send. Since the expected use case for
r LEDBAT is that the sender will be sending background traffic to the
r LEDBAT receiver, the cases where del ayed ACKs increase the neasured
RTT are expected to be rare.

Nevert hel ess, measurenents based on data packets fromthe r LEDBAT
node mat ching pure ACKs fromthe other end will result in an
increased RTT sanple. The additional increase in the neasured RTT
will be up to 500 ns. This is because del ayed ACKs are generated
every second data packet received and not delayed nore than 500 ns
according to [ RFC9293]. The rLEDBAT recei ver MAY discard RTT
measur enent s done using data packets fromthe r LEDBAT receiver and
mat chi ng pure ACKs, especially if it has recent measurements done
usi ng ot her packet conbinations. Applying a filter (e.g., a MN
filter) that discards outliers would al so address this issue.

.2.2. Measuring One-Way Delay to Estimate the Queui ng Del ay

The LEDBAT al gorithm uses the one-way del ay of packets as input. A
TCP recei ver can neasure the delay of incom ng packets directly (as
opposed to the sender-based LEDBAT, where the receiver neasures the
one-way delay and needs to convey it to the sender).

In the case of TCP, the receiver can use the TS option to nmeasure the
one-way delay by subtracting the tinestanp contained in the incomn ng
packet fromthe local tine at which the packet has arrived. As noted
in [RFC6817], the clock offset between the sender’s clock and the
receiver’'s clock does not affect the LEDBAT operation, since LEDBAT
uses the difference between the base one-way delay and the current
one-way delay to estimte the queuing delay, effectively "canceling
out” the clock offset error in the queuing delay estimtion. There
are, however, two other issues that the rLEDBAT receiver needs to
take into account in order to properly estimate the one-way del ay,
nanely the units in which the received tinestanps are expressed and
the clock skew. These issues are addressed bel ow.

In order to nmeasure the one-way del ay using TCP tinmestanps, the

r LEDBAT receiver first needs to discover the units of values in the
TS option and then needs to account for the skew between the two
endpoint clocks. Note that a m smatch of 100 ppm (parts per nmillion)
in the estimation of the sender’s clock rate accounts for 6 ms of
variation per mnute in the measured delay. This is just one order
of magni tude bel ow the target delay set by rLEDBAT (or potentially
nmore if the target is set to | ower values, which is possible).

Typi cal skew for untrained clocks is reported to be around 100-200
ppm [ RFC6817] .

In order to learn both the TS units and the cl ock skew, the rLEDBAT
recei ver nmeasures how rmuch local tinme has el apsed between two packets
with different TS values issued by the sender. By conparing the
local time difference and the TS value difference, the receiver can
assess the TS units and relative clock skews. |In order for this to
be accurate, the packets carrying the different TS val ues should
experience equal (or at least simlar) delay when traveling fromthe
sender to the receiver, as any difference in the experienced del ays
woul d i ntroduce an error in the unit/skew estinmation. One possible
approach is to select packets that experienced mininal delay (i.e.,
queui ng delay close to zero) to make the estimations.

An additional difficulty regarding the estimation of the TS units and
clock skew in the context of (r)LEDBAT is that the LEDBAT congestion
controller actions directly affect the (queuing) delay experienced by
packets. In particular, if there is an error in the estimation of
the TS units/skew, the LEDBAT controller will attenpt to conpensate
for it by reducing/increasing the load. The result is that the
LEDBAT operation interferes with the TS units/clock skew



measur enents. Because of this, measurements are nore accurate when
there is no traffic in the connection (in addition to the packets
used for the nmeasurenents). The problemis that the receiver is
unawar e of whether the sender is injecting traffic at any point in
time; it is therefore unable to use these quiet intervals to perform
measurenents. The receiver can, however, force periodic slowdowns,
reduci ng the announced receive window to a few packets and performn ng
the nmeasurenents at that tine.

It is possible for the r LEDBAT receiver to performmultiple
measurenents to assess both the TS units and the relative clock skew
during the lifetinme of the connection, in order to obtain nore
accurate results. O ock skew neasurenents are nore accurate if the
time period used to discover the skewis larger, as the inpact of the
skew becones nore apparent. It is a reasonable approach for the

r LEDBAT receiver to performan early discovery of the TS units (and
the clock skew) using the first few packets of the TCP connection and
then i nprove the accuracy of the TS units/clock skew estimtion using
periodic neasurenments later in the lifetine of the connection

4.3. Detecting Packet Losses and Retransm ssions

The r LEDBAT receiver is capable of detecting retransnmitted packets as
follows. W call RCV.HCH the highest sequence nunber correspondi ng
to a received byte of data (not assuming that all bytes with smaller
sequence nunbers have been received already, there may be holes), and
we call TSV.HGH the TSval corresponding to the segnent in which that
byte was carried. SEG SEQ stands for the sequence nunber of a newy
recei ved segnment, and we call TSV.SEQ the TSval of the newy received
segment .

If SEG SEQ < RCV.HGH and TSV. SEQ > TSV. HGH, then the newly received
segnent is a retransm ssion. This is so because the newy received
segnment was generated | ater than another already-received segnent
that contained data with a | arger sequence nunber. This means that
this segnent was | ost and was retransnitted.

The proposed nmechanismto detect retransm ssions at the receiver
fails when there are window tail drops. |If all packets in the tai

of the window are lost, the receiver will not be able to detect a

m smat ch between the sequence nunbers of the packets and the order of
the timestanps. In this case, rLEDBAT will not react to |osses;
however, the TCP congestion controller at the sender will, nost
likely reducing its windowto 1 MSS and taking over the control of
the sending rate until slow start ranps up and catches the current
val ue of the r LEDBAT wi ndow.

5. Experinent Considerations
The status of this docunent is Experinental. The general purpose of

the proposed experinent is to gain nore experience running rLEDBAT
over different network paths to see if the proposed r LEDBAT

paraneters performwell in different situations. Specifically, we
would like to | earn about the follow ng aspects of the rLEDBAT
mechani sm

* |Interaction between the sender’s and receiver’'s congestion contro
al gorithnms. rLEDBAT posits that because the rLEDBAT receiver is
using a |l ess-than-best-effort congestion control algorithm the
receiver’s congestion control algorithmw |l expose a smaller
congesti on wi ndow (conveyed through the receive wi ndow) than the
one resulting fromthe congestion control algorithm executed at
the sender. One of the purposes of the experinment is to | earn how
these two algorithms interact and if the assunption that the
receiver side is always controlling the sender’s rate (and nmaking
r LEDBAT effective) holds. The experiment should include the
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di fferent congestion control algorithms that are currently wdely
used in the Internet, including CUBIC, Bottleneck Bandw dth and
Round-trip propagation tinme (BBR), and LEDBAT(++).

* Interaction between rLEDBAT and Active Queue Managenent techni ques
such as Controlled Delay (CoDel); Proportional Integral controller
Enhanced (PIE); and Low Latency, Low Loss, and Scal abl e Thr oughput
(L4S).

* How r LEDBAT shoul d resune after a period during which there was no

incoming traffic and the informati on about the rLEDBAT state

information is potentially dated.

Status of the Experinent at the Tinme of This Witing

Currently, the follow ng inplenentations of rLEDBAT can be used for
experinentation:

* Wndows 11. TrLEDBAT is available in Mcrosoft’s Wndows 11 22H2
since Cctober 2023 [ Wndows11].

* W ndows Server 2022. rLEDBAT is available in Mcrosoft’s Wndows
Server 2022 since Septenber 2022 [ W ndowsServer].

* Apple. TrLEDBAT is available in nacOS and i OS since 2021 [ Appl e].

* Linux inplenentation, open source, available since 2022
[rl edbat _nodul e].

* ns3 inplementation, open source, avail able since 2020
[ r LEDBAT-i n- ns- 3].

I n addition, rLEDBAT has been depl oyed by Mcrosoft at wide scale in
the follow ng services:

* BITS (Background Intelligent Transfer Service)

* DO (Delivery Optimzation) service

* W ndows update: using DO

*  Wndows Store: using DO

*  OneDrive

* Wndows Error Reporting: werngr.exe; werfault.exe

* System Center Configuration Manager (SCCM

* W ndows Media Player

* Mecrosoft Ofice

*  Xbox (downl oad ganes): using DO

Sone initial experinments involving rLEDBAT have been reported in

[ COWET3]. Experinents involving the interaction between LEDBAT++
and BBR are presented in [COMWET2]. An experinental evaluation of
the LEDBAT++ algorithmis presented in [ COMNET1l]. As LEDBAT++ is one
of the | ess-than-best-effort congestion control algorithns that

r LEDBAT relies on, the results regardi ng how LEDBAT++ interacts with
ot her congestion control algorithns are relevant for the

under st andi ng of rLEDBAT as wel | .

Security Considerations



Overall, we believe that rLEDBAT does not introduce any new
vulnerabilities to existing TCP endpoints, as it relies on existing
TCP knobs, notably the receive wi ndow and ti nmestanps.

Specifically, rLEDBAT uses RCV.VWND to nodul ate the rate of the
sender. An attacker wi shing to starve a flow can sinply reduce the
RCV. WND, irrespective of whether rLEDBAT is being used or not.

We can further ask ourselves whether the attacker can use the rLEDBAT
mechani sms in place to force the rLEDBAT receiver to reduce the
RCV. WND. There are two ways an attacker can do this:

* One would be to introduce an artificial delay to the packets by
either actually delaying the packets or nodifying the tinestanps.
This woul d cause the r LEDBAT receiver to believe that a queue is
bui I ding up and reduce the RCV.WND. Note that to do so, an
attacker nust be on path, so if that is the case, it is probably
more direct to sinply reduce the RCV.W\D.

* The other option would be for the attacker to nmake the r LEDBAT
receiver believe that a | oss has occurred. To do this, it
basically needs to retransmt an ol d packet (to be precise, it
needs to transmit a packet with the correct sequence numnber and
the correct port and I P nunbers). This neans that the attacker
can achi eve a reduction of incomng traffic to the rLEDBAT
receiver not only by nodifying the RCV. WND field of the packets
originated fromthe r LEDBAT host but also by injecting packets
with the proper sequence nunber in the other direction. This may
slightly expand the attack surface.

7. 1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A, r LEDBAT Pseudocode

In this section, we describe howto integrate the proposed r LEDBAT
mechani sms and an LBE del ay- based congestion control algorithm such



as LEDBAT or LEDBAT++. W describe the integrated algorithmas two
procedures: one that is executed when a packet is received by a

r LEDBAT- enabl ed endpoint (Figure 2) and another that is executed when
t he r LEDBAT-enabl ed endpoi nt sends a packet (Figure 3). At the
beginning, RLMAD is set to its maxi mum value, so that the sending
rate of the sender is governed by the flow control algorithmof the
receiver and the TCP sl ow start mechani smof the sender, and the
ackedBytes variable is set to O.

We assune that the LBE congestion control algorithmdefines a

W ndow ncrease() function and a W ndowDecrease() function. For
exanple, in the case of LEDBAT++, the W ndow ncrease() function is an
additive increase, while the WndowDecrease() function is a
multiplicative decrease. In the case of the Wndow ncrease()
function, we assune that it takes as input the current w ndow size
and t he nunber of bytes that were acknow edged since the | ast w ndow
updat e (ackedBytes) and returns as output the updated w ndow si ze.

In the case of the WndowbDecrease() function, it takes as input the
current wi ndow size and returns the updated w ndow si ze.

The data structures used in the algorithns are as follows. The
sendList is a list that contains the TSval and the |ocal send tinme of
each packet sent by the r LEDBAT- enabl ed endpoint. The TSecr field of
the packets received by the r LEDBAT-enabl ed endpoint is matched with
the sendLi st to conpute the RTT

The RTT val ues conputed for each received packet are stored in the
RTTIist, which also contains the received TSecr (to avoid using
mul ti ple packets with the same TSecr for RTT cal cul ations, only the
first packet received for a given TSecr is used to conpute the RTT).
It also contains the local time at which the packet was received, to

all ow selecting the RTTs neasured in a given period (e.g., in the
last 10 minutes). RTTlist is initialized with all its values to its
maxi mum

procedure recei vePacket ()
/lLooks for first sent packet with sane TSval as TSecr, and
[lreturns tinme difference
recei vedRTT = conput eRTT(sendLi st, receivedTSecr, receivedTi ne)

[llnserts mninmumvalue for a given receivedTSecr
/I Note that many received packets may contain sane recei vedTSecr
insertRTT (RTTlist, receivedRTT, receivedTSecr, receivedTi ne)

filteredRTT = m nLast KMeasures(RTTlist, K=4)
baseRTT = ni nLast NSeconds(RTTl i st, N=180)
qd = filteredRTT - baseRTT

[l ackedBytes is the nunber of bytes that can be used to reduce
//the receive window - without shrinking it - if necessary
ackedByt es = ackedBytes + receiveBytes

if retransmttedPacket Detected then
RLWND = DecreaseW ndow( RLWND) //Only once per RTT
end if
if gd < T then
RLWND = | ncr easeW ndow( RLMAND, ackedByt es)
el se
RLWAD = Decr easeW ndow( RLVAD)
end if
end procedure

Figure 2: Procedure Executed Wen a Packet |s Received

procedur e SENDPACKET
if (RLWND > RLWNDPr evi ous) or (RLWAD - RLWADPrevi ous < ackedByt es)



t hen
RLVWNDPr evi ous = RLWAD
el se
RLWNDPr evi ous = RLWAD - ackedByt es
end if
ackedBytes = 0
RLVWADPr evi ous = RLWAD

/] Conmpute the RLMAD to include in the packet
RLWAD = ni n( RLWAD, fcwnd)
end procedure

Figure 3: Procedure Executed Wen a Packet |Is Sent
Acknowl edgnent s

This work was supported by the EU through the Standl CT projects RXQ
CCl, and CEL6; the NG Pointer RI M project; and the H2020 5G RANGE

project; and by the Spanish Mnistry of Econony and Conpetitiveness
through the 5G City project (TEC2016-76795-C6-3-R).

We woul d i ke to thank | CCRG chairs Reese Enghardt and Vi dhi Goel for
their support on this work. W would also like to thank Dani el Havey
for his help. W would like to thank Colin Perkins, Mrja Khlew nd,
and Vidhi CGoel for their reviews and comments on earlier draft
versions of this docunent.

Aut hors’ Addr esses

Mar cel o Bagnul o
Uni versidad Carlos Il de Madrid
Email: marcelo@t.uc3mes

Al berto Garca- Mart nez
Uni versidad Carlos Il de Madrid
Email: alberto@t.uc3mes

Gabri el Montenegro
Emai |l : g.e.nontenegro@otmail.com

Praveen Bal asubr amani an
Conf | uent
Emai | : pravb.ietf@mail.com



