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Abstract

Thi s docunent defines a YANG data nodel, referred to as the "AC d ue"

nodel, to augnment the LxXVPN Service Mdel (LxSM and LxVPN Networ k
Model (LxNM with references to attachment circuits (ACs). The AC
G ue nodel enables a provider to associate Layer 2/ 3 VPN (LxVPN)
services with the underlying AC infrastructure, thereby facilitating
consi stent provisioning and managenent of new or existing ACs in
conjunction with LxVPN services. Specifically, by introducing an

i ntegrated approach to AC and LxVPN managenent, this nodel supports
Attachnent Circuit as a Service (ACaaS) and provides a standardized
mechani sm for aligning AC/ VPN requests with the network
configurations required to deliver them
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I ntroduction
To facilitate data transfer within the provider network, it is
assuned that the appropriate setup is provisioned over the |inks that
connect customer termnination points and a provider network (usually
via a Provider Edge (PE)), allowi ng data to be successfully exchanged
over these links. The required setup is referred to in this docunent
as an attachment circuit (AC), while the underlying link is referred
to as "bearer".
The docunent specifies a YANG nodule ("ietf-ac-glue", Section 6) that
updat es existing service and network Virtual Private Network (VPN
modul es with the required information to bind specific services to
ACs that are created using the AC service nodel [RFC9834].
Specifically, the foll owi ng nbdul es are augnent ed:
*  The L2VPN Service Mdel (L2SM [ RFC8466]
* The L3VPN Service Mdel (L3SM [RFC8299]
*  The L2VPN Network Mddel (L2NM) [RFC9291]
*  The L3VPN Network Mdel (L3NM) [RFC9182]

Li kewi se, the docunent augnents the L2NM and L3ANM with references to
the ACs that are managed using the AC network nodel [ RFC9835].

Thi s approach allows operators to separate AC provisioning from
actual VPN service provisioning. Refer to Section 4.2 for nore
di scussi on.

The YANG data nodel in this docunent conforms to the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

Exanples to illustrate the use of the "ietf-ac-glue" nodule are
provided in Appendi x A

Conventions and Definitions

The neani ngs of the synbols in the YANG tree diagrans are defined in
[ RFC8340] .

Thi s docunent uses terns defined in [ RFC9834].
LxSMrefers to both the L2SM and the L3SM
LxNM refers to both the L2NM and the L3NM

The following terns are used in the nodul e’ s prefixes:



ac: Attachment circuit
ntw.  Network

ref: Reference

svc: Service

The nanes of data nodes are prefixed using the prefix associated with
the correspondi ng i nported YANG nodul e as shown in Table 1:

[ et —— e ————————————— Ll —p—p—_—r L
| Prefix | Modul e | Reference |
[ el sy ey o
| ac-svc | ietf-ac-svc | Section 6.2 of [RFC9834] |
S IR . T e +
| ac-ntw | ietf-ac-ntw | [ RFC9835] |
R o e S +
| 12nm | Tetf-12vpn-ntw | [ RFC9291] |
S . e +
| 12vpn-svc | ietf-12vpn-svc | [ RFC8466] |
S IR . T T e +
| 13nm | ietf-13vpn-ntw | [RFC9182] |
R o e S +
| 13vpn-svc | ietf-13vpn-svc | [ RFC8299] |
S . e +

Tabl e 1: Mdul es and Their Associ ated Prefixes
3. Relationship to Oher AC Data Mbdel s
Figure 1 depicts the relationship between the various AC data nodel s:
* "jetf-ac-conmon" [RFC9833]
* "jetf-bearer-svc" (Section 6.1 of [ RFC9834])
* "jetf-ac-svc" (Section 6.2 of [RFC9834])

* "jetf-ac-ntw' [ RFC9835]

N N

* "jetf-ac-glue"” (Section 6)
i etf-ac-comon
N N N
o
.......... | e oo,
| | |
, | , | |
ietf-ac-svc <--- ietf-bearer-svc |
I

I
I
| AN
I
I
;

———————————— ietf-ac-glue ----------
X -->Y Xinports Y
Figure 1: AC Data Mdels
The "ietf-ac-comon" nodule is inported by the "ietf-bearer-svc",

"ietf-ac-svc", and "ietf-ac-ntw' nodul es. Bearers managed using the
"ietf-bearer-svc" nodul e may be referenced by service ACs managed



4.

4.

using the "ietf-ac-svc" nodule. Simlarly, a bearer managed using
the "ietf-bearer-svc" nodule may list the set of ACs that use that
bearer. To facilitate correlation between an AC service request and
the actual AC provisioned in the network, "ietf-ac-ntw' |everages the
AC references exposed by the "ietf-ac-svc" nmodule. Furthernore, to
bi nd Layer 2 VPN (L2VPN) or Layer 3 VPN (L3VPN) services with ACs,
the "ietf-ac-glue" nodul e augnents the LxSM and LxNM wi th AC service
ref erences exposed by the "ietf-ac-svc" nodul e and AC network

ref erences exposed by the "ietf-ac-ntw' nodul e.

Sanpl e Uses of the Data Model s
1. ACs Term nated by One or Miltiple Custonmer Edges (CEs)

Figure 2 depicts two target topol ogy flavors that involve ACs. These
t opol ogi es have the follow ng characteristics:

* A Customer Edge (CE) can be either a physical device or a |logica
entity. Such logical entity is typically a software conponent
(e.g., avirtual service function that is hosted within the
provider’'s network or a third-party infrastructure). A CE is seen
by the network as a peer Service Attachment Point (SAP) [ RFC9408].

* CEs may be either dedicated to one single connectivity service or
host nultiple connectivity services (e.g., CEs with rol es of
service functions [RFC7665]).

* A network provider nay bind a single ACto one or nultiple peer
SAPs (e.g., CEl1l and CE2 are tagged as peer SAPs for the same AC).
For exanple, and as discussed in [RFC4364], nultiple CEs can be
attached to a PE over the same AC. This scenario is typically
i mpl ement ed when the Layer 2 infrastructure between the CE and the
network is a multipoint service.

* Asingle CE may terminate nultiple ACs, which can be associ ated
with the sane bearer or distinct bearers (e.g., CE4).

* Customers may request protection schenes in which the ACs
associated with their endpoints are terninated by the sane PE
(e.g., CE3), distinct PEs (e.g., CE4), etc. The network provider
uses this request to decide where to ternminate the ACin the
service provider network and al so whether to enable specific
capabilities (e.g., Virtual Router Redundancy Protocol (VRRP)).

I I
e . | .--. (b1 smm- .
| SRS | | - AC -+ |
| CE1 | | | | PE+---AC---+ CE3 |
Te----- ' | Y -t (b2) - '
+- - - AG- - +PE| Net wor k |
e . | N .--.  (b3) e .
. | | - AC -+ |
| CE2 +----7 | | PE+---AC---+ CE4 |
L 1 | 1__1 (b3) 1___+_1
| | |
B +PE+------ ' |
|
I I
) e e e e e e e = - AC __________ 1

(bx) = bearer Id x
Figure 2: Exanpl es of ACs

These ACs can be referenced when creating VPN services. Refer to the
exanpl es provided in Appendix Ato illustrate how VPN services can be



bound to ACs.
4.2. Separate AC Provisioning from Actual VPN Service Provisioning

The procedure to provision a service in a service provider network
may depend on the practices adopted by a service provider. This
includes the flow put in place for the provisioning of advanced
network services and how they are bound to an AC. For exanple, a
single AC may be used to host nultiple connectivity services (e.g.,
L2VPN ("ietf-12vpn-svc"), L3VPN ("ietf-13vpn-svc"), Network Slice
Service ("ietf-network-slice-service")). |In order to avoid service
interference and redundant information in various |ocations, a
service provider nmay expose an interface to manage ACs network-w de
using the nodules in [RFC9834]. Custoners can request for an AC
("ietf-ac-svc") to be put in place and then refer to that AC when
requesting VPN services that are bound to the AC ("ietf-ac-glue").

Al so, internal references ("ietf-ac-ntw') used within a service
provi der network to inplenent ACs can be used by network controllers
to glue the L2NM ("ietf-I12vpn-ntw') or the L3NM ("ietf-I3vpn-ntw")
services with relevant AGCs.

Fi gure 3 shows the positioning of the AC nodels in the overall
service delivery process.

| Cust oner |

. . ,
Cust omer Service Mdels |
ietf-12vpn-svec, ietf-13vpn-sve, | ietf-network-slice-service,
ietf-ac-svc, ietf-ac-glue, | and ietf-bearer-svc

R e .

| Service |

| Ochestration |

Net wor k Mbdel s
ietf-12vpn-ntw, ietf-13vpn-ntw, | ietf-sap-ntw, ietf-ac-glue,
and ietf-ac-ntw

| Net wor k |
| Ochestration |
L o m oo o ’
Net wor k Confi gurati on Model |
B R
I I
immemm-- +----- . immemm-- +----- .
| Domai n | | Domai n |
| Orchestration | | Orchestration |
1__+ ________ +_1 Y . oo - ’
Devi ce | | |
Configuration | | |
Model s | | |
comeheee | |
| Config | | I
| Manager | | |
A |
I I I
NETCONF/ CLI . ... .
I I I
---. Bearer | | Bearer
|CE1l +-------- + Net wor k e + CE2|



Figure 3: An Exampl e of AC Mddel s Usage
Modul e Tree Structure

[ RFC8299] specifies that a ’site-network-access’ attachnent is

achi eved through a 'bearer’ with an 'ip-connection’ on top. From
that standpoint, a ’'site-network-access’ is mapped to an AC with both
Layer 2 and Layer 3 properties per [RFC9834]. [RFC8466] specifies
that a 'site-network-access’ represents a |ogical Layer 2 connection
to a site. A 'site-network-access’ can thus be napped to an AC with
Layer 2 properties [RFC9834]. Similarly, ’'vpn-network-access

defined in both [ RFC9182] and [ RFC9291] is napped to an AC per

[ RFC9834] or [ RFC9835].

As such, ACs created using the "ietf-ac-svc" nodul e [ RFC9834] can be
referenced in other VPN-rel ated nodules (e.g., LxSMand LxNM. Al so,
ACs managed using the "ietf-ac-ntw' nodul e [ RFC9835] can be
referenced in VPN-rel ated network modul es (mainly, the LxNM. The
required augnentations to that aimare shown in Figure 4.

nmodul e: ietf-ac-glue

augment /1 2vpn-svc: | 2vpn-svc/ | 2vpn-svc: sites/| 2vpn-svc:site
/1 2vpn-svc: site-network-accesses:
+--rw ac-svc-ref* ac-svc:attachment-circuit-reference
augnment /| 2vpn-svc: | 2vpn-svc/ | 2vpn-svc:sites/ | 2vpn-svc:site
/1 2vpn-svc: site-network-accesses
/1 2vpn-svc: sit e- net wor k- access:
+--rw ac-svc-ref? ac-svc:attachment-circuit-reference {ac-glue}?
augrment /1 3vpn-svc: | 3vpn-svc/l 3vpn-svc:sites/| 3vpn-svc:site
/1 3vpn-svc: site-network-accesses:
+--rw ac-svc-ref* ac-svc: attachnent-circuit-reference
augnment /1 3vpn-svc: | 3vpn-svc/ | 3vpn-svc:sites/| 3vpn-svec:site
/1 3vpn-svc: site-network-accesses
/1 3vpn-svc: site-network-access:
+--rw ac-svc-ref? ac-svc:attachment-circuit-reference {ac-glue}?
augrment /1 2nm | 2vpn-ntw | 2nm vpn-servi ces/| 2nm vpn- servi ce
/1 2nm vpn- nodes/ | 2nm vpn- node/ | 2nm vpn- net wor k- accesses:
+--rw ac-svc-ref* ac-svc:attachnent-circuit-reference
+--rw ac-ntwref* [ac-ref]

+--rw ac-r ef | eaf r ef
+--rw node-ref? | eaf r ef
+--rw network-ref? -> [ nw. net wor ks/ net wor k/ net wor k-i d

augnent /1 2nm | 2vpn-ntw/ | 2nm vpn-servi ces/ | 2nm vpn- servi ce
/1 2nm vpn- nodes/ | 2nm vpn- node/ | 2nm vpn- net wor k- accesses
/1 2nm vpn- net wor k- access:
+--rw ac-svc-ref? ac-svc:attachnment-circuit-reference {ac-glue}?
+--rw ac-ntwref {ac-glue}?

+--rw ac-ref? | eaf r ef
+--rw node-ref? | eaf r ef
+--rw network-ref? -> [/ nw. net wor ks/ net wor k/ net wor k-i d

augrment /1 3nm | 3vpn-ntw | 3nm vpn-servi ces/| 3nm vpn-servi ce
/1 3nm vpn-nodes/ | 3nm vpn- node/ | 3nm vpn- net wor k- accesses:
+--rw ac-svc-ref* ac-svc:attachment-circuit-reference
+--rw ac-ntwref* [ac-ref]

+--rw ac-ref | eaf r ef
+--rw node-ref? | eaf r ef
+--rw network-ref? -> [ nw. net wor ks/ net wor k/ net wor k-i d

augment /1 3nm | 3vpn-ntw | 3nm vpn-servi ces/| 3nm vpn-servi ce
/1 3nm vpn- nodes/ | 3nm vpn- node/ | 3nm vpn- net wor k- accesses
/1 3nm vpn- net wor k- access:
+--rw ac-svc-ref? ac-svc:attachnment-circuit-reference {ac-glue}?
+--rw ac-ntwref {ac-glue}?
+--rw ac-ref? | eaf r ef
+--rw node-ref? | eaf r ef
+--rw network-ref? -> / nw. net wor ks/ net wor k/ net work-id



Figure 4. AC Aue Tree Structure

When an AC is referenced within a specific network access, that AC
i nformati on takes precedence over any overlapping information that is
al so encl osed for this network access.

Thi s approach is consistent with the design in [ YANG NSS] where
an AC service reference, called "ac-svc-ref’, is used to

i ndi cate the nanes of AC services. As per [YANG NSS], when
both "ac-svc-ref’ and the attributes of "attachment-circuits
are defined, the 'ac-svc-ref’ takes precedence.

The "ietf-ac-glue" nodule includes provisions to reference ACs within
or outside a VPN network access to accombpdate depl oynent contexts
where an AC reference may be created before or after a VPN i nstance
is created. Appendix Al illustrates how an AC reference can be

i ncluded as part of a specific VPN network access, while Appendix A 2

shows how AC references can be indicated outside individual VPN
network access entri es.

The AC Gue ("ietf-ac-glue") YANG Modul e

Thi s nodul es augnments the L2SM [ RFC8466], the L3SM [ RFC8299], the
L2NM [ RFC9291], and the L3NM [ RFC9182].

Thi s nodul e uses references defined in [ RFCO834] and [ RFC9835].

<CODE BEG NS> file "ietf-ac-glue@025-09-29. yang"
modul e ietf-ac-glue {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-ac-glue";
prefix ac-gl ue;

import ietf-13vpn-svec {
prefix | 3vpn-svc;
reference
"RFC 8299: YANG Data Model for L3VPN Service Delivery"
}
import ietf-l2vpn-svc {
prefix | 2vpn-svc;
reference
"RFC 8466: A YANG Data Mddel for Layer 2 Virtual Private
Net wor k (L2VPN) Service Delivery"

}
inmport ietf-13vpn-ntw {
prefix | 3nm
ref erence
"RFC 9182: A YANG Network Data Mddel for Layer 3 VPNs";
}

import ietf-l2vpn-ntw {
prefix | 2nm
ref erence
"RFC 9291: A YANG Network Data Mddel for Layer 2 VPNs";
}
import ietf-ac-svc {
prefix ac-svc;
ref erence
"RFC 9834: YANG Data Mddels for Bearers and Attachnent
Circuits as a Service (ACaaS)"
}
inmport ietf-ac-ntw {
prefix ac-ntw;
ref erence

"RFC 9835: A Network YANG Data Moddel for Attachnent Circuits”;



organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Wirking G oup)";
cont act

"W Web: <https://datatracker.ietf.org/wy/ opsanwg/ >

W5 List: <mailto: opsawg@etf.org>

Edi t or: Mohanmed Boucadair
<mai | t o: nohaned. boucadai r @r ange. con®
Aut hor : Ri chard Roberts
<mai | t o: rroberts@ uni per. net >
Aut hor : Sanmi er Bar gui
<mai | t o: ssam er. barguil _giral do@oki a. con»
Aut hor : Cscar Conzal ez de Dios
<mai | t 0: oscar. gonzal ezdedi os@ el ef oni ca. con";
description
"Thi s YANG nodul e defines a YANG data nodel for augnmenting the
LxSM and the LxNM wi th AC references.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9836; see the
RFC itself for full legal notices.";

revisi on 2025-09-29 {
description
"Initial revision.";
reference
"RFC 9836: A YANG Data Model for Augmenting VPN Service
and Network Models with Attachnent Circuits”;

}

feature ac-glue {
description
"The VPN i npl enentation supports binding a specific VPN
network access or site access to an AC. ";

}

groupi ng singl e-ac-svec-ref {
description
"A grouping with a single reference to a service AC.";
| eaf ac-svc-ref {
type ac-svc:attachnment-circuit-reference;
description
"A reference to the AC as exposed at the service that was
provi si oned using the ACaaS nodule.";

}
}

groupi ng single-ac-svc-ntwref {
description
"A grouping with single AC references.";
| eaf ac-svc-ref {
type ac-svc:attachnment-circuit-reference;
description
"A reference to the AC as exposed at the service that was
provi si oned using the ACaaS nodule.";



contai ner ac-ntwref {
description
"A reference to the AC that was provisioned using the AC
net wor k nodul e. ";
uses ac-ntw attachment-circuit-reference;

}
}

groupi ng ac-svc-ref {
description
"A set of service-specific AC-related data.";
| eaf-1ist ac-svc-ref {
type ac-svc:attachment-circuit-reference;
description
"A reference to the AC as exposed at the service that was
provi sioned using the ACaaS nodule.";

}
}

groupi ng ac-svc-ntwref {
description
"A set of AC-related data.";
| eaf-1ist ac-svc-ref {
type ac-svc:attachment-circuit-reference;
description
"A reference to the AC as exposed at the service that was
provi sioned using the ACaaS nodule.";
}
list ac-ntwref {
key "ac-ref";
description
"A reference to the AC that was provisioned using the AC
net wor k modul e. *;
uses ac-ntw attachnent-circuit-reference;

}
}

augnent "/12vpn-svc: | 2vpn-svc”
+ "/l 2vpn-svc:sites/| 2vpn-svc:site"
+ "/l 2vpn-svc: site-network-accesses" {
description
"Augnents VPN site network accesses with AC provisioning
details. Concretely, it binds a site to a set of ACs with
Layer 2 properties that were created using the ACaaS nodul e.";
uses ac-svc-ref;

}

augnment "/12vpn-svc: | 2vpn-svc”
+ "/l 2vpn-svc:sites/| 2vpn-svc:site”
+ "/l 2vpn-svc: site-network-accesses”
+ "/l 2vpn-svc: site-network-access" {
if-feature "ac-glue";
description
"Augnents VPN site network access with AC provi sioning
details. Concretely, it glues a ’site-network-access
to an AC with Layer 2 properties that was created using the
ACaaS nodul e.

The ACaaS information takes precedence over any overl appi ng
information that is also provided for a site network access.";
uses singl e-ac-svc-ref;

}

augnment "/13vpn-svc: | 3vpn-svc”
+ "/13vpn-svc:sites/| 3vpn-svc:site"
+ "/13vpn-svc: site-network-accesses” {



description
"Augnents VPN site network accesses with AC provisioning
details. Concretely, it binds a site to a set of ACs with
both Layer 2 and Layer 3 properties that were created using
the ACaaS nodule.";
uses ac-svc-ref;

}

augnent "/13vpn-svc: | 3vpn-svc”
+ "/13vpn-svc:sites/| 3vpn-svc:site"
+ "/l 3vpn-svc: site-network-accesses”
+ "/13vpn-svc: site-network-access" {
if-feature "ac-glue";
description
"Augnents VPN site network access with AC provi sioning
details. Concretely, it glues a 'site-network-access’ to an
AC with both Layer 2 and Layer 3 properties that was created
usi ng the ACaaS nodul e.

The ACaaS information takes precedence over any overl appi ng
information that is also provided for a site network access.";
uses singl e-ac-svc-ref;

}

augrment "/12nm | 2vpn-ntw | 2nm vpn-servi ces/| 2nm vpn-servi ce"
+ "/12nm vpn-nodes/ | 2nm vpn- node"
+ "/l 2nm vpn- net wor k- accesses" {
description
"Augnments VPN network accesses with both service and network
AC provisioning details. Concretely, it binds a site to (1)
a set of ACs with Layer 2 properties that were created using
the ACaaS nodule and (2) a set of ACs with Layer 2 properties
that were provisioned using the AC network nodel .";
uses ac-svc-ntwref;

}

augrment "/12nm | 2vpn-ntw | 2nm vpn-servi ces/| 2nm vpn-servi ce"
+ "/12nm vpn-nodes/ | 2nm vpn- node"
+ "/12nm vpn- net wor k- accesses"
+ "/l 2nm vpn- net wor k- access" {
if-feature "ac-glue";
description
"Augnents VPN network access with service and network
references to an AC. Concretely, it glues a VPN network
access to (1) an AC with Layer 2 properties
that was created using the ACaaS nodule and (2) an AC with
Layer 2 properties that was created using the AC network
modul e.

The AC service and network information takes precedence over
any overlapping information that is also provided for a VPN
network access.";

uses singl e-ac-svc-ntwref;

}

augrment "/13nm | 3vpn-ntw | 3nm vpn-services/| 3nm vpn-service"
+ "/13nm vpn-nodes/| 3nm vpn- node"
+ "/13nm vpn-net wor k- accesses" {
description
"Augnents VPN network accesses with both service and network
AC provisioning details. Concretely, it binds a site to (1)
a set of ACs with both Layer 2 and Layer 3 properties that
were created using the ACaaS nodule and (2) a set of ACs with
both Layer 2 and Layer 3 properties that were provisioned
usi ng the AC networ k nodel .";
uses ac-svc-ntwref;



}

augrment "/13nm | 3vpn-ntw | 3nm vpn-services/| 3nm vpn-service"
+ "/13nm vpn-nodes/| 3nm vpn- node"
+ "/13nm vpn-net wor k- accesses"
+ "/13nm vpn-net wor k- access" {
if-feature "ac-glue";
description
"Augnents VPN network access with service and network
references to an AC. Concretely, it glues a VPN network
access to (1) an AC with both Layer 2 and Layer 3 properties
that was created using the ACaaS nodule and (2) an AC with
both Layer 2 and Layer 3 properties that was created using the
AC networ k nodul e

The AC service and network information takes precedence over
any overlapping information that is also provided for a VPN
net wor k access.";

uses singl e-ac-svc-ntwref;

}
}
<CODE ENDS>
Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [ YANG GUI DELI NES] .

The "ietf-ac-comon" YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use nmutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes without proper protection or authentication can have a negative
ef fect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

"ac-svc-ref’ and 'ac-ntwref’: An attacker who is able to access
net wor k nodes can undertake various attacks, such as deleting a
running VPN service, interrupting all the traffic of a client.
Specifically, an attacker may nodify (including delete) the ACs
that are bound to a running service, |eading to mal functioning of
the service and therefore to Service Level Agreenent (SLA)
viol ations. Such activity can be detected by adequately
nmoni toring and tracking network configuration changes.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

"ac-svc-ref’ and 'ac-ntwref’: These references do not expose
privacy-related informati on per se; however, ’'ac-svc-ref’ may be



used to track the set of VPN instances in which a given customner
is invol ved.

Note that, unlike "ac-svc-ref’, "ac-ntwref’ is unique within the
scope of a node and may nul tiplex nany peer CEs.

8. | ANA Consi der ations

| ANA has registered the following URI in the "ns" subregistry within
the "I ETF XML Regi stry" [ RFC3688]:
URI: wurn:ietf:params:xm :ns:yang:ietf-ac-glue

Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanmespace.

I ANA has registered the followi ng YANG nodul e in the "YANG Mdul e
Nanmes" registry [ RFC6020] within the "YANG Paraneters" registry

gr oup:

Nane: ietf-ac-glue

Mai nt ai ned by | ANA? N

Nanmespace: wurn:ietf:params:xm:ns:yang:ietf-ac-glue
Prefix: ac-glue

Ref erence: RFC 9836
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Appendi x A,  Exanpl es

A.l. A Service AC Reference Wthin the VPN Network Access
Let us consider the exanple depicted in Figure 5 which is inspired
fromSection 2.1 of [RFC4664]. Each PE is servicing two CEs. Let us

al so assune that the service references to identify ACs with these
CEs are shown in Figure 5.

| | AcCL AC2 | |
| CEL |--+ 2001:db8: 100: : 1 2001: db8: 200: : 1 +--| CE2 |
I s et o
T T T L ST
| VPV - - - <[ - - - - - [----- | 1 VP
| PE1 | :::l :::::l :::::l PE2 |
[ [ P PR IR
e e
T L L PR S e I R
| CE3 |--+ +--| CE4 |
| | AC3 ACA | |

Fi gure 5: VPW5 Topol ogy Exanpl e

As shown in Figure 6, the service AC references can be explicitly
indicated in the L2NM query for the realization of the Virtua
Private Wre Service (VPWS) (Section 3.1.1 of [RFC4664]).

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

"ietf-12vpn-ntw | 2vpn-ntw': {
"vpn-services": {
"vpn-service":[
{
"vpn-id":"vpws12345",
"vpn-description":"Sanple VPWs with AC service \
ref erences”,

"cust omer - nanme": "cust omer - 12345",

"vpn-type":"ietf-vpn-comon: vpws",
"bgp- ad- enabl ed": t rue,
"signaling-type":"ietf-vpn-comuon:|dp-signaling",

"gl obal - paraneters-profiles":{
"gl obal - paraneters-profile":[

"profile-id":"sinple-profile",
"| ocal - aut ononous- syst ent' : 65550,
"rd-auto":{
"auto": [
nul |
]



}

"vpn-target":|
"id": g,
"route-targets":|

{

}
] i)
"route-target-type": "both"

"route-target":"0:65535: 1"

]
},
"vpn-nodes": {
"vpn-node": [
{
"vpn-node-i d": "pel"”,
"ne-id":"2001: db8: 100: : 1",
"active-gl obal -paraneters-profiles":{
"gl obal - paraneters-profile":[

"profile-id":"sinple-profile"

]

} i)

"bgp- aut o-di scovery":{
"vpn-id":"587"

}

"signal i ng-option":{

"advertise-ntu":true,

"l dp-or-12tp":{
"saii":1,
"renmote-targets": |

{

}
] i)
"t-1dp-pwtype":"ethernet”

"taii":2

}

},

"vpn- net wor k- accesses”: {
"vpn- net wor k- access": |

"id':"1/1/1.1",
"interface-id":"1/1/1",

‘description":"Interface to CEl",
"active-vpn-node-profile":"sinple-\
profile",
"status":{
"adm n-status":{
"status":"ietf-vpn-comon:\
adm n- up”
}
"ietf-ac-glue:ac-svc-ref":"ACL"
}
H
{
"id':"1/1/3.1",
"interface-id":"1/1/3",
"description":"Interface to CE3",
"active-vpn-node-profile":"sinple-\
profile",
"status":{

"adm n-status":{



"status":"ietf-vpn-comon:\
adm n- up”

3,

"ietf-ac-glue:ac-svc-ref":"AC3"

"vpn- node-id": " pe2",

"ne-id":"2001: db8: 200:: 1",

"active-gl obal -paraneters-profiles":{
"gl obal - parameters-profile":[

"profile-id":"sinple-profile"

}
]
}
"bgp- aut o-di scovery":{
"vpn-id":"587"
}

"1ignaling-option":{
"advertise-mu":true,
"l dp-or-12tp":{

"saii": 2,
"renmpte-targets": |
{
"taii":1
}

] ]
"t-1dp-pwtype":"ethernet"

}

},

"vpn- net wor k- accesses”: {
"vpn- net wor k- access": [

“id':"2/1/2. 1",
"interface-id":"2/1/2",
"description":"Interface to CE2",
"active-vpn-node-profile":"sinple-\
profile",
"status":{
"adm n-status":{
"status":"ietf-vpn-comon:\
admi n- up”
}

"ietf-ac-glue:ac-svc-ref":"AC2"

"idv:"2/1/4. 1",
"interface-id":"2/1/4",
"description":"Interface to CE4",
"active-vpn-node-profile":"sinple-\
profile",
"status":{
"adm n-status":{
"status":"ietf-vpn-comon:\
adm n- up”
}

"ietf-ac-glue:ac-svc-ref":"AC4A"



Fi gure 6: Exanmple of VPWS5 Creation with AC Service References
A.2. Network and Service AC References

Let us consider the exanple depicted in Figure 7 with two custoner
termnation points (CEL and CE2). Let us also assunme that the
bearers to attach these CEs to the service provider network are
already in place. References to identify these bearers are shown in
Figure 7.

R | PE1 +===+ +===+ PE2 | L
| CE1+------ +" 450" | | MPLS | | "451" +------ + CE2|
1___! /\ L 1 | | L 1 /\ 1___!

I I Core I I
Bearer: 1234 B ’ Bear er: 5678

Figure 7: Topol ogy Exanpl e

The AC service nodel [RFC9834] can be used by the provider to nmanage
and expose the ACs over existing bearers as shown in Figure 8.

{

"ietf-ac-svc:attachnent-circuits": {
"ac-group-profile": [

"name": "an-ac-profile",
"l 2-connection": {
"encapsul ation": {

"type": "ietf-vpn-comon: dot 1q",
"dot 19": {
"tag-type": "ietf-vpn-common:c-vlan",
"cvlan-id": 550
}
}
},
"service": {
"mtu": 1550,
"svc-pe-to-ce-bandw dth": {
"bandwi dth": [
"bwtype": "ietf-vpn-comon: bw per-port",
"cir": "20480000"
}
]
}
"svc-ce-to-pe-bandw dth": {
"bandwi dth": [
"bwtype": "ietf-vpn-conmmon: bw per-port",
"cir": "20480000"
}
]
},
"qos": {

"qos-profiles": {
"qos-profile": [



"profile": "QoS Profile A",

"direction": "ietf-vpn-conmon: bot h"
}
]
}
}
}
}
1,
"ac": [
{
"nane": "ac-1",
"description": "First attachment",
"ac-group-profile": [
"an-ac-profile"
1,
"l 2-connection": {
"bearer-reference": "1234"
}
H
{
"name": "ac-2",
"description": "Second attachnent",
"ac-group-profile™: [
"an-ac-profile"
1,
"l 2-connection": {
"bearer-reference": "5678"
}
}
]

Figure 8: ACs Created Using ACaaS

Let us now consider that the custoner wants to request a Virtua
Private LAN Service (VPLS) instance between the sites as shown in
Fi gure 9.

|---------- VPLS "1543" ---------- |
~--. ACL | PEL +===+ +===+ PE2 | AC2 .---
| CEl+------ +" 450" | | MPLS | | " 451" +------ + CE2|
1___! /\ L 1 | | L 1 /\ 1___!
I I Core I I
Bearer: 1234 B ’ Bear er: 5678

Fi gure 9: Exanple of VPLS

To that aim existing ACs are referenced during the creation of the
VPLS instance using the L2NM [ RFC9291] and the "ietf-ac-glue" nodul e
as shown in Figure 10

"ietf-l2vpn-ntw | 2vpn-ntw': {
"vpn-services": {
"vpn-service": [
{

"vpn-id": "1543",
"vpn- name": " CORPO EXAMPLE",
"cust oner - name": " EXAVPLE",
"vpn-type": "ietf-vpn-comon:vpls",
"vpn-service-topol ogy": "ietf-vpn-comon: hub- spoke",



"bgp- ad- enabl ed": fal se,
"signaling-type": "ietf-vpn-conmon: | dp-signaling",
"gl obal - parameters-profiles": {

"gl obal - paraneters-profile": [

"profile-id": "sinple-profile",
"ce-vlan-preservation": true,
"ce-vl an-cos-preservation": true

1pn-nodes": {
"vpn-node": [

}

{
"vpn-node-id": "450",
"ne-id": "2001:db8:5::1",
"role": "ietf-vpn-common: hub-role",
"status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
}
},
"active-gl obal -paraneters-profiles": {
"gl obal - paraneters-profile": [
"profile-id": "sinple-profile"
}
]
},
"signaling-option": {
"ldp-or-12tp": {
"t-ldp-pwtype": "vpls-type",
"pw peer-list": [
"peer-addr": "2001: db8:50:: 1",
"vc-id": "1543"
}
]
}
},
"vpn- net wor k- accesses”: {
"ietf-ac-glue:ac-svc-ref": ["ac-1"]
}
H
{
"vpn-node-id": "451",
"ne-id": "2001:db8:50::1",
"role": "ietf-vpn-comon: spoke-role",
"status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
}
},
"active-gl obal -paraneters-profiles": {
"gl obal - paraneters-profile”: [
"profile-id": "sinple-profile"
}
]
}

",ignaling—option": {
"l dp-or-l12tp": {
"t-1dp-pwtype": "vpls-type",
"pwpeer-list": [
{
"peer-addr": "2001: db8:5::1",



"ve-id": "1543"
}
]
}

pn- net wor k- accesses": {
"ietf-ac-glue:ac-svc-ref": ["ac-2"]

}

Figure 10: Exanple of a VPLS Request Using L2NM and AC G ue
(Message Body)

Note that before inplenenting the VPLS instance creation request, the
provi der service orchestrator may first check if the VPLS service can
be provided to the custonmer using the target delivery locations. The
orchestrator uses the SAP nodel [RFC9408] as exenplified in

Figure 11. This exanple assunmes that the query concerns only PE1L. A
simlar query can be issued for PE2

{
"ietf-sap-ntw service":[
{
"service-type":"ietf-vpn-conmon: vpls",
"sap": [
{
"sap-id":"sap#l",
"peer-sap-id":[
"ce-1"
o
"description":"A parent SAP",
"attachment-interface":"GEO/6/1",
"interface-type":"ietf-sap-ntw phy",
"role":"ietf-sap-ntw uni",
"al l ows-chil d-saps":true,
"sap-status”:{
"status":"ietf-vpn-comon: op-up"
}

Figure 11: Exanple of SAP Response (Message Body)

The response in Figure 11 indicates that the VPLS service can be
delivered to CEl. The "ietf-ac-ntw' nodul e [ RFCO835] can be al so
used to access AC-related details that are bound to the target SAP
(Figure 12).

"ietf-sap-ntw service":[

{
"service-type":"ietf-vpn-common: vpls",
"sap": [
{

"sap-id":"sap#l",
"peer-sap-id":[



"ce-1"
1,
"description":"A parent SAP",
"attachment-interface":"GEO/6/1",
"interface-type":"ietf-sap-ntw phy",
"role":"ietf-sap-ntw uni",
"al l ows-chil d-saps":true,
"sap-status":{

"status":"ietf-vpn-comon: op-up"
}

"sap-id":"sap#ll",
"description":"A child SAP",
"parent-term nation-point":"GE0/6/4",
"attachment-interface":"GEOQ/6/4.2",
"interface-type":"ietf-sap-ntw | ogical",
"encapsul ati on-type":"ietf-vpn-comon: vl an-type",
"sap-status”:{

"status":"ietf-vpn-comon: op-up"
}

"ietf-ac-ntw ac": [

{
"ac-ref":"ac-1",
"node-ref":"exampl e: pe2",
"networ k-ref":"exanpl e: an-i d"

Figure 12: Exanple of AC Network Response with SAP (Message Body)

The provisioned AC at PE1 can be retrieved using the AC network node
[ RFC9835] as depicted in Figure 13.

"ietf-ac-ntw ac": [
{
"nanme":"ac-11",
"svc-ref":"ac-1",
"peer-sap-id":[

"ce-1"
1,
"status":{
"adm n-status":{
"status":"ietf-vpn-comon: adm n-up"
},
"oper-status": {
"status":"ietf-vpn-comon: op-up"
}
}

2-connection":{
"encapsul ation":{

"encap-type":"ietf-vpn-comon: dot 19",
"dot 19" :{
"tag-type":"ietf-vpn-comon:c-vlan",

"cvl an-id": 550
}
} i)
"bearer-reference":"1234"

"service":{



"nmtu": 1550,
"svc- pe-to-ce-bandw dth": {

"bandwi dt h": [
"bwtype": "ietf-vpn-conmmon: bw per-port",
“cir":"20480000"
}
]
}
"svc- ce-to-pe-bandwi dth": {
"bandwi dt h": [
"bwtype": "ietf-vpn-comon: bw per-port”,
“cir":"20480000"
}
]
},
"qos":{
"qos-profiles":{
"qos-profile":[
"qos-profile-ref":"QS Profile_ A",
"networ k-ref":"exanpl e: an-id",
"direction":"ietf-vpn-comon: bot h"
}
]
}
}

Fi gure 13: Exanple of AC Network Response (Message Body)
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