I nternet Engi neering Task Force (IETF) M Boucadair, Ed.

Request for Comments: 9833 Orange
Cat egory: Standards Track R Roberts, Ed.
I SSN: 2070-1721 Juni per

O Gonzal ez de Dios
Tel ef oni ca

S. Barguil

Noki a

B. Wi

Huawei Technol ogi es
Sept enber 2025

A Commpon YANG Data Mbdel for Attachnment Circuits
Abst r act

The docunent specifies a compn attachnment circuits (ACs) YANG data
nmodel , which is designed to be reusable by other nodels. This design
is meant to ensure consistent AC structures anong nodel s that
mani pul ate ACs. For exanple, this common nodel can be reused by
service nodels to expose ACs as a service, service nodels that
require binding a service to a set of ACs, network and devi ce nodels
to provision ACs, etc.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc9833

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

I nt roduction

Conventions and Definitions

Rel ati onship to O her AC Data Model s

. Description of the AC Cormon YANG Modul e
4.1. Feat ures

4.2. ldentities

b=



4.3. Reusabl e G oupings
Common Attachnent Circuit YANG Modul e
Security Considerations
| ANA Consi der ati ons

. References
8. 1. Nor mat i ve Ref erences
8.2. Informative References

Appendi x A Full Tree

Acknowl edgnent s

Contributors

Aut hors’ Addresses

©ONo O

I nt roduction

Connectivity services are provided by networks to custoners via

dedi cated ternminating points (e.g., Service Functions (SFs), Customner
Prem ses Equi prent (CPE), Autonompus System Border Routers (ASBRs),
data center gateways, or Internet Exchange Points (I1XPs)). A
connectivity service ensures data transfer from (or destined to) a
given term nating point to (or originating fron) other termnating
points. Objectives for such a connectivity service nmay be negoti ated
and agreed upon between a custonmer and a network provider.

For that data transfer to take place within the provider network, it
i s assuned that adequate setup is provisioned over the |inks
connecting the custonmer’s termnating points to the provider network
(typically, a Provider Edge (PE)), thereby enabling successful data
exchange. This necessary provisioning is referred to in this
docunent as an "attachnent circuit" (AC), while the underlying Iink
is referred to as the "bearer".

When a custoner requests a new service, that service can be
associated with existing ACs or may require the instantiation of new
ACs. Whether these ACs are dedicated to a particular service or
shared anong mul tiple services depends on the specific depl oynent.

Exanpl es of ACs are depicted in Figure 1. A Customer Edge (CE) may
be realized as a physical node or a logical entity. Fromthe
network’s perspective, a CEis treated as a peer Service Attachnent
Poi nt (SAP) [ RFC9408]. CEs can be dedicated to a single service
(e.g., Layer 3 Virtual Private Network (VPN) or Layer 2 VPN) or can
host nultiple services (e.g., SFs [RFC7/665]). A single AC, as viewed
by the network provider, may be bound to one or nore peer SAPs (e.g.,
"CE1" and "CE2"). For instance, as discussed in [RFC4364], nmultiple
CEs can attach to a PE over the sanme AC. This approach is typically
depl oyed when the Layer 2 infrastructure between the CE and the
networ k supports a multipoint service. A single CE may al so
termnate multiple ACs (e.g., "CE3" and "CE4"), which may be carried
over the sane or distinct bearers

I I
e . | .--. (b1 smm- .
| SRS | | - AC -+ |
| CE1 | | | | PE+---AC---+ CE3 |
Te----- ' | Y -t (b2) - '
+- - - AG- - +PE| Net wor k |
e . | N .--.  (b3) e .
| . | | - AC -+ |
| CE2 +----7 | | PE+---AC---+ CE4 |
L 1 | 1__1 (b3) 1___+_1
| |
. PEt - - - - - ;
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Figure 1. Exanples of ACs

Thi s docunent specifies a common nodule ("ietf-ac-comon") for ACs
(Section 5). The nmodule is designed to be reusable by other nodels,
thereby ensuring consistent AC structures anmong nodul es that
mani pul ate ACs. For exanple, the conmon nodul e can be reused by
service nodels to expose AC as a Service (ACaaS) (e.g., [RFC9834]) or
by service nodels that require binding a service to a set of ACs
(e.g., RFC 9543 Network Slice Service [YANGNSS])). It can also be
used by network nodels to provision ACs (e.g., [RFC9835]) and device
nmodel s, anobng ot hers

The common AC nodul e eases data inheritance between nodul es (e.g.,
fromservice to network nodels as per [RFC8969]).

The YANG data nodel in this docunent conforns to the Network
Management Datastore Architecture (NVDA) defined in [ RFC8342].

Conventions and Definitions

The neani ngs of the synbols in the YANG tree diagrans are defined in
[ RFC8340] .

LxSMrefers to both the L2VPN Service Mdel (L2SM [RFC8466] and the
L3VPN Service Mddel (L3SM [RFC8299].

LxNM refers to both the L2VPN Network Mdel (L2NM [RFC9291] and the
L3VPN Network Model (L3NM [RFC9182].

Thi s docunent uses the following term

Bearer: A physical or logical link that connects a CE (or site) to a
provi der networKk.

A bearer can be a wireless or wired link. One or nultiple
technol ogi es can be used to build a bearer. The bearer type can
be specified by a custoner.

The operator all ocates a unique bearer reference to identify a
bearer within its network (e.g., custoner line identifier). Such
a reference can be retrieved by a customer and then used in
subsequent service placenent requests to unanbi guously identify
where a service is to be bound.

The concept of bearer can be generalized to refer to the required
under | yi ng connection for the provisioning of an AC

One or nultiple ACs nay be hosted over the sanme bearer (e.g.,
multiple Virtual Local Area Networks (VLANs) on the sane bearer
that is provided by a physical 1ink).

The nanes of data nodes are prefixed using the prefix associated with
the correspondi ng i nported YANG nodul e as shown in Table 1.

[ bl sy el
| Prefix | Modul e | Reference |
| inet | ietf-inet-types | Section 4 of [RFC6991]
R o e e e e oo oo o e e e e e e e e oo o - +
| key-chain | ietf-key-chain | [RFC8177] |
S TR e +
| nacm | ietf-netconf-acm| [RFC8341] |
S ISRy IR T +

| vpn-conmon | ietf-vpn-conmon | [ RFC9181] |



Tabl e 1: Mdul es and Their Associ ated Prefixes
3. Relationship to Oher AC Data Mbdel s
Figure 2 depicts the relationship between the various AC data nodel s:
* "jetf-ac-comon" (Section 5)
* "jetf-bearer-svc" (Section 6.1 of [RFC9834])
* "jetf-ac-svc" (Section 6.2 of [RFC9834])
* "jetf-ac-ntw' [RFC9835]
* "jetf-ac-glue" [RFCI9836]

i etf-ac-common

———————————— ietf-ac-glue ----------
X -->Y Xinports Y
Figure 2: AC Data Mddel s

The "ietf-ac-common" nodule is inported by the "ietf-bearer-svc",
"ietf-ac-svc", and "ietf-ac-ntw' nodul es. Bearers managed using the
"ietf-bearer-svc" nodul e may be referenced by service ACs managed
using the "ietf-ac-svc" nodule. Simlarly, a bearer managed using
the "ietf-bearer-svc" nodule may list the set of ACs that use that
bearer. To facilitate correlation between an AC service request and
the actual AC provisioned in the network, "ietf-ac-ntw' |everages the
AC references exposed by the "ietf-ac-svc" nmodule. Furthernore, to
bi nd Layer 2 VPN or Layer 3 VPN services with ACs, the "ietf-ac-glue"
modul e augnents the LxSM and LxNM with AC service references exposed
by the "ietf-ac-svc" nodul e and AC network references exposed by the
"ietf-ac-ntw' nodul e.

4. Description of the AC Common YANG Mbodul e
The full tree diagramof the nodule is provided in Appendi x A
Subtrees are provided in the follow ng subsections for the reader’s
conveni ence.

4.1. Features

The nodul e defines the follow ng features:

"layer2-ac’: Used to indicate support of ACs with Layer 2
properties.

"layer3-ac’: Used to indicate support of ACs with Layer 3
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properties.

server-assi gned-reference’: Used to indicate support of server-
generated references to access relevant resources. Typically, a
server can be a network controller or a router in a provider
net wor k.

For exanple, a bearer request is first created using a nane that
is assigned by the client, but if this feature is supported, the
request will also include a server-generated reference. That
ref erence can be used when requesting the creation of an AC over
the existing bearer.

Identities

The nodul e defines a set of identities, including the follow ng:

address-all ocation-type’: Used to specify the IP address allocation
type in an AC. For exanple, this identity is used to indicate
whet her the provider network provides DHCP service, DHCP relay, or
static addressing. Note that for the IPv6 case, Statel ess Address
Aut oconfi guration (SLAAC) [ RFC4862] can be used.

"l ocal -defined-next-hop’: Used to specify next-hop actions. For

exanple, this identity can be used to indicate an action to
discard traffic for a given destination or treat traffic towards
addresses within the specified next-hop prefix as though they are
connected to a local link.

"l 2-tunnel -type’: Used to control the Layer 2 tunnel selection for

an AC. The current version supports indicating pseudow re,
Virtual Private LAN Service (VPLS), and Virtual eXtensible Loca
Area Network (VXLAN)

"1 3-tunnel -type’: Used to control the Layer 3 tunnel selection for

an AC. Exanples of such type are: IP-in-1P [RFC2003], |Psec
[ RFC4301], and Ceneric Routing Encapsul ati on (GRE)
[ RFC1701] [ RFC1702] [ RFC7676] .

precedence-type’: Used to indicate the redundancy type when
requesting ACs. For exanple, this identity can be used to tag
primary and secondary ACs.

role’: Used to indicate the type of an AC. User-to- Network
Interface (UNI), Network-to-Network Interface (NNI), or public
NNI .

The reader may refer to [ MEF6], [ MEF17], [RFC6004], or [RFC6215]
for exanples of discussions regarding the use of UNI and NN
ref erence points.

New admi ni strative status types: 1In addition to the status types

al ready defined in [ RFC9181], this docunment defines:

* Tawaiting-validation” to report that a request is pending an
adm ni strator approval

*  Tawaiting-processing’ to report that a request was approved and
validated but is awaiting nore processing before activation

* adm n-prohibited” to report that a request cannot be handl ed
because of adm nistrative policies.

* ’'rejected to report that a request was rejected due to reasons
not covered by the other status types.



"bgp-role’: Used to indicate the BGP rol e when establishing a BGP
session per [RFC9234].

4.3. Reusabl e G oupings

The nodul e al so defines a set of reusable groupings, including the
fol | owi ng:

"service-status’ (Figure 3): Controls the administrative service
status and reports the operational service status.

"ac-profile-cfg’ (Figure 3): A grouping with a set of valid provider
profile identifiers. The following profiles are supported:

"encryption-profile-identifier’': Refers to a set of policies
related to the encryption setup that can be applied when
provi sioning an AC

"qos-profile-identifier’: Refers to a set of policies, such as
classification, marking, and actions (e.g., [RFC3644]).

"failure-detection-profile-identifier’: Refers to a set of
failure detection policies (e.qg., Bidirectional Forwarding
Detection (BFD) policies [RFC5880]) that can be invoked when
bui l ding an AC

"forwardi ng-profile-identifier’': Refers to the policies that
apply to the forwardi ng of packets conveyed within an AC. Such
policies may consist, for exanmple, of applying Access Contro
Li sts (ACLs).

"routing-profile-identifier’: Refers to a set of routing policies
that will be invoked (e.g., BGP policies) when building an AC

"op-instructions’ (Figure 3): Defines a set of paranmeters to specify
basi ¢ scheduling instructions and report related events for a
service request (e.g., AC or bearer) (’'service-status’). Advanced
schedul i ng groupi ngs are defined in [ YANG SCHEDULE] .

groupi ng service-stat us:
+-- status
+-- adm n- st atus
| +-- status? identityref
| +--ro |ast-change? yang: dat e-and-ti ne
+--1r0 oper-status
+--ro status? i dentityref
+--ro | ast-change? yang: dat e-and-ti ne
groupi ng ac-profile-cfg:
+-- valid-provider-identifiers
+-- encryption-profile-identifier* [id]
| +--id string
+-- qgos-profile-identifier* [id]
| +--id string
+-- failure-detection-profile-identifier* [id]
| +--1id string
+-- forwarding-profile-identifier* [id]
| +--id string
+-- routing-profile-identifier* [id]
+--id string
groupi ng op-instructions:
+-- requested-start? yang: dat e-and-ti ne

+-- request ed- st op? yang: dat e-and-ti ne
+--ro0 actual -start? yang: date-and-ti ne
+--ro actual -stop? yang: date-and-ti ne

Figure 3: Service Status, Profiles, and Operationa



I nstructions G oupings

Layer 2 encapsulations (Figure 4): Goupings for the follow ng

encapsul ati on schenes are supported: dotlQ QnQ and priority-
t agged.

Layer 2 tunnel services (Figure 4): These groupings are used to

define Layer 2 tunnel services that may be needed for the
activation of an AC. Exanples of supported Layer 2 services are
the pseudowire (Section 6.1 of [RFC8077]), VPLS, or VXLAN

[ RFC7348] .

groupi ng dot 1q:

+-- tag-type? identityref

+-- cvlan-id? ui nt 16
groupi ng priority-tagged:

+-- tag-type? i dentityref
groupi ng gi nQ:

+-- tag-type? identityref

+-- svlan-id? ui nt 16

+-- cvlan-id? ui nt 16
groupi hg pseudow re:

+-- vcid? ui nt 32

+-- far-end? uni on
groupi ng vpl s:

+-- vcid? ui nt 32

+-- far-end* uni on
groupi ng vxl an:

+-- vni-id? ui nt 32

+- - peer-node? i dentityref

+-- peer-ip-address* i net:ip-address

groupi ng | 2-tunnel -servi ce:

+-- type? i dentityref

+-- pseudowire

|  +-- vcid? ui nt 32

| +-- far-end? uni on

+-- vpls

|  +-- vcid? ui nt 32

| +-- far-end* uni on

+-- vxl an
+-- vni-id? ui nt 32
+- - peer-node? i dentityref
+-- peer-ip-address* i net:ip-address

Figure 4: Layer 2 Connection G oupings

Layer 3 address allocation (Figure 5): Defines both |Pv4d and | Pv6

groupings to specify I P address allocation over an AC. Both
dynanmi ¢ and static address schenes are supported.

For both I Pv4 and | Pv6, 'address-allocation-type is used to
indicate the | P address allocation node to activate. Wen
"address-allocation-type’ is set to 'provider-dhcp’ , DHCP
assignnents can be nmade locally or by an external DHCP server.
Such behavior is controlled by setting ' dhcp-service-type’

Note that if ’address-allocation-type’ is set to 'slaac’, the
Prefix Information option of Router Advertisenments that will be
i ssued for SLAAC purposes will carry the IPv6 prefix that is
determ ned by 'l ocal -address’ and ’'prefix-Ilength’

connections (Figure 5): Defines IPv4 and | Pv6 groupings for
managi ng Layer 3 connectivity over an AC. Both basic and nore
el aborated | P connection groupi ngs are supported.

groupi ng i pv4-allocation-type:



+-- prefix-length? uint8

+-- address-all ocation-type? identityref
groupi ng i pv6-all ocation-type:
+-- prefix-length? uint8
+-- address-all ocation-type? i dentityref
groupi ng i pv4-connecti on- basi c:
+-- prefix-length? uint8
+-- address-all ocation-type? identityref

+-- (allocation-type)?
+--: (dynam c)
+-- (provider-dhcp)?
| +--:(dhcp-service-type)

| +-- dhcp-service-type? enumer ati on

+-- (dhcp-rel ay)?
+--: (cust oner - dhcp-servers)
+-- custoner-dhcp-servers

+-- server-ip-address* i net:ipv4-address
groupi ng i pv6- connecti on- basi c:
+-- prefix-length? uint8
+-- address-all ocation-type? identityref

+-- (allocation-type)?
+--: (dynami c)
+-- (provider-dhcp)?
| +--:(dhcp-service-type)

| +-- dhcp-servi ce-type? enumer ati on

+-- (dhcp-rel ay)?
+--: (cust oner - dhcp-servers)
+-- custoner-dhcp-servers

+-- server-ip-address* i net:ipv6-address

groupi ng i pv4-connection
+-- | ocal - addr ess?
+-- virtual - address?
+-- prefix-length?

i net:ipv4-address
i net:ipv4-address
uint8

+-- address-all ocation-type? i dentityref
+-- (allocation-type)?
+--:(dynam c)
+-- (address-assign)?
| +--:(nunber)
| | +-- nunber-of-dynam c-address? uintl6
| +--:(explicit)
| +-- custoner - addresses
| +- - address-pool * [pool -id]
| +-- pool -id string
| +-- start-address i net:ipv4-address
| +-- end- address? i net:ipv4-address

+-- (provider-dhcp)?
| +--:(dhcp-service-type)
| +-- dhcp-service-type?
+-- (dhcp-rel ay)?
+--: (cust oner - dhcp-servers)
+-- custoner-dhcp-servers

+--:(static-addresses)
+-- address* [address-id]
+-- address-id string

enuner ati on

+-- server-ip-address* i net:ipv4-address

+-- custoner-address? i net:ipv4-address

groupi ng i pv6-connection
+-- | ocal - address?
+-- virtual - address?
+-- prefix-1length?
+-- address-allocation-type?
+-- (allocation-type)?
+--: (dynami c)
| +-- (address-assign)?
| | +--:(nunber)
| | | +-- nunber-of-dynani c-address?

i net:ipv6-address
i net:ipv6-address
uint8

identityref

ui nt 16



| +--:(explicit)

| +-- cust oner - addr esses

| +-- address-pool * [pool -id]
I

I

I

+-- pool -id string
+-- start-address i net:ipv6-address
+-- end- addr ess? i net:ipv6-address

+-- (provider-dhcp)?
| +--:(dhcp-service-type)
| +-- dhcp-servi ce-type? enuneration
+-- (dhcp-rel ay)?

+--:(cust oner - dhcp-servers)

+-- custoner-dhcp-servers
+-- server-ip-address* i net:ipv6-address

+--:(static-addresses)
+-- address* [address-id]

+-- address-id string

+-- custoner-address? i net:ipv6-address

Figure 5: Layer 3 Connection G oupings

Routing paraneters & Operations, Adnministration, and Mi ntenance
(OAM (Figure 6): |In addition to static routing, the nodul e supports
the followi ng routing protocols: BGP [ RFC4271], OSPF [ RFC4577]

[ RFC6565], IS-1S [1S0OL0589][ RFC1195] [ RFC5308], and RI P [ RFC2453] .
For all supported routing protocols, ’'address-famly’ indicates
whet her | Pv4, 1Pv6, or both address famlies are to be activated.
For exanple, this paraneter is used to determ ne whether RIPv2

[ RFC2453], RIP Next Ceneration (RIPng), or both are to be enabl ed
[ RFC2080]. Mbre details about supported routing groupings are
provi ded hereafter:

Aut hentication: These groupings include the required infornmation
to nanage the authentication of CSPF, 1S-1S, BG, and RIP. The
groupi ngs support local specification of authentication keys
and the associated authentication algorithmto acconmodat e
| egacy inplenentations that do not support key chains
[ RFC8177] .

Note that this version of the comobn AC nodel covers

aut hentication options that are conmon to both OSPFv2 [ RFC4577]
and OSPFv3 [ RFC6565]; as such, the nodel does not support

[ RFC4552] .

Simlar to [RFC9182], this version of the commobn AC nodel
assunes that paraneters specific to the TCP Aut hentication
Option (TCP-AO are preconfigured as part of the key chain that
is referenced in the nmodel. No assunption is nade about how
such a key chain is preconfigured. However, the structure of
the key chain should cover data nodes beyond those in

[ RFC8177], mainly Sendl D and RecvID (Section 3.1 of [RFC5925]).

BGP peer groups (' bgp-peer-group-w thout-nanme’ and ' bgp-peer-
group-with-nanme’): Includes a set of paranmeters to identify a BGP
peer group. Such a group can be defined by providing a | oca

Aut ononpbus System Nunber (ASN), a custoner’s ASN, and the
address famlies to be activated for this group. BGP peer
groups can be identified by a nane (' bgp-peer-group-wth-

name’ ).

Basic OSPF and | S-1S paraneters (' ospf-basic’ and 'isis-

basic’): These groupings include the mnimal set of routing
configuration that is required for the activation of OSPF and
I S-1S.

Static routing: Parameters to configure an entry or a list of IP
static routing entries.



The ' redundancy-group’ grouping lists the groups to which an AC
bel ongs [ RFC9181]. For exanple, the "group-id is used to
associ ate redundancy or protection constraints of ACs.

groupi ng bgp-aut henti cati on
+-- authentication
+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?

+--:(ao)
| +-- enabl e-ao0? bool ean
| +-- ao-keychain? key- chai n: key- chai n-r ef
+--: (mdb)
| +-- nd5-keychai n? key- chai n: key- chai n-r ef
+--:(explicit)

+-- key-id? ui nt 32

+-- key? string

+-- crypto-al gorithnf identityref
groupi ng ospf-authentication
+-- authentication
+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?
+--: (aut h- key- chai n)

| +-- key-chain? key- chai n: key- chai n-r ef
+--: (aut h-key-explicit)

+-- key-id? ui nt 32

+-- key? string

+-- crypto-al gorithnf i dentityref
groupi ng isis-authentication
+-- authentication
+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?
+--: (aut h- key- chai n)

| +-- key-chain? key- chai n: key- chai n-r ef
+--:(aut h-key-explicit)

+-- key-id? ui nt 32

+-- key? string

+-- crypto-al gorithn? i dentityref
groupi ng rip-authentication
+-- authentication
+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?
+- - (aut h- key- chai n)

| +-- key-chain? key- chai n: key- chai n-r ef
+--:(aut h-key-explicit)
+-- key? string

+-- crypto-al gorithn? i dentityref
groupi ng bgp- peer-group-wi t hout - nane:

+-- local -as? i net: as-numnber

+-- peer-as? i net: as- nunber

+-- address-famly? identityref

+-- role? identityref
groupi ng bgp- peer-group-wi t h- nane:

+-- nanme? string

+-- local -as? i net: as-numnber

+-- peer-as? i net: as- nunber

+-- address-famly? identityref

+-- role? identityref
groupi ng ospf-basi c:

+-- address-fam|ly? i dentityref

+-- area-id yang: dot t ed- quad

+-- netric? ui nt 16



groupi ng i si s-basic:

+-- address-fam|ly? identityref
+-- area-address ar ea- addr ess
grouping ipv4-static-rtg-entry:
+-- lan? i net:ipva-prefix
+-- lan-tag? string
+-- next-hop? uni on
+-- metric? ui nt 32
groupi ng ipv4-static-rtg:
+-- ipv4-lan-prefixes* [l an next-hop] {vpn-comon:ipv4}?
+-- lan i net:ipva-prefix
+-- lan-tag? string
+-- next-hop uni on
+-- metric? ui nt 32

+-- status
+-- admi n-status
| +-- status? i dentityref
| +--ro last-change? yang: dat e-and-ti ne
+--ro oper-status
+--ro status? identityref
+--ro | ast-change? yang: date-and-ti ne
grouping ipv6-static-rtg-entry:

+-- lan? i net:ipv6-prefix

+-- lan-tag? string

+-- next-hop? uni on

+-- metric? ui nt 32

groupi ng i pv6-static-rtg:

+-- ipv6-lan-prefixes* [lan next-hop] {vpn-comon:ipve}?
+-- lan i net:ipv6-prefix
+-- lan-tag? string
+-- next-hop uni on
+-- metric? ui nt 32

+-- status
+-- admi n-status
| +-- status? i dentityref
| +--ro last-change? yang: dat e-and-ti ne
+--ro oper-status
+--ro status? identityref
+--ro | ast-change? yang: date-and-ti ne
groupi ng bfd:
+-- hol dtinme? ui nt 32
groupi ng redundancy- group:
+-- group* [group-id]
+-- group-id? string
+-- precedence? i dentityref

Figure 6: Routing & OAM G oupi ngs

Bandwi dt h parameters (Figure 7): Bandw dth paraneters can be
represented using the Commtted Information Rate (CIR), the Excess
Information Rate (EIR), or the Peak Information Rate (PIR)

These parameters can be provi ded per bandwi dth type. Type val ues
are taken from [RFC9181]. For exanple, the follow ng val ues can
be used:

"bw per-cos’: The bandwidth is per Cass of Service (CoS)

"bwper-site’: The bandwidth is for all ACs that belong to the
same site.

groupi ng bandw dt h- paraneters
+-- cir? ui nt 64
+-- cbs? ui nt 64
+-- eir? ui nt 64
+-- ebs? ui nt 64
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+-- pir?
+-- pbs?

ui nt 64
ui nt 64

groupi ng bandwi dt h- per-type:
+-- bandw dt h* [ bwtype]
+-- bwtype
+-- (type)?
+--:(per-cos)
+-- cos* [cos-id]

+- -

+-- cos-id

+-- cir?
+-- cbs?
+-- eir?
+-- ebs?
+-- pir?
+-- pbs?
: (ot her)
+-- cir?
+-- cbs?
+-- eir?
+-- ebs?
+-- pir?
+-- pbs?

i dentityref

ui
ui
ui
ui
ui
ui

nt 64
nt 64
nt 64
nt 64
nt 64
nt 64

ui
ui
ui
ui
ui
ui
ui

nt 8

nt 64
nt 64
nt 64
nt 64
nt 64
nt 64

Figure 7: Bandw dth G oupi ngs

Common Attachnent Circuit YANG Modul e

Thi s nodul e uses types defined in [ RFC6991],

and [ | EEE_802. 1Q) .

<CODE BEG NS> file "ietf-ac-comon@025-09-29. yang"

nmodul e i etf-ac-common {
yang-version 1.1;
namespace "urn:ietf:params: xm :ns:yang:ietf-ac-conmon”;
prefix ac-comon;

i mport ietf-vpn-comon {
prefix vpn-conmon;

ref erence

[ RFC8177], [RFC9181],

"RFC 9181: A Common YANG Data Moddel for Layer 2 and Layer 3

}

VPNs" ;

i mport ietf-netconf-acm {

prefix nacm
ref erence
"RFC 8341:

}

Net wor k Configuration Access Contro

inmport ietf-inet-types {

prefix inet;
ref erence

"RFC 6991: Common YANG Data Types, Section 4";

}

import ietf-yang-types {

prefi x yang;
reference

"RFC 6991: Common YANG Data Types, Section 3";

}

import ietf-key-chain {
prefix key-chain;

ref erence

"RFC 8177: YANG Data Mdel

}

organi zati on

for Key Chains";

Model ";

"I ETF OPSAWG ( Operati ons and Managenent Area Wrking G oup)";

cont act



"WG Web: <https://datatracker.ietf.org/wy/ opsang/ >
WG List: <nailto: opsawg@etf.org>

Edi t or: Moharmed Boucadair
<mai | t o: nrohaned. boucadai r @r ange. cone
Edi t or: Ri chard Roberts
<mai | to: rroberts@ uni per. net>
Aut hor : Cscar Conzal ez de Dios
<mai | t 0: oscar. gonzal ezdedi os@ el ef oni ca. con®
Aut hor : Sani er Bar gui
<mai | t 0: ssami er. bargui |l _giral do@oki a. con»
Aut hor: Bo Wi
<mai | t o: | ana. wubo@wuawei . con»";
description
"Thi s YANG nodul e defines a conmon attachment circuit (AC
YANG nodul e with a set of reusable features, types,
identities, and groupings.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9833; see the
RFC itself for full legal notices.";

revisi on 2025-09-29 {
description
"Initial revision.";
ref erence
"RFC 9833: A Commbn YANG Data Mbdel for Attachment Crcuits”;
}

/****************************Feat ures************************/

feature | ayer2-ac {
description
"I ndi cates support of Layer 2 ACs.";
}

feature | ayer3-ac {
description
"I ndi cates support of Layer 3 ACs.";
}

feature server-assigned-reference {
description
"I ndi cates support for server-generated references and use
of such references to access rel ated resources.";

}

/****************************| dentltl es************************/

/1 1P address allocation types

identity address-allocation-type {
description
"Base identity for address allocation type on the AC ";
}

identity provider-dhcp {
base address-allocation-type;



description
"The provider’s network provides a DHCP service to the
customer.";

}

identity provider-dhcp-relay {
base address-allocation-type;
description
"The provider’s network provides a DHCP relay service to the
customer.",;

}

identity provider-dhcp-slaac {
i f-feature "vpn-conmmon:i pv6";
base address-allocation-type;
description
"The provider’s network provides a DHCP service to the customer
as well as IPv6 Statel ess Address Autoconfiguration (SLAAC).";
ref erence
"RFC 4862: |Pv6 Statel ess Address Autoconfiguration”;
}

identity static-address {
base address-allocation-type;
description
"The provider’s network provides static |P addressing to the
customer.";

}

identity slaac {
i f-feature "vpn-comon:i pv6";
base address-allocation-type;
description
"The provider’s network uses | Pv6 SLAAC to provi de addressing
to the custoner."”;
ref erence
"RFC 4862: |Pv6 Statel ess Address Autoconfiguration”;
}

identity dynamic-infra {
base address-allocation-type;
description
"The I P address is dynamcally all ocated by the hosting
infrastructure.";

}

/'l next-hop actions

identity |ocal -defined-next-hop {
description
"Base identity of |ocal defined next hops.";
}

identity discard {
base | ocal - defi ned- next - hop;
description
"Indicates an action to discard traffic for the correspondi ng
destination.";

}

identity local-link {
base | ocal - defi ned- next - hop;
description
"Treat traffic towards addresses within the specified next-hop
prefix as though they are connected to a local link.";



/1 Layer 2 tunnel types

identity | 2-tunnel -type {
description
"Base identity for Layer 2 tunnel selection for an AC.";

}

identity pseudowire {
base | 2-tunnel -type;
description
"Pseudowi re tunnel termnation for the AC ";

}

identity vpls {
base | 2-tunnel -type;
description
"Virtual Private LAN Service (VPLS) tunnel termnation for
the AC.";

}

identity vxlan {
base | 2-tunnel -type;
description
"Virtual eXtensible Local Area Network (VXLAN) tunne
term nation for the AC.";

}
/1 Layer 3 tunnel types

identity | 3-tunnel -type {
description
"Base identity for Layer 3 tunnel selection for an AC. ";

}

identity ip-in-ip {
base | 3-tunnel -type;
description
"I'P-in-1P tunneling.";
ref erence
"RFC 2003: | P Encapsulation within IP";

}

identity ipsec {
base | 3-tunnel -type;
description
"I P Security (IPsec).";
ref erence
"RFC 4301: Security Architecture for the Internet
Pr ot ocol *;

}

identity gre {
base | 3-tunnel -type;
description
"Generic Routing Encapsulation (GRE).";
reference
"RFC 1701: Ceneric Routing Encapsul ation (GRE)
RFC 1702: Generic Routing Encapsul ati on over |Pv4 networks
RFC 7676: | Pv6 Support for Generic Routing Encapsul ation
} (GRE)";

/1 Taggi ng precedence

identity precedence-type {



description
"Redundancy type. Attachnent to a network can be created
with primary and secondary tagging.";

}

identity primary {
base precedence-type;
description
"ldentifies the main AC ";
}

identity secondary {
base precedence-type;
description
"lIdentifies a secondary AC ";
}

/1 AC type

identity role {
description
"Base identity for the network role of an AC ";
}

identity uni ({
base rol e;
description
"User-to-Network Interface (UNI).";
}

identity nni ({
base rol e;
description
"Net wor k-to-Network Interface (NNI).";
}

identity public-nni ({
base rol e;
description
"Public peering. This is typically set using a shared
network, such as an Internet Exchange Point (IXP).";

}

/1 More Admn status types

identity awaiting-validation {
base vpn-comon: adni ni strative- st atus;
description
"This administrative status reflects that a request is
pendi ng an adm ni strator approval .";

}

identity awaiting-processing {
base vpn-comon: adni ni strative- st at us;
description
"This administrative status reflects that a request was
approved and validated but is awaiting nore processing
before activation.";

}

identity adm n-prohibited {
base vpn-comon: adm ni strative- st at us;
description
"This administrative status reflects that a request cannot
be handl ed because of administrative policies.";



identity rejected {
base vpn-comon: adni ni strative- st at us;
description
"This administrative status reflects that a request was
rejected because, e.g., there are no sufficient resources
or other reasons not covered by the other status types.";

}
!/l BGP role

identity bgp-role {
description
"Used to indicate the BGP rol e when establishing a BGP
session.";
ref erence
"RFC 9234: Route Leak Prevention and Detection Using
Rol es i n UPDATE and OPEN Messages, Section 4";

}

identity provider {
base bgp-role;
description
"The local ASis a transit provider of the renote AS.";

}

identity client {
base bgp-role;
description
"The local ASis a transit custoner of the renote AS. ";

}

identity rs {
base bgp-role;
description
"The local ASis a Route Server (RS).";

}

identity rs-client {
base bgp-role;
description
"The local ASis aclient of an RS, and the RS is the
renote AS. “;

}

identity peer {
base bgp-rol e;
description
"The |l ocal and renote ASes have a peering relationship."”;

}

/****************************Typedef S************************/

typedef predefined-next-hop {
type identityref {
base | ocal - defi ned- next - hop;
}
description
"Predefined next-hop designation for locally generated
routes.”;

}

typedef area-address {

type string {
pattern '[0-9A-Fa-f]1{2}(\.[0-9A-Fa-f]1{4}){0, 6}";



description
"This type defines the area address format.";
}

/************************Reusabl e grOUpI ngs********************/
[**** Service Status ****/

groupi ng service-status {
description
"Service status grouping.";
contai ner status {
description
"Service status.";
contai ner adm n-status {
description
"Admi nistrative service status.";
| eaf status {
type identityref {
base vpn-comon: admi ni strative- st at us;
}
description
"Admi ni strative service status.";

| eaf | ast-change {
type yang: date-and-ti ne;
config fal se;
description
"Indicates the actual date and tine of the service status
change. ";
}
}

cont ai ner oper-status {
config fal se;
description
"Qperational service status.";
uses vpn-conmon: oper - st at us-ti mest anp;
}
}
}

[**** A set of profiles ****/

grouping ac-profile-cfg {
description
"Grouping for AC profile configuration.";
container valid-provider-identifiers {
description
"Container for valid provider profile identifiers.
The profiles only have significance within the service
provider’'s adm nistrative domain.";
list encryption-profile-identifier {
key "id";
description
"List of encryption profile identifiers.";
leaf id {
type string;
description
"Identification of the encryption profile to be used.";
}
}
list gos-profile-identifier {
key "id";
description
"List of QS profile identifiers.";
leaf id {
type string;



description
"Identification of the QoS profile to be used.";
}

list failure-detection-profile-identifier {
key "id";
description
"List of BFD profile identifiers."
leaf id {
type string;
description
"ldentification of the failure detection (e.g., BFD)
profile to be used.”;

}
list forwardi ng-profile-identifier {
key "id";

description
"List of forwarding profile identifiers.”
leaf id {
type string;
description
"Identification of the forwarding profile to be used.";

}
}
list routing-profile-identifier {
key "id";
description
"List of routing profile identifiers.";
leaf id {
type string;
description
"Identification of the routing profile to be used by
the routing protocols over an AC.";
}
nacm def aul t -deny-write;

}
}

[**** (Operational instructions ****/

groupi ng op-instructions {
description
"Schedul ing instructions.";
| eaf requested-start {
type yang: date-and-ti ne;
description
"Indicates the requested date and time when the service is
expected to be active.";
}
| eaf requested-stop {
type yang: date-and-ti ne;
description
"Indicates the requested date and time when the service is
expected to be disabled. ”;
}
| eaf actual-start {
type yang: date-and-ti ne;
config fal se;
description
"I'ndi cates the actual date and time when the service
actual ly was enabled.";
}
| eaf actual -stop {
type yang: date-and-ti ne;



config fal se;
description
"I ndi cates the actual date and tinme when the service
actual ly was disabled.";
}
}

[**** Layer 2 encapsul ations ***x/
/1 Dot 1q

groupi ng dot 1q {
description
"Defines a grouping for tagged interfaces.”
| eaf tag-type {
type identityref {
base vpn-conmon:tag-type;
}
description
"Tag type.";

| eaf cvlan-id {
type uintl1l6 {
range "1..4094";
}
description
"VLAN identifier.";
}

}
[l priority-tagged

grouping priority-tagged {
description
"Priority tagged.";
| eaf tag-type {
type identityref {
base vpn-common:tag-type;

}
description
"Tag type.";
}
}
/Il QnQ

groupi ng qi ng {
description
"Incl udes Q nQ paraneters.";
| eaf tag-type {
type identityref {
base vpn-conmon:tag-type;
}
description
"Tag type.";

| eaf svlan-id {
type uintl1l6 {
range "1..4094";
}
description
"Service VLAN (S-VLAN) identifier.";

| eaf cvlan-id {
type uintl1l6 {
range "1..4094";

}



description
"Custonmer VLAN (C-VLAN) identifier.";
}

}

[**** Layer 2 tunnel services ****/
/'l pseudowi re (PW

groupi ng pseudowi re {
description
"Incl udes pseudowire term nation paranmeters.";
| eaf vcid {
type uint32;
description
"Indicates a PWor virtual circuit (VC) identifier."

| eaf far-end {
type union {
type uint32;
type inet:ip-address;

description
"Nei ghbor reference.";
ref erence
"RFC 8077: Pseudowire Setup and Maintenance Using the Labe
Distribution Protocol (LDP), Section 6.1";
}
}

/'l VPLS

groupi ng vpls {

description

"VPLS term nation paraneters.";
| eaf vcid {

type uint32;

description

"VC identifier.";

}

leaf-list far-end {
type union {
type uint32;
type inet:ip-address;

description
"Nei ghbor reference.";
}

}
Il VXLAN

groupi ng vxl an {

description

"VXLAN term nati on parameters."”;
| eaf vni-id {

type uint32;

description

"VXLAN Network ldentifier (VNI).";

}

| eaf peer-node {
type identityref {
base vpn-common: vxIl an- peer - node;
}

description
"Specifies the VXLAN access node. By default, the peer node
is set to 'static-node’.";



| eaf-1ist peer-ip-address {
type inet:ip-address;
description
"List of a peer’s |IP addresses.";
}

}

/1 Layer 2 Tunnel service

groupi ng | 2-tunnel -service {
description
"Defines a Layer 2 tunnel termnation.";
| eaf type {
type identityref {
base | 2-tunnel -type;
}

description
"Sel ects the tunnel termnation type for an AC ";
}

cont ai ner pseudowi re {
when "derived-fromor-self(../type, 'ac-common: pseudowire’ )" {
description
"Only applies when the Layer 2 service type is
"pseudowire’ . ";
}
description
"Incl udes pseudowire term nation paranmeters.";
uses pseudow re;
}
contai ner vpls {
when "derived-fromor-self(../type, 'ac-common:vpls )" {
description
"Only applies when the Layer 2 service type is 'vpls'.";
}

description
"VPLS term nation paraneters.”;
uses vpls;
}
contai ner vxlan {
when "derived-fromor-self(../type, 'ac-common:vxlan )" {
description
"Only applies when the Layer 2 service type is 'vxlan .";
}

description
"VXLAN term nati on paraneters.";
uses vxl an;
}
}

[**** Layer 3 connection ****x/
/1 1Pv4 allocation type

groupi ng i pv4-allocation-type {
description
"I Pv4-specific paraneters.”;
| eaf prefix-length {
type uint8 {
range "0..32";
}

description
"Subnet prefix length expressed in bits. It is applied to
both | ocal and customer addresses."”;
}
| eaf address-allocation-type {
type identityref {



base address-allocation-type;
}
must "not(derived-fromor-self(current(), 'ac-comon:slaac’) "
+ "or derived-fromor-self(current(), "
+ "’ ac-comon: provi der-dhcp-slaac’))" {
error-nessage "SLAAC is only applicable to I Pv6.";
}
description
"Defines how | Pv4 addresses are allocated to the peer
term nation points.";
}
}

/1 1Pv6 allocation type

groupi ng i pv6-allocation-type {
description
"1 Pv6-specific paraneters.”;
| eaf prefix-length {
type uint8 {
range "0..128";
}
description
"Subnet prefix length expressed in bits. It is applied to
both | ocal and custoner addresses."”;

| eaf address-allocation-type {
type identityref {
base address-allocation-type;
}
description
"Defines how | Pv6 addresses are allocated to the peer
term nation points.";
}
}

/] Basic paraneters for an |Pv4 connection

groupi ng i pv4-connection-basic {
description
"Basic set for |Pv4-specific paraneters for the connection.";
uses i pv4-allocation-type;
choi ce allocation-type {
description
"Choice of the IPv4 address allocation.";
case dynam ¢ {
description
"When the addresses are allocated by DHCP or other dynamic
means local to the infrastructure.”;
choi ce provider-dhcp {
description
"Parameters related to DHCP-al | ocat ed addresses. |IP
addresses are allocated by DHCP, which is provided by
the operator.";
| eaf dhcp-service-type {
type enuneration {
enum server {
description
"Local DHCP server.";
}

enumrel ay {
description
"Local DHCP relay. DHCP requests are relayed to
a provider’'s server.";



description
"Indicates the type of DHCP service to be enabled on
an AC. ",

}

}
choi ce dhcp-rel ay {
description
"The DHCP relay is provided by the operator.";
cont ai ner customner-dhcp-servers {
description
"Container for a list of the custonmer’s DHCP servers.";
| eaf-1ist server-ip-address {
type inet:ipv4-address;
description
"I Pv4 addresses of the custonmer’s DHCP server.";

/] Basic paraneters for an |IPv6 connection

groupi ng i pv6-connection-basic {
description
"Basic set for |IPv6-specific paraneters for the connection.";
uses i pv6-allocation-type;
choi ce allocation-type {
description
"Choice of the IPv6 address allocation.”;
case dynam c {
description
"When the addresses are allocated by DHCP or other dynanic
means local to the infrastructure.";
choi ce provider-dhcp {
description
"Paraneters related to DHCP-al | ocat ed addresses.
| P addresses are all ocated by DHCP, which is provided
by the operator.";
| eaf dhcp-service-type {
type enuneration {
enum server {
description
"Local DHCP server.";
}

enumrel ay {
description
"Local DHCP relay. DHCP requests are relayed to a
provider’'s server.";

}
}

description
"Indicates the type of DHCP service to be enabled on
the AC.";

}

choi ce dhcp-relay {
description
"The DHCP relay is provided by the operator.";
cont ai ner cust omer - dhcp-servers {
description
"Container for a list of the custoner’s DHCP servers.";
| eaf-1ist server-ip-address {
type inet:ipv6-address;
description



"] Pv6 addresses of the custoner’'s DHCP server.";

/1 Full paraneters for the |IPv4 connection

groupi ng i pv4-connection {
description
"I Pv4-specific connection paraneters.”;
| eaf | ocal -address {
type inet:ipv4-address;
description
"The | P address used at the provider's interface.";

| eaf virtual -address {
type inet:ipv4-address;
description
"This address nmay be used for redundancy purposes.";
}

uses i pv4-allocation-type;
choi ce allocation-type {
description
"Choice of the I Pv4 address allocation.";
case dynam ¢ {
description
"When the addresses are allocated by DHCP or other
dynanmi ¢ nmeans |local to the infrastructure.”;
choi ce address-assign {
description
"A choice for how | Pv4 addresses are assigned.";
case nunber {
| eaf nunber - of - dynam c- addr ess {
type uint 16;
description
"Specifies the nunber of |IP addresses to be assigned
to the customer on the AC. ";
}
}
case explicit {
cont ai ner customer-addresses {
description
"Cont ai ner for custonmer addresses to be allocated
usi ng DHCP.";
list address-pool ({
key "pool -id";
description
"Describes | P addresses to be dynamically
al | ocat ed.

When only ’'start-address’ is present, it
represents a single address.

When both 'start-address’ and 'end-address’ are
specified, it inplies a range inclusive of both
addresses. ";
| eaf pool-id {
type string;
description
"A pool identifier for the address range from
"start-address’ to 'end-address’.";

| eaf start-address {



type inet:ipv4-address;
mandat ory true;
description

"Indicates the first address in the pool.";

| eaf end-address {
type inet:ipv4-address;
description
"Indicates the | ast address in the pool.";
}

}
}
}
}
choi ce provider-dhcp {
description
"Paranmeters related to DHCP-al | ocated addresses. |IP
addresses are allocated by DHCP, which is provided by
the operator.”;
| eaf dhcp-service-type {
type enuneration {
enum server {
description
"Local DHCP server.";

enumrelay {
description
"Local DHCP relay. DHCP requests are relayed to
a provider’'s server.";
}
}
description
"Indicates the type of DHCP service to be enabled on
this AC.";
}

choi ce dhcp-relay {
description
"The DHCP relay is provided by the operator.";
cont ai ner customer-dhcp-servers {
description
"Container for a list of the customer’s DHCP servers.";
| eaf-1ist server-ip-address {
type inet:ipv4-address;
description
"I Pv4 addresses of the customer’s DHCP server.";

}
}
}
}

case static-addresses {
description
"Lists the | Pv4 addresses that are used.";
list address {
key "address-id";
or der ed- by user;
description
"Lists the I Pv4 addresses that are used. The first
address of the list is the primary address of the
connection.";
| eaf address-id {
type string;
description
"An identifier of the static |Pv4 address.";

| eaf custoner-address {



type inet:ipv4-address;
description
"An | Pv4 address of the custoner side.";

/1 Full paranmeters for the I Pv6 connection

groupi ng i pv6-connection {
description
"1 Pv6-speci fic connection paraneters.”;
| eaf | ocal -address {
type inet:ipv6-address;
description
"I Pv6 address of the provider side.";

| eaf virtual -address {
type inet:ipv6-address;
description
"This address may be used for redundancy purposes.”;
}

uses i pv6-allocation-type;
choi ce allocation-type {
description
"Choice of the I Pv6 address allocation.";
case dynam c {
description
"When the addresses are allocated by DHCP or other
dynanmi ¢ neans local to the infrastructure.";
choi ce address-assign {
description
"A choice for how | Pv6 addresses are assigned.";
case nunber {
| eaf nunber - of - dynam c- addr ess {
type uint 16;
description
"Specifies the nunber of |IP addresses to be
assigned to the customer on this access.";
}
}
case explicit {
cont ai ner customer-addresses {
description
"Cont ai ner for custonmer addresses to be allocated
usi ng DHCP.";
i st address-pool ({
key "pool -id";
description
"Describes | P addresses to be dynamically
al | ocat ed.

VWhen only ’'start-address’ is present, it
represents a single address.

When both 'start-address’ and 'end-address’ are
specified, it inplies a range inclusive of both
addr esses. ";
| eaf pool-id {
type string;
description
"A pool identifier for the address range from
"start-address’ to 'end-address’.";



| eaf start-address {
type inet:ipv6-address;
mandat ory true;
description
"Indicates the first address in the pool.";
}

| eaf end-address {
type inet:ipv6-address;
description
"Indicates the | ast address in the pool.";
}

}
}
}
}

choi ce provider-dhcp {
description
"Parameters related to DHCP-al | ocat ed addresses.
| P addresses are all ocated by DHCP, which is provided
by the operator.";
| eaf dhcp-service-type {
type enuneration {
enum server {
description
"Local DHCP server.";

enumrel ay {
description
"Local DHCP relay. DHCP requests are rel ayed
to a provider’s server.";
}
}
description

"Indicates the type of DHCP service to be enabl ed
on this access.";

}

choi ce dhcp-relay {
description
"The DHCP relay is provided by the operator.";
cont ai ner customer - dhcp-servers {
description
"Container for a list of the custonmer’s DHCP servers.";
| eaf-1ist server-ip-address {
type inet:ipv6-address;
description
"I Pv6 addresses of the customer’s DHCP server.";
}
}
}
}
case static-addresses {
description
"Lists the | Pv6 addresses that are used by the custoner.";
list address {
key "address-id";
order ed- by user;
description
"Lists the | Pv6 addresses that are used. The first
address of the list is the primary | P address of
the connection.”;
| eaf address-id {
type string;
description
"An identifier of the static |Pv6 address.";



| eaf custoner-address {
type inet:ipv6-address;
description
"An | Pv6 address of the custoner side.";

/**** ROUtIng ****/
/1 Routing authentication

groupi ng bgp-aut hentication {
description
"Grouping for BGP authentication paraneters."”;
cont ai ner authentication {
description
"Cont ai ner for BGP authentication paraneters.”;
| eaf enabl ed {
type bool ean;
description
"Enabl es or disables authentication.";

}

cont ai ner keying-material {
when "../enabled = "true'";
description
"Cont ai ner for describing how a BGP routing session is to
be secured on an AC. ";
choi ce option {
description
"Choi ce of authentication options.";
case ao {
description
"Uses the TCP Authentication Option (TCP-AO.";
reference
"RFC 5925: The TCP Aut hentication Option";
| eaf enabl e-ao {
type bool ean;
description
"Enabl es the TCP-AQ. ";
}
| eaf ao-keychain {
type key-chai n: key-chai n-ref;
description
"Reference to the TCP- AO key chain.";
ref erence
"RFC 8177: YANG Data Mddel for Key Chains";

}

}
case md5 {

description
"Uses MD5 to secure the session.";
ref erence
"RFC 4364: BGP/ MPLS I P Virtual Private Networks
(VPNs), Section 13.2";
| eaf md5-keychain {
type key-chai n: key-chai n-ref;
description
"Specifies a reference to the MD5 key chain.";
ref erence
"RFC 8177: YANG Data Mddel for Key Chains";

}
}

case explicit {
| eaf key-id {



type uint32;
description
"Specifies a key identifier.";

}
| eaf key {
type string;
description
"BGP aut hentication key.

Thi s nodel only supports the subset of keys that
are representable as ASCI| strings.";
}
| eaf crypto-al gorithm{
type identityref {
base key-chain: crypto-al gorithm
}
description
"Indi cates the cryptographic algorithm associ ated
with the key.";

groupi ng ospf-authentication {
description
"Aut hentication configuration.";
cont ai ner authentication {
description
"Cont ai ner for OSPF authentication paraneters."”;
| eaf enabl ed {
type bool ean;
description
"Enabl es or disables authentication.";

}
contai ner keying-material {
when "../enabled = "true'";
description
"Cont ai ner for describing how an OSPF session is to be
secured for an AC.";
choi ce option {
description
"Options for OSPF authentication.”;
case aut h-key-chain {
| eaf key-chain {
type key-chai n: key-chai n-ref;
description
"Specifies the nane of the key chain.";

}

case auth-key-explicit {
| eaf key-id {
type uint32;
description
"Specifies a key identifier.";

}
| eaf key {
type string;
description
"OSPF aut hentication key.

Thi s nodel only supports the subset of keys that
are representable as ASCI| strings.";



| eaf crypto-al gorithm{
type identityref {
base key-chain: crypto-al gorithm
}
description
"Indi cates the cryptographic algorithm associ ated
with the key.";

groupi ng isis-authentication {
description
"I'S-1S authentication configuration.";
cont ai ner authentication {
description
"Container for 1S-1S authentication paraneters.”;
| eaf enabl ed {
type bool ean;
description
"Enabl es or disables authentication.";

}
contai ner keying-material {
when "../enabled = "true'";
description
"Describes how an IS 1S session is secured
over an AC.";
choi ce option {
description
"Options for IS-1S authentication.”;
case aut h-key-chain {
| eaf key-chain {
type key-chai n: key-chai n-ref;
description
"Specifies the nane of the key chain.";

}

case auth-key-explicit {
| eaf key-id {
type uint32;
description
"Indicates a key identifier.";
}
| eaf key {
type string;
description
"I S-1S authentication key.

Thi s nodel only supports the subset of keys that
are representable as ASCI| strings.";
}
| eaf crypto-al gorithm{
type identityref {
base key-chain: crypto-al gorithm
}
description
"Indi cates the cryptographic algorithm associ ated
with the key.";



}

groupi ng rip-authentication {
description
"RIP aut hentication configuration.";
cont ai ner authentication {
description
"Includes RI P authentication paranmeters.";
| eaf enabl ed {
type bool ean;
description
"Enabl es or disables authentication.";

}
contai ner keying-material {
when "../enabled = "true'";
description
"Describes how a RIP session is to be secured
on an AC.";
choi ce option {
description
"Specifies the authentication schene.";
case aut h-key-chain {
| eaf key-chain {
type key-chai n: key-chai n-ref;
description
"Indi cates the nane of the key chain."”;
}
}
case auth-key-explicit {
| eaf key {
type string;
description
"Specifies a RIP authentication key.

Thi s nodel only supports the subset of keys that
are representable as ASCI| strings.";
}
| eaf crypto-algorithm{
type identityref {
base key-chai n:crypto-al gorithm
}
description
"Indicates the cryptographic algorithm associ ated
with the key.";

/1 Basic routing paraneters

groupi ng bgp- peer-group-wi t hout - nanme {
description
"lIdentifies a BGP peer-group configured on the local system";
| eaf | ocal-as {
type inet:as-nunber;
description
"Indicates a | ocal Autononpbus System Nunmber (ASN). This ASN
is exposed to a customer so that it knows which ASN to use
to set up a BGP session.";
}
| eaf peer-as {
type inet:as-nunber;
description



"Indicates the customer’s ASN when the customer requests
BGP routing.";
}
| eaf address-famly {
type identityref {
base vpn-comon: address-fam | y;
}

description
"This node contains the address famlies to be activated.
"dual -stack’ neans that both |IPv4 and | Pv6 will be
activated.";

| eaf role {
type identityref {
base ac-conmon: bgp-rol g;
}

description
"Specifies the BGP role (provider, custoner, peer, etc.).";
ref erence
"RFC 9234: Route Leak Prevention and Detection Using
Rol es i n UPDATE and OPEN Messages, Section 4";
}
}

groupi ng bgp- peer-group-with-name {
description
"Identifies a BGP peer-group configured on the |local system
identified by a peer-group nane.";
| eaf nane {
type string;
description
"Specifies the nane of the BGP peer-group.”;
}

uses bgp- peer-group-wi t hout - nane;

groupi ng ospf-basic {
description
"Includes configuration specific to GSPF.";
| eaf address-famly {
type identityref {
base vpn-comon: address-fam | y;
}

description
"I ndi cates whether |Pv4, |Pv6, or both are to be activated.";
}

| eaf area-id {
type yang: dotted- quad;
mandat ory true;
description
"Specifies an area ID.";
ref erence
"RFC 4577: OSPF as the Provider/Customer Edge Protoco
for BGP/MPLS IP Virtual Private Networks
(VPNs), Section 4.2.3
RFC 6565: OSPFv3 as a Provider Edge to Custoner Edge
(PE-CE) Routing Protocol, Section 4.2";

| eaf metric {
type uint 16;
description
"Metric of the AC. It is used in the routing state
cal culation and path selection.”;



groupi ng isis-basic {
description
"Basic configuration specific to 1S 1S.";
| eaf address-famly {
type identityref {
base vpn-comon: address-fam | y;
}

description
"I ndi cates whether |Pv4, |IPv6, or both are to be activated.";
}

| eaf area-address {
type area-address;
mandat ory true;
description
"Specifies an area address.";
}

}

/1 Static routing

grouping ipv4-static-rtg-entry {
description
"Parameters to configure a specific IPv4d static routing
entry.";
| eaf lan {
type inet:ipvéd-prefix;
description
"Indicates an | Pv4 LAN prefix.";

| eaf lan-tag {

type string;

description
"Internal tag to be used in service policies.";

| eaf next-hop {
type union {
type inet:ip-address;
type predefined- next - hop;

description
"The next hop that is to be used for the static route.
This may be specified as an | P address or a predefined
next-hop type (e.g., 'discard or ’'local-link).";

| eaf metric {
type uint32;
description
"I ndicates the netric associated with the static route."”;
}

}

grouping ipv4d-static-rtg {
description
"A set of paraneters specific to IPv4d static routing.";
list ipv4d-lan-prefixes {
i f-feature "vpn-common:i pv4";
key "l an next-hop";
description
"List of LAN prefixes for the site.";
uses ipvéd-static-rtg-entry;
uses ac-common: servi ce- st at us;
}
}

grouping ipv6e-static-rtg-entry {
description



"Parameters to configure a specific IPv6 static routing
entry.";
| eaf lan {
type inet:ipv6-prefix;
description
"Indicates an | Pv6 LAN prefix.";

| eaf lan-tag {

type string;

description
"Internal tag to be used in service (e.g., VPN) policies.";

| eaf next-hop {
type union {
type inet:ip-address;
type predefined- next - hop;

description
"The next hop that is to be used for the static route.
This may be specified as an | P address or a predefined
next-hop type (e.g., 'discard or 'local-link').";

| eaf metric {
type uint32;
description
"Indicates the netric associated with the static route.”;
}

}

grouping ipv6-static-rtg {
description
"A set of paraneters specific to IPv6 static routing.";
list ipv6e-lan-prefixes {
i f-feature "vpn-common:i pv6";
key "lan next-hop";
description
"List of LAN prefixes for the custoner-termnating points.";
uses ipv6-static-rtg-entry;
uses ac-common: servi ce-stat us;
}
}

/1 OAM

groupi ng bfd {
description
"Groups a set of basic BFD parameters."”;
| eaf holdtinme {
type uint32;
units "mlliseconds";
description
"Specifies the expected BFD hol dti rne.

The custoner may inpose sonme fixed values for the
hol dtime period if the provider allows the customer
to use this function.

If the provider doesn't allow the custoner to use
this function, fixed values will not be set.";
ref erence
"RFC 5880: Bidirectional Forwarding Detection (BFD),
Section 6.8.18";
}
}

/'l redundancy



groupi ng redundancy-group {
description
"A grouping for redundancy group.";
list group {
key "group-id";
description
"Specifies a list of group identifiers.";
| eaf group-id {
type string;
description
"Indicates the group-id to which an AC bel ongs.";

| eaf precedence {
type identityref {
base ac-conmon: precedence-type;
}

description
"Defines redundancy of an AC ";
}

}
}

Il QS

groupi ng bandwi dt h- paraneters {
description
"A grouping for bandw dth paraneters.";
leaf cir {
type uint 64;
units "bps";
description
"Committed Information Rate (CIR). The naxi mum nunber of
bits that a port can receive or send during one second over
an interface.";

| eaf cbs {

type ui nt 64;

units "bytes";

description
"Committed Burst Size (CBS). CBS controls the bursty nature
of the traffic. Traffic that does not use the configured

CIR accumul ates credits until the credits reach the

configured CBS.";

| eaf eir {
type uint 64;
units "bps";
description
"Excess Information Rate (EIR), i.e., excess frane delivery
al | oned not subject to a Service Level Agreenent (SLA).
The traffic rate can be limted by EIR ";
}
| eaf ebs {
type uint 64;
units "bytes";
description
"Excess Burst Size (EBS). The bandwi dth avail able for burst
traffic fromthe EBS is subject to the anpunt of bandw dth
that is accumul ated during periods when traffic allocated
by the EIR policy is not used.”;

}

| eaf pir {
type uint 64;
units "bps";
description



"Peak Information Rate (PIR), i.e., maxinum frame delivery
allowed. It is equal to or less than the sumof the CIR and
EIR ";

}
| eaf pbs {
type uint 64;
units "bytes";
description
"Peak Burst Size (PBS).";
}

}

groupi ng bandw dt h- per-type {
description
"Grouping for bandw dth per type.";
list bandwi dth {
key "bwtype";
description
"List for bandwi dth per type parameters."”;
| eaf bwtype {
type identityref {
base vpn-comon: bw-t ype;
}

description
"Indi cates the bandwi dth type.";

choi ce type {
description
" Choi ce based upon bandwi dth type.";
case per-cos {
description
"Bandwi dth per Cl ass of Service (CoS).";
list cos {
key "cos-id";
description
"List of CoSes.";
| eaf cos-id {
type uint8;
description
"Identifier of the CoS, indicated by a Differentiated
Servi ces Code Point (DSCP) or a CE-CLAN CoS (802.1p)
value in the service frane.";
ref erence
"I EEE Std 802.1Q Bridges and Bri dged Networks"

uses bandwi dt h- paraneters;

}

case other {
description
"Cther bandwi dth types.";
uses bandwi dt h- paraneters;

}
}
}
}

}
<CODE ENDS>
Security Consi derations

The "ietf-ac-comon" YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use mutual authentication
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The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The YANG nodul e defines a set of identities, types, and groupings.
These nodes are intended to be reused by other YANG nodul es. The
nmodul e by itself does not expose any data nodes that are writabl e,
data nodes that contain read-only state, or RPCs. As such, there are
no additional security issues related to the YANG nodul e that need to
be consi der ed.

Modul es that use the groupings that are defined in this docunent
shoul d identify the correspondi ng security considerations. For
exanpl e, reusing sone of these groupings will expose privacy-rel ated
information (e.g., 'ipv6-lan-prefixes’ or ’'ipv4-lan-prefixes’).

Di scl osi ng such informati on may be considered a violation of the
customer - provider trust relationship.

Several groupings (' bgp-authentication’, 'ospf-authentication’
"isis-authentication, and 'rip-authentication’) rely upon [ RFC8177]
for authentication purposes. As such, nmodules that will reuse these
groupings will inherit the security considerations discussed in
Section 5 of [RFC8177]. Al so, these groupings support supplying
explicit keys as strings in ASCII format. The use of keys in
hexadeci mal string format would afford greater key entropy with the
same nunber of key-string octets. However, such a format is not
included in this version of the commobn AC nodel, because it is not
supported by the underlying device nodules (e.g., [RFC8695]).

| ANA Consi der ati ons

| ANA has registered the following URI in the "ns" subregistry within
the "I ETF XML Regi stry" [ RFC3688]:

URI: wurn:ietf:params:xm:ns:yang:ietf-ac-conmmon
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

I ANA has registered the following YANG nodul e in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paraneters” registry:

Nanme: ietf-ac-common

Mai nt ai ned by | ANA? N

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-ac-comon
Prefix: ac-comon

Ref erence: RFC 9833

Ref er ences
1. Nornmtive References

[ EEE_802. 1QY
| EEE, "I EEE Standard for Local and Metropolitan Area
Net wor ks-Bri dges and Bri dged Networks", |EEE Std 802.1Q
2022, DA 10.1109/1 EEESTD. 2022. 10004498, Decenber 2022,
<https://doi.org/10. 1109/ | EEESTD. 2022. 10004498>

[1S0L0589] ISOIEC, "Information technology - Tel ecomruni cati ons and
i nformati on exchange between systens - Internedi ate System
to Internediate Systemintra-domain routeing infornmation
exchange protocol for use in conjunction with the protoco
for providing the connectionl ess-node network service
(1SCB8473)", 1SA | EC 10589: 2002, Novenber 2002,
<https://wwv. i so. or g/ standard/ 30932. ht m >.



[ RFC1195]

[ RFC2080]

[ RFC2453]

[ RFC3688]

[ RFC4271]

[ RFCA577]

[ RFC5308]

[ RFC5925]

[ RFC6020]

[ RFCB565]

[ RFC6991]

[ RFC7348]

[ RFC8077]

[ RFC8177]

Callon, R, "Use of OSl IS-IS for routing in TCP/1P and
dual environments", RFC 1195, DO 10.17487/ RFC1195,
Decenber 1990, <https://wwwrfc-editor.org/info/rfcll195>.

Mal kin, G and R Mnnear, "RiPng for |Pv6", RFC 2080,
DA 10.17487/ RFC2080, January 1997,
<https://ww.rfc-editor.org/info/rfc2080>.

Mal kin, G, "RIP Version 2", STD 56, RFC 2453,
DO 10.17487/ RFC2453, Novenber 1998,
<https://ww.rfc-editor.org/info/rfc2453>.

Meal ling, M, "The IETF XM. Registry", BCP 81, RFC 3688,
DA 10.17487/ RFC3688, January 2004,
<https://www. rfc-editor.org/info/rfc3688>.

Rekhter, Y., BEd., Li, T., Bd., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,

DA 10.17487/ RFC4271, January 2006,

<https://www. rfc-editor.org/info/rfc4271>.

Rosen, E., Psenak, P., and P. Pillay-Esnault, "OSPF as the
Provi der/ Cust omer Edge Protocol for BGP/ MPLS I P Virtual
Private Networks (VPNs)", RFC 4577, DO 10.17487/ RFC4577,
June 2006, <https://wwww. rfc-editor.org/info/rfcd4577>.

Hopps, C., "Routing IPv6 with IS-1S", RFC 5308,
DO 10.17487/ RFC5308, Cctober 2008,
<https://ww.rfc-editor.org/info/rfc5308>.

Touch, J., Mankin, A, and R Bonica, "The TCP
Aut hentication Option", RFC 5925, DA 10.17487/ RFC5925,
June 2010, <https://ww. rfc-editor.org/info/rfc5925>.

Bj orklund, M, Ed., "YANG - A Data Mddel i ng Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DO 10.17487/ RFC6020, Cctober 2010,

<https://www. rfc-editor.org/info/rfc6020>.

Pillay-Esnault, P., Myer, P., Doyle, J., Ertekin, E., and
M Lundberg, "OSPFv3 as a Provider Edge to Customer Edge
(PE-CE) Routing Protocol", RFC 6565, DO 10.17487/ RFC6565,
June 2012, <https://wwww. rfc-editor.org/info/rfc6565>.

Schoenwael der, J., Ed., "Commobn YANG Data Types",
RFC 6991, DA 10.17487/ RFC6991, July 2013,
<https://www.rfc-editor.org/info/rfc6991>.

Mahal i ngam M, Dutt, D., Duda, K., Agarwal, P., Kreeger,
L., Sridhar, T., Bursell, M, and C. Wight, "Virtual
eXtensible Local Area Network (VXLAN): A Framework for
Overlaying Virtualized Layer 2 Networks over Layer 3

Net wor ks", RFC 7348, DO 10. 17487/ RFC7348, August 2014,
<https://www. rfc-editor.org/info/rfc7348>.

Martini, L., BEd. and G Heron, Ed., "Pseudow re Setup and
Mai nt enance Using the Label Distribution Protocol (LDP)",
STD 84, RFC 8077, DO 10.17487/RFC8077, February 2017,
<https://www.rfc-editor.org/info/rfc8077>.

Lindem A, Ed., Qu, Y., Yeung, D., Chen, |., and J.
Zhang, "YANG Data Model for Key Chains", RFC 8177,
DA 10.17487/ RFC8177, June 2017,

<https://ww. rfc-editor.org/info/rfc8177>.



[ RFC8341] Bierman, A. and M Bjorklund, "Network Configuration
Access Control Model", STD 91, RFC 8341,

DO 10.17487/ RFC8341, March 2018,
<https://www. rfc-editor.org/info/rfc8341>.

[ RFC8342] Bjorklund, M, Schoenwael der, J., Shafer, P., Watsen, K,
and R WIlton, "Network Managenent Datastore Architecture
(NVDA) ", RFC 8342, DO 10.17487/RFC8342, March 2018,
<https://www. rfc-editor.org/info/rfc8342>.

[ RFC9181] Barguil, S., Gonzalez de Dios, O, Ed., Boucadair, M,
Ed., and Q Wi, "A Conmon YANG Data Mddel for Layer 2 and
Layer 3 VPNs", RFC 9181, DO 10.17487/ RFC9181, February
2022, <https://ww.rfc-editor.org/info/rfc9181>.

8.2. Informative References

[ MEF17] The Metro Ethernet Forum "Service OAM Requirements &
Framewor k - Phase 1", MEF Technical Specification, MeF 17,
April 2007, <https://ww. nef.net/wp-
cont ent/ upl oads/ 2015/ 04/ MEF- 17. pdf >.

[ MEF6] The Metro Ethernet Forum "Ethernet Services Definitions -
Phase 1", MEF Techni cal Specification, MEF 6, August 2004,
<https://wwv. mef . net/ Asset s/ Techni cal _Speci fi cati ons/ PDF/
MEF_6. pdf >.

[ RFC1701] Hanks, S., Li, T., Farinacci, D., and P. Traina, "Generic
Routi ng Encapsul ation (GRE)", RFC 1701,

DO 10.17487/ RFC1701, Cctober 1994,
<https://www. rfc-editor.org/info/rfcl701>.

[ RFC1702] Hanks, S., Li, T., Farinacci, D., and P. Traina, "Generic
Routi ng Encapsul ati on over |Pv4 networks", RFC 1702,

DO 10.17487/ RFC1702, Cctober 1994,
<https://www. rfc-editor.org/info/rfcl702>.

[ RFC2003] Perkins, C., "IP Encapsulation within IP', RFC 2003,
DO 10.17487/ RFC2003, Cctober 1996,
<https://ww. rfc-editor.org/info/rfc2003>.

[ RFC3644] Snir, Y., Ranberg, Y., Strassner, J., Cohen, R, and B.
Moore, "Policy Quality of Service (QS) Information
Model ", RFC 3644, DO 10.17487/ RFC3644, Novenber 2003,
<https://www. rfc-editor.org/info/rfc3644>.

[ RFC4252] Ylonen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Aut henti cation Protocol", RFC 4252, DO 10.17487/ RFCA252,
January 2006, <https://ww.rfc-editor.org/info/rfc4252>.

[ RFC4301] Kent, S. and K Seo, "Security Architecture for the
Internet Protocol", RFC 4301, DO 10.17487/ RFC4301,
Decenber 2005, <https://wwwrfc-editor.org/info/rfc4301>.

[ RFC4364] Rosen, E. and Y. Rekhter, "BGP/MPLS IP Virtual Private
Net works (VPNs)", RFC 4364, DO 10.17487/ RFCA364, February
2006, <https://ww. rfc-editor.org/info/rfc4364>.

[ RFC4552] Cupta, M and N. Melam "Authentication/Confidentiality
for OSPFv3", RFC 4552, DO 10.17487/ RFC4552, June 2006,
<https://www.rfc-editor.org/info/rfc4552>.

[ RFC4862] Thonson, S., Narten, T., and T. Jinnei, "IPv6 Stateless

Addr ess Autoconfiguration", RFC 4862,
DO 10.17487/ RFC4862, Septenber 2007,
<https://www.rfc-editor.org/info/rfc4862>.



[ RFC5880]

[ RFC6004]

[ RFC6215]

[ RFC6241]

[ RFC7665]

[ RFC7676]

[ RFC8040]

[ RFC8299]

[ RFC8340]

[ RFC8446]

[ RFC8466]

[ RFC8695]

[ RFC8969]

[ RFC9000]

Katz, D. and D. Ward, "Bidirectional Forwardi ng Detection
(BFD)", RFC 5880, DO 10.17487/RFC5880, June 2010,
<https://www. rfc-editor.org/info/rfc5880>.

Berger, L. and D. Fedyk, "Generalized MPLS (GWLS) Support
for Metro Ethernet Forum and G 8011 Ethernet Service

Swi t ching", RFC 6004, DA 10.17487/ RFC6004, Cctober 2010,
<https://www. rfc-editor.org/info/rfc6004>.

Bocci, M, Levrau, L., and D. Frost, "MPLS Transport
Profile User-to-Network and Network-to-Network
Interfaces", RFC 6215, DO 10.17487/ RFC6215, April 2011,
<https://ww.rfc-editor.org/info/rfc6215>.

Enns, R, Ed., Bjorklund, M, Ed., Schoenwael der, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DA 10.17487/ RFC6241, June 2011,
<https://www. rfc-editor.org/info/rfc6241>.

Hal pern, J., Ed. and C. Pignataro, Ed., "Service Function
Chai ning (SFC) Architecture", RFC 7665,

DO 10.17487/ RFC7665, COctober 2015,

<https://www. rfc-editor.org/info/rfc7665>.

Pignataro, C., Bonica, R, and S. Krishnan, "IPv6 Support
for Generic Routing Encapsulation (GRE)", RFC 7676,

DO 10.17487/ RFC7676, Cctober 2015,

<https://www. rfc-editor.org/info/rfc7676>.

Bi erman, A, Bjorklund, M, and K Wtsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/RFC8040, January 2017,
<https://ww. rfc-editor.org/info/rfc8040>.

Wi, Q, Ed., Litkowski, S., Tomotaki, L., and K Ogaki,
"YANG Dat a Mbdel for L3VPN Service Delivery", RFC 8299,
DA 10.17487/ RFC8299, January 2018,
<https://ww.rfc-editor.org/info/rfc8299>.

Bj orklund, M and L. Berger, Ed., "YANG Tree D agrans",
BCP 215, RFC 8340, DA 10.17487/ RFC8340, March 2018,
<https://ww.rfc-editor.org/info/rfc8340>.

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www. rfc-editor.org/info/rfc8446>.

Wen, B., Fioccola, G, Ed., Xie, C., and L. Jalil, "A YANG
Data Mbdel for Layer 2 Virtual Private Network (L2VPN)
Service Delivery", RFC 8466, DO 10.17487/ RFC8466, Cctober
2018, <https://ww.rfc-editor.org/info/rfc8466>.

Liu, X, Sarda, P., and V. Choudhary, "A YANG Data Mbdel
for the Routing Information Protocol (RIP)", RFC 8695,
DA 10.17487/ RFC8695, February 2020,
<https://ww.rfc-editor.org/info/rfc8695>.

Wi, Q, Ed., Boucadair, M, Ed., Lopez, D., Xie, C, and
L. Geng, "A Framework for Automating Service and Network
Managerment with YANG', RFC 8969, DO 10.17487/ RFC8969,

January 2021, <https://ww.rfc-editor.org/info/rfc8969>.

lyengar, J., Ed. and M Thonson, Ed., "QUI C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,

DO 10. 17487/ RFCO000, May 2021,
<https://ww.rfc-editor.org/info/rfc9000>.



[ RFC9182] Barguil, S., Gonzalez de Dios, O, Ed., Boucadair, M,
Ed., Minoz, L., and A Aguado, "A YANG Network Data Mdel
for Layer 3 VPNs", RFC 9182, DO 10.17487/ RFC9182,
February 2022, <https://ww.rfc-editor.org/info/rfc9182>.

[ RFC9234] Azinov, A., Bogomazov, E., Bush, R, Patel, K, and K
Sriram "Route Leak Prevention and Detection Using Roles
i n UPDATE and OPEN Messages", RFC 9234,
DO 10. 17487/ RFC9234, May 2022,
<https://www. rfc-editor.org/info/rfc9234>.

[ RFC9291] Boucadair, M, Ed., Gonzalez de Dios, O, Ed., Barguil,
S., and L. Munoz, "A YANG Network Data Model for Layer 2
VPNs", RFC 9291, DO 10.17487/ RFC9291, Septenber 2022,
<https://www. rfc-editor.org/info/rfc9291>.

[ RFC9408] Boucadair, M, Ed., Gonzalez de Dios, O, Barguil, S., Wi,
Q, and V. Lopez, "A YANG Network Data Model for Service
Attachment Points (SAPs)", RFC 9408, DO 10. 17487/ RFC9408,
June 2023, <https://ww. rfc-editor.org/info/rfc9408>.

[ RFC9834] Boucadair, M, Ed., Roberts, R, Ed., Gonzal ez de Dios,
O, Barguil, S, and B. Wi, "YANG Data Mdels for Bearers
and Attachment Circuits as a Service (ACaaS)", RFC 9834,
Sept enber 2025, <https://ww. rfc-editor.org/info/rfc9834>.

[ RFC9835] Boucadair, M, Ed., Roberts, R, Gonzalez de Dios, O,
Barguil, S., and B. Wi, "A Network YANG Data Mddel for
Attachnment Circuits", RFC 9835, Septenber 2025,
<https://www. rfc-editor.org/info/rfc9835>.

[ RFC9836] Boucadair, M, Ed., Roberts, R, Barguil, S., and O
Gonzal ez de Dios, "A YANG Data Mdel for Augmenting VPN
Service and Network Mdels with Attachnent Circuits",
RFC 9836, Septenber 2025,
<https://www.rfc-editor.org/info/rfc9836>.

[ YANG- NSS] Wi, B., Dhody, D., Rokui, R, Saad, T., and J. Muillooly,
"A YANG Data Model for the RFC 9543 Network Slice
Service", Wrk in Progress, Internet-Draft, draft-ietf-
teas-ietf-network-slice-nbi-yang-25, 9 May 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-teas-
i etf-network-slice-nbi-yang-25>.

[ YANG- SCHEDULE]
Ma, Q, Ed., Wi, Q, Boucadair, M, Ed., and D. King, "A
Conmon YANG Data Mbdel for Scheduling”, Wrk in Progress,
Internet-Draft, draft-ietf-netnod-schedul e-yang-04, 7
February 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-netnod-schedul e-yang- 04>.

Appendi x A.  Full Tree
modul e: ietf-ac-comon

groupi ng servi ce-stat us:
+-- status
+-- admi n-status
| +-- status? i dentityref
| +--ro last-change? yang: dat e-and-ti ne
+--ro oper-status
+--ro status? i dentityref
+--ro | ast-change? yang: date-and-ti ne
groupi ng ac-profile-cfg:
+-- valid-provider-identifiers



+-- encryption-profile-identifier* [id]
| +-id string
+-- qos-profile-identifier* [id]
| +-id string
+-- failure-detection-profile-identifier* [id]
| +--id string
+-- forwarding-profile-identifier* [id]
| +-id string
+-- routing-profile-identifier* [id]
+--id string
groupi ng op-instructions:
+-- requested-start? yang: dat e-and-ti ne

+-- request ed-stop? yang: dat e-and-ti ne
+--ro0 actual -start? yang: dat e-and-ti ne
+--ro0 actual -stop? yang: date-and-ti ne

groupi ng dot 1q:

+-- tag-type? i dentityref

+-- cvlan-id? uint16
groupi ng priority-tagged:

+-- tag-type? identityref
groupi ng gi ng:

+-- tag-type? i dentityref

+-- svlan-id uint16

+-- cvlan-id ui nt 16
groupi ng pseudow re:

+-- vcid? ui nt 32

+-- far-end? uni on
groupi ng vpl s:

+-- vcid? ui nt 32

+-- far-end* uni on
groupi ng vxl an

+-- vni-id ui nt 32
+-- peer-node? i dentityref
+-- peer-ip-address* i net:ip-address
groupi ng | 2-tunnel -servi ce:
+-- type? i dentityref
+-- pseudowire
|  +-- vcid? ui nt 32
| +-- far-end? uni on
+-- vpls
|  +-- vcid? ui nt 32
| +-- far-end* uni on
+-- vxl an
+-- vni-id ui nt 32
+-- peer-node? i dentityref
+-- peer-ip-address* i net:ip-address
groupi ng i pv4-allocation-type:
+-- prefix-1length? uint8
+-- address-allocation-type? identityref
groupi ng i pv6-all ocation-type:
+-- prefix-length? uint8
+-- address-all ocation-type? i dentityref
groupi ng i pv4-connecti on- basi c:
+-- prefix-1length? uint8
+-- address-allocation-type? identityref

+-- (allocation-type)?
+--: (dynam ¢)
+-- (provider-dhcp)?
| +--:(dhcp-service-type)
| +-- dhcp-service-type? enumer ati on
+-- (dhcp-rel ay)?
+--: (cust oner - dhcp-servers)
+-- custoner-dhcp-servers
+-- server-ip-address* i net:ipv4-address
groupi ng i pv6- connecti on- basi c:
+-- prefix-1length? uint8



+-- address-all ocation-type? identityref

+- -

+- -

(all ocation-type)?

+--: (dynam ¢)

+-- (provider-dhcp)?
| +--:(dhcp-service-type)
| +-- dhcp-service-type? enumer ati on
+-- (dhcp-rel ay)?
+--: (cust oner - dhcp-servers)
+-- custoner-dhcp-servers

+-- server-ip-address* i net:ipv6-address
groupi ng i pv4-connection
| ocal - addr ess? i net:ipv4-address
vi rtual - addr ess? i net:ipv4-address
prefix-Iength? uint8
address-al | ocati on-type? i dentityref

+- -

(al l ocation-type)?

+--: (dynani c)

+-- (address-assign)?

|  +--:(nunber)

| | +-- nunber-of-dynam c-address? ui nt 16
|  +--:(explicit)

| +-- custoner - addresses

| +-- address-pool * [pool -id]

I

|

I

+-- pool -id string
+-- start-address i net:ipv4-address
+-- end- addr ess? i net:ipv4-address

+-- (provider-dhcp)?
| +--:(dhcp-service-type)
| +- - dhcp-servi ce-type? enumrer ation
+-- (dhcp-rel ay)?
+--:(cust oner-dhcp-servers)
+-- custoner-dhcp-servers
+-- server-ip-address* i net:i pv4-address

+--:(static-addresses)

+-- address* [address-id]

+-- address-id string
+-- custoner-address? i net:ipv4-address
groupi ng i pv6-connection
| ocal - addr ess? i net:ipv6-address
vi rtual - addr ess? i net:ipv6-address
prefix-length? uint8
address-al |l ocati on-type? i dentityref

(all ocation-type)?

+--: (dynam c)

+-- (address-assign)?

|  +--:(nunber)

| | +-- nunber-of-dynani c-address? uintl16
| +--:(explicit)

| +-- custoner - addr esses

| +-- address-pool * [pool -id]

I

I

I

+-- pool -id string
+-- start-address i net:ipv6-address
+-- end- address? i net:ipv6-address

+-- (provider-dhcp)?
| +--:(dhcp-service-type)
| +-- dhcp-servi ce-type? enuner ation
+-- (dhcp-relay)?
+--: (cust oner - dhcp-servers)
+-- custoner-dhcp-servers
+-- server-ip-address* i net:ipv6-address

+--:(static-addresses)

+-- address* [address-id]
+-- address-id string
+-- custoner-address? i net:ipv6-address

groupi ng bgp-aut henti cati on

+- -

aut henti cati on



+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?
+--:(ao0)
| +-- enabl e-ao0?
| +-- ao-keychain?
+--: (mdb5)
| +-- nmd5-keychain?
+--:(explicit)

bool ean
key- chai n: key- chai n-r ef

key- chai n: key- chai n-r ef

+-- key-id? ui nt 32
+-- key? string
+-- crypto-al gorithnf i dentityref

groupi ng ospf-authentication
+-- authentication
+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?

+--: (aut h- key- chai n)
| +-- key-chain?
+--: (aut h-key-explicit)

key- chai n: key- chai n-r ef

+-- key-id? ui nt 32
+-- key? string
+-- crypto-al gorithnf i dentityref

groupi ng isis-authentication
+-- authentication
+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?

+- - (aut h- key- chai n)
| +-- key-chain?
+--:(aut h-key-explicit)

key- chai n: key- chai n-r ef

+-- key-id? ui nt 32
+-- key? string
+-- crypto-al gorithn? i dentityref

groupi ng rip-authentication:
+-- authentication
+-- enabl ed? bool ean
+-- keying-materi al
+-- (option)?

+--: (aut h- key- chai n)
| +-- key-chain?
+--:(aut h-key-explicit)

key- chai n: key- chai n-r ef

+-- key? string
+-- crypto-al gorithnf identityref

groupi ng bgp- peer-group-w t hout - nane:

+-- local -as? i net: as-nunber

+-- peer-as? i net: as- nunber

+-- address-famly? i dentityref

+-- role? identityref
groupi ng bgp- peer - group-wi t h- nane:

+-- nanme? string

+-- local -as? i net: as-nunber

+-- peer-as? i net: as- nunber

+-- address-famly? i dentityref

+-- role? identityref
groupi ng ospf-basic:

+-- address-fam|ly? i dentityref

+-- area-id yang: dot t ed- quad

+-- metric? ui nt 16
groupi ng i si s-basic:

+-- address-famly? identityref

+-- area-address ar ea- addr ess
grouping ipv4-static-rtg-entry:

+-- | an? i net:ipva-prefix

+-- lan-tag? string

+-- next-hop? uni on



+-- netric? ui nt 32
groupi ng ipvé4-static-rtg:

+-- ipvé4-lan-prefixes* [lan next-hop] {vpn-comon:ipv4d}?
+-- lan i net:ipva-prefix
+-- lan-tag? string
+-- next-hop uni on
+-- netric? ui nt 32

+-- status
+-- admi n-status
| +-- status? i dentityref
| +--ro last-change? yang: dat e-and-ti ne
+--r0 oper-status
+--ro status? identityref
+--ro | ast-change? yang: date-and-ti ne
grouping ipv6-static-rtg-entry:

+-- | an? i net:ipv6-prefix

+-- lan-tag? string

+-- next-hop? uni on

+-- metric? ui nt 32

groupi ng i pv6-static-rtg:

+-- ipv6-lan-prefixes* [lan next-hop] {vpn-comon:ipv6}?
+-- lan i net:ipv6-prefix
+-- lan-tag? string
+-- next-hop uni on
+-- metric? ui nt 32

+-- status
+-- admi n-status
| +-- status? i dentityref
| +--ro last-change? yang: dat e-and-ti ne
+--r0 oper-status
+--ro status? identityref
+--ro | ast-change? yang: dat e-and-ti ne
groupi ng bfd:
+-- hol dti ne? ui nt 32
groupi ng redundancy- group
+-- group* [group-id]
+-- group-id string
+-- precedence? identityref
groupi ng bandw dt h- paraneters
+-- cir? ui nt 64
+-- chs? ui nt 64
+-- eir? ui nt 64
+-- ebs? ui nt 64
+-- pir? ui nt 64
+-- pbs? ui nt 64
groupi ng bandwi dt h- per-type:
+-- bandw dt h* [ bw-type]
+-- bwtype i dentityref
+-- (type)?
+--: (per-cos)
+-- cos* [cos-id]

I

| +-- cos-id uint8
| +-- cir? ui nt 64
| +-- cbs? ui nt 64
| +-- eir? ui nt 64
| +-- ebs? ui nt 64
| +-- pir? ui nt 64
| +-- pbs? ui nt 64
+--: (ot her)

+-- cir? ui nt 64
+-- cbs? ui nt 64
+-- eir? ui nt 64
+-- ebs? ui nt 64
+-- pir? ui nt 64
+-- pbs? ui nt 64
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