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I nt roducti on

The Path Conputation Elenent (PCE) defined in [RFC4655] is an entity
that is capable of conputing a network path or route based on a

net wor k graph and appl yi ng conputati onal constraints. A Path
Conputation Cient (PCC) nmay nmeke requests to a PCE for paths to be
comput ed.

PCEP i s the communication protocol between a PCC and PCE; it is
defined in [ RFC5440]. PCEP interactions include path conputation
requests and path conputation replies as well as notifications of
specific states related to the use of a PCE in the context of

Mul tiprotocol Label Switching (MPLS) and CGeneralized MPLS (GVPLS)
Traffic Engineering (TE). [RFC8231] specifies extensions to PCEP to
enabl e stateful control of MPLS-TE Label Switched Paths (LSPs).

[ RFC8664] and [ RFC9603] extend PCEP to support Segnment Routing in
MPLS and | Pv6, respectively.

Thi s docunent defines a YANG 1.1 [ RFC7950] data nodel for the
managenent of PCEP speakers. It is inportant to establish a comon
data nodel for how PCEP speakers are identified, configured, and
moni tored. The data nodel includes configuration data and state
dat a.

Thi s docunent contains a specification of the PCEP YANG nodule "ietf-
pcep”, which provides the PCEP [ RFC5440] data nodel. Further, this
docunent al so includes the PCEP statistics YANG nodul e "ietf-pcep-
stats", which provides statistics, counters, and telenetry data.

The YANG nodul es in this docunment conformto the Network Managenent
Dat astore Architecture (NVDA) [RFC8342]. The origin of the data is
i ndi cated as per the origin netadata annotation

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Term nol ogy and Notation



Thi s docunent uses the term nol ogy defined in [ RFC4655] and
[ RFC5440]. In particular, it uses the foll ow ng:

* Path Conputation Request (PCReq) nessage

* Path Computation Reply (PCRep) nessage

* Path Conputation Notification (PCNtf) nessage

* Path Conputation Error (PCErr) nessage

* Request Paraneters (RP) object

* Synchroni zati on Vector (SVEC) object

* Explicit Route Ohject (ERO

Thi s docunent uses the following terns defined in [ RFC7420]:
PCEP entity: a |local PCEP speaker

PCEP peer: a renmpte PCEP speaker

PCEP speaker: termused when it is not necessary to distinguish
bet ween | ocal and renote.

Further, this docunent uses the following terns defined in [ RFC8051]:
* Stateful PCE

* Passive Stateful PCE

* Active Stateful PCE

*  Del egation

In addition, this docunment uses the following terns defined in
[ RFC8231] :

* Revocation

*

Redel egati on

* Path Conputation LSP State Report (PCRpt) nessage

* Path Conputation LSP Update Request (PCUpd) nessage

* PLSP-I1D (a PCEP-specific identifier for the LSP)

* Stateful PCE Request Paraneter (SRP)

Thi s docunent al so uses the following terns defined in [ RFC3281]:
* PCE-initiated LSP

* Path Conputation LSP Initiate (PClnitiate) nessage

Last, this docunent uses the following terns, which are defined in
the RFCs indicated bel ow

* Path Setup Type (PST) [ RFC8408]
* Segnent Routing (SR) [ RFC8664]

* (bjective Function (OF) [RFC5541]



3. 2.

3. 3.

* Associ ation [ RFC3697]

* Configuration data [ RFC6241]

* State data [ RFC6241]
Tree Di agrans
Sinplified graphical

this docunent.
defined in [ RFC8340].

In this docunent,

t he cont ext

representations of the data nodel
The neani ng of the synbols in these diagrams is

Prefi xes in Data Node Nanes

as long as it

in which YANG npdul e each nane is defined.

are used in

t he nanes of data nodes and ot her data nodel
objects are often used w thout a prefix,

is clear from
O herwi se,

nanes are prefixed using the standard prefix associated with the

correspondi ng YANG nodul e,

R el o
| Prefix |
===
| yang I
.
| inet |
e e e e e o -
| te-types |
B
| key-chain |
.
| nacm |
e e e e e o -
| tlss |
B
| tlsc |
.
| ospf I
e e e e e o -
| isis |
B

as shown in Table 1.

YANG modul e | Reference |
ol yang types | LREOS99L]
st inet iypes | [ RFOS89L]
ctiotetypes | [RECB776]
cikeychain 1 RECBLIT]
ot 1o net coni - nem | [ RFCB341]
ctitls server | [ RECO845]
citieaient 1 [ Reco6as]
oot T
e T | [Rece150]
________________

Table 1: Prefixes and Correspondi ng YANG

Modul es

Ref erences in the YANG Data Model

The following table Iists the docunments that are referenced in the

YANG dat a npdel

| Docunents

+:::::::::::::::::::::::::::::::::::::::::::::::::::::
Ext ensi ons for

| OSPF Protocol
| Elenent (PCE) Discovery

| I'S-1S Protocol
| Element (PCE) Discovery

| Path Conputation El enment
| Protocol (PCEP)

Ext ensi ons for

defined in this docunent.

Pat h Comput ati on

Pat h Comput ati on

(PCE) Communi cation

| Preserving Topol ogy Confidentiality in Inter-
| Dormain Path Conputation Using a Path-Key-Based

| Mechani sm

R ey o
| Reference |
‘-4
| [RFC5088] |
| |
i i +
| [RFC5089] |
I I
I i +
| [ RFC5440] |
| |
i i +
| [ RFC5520] |

I
I I
I +



Encodi ng of Objective Functions in the Path
Conput ati on El enent Communi cati on Prot ocol

( PCEP)

Pat h Conmput ation El ement Communi cati on Protocol
(PCEP) Requirenments and Protocol Extensions in
Support of G obal Concurrent Optim zation

YANG Dat a Model for Key Chains

Pat h Conmput ati on El ement Communi cati on Protocol
(PCEP) Extensions for Stateful PCE

Optim zations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE
PCEPS: Usage of TLS to Provide a Secure
Transport for the Path Conputation El enent
Conmruni cati on Protocol (PCEP)

Pat h Conmput ati on El ement Communi cati on Protocol
(PCEP) Extensions for PCE-lnitiated LSP Setup
in a Stateful PCE Mdel

Extensions to the Path Conputation El enent
Conmruni cati on Protocol (PCEP) for Point-to-

Mul tipoint Traffic Engi neering Label Switched
Pat hs

Conveying Path Setup Type in PCE Conmuni cation
Prot ocol (PCEP) Messages

Pat h Conmput ati on El ement Communi cati on Protocol
(PCEP) Extensions for Segnent Routing

Pat h Conputation El ement Conmuni cati on Protocol
(PCEP) Extensions for Establishing

Rel ati onshi ps between Sets of Label Switched
Pat hs (LSPs)

YANG Dat a Model for the OSPF Protocol

YANG Data Mddel for the IS-1S Protocol

Pat h Conmput ati on El ement Communi cati on Protocol
(PCEP) Extensions for GWLS

" ASSOCI ATI ON Type Field" registry (in the "Path
Conput ati on El enent Protocol (PCEP) Nunbers"
regi stry group)

"Pat h Computation Element (PCE) Capability

Fl ags" registry (in the "Interior Gateway
Protocol (IGP) Parameters" registry group)

Pat h Conputation El ement Conmuni cati on Protocol
(PCEP) Extension for Flow Specification

[ RFC5541]



4.

| Path Computation El ement Communi cati on Protocol |
| (PCEP) Extensions for the Hi erarchical Path |
| Computation Elenment (H PCE) Architecture |

[ RFC8685]

| Hierarchical Stateful Path Conputation El enent | [ RFC8751] |
| (PCE) I I

| 1GP Extension for Path Conputation El enent | [ RFC9353] |
| Communi cation Protocol (PCEP) Security | |
| Capability Support in PCE Discovery (PCED) | |

| Stateful Path Conputation Elenent (PCE) | [ RFC8623] |
| Protocol Extensions for Usage wth Point-to- | |
| Multipoint TE Label Switched Paths (LSPs) | |

| Path Computation El ement Commruni cati on Protocol |
| (PCEP) Extensions for Associating Wrking and |
| Protection Label Switched Paths (LSPs) with |
| Stateful PCE |

| Path Conputation El ement Commruni cati on Protocol | [ RFC8800] |
| (PCEP) Extension for Label Swtched Path (LSP) | |
| Diversity Constraint Signaling | |

| Path Conputation El erent Communi cati on Protocol | [ RFC9358] |
| (PCEP) Extensions for Establishing | |
| Rel ationships between Sets of Label Switched | |
| Paths and Virtual Networks | |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo S +
| Extensions to the Path Conputation El enent | [ RFC8282] |
| Comuni cation Protocol (PCEP) for Inter-Layer | |
| MPLS and GWPLS Traffic Engineering | |
e I +
| Path Computation El ement Commruni cati on Protocol | [ RFC9005] |
| (PCEP) Extension for Associating Policies and | |
| Label Switched Paths (LSPs) | |
. . +

Tabl e 2: References in the YANG Data Mdel
The Desi gn of PCEP Data Mbdel
The PCEP YANG nodul e defined in this docunment has all the comon
bui I di ng bl ocks for PCEP, which are |isted bel ow and further detail ed
in the subsequent subsecti ons.
* The local PCEP entity
* The PCEP peer
*  The PCEP session
* Notifications
* RPC
modul e: ietf-pcep

+--rw pcep!
+--rwentity

+--rw addr* i net:i p-address-no-zone
+--rw enabl ed? bool ean

+--rwrole role

+--rw description? string

+--rw speaker-entity-id? string {sync-opt}?



+--rw adnm n- st atus? bool ean
+--ro i ndex? ui nt 32
+--ro0 oper-status? oper - st at us
+--rw domai ns

| +--rw domain* [type domai n]

| +--. .

+--rw capabilities
| +-. ..

+--rw aut

| +--. ..

+--rw pce-info
| +--rw scope

| 4+

+--rw nei ghbor - donmai ns

|+

+--rw pat h-key {pat h-key}?
+--. ..

I
I
I
I
I
+-- L
+--ro | sp-db {stateful}?
| +--ro db-ver? uint 64 {sync-opt}?
| +--ro association-list*
| ] [type id source gl obal -source extended-id]
| {associ ation}?
| | +-...
| +--ro Isp* [plsp-id pcc-id |sp-id]
| +-- L
+--ro path-keys {pat h-key}?
| +--ro path-key* [key]
| +--. ..
+--rw peers
+--rw peer* [addr]
+-- L
+--ro sessions
+--r0 session* [initiator]
+--. ..

rpcs:
+---x trigger-resync {stateful,sync-opt}?
+---w i nput
+---W pcc -> [ pcep/entityl/ peers/peer/addr

notifications:
+---n pcep-sessi on-up

+-- L

L———n pcep- sessi on- down

| +--. ..

+---n pcep-session-1ocal -overl oad

| +-. ..

+---n pcep-session-|ocal -overl oad-cl ear

| +-. ..

+---n pcep-sessi on-peer-overl oad

| +--. ..

+---n pcep-sessi on-peer-overl oad-cl ear
+-- L

4.1. The Entity

The PCEP YANG nodul e may contain status information for the |oca
PCEP entity.

The entity has an I P address (using ietf-inet-types [RFC6991]) and a
"role" leaf (the local entity PCEP role) as nmandatory.

Note that the PCEP M B nodul e [ RFC7420] uses an entity list and a
system generated entity index as a primary index to the read-only
entity table.



The local PCEP entity contains various information related to this
entity such as its domain, capabilities, security paraneters, etc.
When the local entity is PCE, it could also have path-key and the LSP
Dat abase (LSP-DB) i nfornation.

Note that the timer names in YANG use hyphens as conpared to
[ RFC5440] (for exanple, DeadTinmer in the protocol specification is
call ed dead-tiner in YANG.

modul e: ietf-pcep
+--rw pcep!
+--rwentity

+--rw addr* i net:i p-address-no-zone
+--rw enabl ed? bool ean

+--rwrole role

+--rw description? string

+--rw speaker-entity-id? string {sync-opt}?
+--rw adm n- st at us? bool ean

+--ro index? ui nt 32

+--ro oper-status? oper - st atus

+--rw domai ns
| +--rw domain* [type domai n]

| +--rw type i dentityref

| +--rw domai n domai n

+--rw capabilities
+--rw capability? bits
+--rw pce-initiated? bool ean {pce-initiated}?
+--rw i ncl ude- db-ver? bool ean {stateful,sync-opt}?
+--rw trigger-resync? bool ean {stateful,sync-opt}?
+--rw trigger-initial-sync? bool ean {stateful,sync-opt}?
+--rw increnental -sync? bool ean {stateful,sync-opt}?
+--rw sr-nmpls {sr-npls}?
| +--rw enabl ed? bool ean
| +--rwnai? bool ean

+--rw stateful -gnpls {stateful, gnpls}?

I

I

I

I

|

I

I

I

| | +--rwno-med-limt? bool ean
I

|

| | +--rw enabl ed? bool ean
I

I

I

I

|

+--rwinter-|ayer? bool ean {inter-layer}?
+--rw h-pce {h-pce}?
+--rw enabl ed? bool ean
+--rw stateful ? bool ean {stateful }?
+--rwrol e? hpce-rol e
+--ro nmed? uint8 {sr-npls}?

+--rw auth
|  +--rw (auth-type-sel ection)?
+- - (aut h- key- chai n)
| +--rw key-chain?
key- chai n: key- chai n-r ef

+--: (aut h- key)

| +--rwcrypto-algorithm i dentityref

| +--rw (key-string-style)?

| +--: (keystring)

| | +--rw keystring? string

| +--: (hexadeci mal ) {key-chai n: hex-key-string}?
| +--rw hexadeci mal -string? yang: hex-string
+--:(auth-tls) {tls}?

+--rw (role)?
+--:(server)
| +--rwtls-server
| +--rw server-identity
| |  +--rw (auth-type)
| |
| +--rw client-authentication!
| | {cli ent -aut h- support ed}?
| | +--rwca-certs! {client-auth-x509-cert}?



+--TwW
| +--
||
||
||
||
||

| +--
||
||
|

| +--
I

I

I

I
+--TwW
+--TwW
+--TwW
+--TW
+--r10

| ]

| +--rwee-certs! {client-auth-x509-cert}?
|

| +--rw raw public-keys!

| ] {client-auth-raw public-key}?
[ :

|

I

I

I

+--rw tIélZ— psks? enpty
| {client-auth-tlsl1l2-psk}~?
+--rw tlsl13-epsks? enpty

{client-auth-tlsl13-epsk}?
--rw hel l o-params {tlscmm: hel | o- parans}?
+--rw tls-versions
| .

+

I

| - .

| +--rw cipher-suites
I

+

|
I
I
I
I
I
|
I
I
I
I
I
|
I
|
| --rw keepalives {tls-server-keepalives}?
| +--rw peer-al |l owed-to-send? enpty
| +--rw test-peer-aliveness!
|
+--:(client)
+--rw tls-client

+--rwclient-identity!

| +--rw (auth-type)

|

+--rw server-aut hentication

| +--rwca-certs! {server-auth-x509-cert}?

|

| +--rw ee-certs! {server-auth-x509-cert}?

|

| +--rw raw public-keys!
| {server-aut h-raw public-key}?
I
I
I
I
I

+--rw tIélZ— psks? enpty
{server-auth-tlsl12-psk}?
+--rw tls13-epsks? enpty

{server-auth-tlsl13-epsk}?
+--rw hel |l o-parans {tlscm: hell o- parans}?
| +--rwtls-versions
|
| +--rw cipher-suites
|
+--rw keepalives {tls-client-keepalives}?

+--rw peer-al | owed-to-send? enpty
+--rw test-peer-aliveness!

pce-info
rw scope
+--rw pat h-scope? bits
+--rwintra-area-pref? uint8
+--rwinter-area-pref? uint8
+--rwinter-as-pref? uint8
+--rwinter-layer-pref? uint8
rw nei ghbor - domai ns
+--rw domai n* [type domai n]

+--rw type identityref

+--rw domain domai n
rw pat h-key {pat h-key}?
+--rw enabl ed? bool ean
+--rw discard-timer? ui nt 32
+--rw reuse-time? ui nt 32
+--rw pce-id? i net:i p-address-no-zone
connect-tiner? ui nt 16
connect-max-retry? ui nt 32
i nit-back-off-tinmer uintl6
max- back-of f-ti nmer ui nt 32

open-wai t-timer? uint16



+--T0
+- T W
+- T W
+--TW
+--TW
+- T W
+- T W
+- T W
+- T W
+--TW
+--TW
+- T W
+- T W
+- T W
+- T W
|-
|-
|-
+- T W
|-
I
+--T0
|-
|-
||
||
||
||
||
||
||
||
||
||
||
| +--
I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I
+--T0
|-

keep-wait-tiner? uint 16
keepal i ve-tiner? uint8
dead-ti mer? uint8
al | ow negoti ation? bool ean
max- keepal i ve-ti mer uint8
max- dead-ti mer uint8

m n- keepal i ve-ti mer uint8

m n-dead-ti nmer uint8
sync-timer? uint1l6 {svec}?
request-tiner uintl6
max- sessi ons ui nt 32
max- unknown-r eqs? ui nt 32
max- unknown- nsgs? ui nt 32
pcep-notification-nax-rate ui nt 32
stateful -paraneter {stateful}?

rw state-tineout ui nt 32

rw redel egati on-ti neout ui nt 32

rw rpt-non-pcep-1|sp? bool ean

of -1ist {objective-function}?

rw obj ective-function* [of]

+--rw of i dentityref

| sp-db {stateful}?

ro db-ver? ui nt 64 {sync-opt}?

ro association-list*
[type id source gl obal -source extended-id]
{associ ation}?

+--ro type i dentityref
+--ro id ui nt 16
+--ro source i net:ip-address-no-zone
+--ro gl obal -source ui nt 32
+--ro extended-id string
+--ro0 |lsp* [plsp-id pcc-id |sp-id]
+--ro plsp-id -> [ pcep/entity/lsp-db/lsp/plsp-id
+--ro0 pcc-id | eaf r ef
+--ro Isp-id | eaf r ef
ro |lsp* [plsp-id pcc-id |sp-id]
+--ro plsp-id ui nt 32
+--1r0 pcc-id i net:i p-address-no-zone
+--ro0 source? i net:i p-address-no-zone
+--ro destination? i net:i p-address-no-zone
+--ro tunnel -id? uintl16
+--ro Isp-id uint16
+--ro extended-tunnel -id? i net:i p-address-no-zone
+--ro adm n-state? bool ean
+--ro0 operational -state? operational -state

+--ro del egat ed

| +--ro enabl ed? bool ean

| +--ro peer? -> [/ pcep/entity/ peers/ peer/addr
| +--ro srp-id? ui nt 32

+--ro initiation {pce-initiated}?

| +--ro enabl ed? bool ean

| +--ro peer? -> [ pcep/entityl/ peers/peer/addr
+--ro synbolic- pat h- name? string

+--ro last-error? i dentityref

+--ro0 pst? identityref

+--ro association-list*
[type id source gl obal -source extended-id]
{associ ation}?
+--ro type
| -> |/ pcep/entity/lsp-db/association-list/type

+--roid | eaf r ef
+--ro source | eaf r ef
+--ro gl obal -source | eaf r ef
+--ro extended-id | eaf r ef

pat h- keys {pat h-key}?
ro path-key* [key]



+--ro key uint 16

+--ro cps
| +--ro explicit-route-objects* [index]
+--ro index ui nt 32

+--ro (type)?
+--: (nunber ed- node- hop)

+--ro nunber ed- node- hop
+--ro node-id te-node-id
+--ro0 hop-type? t e- hop-type

I

I

I

I I

I I

I I

I I I

I I I

I I I

| | +--: (nunber ed- | i nk- hop)

| | | +--ro numbered-1ink-hop

| | | +--ro link-tp-id te-tp-id

| | | +--ro0 hop-type? t e- hop-type

| | | +--ro direction? te-link-direction
| | +--: (unnunber ed- | i nk- hop)

| | | +--ro unnunbered-1ink-hop

| | | +--ro link-tp-id te-tp-id

| | | +--ro0 node-id te-node-id

| | | +--ro0 hop-type? t e- hop-type

| | | +--ro direction? te-link-direction
| | +--: (as-nunber)

| | | +--ro as-nunber-hop

| | | +--ro0 as-nunber i net: as-nunber

| | | +--ro hop-type? t e- hop-type

| | +--: (Il abel)

| | +--ro | abel -hop

| | +--ro te-|abel

| | ..

| +--ro0 pcc-requester? -> [ pcep/entityl/ peers/peer/addr
| +--ro0 reg-id? ui nt 32

| +--ro retrieved? bool ean

| +--1r0 pcc-retrieved? -> [ pcep/entity/ peers/ peer/addr
| +--ro0 creation-tine? yang: ti nest anp

| +--ro discard-tinme? ui nt 32

| +--ro reuse-tinme? ui nt 32

+--rw peers
+--rw peer* [addr]
-

.1. The Peer List

The peer list contains peer(s) that the |ocal PCEP entity knows
about. A PCEP speaker is identified by its IP address. |If there is
a PCEP speaker in the network that uses nultiple | P addresses, then
it looks like multiple distinct peers to the other PCEP speakers in
t he network.

Si nce PCEP sessions can be epheneral, the peer list tracks a peer
even when no PCEP session currently exists for that peer. The
statistics contained are an aggregate of the statistics for al
successi ve sessions with that peer

To limt the quantity of information that is stored, an
i mpl ement ati on MAY choose to discard this information if and only if
no PCEP session exists for the correspondi ng peer

The data nodel for PCEP peers presented in this docunent uses a flat
list of peers. Each peer inthe list is identified by its IP
addr ess.

This peer list includes peers that are explicitly configured at the

| ocal PCEP entity as well as peers that are | earned dynamcally. For
exanple, at a PCC, the renote PCE peer to use could be explicitly
configured. A PCC could also |learn a PCE address in the network via
the I GP discovery, and it will showup in this list. Wen a session
isinitiated at a PCE, the renote PCC peer information is al so added



by the systemto the peer I|ist.

nmodul e: ietf-pcep
+--rw pcep!
+--rwentity
+-- L
+--rw peers
+--rw peer* [addr]

+--rw addr i net:i p-address-no-zone
+--rwrole role
+--rw description? string

+--rw domai ns
| +--rw domain* [type domai n]

| +--rw type identityref

| +--rw donmi n domai n

+--rw capabilities
+--rw capability? bits
+--rw pce-initiated? bool ean
| {pce-initiated}?
+--rw i ncl ude- db-ver? bool ean
| {stateful,sync-opt}?
+--rw trigger-resync? bool ean

I

I

|

I

I

I

| ] {stateful,sync-opt}?
| +--rwtrigger-initial-sync? bool ean
| {stateful,sync-opt}?
| +--rwincrenmental -sync? bool ean
| {stateful,sync-opt}?
| +--rwsr-npls {sr-npls}?

I

I

|

I

I

I

I

I

|

I

| +--rw enabl ed? bool ean
| +--rwno-med-limt? bool ean
| +--rwnai? bool ean

+--rw stateful -gnpls {stateful, gnpls}?
| +--rw enabl ed? bool ean

+--rwinter-|ayer? bool ean {inter-layer}?
+--rw h-pce {h-pce}?
+--rw enabl ed? bool ean
+--rw stateful ? bool ean {stateful }?
+--rw rol e? hpce-rol e
+--ro nmsd? uint8 {sr-npls}?

+--rw pce-info
+--rw scope

| +--rw path-scope? bits
+--rwintra-area-pref? uint8
+--rwinter-area-pref? uint8
+--rwinter-as-pref? uint8

--rw nei ghbor - domai ns

I

I

||

||

|| ! !

| | +--rwinter-layer-pref? uint8
| +

| +--rw domai n* [type domai n]

|

I

+--rw type identityref
+--rw domain domai n
+--rw del egati on- pr ef uint8 {stateful}?

+--rw auth
| +--rw (auth-type-sel ection)?
+--: (aut h- key- chai n)
| +--rw key-chai n?
key- chai n: key- chai n-r ef

: (aut h- key)
+--rw crypto-al gorithm i dentityref
+--rw (key-string-style)?

| +--rw keystring? string

+--: (hexadeci mal )
{key- chai n: hex- key-string}?
+--rw hexadeci mal - string?
yang: hex-string

I

|

I

I +- -

I I

I I

| | +--:(keystring)
| |

I I

I I

I I

I I

| +--:(auth-tls) {tls}?



+--rw (role)?
+--:(server)

+--:(client)

di scontinuity-tinme?

+--r0
+--ro initiate-session?
+--ro session-exists?

+--ro session-up-tine?

|  +--rwtls-server

+--rw tls-client

yang: ti nest anp
bool ean
bool ean
yang: ti mest anp
yang: ti mest anp
yang: ti mest anp

4.1.1.1.

+--ro session-fail-tinme?
+--ro0 session-fail-up-tinme?
+--ro sessions

+--r0 session* [initiator]

+--. ..

The Session List

The session |list contains PCEP sessions that the PCEP entity (PCE or

PCC)

is currently participating in.

The statistics in session are

semantically different fromthose in peer since the forner applies to
whereas the latter is the aggregate for al
sessions that have existed to that peer.

the current session only,

Al t hough [ RFC5440] forbids nore than one active PCEP session between

a given pair of PCEP entities at any given tineg,

there is a w ndow

during the session establishment where two sessions may exist for a

gi ven pair,

one representing a session initiated by the |oca

PCEP

entity and the other representing a session initiated by the peer.
Wien one of these sessions reaches the active state,

is discarded

The data nodel
flat list of sessions.
initiator.

gi ven peer,

nmodul e: ietf-pcep
+--rw pcep
+--rwentity
+-- L

+--rw peers

+--rw peer* [addr]

+--. .

+--ro sessions
+--ro0 session* [initiator]

+--T0
+--T0
I

+--r0
+--10
+--10
+--T0
+--T0
+-r0
+-r0
+--10
+--10
+--T0
+--T0
+-r0
+-r0
+--10
+--10
+--T0

initiator
rol e?

-> .. /../l..Irole
st at e- | ast - change?
state?
sessi on-creation?
connect-retry?
| ocal -id?
renote-id?
keepal i ve-tiner?
peer - keepal i ve-ti mer?
dead-timer?
peer -dead-ti ner?
ka- hol d-ti me-renf
over | oaded?
over | oaded-ti nest anp?
overl oad-tinme?
peer - over| oaded?
peer - over| oaded-ti nest anp?

t hen the other

for the PCEP session presented in this docunent uses a
Each session in the |ist
This index allows two sessions to exist transiently for a
as di scussed above.

is identified by its

initiator

yang: ti nest anp
sess-state
yang: ti mest anp
yang: count er 32
uint8

uint8

uint8

uint8

uint8

uint8

uint8

bool ean
yang: ti nest anp
ui nt 32

bool ean
yang: ti mest anp



4. 2.

4. 3.

+--ro peer-overload-tinme? ui nt 32

+--ro0 | spdb-sync? sync-state
| {stateful}?
+--ro recv-db-ver? ui nt 64

{stateful,sync-opt}?
+--ro of-list {objective-function}?
| +--ro objective-function* [of]
| +--ro of i dentityref
+--ro0 pst-list
| +--ro path-setup-type* [pst]
| +--ro pst i dentityref
+--ro0 assoc-type-list {association}?
| +--ro assoc-type* [at]
| +--ro at i dentityref
+--ro0 speaker-entity-id? string
{sync-opt}?

Noti fications

This YANG data nodel defines a list of notifications to inform
clients of inportant events detected during the protocol operation
The notifications defined cover the PCEP M B [ RFC7420] notificati ons.

notifications:
+---n pcep-sessi on-up

| +--ro peer-addr? -> [ pcep/entity/ peers/ peer/addr
| +--ro session-initiator? | eaf r ef
| +--ro state-Ilast-change? yang: ti mest anp
| +--ro state? sess-state
+---n pcep-sessi on- down
| +--ro peer-addr? -> |/ pcep/entity/ peers/ peer/addr
| +--ro session-initiator? initiator
| +--ro state-I|ast-change? yang: ti nest anp
| +--ro state? sess-state
+---n pcep-session-1ocal -overl oad
| +--ro peer-addr? -> [ pcep/entity/ peers/peer/addr
| +--ro session-initiator? | eaf r ef
| +--ro overl oaded? bool ean
| +--ro overl oaded-tinestanp? yang: ti nest anp
| +--ro overload-tinme? ui nt 32
+---n pcep-session-1|ocal -overl oad-cl ear
| +--ro peer-addr?
| -> |/ pcep/entity/ peers/ peer/addr
| +--ro overl oaded? bool ean
| +--ro overl oaded-cl ear-tinestanp? yang: ti nest anp
+---n pcep-sessi on-peer-overl oad
| +--ro peer-addr?
| ] -> [/ pcep/entity/ peers/ peer/addr
| +--ro session-initiator? | eaf r ef
| +--ro peer-overl oaded? bool ean
| +--ro peer-overl oaded-tinestanp? yang: ti nest anp
| +--ro peer-overload-tinme? ui nt 32
+---n pcep-sessi on-peer-overl oad-cl ear
+--ro0 peer-addr?
| -> |/ pcep/entity/ peers/ peer/addr
+--ro0 peer-overl oaded? bool ean
+--ro0 peer-overl oaded-cl ear-tinestanp? yang: ti nest anp
RPC

Thi s YANG data nmodel defines an RPC to trigger state
resynchroni zation at the PCE for a sanity check with a particul ar
PCC

rpcs:
+---x trigger-resync {stateful,sync-opt}?



5.

+---w i nput
+---W pcc -> [ pcep/entity/ peers/ peer/addr

The Design of PCEP Statistics Data Mde

The "ietf-pcep-stats"” nodul e augnents the "ietf-pcep" nmodule to
include statistics at the PCEP peer and session level. It also
includes an RPC to reset all PCEP statistics across all peers and
sessi ons through nechani sns such as walking a |ist of pointers to
those peer and session statistics.

If this nmechanismis not supported, inplenentations nust reset PCEP
statistics by invoking the action 'reset-statistics’ for each peer
and sessi on.

modul e: ietf-pcep-stats
augment /pcep: pcep/ pcep: entity/ pcep: peers/ pcep: peer:

+--r0 stats
+--ro discontinuity-tinme? yang: ti nest anp

+--1r0 reg-sent-nopath-rcvd? yang: count er 32
+--1r0 reg-sent-cancel -rcvd? yang: count er 32

+--ro pce

| +--ro rsp-tine-avg? ui nt 32

|  +--ro rsp-tinme-|wP ui nt 32

| +--ro rsp-tinme-hw ui nt 32

| +--ro pcreg-sent? yang: count er 32
| +--ro pcreg-rcvd? yang: count er 32
| +--ro pcrep-sent? yang: count er 32
| +--ro pcrep-rcvd? yang: count er 32
| +--ro reg-sent? yang: count er 32
| +--ro reg-sent-pend-rep? yang: count er 32
| +--ro reg-sent-ero-rcvd? yang: count er 32
I

I

| +--ro reg-sent-error-rcvd? yang: count er 32
| +--ro reg-sent-tineout? yang: count er 32
| +--ro reg-sent-cancel -sent? yang: count er 32
| +--ro rep-rcvd-unknown? yang: count er 32
+--ro0 pcerr-sent? yang: count er 32
+--ro0 pcerr-rcvd? yang: count er 32
+--ro0 pcntf-sent? yang: count er 32
+--ro pcentf-revd? yang: count er 32
+--ro keepalive-sent? yang: count er 32
+--ro keepalive-rcvd? yang: count er 32
+--r0 unknown-rcvd? yang: count er 32
+--ro corrupt-rcvd? yang: count er 32
+--ro pcc

| +--ro reg-rcvd? yang: count er 32
| +--ro reg-rcvd-pend-rep? yang: count er 32
| +--ro reg-rcvd-ero-sent? yang: count er 32
| +--ro reqg-rcvd-nopath-sent? yang: count er 32
| +--ro reg-rcvd-cancel -sent? yang: count er 32
| +--ro reg-rcvd-error-sent? yang: count er 32
| +--ro reg-rcvd-cancel -rcvd? yang: count er 32
| +--ro reg-rcvd-unknown? yang: count er 32
+--ro0 svec {pcep:svec}?

| +--ro pce

| | +--ro svec-sent? yang: count er 32

| | +--ro svec-reg-sent? yang: count er 32

| +--ro pcc

| +--ro0 svec-rcvd? yang: count er 32

| +--ro0 svec-reg-rcvd? yang: count er 32
+--ro stateful {pcep:stateful}?

| +--ro pce

| | +--ro pcrpt-sent? yang: count er 32
| | +--ro pcupd-rcvd? yang: count er 32
I

| +--ro rpt-sent? yang: count er 32



+--ro0 upd-rcvd? yang: count er 32

||

| | +--ro upd-rcvd-unknown? yang: count er 32
| | +--ro upd-rcvd-undel egat ed? yang: count er 32
| | +--ro upd-rcvd-error-sent? yang: count er 32
| +--ro pcc

| | +--ro pcrpt-rcvd? yang: count er 32

| | +--ro pcupd-sent? yang: count er 32

| | +--ro rpt-rcvd? yang: count er 32

| | +--ro rpt-rcvd-error-sent? yang: count er 32

| | +--ro upd-sent? yang: count er 32

| +--ro initiation {pcep:pce-initiated}?

| +--ro0 pcc

| | +--ro pcinitiate-sent? yang: count er 32

| | +--roinitiate-sent? yang: count er 32

| +--1ro0 pce

| +--ro0 pcinitiate-rcvd? yang: count er 32
| +--ro initiate-rcvd? yang: count er 32
| +--ro initiate-rcvd-error-sent? yang: count er 32
+--ro path-key {pcep: pat h-key}?

| +--ro unknown-pat h- key? yang: count er 32

| +--ro exp-path-key? yang: count er 32

| +--ro dup-path-key? yang: count er 32

| +--ro path-key-no-attenpt? yang: count er 32
+---X reset-statistics

|  +---winput

| | +---wreset-at? yang:date-and-tine

| +--ro output

| +--ro0 reset-finished-at? yang: date-and-ti ne
+--1r0 sess-setup-ok? yang: count er 32

+--ro0 sess-setup-fail? yang: count er 32

+--1r0 reg-sent-cl osed? yang: count er 32

+--1r0 reg-rcvd-cl osed? yang: count er 32

augnment /pcep: pcep/ pcep: entity/ pcep: peers/ pcep: peer/ pcep: sessi ons
/ pcep: sessi on:
+--ro stats
+--ro discontinuity-time? yang: ti mest anp

+--r0 pce

| +--ro rsp-time-avg? ui nt 32

|  +--ro rsp-tine-|wP ui nt 32

| +--ro rsp-tine-hw? ui nt 32

| +--ro pcreg-sent? yang: count er 32
| +--ro pcreg-rcvd? yang: count er 32
| +--ro pcrep-sent? yang: count er 32
| +--ro pcrep-rcvd? yang: count er 32
| +--ro reg-sent? yang: count er 32
| +--ro reg-sent-pend-rep? yang: count er 32
| +--ro reg-sent-ero-rcvd? yang: count er 32
| +--ro reg-sent-nopath-rcvd? yang: count er 32
| +--ro reg-sent-cancel-rcvd? yang: count er 32
| +--ro reqg-sent-error-rcvd? yang: count er 32
| +--ro reg-sent-tineout? yang: count er 32
| +--ro reg-sent-cancel -sent? yang: count er 32
| +--ro rep-rcvd- unknown? yang: count er 32
+--ro pcerr-sent? yang: count er 32
+--ro pcerr-rcvd? yang: count er 32
+--ro0 pcntf-sent? yang: count er 32
+--ro pcntf-rcvd? yang: count er 32
+--ro keepalive-sent? yang: count er 32
+--ro keepalive-rcvd? yang: count er 32
+--ro unknown-rcvd? yang: count er 32
+--ro corrupt-rcvd? yang: count er 32
+--ro pcc

| +--ro reqg-rcvd? yang: count er 32
| +--ro reg-rcvd-pend-rep? yang: count er 32
| +--ro reg-rcvd-ero-sent? yang: count er 32
I

+--ro0 reg-rcvd- nopat h-sent ? yang: count er 32



+--ro0 reg-rcvd-cancel -sent ? yang: count er 32

+--ro path-key-no-attenpt? yang: count er 32
---X reset-statistics
+---w i nput
| +---wreset-at? yang: dat e-and-ti ne
+--ro0 out put
+--ro0 reset-finished-at? yang: dat e-and-ti ne

|

| +--ro reqg-rcvd-error-sent? yang: count er 32

| +--ro reg-rcvd-cancel -rcvd? yang: count er 32

| +--ro reg-rcvd-unknown? yang: count er 32
+--ro svec {pcep:svec}?

| +--ro pce

| | +--ro svec-sent? yang: count er 32

| | +--ro svec-reqg-sent? yang: count er 32

| +--ro pcc

| +--r0 svec-rcvd? yang: count er 32

| +--ro0 svec-reqg-rcvd? yang: count er 32

+--ro stateful {pcep:stateful}?

| +--ro pce

| | +--ro pcrpt-sent? yang: count er 32
| | +--ro pcupd-rcvd? yang: count er 32
| | +--ro rpt-sent? yang: count er 32
| | +--ro upd-rcvd? yang: count er 32
| | +--ro upd-rcvd-unknown? yang: count er 32
| | +--ro upd-rcvd-undel egat ed? yang: count er 32
| | +--ro upd-rcvd-error-sent? yang: count er 32
| +--ro pcc

| | +--ro pcrpt-rcvd? yang: count er 32
| | +--ro pcupd-sent? yang: count er 32
| | +--ro rpt-rcvd? yang: count er 32
| | +--ro rpt-rcvd-error-sent? yang: count er 32
| | +--ro upd-sent? yang: count er 32
| +--ro initiation {pcep:pce-initiated}?

| +--ro pcc

| | +--ro pcinitiate-sent? yang: count er 32

| | +--ro initiate-sent? yang: count er 32

| +--1ro0 pce

| +--r0 pcinitiate-rcvd? yang: count er 32
| +--ro initiate-rcvd? yang: count er 32
| +--ro initiate-rcvd-error-sent? yang: count er 32
+--ro path-key {pcep: pat h-key}?

| +--ro unknown-pat h- key? yang: count er 32

| +--ro exp-path-key? yang: count er 32

| +--ro dup-path-key? yang: count er 32

\

rpcs:
+---X reset-pcep-statistics-all {reset-all}?

6. Advanced PCE Features

Thi s docunent contains a specification of the base PCEP YANG nodul e,
"ietf-pcep", which provides the basic PCEP [ RFC5440] data nodel

Thi s docunment further handl es advanced PCE features such as:
* Capability and scope

* Donmain information (| ocal/nei ghbor)

*  Pat h- key

* (bjective Function (OF)

* dobal Concurrent Optinization (GCO

*  Point-to-Miltipoint (P2MP)



7.

7.

8.

8.

*  QWLS

* Inter-|ayer

* Stateful PCE

* Segnent Routing (SR) for the MPLS data pl ane
* Aut hentication including PCEPS (TLS)

* Hi erarchical PCE (H PCE)

Segnent Routing in the IPv6 data plane is out of the scope of this
docunent. Refer to [ YANG PCEP-SRV6] for the PCEP-SRv6 YANG nodul e.

.1. Stateful PCE s LSP-DB

In the operational datastore of stateful PCE, the list of LSP state
is maintained in the LSP-DB. The key is the PLSP-1D, the PCC's IP
address, and the LSP-ID.

The PCEP data nodel contains the operational state of LSPs

(/' pcep/entity/lsp-db/lsp/) with PCEP-specific attributes. The
generic TE attributes of the LSP are defined in [ YANG TE]. A
reference to the LSP state in the TE nodel is nmintained.

O her Consi derations
1. PCEP over TLS (PCEPS)

[ RFC8253] describes the use of TLS 1.2 [ RFC5246] or |ater in PCEP.
Further, [PCEPS-UPDATE] specifies how to protect PCEP nessages with
TLS 1.3 [ RFC8446] by disallowing the use of early data (0-RTT) and
listing the cipher suites that need to be supported with TLS 1. 3.

The PCC acting as the TLS client opens the TLS connection, and the
PCE acting as the TLS server listens for incom ng connections as per
the TLS specifications ([ RFC8446] and [ RFC5246]). [ RFC8253]
specifies the StartTLS procedure in PCEP that initiates the TLS
connecti on before exchangi ng PCEP nessages; thus, the identity
verification is conpleted before the PCEP session is established.

Note that a PCEP speaker could act as both a client (PCC) and a
server (PCE). The role within the context of a PCEP session is
determined by the relationship it has with its peer (the same is true
for TLS as well).

The YANG nodul e uses the TLS grouping in [RFC9645]. Note that any
TLS version can be configured, but [ RFC9645] recomrends the use of
TLS 1.3 only. At the tinme of publication of this docunent, TLS 1.2
is still in comon use for PCEP and can still be enabled with the
feature "tls12" even though it is marked with status as "deprecated".

PCEP YANG Modul es
1. ietf-pcep Mdule

<CCODE BEG@ NS> file "ietf-pcep@025-09-12. yang"

modul e ietf-pcep {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-pcep";
prefix pcep;

inmport ietf-inet-types {
prefix inet;



ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types",
}

inmport ietf-te-types {
prefix te-types;
ref erence
"RFC 8776: Common YANG Data Types for Traffic Engi neering”;
}
import ietf-key-chain {
prefix key-chain;
ref erence
"RFC 8177: YANG Data Mddel for Key Chains";
}
i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";
}
inmport ietf-tls-server {
prefix tlss;
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";
}
inmport ietf-tls-client {
prefix tlsc;
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";
}
i mport ietf-ospf {
prefix ospf;
reference
"RFC 9129: YANG Data Mddel for the OSPF Protocol";
}
inmport ietf-isis {
prefix isis;
ref erence
"RFC 9130: YANG Data Mddel for the IS-1S Protocol";

}

organi zati on
"I ETF PCE (Path Conputation Elenment) Wdrking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ pcel/>
W5 List: <mailto:pce@etf.org>
Edi t or: Dhruv Dhody
<mai | to: dhruv.ietf @nail.com";
description
"The YANG nodul e defines a generic configuration and
operational nodel for the Path Conputation El enent
Conmuni cati on Protocol (PCEP)

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or



wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9826; see the
RFC itself for full legal notices.";

revision 2025-09-12 {
description
"Initial revision.";
ref erence
"RFC 9826: A YANG Data Model for the Path Conputation
El ement Communi cation Protocol (PCEP)"

* Typedefs
*/

typedef role {

type enuneration {
enum unknown {
val ue O0;
description
"An unknown role.";

}
enum pcc {
val ue 1;
description
"The role of a Path Conputation dient (PCC.";
}
enum pce {
val ue 2;
description
"The role of a Path Conputation Elenent (PCE).";
}
enum pcc- and- pce {
val ue 3;
description
"The role of both Path Conputation Cient (PCC) and
Pat h Conput ation El enent (PCE).";
}

}

description
"The role of a PCEP speaker
Takes one of the foll owi ng val ues:
- unknown(0): the role is not known,
- pcc(l): the role is of a Path Computation
Client (PCO
- pce(2): the role is of a Path Conputation
El ement (PCE)
- pcc-and-pce(3): the role is of both a PCC and
a PCE.";
ref erence
"RFC 5440: Path Conputation El enent (PCE) Communication
Pr ot ocol (PCEP)"

typedef oper-status {

type enuneration {
enum oper - stat us-up {
val ue 1;
description
"The PCEP entity is active.";



}

enum oper - st at us- down {
val ue 2;
description
"The PCEP entity is inactive.";

}
enum oper - st at us- goi ng-up {
val ue 3;
description
"The PCEP entity is activating.";
}
enum oper - st at us- goi ng- down {
val ue 4,
description
"The PCEP entity is deactivating.";
}
enum oper -status-failed {
val ue 5;
description
"The PCEP entity has failed and will recover
when possible.";
}
enum oper - st at us-fail ed- perm {
val ue 6;
description
"The PCEP entity has failed and will not recover
wi t hout operator intervention.";
}

}

description
"The operational status of the PCEP entity.
Takes one of the foll owi ng val ues:
- oper-status-up(1l): Active,
- oper-status-down(2): Inactive,
- oper-status-goi ng-up(3): Activating,
- oper-status-goi ng-down(4): Deactivati ng,
- oper-status-failed(5): Fail ed,
- oper-status-failed-pern(6): Failed Permanently.";
ref erence
"RFC 5440: Path Conputation El enment (PCE) Communication
Pr ot ocol (PCEP)"

}

typedef initiator {
type enuneration {
enum | ocal {
val ue 1;
description
"The local PCEP entity initiated the session.”;
}
enum renot e {
val ue 2;
description
"The renmote PCEP peer initiated the session.";

}
}

description
"The initiator of the session, that is, whether the TCP
connection was initiated by the local PCEP entity or
the renote peer.
Takes one of the foll owi ng val ues:
- local (1): Initiated locally,
- renote(2): Initiated renotely.”;

}

typedef sess-state {



type enuneration {
enum t cp- pendi ng {
val ue 1;
description
"The TCPPendi ng state of PCEP session.";
}

enum open-wai t {
val ue 2;
description
"The OpenWait state of PCEP session.";
}

enum keep-wait {
val ue 3;
description
"The KeepWait state of PCEP session.";
}

enum sessi on-up {
val ue 4;
description
"The Sessi onUP state of PCEP session.";
}
}

description
"The current state of the session
The set of possible states excludes the idle state
since entries do not exist in the idle state.
Takes one of the foll ow ng val ues:
- tcp-pending(l): PCEP TCPPendi ng state,
- open-wait(2): PCEP OpenWit state,
- keep-wait(3): PCEP KeepWiit state,
- session-up(4): PCEP SessionUP state.";
ref erence
"RFC 5440: Path Conputation El enment (PCE) Communication
Pr ot ocol (PCEP)"

}

typedef domain {
type union {
type ospf:area-id-type;
type isis:area-address;
type inet:as-nunber;

description
"The domain information.";
}

typedef operational-state {
type enuneration {
enum down {
val ue 0;
description
"Not active.";
}
enum up {
val ue 1,
description
"Signal ed. ";

enum active {

val ue 2;

description

"Up and carrying traffic.";

}
enum goi ng- down {

val ue 3;

description



"LSP is being torn down; resources are
bei ng rel eased. ";
}
enum goi ng-up {
val ue 4;
description
"LSP is being signaled.";

}
}

description
"The operational status of the LSP.";
ref erence
"RFC 8231: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Stateful PCE";

}

typedef sync-state {
type enuneration {
enum pendi ng {
val ue 0;
description
"The state synchronization
has not started.";
}
enum ongoi ng {
val ue 1;
description
"The state synchronization
i s ongoing.";
}
enum fini shed {
val ue 2;
description
"The state synchronization
is finished.";
}
}

description
"The LSP-DB state synchronization operationa
status.";
reference
"RFC 8231: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Stateful PCE";

typedef hpce-role {
type enuneration {
enum unknown {
val ue O;
description
"An unknown role.";

enum chi I d {
val ue 1;
description
"The PCE is acting as child PCE. ";
}
enum parent {
val ue 2;
description
"The PCE is acting as parent PCE.";

}
}

description
"The HPCE role of the PCE.";
ref erence



"RFC 8685: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for the Hi erarchical Path Conputation
El ement (H PCE) Architecture”

}

/*
* Features
*/

feature svec {
description
"Support synchronized path conputation.”;
ref erence
"RFC 5440: Path Conputation El enent (PCE) Conmunication
Pr ot ocol (PCEP)"

}

feature gnpls {
description
"Support GWPLS.",;
reference
"RFC 8779: Path Conputation El ement Conmuni cation Protocol
(PCEP) Extensions for GWLS";

feature objective-function {
description
"Support OF as per RFC 5541.";
reference
"RFC 5541: Encodi ng of (hjective Functions in the Path
Conput ati on El enent Comuni cati on Protocol (PCEP)";

}

feature gl obal -concurrent {
description
"Support 4 obal Concurrent Optimzation (GCO as per RFC
5557.";
ref erence
"RFC 5557: Path Conputation El enent Conmuni cati on Protoco
(PCEP) Requirenents and Protocol Extensions in Support of
G obal Concurrent Optim zation";

}

feature path-key {
description
"Support path-key as per RFC 5520.";
reference
"RFC 5520: Preserving Topol ogy Confidentiality in Inter-
Domai n Path Comput ation Using a Pat h- Key- Based Mechani sni;

}

feature p2mp {
description
"Support Point-to-Miltipoint (P2MP) as per RFC 8306.";
ref erence
"RFC 8306: Extensions to the Path Conputation El enent
Conmruni cati on Protocol (PCEP) for Point-to-Miltipoint
Traffic Engi neering Label Switched Paths";

}

feature stateful {
description
"Support stateful PCE as per RFC 8231.";
ref erence
"RFC 8231: Path Conputation El ement Conmunication Protoco
(PCEP) Extensions for Stateful PCE";



}

feature sync-opt {
description
"Support stateful state synchronization optimnzation
as per RFC 8232.",
ref erence
"RFC 8232: Optim zations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE';

}

feature pce-initiated {
description
"Support PCE-initiated LSP as per
RFC 8281.";
ref erence
"RFC 8281: Path Conputation El ement Conmunication Protoco
(PCEP) Extensions for PCE-lnitiated LSP Setup in a Stateful
PCE Model *;

}

feature tls {
description
"Support PCEP over TLS as per RFC 8253.",
ref erence
"RFC 8253: PCEPS: Usage of TLS to Provide a Secure Transport
for the Path Conputation El erent Commruni cati on Protocol
( PCEP) "
}

feature sr-npls {
description
"Support Segnment Routing (SR) for MPLS in PCEP.";
ref erence
"RFC 8664: Path Conputation El erent Conmuni cati on Protoco
(PCEP) Extensions for Segnent Routing";

feature association {
description
"Support Association in PCEP.";
ref erence
"RFC 8697: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Establishing Relationships between
Sets of Label Switched Paths (LSPs)";

}

feature fl owspec {
description
"Support Flow Specification in PCEP.";
ref erence
"RFC 9168: Path Conputation El enment Conmuni cati on Protoco
(PCEP) Extension for Flow Specification";

}

feature h-pce {
description
"Support Hierarchical PCE (H PCE).";
reference
"RFC 8685: Path Conputation El ement Conmuni cati on
Prot ocol (PCEP) Extensions for the Hierarchical Path
Conput ati on El enent (H PCE) Architecture”;

}

feature inter-layer {
description



"Support inter-layer path conmputation."”;
ref erence
"RFC 8282: Extensions to the Path Conputation
El ement Communi cation Protocol (PCEP) for Inter-
Layer MPLS and GWPLS Traffic Engineering";

}

/*
* |dentities
*/

identity domai n-type {
description
"Base domain type for PCE. ";
}

identity ospf-area {
base donai n-type;
description
"The OSPF area.";
}

identity isis-area {
base donai n-type;
description
"The 1S-1S area.”;
}

i dentity autononous-system {
base donai n-type;
description
"The Aut ononous System (AS).";
}

identity Isp-error {
if-feature "stateful";
description
"Base LSP error.";
ref erence
"RFC 8231: Path Conputation El ement Conmunication Protoco
(PCEP) Extensions for Stateful PCE";

identity no-error-Ilsp-error {
if-feature "stateful";
base | sp-error
description
"No error; LSP is fine.";
ref erence
"RFC 8231: Path Conputation El enent Conmuni cati on Protoco
(PCEP) Extensions for Stateful PCE";

identity unknown-|sp-error {
if-feature "stateful";
base | sp-error
description
"Unknown reason. LSP Error Code value = 1.";
reference
"RFC 8231: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Stateful PCE";

identity limt-Isp-error {
if-feature "stateful ";
base | sp-error



description
"Limt reached for PCE-controlled LSPs. LSP Error Code
value = 2.";
ref erence
"RFC 8231: Path Conputation El ement Conmunication Protoco
(PCEP) Extensions for Stateful PCE";

}

i dentity pending-Ilsp-error {
if-feature "stateful ";
base | sp-error
description
"Too many pendi ng LSP update requests. LSP Error Code
value = 3.";
ref erence
"RFC 8231: Path Conputation El ement Conmunication Protoco
(PCEP) Extensions for Stateful PCE";
}

identity unacceptable-lsp-error {
if-feature "stateful ";
base | sp-error
description
"Unaccept abl e parameters. LSP Error Code value = 4.";
ref erence
"RFC 8231: Path Conputation El enent Conmuni cati on Protoco
(PCEP) Extensions for Stateful PCE";

identity internal-Isp-error {
if-feature "stateful";
base | sp-error
description
"Internal error. LSP Error Code value = 5.";
reference
"RFC 8231: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Stateful PCE";

identity admin-Ilsp-error {
if-feature "stateful";
base | sp-error
description
"LSP adm ni stratively brought down. LSP Error Code val ue
=6.",
ref erence
"RFC 8231: Path Conputation El erent Conmuni cati on Protoco
(PCEP) Extensions for Stateful PCE";

identity preenpted-I|sp-error {
if-feature "stateful ";
base | sp-error
description
"LSP preenpted. LSP Error Code value = 7.";
ref erence
"RFC 8231: Path Conputation El enent Conmuni cati on Protoco
(PCEP) Extensions for Stateful PCE";

identity rsvp-lsp-error {
if-feature "stateful";
base | sp-error
description
"RSVP signaling error. LSP Error Code value = 8.";
ref erence



"RFC 8231: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Stateful PCE";

identity path-protection {
base te-types: association-type;
description
"Path Protection Association.";
reference
"RFC 8745: Path Conputation El ement Conmunication Protoco
(PCEP) Extensions for Associating Wrking and Protection
Label Switched Paths (LSPs) with Stateful PCE";

}

identity disjoint {
base te-types: association-type;
description
"Di sjoint Association.";
ref erence
"RFC 8800: Path Conputation El enent Conmuni cati on Protoco
(PCEP) Extension for Label Switched Path (LSP) Diversity
Constraint Signaling";

}

identity policy {
base te-types: association-type;
description
"Policy Association.";
reference
"RFC 9005: Path Conputation El ement Conmuni cati on Protoco
(PCEP) Extension for Associating Policies and Label Switched
Pat hs (LSPs)";

}

identity virtual -network {
base te-types: association-type;
description
"Virtual Network (VN) Association.";
ref erence
"RFC 9358: Path Conputation El ement Conmuni cati on Protoco
(PCEP) Extensions for Establishing Relationships between
Sets of Label Switched Paths and Virtual Networks";

}

/*
* &roupi ngs
*/

groupi ng domai n {
description
"This grouping specifies a domain where the
PCEP speaker has topology visibility.";
| eaf type {
type identityref {
base domuai n-type;
}

description
"The domain type.";

| eaf domain {

type domai n;

description
"The domain information.";



groupi ng domai n-info {
description
"This grouping specifies all information that
may be relevant to both PCC and PCE
This information corresponds to PCE auto-di scovery
i nformati on.
The scope relates to either a local entity or a peer.";
cont ai ner domai ns {
description
"The domain for the |l ocal PCEP entity or a peer.";
list domain {
key "type domain";
description
"The domain information.";
uses domain {
description
"The domain for the |l ocal PCEP entity or a peer.";
}

}
}

contai ner capabilities {
description
"The PCEP entity or peer capability information.
This may be relevant to PCE selection as well.
This information corresponds to PCE auto-
di scovery information.";
ref erence
"I ANA | GP: Path Conputation Elenment (PCE) Capability
Flags in Interior Gateway Protocol (IGP) Paranmeters
RFC 5088: OSPF Protocol Extensions for Path
Conput ati on El enent (PCE) Discovery
RFC 5089: |1S-1S Protocol Extensions for Path
Conput ati on El enent (PCE) Discovery
RFC 9353: | GP Extension for Path Computation El enent
Conmruni cati on Protocol (PCEP) Security Capability
Support in PCE D scovery (PCED)";
| eaf capability {
type bits {
bit gmpls {
if-feature "gnpl s";
description
"Path computation with GWLS |ink
constraints.";

}
bit bi-dir {
description
"Bi directional path conputation.”;

bit diverse {
description
"Di verse path conputation.";

bit | oad-bal ance {
description
"Load- bal anced pat h conput ati on.
}

bit synchronize {
if-feature "svec";
description
"Synchroni zed paths conputation.”;

bit objective-function {
if-feature "objective-function”;
description
"Support for multiple objective functions.";



bit add-pat h-constraint {
description
"Support for additive path constraints (nax
hop count, etc.).";
}
bit prioritization {
description
"Support for request prioritization.";

bit nulti-request {
description
"Support for multiple requests per nessage.";

bit gl obal -concurrent {
i f-feature "gl obal -concurrent"”
description
"Support for G obal Concurrent Optim zation
(GO . ";
ref erence
"RFC 5557: Path Conputation El enent Conmuni cation
Prot ocol (PCEP) Requirenents and Protocol
Ext ensi ons in Support of G obal Concurrent
Optim zation";
}
bit p2mp {
if-feature "p2mp";
description
"Support for P2MP path conputation."”;
ref erence
"RFC 8306: Extensions to the Path Computation
El ement Conmuni cati on Protocol (PCEP) for
Point-to-Miltipoint Traffic Engineering Label
Swi t ched Pat hs";

}
L

t active {

if-feature "stateful";

description
"Support for active stateful PCE. ";

ref erence
"RFC 8231: Path Conputation El enent
Communi cati on Protocol (PCEP) Extensions
for Stateful PCE";

}
L

t passive {
if-feature "stateful";
description
"Support for passive stateful PCE. ";
reference
"RFC 8231: Path Conputation El enment
Conmruni cati on Protocol (PCEP) Extensions
for Stateful PCE";
}
bit p2nmp-active {
if-feature "stateful";
if-feature "p2m";
description
"Support for active stateful PCE for P2MP.";
ref erence
"RFC 8623: Stateful Path Conputation El enent
(PCE) Protocol Extensions for Usage with
Poi nt-to-Miltipoint TE Label Swi tched Paths
(LSPs)";
}
bit p2np-passive {
if-feature "stateful ";
if-feature "p2mp";



description
"Support for passive stateful PCE for P2MP.";
reference
"RFC 8623: Stateful Path Conputation El enent
(PCE) Protocol Extensions for Usage with
Poi nt-to-Miltipoint TE Label Switched Paths
(LSPs)";

=)

it p2nmp-pce-initiated {
if-feature "stateful ";
if-feature "pce-initiated";
if-feature "p2mp";
description
"Support for PCE-initiated LSP for P2MP.";
ref erence
"RFC 8623: Stateful Path Conputation El enent
(PCE) Protocol Extensions for Usage with
Poi nt-to-Miltipoint TE Label Switched Paths
(LSPs)";

=)

it flowspec {
if-feature "fl owspec";
description
"Support for Flow Specification.";
ref erence
"RFC 9168: Path Conputation El enent Conmuni cation
Prot ocol (PCEP) Extension for Flow Specification";

}
L

t tcp-ao {
description
"Support for the TCP Authentication Option
(TCP-AO . ";
ref erence
"RFC 5440: Path Conputation El enment (PCE)
Conmruni cati on Protocol (PCEP)
RFC 5925: The TCP Aut hentication Option";
}
bit tls {
if-feature "tls";
description
"Support for TLS.";
ref erence
"RFC 8253: PCEPS: Usage of TLS to Provide a
Secure Transport for the Path Conputation
El ement Commruni cation Protocol (PCEP)";
}
}
description
"The bits string indicating the capabilities.”;
ref erence
"I ANA | GP: Path Conputation Elenment (PCE) Capability
Flags in Interior Gateway Protocol (IGP) Paraneters
RFC 5088: OSPF Protocol Extensions for Path
Conput ati on El enent (PCE) Discovery
RFC 5089: I1S-1S Protocol Extensions for Path
Conput ati on El enent (PCE) D scovery
RFC 9353: | GP Extension for Path Conputation El enent
Comuni cation Protocol (PCEP) Security Capability
Support in PCE D scovery (PCED)";
}
| eaf pce-initiated {
if-feature "pce-initiated";
type bool ean;
default "false";
description
"Set to true if PCE-initiated LSP capability is



enabl ed. ";
ref erence
"RFC 8281: Path Conputation El enent Conmuni cation
Prot ocol (PCEP) Extensions for PCE-lnitiated LSP
Setup in a Stateful PCE Mdel";
}
| eaf include-db-ver {
if-feature "stateful";
if-feature "sync-opt";
type bool ean;
default "true";
description
"Support inclusion of LSP-DB-VERSION
in LSP object.";
ref erence
"RFC 8232: Optimzations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE';

| eaf trigger-resync {
if-feature "stateful";
if-feature "sync-opt";
type bool ean;
default "true";
description
"Support PCE-triggered resynchronization.";
ref erence
"RFC 8232: Optimzations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE';

|l eaf trigger-initial-sync {
if-feature "stateful";
if-feature "sync-opt";
type bool ean;
default "true";
description
"PCE-triggered initial synchronization.";
ref erence
"RFC 8232: Optim zations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE';
}
| eaf increnmental -sync {
if-feature "stateful";
if-feature "sync-opt";
type bool ean;
default "true";
description
"Support increnental (delta) synchronization.";
ref erence
"RFC 8232: Optim zations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE';
}
container sr-npls {
if-feature "sr-npls";
description
"If segment routing for MPLS is supported at the |oca
entity or a peer.";
reference
"RFC 8664: Path Conputation El ement Conmuni cati on Protoco
(PCEP) Extensions for Segnent Routing";
| eaf enabl ed {
type bool ean;
default "fal se";
description
"Set to true if SR-MPLS is enabled.";
}

| eaf no-med-limt {



type bool ean;
default "fal se";
description
"True indicates no limt on Maximum SID Depth (MSD); the
|l eaf med is ignored."”;
}
| eaf nai {
type bool ean;
default "false";
description
"True indicates the capability to resol ve Node or
Adj acency ldentifier (NAI) to Segnent
Identifier (SID).";
}
}

contai ner stateful-gnpls {
if-feature "stateful ";
if-feature "gnpls”;
description
"If stateful GWLS is supported for a local entity
or a peer.";
ref erence
"RFC 8779: Path Conputation El ement Conmuni cation Protocol
(PCEP) Extensions for GWLS';
| eaf enabl ed {
type bool ean;
default "false";
description
"Set to true if stateful GWLS is enabled.";

}
}

| eaf inter-layer {
if-feature "inter-Ilayer";
type bool ean;
default "false";
description
"If inter-layer path computation is supported for
| ocal entity or a peer.";
ref erence
"RFC 8282: Extensions to the Path Conputation
El ement Conmmuni cation Protocol (PCEP) for Inter-
Layer MPLS and GWPLS Traffic Engi neering";
}
cont ai ner h-pce {
if-feature "h-pce";
description
"If Hierarchical PCE (HPCE) is supported for |oca
entity or a peer.";
ref erence
"RFC 8685: Path Conputation El enent Conmuni cation
Prot ocol (PCEP) Extensions for the Hierarchical Path
Conput ati on El enent (H PCE) Architecture";
| eaf enabl ed {
type bool ean;
default "fal se";
description
"Set to true if HPCE is enabled.";

| eaf stateful {
if-feature "stateful";
type bool ean;
default "fal se";
description
"Set to true if stateful HPCE is enabled.";
ref erence
"RFC 8751: Hierarchical Stateful Path Conputation



El ement (PCE)"

| eaf role {
when "../../../role = "pce "
+ n Or n
+"../../../lrole = 'pcc-and-pce’ " {

description
"These fields are applicable when the role is PCE. ";
}

type hpce-rol e;
description
"The H PCE role of the PCE. ";
}

}

| eaf med {
if-feature
type uint8;
config fal se;
description
"Maxi mum SI D Depth (MSD) for SR-MPLS (i.e., the | abel stack
depth that a PCC is capable of inposing on a packet).";
reference
"RFC 8664: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Segnent Routing”;

sr-npls";

}

groupi ng pce-info {
description
"This grouping specifies all PCE information
that may be relevant to the PCE sel ection.
This information corresponds to PCE auto-di scovery
information.";
cont ai ner scope {
description
"This container defines PCE path conputation scope
informati on that may be rel evant to PCE sel ection
This information corresponds to PCE auto-di scovery
information.";
| eaf path-scope {
type bits {
bit intra-area-scope {
description
"PCE can conpute intra-area paths (L bit).";
}

bit inter-area-scope {
description
"PCE can conpute inter-area paths (R bit).";
}

bit inter-area-scope-default {
description
"PCE can act as a default PCE for inter-area
path conputation (Rd bit).";
}
bit inter-as-scope {
description
"PCE can conpute inter-AS paths (S bit).";
}

bit inter-as-scope-default {
description
"PCE can act as a default PCE for inter-AS
path conputation (Sd bit).";
}
bit inter-layer-scope {
description



"PCE can conpute inter-layer paths (Y bit).";

}
}

description
"The field corresponding to the path scope bits.";
}
| eaf intra-area-pref {
type uint8 {
range "0..7";
}
description
"The PCE s preference for intra-area TE LSP
computation (PrefL field), where 7 reflects
the hi ghest preference.”;

| eaf inter-area-pref {

type uint8 {
range "0..7";

}

description
"The PCE s preference for inter-area TE LSP
conmputation (PrefR field), where 7 reflects
the hi ghest preference.”;

}
| eaf inter-as-pref {
type uint8 {
range "0..7";
}

description
"The PCE s preference for inter-AS TE LSP
computation (PrefS field), where 7 reflects
the hi ghest preference.”;

| eaf inter-layer-pref {
type uint8 {
range "0..7";
}
description
"The PCE s preference for inter-layer TE LSP
conmputation (PrefY field), where 7 reflects
the hi ghest preference.";
}
ref erence
"RFC 5088: OSPF Protocol Extensions for Path
Conput ati on El enent (PCE) Discovery
RFC 5089: IS 1S Protocol Extensions for Path
Conput ati on El enent (PCE) Discovery";
}
cont ai ner nei ghbor - domai ns {
description
"The list of nei ghbor PCE donmi ns
toward whi ch a PCE can conpute
pat hs.";
list domain {
key "type domain";
description
"The nei ghbor domain.";
uses donmain {
description
"The PCE nei ghbor domain.";
}
}
}
}

groupi ng notification-instance-hdr {



description
"This group describes comon instance-specific data
for notifications.";
| eaf peer-addr {
type leafref {
path "/pcep/entity/ peers/peer/addr”;
}

description
"Reference to peer address.";
}

}

groupi ng notification-session-hdr {
description
"This group describes comobn session instance-specific
data for notifications.";
uses notification-instance-hdr;
| eaf session-initiator {
type leafref {
path "/pcep/entity/ peers/peer[addr=current()/../peer-addr]/"
+ "sessions/session/initiator";
}
description
"Reference to pcep session initiator leaf.";
}

}

grouping of-list {
description
"Li st of Objective Functions (OF).";
ref erence
"RFC 5541: Encodi ng of (hjective Functions in the Path
Conput ati on El enent Communi cati on Protocol (PCEP)";
Iist objective-function {
key "of";
description
"The list of authorized OF.";
| eaf of {
type identityref {
base te-types: objective-function-type;
}

description
"The COF authorized.";
}

}
}

groupi ng auth {
description
"The aut hentication options.";
contai ner auth {
description
"The aut hentication options.";
choi ce aut h-type-sel ection {
description
"Options for expressing authentication
setting.";
case aut h-key-chain {
| eaf key-chain {
type key-chai n: key-chai n-ref;
description
"Key-chain nane.";
}
}

case aut h-key {
| eaf crypto-al gorithm/{



type identityref {
base key-chai n:crypto-al gorithm

}

mandat ory true;

description
"Crypt ographi c al gorithm associ at ed
with key.";

choi ce key-string-style {
description
"Key string styles.";
case keystring {
| eaf keystring {
nacm def aul t - deny- al |
type string;
description
"Key string in ASClI format.";
}

case hexadeci mal {
i f-feature "key-chain: hex-key-string";
| eaf hexadeci mal -string {
nacm def aul t - deny- al |
type yang: hex-stri ng;
description
"Key in hexadecimal string format. Wen
conpared to ASCI I, specification in
hexadeci nal affords greater key entropy
with the sanme nunber of interna
key-string octets. Additionally, it
di scour ages usage of well-known words or
numbers. ";
}
}
}

case auth-tls {
if-feature "tls";
choice role {
description
"The role of the local entity.";
case server {
container tls-server {
uses tlss:tls-server-grouping {
description
"Server TLS information.";
}

description
"TLS-rel ated information.";
}

case client {
container tls-client {
uses tlsc:tls-client-grouping {
description
"Client TLS information.";
}

description
"TLS-rel ated information.";



/*
* Configuration data nodes
*/

cont ai ner pcep {
presence "The PCEP is enabl ed”;
description
"Paraneters for list of configured PCEP entities
on the device.";
container entity {
description
"The configured PCEP entity on the device.";
| eaf-1ist addr {
type inet:ip-address-no-zone;
m n-el enents 1;
order ed- by user;
description
"The local Internet address of this PCEP entity.
If operating as a PCE server, the PCEP entity
listens on this address. |f operating as a PCC
the PCEP entity binds outgoing TCP connections
to this address based on the address fanmily. It is
possible for the PCEP entity to operate as both a
PCC and a PCE server, in which case it uses this
address both to listen for incom ng TCP connections
and to bind outgoing TCP connections.";
}
| eaf enabled {
type bool ean;
default "true";
description
"The admi nistrative status of this PCEP
entity; set to true when UP.";

}
| eaf role {
type role;
must ' (. !'= "unknown")’ {

error-nessage "The PCEP entity rol e cannot be unknown";

mandat ory true;
description
"The role that this entity can play.
Takes one of the foll owi ng val ues:
- pcc(l): this PCEP entity is a PCC
- pce(2): this PCEP entity is a PCE
- pcc-and-pce(3): this PCEP entity is both
a PCC and a PCE.";

| eaf description {
type string;
description
"Description of the PCEP entity configured
by the user.";

| eaf speaker-entity-id {
if-feature "sync-opt";
type string;
description
"The Speaker Entity ldentifier.";
ref erence
"RFC 8232: Optimzations of Label Switched
Path State Synchronization Procedures for
a Stateful PCE";

| eaf adm n-status {



type bool ean;
default "true";
description
"The administrative status of this PCEP entity.
The val ue true represents admn status as up
This is the desired operational status as
currently set by an operator or by default in
the inplementation. The val ue of oper-status
represents the current status of an attenmpt to
reach this desired status.";

| eaf index {
type uint32;
config fal se;
description
"The index of the operational PECP entity.";
}
| eaf oper-status {
type oper-stat us;
config fal se;
description
"The operational status of the PCEP entity.
Takes one of the follow ng val ues:
- oper-status-up(l): the PCEP entity is active,
- oper-status-down(2): the PCEP entity is inactive,
- oper-status-going-up(3): the PCEP entity is
activati ng,
- oper-status-goi ng-down(4): the PCEP entity is
deactivating,
- oper-status-failed(5): the PCEP entity has
failed and will recover when possible,
- oper-status-failed-pern(6): the PCEP entity
has failed and will not recover w thout
operator intervention.";
}
uses domai n-info {
description
"Local PCEP entity information.";
}
uses auth {
description
"Local authorization and security paraneters.”;

}
contai ner pce-info {
when "../role = "pce'"
+ "or
+ "../role = "'pcc-and-pce’ " {

description
"These fields are applicable when the role is PCE. ";
}

description
"The local PCE entity PCE information.";
uses pce-info {
description
"Local PCE information.";
}

cont ai ner pat h-key {
i f-feature "path-key";
description
"Pat h- key configuration.";
ref erence
"RFC 5520: Preserving Topol ogy Confidentiality in
I nter-Domain Path Conputation Using a Path-Key-
Based Mechani sni';
| eaf enabl ed {
type bool ean;



default "fal se";
description
"Enabl ed or disabled; set to true when enabled.";

| eaf discard-tiner {

type uint32;
units "m nutes”;
default "10";

description
"Atimer to discard unwanted path-keys.";
}

| eaf reuse-time {
type uint32 {
range "30..nmax";

}
units "m nutes"”;
default "30";

description
"Atime after which the path-keys could be reused.”;

}
| eaf pce-id {
type inet:ip-address-no-zone;
description
"PCE address to be used in each Path-Key Subobject
(PKS), sane as local PCE entity |IP address.”;

}
}

| eaf connect-tiner {
type uint16 {
range "1..max";

}
units "seconds";
default "60";

description
"The time in seconds that the PCEP entity will wait
to establish a TCP connection with a peer. If a
TCP connection is not established within this tine,
then PCEP aborts the session setup attenpt.";
ref erence
"RFC 5440: Path Conputation El ement (PCE) Communication
Prot ocol (PCEP)";
}
| eaf connect-max-retry {
type uint 32;
default "5";
description
"The maxi mum nunber of tines the systemtries to
establish a TCP connection to a peer before the
session with the peer transitions to the idle
state.";
ref erence
"RFC 5440: Path Conputation El ement (PCE) Communication
Prot ocol (PCEP)";

| eaf init-back-off-timer {

type uintl16 {
range "1..max";

}

units "seconds";

mandat ory true;

description
"The initial back-off tinme in seconds for retrying
a failed session setup attenpt to a peer.
The back-off time increases for each fail ed
session setup attenpt, until a maxi num back- of f



time is reached. The nmaxi num back-off tinme is the
max- back-of f-timer leaf.";
ref erence
"RFC 5440: Path Conputation El enment (PCE) Communication
Prot ocol (PCEP)"

}
| eaf max-back-off-tinmer {
type uint32;
units "seconds";
mandat ory true;
description
"The maxi mum back-off tinme in seconds for retrying
a failed session setup attenpt to a peer.
The back-off time increases for each failed session
setup attenpt, until this maxi numval ue is reached.
Session setup attenpts then repeat periodically
wi t hout any further increase in back-off time.";
ref erence
"RFC 5440: Path Conputation El ement (PCE) Communication
Pr ot ocol (PCEP)";
}
| eaf open-wait-timer {

type uint 16;
units "seconds";
config fal se;
description
"The time in seconds that the PCEP entity will wait
to receive an Open nessage froma peer after the
TCP connection has conme up.
If no Open message is received within this time, then
PCEP terninates the TCP connection and del etes the
associ ated sessions.";
ref erence
"RFC 5440: Path Conputation El enment (PCE) Communication
Prot ocol (PCEP)"

| eaf keep-wait-tiner {
type uint 16;
units "seconds";
config fal se;
description
"The time in seconds that the PCEP entity will wait
to receive a Keepalive or PCErr nmessage from a peer
during session initialization after receiving an
pen nmessage. |If no Keepalive or PCErr nessage is
received within this tine, then PCEP term nates the
TCP connection and del etes the associ ated
sessions.";
ref erence
"RFC 5440: Path Conputation El enent (PCE) Conmunication
Pr ot ocol (PCEP)"

| eaf keepalive-tinmer {

type uint8;
units "seconds";
default "30";

description
"The Keepalive tiner that this PCEP
entity will propose in the initial Open nessage of
each session it is involved in. This is the
maxi mum ti me between two consecutive messages sent
to a peer. Zero neans that the PCEP entity prefers
not to send Keepalives at all
Note that the actual Keepalive transm ssion
intervals, in either direction of an active PCEP
session, are determ ned by negotiation between the



peers as specified by RFC 5440 and thus may differ
fromthis configured value.";
reference
"RFC 5440: Path Conputation El enment (PCE) Communication
Prot ocol (PCEP)"
}
| eaf dead-tiner {
type uint8;
units "seconds";
must ' (. > ../keepalive-tinmer)' {
error-nessage "The DeadTi mer nust be
+ "larger than the Keepalive tinmer";

}
default "120";
description
"The DeadTiner that this PCEP entity will propose
inthe initial Open nessage of each session it is
involved in. This is the tine after which a peer
shoul d declare a session down if it does not
recei ve any PCEP nessages. Zero suggests that the
peer does not run a DeadTinmer at all.";
ref erence
"RFC 5440: Path Conputation El ement (PCE) Communication
Prot ocol (PCEP)";

| eaf allow negotiation {
type bool ean;
default "true";
description
"VWhet her the PCEP entity will pernmit the negotiation
of session parameters.”;
}
| eaf max-keepalive-tiner {
type uint8;
units "seconds";
mandat ory true;
description
"The maxi num value that this PCEP entity wll
accept froma peer for the interval between
Keepal i ve transm ssions. Zero means that the PCEP
entity will allow no Keepalive transmni ssion at
all.";

| eaf max-dead-tinmer {
type uint8;
units "seconds";
mandat ory true;
description
"The maxi num val ue in seconds that this PCEP
entity will accept froma peer for the DeadTi ner.
Zero neans that the PCEP entity will all ow not
runni ng a DeadTi ner.";

}
| eaf m n-keepalive-timer {
type uint8;
units "seconds";
mandat ory true;
description
"The m ni mum val ue in seconds that this PCEP
entity will accept for the interval between
Keepal i ve transm ssions. Zero neans that the
PCEP entity insists on no Keepalive
transm ssion at all.";
}

| eaf m n-dead-tinmer {
type uint8;



units "seconds";
mandat ory true;
description
"The m ni mum val ue in seconds that this PCEP
entity will accept for the DeadTiner. Zero
means that the PCEP entity insists on not
runni ng a DeadTi nmer.";
}
| eaf sync-timer {
if-feature "svec";

type uint 16;
units "seconds";
default "60";

description
"The val ue of SyncTinmer in seconds is used in the
case of synchroni zed path conputation request

using the SVEC object. |If after the expiration of

the SyncTimer all the path conputation requests
have not been received, a protocol error is
triggered, and the PCE nust cancel the whol e set
of path conputation requests.
Zero neans that the PCEP entity does not use the
SyncTi mer . ";
ref erence
"RFC 5440: Path Conputation El ement (PCE)
Conmruni cati on Protocol (PCEP)";
}
| eaf request-tiner {
type uint16 {
range "1..max";
}
units "seconds";
mandat ory true;
description
"The maximumtime that the PCEP entity will wait
for a response to a PCReq nmessage.";

}
| eaf max-sessions {
type uint32;
mandat ory true;
description
" Maxi mum nunber of sessions involving this PCEP
entity that can exist at any tine.";
}
| eaf max-unknown-reqs {
type uint32;
default "5";
description
"The maxi mum nunber of unrecogni zed requests and
replies that any session on this PCEP entity is
willing to accept per mnute before termnating
t he sessi on.
A PCRep nessage contains an unrecogni zed reply
if it contains an RP object whose request ID
does not correspond to any in-progress request
sent by this PCEP entity.
A PCReq nessage contains an unrecogni zed request
if it contains an RP object whose request IDis
zero.";
ref erence
"RFC 5440: Path Conputation El ement (PCE)
Conmruni cati on Protocol (PCEP)";
}
| eaf max- unknown- nsgs {

type uint32;
default "5";



description
"The maxi num nunber of unknown nessages that any
session on this PCEP entity is willing to accept
per mnute before term nating the session.";
ref erence
"RFC 5440: Path Conputation El ement (PCE)
Conmuni cati on Protocol (PCEP)";
}
| eaf pcep-notification-nax-rate {
type uint32;
mandat ory true;
description
"This variable indicates the maxi num nunber of
notifications issued per second. |If events
occur nore rapidly, the inplenentation may
simply fail to emit these notifications during
that period or may queue themuntil an
appropriate tine. A value of 0 nmeans no
notifications are emtted and all should be
di scarded (that is, not queued).";
}
cont ai ner stateful -parameter {
if-feature "stateful ";
description
"The configured stateful PCE parameters."”;
| eaf state-tinmeout {
type uint32;
units "seconds";
mandat ory true;
description
"When a PCEP session is term nated, a PCC
waits for this tinme period before flushing
LSP state associated with that PCEP session
and reverting to operator-defined default
paraneters or behaviors. The max val ue
represents infinity.";
ref erence
"RFC 8231: Path Conputation El enent Conmuni cation
Prot ocol (PCEP) Extensions for Stateful PCE';

| eaf redel egation-tineout {

when "../../role = "pcc’"
+ "or "
+"../../role = "pcc-and-pce’ " {

description
"This field is applicable when the role is
PCC. ";
} _
type uint32;
units "seconds";
must '(. < ../state-tineout)’ {
error-nessage "The Redel egation Ti neout nust be "
+ "less than the State Tineout";

mandat ory true;
description
"When a PCEP session is terninated, a PCC
waits for this tine period before revoking
LSP del egation to a PCE and attenpting to
redel egate LSPs associated with the
term nated PCEP session to an alternate
PCE. ";
reference
"RFC 8231: Path Conputation El ement Conmuni cation
Prot ocol (PCEP) Extensions for Stateful PCE';



| eaf rpt-non-pcep-Isp {

when "../../role = "pcc’"
+ "or "
+"../../lrole = pcc-and-pce’ " {

description
"This field is applicable when the role is
PCC. ";

type bool ean;
default "true";
description
"If set, a PCC reports LSPs that are not
controll ed by any PCE (for exanple, LSPs
that are statically configured at the
PCO) . ";
}
reference
"RFC 8231: Path Computation El ement Conmuni cation Protocol
(PCEP) Extensions for Stateful PCE";

container of-list {

when "../role = "pce'"
+ n Or n
+ "../role = 'pcc-and-pce’ " {

description
"These fields are applicable when the role is
PCE. ";
}
if-feature "objective-function";
uses of-list;
description
"The authorized OF-List at PCE for all peers.";
}
container |sp-db {
if-feature "stateful";
config fal se;
description

"The LSP-DB.";
| eaf db-ver {
when "../../role = "'pcc'"
+ n Or n
+"../../role = pcc-and-pce’ " {

description
"This field is applicable when the role is
PCC. *;
}
if-feature "sync-opt";
type uint 64;
description
"The LSP State Database Version Nunber.";
}
list association-list {
if-feature "association";
key "type id source gl obal -source extended-id";
description
"List of all PCEP associations.";
reference
"RFC 8697: Path Conputation El enent Conmuni cati on
Prot ocol (PCEP) Extensions for Establishing
Rel ati onshi ps between Sets of Label Sw tched
Pat hs (LSPs)";
| eaf type {
type identityref {
base te-types: association-type;
}

description



"The PCEP Associ ation Type.";
ref erence
"1 ANA PCEP: ASSOCI ATION Type Field in Path
Conput ati on El enent Protocol (PCEP) Nunbers

RFC 8697: Path Conputation El ement Conmuni cati on

Prot ocol (PCEP) Extensions for Establishing
Rel ati onshi ps between Sets of Label Sw tched
Pat hs (LSPs)";

}
leaf id {
type uint 16;
description
"PCEP Association ID.";
}

| eaf source {
type inet:ip-address-no-zone;

description
"PCEP Associ ation Source.";

| eaf gl obal -source {
type uint32;
description
"PCEP d obal Association Source.";
}

| eaf extended-id {
type string;
description
"Additional information to support unique
identification (Extended Association ID).";

}
list Isp {
key "plsp-id pcc-id Isp-id";
description
"List of all LSP in this association.";
| eaf plsp-id {
type leafref {
path "/pcep/entity/lsp-db/™"
+ "l sp/plsp-id";
}
description
"Reference to PLSP-ID in LSP-DB.";
}

| eaf pcc-id {
type leafref {
path "/pcep/entity/lsp-db/"
+ "l sp[plsp-id=current()/"
+ "../plsp-id]/pcc-id";
}
description
"Reference to PCC-IDin LSP-DB.";

}
| eaf Isp-id {
type leafref {
path "/pcep/entity/lsp-db/"
+ "l sp[plsp-id=current()/../plsp-id]"
+ "[pcc-id=current()/../pcc-id]/Ilsp-id";

description
"Reference to LSP-ID in LSP-DB.";
}

}

}
list Isp{
key "plsp-id pcc-id Isp-id";
description
"List of all LSPs in LSP-DB.";



eaf plsp-id {
type uint32 {

range "1..1048575";
}

description
"A PCEP-specific identifier for the LSP

creates a unique PLSP-1D for each LSP that
constant for the lifetinme of a PCEP session

PLSP-ID is 20 bits with 0 and OxFFFFF
reserved. ";

}
| eaf pcc-id {
type inet:ip-address-no-zone;
description
"The |l ocal | P address of the PCC that
generated the PLSP-ID.";
}
| eaf source {
type inet:ip-address-no-zone;
description
"Tunnel sender address extracted from
LSP- 1 DENTI FI ERS TLV.";
reference
"RFC 8231: Path Conputation El enment
Conmuni cati on Protocol (PCEP) Extensions
for Stateful PCE";

| eaf destination {
type inet:ip-address-no-zone;
description
"Tunnel endpoint address extracted from
LSP- | DENTI FI ERS TLV.";
ref erence
"RFC 8231: Path Conputation El enent
Communi cati on Protocol (PCEP) Extensions
for Stateful PCE";

| eaf tunnel-id {
type uint 16;
description

"Tunnel identifier used in the LSP-I|DENTIFI ERS

TLV that remai ns constant over the life
of the tunnel.";
ref erence
"RFC 8231: Path Conputation El enent
Communi cati on Protocol (PCEP) Extensions
for Stateful PCE";

}

| eaf Isp-id {
type uint 16;
description

"Identifier used in the LSP-1DENTIFI ERS TLV
that can be changed to allow a sender to share

resources with itself.";
ref erence
"RFC 8231: Path Conputation El enent
Conmruni cati on Protocol (PCEP) Extensions
for Stateful PCE";

| eaf extended-tunnel-id {
type inet:ip-address-no-zone;
description

"Extended tunnel ID of the LSP in LSP-IDENTIFI ERS
TLV. The all-zeros format is represented as

0.0.0.0 and ::.";
ref erence



"RFC 8231: Path Conputation El enment
Conmuni cati on Protocol (PCEP) Extensions
for Stateful PCE";

| eaf adm n-state {
type bool ean;
default "true";
description
"The desired operational state.”;
}
| eaf operational-state {
type operational -state;
description
"The operational status of the LSP.";
}
cont ai ner del egated {
description
"The del egation-rel ated parameters.”;
| eaf enabl ed {
type bool ean;
default "fal se";
description
"LSP is delegated or not; set to true when
del egated. ";

| eaf peer {
when ' ../enabl ed {
description
"The LSP nust be del egated.";

type leafref {
path "/pcep/entity/peers/peer/addr"”;

}

description
"At the PCC, the reference to the PCEP peer to
which LSP is del egated; at the PCE, the
reference to the PCEP peer that del egated this

LSP. ";
}
| eaf srp-id {
type uint32 {
range "1..4294967294",
}
description
"The | ast SRP-1 D nunber associated with this
LSP. The val ues 0x00000000 and OxFFFFFFFF
are reserved. ";
}

}
container initiation {
if-feature "pce-initiated";
description
"The paraneters related to PCE initiation.";
ref erence
"RFC 8281: Path Conputation El ement Conmuni cati on
Prot ocol (PCEP) Extensions for PCE-lInitiated LSP
Setup in a Stateful PCE Model ";
| eaf enabl ed {
type bool ean;
default "fal se";
description
"Set to true if this LSPis initiated by a PCE. ";

| eaf peer {
when ' ../enabled {
description



"The LSP nmust be PCE-initiated.";

}
type leafref {
path "/pcep/entity/ peers/peer/addr";

description
"If the role is PCC, this leaf refers to the PCEP
peer (PCE) that initiated this LSP. |If the role
is PCE, this |leaf refers to the PCEP peer (PCQC
where the LSP is initiated.";

}
| eaf synbolic-pat h-name {
type string;

description
"The synbolic path nanme associated with the LSP.";
reference
"RFC 8231: Path Conputation El ement Conmuni cati on
Prot ocol (PCEP) Extensions for Stateful PCE";

| eaf last-error {
type identityref {
base | sp-error
}
description
"The last error for the LSP.";

}
| eaf pst {
type identityref {
base te-types: pat h-si gnaling-type;

default "te-types: path-setup-rsvp"”;
description
"The Path Setup Type (PST). Note that the
te-types nodel uses the term Path Signaling
Type.";
ref erence
"RFC 8408: Conveying Path Setup Type in PCE
Conmruni cati on Protocol (PCEP) Messages";
}
list association-list {
if-feature "association";
key "type id source gl obal -source extended-id";
description
"List of all PCEP associations.";
| eaf type {
type leafref {
path "/pcep/entity/lsp-db/"
+ "association-list/type";
}

description
"PCEP Associ ation Type.";
}

leaf id {
type leafref {
path "/pcep/entity/lsp-db/"
+ "association-list[type=current()/"
+ "../type]l/id";
}
description
"PCEP Association ID.";

| eaf source {
type leafref {
path "/pcep/entity/lsp-db/"
+ "association-list[type=current()/../type]"



+ "[id=current()/../id]/source";
}
description
"PCEP Associ ati on Source.";

| eaf gl obal -source {
type leafref {
path "/pcep/entity/lsp-db/"
+ "association-list[type=current()/
+ "[id=current()/../id]"
+ "[source=current()/../source]"
+ "/ gl obal -source"”;
}
description
"PCEP d obal Association Source.";

| eaf extended-id {
type leafref {
path "/pcep/entity/lsp-db/™"
+ "association-list[type=current()/
"[id=current()/../id]"
"[source=current()/../source]"

+ + + +

"/ extended-id";

}

description
"Additional information to
support unique identification.";

}

ref erence

.. [type]"

.. [type]"

"[ gl obal -source=current()/../gl obal -source]"

"RFC 8697: Path Conputation El ement Conmuni cati on
Prot ocol (PCEP) Extensions for Establishing
Rel ati onshi ps between Sets of Label Switched

Pat hs (LSPs)";
}
}
}

cont ai ner pat h-keys {

when "../role = "pce’ or ../role = 'pcc-and-pce’ " {

description

"These fields are applicable when the role is

PCE. ";

i f-feature "path-key";
config fal se;
description
"The pat h-keys generated by the PCE. ";
reference

"RFC 5520: Preserving Topol ogy Confidentiality
in Inter-Donmain Path Conputation Using a Path-

Key- Based Mechani sni';
list path-key {
key "key";
description

"The list of path-keys generated by the PCE. ";

| eaf key {
type uint 16;
description

"The identifier or token used to represent
the Confidential Path Segment (CPS) within

the context of the PCE. ";
}
contai ner cps {
description
"The Confidential Path Segment (CPS).";
list explicit-route-objects {



key "index";
description

"List of Explicit Route Cbjects (ERGCs).";
| eaf index {

type uint32;

description

"ERO subobj ect index.";

}

uses te-types: explicit-route-hop;
}
}

| eaf pcc-requester {
type leafref {
path "/pcep/entity/ peers/peer/addr”;
}

description
"Reference to PCC peer address that
i ssued the original request that |ed
to the creation of the path-key.";

}
|l eaf reg-id {
type uint32;
description
"The request I D of the original PCReq.";

| eaf retrieved {
type bool ean;
description
"If path-key has been retrieved yet.";

}
| eaf pcc-retrieved {
when ' ../retrieved {
description
"The path-key should be retrieved.";
}

type leafref {
path "/pcep/entity/peers/peer/addr”;

description
"Ref erence to PCC peer address that
retrieved the path-key.";
}
| eaf creation-time {
type yang:ti nestanp;
description
"The timestanp value at the tine this path-key
was created."”;

| eaf discard-tine {
type uint32;
units "m nutes";
description
"Atime after which this path-key will be
di scarded. ";
}
| eaf reuse-tinme {
type uint 32;
units "m nutes"”;
description
"Atime after which this path-key could be
reused. ";

}
}
}

cont ai ner peers {
description



"The list of configured peers for the
entity (renote PCE).";
list peer {
key "addr";
description
"The peer configured for the entity.
(renmote PCE).";
| eaf addr {
type inet:ip-address-no-zone;
description
"The |l ocal Internet address of this
PCEP peer.";

| eaf role {
type role;
must ' (. !'= "pcc-and-pce")’ {
error-nessage
"The PCEP peer cannot be both
PCE and PCC at the sane tine";
}
mandat ory true;
description
"The rol e of the PCEP peer.
Takes one of the foll owi ng val ues:
- unknown(0): this PCEP peer role is not
known,
- pcc(l): this PCEP peer is a PCC
- pce(2): this PCEP peer is a PCE
- pcc-and-pce(3): is not allowed as PCEP
peer cannot be acting as both a PCC and a
PCE at the sane tine.";
}
| eaf description {
type string;
description
"Description of the PCEP peer
configured by the user.";
}
uses domain-info {
description
"PCE peer information.";
}

cont ai ner pce-info {
uses pce-info {
description
"Using the PCE peer information grouping.";
}
description
"The PCE peer information.";
}

| eaf del egation-pref {
if-feature "stateful";
type uint8 {

range "0..7";

mandat ory true;
description
"The PCE peer del egation preference, where
7 reflects the highest preference.”;
}
uses auth {
description
"The PCE peer authorization and security
paranmeters. ",

| eaf discontinuity-time {



type yang:ti mest anp;
config fal se;
description
"The timestanp of the tinme when the infornation and
statistics were |last reset.";
}
| eaf initiate-session {
type bool ean;
config fal se;
description
"Indi cates whether the | ocal PCEP entity initiates
sessions to this peer or waits for the peer to
initiate a session.”;
}
| eaf session-exists {
type bool ean;
config fal se;
description
"I ndi cates whether a session with
this peer currently exists.";
}
| eaf session-up-tinme {
type yang: ti nestanp;
config fal se;
description
"The timestanp value of the last tine a
session with this peer was successfully
establ i shed. ";
}
| eaf session-fail-tine {
type yang:ti mestanp;
config fal se;
description
"The timestanp value of the last time a
session with this peer failed to be
est abli shed. ";
}
| eaf session-fail-up-tine {
type yang:timestanp;
config fal se;
description
"The timestanp value of the last tine a
session with this peer failed from
active.";
}
cont ai ner sessions {
config fal se;
description
"This entry represents a single PCEP
session in which the local PCEP entity partici pates.
This entry exists only if the correspondi ng PCEP
session has been initialized by sone event, such as
manual user configuration, auto-discovery of a peer,
or an incom ng TCP connection.";
list session {
key "initiator";
description
"The list of sessions; note that for a time being
two sessions may exist for a peer.";
| eaf initiator {
type initiator
description
"The initiator of the session, that is, whether
the TCP connection was initiated by the | oca
PCEP entity or the peer
There is a wi ndow during session



initialization where two sessions can exi st
bet ween a pair of PCEP speakers, each
initiated by one of the speakers. One of
these sessions is always discarded before it
| eaves OpenWait state. However, before it is
di scarded, two sessions to the given peer
appear transiently in this YANG nodule. The
sessions are distinguished by who initiated
them and so this field is the key.";
}
| eaf role {
type leafref {
path "../../../role";
}

description
"The peer role.";
}
| eaf state-last-change {
type yang:ti mestanp;
description
"The timestanp value at the tine this
session entered its current state as
denoted by the state leaf.";
}
| eaf state {
type sess-state;
description
"The current state of the session
The set of possible states excludes the
idle state since entries do not exist
inthe idle state.”;
}
| eaf session-creation {
type yang: ti nestanp;
description
"The timestanp value at the tine this
session was created.”;
}
| eaf connect-retry {
type yang: count er 32;
description
"The nunber of times that the | ocal PCEP
entity has attenpted to establish a TCP
connection for this session wthout
success. The PCEP entity gives up when
this reaches connect-nmax-retry.";

| eaf local-id {
type uint8;
description
"The val ue of the PCEP session |ID used by
the I ocal PCEP entity in the Open nessage
for this session. If the state is tcp-pending,
then this is the session ID that will be
used in the Open nessage. O herw se, this
is the session ID that was sent in the
Open nessage. ";
ref erence
"RFC 5440: Path Conputation El ement (PCE)
Conmuni cati on Protocol (PCEP)";
}
| eaf renmpte-id {
type uint8;
description
"The val ue of the PCEP session |ID used by the
peer in its Open nessage for this session



If the state is TCPPending or QpenWit, then
this leaf is not used and MJUST be set to
zero.";
ref erence
"RFC 5440: Path Conputation El ement (PCE)
Conmuni cati on Protocol (PCEP)";

| eaf keepalive-tiner {
type uint8;
units "seconds";
description
"The agreed maxi muminterval at which the |oca
PCEP entity transmts PCEP nessages on this PCEP
session. Zero neans that the local PCEP entity
never sends Keepalives on this session

This field is used if and only if the state
is session-up. Oherwise, it is not used and
MJST be set to zero.";
reference
"RFC 5440: Path Conputation El enment (PCE)
Conmruni cati on Protocol (PCEP)"
}
| eaf peer-keepalive-tinmer {
type uint8;
units "seconds";
description
"The agreed maxi numinterval at which the peer
transmts PCEP nmessages on this PCEP session
Zero nmeans that the peer never sends Keepalives
on this session.

This field is used if and only if state is
session-up. Oherwise, it is not used and MJST
be set to zero.";
ref erence
"RFC 5440: Path Conputation El enent (PCE)
Conmruni cati on Protocol (PCEP)"

| eaf dead-tiner {
type uint8;
units "seconds";
description
"The DeadTi ner interval for this PCEP session.";
ref erence
"RFC 5440: Path Conputation El ement (PCE)
Conmuni cati on Protocol (PCEP)";

| eaf peer-dead-tiner {
type uint8;
units "seconds";
description
"The peer’s DeadTinmer interval for this PCEP
sessi on.

If the state is TCPPending or OpenWit, then
this leaf is not used and MJST be set to zero.";
ref erence
"RFC 5440: Path Conputation El ement (PCE)
Conmuni cati on Protocol (PCEP)";

| eaf ka-hold-tine-rem/{
type uint8;
units "seconds";
description



"The Keepalive hold tine remaining for this
sessi on.

If the state is TCPPending or OpenWit, then
this field is not used and MJST be set to
zero.";

| eaf overl oaded {
type bool ean;
description
"If the local PCEP entity has inforned the peer
that it is currently overl oaded, then this is
set to true. Qherwise, it is set to false.";
ref erence
"RFC 5440: Path Conputation El enent (PCE)
Conmruni cati on Protocol (PCEP)"
}
| eaf overl oaded-tinestanp {
when ' ../overl oaded’ {
description
"Val i d when overl oaded.";
}
type yang:timestanp;
description
"The timestanp value of the tine when the
overl oaded field was set to true.";

| eaf overload-time {
type uint32;
units "seconds";
description
"The interval of tinme that is remaining until the
| ocal PCEP entity will cease to be overl oaded on
this session.

This field is only used if overloaded is set to
true. Oherwise, it is not used and MJIST be set
to zero.";
ref erence
"RFC 5440: Path Conputation El enment (PCE)
Conmruni cati on Protocol (PCEP)"
}
| eaf peer-overl oaded {
type bool ean;
description
"I'f the peer has inforned the local PCEP entity
that it is currently overl oaded, then this is
set to true. Qherwise, it is set to false.";
ref erence
"RFC 5440: Path Conputation El enent (PCE)
Conmruni cati on Protocol (PCEP)"
}
| eaf peer-overl oaded-tinestanp {
when ' ../ peer-overl oaded’ {
description
"Val id when peer is overloaded.";
}
type yang:tinmestanp;
description
"The timestanp value of the tine when the
peer-over| oaded field was set to true.";
}
| eaf peer-overload-time {
type uint32;
units "seconds";
description



"The interval of tinme that is remaining unti
the peer will cease to be overloaded. |If it
is not known how |l ong the peer will stay in
overl oaded state, this leaf is set to zero

This field is only used if peer-overl oaded
is set totrue. Oherwise, it is not used
and MJUST be set to zero.";
reference
"RFC 5440: Path Conputation El enment (PCE)
Conmruni cati on Protocol (PCEP)"

}
| eaf | spdb-sync {
if-feature "stateful";
type sync-state;
description
"The LSP-DB state synchronization status.";
ref erence
"RFC 8231: Path Conputation El ement Conmuni cati on
Prot ocol (PCEP) Extensions for Stateful PCE';

}
| eaf recv-db-ver {
when "../role = "pcc'"
+ vor "
+ "../role = 'pcc-and-pce’ " {

description
"This field is applicable when the role is
PCC. ";

if-feature "stateful";
if-feature "sync-opt";
type ui nt 64;
description
"The last received LSP State Database Version
Nunber.";
reference
"RFC 8231: Path Conputation El ement Conmuni cati on
Prot ocol (PCEP) Extensions for Stateful PCE';

}
container of-list {
when "../role = '"pce'"
+ vor "
+ "../role = 'pcc-and-pce’ " {

description
"These fields are applicable when the role is
PCE. ";

if-feature "objective-function”;
uses of-1list;
description
"Indicate the list of supported OF on this
session.";
reference
"RFC 5541: Encodi ng of hjective Functions in
the Path Conputation El ement Conmuni cati on
Pr ot ocol (PCEP)";

}
container pst-list {
when "../role = '"pce'"
+ "or "
+ "../role = 'pcc-and-pce’ " {
description
"These fields are applicable when the role is
PCE. ";
}

description



"Indicate the list of supported
PST on this session.";
reference
"RFC 8408: Conveying Path Setup Type in PCE
Conmuni cati on Protocol (PCEP) Messages";
list path-setup-type {
key "pst";
description
"The list of PST.";
| eaf pst {
type identityref {
base te-types: pat h-si gnaling-type;
}
description
"The PST supported.";

}
}
}

cont ai ner assoc-type-list {
if-feature "association";
description
"Indicate the |list of supported association types
on this session.”;
reference
"RFC 8697: Path Conputation El ement Conmuni cati on
Prot ocol (PCEP) Extensions for Establishing
Rel ati onshi ps between Sets of Label Switched
Pat hs (LSPs)";
list assoc-type {
key "at"
description
"The list of authorized association types.";
| eaf at {
type identityref {
base te-types: association-type;
}
description
"The association type authorized.";

}
}

| eaf speaker-entity-id {
if-feature "sync-opt";
type string;
description
"The Speaker Entity ldentifier.";
reference
"RFC 8232: Optimzations of Label Sw tched
Path State Synchronization Procedures for
a Stateful PCE";

}
}
}
}
}

}
}
/*

* Notifications
*/

notification pcep-session-up {
description
"This notification is sent when the val ue of
" | pcep/ peer s/ peer/ sessi ons/ session/state



enters the ’session-up’ state."”;
uses notification-session-hdr;
| eaf state-last-change {
type yang:ti mestanp;
description
"The timestanp value at the tine this session
entered its current state as denoted by the state
| eaf.";

| eaf state {
type sess-state;
description
"The current state of the session
The set of possible states excludes the idle state
since entries do not exist in the idle state."”;
}
ref erence
"RFC 5440: Path Conputation El ement (PCE) Communication
Prot ocol (PCEP)";

}

notification pcep-session-down {
description
"This notification is sent when the val ue of
" | pcep/ peer s/ peer/sessi ons/ sessi on/ state’
| eaves the ’'session-up’ state.”;
uses notification-instance-hdr;
| eaf session-initiator {
type initiator
description
"The initiator of the session.";
}

| eaf state-last-change {
type yang:timestanp;
description
"The timestanp value at the tine this session
entered its current state as denoted by the state
| eaf . ";
}
| eaf state {
type sess-state;
description
"The current state of the session
The set of possible states excludes the idle state
since entries do not exist in the idle state."”;
}
reference
"RFC 5440: Path Conputation El ement (PCE) Communication
Prot ocol (PCEP)";

}

notification pcep-session-|ocal-overload {
description
"This notification is sent when the | ocal PCEP entity
enters overload state for a peer.";
uses notification-session-hdr;
| eaf overl oaded {
type bool ean;
description
"If the local PCEP entity has inforned the peer
that it is currently overloaded, then this is set
to true. Oherwise, it is set to false.";

| eaf overl oaded-tinestanp {
type yang:timestanp;
description



"The timestanp value of the tine when the
overl oaded field was set to true.";
}
| eaf overload-tinme {
type uint32;
units "seconds";
description
"The interval of tinme that is remaining until the
| ocal PCEP entity will cease to be overl oaded on
this session.”;
}
reference
"RFC 5440: Path Conputation El ement (PCE) Communication
Pr ot ocol (PCEP)";

}

notification pcep-session-Ilocal-overload-clear {
description
"This notification is sent when the | ocal PCEP entity
| eaves overload state for a peer.";
uses notification-instance-hdr;
| eaf overl oaded {
type bool ean;
description
"If the local PCEP entity has inforned the peer
that it is currently overloaded, then this is set
to true. Oherwise, it is set to false.";
}
| eaf overl oaded-clear-tinmestanmp {
type yang:ti mest anp;
description
"The timestanp value of the tine when the
overl oaded field was set to false.";
}
ref erence
"RFC 5440: Path Conputation El ement (PCE) Communication
Prot ocol (PCEP)";

}

notification pcep-session-peer-overload {
description
"This notification is sent when a peer enters overl oad
state.";
uses notification-session-hdr;
| eaf peer-overl oaded {
type bool ean;
description
"If the peer has inforned the | ocal PCEP entity that
it is currently overloaded, then this is set to
true. Oherwise, it is set to false.";
}
| eaf peer-overl oaded-tinestanmp {
type yang:ti nestanp;
description
"The timestanp value of the tine when the
peer-over| oaded field was set to true.";
}
| eaf peer-overload-time {
type uint 32;
units "seconds";
description
"The interval of tinme that is remaining until the
peer will cease to be overloaded. |If it is not
known how |l ong the peer will stay in overl oaded
state, this leaf is set to zero.";



reference
"RFC 5440: Path Conputation El enent (PCE) Conmunication
Pr ot ocol (PCEP)"
}

notification pcep-session-peer-overload-clear {
description
"This notification is sent when a peer |eaves overl oad
state.";
uses notification-instance-hdr;
| eaf peer-overl oaded {
type bool ean;
description
"If the peer has inforned the |ocal PCEP entity that
it is currently overloaded, then this is set to
true. Oherwise, it is set to false.";
}
| eaf peer-overl oaded-clear-timestamp {
type yang:ti mestanp;
description
"The timestanp value of the tine when the
peer-overl oaded field was set to false.";

}
ref erence
"RFC 5440: Path Conputation El ement (PCE) Communication
Pr ot ocol (PCEP)";

}
/*
* RPC
*/

rpc trigger-resync {
if-feature "stateful ";
if-feature "sync-opt";
nacm def aul t - deny- al |
description
"Trigger the resynchronization at the PCE. ";
ref erence
"RFC 8232: Optimzations of Label Switched Path State
Synchroni zati on Procedures for a Stateful PCE';
i nput {
| eaf pcc {
type leafref {
path "/pcep/entity/peers/peer/addr”;

mandat ory true;

description
"The I P address to identify the PCC. The state
synchroni zation is re-triggered for all LSPs from
the PCC. The rpc on the PCC will be ignored.";

}
}
}

}
<CODE ENDS>
8.2. ietf-pcep-stats Mdul e

<CODE BEG NS> file "ietf-pcep-stats@025-09-12.yang"
modul e ietf-pcep-stats {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-pcep-stats";
prefix pcep-stats;

import ietf-pcep {



prefix pcep;
ref erence
"RFC 9826: A YANG Data Model for the Path Conputation
El ement Communi cation Protocol (PCEP)"

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";
}

organi zati on
"I ETF PCE (Path Conputation El ement) Wirking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ pcel/>
WG List: <nmailto:pce@etf.org>
Edi t or: Dhruv Dhody
<mailto:dhruv.ietf@nmuail.com";
description
"The YANG nodul e augnments the Path Conputation El enent
Conmruni cati on Protocol (PCEP) YANG operationa
model with statistics, counters and telenetry data.

Copyright (c) 2025 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9826; see the
RFC itself for full legal notices.";

revision 2025-09-12 {
description
"Initial revision.";
ref erence
"RFC 9826: A YANG Data Model for the Path Computation
El ement Conmuni cation Protocol (PCEP)";

}

/*
* Features
*/

feature reset-all {
description
"Support resetting of all PCEP statistics.";

/*
* (¥ oupi ngs
*/

grouping stats {
description
"This grouping defines statistics for PCEP. It is used
for both peer and current sessions. Since this grouping
includes a relative path, care needs to be taken while
using it.";
| eaf discontinuity-time {
type yang:timestanp;
description



"The timestanp value of the tine when the
statistics were |last reset.";
}
cont ai ner pce {
when "../../pcep:role ' pce
+ "or "
+ "../../pcep:role = 'pcc-and-pce’ " {
description
"Valid for PCEP peer as PCE.";

}
| eaf rsp-time-avg {
type uint32;
units "mlliseconds”;
description
"The average response tine. |f an average response tine
has not been cal cul ated, then this | eaf has the val ue
zero.";
}
| eaf rsp-time-1wn {
type uint32;
units "mlliseconds";
description
"The small est (Il owwater mark) response time seen
If no responses have been received, then this | eaf has
the val ue zero.";
}
| eaf rsp-time-hwm {
type uint32;
units "mlliseconds";
description
"The greatest (high-water mark) response tine seen
If no responses have been received, then this object
has the value zero.";
}
| eaf pcreqg-sent {
type yang: count er 32;
description
"The nunber of PCReq nessages sent.";
}
| eaf pcreqg-rcvd {
type yang: count er 32;
description
"The nunber of PCReq nessages received.";
}
| eaf pcrep-sent {
type yang: count er 32;
description
"The number of PCRep nmessages sent.";
}
| eaf pcrep-rcvd {
type yang: count er 32;
description
"The nunber of PCRep nessages received.";
}
| eaf reg-sent {
type yang: counter 32;
description
"The number of requests sent. A request corresponds
1:1 with an RP object in a PCReq nmessage. This might
be greater than pcreqg-sent because multiple
requests can be batched into a single PCReq
nmessage. ";
}
| eaf reg-sent-pend-rep {
type yang: count er 32;
description



}

"The nunber of requests that have been sent for
which a response is still pending.";
}
| eaf reg-sent-ero-rcvd {
type yang: count er 32;
description
"The nunber of requests that have been sent for
whi ch a response with an ERO obj ect was received.
Such responses indicate that a path was
successfully conputed by the peer.";
}
| eaf req-sent-nopath-rcvd {
type yang: count er 32;
description
"The number of requests that have been sent for
whi ch a response with a NO PATH obj ect was
received. Such responses indicate that the peer
could not find a path to satisfy the
request.";
}
| eaf reqg-sent-cancel-rcvd {
type yang: count er 32;
description
"The number of requests that were cancelled with
a PCNtf message. This mght be different than
pcntf-rcvd because not all PCNtf nessages are
used to cancel requests, and a single PCNtf nessage
can cancel nmultiple requests.”;
}
| eaf reqg-sent-error-rcvd {
type yang: count er 32;
description
"The nunber of requests that were rejected with a
PCErr nmessage. This might be different than
pcerr-rcvd because not all PCErr nessages are
used to reject requests, and a single PCErr nessage
can reject nmultiple requests.”;
}
| eaf reg-sent-timeout {
type yang: count er 32;
description
"The nunber of requests that have been sent to a peer
and have been abandoned because the peer has taken too
long to respond to them";
}
| eaf req-sent-cancel-sent {
type yang: count er 32;
description
"The nunber of requests that were sent to the peer and
explicitly cancelled by the local PCEP entity sending
a PCNtf.";
}
| eaf rep-rcvd-unknown {
type yang: count er 32;
description
"The number of responses to unknown requests
received. A response to an unknown request is a
response whose RP object does not contain the
request I D of any request that is currently
out standi ng on the session.";
}
description
"The stats related to PCE as peer.";

| eaf pcerr-sent {

type yang: count er 32;



description
"The nunber of PCErr nmessages sent.";
}

| eaf pcerr-rcvd {
type yang: count er 32;
description
"The nunber of PCErr nmessages received.";

| eaf pcntf-sent {
type yang: count er 32;
description
"The number of PCNtf messages sent.";

| eaf pcntf-rcvd {
type yang: count er 32;
description
"The nunber of PCNtf nessages received.";

| eaf keepalive-sent {
type yang: counter 32;
description
"The nunber of Keepalive nessages sent.";

| eaf keepalive-rcvd {
type yang: count er 32;
description
"The nunber of Keepalive nessages received.";
}

| eaf unknown-rcvd {
type yang: count er 32;
description
"The nunber of unknown nessages received.";
}

| eaf corrupt-rcvd {
type yang: count er 32;
description
"The nunber of corrupted PCEP nessages received.";
}

contai ner pcc {

when "../../pcep:role = "pcc'"
+ n Or n
+ "../../pcep:role = 'pcc-and-pce’ " {

description
"Valid for PCEP peer as PCC. ";
}

| eaf reg-rcvd {
type yang: count er 32;
description
"The nunber of requests received. A request
corresponds 1:1 with an RP object in a PCReq
message
This might be greater than pcreg-rcvd because
mul tiple requests can be batched into a single
PCReq nmessage.";
}
| eaf reqg-rcvd-pend-rep {
type yang: count er 32;
description
"The nunber of requests that have been received for
whi ch a response is still pending.";
}
| eaf reqg-rcvd-ero-sent {
type yang: count er 32;
description
"The nunber of requests that have been received for
whi ch a response with an ERO object was sent. Such



responses indicate that a path was successfully
conputed by the local PCEP entity.";
}
| eaf req-rcvd-nopat h-sent {
type yang: count er 32;
description
"The number of requests that have been received for
whi ch a response with a NO PATH obj ect was sent. Such
responses indicate that the |ocal PCEP entity could
not find a path to satisfy the request.";
}
| eaf req-rcvd-cancel -sent {
type yang: count er 32;
description
"The nunber of requests received that were cancell ed
by the | ocal PCEP entity sending a PCNtf nessage.
This might be different than pcntf-sent because
not all PCNtf messages are used to cancel requests,
and a single PCNtf nessage can cancel nultiple
requests.”;
}
| eaf reqg-rcvd-error-sent {
type yang: count er 32;
description
"The nunber of requests received that were cancell ed
by the |ocal PCEP entity sending a PCErr nessage.
This might be different than pcerr-sent because
not all PCErr nessages are used to cancel requests,
and a single PCErr nessage can cancel nultiple
requests.";
}
| eaf reqg-rcvd-cancel -rcvd {
type yang: count er 32;
description
"The nunber of requests that were received fromthe
peer and explicitly cancelled by the peer sending
a PCNtf.";
}
| eaf req-rcvd-unknown {
type yang: count er 32;
description
"The nunber of unknown requests that have been
recei ved. An unknown request is a request
whose RP object contains a request ID of zero.";
}
description
"The stats related to PCC as peer.";
}

cont ai ner svec {
if-feature "pcep:svec”;
description
"If synchroni zed path conputation is supported.”;
cont ai ner pce {

when "../../../pcep:role ="' pce
+ "or "
+"../..]../pcep:role = 'pcc-and-pce’ " {

description
"Valid for PCEP peer as PCE.";
}

| eaf svec-sent {
type yang: count er 32;
description
"The nunber of SVEC objects sent in PCReq nessages
An SVEC obj ect represents a set of synchronized
requests.";



| eaf svec-req-sent {
type yang: counter 32;
description
"The nunber of requests sent that appeared in one
or nore SVEC objects.”;
}
description
"The SVEC stats related to PCE. ";
}

contai ner pcc {

when "../../../pcep:role ="' pcc’"
+ "or "
+"../../l../pcep:role = 'pcc-and-pce’ " {

description
"Valid for PCEP peer as PCC. ";
}

| eaf svec-rcvd {
type yang: count er 32;
description
"The nunber of SVEC objects received in PCReq
messages. An SVEC obj ect represents a set of
synchroni zed requests.";
}
| eaf svec-req-rcvd {
type yang: count er 32;
description
"The nunber of requests received that appeared

in one or nore SVEC objects.";
}
description
"The SVEC stats related to PCC as peer.";

}
}

contai ner stateful ({
if-feature "pcep:stateful";
description
"Stateful PCE-related statistics.”;
cont ai ner pce {

when "../../../pcep:role = 'pce
+ "or "
+"../..]l../Ipcep:role = 'pcc-and-pce’ " {

description
"Valid for PCEP peer as PCE.";
}

| eaf pcrpt-sent {
type yang: count er 32;
description
"The number of PCRpt nmessages sent.";

}
| eaf pcupd-rcvd {
type yang: count er 32;
description
"The nunber of PCUpd nessages received.";

| eaf rpt-sent {
type yang: counter 32;
description
"The nunber of LSP reports sent. An LSP report
corresponds 1:1 with an LSP object in a PCRpt
message. This might be greater than
pcrpt-sent because nmultiple reports can
be batched into a single PCRpt nessage."”;

}

| eaf upd-rcvd {
type yang: count er 32;
description



"The nunber of LSP updates received. An LSP update
corresponds 1:1 with an LSP object in a PCUpd
message
This might be greater than pcupd-rcvd because
mul ti pl e updates can be batched into a single
PCUpd message.";

| eaf upd-rcvd-unknown {
type yang: count er 32;
description
"The nunber of updates to unknown LSPs

received. An update to an unknown LSP is a
updat e whose LSP object does not contain the
PLSP-1D of any LSP that is currently
present.";

| eaf upd-rcvd-undel egated {
type yang: count er 32;
description
"The nunber of updates to not del egated LSPs
received. An update to an undelegated LSP is a
updat e whose LSP object does not contain the
PLSP-1 D of any LSP that is currently
del egated to the current PCEP session.";

| eaf upd-rcvd-error-sent {
type yang: count er 32;
description
"The nunber of updates to LSPs received that were
responded by the local PCEP entity by sending a
PCErr message.";
}
description
"The stateful stats related to PCE as peer";

}

cont ai ner pcc {

when "../../../pcep:role =" pcc’ "
+ "or "
+"../..]../pcep:role = 'pcc-and-pce’ " {

description
"Valid for PCEP peer as PCC. ";
}
| eaf pcrpt-recvd {
type yang: counter 32;
description
"The nunber of PCRpt nessages received.";

| eaf pcupd-sent {
type yang: count er 32;
description
"The nunber of PCUpd nessages sent.";

| eaf rpt-rcvd {

type yang: count er 32;

description
"The nunber of LSP reports received. An LSP report
corresponds 1:1 with an LSP object in a PCRpt
message
This might be greater than pcrpt-rcvd because
multiple reports can be batched into a single
PCRpt message.";

| eaf rpt-rcvd-error-sent {
type yang: count er 32;
description
"The number of reports of LSPs received that were



responded by the |local PCEP entity by sending a
PCErr message.";
}
| eaf upd-sent {
type yang: count er 32;
description
"The nunber of LSP updates sent. An LSP update
corresponds 1:1 with an LSP object in a PCUpd
message. This might be greater than
pcupd-sent because multiple updates can
be batched into a single PCUpd nessage.";
}
description
"The stateful stats related to PCC as peer.";
}
container initiation {
if-feature "pcep: pce-initiated";
description
"PCE-initiated related statistics.";
contai ner pcc {
when "../../../../pcep:role ' pcc
+ "or "
+"../..1..]../pcep:role = 'pcc-and-pce’ " {
description
"Valid for PCEP peer as PCC. ";
}

| eaf pcinitiate-sent {
type yang: count er 32;
description
"The number of PClnitiate nmessages sent.";
}

leaf initiate-sent {

type yang: count er 32;

description
"The nunber of LSP initiations sent via PCE
An LSP initiation corresponds 1:1 with an LSP
object in a PClnitiate message. This might be
greater than pcinitiate-sent because
multiple initiations can be batched into a
single PClnitiate nessage.";

}

description
"The initiation stats related to PCC as peer.";
}

cont ai ner pce {
when "../../../../pcep:role ' pce
+ "or "
+"../../l..]../pcep:role = ’'pcc-and-pce’ " {
description
"Valid for PCEP peer as PCE.";
}

| eaf pcinitiate-rcvd {
type yang: count er 32;
description
"The nunber of PClnitiate nessages received.";
}

leaf initiate-rcvd {
type yang: count er 32;
description
"The nunber of LSP initiations received from
PCE. An LSP initiation corresponds 1:1 with
an LSP object in a PClnitiate nessage. This
m ght be greater than pcinitiate-rcvd
because nmultiple initiations can be batched
into a single PClnitiate nessage.";



| eaf initiate-rcvd-error-sent {
type yang: counter 32;
description
"The nunber of initiations of LSPs received
that were responded to by the | ocal PCEP entity
by sending a PCErr nessage.";
}
description
"The initiation stats related to PCE as peer.";
}

}
}

cont ai ner pat h-key {
when "../../pcep:role "pcc’ "
+ "or "
+ "../../lpcep:role = 'pcc-and-pce’ " {
description
"Valid for PCEP peer as PCC. ";

i f-feature "pcep: pat h- key";
description
"If path-key is supported.”;
| eaf unknown- pat h- key {
type yang: count er 32;
description
"The nunber of attenpts to expand an unknown
pat h-key.";
}
| eaf exp-pat h-key {
type yang: count er 32;
description
"The number of attenmpts to expand an expired
pat h- key.";

}
| eaf dup-pat h-key {
type yang: count er 32;
description
"The nunber of duplicate attenpts to expand the sane
pat h-key.";

}
| eaf path-key-no-attenpt {
type yang: count er 32;
description
"The nunber of expired path-keys with no attenpt to
expand it.";
}
}

action reset-statistics {
description
"The reset action will clear the statistics at the
associ ated contai ner.";
i nput {
| eaf reset-at {
type yang: date-and-ti ne;
description
"The tinme when the reset was issued.";
}

out put {
| eaf reset-finished-at {
type yang: date-and-ti ne;
description
"The time when the reset finished.";



}

/*
* Augnment nodules to add statistics
*/

augment "/ pcep: pcep/ pcep: entity/ pcep: peers/ pcep: peer” {
description
"Augnenting the statistics.";
contai ner stats {
config fal se;
description
"The container for all statistics at peer level.";
uses stats {
description
"Since PCEP sessions can be epheneral, the peer statistics
tracks a peer even when no PCEP session currently exists
to that peer. The statistics contained are an aggregate
of the statistics for all successive sessions to that
peer.";
}
| eaf sess-setup-ok {
type yang: count er 32;
config fal se;
description
"The nunber of PCEP sessions successfully established with
the peer, including any current session. This counter is
incremented each tinme a session with this peer is
successfully established.";
}
| eaf sess-setup-fail {
type yang: count er 32;
config fal se;
description
"The nunber of PCEP sessions with the peer
that have been attenpted but failed
before being fully established. This
counter is incremented each tine a
session retry to this peer fails.";

}

| eaf reqg-sent-closed {

when "../../pcep:role = "pce' "
+ "or "
+ "../../pcep:role = 'pcc-and-pce’ " {

description
"Valid for PCEP peer as PCE.";
}

type yang: count er 32;
description
"The nunber of requests that were sent to the peer and
inplicitly cancell ed when the session they were sent
over was closed.";

}

| eaf reqg-rcvd-closed {

when "../../pcep:role = "pcc’”
+ "or "
+ "../../pcep:role = 'pcc-and-pce’ " {

description
"Valid for PCEP peer as PCC. ";
}

type yang: count er 32;
description
"The nunber of requests that were received fromthe peer
and inplicitly cancelled when the session they were
received over was closed.";



}
}

augnment "/ pcep: pcep/ pcep: entity/ pcep: peers/ pcep: peer/"
+ "pcep: sessi ons/ pcep: sessi on" {
description
"Augnenting the statistics."”;
container stats {
description
"The container for all statistics at session |level.";
uses stats {
description
"The statistics contained are for the current sessions to
that peer. These are | ost when the session goes down.";
}
}
}

rpc reset-pcep-statistics-all {

if-feature "reset-all";

description
"Reset all the PCEP statistics collected across all peers
and sessions. This RPCis used if the inplenmentation
supports a nmechanismto reset all PCEP statistics across
all peers and sessions through mechani sms such as by
wal king a list of pointers to those peers and sessions.

If this nmechanismis not supported, inplenentations nust
reset PCEP statistics individually by invoking the action
for each peer and session.”;

}
}
<CODE ENDS>

Security Considerations

This section is nodel ed after the tenplate described in Section 3.7.1
of [ YANG GUI DELI NES] .

The "ietf-pcep" and "ietf-pcep-stats" YANG nodul es define data nodel s
that are designed to be accessed via YANG based nanagenent protocols,
such as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols
have to use a secure transport |ayer (e.g., SSH [RFC4252], TLS

[ RFC8446], and QUI C [ RFC9000]) and have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

*The "ietf-pcep” YANG nodul e: *

There are a nunber of data nodes defined in the "ietf-pcep” YANG
modul e that are witable/creatable/deletable (i.e., "config true",
which is the default). Al witable data nodes are likely to be
reasonably sensitive or vulnerable in some network environnents.
Wite operations (e.g., edit-config) and del ete operations to these
data nodes without proper protection or authentication can have a
negative effect on network operations. The follow ng subtrees and
data nodes have particular sensitivities/vulnerabilities:

* [pcep/entity/: Configures |local paraneters, capabilities, etc.

* [pcep/entity/peers: Configures renpte peers to set up a PCEP
sessi on.



Unaut hori zed access to the above |ist can adversely affect the PCEP
session between the local entity and the peers. This may lead to the
inability to conpute new paths, and stateful operations on the

del egated as well as PCE-initiated LSPs.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

* [ pcep/lsp-db: Al the LSPs in the network. Unauthorized access to
this could provide all path and network usage information

* | pcep/ pat h-keys/: The Confidential Path Segments (CPS) are hidden
usi ng path-keys. Unauthorized access to this could |eak
confidential path information.

Sone of the RPC or action operations in this YANG nodul e may be
consi dered sensitive or vulnerable in some network environnents. It
is thus inportant to control access to these operations.
Specifically, the follow ng operation has particular sensitivities/
vul nerabilities:

* trigger-resync: Triggers resynchronization with the PCE
Unaut hori zed access to this could force a PCEP session into
conti nuous state synchronization

Thi s YANG nmodul e uses groupi ngs from ot her YANG nodul es that define
nodes that may be considered sensitive or vulnerable in network
environments. Refer to the Security Considerations of [RFC9645] and
[ RFC8776] for information as to which nodes nay be consi dered
sensitive or vulnerable in network environnents.

The actual authentication key data (whether |locally specified or part
of a key-chain) is sensitive and needs to be kept secret from

unaut hori zed parties; conprom se of the key data would allow an
attacker to forge PCEP traffic that woul d be accepted as authentic,
potentially conprom sing the TE donai n.

The nodel describes several notifications; inplenentations nmust rate-
limt the generation of these notifications to avoid creating a
significant notification load. Oherwise, this notification | oad may
have sone side effects on the systemstability and may be exploited
as an attack vector.

The "aut h" container includes various authentication and security
options for PCEP. Further, Section 7.1 describes how to configure
TLS 1.2 and TLS 1.3 for a PCEP session via this YANG nodul e.

*The "ietf-pcep-stats" YANG nodul e: *
There are no particularly sensitive witable data nodes.
There are no particularly sensitive readabl e data nodes.

Sone of the RPC or action operations in this YANG nodul e may be
consi dered sensitive or vulnerable in some network environnents. It
is thus inportant to control access to these operations.
Specifically, the follow ng operation has particular sensitivities/
vul nerabilities:

* reset-pcep-statistics-all: The RPC is used to reset all PCEP
statistics across all peers and sessions. An unauthorized reset
coul d inpact nonitoring.
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| ANA Consi der ati ons

| ANA has registered the following URIs in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: wurn:ietf:params:xm:ns:yang:ietf-pcep
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. namespace.

URI: wurn:ietf:params:xm :ns:yang:ietf-pcep-stats
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

| ANA has registered the followi ng YANG nodul es in the "YANG Mdul e
Nanes" registry [ RFC6020]:

Nane: ietf-pcep

Nanespace: urn:ietf:paranms: xnm:ns:yang:ietf-pcep
Prefix: pcep

Reference: RFC 9826

Nane: ietf-pcep-stats

Nanmespace: urn:ietf:paranms:xn:ns:yang:ietf-pcep-stats
Prefix: pcep-stats

Reference: RFC 9826
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Appendi x A, The Full PCEP Data Mdel

The nodul e "ietf-pcep" defines the basic conponents of a PCE speaker.
The tree depth in the tree is set to 10.

nmodul e: ietf-pcep
+--rw pcep!
+--rwentity

+--rw addr* i net:i p-address-no-zone
+--rw enabl ed? bool ean

+--rwrole role

+--rw description? string

+--rw speaker-entity-id? string {sync-opt}?
+--rw adm n-status? bool ean

+--ro index? ui nt 32

+--r0 oper-status? oper - st at us

+--rw domai ns
| +--rw donmin* [type domain]

| +--rw type i dentityref

| +--rw domai n domai n

+--rw capabilities
+--rw capability? bits
+--rw pce-initiated? bool ean {pce-initiated}?
+--rw i ncl ude- db-ver? bool ean {stateful,sync-opt}?
+--rw trigger-resync? bool ean {stateful,sync-opt}?
+--rwtrigger-initial-sync? bool ean {stateful,sync-opt}?
+--rw increnental -sync? bool ean {stateful,sync-opt}?
+--rw sr-nmpls {sr-npls}?
| +--rw enabl ed? bool ean
| +--rwnai? bool ean

+--rw stateful -gnpls {stateful, gnpls}?

I

|

I

I

I

I

I

|

| | +--rwno-nsd-limt? bool ean
I

I

| | +--rw enabl ed? bool ean
I

|

I

I

I

+--rwinter-|ayer? bool ean {inter-layer}?
+--rw h-pce {h-pce}?
+--rw enabl ed? bool ean
+--rw stateful ? bool ean {stateful }?
+--rwrol e? hpce-rol e
+--ro nmsd? uint8 {sr-npls}?

+--rw auth
| +--rw (auth-type-sel ection)?
+--: (aut h- key- chai n)
| +--rw key-chai n?
key- chai n: key- chai n-r ef

+--: (aut h- key)

| +--rwcrypto-algorithm i dentityref

| +--rw (key-string-style)?

| +--: (keystring)

| | +--rw keystring? string

| +--: (hexadeci mal ) {key-chai n: hex-key-string}?
| +--rw hexadeci mal -string? yang: hex-string
+--:(auth-tls) {tls}?

+--rw (role)?

+--:(server)

|  +--rwtls-server

| +--rw server-identity
| | +--rw (auth-type)
|



+--TW
|+
||
||
||
||
||
|+
||
||
||

| +--
I

I

I

I
+--TW
+--TW

+--rw client-authentication!
| {client-aut h-supported}?

| +--rwca-certs! {client-auth-x509-cert}?
|

| +--rw ee-certs! {client-auth-x509-cert}?
|

| +--rw raw public-keys!

| {client-aut h-raw public-key}?

I

I

I

I

|

+--TwW tIélZ- psks? enpty
{client-auth-tlsl12-psk}?
+--rw tls13-epsks? enpty

|
I
I
I
I
I
|
I
I
I
I
I
| {client-auth-tlsl13-epsk}?
| +--rw hel |l o-parans {tlscm: hel | o- parans}?
| | +--rwtls-versions
| |
| | +--rw cipher-suites
| |
| +--rw keepal ives {tls-server-keepalives}?
| +--rw peer-al | owed-to-send? enpty
| +--rw test-peer-aliveness!
I
+--:(client)
+--rw tls-client
+--rwclient-identity!
| +--rw (auth-type)
|
+--rw server-aut hentication
| +--rw ca-certs! {server-auth-x509-cert}?
|
| +--rw ee-certs! {server-auth-x509-cert}?
|
| +--rw raw public-keys!
| ] {server-aut h-raw public-key}?
I
I
|
I
I

+--rth$12-psks’? enpty
{server-auth-tlsl12-psk}?
+--rw tlsl13-epsks? enpty

{server-auth-tlsl13-epsk}?
--rw hel l o-parans {tlscmm: hel | o- parans}?
+--rw tls-versions
| .

+

I

| - _

| +--rw cipher-suites
I

+

--rw keepalives {tls-client-keepalives}?
+--rw peer-al | owed-t o-send? enpty
+--rw test-peer-aliveness!

pce-info
rw scope
+--rw pat h-scope? bits
+--rwintra-area-pref? uint8
+--rwinter-area-pref? uint8
+--rwinter-as-pref? uint8

+--rwinter-|ayer-pref? uint8
rw nei ghbor - domai ns
+--rw donmai n* [type donain]

+--rw type i dentityref
+--rw domai n donmai n
rw pat h-key {pat h-key}?
+--rw enabl ed? bool ean
+--rw discard-tiner? ui nt 32
+--rw reuse-tine? ui nt 32
+--rw pce-id? i net:i p-address-no-zone
connect-tiner? uint16

connect-max-retry? ui nt 32



oW
oo T W
+--10
+--r10
- W
+o - W
+- - W
oo T W
oo T W
oW
- W
+o - W
+- - W
oo T W
oo T W
oW
- W
+o - W
|-
|-
|-
oW
|-
I
+--10
+- -
+- -
I
I
I
I
I
I
I
I
I
I
I
+- -

i nit-back-off-timer uint 16
max- back- of f-ti nmer ui nt 32
open-wai t-timer? uintl6
keep-wai t-timer? ui nt 16
keepal i ve-ti mer? uint8
dead-timer? uint8
al | ow negoti ati on? bool ean
max- keepal i ve-ti nmer uint8
max- dead-ti nmer uint8

m n- keepal i ve-ti mer uint8
nm n-dead-ti ner uint8
sync-timer? uint16 {svec}?
request-tiner uint 16
max- sessi ons ui nt 32
max- unknown-r eqs? ui nt 32
max- unknown- nsgs? ui nt 32
pcep-notification-nmax-rate ui nt 32
stateful -paranmeter {stateful}?

rw state-timeout ui nt 32

rw redel egati on-ti neout ui nt 32

rw rpt-non-pcep-1|sp? bool ean

of -1ist {objective-function}?

rw obj ective-function* [of]

+--rw of i dentityref

| sp-db {stateful}?

ro db-ver? ui nt 64 {sync-opt}?

ro association-list*
[type id source gl obal -source extended-id]
{associ ation}?

+--ro type i dentityref
+--ro id ui nt 16
+--r0 source i net:i p-address-no-zone
+--ro gl obal -source ui nt 32
+--ro extended-id string
+--ro Isp* [plsp-id pcc-id |sp-id]
+--ro plsp-id -> |/ pcep/entity/lsp-db/lsp/plsp-id
+--ro0 pcc-id | eaf r ef
+--ro Ilsp-id | eaf r ef
ro |lsp* [plsp-id pcc-id |sp-id]
+--ro plsp-id ui nt 32
+--ro pcc-id i net:ip-address-no-zone
+--ro source? i net:i p-address-no-zone
+--ro destination? i net:i p-address-no-zone
+--ro tunnel -id? ui nt 16
+--ro Isp-id uintl6
+--ro extended-tunnel -id? i net:ip-address-no-zone
+--ro admin-state? bool ean
+--ro operational -state? operational -state

+--ro del egat ed

| +--ro enabl ed? bool ean

| +--ro peer? -> [ pcep/entityl/ peers/ peer/addr
| +--ro srp-id? ui nt 32

+--ro initiation {pce-initiated}?

| +--ro enabl ed? bool ean

| +--ro peer? -> |/ pcep/entity/ peers/ peer/addr
+--ro synbolic-pat h- nane? string

+--ro last-error? i dentityref

+--ro0 pst? i dentityref

+--ro association-list*

[type id source gl obal -source extended-id]
{associ ation}?

+--ro type

| -> [ pcep/entity/lsp-db/association-list/type

+--ro id | eaf r ef

+--ro source | eaf r ef

+--ro gl obal -source | eaf r ef



| +--ro extended-id | eaf r ef
+--ro path-keys {pat h-key}?
+--ro path-key* [key]

+--ro key uintl6

+--ro cps

| +--ro explicit-route-objects* [index]
+--ro index ui nt 32

+--ro (type)?
+--: (nunber ed- node- hop)
| +--ro nunbered- node- hop
| +--ro0 node-id te-node-id
+--ro hop-type? t e- hop-type

+--ro | abel - hop
+--ro te-| abel

I

I

I

I

I

I I

| +--: (nunber ed- | i nk- hop)

| | +--ro nunbered-1ink-hop

| | +--ro link-tp-id te-tp-id

| | +--ro0 hop-type? t e- hop-type

| | +--ro direction? te-link-direction
| +--: (unnunber ed- | i nk- hop)

| | +--ro unnunbered-I|ink-hop

| | +--ro link-tp-id te-tp-id

| | +--r0 node-id te-node-id

| | +--ro0 hop-type? t e- hop-type

| | +--ro direction? te-link-direction
| +--:(as-nunber)

| | +--ro as-number-hop

| | +--ro as-nunber i net: as-nunber
| | +--ro0 hop-type? t e- hop-type

| +--: (1 abel)

I

I

I

+--1r0 pcc-requester? -> [ pcep/entity/ peers/ peer/addr
+--ro0 reg-id? ui nt 32

+--ro0 retrieved? bool ean

+--ro0 pcc-retrieved? -> [ pcep/entityl/ peers/peer/addr
+--ro0 creation-tine? yang: ti mest anp

+--ro discard-time? ui nt 32

+--ro reuse-tinme? ui nt 32

+--rw peers
+--rw peer* [addr]

+--rw addr i net:i p-address-no-zone
+--rwrole role
+--rw description? string

+--rw domai ns
| +--rw domain* [type dommi n]

| +--rw type i dentityref

| +--rw domai n domai n

+--rw capabilities

| +--rw capability? bits
+--rw pce-initiated? bool ean
| {pce-initiated}?
+--rw i ncl ude- db-ver? bool ean
| {stateful,sync-opt}?
+--rw trigger-resync? bool ean

I
I
I
I
I
| | {stateful,sync-opt}?

| +--rwtrigger-initial-sync? bool ean
| {stateful,sync-opt}?

| +--rwincrenental -sync? bool ean
| ] {stateful,sync-opt}?

| +--rwsr-mpls {sr-npls}?

I

I

I

I

I

I

| +--rw enabl ed? bool ean
| +--rwno-nsd-limt? bool ean
| +--rwnai? bool ean

+--rw stateful -gnpls {stateful, gnpls}?
| +--rw enabl ed? bool ean
+--rwinter-|ayer? bool ean {inter-layer}?



I
I
I
I
+
+
I
I
I
I
I
I
I
I
I
I

+--rw del egati on- pr ef

--ro nmsd?
--rw pce-info

+--rw h-pce {h-pce}?
+--rw enabl ed?
+--rw stateful ?
+--rw rol e?

bool ean

hpce-rol e

+--rw scope

| +--rw path-scope? bits
| +--rwintra-area-pref? uint8
| +--rwinter-area-pref? uint8
| +--rwinter-as-pref? uint8
| +--rwinter-layer-pref? uint8
+

rw nei ghbor - domai ns

+--rw donmmai n* [type domai n]
+--rw type i dentityref
+--rw donmi n domai n

+--rw auth

+--rw (aut h-type-sel ection)?
+--: (aut h- key- chai n)
| +--rw key-chai n?

key- chai n: key- chai n-r ef

. (aut h- key)
+--rw crypto-al gorithm
+--rw (key-string-style)?

| +--rw keystring?
+--: (hexadeci mal )

bool ean {stateful }?

uint8 {sr-npls}?

uint8 {stateful }?

i dentityref

string

{key- chai n: hex- key-string}?

+--rw hexadeci mal - string?

+- -
I

| .

| +--: (keystring)
I

I

I

I

|

yang: hex-string
+--:(auth-tls) {tls}?
+--rw (role)?
+--:(server)
| +--rwtls-server
| c.
+--:(client)
+--rw tls-client

+--ro discontinuity-time?
+--ro initiate-session?
+--r0 session-exists?

+--1r0 session-up-tinme?
+--ro session-fail-tinme?
+--ro0 session-fail-up-tinme?
+--ro sessions

yang: ti mest anp
bool ean
bool ean
yang: ti mest anp
yang: ti nest anp
yang: ti nest anp

+--ro0 session* [initiator]
+--ro initiator
+--ro rol e?
| -> .. /../l..Irole
+--ro state-| ast-change?
+--ro state?
+--r0 session-creation?
+--ro connect-retry?
+--ro local -id?
+--ro renmote-id?
+--ro0 keepalive-tiner?
+--ro0 peer-keepalive-timer?
+--ro0 dead-tinmer?
+--ro0 peer-dead-timer?
+--ro ka-hold-time-renf
+--ro overl oaded?
+--ro0 overl oaded-ti nmestanp?
+--ro overload-tine?
+--ro0 peer-overl oaded?
+--ro peer-overl oaded-ti mestanmp?

initiator

yang: ti nest anp
sess-state
yang: ti mest anp
yang: count er 32
uint8

uint8

uint8

uint8

uint8

uint8

uint8

bool ean
yang: ti nest anp
ui nt 32

bool ean
yang: ti mest anp



+--ro peer-overload-tinme? ui nt 32

+--ro0 | spdb-sync? sync-state
| {stateful}?
+--ro recv-db-ver? ui nt 64

{stateful,sync-opt}?
+--ro of-list {objective-function}?
| +--ro objective-function* [of]
| +--ro of i dentityref
+--ro0 pst-list
| +--ro path-setup-type* [pst]
| +--ro pst i dentityref
+--ro0 assoc-type-list {association}?
| +--ro assoc-type* [at]
| +--ro at i dentityref
+--ro0 speaker-entity-id? string
{sync-opt}?

rpcs:
+---x trigger-resync {stateful,sync-opt}?
+---w i nput
+---W pcc -> [ pcep/entityl/ peers/ peer/addr

notifications:
+---n pcep-sessi on-up

| +--ro peer-addr? -> |/ pcep/entity/ peers/ peer/addr
| +--ro session-initiator? | eaf r ef

| +--ro state-I|ast-change? yang: ti nest anp

| +--ro state? sess-state

+---n pcep-sessi on- down

| +--ro peer-addr? -> [ pcep/entity/ peers/peer/addr
| +--ro session-initiator? initiator

| +--ro state-Ilast-change? yang: ti nest anp

| +--ro state? sess-state

+---n pcep-session-1ocal -overl oad

| +--ro peer-addr? -> [ pcep/entityl/ peers/peer/addr
| +--ro session-initiator? | eaf r ef

| +--ro overl oaded? bool ean

| +--ro overl oaded-ti nmestanp? yang: ti nest anp

| +--ro overload-tinme? ui nt 32

+---n pcep-session-1|ocal -overl oad-cl ear

| +--ro peer-addr?

| ] -> [/ pcep/entity/ peers/ peer/addr

| +--ro overl oaded? bool ean

| +--ro overl oaded-cl ear-tinestanmp? yang: ti nest anp

+---n pcep-sessi on-peer-overl oad

| +--ro peer-addr?

| ] -> [ pcep/entityl/ peers/peer/addr

| +--ro session-initiator? | eaf r ef

| +--ro peer-overl oaded? bool ean

| +--ro peer-overloaded-tinestanp? yang: ti nest anp

| +--ro peer-overload-tinme? ui nt 32

+

--n pcep-sessi on-peer-overl oad-cl ear

+--ro0 peer-addr?

| -> |/ pcep/entity/ peers/ peer/addr

+--ro0 peer-overl oaded? bool ean

+--ro0 peer-overl oaded-cl ear-tinestanp? yang: ti nest anp

Appendi x B. Exanpl e

The exanpl e bel ow provi des an overvi ew of PCEP peer session
informati on and LSP-DB in the "ietf-pcep" nodul e.
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Figure 1: Exanple

at PCE:
"ietf-pcep: pcep": {
"entity": {
"addr": [
"192.0.2.3",
"2001: db8: : 3"
1,
"role": "pce",
"oper-status": "oper-status-up",
"capabilities": {
"capability": "active passive"
}

init-back-off-tinmer": 5,
"max- back-of f-tinmer": 3600,
"max- keepal i ve-tiner": 255,
"max-dead-timer": 255,

"m n-keepalive-tiner": 1,
"m n-dead-tiner": 30,
"request-tinmer": 300,
"max-sessi ons": 2400,
"pcep-notification-max-rate": 5,
"stateful -paraneter”: {
"state-timeout": 300

b,
"l sp-db": {
"lsp": [
{

"plsp-id': 3,
"pcc-id": "192.0.2.1",
"source": "192.0.2.1",
"destination": "192.0.2.4",
"tunnel -id": 16,

"l sp-id": 3,
"ext ended-tunnel -id": "0.0.0.0",
"operational -state": "up",

"del egated”: {
"enabl ed": true
}

’ynbolic—path—nane": "i ewauh"



"plsp-id': 4,
"pcc-id": "192.0.2.2",
"source": "192.0.2.2",
"destination": "192.0.2.5",
"tunnel -id": 17,
"l sp-id": 4,
"ext ended-tunnel -id": "0.0.0.0",
"operational -state": "up",
"del egated": {

"enabl ed": true
"synmbol i c- pat h-nane": "i ewauhi ewauh"

}
]
1

"peers": {
"peer": |
{
"addr": "192.0.2.1",
"role": "pcc",
"capabilities": {
"capability": "active passive"

"sessions": {
"session": |

"initiator": "renote",
"I’Ol e": n pCCll

}
]
}

"addr": "192.0.2.2",
"role": "pcc",
"capabilities": {
"capability": "active passive"
}

"sessions": {

"session": |
"initiator": "renote",
Ilrol ell: n pCCIl

}
]
}

"addr": "2001:db8:: 4",
"role": "pcc",
"capabilities": {
"capability": "active passive"

"sessions": {
"session": |
“initiator": "renote",
"I’Ol e": " pCCII



}

Simlarly, a PCEP session with an | Pv6 address between a PCE
(2001: db8::3) and a PCC (2001: db8::4) could also be set up

Appendi x C. Design bjectives

Thi s section describes some of the design objectives for the nodel:

*

Exi sting inplenmentations need to map the data nodel defined in
this docunment to their proprietary data nodel. To facilitate such
mappi ngs, the data nodel should be sinple.

The data nodel should be suitable for new inplenentations to use
as is.

Mappi ng to the PCEP M B nodul e [ RFC7420] shoul d be cl ear
The data nodel should allow for static configurations of peers.

The data nodel should include read-only counters in order to
gather statistics for sent and received PCEP nessages, received
messages with errors, and nmessages that could not be sent due to
errors. This could be in a separate nodel that augnents the base
dat a nodel .

It should be fairly straightforward to augnent the base data nodel
for advanced PCE features.

Appendi x D. Relationship with PCEP M B

If a node inplenents the PCEP M B [ RFC7420], data nodes fromthe YANG
nmodul e can be mapped to table entries in the PCEP M B.

e +
| /pcep/entityl/peers/peer | pcePcepPeerEntry
e o +
| /pcep/entity/ peers/peer/sessions/session | pcePcepSessEntry
T o e e e +

Tabl e 3: Hi gh-Level Relationship with PCEP M B

YANG Dat a Nodes | PCEP M B bjects
[ oo oo oo ey e oo e ooy o}
- | pcePcepEntityl ndex |
--------------------- oo oo+
admi n- st at us | pcePcepEntityAdm nSt at us |
--------------------- o
oper - st at us | pcePcepEntityQper St atus |
--------------------- S
addr | pcePcepEntityAddr Type, pcePcepEntityAddr
--------------------- ot oo i+
connect-ti mer | pcePcepEntityConnect Ti nmer |
--------------------- o
connect-max-retry | pcePcepEntityConnect MaxRetry |
--------------------- S
i nit-back-off-timer | pcePcepEntitylnitBackoffTimer |
--------------------- oo oo+
max- back-of f-tiner | pcePcepEntityMaxBackof f Ti nmer |
--------------------- o

open-wai t-tiner | pcePcepEntityOpenWait Ti mer |



“keep-wai t-timer | poePcepEntitykeepwai tTimer )
“keepalive-timer | poePoepEntitykeepAliveTimer )
‘dead-timer | poepcepEntitypeadtimer )
“allownegotiation | pcePcepEntityAlowNegotiation )
ax- keepal i ve- 11 mer | poePoepENti tyNaxKeepAl iveTimer )
Cmax-dead-timer | poePcepEntityMaxDeadTimer )
--------------------- e
m n-keepal i ve-timer | pcePcepEntityM nKeepAliveTi mer |
nin-dead-timer | poePcepEntityM nDeadTimer )
Csyne-timer | poepcepEntitysyneTimer )
request-timer | poePcepEntityRequestTimer )
max-sessions | poePcepEnti tyexSessions )
“rax- unknown-reqs | poePcepEnti tyextnknownReas )
“rax- unknown-msgs | poePcepEnti (yextnknownhegs )
--------------------- e
Table 4: Relationship with PCEP MB for Entity

R ettt bbbttt ettty bttt bttt bttt ettt ettty
| YANG Data Nodes in | PCEP M B (bjects |
| /pcep/entityl/ peers/peer | |
R e e, e e e T e
| addr | pcePcepPeer Addr Type, pcePcepPeer Addr |
Crele T | poepceppeerrole T )
o m e e e e e aaoo o o mm e e e e e e e e e memo— oo +
| discontinuity-tine | pcePcepPeerDi scontinuityTinme |
initiate-session | peePceppeer initiatesession ]
| session-exists | poePcepPeer Sessi onixi sts )
| sess-setup-ok | poePcepPeer NunBessSet upck )
| sess-setup-iail | peePcepPeer NimBessSet upFai | )
| session-up-time | poePcepPeer SessionlpTime )
Sessionfall time | pePceppeer Sessionfai i Time ]
| session-fail-up-time | poePcepPeerSessionFail UpTime )
| Istats/rsp-time-avg | peePcepPeerAvgRspTime )
| Istats/rsp-time-lwm | peePcepPeer LWRSpTime )
| Jstatsirsp-time-hwm | poePcepPeer WRSPTImE )
| Istatsipereg-sent | poePcepPeer NunPCRegSent )
| Istatsipereqrovd | poePcepPeer NunPCReqRevd )
| Istatsiporep-sent | poePceppeer mPCRepSent )
o e e e e e e oo ot +



[ stats/pcrep-rcvd | pcePcepPeer NunPCRepRcvd

_________________________ e e e e e e e e e e e e e e e e e e e e e e e e e e m e —— - -
[ stats/pcerr-sent | pcePcepPeer NunPCEr r Sent
_________________________ o e e e e e e e e e e e e e e e e e e e e e —m e - =
[ stats/pcerr-rcvd | pcePcepPeer NunPCEr r Revd
......................... o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
[ stats/pcntf-sent | pcePcepPeer NunPCNt f Sent
_________________________ e e e e e e e e e e e e e e e e e e e e e e e e e e m e —— - -
[stats/pcntf-rcvd | pcePcepPeer NunPCNt f Revd
_________________________ o e e e e e e e e e e e e e e e e e e e e e —m e - =
/ st at s/ keepal i ve-sent | pcePcepPeer NunKeepal i veSent
......................... o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
/ st at s/ keepal i ve-rcvd | pcePcepPeer NunKeepal i veRcvd
_________________________ e e e e e e e e e e e e e e e e e e e e e e e e e e m e —— - -
/ st at s/ unknown-r cvd | pcePcepPeer NumnknownRecvd
_________________________ o e e e e e e e e e e e e e e e e e e e e e —m e - =
[stats/corrupt-rcvd | pcePcepPeer NuntCor r upt Revd
......................... o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
[ stats/reqg-sent | pcePcepPeer NunReqSent
_________________________ e e e e e e e e e e e e e e e e e e e e e e e e e e m e —— - -
[ st at s/ svec/ svec-sent | pcePcepPeer NunSvecSent
_________________________ o e e e e e e e e e e e e e e e e e e e e e —m e - =
/ st at s/ svec/ svec-req- | pcePcepPeer NunSvecReqSent

sent |
_________________________ e e e e e e e e me e ee e e e e e e e e e e e e, e — . ——-——--
/ st at s/ reg- sent - pend- | pcePcepPeer NumRegSent PendRep

rep |
_________________________ o e e e e e e e e e e e e e e e e e e e e e —m e - =
[ stats/reqg-sent-ero- | pcePcepPeer NumReqSent Er oRcvd

rcvd |
_________________________ e e e e e e e e me e ee e e e e e e e e e e e e, e — . ——-——--

/ stats/req-sent-nopath- | pcePcepPeer NunReqSent NoPat hRcvd
rcvd |

[ stats/reqg-sent-cancel - | pcePcepPeer NunReqSent Cancel Rcvd
rcvd |

_________________________ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
/stats/req-sent-error- | pcePcepPeer NunReqSent Error Rcvd

rcvd |

_________________________ o e e e e e e e e e e e e e e e e e e e e e —m e - =
[stats/reg-sent-timeout | pcePcepPeer NumReqSent Ti meout
......................... o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==

sent |

_________________________ o e e e e e e e e e e e e e e e e e e e e e e e e mm e ==
/stats/reqg-sent-closed | pcePcepPeer NumReqSent C osed
......................... O
/stats/reqg-rcvd | pcePcepPeer NumReqRcvd
_________________________ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
/ stats/svec/svec-rcvd | pcePcepPeer NunmBvecRecvd
_________________________ o e e e e e e e e e e e e e e e e e e e e e e e e mm e ==
/ st at s/ svec/ svec-reg- | pcePcepPeer NunSvecRegRcvd

rcvd |
......................... o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==
/ st at s/ req-rcvd- pend- | pcePcepPeer NunReqRcvdPendRep

rep |
_________________________ o e e e e e e e e e e e e e e e e e e e e e e e e mm e ==
[ stats/reqg-rcvd-ero- | pcePcepPeer NunReqRcvdEr 0Sent

sent |
......................... o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm ==

sent |

sent |



| /stats/reqg-rcvd-error- | pcePcepPeer NunReqRcvdErr or Sent |

| sent | |

o m e e e e e e aao o o m e e e e e e e e e eee e +

| /stats/reqg-rcvd-cancel - | pcePcepPeer NunReqRcvdCancel Revd |

| rcvd | |

St o e e e e e e e e e e e e e e mmemamao o +

| /stats/reqg-rcvd-closed | pcePcepPeer NumReqRcvdd osed |

o e e e e e e e e oo oo o e m e e e e e e e e e e e m—— oo oo +

| /stats/rep-rcvd-unknown | pcePcepPeer NumRepRcvdUnknown |

o m e e e e i oo o m e e e e e e e e e ee e +

| /stats/reqg-rcvd-unknown | pcePcepPeer NumReqRcvdUnknown |

St o e e e e e e e e e e e e e e mmemamao o +

Table 5: Relationship with PCEP M B for Peer

| YANG Dat a Nodes in | PCEP M B bj ects |
| / pcep/ entity/ peers/peer/sessions/| |
| sessi on | |
[ ool s s p——
|initiator | pcePcepSesslnitiator |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| st at e-1 ast - change | pcePcepSesssSt at eLast Change |
St o e e e e e e e meme oo +
| state | pcePcepSessSt at e |
oo m e e e e e e e e e e ao - o mm e e e e e e a— oo oo +
| connect-retry | pcePcepSessConnect Retry |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| local -id | pcePcepSessLocal | D |
St o e e e e e e e meme oo +
| renote-id | pcePcepSessRenot el D |
oo m e e e e e e e e e e ao - o mm e e e e e e a— oo oo +
| keepal i ve-tiner | pcePcepSessKeepal i veTi ner |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| peer-keepal i ve-tiner | pcePcepSessPeer Keepal i veTi mer |
St o e e e e e e e meme oo +
| dead-ti ner | pcePcepSessDeadTi ner |
oo m e e e e e e e e e e ao - o mm e e e e e e a— oo oo +
| peer-dead-tiner | pcePcepSessPeer DeadTi ner |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| ka- hol d-ti me-rem | pcePcepSessKAHol dTi meRem |
St o e e e e e e e meme oo +
| over | oaded | pcePcepSessOver | oaded |
oo m e e e e e e e e e e ao - o mm e e e e e e a— oo oo +
| over | oaded-ti nest anp | pcePcepSessOver | oadTi ne |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| peer-overl oaded | pcePcepSessPeer Over | oaded |
St o e e e e e e e meme oo +
| peer-over| oaded-ti mest anp | pcePcepSessPeer Over | oadTi ne |
oo m e e e e e e e e e e ao - o mm e e e e e e a— oo oo +
| / stats/discontinuity-tine | pcePcepSessDi sconti nui tyTi nme |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| /stats/rsp-time-avg | pcePcepSessAvgRspTi e |
St o e e e e e e e meme oo +
| /stats/rsp-time-1wm | pcePcepSessLWVRspTi e |
oo m e e e e e e e e e e ao - o mm e e e e e e a— oo oo +
| / stats/rsp-time-hwm | pcePcepSessHWWRspTi e |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| / st at s/ pcreqg-sent | pcePcepSessNunmPCReqSent |
St o e e e e e e e meme oo +
| / stats/ pcreqg-rcvd | pcePcepSessNunmPCRegRecvd |
oo m e e e e e e e e e e ao - o mm e e e e e e a— oo oo +
| / st at s/ pcrep-sent | pcePcepSessNunPCRepSent |
o m e e e e e e e e e eee oo s o m e e e e e e aaao o +
| / stat s/ pcrep-rcvd | pcePcepSessNunmPCRepRecvd |



| / stats/ pcerr-sent

| pcePcepSessNunPCEr r Sent |
I roePeensessiunPe TRove )
cepeensessnumrad foem )
cepeensessnumPa freva N
ocepespSessNumKeepal 1 vesent 1
 cePeenSesshumieepal | verovd
" cepeensessmumnknonnrevd 1
" cereensessnmooruptreve 1
cepeensessnumreqsent )
" cepeensessnumivecsent N
 cepeensessmumBrecrensent 1
| perceptossumregSent Fendiep |
 cePeenSessNumREGSon B oRevd |
oo e e e e e e e e oo oo +

cereensessnmiearevd T )
roePeensessiuntrecrovd )
A
 cePeensessunReaRevaPendRen 1
| ncePeepsessunrRgRovIEr 0sent |
e +

/statsirep-rovd- unknown | peePcepSesshunRepRovdUnknown |
[T statsl req rove unknown [ poepcepSesshumReqrovaUnknown |
o oo oo +
Table 6: Relationship with PCEP M B for Session
e e, R Y e
| YANG notifications | PCEP M B NOTI FI CATI ONS |
| poep-session-up |pcePoepSesstp )
o e e e e e e eemea—a o e e e e e e oo +



| pcep-sessi on-down | pcePcepSessDown |

o e e e e e e e e e e e e oo oo oo e e e e e e e e oo - - +
| pcep-session-1ocal -overl oad | pcePcepSessLocal Overl oad |
S o mm e e e e e e e i +
| pcep-session-local -overl oad-cl ear | pcePcepSessLocal Overl oadd ear |
o e e e e e e e e e e mmmemao - o e e e e e e e ememao - +
| pcep-sessi on-peer-overl oad | pcePcepSessPeer Over | oad |
o e e e e e e e e e e e e oo oo oo e e e e e e e e oo - - +
| pcep-sessi on-peer-overl oad-clear |pcePcepSessPeerOverl oadd ear |
S o mm e e e e e e e i +

Table 7: Relationship with PCEP M B Notification
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