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1. Introduction and Mdtivation

One of the functions of DNS Security Extensions (DNSSEC) [ RFC9364] is
"aut henticated denial of existence", i.e., proving that a DNS nane or
record type does not exist. Nornmally, this is done by neans of

si gned NSEC or NSEC3 records. |In the preconputed signature nodel
these records chai n together existing nanmes, or cryptographic hashes
of them in the zone. 1In the online signing nodel, described for
NSEC i n [ RFC4470] and for NSEC3 in Appendix B of [RFC7129], they are
used to dynam cally conpute an epsilon function around the QNAVE

The Type Bit Maps field in the data of the NSEC or NSEC3 record
asserts which resource record (RR) types are present at the nane.

The response for a nonexistent nane requires up to two signed NSEC
records or up to three signed NSEC3 records (and for online signers,
the associ ated cryptographic conputation) to prove that (1) the nane
did not explicitly exist in the zone and (2) it could not have been
synt hesi zed by a wil dcard.

Thi s docunent describes an alternative technique, "Conpact Denial of
Exi stence" or "Conpact Answers", to generate a signed DNS response on
demand for a nonexistent nane by claimng that the nane exists but
has no resource record sets associated with the queried type, i.e.,

it returns a NODATA response rather than an NXDOMAI N response. A
NODATA response, whi ch has a response code (RCODE) of NOERRCOR and an
enpty ANSWER section, requires only one NSEC or NSEC3 record natching
the QNAME. This has two advantages: The DNS response size is
smaller, and it reduces the online cryptographic work involved in
generating the response.

The use of minimally covering NSEC or NSEC3 records al so prevents
adversaries fromenunerating the entire contents of DNS zones by
wal ki ng the NSEC chain or performing an offline dictionary attack on
the hashes in the NSEC3 chai n.

Thi s docunent assunes a reasonable level of famliarity with DNS
operations and protocol terms. Mich of the term nology is explained
in further detail in "DNS Term nol ogy" [RFC9499].

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Distinguishing Nonexistent Nanes

Thi s met hod generates NODATA responses for nonexi stent names that



don’t match a DNS wildcard. Since there are clearly no record types
for such nanes, the NSEC Type Bit Maps field in the response wl|
only contain the NSEC and RRSI G types (and in the case of NSEC3, the
Type Bit Maps field will be enpty). Tools that need to accurately

i dentify nonexi stent nanes in responses cannot rely on this specific
type bitmap because Enpty Non-Term nal (ENT) names (which positively
exi st) also have no record types at the name and will return exactly
the sanme Type Bit Maps fi el d.

Thi s specification defines the use of NXNAME (128), a synthetic RR
type to signal the presence of a nonexistent nane. See Section 9
The mmemonic for this RR type is NXNAME, chosen to clearly
distinguish it fromthe response code mmenoni ¢ NXDOVAI N.

This RRtype is added to the NSEC Type Bit Maps field for responses
to nonexi stent names, in addition to the mandated RRSI G and NSEC
types. If NSEC3 is being used, this RRtype is the sole entry in the
Type Bit Maps field. It is a "Meta-TYPE', as defined in [ RFC6895],
and it stores no data in a DNS zone and cannot be useful ly queri ed.
Section 3.5 describes what a DNS resolver or authoritative server
should do if it receives an explicit query for NXNAVE

No special handling of this RRtype is required on the part of DNS
resol vers. However, resolvers may optionally inplenent the behavior
described in Section 5.1 ("Signal ed Response Code Restoration”) to
better restore NXDOVAIN visibility to various applications that may
remai n oblivious to the new NXNAME si gnal

3. Generating Responses with NSEC

This section describes various types of answers generated by
authoritative servers inplenenting Conpact Denial of Existence using
NSEC. Section 4 describes changes needed to support NSEC3.

3.1. Responses for Nonexistent Nanes

When the authoritative server receives a query for a nonexistent name
in a zone that it serves, a NODATA response (response code NOERROR
enpty Answer section) is generated with a dynanically constructed
NSEC record with the owner nane matching the QNAME pl aced in the

Aut hority section

The Next Domain Nanme field SHOULD be set to the i mediate

| exi cographi ¢ successor of the QNAME. This is acconplished by addi ng
a leading label with a single null (zero-value) octet. The Type Bit
Maps field MUST only have the bits set for the follow ng RR Types:
RRSI G NSEC, and NXNAME

For exanple, a request for the nonexistent name "a.exanple.com"™
woul d result in the generation of the follow ng NSEC record (in DNS
presentation format):

a. exanpl e.com 300 I N NSEC \ 000. a. exanpl e.com RRSI G NSEC NXNAVE
The NSEC record MJIST have correspondi ng RRSI Gs gener at ed.
3.2. Responses for Nonexistent Types

When the authoritative server receives a query for a nane that exists
but has no resource record sets associated with the queried type, it
generates a NODATA response with a dynamically constructed signed
NSEC record in the Authority section. The owner nanme of the NSEC
record matches the QNAME. The Next Domain Nane field is set to the

i medi at e | exi cographi ¢ successor of the QNAME. The Type Bit Maps
field lists the available RR types at the nane.



An ENT is a special subset of this category, where the nanme has no
resource record sets of any type (but has descendant nanes that do)
For a query for an ENT, the NSEC Type Bit Maps field will only
contain RRSIG and NSEC. (Note that this is substantially different
than the ENT response in preconmputed NSEC, where the NSEC record has
the sane type bitmap but "covers" rather than matches the ENT and has
the Next Domain Nanme field set to the next |exicographic descendant
of the ENT in the zone.)

3.3. Responses for WIldcard Mt ches

For wildcard matches, the authoritative server will provide a
dynanmi cal |y signed response that clains that the QNAME exists
explicitly. Specifically, the answer RRset will have an RRSIG record
denonstrating an exact match (i.e., the label count in the RRSIG
RDATA wi Il be equal to the nunber of l|abels in the query name m nus
the root label). This obviates the need to include an NSEC record in
the Authority section of the response that shows that no closer match
than the wi |l dcard was possible.

For a wildcard NODATA natch (where the QNAVE mat ches a wil dcard but
no data for the queried type exists), a response akin to a non-

wi | dcard NODATA is returned. The Answer section is enpty, and the
Aut hority section contains a single NSEC record that matches the
query name with a Type Bit Maps field representing the list of types
avai l abl e at the wildcard.

3.4. Responses for Unsigned Referrals

Per the DNSSEC protocol, a referral to an unsigned subzone incl udes
an NSEC record whose owner nane matches the subzone and proves the
del egation is unsigned by the absence of the Del egation Signer (DS)
RR type bit in the Type Bit Mps field.

Wth Conpact Denial of Existence, the Next Domain Nane field for this
NSEC record is conmputed with a slightly different epsilon function
than the i medi at e | exi cographi c successor of the owner nane, as that
nane woul d then fall under the del egated subzone. Instead, the Next
Domain Nane field is formed by appending a zero octet to the first

| abel of the owner nane.

For exanple, a referral response for the subzone sub. exanpl e. com
woul d i nclude an NSEC record |ike the foll ow ng:

sub. exanpl e. com 300 | N NSEC sub\ 000. exanpl e. com NS RRSI G NSEC
3.5. Responses to Explicit Queries for NXNAME

NXNAME is a Meta-TYPE that SHOULD NOT appear anywhere in a DNS
message apart fromthe NSEC type bitmap of a Conpact Answer response
for a nonexistent name. However, if a DNS server inplenenting this
specification receives an explicit query for the NXNAME RR type, this
section describes what the response ought to be.

If an explicit query for the NXNAME RR type is received, the DNS
server MJST return a Format Error (response code FORMERR). A

resol ver MJUST NOT forward these queries upstreamor attenpt iterative
resolution. Many DNS server inplenmentations already return errors
for all types in the range for Meta-TYPEs and QTYPEs, except those
types that are already defined to support queries.

Optionally, a DNS server MAY al so include the foll owi ng Extended DNS
Error (EDE) code [RFC8914] in the response: 30 (lnvalid Query Type).
See Section 9.

Note that this EDE code is generally applicable to any RR type that
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1.

ought not appear in DNS queri es.
Generating Responses w th NSEC3

NSEC3 [ RFC5155] uses hashed nanmes to provi de zone enumeration
defense. This protection is better provided by mnimally covering
NSEC records. NSEC3's Opt-CQut feature also provides no specific
benefit for online signing inplenmentations (mnimally covering NSEC3
records provide no useful Qpt-Qut span). Hence, there is no known
advantage to inplenmenting Conpact Denial of Existence wth NSEC3.
However, an existing inplenentation of conventional NSEC3 online
signing mgrating to Compact Denial of Existence may find it sinpler
to do so with NSEC3 rather than inplenenting NSEC from scratch

For NSEC3, the functional details of the protocol remain as described
in Section 3, with the foll owi ng changes.

NSEC3 records and their signatures are dynamically generated instead
of NSEC.

The NSEC3 paraneters SHOULD be set to algorithm1l, a flags field of
0, an additional hash iteration count of 0, and an enpty salt. In
DNS presentation format, this is "1 0 0 -".

The owner nanme of the NSEC3 resource record is the NSEC3 hash of the
rel evant domai n name, encoded in Base32 with Extended Hex Al phabet

([ RFC4648], Section 7), prepended as a single |abel to the nane of
the zone. The Next Hashed Oaner Nane is the inmredi ate nane successor
of the unencoded binary form of the previ ous hash, which can be
comput ed by addi ng one to the binary hash val ue.

In responses for nonexistent nanes, the Type Bit Maps field wll
contain only the NXNAME Meta-TYPE. |In responses to ENT nanes, the
Type Bit Maps field will be enpty.

For exanple, a request for the nonexistent name "a.exanple.com"
woul d result in the generation of the foll ow ng NSEC3 record:

H64KFA4P1ACER2EBPSOQSDK6DNP8B3JQ exanpl e.com IN NSEC3 1 0 0 - (
H64KFA4P1ACER2EBPS9QSDKEDNP8B3JR NXNAME )

Unl i ke Conpact Deni al of Existence with NSEC, no special formof the
Next Hashed Omner Nanme field for unsigned referrals is needed. The
Next Hashed Omner Nane field remains the NSEC3 hash of original owner
nane pl us one.

Response Code Restoration

For nonexi stent nanes, inplenmentations should try to preserve the
response code val ue of 3 (NXDOVAI N) whenever possible. This is
general ly possible for non- DNSSEC- enabl ed queries, nanely those that
do not set the DO bit ("DNSSEC answer OK") in the EDNSO OPT header
For such queries, authoritative servers inplementing Conpact Deni al

of Existence could return a norrmal NXDOVAI N response. However, there
may be limted benefit to doing this since nost nodern DNS resol vers
are DNSSEC aware, and per Section 3 of [RFC3225], DNSSEC-aware
recursive servers are required to set the DO bit on outbound queri es,
regardl ess of the status of the DO bit on incom ng requests.

A validating resol ver that understands the NXNAME signal from an
authoritative server could nodify the response code from NOERROR t o
NXDOVAI N i n responses they return to downstream queriers that have
not set the DO bit in their requests.

Si gnal ed Response Code Restoration
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Thi s section describes an optional but recommended schene to permit
signal ed restoration of the NXDOVAI N RCODE for DNSSEC- enabl ed
responses. A new EDNSO [ RFC6891] header flag is defined in the
second nost significant bit of the flags field in the EDNSO OPT
header. This flag is referred to as the Conmpact Answers OK (CO
flag.

+0 (MBB) +1 (LSB)
i

0: |  EXTENDED- RCODE | VERS| ON |
L i S S S e

2: |DY Cq z I

T S T S e

When this flag is sent in a query by a resolver, it indicates that
the resolver will accept a NODATA response with a signed NXNAME for a
nonexi stent name, together with the response code field set to
NXDOVAI N ( 3) .

In responses to such queries, an authoritative server inplenenting
bot h Conpact Denial of Existence and this signaling schene will set
the Compact Answers OK EDNS header flag and, for nonexistent nanes,
will additionally set the response code field to NXDOVAIN.

EDNS i s a hop-by-hop signal, so resolvers will need to record the
presence of this flag in associated cache data and respond to
downstr eam DNSSEC- enabl ed queriers appropriately. |f the querier
does not set the Conpact Answers OK flag, the resolver will need to
reset the response code back to NOERROR (0) for an NXNAME response.

Operational Inplications

For DNSSEC- enabl ed queries, a signed zone at an authoritative server

i mpl ementing Conpact Answers wi |l never return a response with a
response code of NXDOVAI N, unless they have inplenmented the optiona
response code restoration feature described in Section 5.1

Simlarly, resolvers not inmplenenting this feature will al so not be
able to return NXDOVAIN. I n the absence of this, tools that rely on
accurately determ ning nonexi stent nanes will need to infer themfrom
the presence of the NXNAME RR type in the Type Bit Maps field of the
NSEC record i n NODATA responses fromthese servers

Address | ookup functions typically invoked by applications may need
to do nore work when dealing with inplenentations of Conpact Answers.
For exanpl e, a NODATA response to the | ookup of a AAAA record for a
nonexi st ent name can cause such functions to i ssue another query at
the same nanme for an A record, whereas an NXDOMAI N response to the
first query could suppress additional queries for other types at that
nane. Address | ookup functions could be enhanced to i ssue DNSSEC
enabl ed queries and to exam ne the NSEC Type Bit Maps field in
responses to accurately determ ne nonexistent nanmes. Note that this
is less of a concern with connection functions |ike Happy Eyeballs

[ RFC8305] that typically issue back-to-back DNS queries w thout

wai ting for individual responses.

Prot ocol optim zations that enabl e DNS resol vers to synthesize
NXDOVAI N or wil dcard responses, |ike those described in [RFC8020] and
[ RFC8198], cannot be realized fromresponses that use Conpact Denia
of Existence. |In general, no online signing scheme that enploys

m nimal |y covering NSEC or NSEC3 records (including this one) pernits
NXDOVAI N or wildcard response synthesis in the style described in

[ RFC8198]. Additionally, this protocol also precludes NXDOVAI N

synt hesi s for DNSSEC-enabl ed responses in the style described in

[ RFC8020] .

Updates to RFCs
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1. Updates to RFC 4034

Section 4.1.2 of [RFC4034] ("The Type Bit Maps Field") states the
fol | owi ng:

| Bits representing pseudo-types MJIST be clear, as they do not
| appear in zone data. |f encountered, they MJST be ignored upon
| being read.

Thi s paragraph is updated to the foll ow ng:

| Bits representing pseudo-types MJIST be clear, as they do not

| appear in zone data. |f encountered, they MJUST be ignored upon
| being read. There is one exception to this rule for Conpact

| Denial of Existence (RFC 9824), where the NXNAME pseudo-type is
| allowed to appear in responses to nonexi stent nanes.

Note: As a practical matter, no known resolver insists that pseudo-
types not be set in the NSEC Type Bit Maps field, so this restriction
(prior to its revision) has posed no problemfor the depl oynent of
thi s nechani sm

2. Updates to RFC 4035

Section 2.3 of [RFC4035] ("Including NSEC RRs in a Zone") states the
fol | owi ng:

| An NSEC record (and its associated RRSIG RRset) MJST NOT be the

| only RRset at any particular owner name. That is, the signing

| process MJIST NOT create NSEC or RRSIG RRs for owner nane nodes

| that were not the owner name of any RRset before the zone was

| signed. The main reasons for this are a desire for nanespace

| consistency between signed and unsi gned versions of the sanme zone
| and a desire to reduce the risk of response inconsistency in

| security oblivious recursive nane servers

Thi

s paragraph is updated to the foll ow ng:

| An NSEC record (and its associ ated RRSIG RRset) MJUST NOT be the

| only RRset at any particular owner name. That is, the signing

| process MJIST NOT create NSEC or RRSI G RRs for owner nane nodes

| that were not the owner name of any RRset before the zone was

| signed. The nmain reasons for this are a desire for namespace

| consistency between signed and unsi gned versions of the sane zone
| and a desire to reduce the risk of response inconsistency in

| security oblivious recursive nane servers. This concern only

| applies to inplementations of DNSSEC that enpl oy preconputed

| signatures. There is an exception to this rule for online signing
| inplenentations of DNSSEC (e.g., minimally covering NSEC and

| Conpact Denial of Existence), where dynam cally generated NSEC

| records can be produced for owner nanes that don’t exist or are

| ENTs.

Security Considerations

Online signing of DNS records requires authoritative servers for the
DNS zone to have access to the private signing keys. Exposing
signing keys on Internet-reachable servers makes them nore vul nerabl e
to attack.

Additionally, generating signatures on demand is nore conputationally
i ntensive than returni ng preconputed signatures. Al though the
Conpact Answers scheme reduces the nunber of online signing
operations conpared to previous techniques like Wite Lies, it stil
may nmake authoritative servers nore vul nerable to conputationa



deni al - of -servi ce attacks than preconmputed signatures. The use of
signature algorithnms (like those based on elliptic curves) that have
a conparatively low cost for signing is recommended.

Sone security tools rely on detection of nonexistent domai n nanes by
exam ning the response code field of DNS response nmessages. A
NCERROR (rather than NXDOVAIN) code in that field will inpact such
tools. Inplenentation of the optional response code restoration
schene will help recover NXDOVAIN visibility for these tools. Note
that the DNS header is not cryptographically protected, so the
response code field cannot be authenticated. Thus, inferring the
status of a response from signed data in the body of the DNS nessage
is actually nore secure. These tools could be enhanced to recognize
the (signed) NXNAME signal.

Because this method does not allow for aggressive negative caching
anong resolvers, it allows for certain types of denial-of-service
attacks to be nore effective. This includes so-called Pseudorandom
Subdomai n Attacks [ PRSD- ATTACK], where random nanmes are queri ed,
either directly via botnets or across a wi de range of public resolver
services, in order to intentionally generate nonexistent responses
fromthe authoritative servers for a domain. |f the resolver cannot
synt hesi ze NXDOMAI N responses from NSEC records, it must pass all
queries on to the domain’s authority servers, nmaking resource
exhaustion nore likely at those latter servers if they do not have
the capacity to absorb those additional queries.

If the notivating aspects of this specification (mninizing response
size and conputational costs) are not a concern, DNSSEC depl oynments
can opt for a different method (e.g., conventional online signing or
preconput ed signatures) and avoi d i nposing the chall enges of NXDOVAI N
visibility.

| ANA Consi der ati ons

| ANA has allocated the following in the "Resource Record (RR) TYPEs"
registry in the "Domai n Name System (DNS) Paraneters" registry group,
fromthe range for Meta-TYPEs. A |ower nunber in this range | owers
the size of the Type Bit Maps field, which reduces the overall size
of the DNS response nessage.

[ ool oo e oo e s sl s el °}
| Type | Value | Meaning | Reference |
B Rty s el el
| NXNAME | 128 | NXDOMAI N i ndi cator for | RFC 9824 |
| | | Comnpact Denial of Existence | |
I +----- - I T I +

Table 1

| ANA has also allocated the following flag in the "EDNS Header Fl ags
(16 bits)" registry in the "Domain Nanme System (DNS) Paraneters"
registry group. This flag is described in Section 5.1.

[ ool st s el
| Bit | Flag | Description | Reference |
=4 -+t - ————————+t———————————+
| Bit 1 | CO | Compact Answers OK | RFC 9824 |
+----- - +------ R I I R I +

Table 2

Last, I ANA has allocated the foll owing code point in the "Extended
DNS Error Codes" registry in the "Domain Nane System (DNS)

Par armet ers" registry group. This code point is described in
Section 3.5.
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[ bt ey + e pej et o
| INFO CODE | Purpose | Reference |
[ ety Sl ——————— Cppp—p——(—(————r T
| 30 | I'nvalid Query Type | RFC 9824 |
N Fom e e e e oo o N +
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Appendi x A. O her Approaches

In the past, sone inplenentations of Conpact Denial of Existence have
used other neans to differentiate NXDOVAI N from ENTSs.

One net hod enpl oyed by both C oudfl are and Anazon Route53 for a
period of tine was the foll owi ng: For responses to ENTs, they

synt hesi zed the NSEC Type Bit Maps field to include all record types
supported except for the queried type. This nethod has the
undesirabl e effect of no | onger being able to reliably determ ne the
exi stence of ENTs and of making the Type Bit Maps field | arger than
it needs to be. It also has the potential to confuse validators and
others tools that infer type existence fromthe NSEC record.

Anot her way to distinguish NXDOVAIN from ENT is to define the
synthetic RR type for ENTs instead, as specified in [ ENT-SENTI NEL].



Thi s met hod was successfully deployed in the field by NS1 for a
period of tinme. This typically inposes |less work on the server since
NXDOVAI N responses are a |l ot nore comon than ENTs. At the tine it
was deployed, it also allowed a common bitnmap pattern ("NSEC RRSI G')
to identify NXDOVAIN across this and other inplenentations that
returned a broad bitmap pattern for ENTs. However, the advantage of
the NXNAME RR type is that it explicitly identifies NXDOVAI N
responses and allows themto be distinguished conclusively from
potential ENT responses in other online signing NSEC inpl enent ati ons.

Appendi x B. Historical |Inplenentation Notes

At the time of publication, the basic Conpact Denial of Existence
met hod using NSEC is inplenmented by C oudflare, NS1, Anazon Routeb53,
and Knot DNS' s optional online signing nodule. Fromearly 2021 until
Novenber 2023, NS1 had depl oyed the ENT di stinguisher [ENT- SENTI NEL]
using the private RR type code 65281. A version of the NXNAME

di stingui sher using the private RR type code 65238 was depl oyed by
both C oudflare (fromJuly 2023) and NS1 (from Novenber 2023) until
roughly Septenber 2024. Since Septenber 2024, both C oudflare and
NS1 have depl oyed NXNAME using the officially all ocated code point of
128. Oacle Coud Initiative inplenmented Conpact Denial of Existence
usi ng NSEC3 in Cctober 2024.
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