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I nt roduction

Thi s docunent specifies an authentication service (application) that
uses the Extensible Authentication Protocol (EAP) [RFC3748] and is
built on top of the Constrai ned Application Protocol (CoAP)

[ RFC7252]; it is called "CoAP-EAP'. CoAP-EAP is an application that
all ows authenticating two CoAP endpoi nts by using EAP and
establishing an Object Security for Constrained RESTful Environnents
(OSCORE) security association between them More specifically, this
docunent specifies how CoAP can be used as a constrained, |ink-Iayer-
i ndependent, reliable EAP | ower |ayer [RFC3748] to transport EAP
messages between a CoAP server (acting as an EAP peer) and a CoAP
client (acting as an EAP authenticator) using CoAP nessages. The
CoAP client has the option of contacting a backend Authentication,
Aut hori zation, and Accounting (AAA) infrastructure to conplete the
EAP negotiation, as described in the EAP specification [ RFC3748].

In the case of this specification, the EAP nmethods that can be



transported with CoAP- EAP MJUST export cryptographic materia

[ RFC5247]. Exanples of such methods are the EAP Generalized Pre-
Shared Key (EAP-GPSK) [ RFC5433], the EAP Method for G obal System for
Mobi | e Communi cations (GSM Subscriber Identity Mdul es (EAP-SIM

[ RFC4186], the EAP Method for 3rd Generation Authentication and Key
Agreenent (EAP- AKA') [ RFC5448], EAP-TLS 1.3 [RFC9190], EAP with
Epheneral Diffie-Hell man over CBOR (bject Signing and Encryption

( EAP- EDHOC) [ EAP-EDHOC], etc. ("CBOR' stands for "Concise Binary

oj ect Representation”.) |In general, any EAP nethod designed in the
EAP Met hod Update (EMJ) Working Group that exports the Master Session
Key (MSK) can be used with CoAP-EAP. The MSK is used as the basis
for further cryptographic derivations. This way, CoAP nessages are
protected after authentication. After the CoAP-EAP operation, an
OSCORE security association is established between the endpoints of
the service. Using the keying material fromthe authentication,
other security associations could be generated. Appendix A shows how
to establish a (D) TLS security association using the keying nateri al
fromthe EAP aut hentication

One of the main applications of CoAP-EAP involves Internet of Things
(10T) networks, where we can find very constrained |links (e.qg.,
limted bandwi dth) and devices with linmted capabilities. In these
| oT scenarios, we identify the |IoT device as the entity that wants to
be aut henticated by using EAP to join a domain that is managed by a
Controller. 1In these cases, the 10T device is the EAP peer and the
Controller is the entity steering the authentication (i.e., the EAP
aut henticator); fromnow on, the 10T device will be referred to as
the EAP peer and the Controller will be referred to as the EAP
authenticator. |In these cases, EAP nethods with fewer exchanges,
shorter messages, and cryptographic algorithms suitable for
constrai ned devices are preferable. The benefits of the EAP
framework in | oT networks are highlighted in [ EAP-Franmework-10T].

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Readers are expected to be famliar with the ternms and concepts
described in CoAP [ RFC7252], EAP [RFC3748] [RFC5247], and OSCORE
[ RFC8613] .

2. General Architecture

Figure 1 illustrates the architecture defined in this document. In
this architecture, the EAP peer will act as a CoAP server for this
service and the domain EAP authenticator will act as a CoAP client.
The rational e behind this decision is that EAP Requests will always
travel fromthe EAP server to the EAP peer. Accordingly, EAP
Responses will always travel fromthe EAP peer to the EAP server

It is worth noting that the EAP authenticator MAY interact with a
backend AAA infrastructure when EAP pass-through node is used, which
will place the EAP server in the AAA server that contains the
information required to authenticate the EAP peer

The protocol stack is described in Figure 2. CoAP-EAP is an
application built on top of CoAP. On top of the application, there
is an EAP state nmachine that can run any EAP nethod. In the case of
this specification, the EAP nethod MJST support key derivation and
export as specified in [RFC5247]: an MBK of at |east 64 octets and an
Ext ended Master Session Key (EMSK) of at |east 64 octets. CoAP-EAP
also relies on CoAP reliability nechanisns to transport EAP: CoAP
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over UDP with Confirmabl e nessages [ RFC7252] or CoAP over TCP, TLS,
or WebSockets [ RFC8323].

S + . + S IR +

| EAP | | EAP | | AAA/ |

| peer |<------ >| authenticator|<----------- >| EAP server |

Fomm oo + COAP 4+------mmoo - + AAA TS +
(optional)

<---- SCOPE OF THI S DOCUMENT - --->

Fi gure 1: CoAP-EAP Architecture

o e e e e e e e e e e e e e o m o +
| EAP State Machi ne |

o m oo oo +

| Appl i cation ( CoAP- EAP) | <-- This Docunent

o m oo +

| Requests / Responses / Signaling | RFC 7252 / RFC 8323
o e e e e e e e e e e e e e o m o +

| Message / Message Fram ng | RFC 7252 / RFC 8323
o m o oo +

| Unreliable / Reliable Transport | RFC 7252 / RFC 8323
o m oo +

Fi gure 2: CoAP- EAP Stack
CoAP- EAP Qperati on

Because CoAP-EAP uses reliable delivery as defined in CoAP [ RFC7252]
[ RFC8323], EAP retransmission time is set to an infinite value, as
mentioned in [RFC3748]. To maintain ordering guarantees, CoAP-EAP
uses Hypernedi a as the Engine of Application State (HATEQOAS). Each
step during the EAP authenticati on accesses a new resource in the
CoAP server (EAP peer). The previous resource is renoved once the
new resource is created, indicating the resource that will process
the next step of the EAP authentication.

One of the benefits of using EAP is that we can choose froma | arge
vari ety of authentication nethods.

In CoAP-EAP, the EAP peer will only have one authentication session
with a specific EAP authenticator, and it will not process any other
EAP aut hentication in parallel (with the same EAP authenticator).

That is, a single ongoing EAP authentication is pernmtted for the
sanme EAP peer and the sane EAP authenticator. It may be worth noting
that the EAP authenticator may have parallel EAP sessions with

mul ti pl e EAP peers.

To access the authentication service, this docunment defines the well -
known URI "coap-eap" (see Section 9.3). The /.well-known/coap-eap
URI is used with "coap", "coap+tcp", or "coap+ws".

1. Discovery

Bef ore t he CoAP- EAP exchange takes pl ace, the EAP peer needs to

di scover the EAP authenticator or the entity that will enable the
CoAP- EAP exchange (i.e., an internediary). The discovery process is
out side the scope of this docunent.

The CoAP- EAP application can be accessed through the URl "coap-eap"”
for the trigger nessage (see Section 3.2, Step 0). The CoAP- EAP
service can be discovered by asking directly about the services
offered. This information can also be available in the resource
directory [ RFCO176] .

I mpl enent ati on notes: There are different nethods for discovering the



| Pv6 address of the EAP authenticator or internmediary entity. For
exanple, in a 6LoOWPAN network, the Border Router will typically act
as the EAP authenticator. Hence, after receiving the Router
Advertisenment (RA) nessages fromthe Border Router, the EAP peer may
engage i n the CoAP- EAP exchange

.2. Flow of Operation (OSCORE Establishment)

Figure 3 shows the general flow of operation for CoAP-EAP to

aut henti cate using EAP and establish an OSCORE Security Context. The
fl ow does not show a specific EAP nethod. |nstead, the chosen EAP
met hod is represented by using a generic nane (EAP-X). The fl ow
assunes that the EAP peer knows the EAP authenticator inplenents the
CoAP- EAP service. A CoAP-EAP nessage has the nedia type
"application/coap-eap". See Section 9.5.

The steps for this flow of operation are as foll ows:

* Step 0. The EAP peer MJST start the CoAP-EAP process by sending a
"PCST /.well -known/ coap-eap” request (trigger message). This
nmessage carries the ' No- Response’ CoAP option [ RFC7967] to avoid
waiting for a response that is not needed. This is the only
message where the EAP authenticator acts as a CoAP server and the
EAP peer acts as a CoAP client. The nessage al so includes a UR
in the payl oad of the nessage to indicate the resource where the
EAP aut henticator MJST send the next message. The nane of the
resource is selected by the CoAP server

I mpl enent ati on notes: Wen generating the URI for a resource during a
step of the authentication, the resource could have the follow ng
format as an exanpl e "path/eap/counter”, where

* "path" is sonme local path on the device to nmake the path uni que.
This could be omtted if desired.

* "eap" is the nanme that indicates that the URI is for the EAP peer.
This has no neaning for the protocol but hel ps with debuggi ng.

* "counter" is an increnenting unique nunber for every new EAP
Request .

So, per Figure 3, the URI for the first resource would be "/al/eap/1".

* Step 1. The EAP authenticator sends a POST nessage to the
resource indicated in Step 0 (e.g., "/aleap/1"). The payload in
this nmessage contains the first EAP nessage (EAP-Request/ldentity,
or EAP-Req/1d) and the Recipient ID of the EAP authenticator (Rl D
C) for OSCORE, and MAY contain a CBOR array with a list of
proposed ci pher suites (CS-C) for OSCORE. |If the cipher suite
list is not included, the default cipher suite for OSCORE i s used.
The details of the cipher suite negotiation are discussed in
Section 6. 1.

* Step 2. The EAP peer processes the POST nmessage sendi ng the EAP
Request (EAP-Req/l1d) to the EAP peer state machine, which returns
an EAP Response (EAP-Response/ldentity, or EAP-Resp/ld). Then,

t he CoAP-EAP application assigns a new resource to the ongoing

aut henti cation process (e.g., "/aleap/2") and del etes the previous
one ("/aleap/1"). Finally, the CoAP-EAP application sends a '2.01
Created’ response with the new resource identifier in the
Location-Path (and/or Location-Query) Options for the next step.
The EAP Response, the Recipient ID of the EAP peer (RID-1), and
the selected cipher suite for OSCORE (CS-1) are included in the
payload. 1In this step, the EAP peer may create an OSCORE Security
Context (see Section 6.2). The required MSK will be avail abl e
once the EAP authentication is successful (Step 7).



Steps 3-6. From now on, the EAP authenticator and the EAP peer

wi | | exchange EAP packets related to the EAP nethod ( EAP-X),
transported in the CoAP nessage payl oad. The EAP aut henti cat or
will use the POST nethod to send EAP Requests to the EAP peer.

The EAP peer will use a CoAP response to carry the EAP Response in
the payl oad. EAP Requests and responses are represented in

Fi gure 3 using the nonencl ature "EAP-X-Req" and "EAP- X- Resp",
respectively. Wen a POST nessage arrives (e.g., "/aleap/1")
carrying an EAP Request nessage, if processed correctly by the EAP
peer state nachine, it returns an EAP Response. Al ong with each
EAP Response, a new resource is created (e.g., "/aleap/3") for
processi ng the next EAP Request and the ongoing resource (e.qg.,
"/aleap/2") is erased. This way, ordering guarantees are
achieved. Finally, an EAP Response is sent in the payload of a
CoAP response that will also indicate the new resource in the

Location-Path (and/or Location-Query) Options. |f an error occurs
whil e processing a legitimte message, the server will return a
"4.00 Bad Request’. Error handling is discussed in Section 3.5.

Step 7. \When the EAP authentication ends successfully, the EAP
aut henti cator obtains the MSK exported by the EAP nethod, an EAP
Success message, and sone authorization information [ RFC5247]
(e.g., Session-Lifetime). The EAP authenticator creates the
OSCORE Security Context using the MSK and Recipient ID of both
entities exchanged in Steps 1 and 2. The establishment of the
OSCORE Security Context is defined in Section 6.2. Then, the EAP
aut henti cator sends the POST nessage protected with OSCORE for key
confirmation, including the EAP Success. The EAP aut henti cator
MAY al so send a Session-Lifetime, in seconds, which is represented
by an unsigned integer in a CBOR (bject (see Section 5). If this
Session-Lifetinme is not sent, the EAP peer assunmes a default val ue
of 8 hours, as RECOVMENDED in [ RFC5247]. The reception of the
OSCORE- pr ot ect ed POST nessage i s consi dered by the EAP peer as an
alternate indication of success [ RFC3748]. The EAP peer state
machine in the EAP peer interprets the alternate indication of
success (simlarly to the arrival of an EAP Success) and returns
the MSK, which is used to create the OSCORE Security Context in
the EAP peer to process the protected POST nessage received from

t he EAP aut henti cator.

Step 8. If the EAP authentication and the verification of the
OSCORE- protected POST (Step 7) are successful, then the EAP peer
answers with an OSCORE-protected '2.04 Changed’. Fromthis point
on, conmmuni cation with the |ast resource (e.g., "/aleap/(n)") MJST
be protected with OSCORE. If allowed by application policy, the
same OSCORE Security Context MAY be used to protect conmmunication
to other resources between the same endpoints.

EAP peer EAP aut henti cat or
| POST /.well-known/ coap-eap
0)| No-Response
| Payl oad("/aleap/1")

| POST /aleap/1
| Payl oad( EAP-Reqg/ 1d| | CS-C] | RID- Q)

| 2.01 Created Location-Path [/aleap/?2]
| Payl oad( EAP-Resp/1d||CS-I||RID-1)

| POST / al eap/ 2
| Payl| oad( EAP- X- Req)

| 2.01 Created Location-Path [/aleap/3] |
| Payl oad( EAP- X- Resp) |



| " POST /aleap/ (n-1) |
| Payl oad( EAP- X- Req) |

| 2.01 Created Location-Path [/aleap/(n)]
| Payl oad( EAP- X- Resp)

I
|
6) | === >
| | MK
| PCST /aleap/ (n) | |
I OSCORE | v
| Payl oad( EAP Success| | *Session-Lifetine)| OSCORE
MBK 7)) [ S-mmmmmmm e e e e | CTX
I I I
% | 2.04 Changed |
OSCORE | OSCORE |
ol D G )l R e L >|

*Session-Lifetime is optional
Fi gure 3: CoAP-EAP Fl ow of Operation wth OSCORE
3.3. Re-Authentication

When the CoAP-EAP state is close to expiring, the EAP peer may want
to start a new authentication process (re-authentication) to renew
the state. The main goal is to obtain new and fresh keying materi al
(MBK/ EMBSK) that, in turn, allows deriving a new OSCORE Security
Context, increasing the protection against key | eakage. The keying
mat eri al MJUST be renewed before the expiration of the Session-
Lifetime. By default, the EAP key managenent framework [RFC5247]
establishes a default value of 8 hours to refresh the keying
material. Certain EAP nethods such as Ni nble CQut-of-Band

Aut hentication for EAP ( EAP-NOOB) [ RFC9140] or EAP- AKA' [ RFC5448]
provi de fast reconnect for quicker re-authentication. The EAP Re-
aut henti cation Protocol (ERP) [RFC6696] MAY al so be used to avoid the
repetition of the entire EAP exchange.

The re-authentication nessage flowwill be the sane as that shown in
Figure 3. Nevertheless, two different CoAP-EAP states will be active
during the re-authentication: the current CoAP-EAP state and the new
CoAP- EAP state, which will be created once the re-authentication has
finished successfully. Once the re-authentication is conpleted
successfully, the current CoAP-EAP state is del eted and repl aced by
the new CoAP-EAP state. |If for any reason the re-authentication
fails, the current CoAP-EAP state will be available until it expires,
or it will be renewed during a subsequent re-authentication attenpt.

If the re-authentication fails, it is up to the EAP peer to decide
when to start a new re-authentication before the current EAP state
expires.

3.4. Managing the State of the Service

The EAP peer and the EAP authenticator keep state during the CoAP- EAP
negoti ati on. The CoAP-EAP state includes several inportant parts:

* A reference to an instance of the EAP (peer or authenticator/
server) state nachine.

* The resource for the next nessage in the negotiation (e.g., "/al
eap/ 2").

*  The MSK, which is exported when the EAP authentication is
successful. CoAP-EAP can access the different variables via the
EAP state nachi ne (see [ RFC4137]).



* A reference to the OSCORE cont ext.

Once created, the EAP authenticator MAY choose to delete the state as
described in Figure 4. Conversely, the EAP peer nmay need to renew
the CoAP-EAP state because the key material is close to expiring, as
mentioned in Section 3. 3.

There are situations where the current CoAP-EAP state mght need to
be renmpbved. For instance, due to its expiration or forced renoval
the EAP peer has to be expelled fromthe security domain. Such an
exchange is illustrated in Figure 4.

If the EAP authenticator deens it necessary to renove the CoAP-EAP
state fromthe EAP peer before it expires, it can send a DELETE
command in a request to the EAP peer, referencing the | ast CoAP- EAP
state resource given by the CoAP server, whose identifier will be the
| ast one received (e.g., "/aleap/(n)" in Figure 3). This nessage is
protected by the OSCORE security association to prevent forgery.

Upon reception of this nessage, the CoAP server sends a response to
the EAP authenticator with the code '2.02 Deleted’, which is also
protected by the OSCORE security association. |f a response fromthe
EAP peer does not arrive after EXCHANGE_LI FETI ME, the EAP

aut henticator will renove the state.

EAP peer EAP aut henti cat or

OSCORE

Figure 4: Deleting State
3.5. FError Handling

This section el aborates on how different errors are handl ed: EAP
aut hentication failure (Section 3.5.1), a non-responsive endpoi nt
(Section 3.5.2), and duplicated nessages (Section 3.5.3).

3.5.1. EAP Authentication Failure

The EAP authentication may fail in different situations (e.g., wong
credentials). The result is that the EAP authenticator will send an
EAP Fail ure nmessage because of a failed EAP authentication (Step 7 in
Figure 3). 1In this case, the EAP peer MJST send a response '4.01
Unaut horized” in Step 8. Therefore, Steps 7 and 8 are not protected
in this case because no MSK is exported and the OSCORE Security
Context is not yet generated.

If the EAP authentication fails during the re-authentication and the
EAP aut henti cator sends an EAP Failure, the current CoAP-EAP state
will still be usable until it expires.

3.5.2. Non-Responsive Endpoi nt

If for any reason one of the entities becones non-responsive, the
CoAP- EAP state SHOULD be renoved after a stipul ated amount of tine.
The anount of tinme can be adjusted according to the policies
established by the application or use case where CoAP-EAP is used.
As a default value, the CoAP EXCHANGE_LI FETI ME paraneter, as defined
in CoAP [ RFC7252], will be used.



The renoval of the CoAP-EAP state in the EAP aut henticator assumes
that the EAP peer will need to authenticate again.

Accordi ng to CoAP, EXCHANGE LI FETI ME considers the tine it takes
until a client stops expecting a response to a request. A timer is
reset every time a nmessage is sent. By default, CoAP-EAP adopts the
val ue of EXCHANGE LI FETIME as a tiner in the EAP peer and

aut henticator to remove the CoAP-EAP state if the authentication
process has not progressed to conpletion during that tine.

The EAP peer will renove the CoAP-EAP state if either the
EXCHANGE LI FETIME is triggered or the EAP peer state machine returns
an eapFail .

The EAP authenticator will renove the CoAP-EAP state if either the
EXCHANGE_LI FETIME is triggered or, when the EAP authenticator is
operating in pass-through node (i.e., the EAP authentication is
performed agai nst a AAA server), the EAP authenticator state machine
returns "aaaTi meout"” [RFC4137].

3.5.3. Duplicated Message with /.well-known/ coap-eap

The reception of the trigger nmessage (Step 0 in Figure 3) containing
the URI /coap-eap needs sone additional considerations, as the
resource is always available in the EAP authenti cator

If a trigger nessage arrives at the EAP authenticator during an
ongoi ng aut hentication with the sane EAP peer, the EAP authenti cator
MUST silently discard this trigger nessage.

If an old "POST /.well-known/ coap-eap"” (Step O in Figure 5) arrives
at the EAP authenticator and there is no authentication ongoing, the
EAP aut henti cator nay understand that a new authentication process is
requested. Consequently, the EAP authenticator will start a new EAP
aut henti cation. However, if the EAP peer did not start any

authentication, it will send a '4.04 Not Found in the response
(Figure 5).
EAP peer EAP aut henti cat or

*POST /. wel | - known/ coap- eap
No- Response
Payl oad("/ al eap/ 1")

I

I

I

| PCST /aleap/ 1
| Payl oad( EAP- Reqg/ 1 d| | CS- C)
I

I

|

Figure 5. /.well-known/ coap-eap with No Ongoi ng Aut hentication
fromthe EAP Authenticator

3.6. Proxy Operation in CoAP- EAP

The CoAP- EAP operation is intended to be conmpatible with the use of
internmediary entities between the EAP peer and the EAP aut henti cator
when direct communication is not possible. In this context, CoAP
proxi es can be used as enabl ers of the CoAP- EAP exchange

This specification is limted to using standard CoAP [ RFC7252] as
wel | as standardi zed CoAP options [RFC38613]. It does not specify any
addition in the formof CoAP options. This is expected to ease the
integration of CoAP internediaries in the CoAP-EAP exchange.



When using proxies in the CoAP-EAP exchange, it should be considered
that the exchange contains a role-reversal process at the beginning
of the exchange. |In the first nmessage, the EAP peer acts as a CoAP
client and the EAP authenticator acts as the CoAP server. In the
remai ni ng exchanges, the roles are reversed (i.e., the EAP peer acts
as the CoAP server, and the EAP authenticator acts as the CoAP
client). Wen using a proxy in the exchange, for nessage 0 it will
act as a forward proxy, and as a reverse proxy for the rest.
Additionally, in the first exchange, the EAP peer, as a CoAP client,
sends the URI for the next CoAP nessage in the payload of a request.
This is not the typical behavior, as URIs referring to new services/
resources appear in Location-Path and/or Location-Query Options in
CoAP responses. Hence, the proxy will have to treat the payl oad of
Message O as if it were a Location-Path Option of a CoAP response.

CoAP- EAP Medi a Type For mat

In the CoAP-EAP exchange, the format specified by the "application/
coap-eap" nedia type will be used. See Section 9.5.

In CoAP-EAP, there are two different elenents that can be sent over
the payload. The first one is a relative URI. This payload will be
present for the first nessage (0) in Figure 3.

In all the other cases, an EAP nessage will be followed by the CBOR
oj ect specified in Section 5. A visual exanple of the second case
can be found in Figure 7 (Section 6.1).

CBOR bj ects i n CoAP- EAP

In the CoAP-EAP exchange, information needs to be exchanged between
the two entities -- for exanple, the cipher suites that need to be
negoti ated, or authorization information (Session-Lifetine). There
may al so be a need to extend the information that has to be exchanged
in the future. This section specifies the CBOR data structure

[ RFC8949] to exchange information between the EAP peer and the EAP
aut henticator in the CoAP payl oad.

Figure 6 shows the specification of the CBOR Object to exchange
i nformati on in CoAP- EAP

CoAP- EAP_Info = {

? 1: [+ int], ; Cipher Suite (CS-Cor CS-1)
? 2 : bstr, ;. RRD-C

? 3 : bstr, ;. RIDI

? 4 : uint ; Session-Lifetine

Figure 6: CBOR Data Structure for CoAP- EAP
The paraneters contain the follow ng information:

1. Cipher Suite: An array with the |list of proposed, or selected,
CBOR nhj ect Signing and Encryption (COSE) al gorithnms for OSCORE
If the field is carried over a request, a proposed cipher suite
is indicated; if it is carried over a response, it corresponds to
t he agreed-upon ci pher suite.

2. R DC The Recipient ID of the EAP authenticator. The EAP peer
uses this value as the Sender ID for its OSCORE Sender Context.
The EAP authenticator uses this value as the Recipient IDfor its
Reci pi ent Cont ext.

3. RIDI: The Recipient ID of the EAP peer. The EAP aut henti cator
uses this value as the Sender ID for its OSCORE Sender Context.
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The EAP peer uses this value as the Recipient IDfor its
Reci pi ent Cont ext.

4., Session-Lifetinme: The tinme that the session is valid, in seconds.

O her indexes can be used to carry additional values as needed, |ike
speci fic authorization paraneters.

The i ndexes from 65001 to 65535 are reserved for experinentation.
Ci pher Suite Negotiation and Key Derivation
1. Cipher Suite Negotiation

OSCORE runs after the EAP authentication, using the cipher suite
selected in the cipher suite negotiation (Steps 1 and 2 in Figure 3).
To negotiate the cipher suite, CoAP-EAP follows a sinple approach:
The EAP authenticator sends a list, in decreasing order of
preference, with the identifiers of the supported cipher suites (Step
1in Figure 8. 1In the response to that nessage (Step 2 in

Figure 8), the EAP peer sends its choice.

This list is included in the payload after the EAP nessage through a
CBOR array. An exanple of howthe fields are arranged in the CoAP
payl oad can be seen in Figure 7. An exanple exchange for the cipher
suite negotiation is shown in Figure 8. The EAP Request (EAP-Req/ld)
and EAP Response (EAP-Resp/l1d) are sent; both nessages include the
CBOR nhj ect (Section 5) containing the cipher suite field for the

ci pher suite negotiation.

R R Fomm oo R o e e e oo +
| Code | ldentifier | Length | Data | cipher suites |
Femmm o - Fom ek T Femmm o - o e e e oo +
S---------- EAP Packet ---------- > <-- CBOR array -->

Figure 7: G pher Suites in the CoAP Payl oad

EAP peer EAP Aut h.
(CoAP server) (CoAP client)
I
|

| PCST / al eap/
| Payl oad( EAP- Req/ 1 d, CBORArray[O0, 1, 2]

~ =

| 2.01 Created Location-Path [/aleap/?2] |
| Payl oad( EAP- Resp/1d, CBORArray[O0]) |
2) - >

Figure 8: G pher Suite Negotiation

If there is no CBOR array specifying the cipher suites, the default
ci pher suites are applied. |If the EAP authenticator sends a
restricted list of cipher suites that can be accepted, it MJST
include the default value 0, since it is nandatory to inplenent. The
EAP peer will have at |east that option avail able.

The cipher suite requirenents are inherited fromthose established by
OSCORE [ RFC8613], which are COSE al gorithns [ RFC9053]. By default,
the HVAC-based Extract-and- Expand Key Derivation Function (HKDF)
algorithmis SHA-256 and the Authenticated Encryption with Associ ated
Data (AEAD) algorithmis AES-CCM 16-64-128 [ RFC9053]. ("HMAC' stands
for "Hashed Message Authentication Code".) Both are mandatory to
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i npl ement. The other supported and negoti ated ci pher suites are
|isted bel ow, these hash algorithns are considered in cases where the
specification includes DTLS support in the future (TLS SHA256,
TLS_SHA384, TLS SHA512; see Appendix A):

* 0) AES- CCM 16- 64- 128, SHA- 256 (defaul t)
* 1) AL28GCM SHA- 256

* 2) A256GCM SHA- 384

* 3) ChaCha20/ Pol y1305, SHA- 256

*  4) ChaCha20/ Pol y1305, SHAKE256

Thi s specification uses the HKDF as defined in [ RFC5869] to derive
the necessary key material. Since the key derivation process uses
the MSK, which is considered fresh key material, the HKDF- Expand
function (shortened here as "KDF") will be used. See Section 8.1
regardi ng why the use of this function is enough and it is not
necessary to use KDF-Extract.

2. Deriving the OSCORE Security Context

The derivation of the OSCORE Security Context allows securing the
conmuni cati on between the EAP peer and the EAP authenticator once the
MBK has been exported, providing confidentiality, integrity, key
confirmation (Steps 7 and 8 in Figure 3), and detection of
downgr adi ng att acks.

Once the Master Secret and Master Salt are derived, they can be used
to derive the rest of the OSCORE Security Context (see Section 3.2.1
of [RFC8613]). It should be noted that the I D Context is not

provi ded for the OSCORE Security Context derivation

The Master Secret can be derived by using the chosen cipher suite and
the KDF as foll ows:

Mast er Secret = KDF(MBK, CS | "COAP- EAP OSCORE MASTER SECRET", | ength)
wher e:

* The MSK is exported by the EAP nmethod. The use of the MSK for key
derivation is discussed in Section 8.

* CSis the concatenation of the content of the cipher suite
negotiation -- that is, the concatenation of two CBOR arrays CS-C
and CS-1 (with CBOR ints as elenments), as defined in Section 5.

If neither CS-C nor CS-I was sent (i.e., default algorithns are
used), the value used to generate CS will be the sane as if the
default algorithms were explicitly sent in CSSCor CS1 (i.e., a
CBOR array with the cipher suite value of 0).

* " COAP- EAP OSCORE MASTER SECRET" is the ASCI| code representation
of the non-NULL-term nated string (excluding the doubl e quotes
around it).

* CS and " COAP- EAP OSCORE MASTER SECRET" are concatenat ed.

* length is the size of the output key materi al

Simlarly to the Master Secret, the Master Salt can be derived as
fol |l ows:

Master Salt = KDF(MSK, CS | "COAP-EAP OSCORE MASTER SALT", | ength)
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wher e:

* The MSK is exported by the EAP nethod. The use of the MsK for key
derivation is discussed in Section 8.

* CSis the concatenation of the content of the cipher suite

negotiation -- that is, the concatenation of two CBOR arrays CS-C
and CS-1 (with CBOR ints as elenents), as defined in Section 5.
If neither CS-C nor CS-I was sent (i.e., default algorithns are
used), the value used to generate CS will be the sane as if the
default algorithnms were explicitly sent in CS-Cor CS 1 (i.e., a
CBOR array with the cipher suite value of 0).

* " COAP- EAP OSCORE MASTER SALT" is the ASCI| code representation of
the non-NULL-term nated string (excluding the doubl e quotes around

it).
* CS and " COAP- EAP OSCORE MASTER SALT" are concatenat ed.
* length is the size of the output key material.

Since the MSK is used to derive the Master Key, the correct
verification of the OSCORE-protected request (Step 7) and response
(Step 8) confirns that the EAP authenticator and the EAP peer have
the sane Master Secret, achieving key confirmation.

To prevent a downgradi ng attack, the content of the cipher suite
(referred to here as "CS") negotiation is enbedded in the Master
Secret derivation. |If an attacker changes the value of the cipher
suite negotiation, the result will be different OSCORE Security
Contexts, which in turn will result in failure in Steps 7 and 8.

The EAP authenticator will use the Recipient ID of the EAP peer (R D
I) as the Sender ID for its OSCORE Sender Context. The EAP peer will
use this value as the Recipient ID for its Recipient Context.

The EAP peer will use the Recipient 1D of the EAP authenticator (R D
C) as the Sender ID for its OSCORE Sender Context. The EAP
authenticator will use this value as the Recipient IDfor its

Reci pi ent Cont ext.

Di scussi on
1. CoAP as the EAP Lower Layer

This section discusses the suitability of CoAP as the EAP | ower | ayer
and reviews the requisites inposed by EAP on any protocol
transporting EAP. \What EAP expects fromits |ower |layers can be
found in Section 3.1 of [RFC3748], which is el aborated next:

Unreliable transport: EAP does not assunme that | ower |ayers are
reliable, but it can benefit froma reliable lower layer. 1In this
sense, CoAP provides a reliability mechanism (e.g., using
Confirmabl e nessages).

Lower-1layer error detection: EAP relies on |ower-layer error
detection (e.g., CRC, checksum Message Integrity Check (MO,
etc.). For sinplicity, CoAP-EAP del egates error detection to the
| ower |ayers, such as the Iink layer or transport |layer (e.g., UDP
over | Pv6 or TCP).

Lower -1 ayer security: EAP does not require security services from
the | ower |ayers.

M ni num MTU:  Lower |ayers need to provide an EAP MIU size of 1020
octets or greater. CoAP assumes an upper bound of 1024 octets for
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1.

its payl oad, which covers the EAP requirenents when only the EAP
message is sent in the CoAP payload. In the case of Messages 1
and 2 in Figure 3, those nessages have extra information apart
fromEAP. Nevertheless, the EAP-Req/Id has a fixed length of 5
bytes. Message 2, with the EAP-Resp/Id, would linit the I ength of
the identity being used to the CoAP payl oad maxi mum si ze (1024) -
len( CS-1 || RID-I ) - EAP Response header (5 bytes), which | eaves
enough space for sending even lengthy identities. Nevertheless,
this limtation can be overcone by using CoAP bl ock-wi se transfers
[ RFC7959]. Note: Wien EAP is proxied over a AAA franmework, the
Access- Request packets in RADIUS MJST contain a Framed- MTU
attribute with a value of 1024 and, in Dianmeter, the Franed-MIU
Attribute-Value Pair (AVP) with a value of 1024. This informtion
signals the AAA server that it should Iimt its responses to 1024
octets.

Ordering guarantees: EAP relies on |ower-1layer ordering guarantees
for correct operation. Regarding nessage ordering, every tine a
new nessage arrives at the authentication service hosted by the
EAP peer, a newresource is created, and this is indicated in a
"2.01 Created response code along with the nane of the new
resource via Location-Path or Location-Query Options. This way,
the application shows that its state has advanced.

Al t hough [ RFC3748] states that "EAP provides its own support for
duplicate elimnation and retransmssion,” EAP is also reliant on

| ower-1layer ordering guarantees. |In this regard, [RFC3748] talks
about possi bl e duplication and says, "Were the |ower layer is
reliable, it will provide the EAP layer with a non-duplicated stream
of packets. However, while it is desirable that |ower |ayers provide
for non-duplication, this is not a requirenent.” CoAP provides a
non-duplicated stream of packets and acconplishes the desirabl e non-
duplication. In addition, [RFC3748] says that when EAP runs over a
reliable |l ower layer "the authenticator retransm ssion tinmer SHOULD
be set to an infinite value, so that retransni ssions do not occur at
the EAP | ayer."

Size of the EAP Lower Layer vs. EAP Method Size

Regardi ng the inpact that an EAP | ower |ayer will have on the nunber
of bytes of the whole authenticati on exchange, [ CoAP-EAP] provides a
compari son with another network-|ayer-based EAP | ower | ayer, the
Protocol for Carrying Authentication for Network Access (PANA) as
defined in [ RFC5191].

The EAP nethod being transported will take npbst of the exchange.
However, the inmpact of the EAP | ower | ayer cannot be ignored,
especially in very constrai ned conmuni cati on technol ogi es such as
those with limted capabilities (e.g., as can be found in IoT
net wor ks) .

Note: To inprove efficiency in environments with constrai ned devices
and networks, the latest versions of EAP nmethods (e.g., EAP-AKA

[ RFC5448], EAP-TLS 1.3 [RFC9190]) are recomrended over ol der
versions. EAP nmethods nore adapted for 10T networks (e.g., EAP-NOOB
[ RFC9140], EAP-EDHOC [ EAP-EDHOC], etc.) are al so reconmmended.

Security Considerations

Security aspects to be considered include how authorization is
managed, the use of the MSK as key material, and how trust in the EAP
aut henticator is established. Additional considerations such as EAP
channel binding as per [RFC6677] are al so discussed here.

Use of EAP Met hods



This docunent limts the use of EAP methods to those conpliant with
[ RFC4017], yielding strong and fresh session keys such as the MSK
By this assunption, the HKDF Expand function is used directly, as
clarified in [ RFC5869].

8.2. Authorization

Aut hori zation is part of bootstrapping. It serves to establish

whet her the EAP peer can join and the set of conditions it nust
adhere to. The authorization data will be gathered fromthe

organi zation that is responsible for the EAP peer and sent to the EAP
authenticator if a AAA infrastructure is depl oyed.

I n standal one node, the authorization information will be in the EAP
authenticator. |f pass-through node is used, authorization data
received fromthe AAA server can be delivered by the AAA protoco
(e.g., RADIUS or Dianeter). Providing nore fine-grained

aut hori zati on data can be done by transporting the data using the
Security Assertion Markup Language (SAM.) in RADIUS [RFC7833]. After
boot st rappi ng, additional authorization information may be needed to
operate in the security domain. This can be taken care of by the
sol utions proposed in the Authentication and Authorization for
Constrai ned Environments (ACE) W5 such as the use of QAuth

[ RFC9200], anong ot her solutions, to provide ACE

8.3. Allow ng CoAP-EAP Traffic to Perform Authentication

Since CoAP is an application protocol, CoAP-EAP assunes certain |IP
connectivity in the link between the EAP peer and the EAP
authenticator to run. This Iink MJST only authorize unprotected IP
traffic to be sent between the EAP peer and the EAP aut henti cator
during the authentication with CoAP-EAP. Once the authentication is
successful, the key material generated by the EAP authentication
(MSK) and any other traffic can be authorized if it is protected. It
is worth noting that if the EAP authenticator is not in the sane |ink
as the EAP peer and an intermediate entity (e.g., a CoAP proxy) hel ps
with this process, this concept also applies to the comunication

bet ween the EAP peer and the internediary.

Alternatively, the link | ayer MAY provi de support to transport CoAP-
EAP wi thout an | P address by using link-layer frames (e.g., by
defining a new Key Managenent Protocol |D per |EEE 802.15.9

[ 1 EEE802159]).

8.4. Freshness of the Key Materia

I n CoAP- EAP, there is no nonce exchange to provide freshness to the
keys derived fromthe MSK. The MSKs and EMSKs are fresh key materi al
per [ RFC5247]. Since only one authentication is established per EAP
authenticator, there is no need to generate additional key materi al
If a new MSK is required, a re-authentication can be done by running
the process again or using a nore |ightweight EAP nethod to derive
additional key material as elaborated in Section 3.3.

8.5. Channel - Bi ndi ng Support

According to [ RFC6677], channel binding, as related to EAP, is sent
t hrough the EAP met hod supporting it.

To satisfy the requirenents of this docunent, the EAP | ower-|ayer

identifier for CoAP-EAP (10, as assigned by I ANA; see Section 9.4)

needs to be sent, in the EAP Lower-Layer Attribute if RAD US is used.
8.6. Additional Security Considerations

In the authentication process, it is possible for an entity to forge
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messages to generate denial -of-service (DoS) attacks on any of the
entities involved. For instance, an attacker can forge nultiple
initial nmessages to start an authentication (Step O in Figure 3) with
the EAP authenticator as if they were sent by different EAP peers.
Consequently, the EAP authenticator will start an authentication
process for each nessage received in Step 0, sending the EAP-Req/1d
(Step 1).

To minimze the effects of this DoS attack, it is RECOMVENDED t hat
the EAP authenticator linmt the rate at which it processes incom ng
messages in Step O to provide robustness agai nst DoS attacks. The
details of rate limting are outside the scope of this specification.
Neverthel ess, the rate of these messages is also limted by the
bandwi dt h avail abl e bet ween t he EAP peer and the EAP authenti cator.
This bandwidth will be especially linmted in constrained links (e.g.,
Low Power WANs (LPWANs)). Lastly, it is also RECOMMENDED to reduce
at a minimumthe state in the EAP authenticator at |east until the
EAP- Resp/1d is received by the EAP aut henticator.

Anot her security-related concern is how to ensure that the EAP peer
joining the security domain can trust the EAP authenticator. This

issue is elaborated in [RFC5247]. |In particular, the EAP peer knows
it can trust the EAP authenticator because the key that is used to
establish the security association is derived fromthe MSK. If the

EAP aut henticator has the MSK, it is because the AAA server of the
EAP peer trusted the EAP authenticator.

I ANA Consi derations
1. CoAP-EAP Ci pher Suites
| ANA has created a new registry titled "CoAP-EAP C pher Suites" under
a new registry group naned "CoAP-EAP'. The registration procedures

are "Specification Required", "Private Use", and "Standards Action
with Expert Review' (see [RFC8126]), as shown in Table 1.

[} g —————— e p—p—p—_—(——————(————————————(———————r 1
| Range | Registration Procedures |
[ el el
| -65536 to -25 | Specification Required |
oo o m e e e e e e e e e e e +
| -24 to -21 | Private Use |
T oo e m e e e e e e e e e e e e mm e mmmaa o - +
| -20 to 23 | Standards Action with Expert Review |
oo o m e e e e e e e e e eee e +
| 24 to 65535 | Specification Required |
oo o m e e e e e e e e e e e +

Table 1: Registration Procedures for CoAP-EAP
Ci pher Suites

The colums of the registry are Value, Al gorithms, Description, and
Ref erence, where Value is an integer and the other colunmms are text
strings. The initial registrations are shown in Table 2.

B el ety e ey e ety
| Value | Algorithns | Description | Reference |
[ ool e oo e el s e e e s s e e
| O | 10, -16 | AES- CCM 16-64- 128, SHA-256 | RFC 9820 |
+------- R B Tl R +
| 1 | 1, -16 | A128GCM SHA- 256 | RFC 9820 |
+------- I i i T il F-- - - - +
| 2 | 3, -43 | A256GCM SHA- 384 | RFC 9820 |
+------- I I T i I +
| 3 | 24, -16 | ChaCha20/ Pol y1305, SHA-256 | RFC 9820 |



| 4 | 24, -45 | ChaCha20/ Pol y1305, SHAKE256 | RFC 9820

Tabl e 2: CoAP-EAP G pher Suites: Initial Registrations
9.2. CDDL in CoAP-EAP Information El enents

| ANA has created a new registry titled "CoAP-EAP I nformation

El ements" under a new registry group naned "CoAP- EAP". The

regi stration procedures are "Standards Action with Expert Review',
"Private Use", "Specification Required", and "Experinmental Use" (see
[ RFC8126]), as shown in Table 3.

[§ st s oo U
| Range | Registration Procedures |
| 0to 23 | Standards Action with Expert Review |
oo o - o e e e e e e e e e e e e e e mmemamao o +
| 24 to 49 | Private Use |
S o e m e e e e e e e e e e e m—— oo oo +
| 50 to 65000 | Specification Required |
o a o o m e e e e e e e e e ee e +
| 65001 to 65535 | Experinmental Use |
oo o - o e e e e e e e e e e e e e e mmemamao o +

Tabl e 3: Registration Procedures for CoAP- EAP
Information El ements

The colums of the registry are Nanme, Label, CBOR Type, Description,
and Reference, where Label is an integer and the other columms are
text strings. The initial registrations are shown in Table 4.

F =+ ————————+t—-———————————————t———————————+
| Nane | Label | CBOR | Description | Reference |
I I | Type | I I
o4 o4 o4 oo mmmmmm—m==—=—==+4
| G pher Suite | 1 | CBOR | List of the | RFC 9820 |
| | | Array | proposed or | |
| | | | selected COSE | |
| | | | algorithns | |
| | | | for OSCORE | |
R i +------- +-------- i R +
| RID-C | 2 | Byte | Contains the | RFC 9820 |
| | | String | Recipient ID | |
| | | | of the EAP | |
| | | | authenticator | |
I I I +----- - I I I T I +
| RIDI | 3 | Byte | Contains the | RFC 9820 |
| | | String | Recipient ID | |
| | | | of the EAP | |
I I I | peer I I
R I I I +------- F----- - - I I T I +
| Session-Lifetine | 4 | uint | Contains the | RFC 9820 |
| | | | time that the | |
| | | | sessionis | |
| | | | valid, in | |
| | | | seconds | |
R I I I +------- F----- - - I I T I +

Tabl e 4: CoAP-EAP Information Elements: Initial Registrations
9.3. The Well-Known URIs Registry
| ANA has added the well-known URI "coap-eap" to the "Well-Known URIs"

registry under the "Well-Known URIs" registry group defined by
[ RFC8615] .
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URI Suffix: coap-eap

Ref erence: RFC 9820

Status: permanent

Change Controller: |ETF

4. The EAP Lower Layers Registry

| ANA has added the identifier "CoAP-EAP" to the "EAP Lower Layers"
registry (defined by [RFC6677]) under the "Extensible Authentication
Protocol (EAP) Registry".

Val ue: 10

Lower Layer: CoAP-EAP

Ref erence: RFC 9820

5. Media Types Registry

| ANA has added the media type "application/coap-eap” to the "Media
Types" registry. Section 4 defines the format.

Type name: application
Subt ype nane: coap-eap
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: See Section 8 of RFC 9820.
Interoperability considerations: NA
Publ i shed specification: RFC 9820
Applications that use this nmedia type: To be identified
Fragrment identifier considerations: NA
Addi tional information:
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person and emni|l address to contact for further information:
ace@etf.org

I ntended usage: COMVON

Restrictions on usage: NA

Aut hor: See the "Authors’ Addresses" section of RFC 9820.

Change Controller: |ETF

6. CoAP Content-Formats Registry

| ANA has added the media type "application/coap-eap” to the "CoAP
Content - Format s" registry under the "Constrai ned RESTful Environnents
(CoRE) Paraneters" registry group, follow ng the specification in

Section 12.3 of [RFC7252].

[ s s sl e ool e °}



| Media Type | Content Encoding | ID | Reference |
[} gt ———————————— L ———————————————— Lp—p—_— Lp—p—_————————
| application/coap-eap | - | 269 | RFC 9820 |

Tabl e 5: CoAP Content-Formats Registry

9.7. Resource Type (rt=) Link Target Attribute Values Registry

| ANA has added the resource type "core.coap-eap" to the "Resource
Type (rt=) Link Target Attribute Values" registry under the
"Constrai ned RESTful Environments (CoRE) Paraneters" registry group.

+ o4 o4 oD =—=—=—=+4
| Val ue | Description | Reference |
B e e e sty e e e o1
| core.coap-eap | CoAP-EAP resource | RFC 9820 |
i F- - e m - - - R +

Tabl e 6: Resource Type (rt=) Link Target
Attribute Values Registry

9.8. Expert Review Instructions

The 1 ANA registries established in this document apply the
"Specification Required", "Private Use", "Standards Action with
Expert Review', and "Experinental Use" policies. (See also

[ RFC8126].) This section provides general guidelines for what
experts should focus on, but as they are designated experts for a
reason, they should be granted flexibility.

*  \When defining the use of CoAP-EAP Information El enents (IEs),
experts are expected to evaluate how the values are defined, their
scope, and whether they align with CoAP-EAP' s functionality and
constraints. They are expected to assess whether the values are
clear, well structured, and foll ow CoAP and CoAP-EAP conventi ons,
such as conci se encoding for constrained environnents. They
shoul d ensure that these IEs can seam essly integrate with
exi sting CoAP inplenentations and extensions. Experts are al so
expected to verify that |E values are protected from unauthorized
nodi fication or misuse during transm ssion.

* \When addi ng new ci pher suites, experts nmust ensure that algorithm
val ues are sourced fromthe appropriate registry when required.
They shoul d al so consi der seeking input fromrelevant | ETF working
groups regarding the accuracy of registered paraneters.
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Appendi x A.  Flow of Operation (DTLS Establishment)

CoAP- EAP nakes it possible to derive a Pre-Shared Key (PSK) fromthe
MSK to all ow (D) TLS PSK- based aut henticati on between the EAP peer and
the EAP aut henticator instead of using OSCORE. |In the case of using
(D) TLS to establish a security association, there is a limtation on
the use of internediaries between the EAP peer and the EAP

aut henticator, as (D) TLS breaks the end-to-end comruni cati ons when
using internedi ari es such as proxies.

Figure 9 shows the | ast steps of the flow of operation for CoAP- EAP
when (D) TLS is used to protect the conmmunication between the EAP peer
and the EAP authenticator using the keying material exported by the
EAP aut hentication. The general flowis essentially the same as in
the case of OSCORE, except that DTLS negotiation is established in
Step 7. Once DITLS negotiation has finished successfully, the EAP
peer is granted access to the domain. Step 7 MJUST be interpreted by
the EAP peer as an alternate success indication, which will end up
with the MSK and the DTLS PSK derivation for the (D)TLS

aut henti cati on based on the PSK

EAP peer EAP aut henti cat or

| 2.01 Created Location-Path [/aleap/(n)] |
| Payl oad( EAP- X- Resp) |
B) | == >|
I
I

I VBK
| (D)TLS 1.3 Client Hello |
MBK  7) | Se - mmmmmmmmm o mm o v
I I | DTLS _PSK
Vv | ============= DTLS handshake ::::::::::::l
DTLS_PSK | |

<-- Protected with (D)TLS -->
Figure 9: CoAP-EAP Fl ow of Qperation with DILS

According to [ RFC8446], the provision of the PSK out of band al so
requires the provision of the KDF hash al gorithm and the PSK
identity. To sinplify the design in CoAP-EAP, the KDF hash al gorithm
can be included in the list of cipher suites exchanged in Steps 1 and
2 (Figure 8) if one wants to use DITLS instead of OSCORE. For the
same reason, the PSK identity is derived fromRDC || R DI as
defined in Appendix A 1.

Anal ogous to how the cipher suite is negotiated for OSCORE

(Section 6.1), the EAP authenticator sends a list, in decreasing
order of preference, with the identifiers of the hash al gorithns
supported (Step 1). |In the response, the EAP peer sends its choi ce.

This list is included in the payload after the EAP nessage with a
CBOR array that contains the cipher suites. This CBOR array is

encl osed as one of the elenments of the CBOR hject used for
transporting information i n CoAP-EAP (see Section 5). An exanpl e of
how the fields are arranged in the CoAP payl oad can be seen in
Figure 7.

If there is no CBOR array specifying the cipher suites, the default

ci pher suites are applied. |f the EAP authenticator sends a
restricted list of cipher suites that can be accepted, it MJST
include the default value 0, since it is nmandatory to inplenent. The
EAP peer will have at |east that option avail able.

For DTLS, the negotiated cipher suite is used to determ ne the hash
function to be used to derive the "DILS PSK" fromthe MSK. The
foll owi ng hash al gorithms are considered in cases where the



specification includes DTLS support in the future:
* 5) TLS SHA256
* 6) TLS SHA384
* 7) TLS_SHA512

The inclusion of these values, apart fromindicating the hash
algorithm indicates that the EAP authenticator intends to establish
an OSCORE security association or a DILS security association after
the authentication is conpleted. |If both options appear in the

ci pher suite negotiation, the OSCORE security association will be
preferred over DILS

A. 1. Deriving DILS PSK and ldentity

To enabl e DTLS after an EAP authentication, ldentity and the PSK for
DTLS are defined. ldentity in this case is generated by
concat enati ng the exchanged Sender I D and the Recipient ID

CoAP- EAP PSK Identity = RD-C || R DI

It is also possible to derive a PSK for DTLS [ RFC9147], referred to
here as "DTLS PSK", fromthe MSK between both the EAP peer and EAP
authenticator if required. The length of the DILS PSK will depend on
the cipher suite. To have keying material with sufficient length, a
key of 32 bytes is derived that can be truncated |ater if needed:

DTLS PSK = KDF(MSK, " CoAP-EAP DTLS PSK", | ength)
wher e:
* The MSK is exported by the EAP net hod.

* " CoAP- EAP DTLS PSK" is the ASCI|I code representation of the non-
NULL-termi nated string (excluding the double quotes around it).

* Jlength is the size of the output key nmaterial

Appendi x B. Using CoAP-EAP for Distributing Key Material for 10T
Net wor ks

Simlarly to the exanple in Appendix A 1, where a PSK for DILS is
derived, it is possible to provide key nmaterial to different |ink
| ayers after the CoAP-EAP authentication is conplete.

For exanpl e, CoAP-EAP could be used to derive the PSK required to run
the Constrained Join Protocol (CoJP) for |IPv6 over the TSCH node of

| EEE 802. 15. 4e (6Ti SCH) [RFC9031]. ("TSCH' stands for "Tine-Slotted
Channel Hopping".)

Anot her exanpl e woul d be when a shared Network Key is required by the
devices that join a network. An example of this Network Key can be
found in the THREAD protocol [THREAD]. After CoAP-EAP execution, a
security association based on OSCORE protects any exchange between
the EAP peer and the EAP authenticator. This security association
can be used for distributing the Network Key securely and other
required parameters. How the Network Key is distributed after a
successful CoAP-EAP authentication is outside the scope of this
docunent .

How a particular link-layer technol ogy uses the MSK to derive further
key material for protecting the link layer or uses OSCORE protection
to distribute key material is outside the scope of this docunent.



Appendi x C. Exanple Use Case Scenari os

In 10T networks, for an EAP peer to act as a trustworthy entity
within a security domain, certain key material needs to be shared
bet ween the EAP peer and the EAP aut henticator.

Next, exanples of different use case scenarios will be el aborated on
as related to the usage of CoAP- EAP.

General ly, four entities are involved:
*  Two EAP peers (A and B).

* One EAP authenticator (C. The EAP authenticator nanages a donain
where EAP peers can be deployed. In IoT networks, it can be
consi dered a nore powerful machine than the EAP peers.

*  One AAA server. Optional. The AAA server is not constrained.
Here, the EAP authenticator is operating in pass-through node.

General |y, any EAP peer wanting to join the donmai n nanaged by the EAP
aut henti cator MUST perform a CoAP- EAP aut hentication with the EAP
authenticator (C). This authentication MAY involve an external AAA
server. This neans that the EAP peers (A and B), once depl oyed, wll
run CoAP- EAP once, as a bootstrappi ng phase, to establish a security
association with C. Mreover, any other entity that wants to join
and establish comunications with EAP peers under C s donmai n nust

al so do the sane.

By using EAP, the flexibility of having different types of
credentials can be achieved. For instance, if a device that is not
battery dependent and not very constrained is avail able, a heavier
aut henti cation nmethod could be used. Wth varied EAP peers and

net wor ks, authentication nmethods that are nore |ightweight (e.g.,
EAP- NOOB [ RFC9140], EAP- AKA' [RFC5448], EAP-PSK [ RFCA764], EAP- EDHOC
[ EAP- EDHOC], etc.) and are able to adapt to different types of

devi ces according to organi zation policies or device capabilities

m ght need to be used.

C. 1. Exanple 1: CoAP-EAP Using ACE

When using ACE, the process of client registration and provisioning
of credentials to the client is not specified. The process of client
regi stration and provisioning can be achi eved usi ng CoAP- EAP. (Once
the process of authentication with EAP is conpleted, the fresh key
material is shared between the EAP peer and the EAP authenticator.
Wth ACE, the EAP authenticator and the Authorization Server (AS) can
be co-1ocat ed.

Next, a general way to exenplify how client registration can be
performed using CoAP-EAP is presented, to allow tw EAP peers (A and
B) to conmunicate and interact after a successful client

regi stration.

EAP peer A wants to comunicate with EAP peer B (e.g., to activate a
light switch). The overall process is divided into three phases.

* |In the first phase, EAP peer A does not yet belong to EAP
aut henticator Cs domain. Then, it conmunicates with C and
aut henti cates wi th CoAP- EAP, which, optionally, comunicates with
the AAA server to conplete the authentication process. If the
aut hentication is successful, a fresh MSK is shared between C and
EAP peer A. This key material allows EAP peer A to establish a
security association with C.  Sonme authorization information may
al so be provided in this step. |If EAP is used in standal one node,
the AS itself, having information about the devices, can be the



entity providing said authorization information.

I f authentication and authorization are correct, EAP peer Ais
enrolled in EAP authenticator Cs domain for some period of tine.
In particular, [RFC5247] reconmends 8 hours, though the entity
provi ding the authorization information can establish this
lifetime. |In the sane manner, B needs to performthe sane process
with CoAP-EAP to be part of EAP authenticator C s donmain.

* |In the second phase, when EAP peer A wants to talk to EAP peer B
it contacts EAP authenticator C for authorization to access EAP
peer B and obtain all the required information to do that securely
(e.g., keys, tokens, authorization information, etc.). This phase
does NOT require the usage of CoAP-EAP. The details of this phase
are outside the scope of this docunent; the ACE franework is used
for this purpose. See [RFC9200].

* In the third phase, EAP peer A can access EAP peer B with the
credentials and information obtained from EAP aut henticator C
during the second phase. This access can be repeated w thout
contacting the EAP authenticator, as long as the credentials given
to A are still valid. The details of this phase are outside the
scope of this docunent.

It is worth noting that to join EAP authenticator Cs domain, the
first phase (authentication via CoAP-EAP) is required. Once it is
performed successfully, the comunications are |ocal to EAP

aut henticator Cs domain and there is no need to performa new EAP
authentication as long as the key material is still valid. Wen the
keys are about to expire, the EAP peer can engage in a re-
authentication to renew the key material, as explained in

Section 3. 3.

C. 2. Exanple 2: Miultiple Domains with AAA Infrastructures

A device (A) of the domain acne.org uses a specific kind of
credential and intends to join the umes domain. This user does not
belong to this domain, for which it first perforns a client

regi stration using CoAP-EAP. To do this, it interacts with the EAP
aut henticator’s domain, which in turn comunicates with a AAA
infrastructure (acting as a AAA client). Then, the | ocal AAA server
communi cates with the hone AAA server to conplete the authentication
This way, the device can be considered as a trustworthy entity within
EAP authenticator Cs domain. In this scenario, the AS, in the role
of the EAP authenticator, receives the key material fromthe AAA
infrastructure

C.3. Exanple 3: Single Domain with a AAA Infrastructure

In this scenario, a university canpus has several faculty buildings,
where each building has its criteria or policies in place to nanage
EAP peers under an AS. Al buildings belong to the sanme donain
(e.g., umes). Al these buildings are managed with a AAA
infrastructure. A new device (A) with credentials fromthe domain
(e.g., umes) will be able to performthe device registration with an
EAP authenticator (C) of any building if they are managed by the sane
general donai n.

C. 4. Exanple 4: Single Domain Wthout a AAA Infrastructure

I n another case, without a AAA infrastructure, with an EAP

aut henticator that has co-located the EAP server, and using EAP
st andal one node, all the devices can be nanaged within the sane
domain locally. dient registration of an EAP peer (A) with a

Controller (C) can also be perforned in the sane nanner.



C.5. Oher Use Cases
C.5.1. CoAP-EAP for Network Access Authentication

One of the first steps for an EAP peer is to performthe

aut hentication to gain access to the network. To do so, the device
must first be authenticated and granted authorization to gain access
to the network. Additionally, security paraneters such as
credentials can be derived fromthe authentication process, allow ng
the trustworthy operation of the EAP peer in a particular network by
joining the security domain. By using EAP, this can be achieved with
flexibility and scal ability, because of the different EAP nethods
avail abl e and the ability to rely on AAA infrastructures if needed to
support multi-domain scenarios, which is a key feature when the EAP
peers depl oyed under the sanme security donain bel ong, for exanple, to
di fferent organi zati ons.

The following two cases apply to the process of joining a network:
1) the node has an | Pv6 address (e.g., link-local 1Pv6 or |IPv6 gl oba
address) and 2) the node does not have an | Pv6 address.

In networks where the device is in place but no | P support is

avail abl e until the EAP peer is authenticated, specific support for
this EAP | ower layer has to be defined to all ow CoAP- EAP nessages to
be exchanged between the EAP peer and the EAP authenticator. For
exanple, in | EEE 802.15.4 networks, a new Key Managenent Protoco
(KWP) I D can be defined to add such support in the case of |EEE
802.15.9 [| EEEB02159], where it can be assumed that the device has at
| east a link-1ayer |Pv6 address.

When the EAP peer intends to be admitted into the network, it would
search for an entity that offers the CoAP-EAP service, be it directly
via the EAP authenticator or through an internediary (e.g., proxy).
See Section 3.1.

CoAP- EAP wi Il run between the EAP peer and the EAP aut henticator or
through an internediary entity such as a proxy, as happens in a nesh
net wor k, where the EAP authenticator could be placed one or nore hops
away fromthe EAP peer. 1In the case that a proxy participates in
CoAP-EAP, it will be because it is already a trustworthy entity
within the domain and conmuni cates through a secure channel with the
EAP aut henticator, as illustrated by Figure 10.

If the EAP peer cannot connect to the EAP authenticator directly, the
EAP peer can follow the sane process as that described in Section 3.6
to performthe authentication (i.e., can connect via an internediary
entity (e.g., proxy) that is already part of the network (already
shares key material and comunicates through a secure channel with
the authenticator) and can aid in runni ng CoAP- EAP)

When CoAP-EAP is conpl eted and the OSCORE security association is
established with the EAP aut henticator, the EAP peer receives the

| ocal configuration paraneters for the network (e.g., a Network Key)
and can configure a global |Pv6 address. Mbreover, there is no need
for an intermediary entity after a successful authentication

For renpoval, if the EAP authenticator decides to renove a particul ar
EAP peer fromthe network or the peer itself intends to | eave, either
the EAP peer or the EAP authenticator can directly send a DELETE
command to explicitly express that the network access state is
renoved, and the device will no |onger belong to the network. Thus,
any state related to the EAP peer is renoved in the EAP

aut henticator. Forced renoval can be done by sending new specific
key material to the devices that still belong to the network,

excl uding the renoved device, following a nodel sinmilar to CoJP for
6Ti SCH [ RFC9031]. The specifics on how this process is to be done



are outside the scope of this docunent.

| EAP | | CoAP | | EAP |

OSCORE/ DTLS
<-- security association -->

Fi gure 10: CoAP- EAP Through CoAP Proxy

G ven that EAP is also used for network access authentication, this
service can be adapted to other technologies -- for instance, to
provi de network access control to very constrained technol ogi es
(e.g., Long Range (LoRa) networks). The authors of [LO CoAP- EAP]
provide a study of a mninmal version of CoAP-EAP for LPWANs, with

interesting results. In this specific case, conpression as provided
by Static Context Header Conpression (SCHC) for CoAP [ RFC8824] can be
| ever aged.

C.5.2. CoAP-EAP for Service Authentication

It is not uncommon that the infrastructure where the device is

depl oyed and the services of the EAP peer are nanaged by different
organi zations. Therefore, in addition to the authentication for
networ k access control, the possibility of a secondary authentication
to access different services has to be considered. This process of
aut hentication, for example, will provide the necessary key material
to establish a secure channel and interact with the entity in charge
of granting access to different services.

In 5G for exanple, consider primary and secondary authentication
usi ng EAP [ TS133.501].
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