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1. Introduction

SRv6 refers to Segnent Routing instantiated over the |Pv6 data pl ane
[ RFC8402]. An SRv6 Segnent ldentifier (SID) [RFC8402] can be
associated with one of the service-specific SRv6 Endpoi nt Behaviors
on the advertising Provider Edge (PE) router for Layer 3 Virtua
Private Network (L3VPN), global Internet routing, and Ethernet VPN
(EVPN) services as defined in [ RFC8986]. Such SRv6 SIDs are referred
to as SRv6 Service SIDs. [RFC9252] defines the procedures and
messages for the signaling of BGP overlay services including L3VPN,
EVPN, and Internet services using SRv6.

For certain EVPN services, Section 4.12 of [RFC8986] introduced the
End. DT2M SRv6 Endpoi nt Behavi or, which utilizes argunents (i.e.,

Arg. FE2). [RFC9252] subsequently specified the encoding and
signaling procedures for the SRv6 SID and its associ ated argunent via
the Inclusive Miulticast Ethernet Tag route (EVPN Route Type 3) and
the Ethernet A-D (Auto-Discovery) per ES route (EVPN Route Type 1),
respectively. However, during inplenmentation and interoperability
testing, it was observed that the specifications outlined in

[ RFC9252] lack sufficient detail, leading to anbiguities in
interpretation and inplementation

Thi s docunent updates [ RFC9252] by providing additional details and
clarifications regarding the signaling of SRv6 Service SIDs
associated with SRv6 Endpoi nt Behaviors that utilize argunents.
Wiile the focus is primarily on the signaling of the End. DT2M SRv6
Endpoi nt Behavi or via the Ethernet A-D per ES route and Inclusive
Mul ticast Ethernet Tag route, the procedures described herein are
al so applicable to other simlar SRv6 Endpoint Behaviors with
argunents that may be signal ed using BGP

Section 6.3 of [RFC9252] specifies that the SRv6 Service SID used in
the data plane is derived by applying a bitw se |ogical-OR operation
between the SID with an argunent signaled via the Ethernet A-D per ES
route and the SIDwth the ’Locator + Function’ conponents signal ed
via the Inclusive Milticast Ethernet Tag route. However, this
approach assunmes a uniform SID structure across all SIDs advertised
via the Ethernet A-D per ES route and Inclusive Milticast Ethernet
Tag route. This assunption is not universally valid, and the
procedures in this docunent renove this restriction, ensuring greater
flexibility in SRv6 SID signaling.

The descriptions and exanples presented in this docunent do not
utilize the Transposition Schene (see Section 4 of [RFC9252]).
Consequently, the Transposition Ofset (TPCS-O and Transposition
Length (TPOS-L) are set to zero, and references to MPLS | abel fields
where the function or argunent portions may be transposed are
omtted. However, the same exanpl es could be applied with the
Transpositi on Schene. This docunent does not introduce any

nmodi fications to the use of the Transposition Schene in the signaling
of EVPN routes. Inplenentations are expected to adhere to the
procedures and recomendati ons specified in [ RFC9252] concerning the
Transposition Scherne.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and



"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Advertisement of SRv6 SID and Argunents

Section 3.1 of [RFC8986] defines the format of an SRv6 SID as

consi sting of three conponents: Locator (LOC), Function (FUNC), and
Argunment (ARG . For SRv6 SIDs associated with SRv6 Endpoi nt

Behavi ors that do not support argunents, the ARG conponent is not
present. Consequently, all bits followi ng the FUNC portion MJST be
set to zero, and the Argunment Length (AL) MJST be zero.

Certain SRv6 Endpoint Behaviors (e.g., End.DI2M support argunents.
As specified in Section 3.2.1 of [RFC9252], the SRv6 SID Structure
Sub- Sub- TLV MUST be included when signaling an SRv6 SI D correspondi ng
to an SRv6 Endpoi nt Behavi or that supports argunment. This ensures
that the receiving router can performconsistency verification of the
argunent and correctly encode the ARG value within the SRv6 SID.

In certain use cases, the SRv6 SID can be signaled as a conplete
structure, with the LOC. FUNC. ARG conponents fully encoded within the
SID. However, there are scenarios where the SRv6 SID, consisting
only of the LOC: FUNC portion, is signaled in one advertisenent, while
the ARG value is either signaled through a separate advertisenent or
| earned via an alternative mechanism It is the responsibility of
the SRv6 source node to append the ARG conponent to the LOC. FUNC
portion, thereby constructing the conplete SRv6 SID (LOC. FUNC: ARG).
This fully forned SID can then be utilized in the data plane, either
as the 1 Pv6 destination address of a packet or as a segnment within
the Segment Routing Header (SRH) [RFC8754], as required.

Since argunents nmay be optional, the SRv6 endpoi nt node that owns the
SI D MUST advertise the SRv6 SID Structure Sub-Sub-TLV along with the
LOC: FUNC portion of the SRv6 SID to indicate whether argunents are
supported for that specific SID. A zero AL value indicates that the
node does not accept an argunent for the given SRv6 SID. Conversely,
a non-zero AL val ue specifies the size of the supported argunent,
along with the Locator Block Length (LBL), Locator Node Length (LNL),
and Function Length (FL) paraneters, which define the offset from
whi ch the node expects the ARG to be encoded. Al bits beyond LBL +
LNL + FL + AL MJST be set to zero.

The advertisenent of the ARG value nay be perforned either by the
node that owns the SRv6 SID and is advertising the LOC. FUNC portion
of that SID or by another node/mechanism The advertisenent of the
ARG val ue MUST specify the size of the argunment, its value, and the
associ ated SRv6 Endpoi nt Behavior of the SID. Additionally, the
specification of the association of the ARG advertisenent with the
correspondi ng SID(s) for which the argunent applies is REQU RED.

End. DT2M Si gnaling for EVPN ESI Filtering

As specified in [ RFC9252], the LOC: FUNC portion of the SRv6 SID with
End. DT2M behavi or is signaled via the Inclusive Milticast Ethernet
Tag route, while the Ethernet Segnment ldentifier (ESI) Filtering ARG
(denoted as Arg. FE2 in [RFC8986]) is signaled via the Ethernet A-D
per ES route. The follow ng subsections provide a nore detailed
speci fication of the signaling and processi ng nechani sns conpared to
[ RFC9252] .

ESI Filtering is a split-horizon mechani smused for nultihom ng
[ RFC7432] or Ethernet-Tree (E-Tree) procedures [ RFC8317]. ESI
Filtering is not applicable in scenarios where:

* No E-Tree | eaf Broadcast, Unknown Unicast, or Milticast (BUM



traffic exists,
* No nmultihoming is present,
* No split-horizon mechanismis required, or
* The "Local Bias" method (as specified in [RFC8365]) is enpl oyed.

In this docurment, "ESI Filtering" is used as a general reference to
the procedure perfornmed by the disposition Provider Edge (PE) router
to prevent forwarding of BUMtraffic to | ocal Ethernet Segnents or

| ocal |eaf attachnent circuits, based on the presence of the ESI
Filtering ARG

The signaling and processing descriptions outlined in the follow ng
sections also apply to End. DT2M behavi or fl avors desi gned for SRv6
SID list conpression [RFCO9800]. In deploynments where a m x of
compressed and unconpressed SIDs is present, the behaviors advertised
in the Ethernet A-D per ES routes and Inclusive Milticast Ethernet
Tag routes MAY consist of a conbination of conpressed and
unconpressed End. DT2M behavi or flavors. The procedures in this
docunent remain valid for such depl oynents provided that the AL

consi stency checks between the Ethernet A-D per ES route and
Inclusive Miulticast Ethernet Tag route, as described in the follow ng
subsections, are satisfied.

3.1. Advertisenment of Ethernet A-D per ES Route

Et hernet A-D per ES routes, as defined in [RFC7432], are utilized to
enabl e split-horizon filtering and fast convergence in multihom ng
scenarios. Additionally, Ethernet A-D per ES routes facilitate
egress filtering of BUMtraffic originating froma |leaf, as specified
in [ RFC8317].

When ESI Filtering is not in use, no ESI Filtering ARGis required to
be conveyed. However, for backward conpatibility and consi stency
with [ RFC9252], the advertisenent of this route SHOULD incl ude the
BGP Prefix-SID attribute with an SRv6 L2 Service TLV carrying an SRv6
Service SID set to ::0 in the SRv6 SID Information Sub-TLV, with the
SRv6 Endpoi nt Behavior set to End. DT2M  Since t he End. DT2M behavi or
supports the use of an ARG an SRv6 SID Structure Sub-Sub-TLV MJST be
included. As no ARG value is required to be signaled in this case,
the AL MJUST be set to O.

The followi ng is an exanple representation of the BG Prefix-SID
attribute encoding in this case:

BGP Prefix-SID attri bute:
SRv6 L2 Service TLV:
SRv6 SID Information Sub-TLV:
SID
Behavi or: End. DT2M
SRv6 SID Structure Sub-Sub-TLV:
LBL: 32, LNL: 16, FL: 16, AL: 0, TPOS-L: 0, TPCS-O O

Figure 1: Ethernet A-D per ES Route Wthout ARG for ESI Filtering

When ESI Filtering is in use, the advertisenent of this route MJST
include the BGP Prefix-SID attribute with an SRv6 L2 Service TLV
carrying the SRv6 Service SID that contains the ESI Filtering ARG
value within the SRv6 SID Informati on Sub-TLV (when not using the
Transposition Schene), with the SRv6 Endpoi nt Behavior set to

End. DT2M  Si nce the End. DT2M behavi or supports the use of an ARG an
SRv6 SID Structure Sub-Sub-TLV MJST be included. Additionally, as a
non-zero ARG value is being signaled, the AL MIJST be set to the size
of the ARG and the size SHOULD be a multiple of 8 to ensure



consi stency across inplenentations for ease of operations. The SRv6
SID Structure Sub-Sub-TLV MJST set the LBL, LNL, and FL fields with
val ues that indicate the offset at which the ARG value is encoded
within the 128-bit SRv6 SID.

The following is an exanple representation of the BG Prefix-SID
attribute encoding in this scenario for a 16-bit argunent val ue of
'aaaa’ :

BGP Prefix-SID attri bute:
SRv6 L2 Service TLV:
SRv6 SID I nfornmati on Sub-TLV:
SID: ::aaaa:0:0:0
Behavi or: End. DT2M
SRv6 SID Structure Sub-Sub-TLV:
LBL: 32, LNL: 16, FL: 16, AL: 16, TPOsS-L: 0, TPCS-O O

Figure 2: Ethernet A-D per ES Route with ARG for ESI Filtering

In the exanpl es above, it would have been possible to set the LBL,
LNL, and FL values to 0 and to encode the SRv6 SID as either ::0 or
aaaa::. However, such an encoding would not be backward conpatibl e
with [ RFC9252], as further detailed in Section 4.

Therefore, it is REQURED that the LBL, LNL, and FL val ues be set in
accordance with the SID structure for End. DT2M SRv6 Service Sl Ds,
ensuring conpliance with [ RFC9252].

3.2. Advertisement of Inclusive Miulticast Ethernet Tag Route

The Inclusive Milticast Ethernet Tag route, as defined in [RFC7432],
is used to advertise nulticast traffic reachability information via
Mul tiprotocol BGP (MP-BGP) to all other PE routers within a given
EVPN i nstance. Wen utilizing SRv6 transport, the advertisenent of
this route MUST include the BGP Prefix-SID attribute with an SRv6 L2
Service TLV to indicate the use of SRv6.

Regardl ess of whether ESI Filtering is in use, the SRv6 Service SID
MUST include only the LOC. FUNC portion within the SRv6 SID

I nformation Sub-TLV (when not utilizing the Transposition Schene),
with the SRv6 Endpoi nt Behavior set to End. DT2M  Si nce the End. DT2M
behavi or supports the use of an ARG an SRv6 SID Structure Sub- Sub-
TLV MJST be included. The LBL, LNL, and FL fields MJST be set to
indicate the structure of the SRv6 Service SID being adverti sed.

When ESI Filtering is not in use, no ARG is expected to be received
by the router along with the adverti sed SRv6 Service SID. Therefore,
the AL MUST be set to O.

The followi ng is an exanple representation of the BG Prefix-SID
attribute encoding in this case:

BGP Prefix-SID attri bute:
SRv6 L2 Service TLV:
SRv6 SID I nfornati on Sub-TLV:
SID: 2001: db8: 1:fbdl::
Behavi or: End. DT2M
SRv6 SID Structure Sub-Sub-TLV:
LBL: 32, LNL: 16, FL: 16, AL: 0, TPOS-L: 0, TPCS-O O

Figure 3: Inclusive Milticast Ethernet Tag Route Wthout ESI
Filtering

When ESI Filtering is in use, the router expects to receive traffic
in the data path to the SRv6 Service SID that it has signal ed al ong
with the ARG portion enbedded in it. Consequently, the AL MJST be



set to the size of the ARG supported by the advertising router for
the specific SRv6 Service SID. The AL value is unique per End. DT2M
behavi or signaled by the egress PE. Therefore, the egress PE MJST
use the same AL for all local Ethernet Segments with attachnent
circuits within the sane broadcast domain

The following is an exanmple representation of the BG Prefix-SID
attribute encoding for this scenario with a 16-bit argunent:

BGP Prefix-SID attri bute:
SRv6 L2 Service TLV:
SRv6 SID I nfornmati on Sub-TLV:
SID: 2001: db8: 1: f bd1:
Behavi or: End. DT2M
SRv6 SID Structure Sub-Sub-TLV:
LBL: 32, LNL: 16, FL: 16, AL: 16, TPOsS-L: 0, TPCS-O O

Figure 4: Inclusive Milticast Ethernet Tag Route with ESI Filtering

When ESI Filtering is in use, the advertising router MJST ensure that
the AL signaled in the Inclusive Milticast Ethernet Tag route is
equal to the AL signaled in the corresponding Ethernet A-D per ES
route.

.3. Processing at Ingress PE

An ingress PE receives the LOC. FUNC portion of the SRv6 Service SID
to be used for BUMtraffic through Inclusive Milticast Ethernet Tag
route advertisenents.

VWhen ESI Filtering is not in use, the SRv6 Service SID to be used
consists solely of the LOC. FUNC portion received via the Inclusive
Mul ticast Ethernet Tag route.

When ESI Filtering is in use, the ESI Filtering ARG of the SRv6
Service SID is signaled through the Ethernet A-D per ES route. The
ARG in conbination with the LOC: FUNC portion received via the
Inclusive Miulticast Ethernet Tag route, forns the SRv6 Service SID to
be used.

Since the LOC. FUNC and ARG portions of the SRv6 Service SID are
signaled via different route advertisenments, there may be cases where
the ingress PE receives inconsistent AL values fromthe two route
types. If the ingress PE expects ESI Filtering to be in use (i.e.,
when forwarding BUMtraffic to other PEs attached to a shared

Et hernet Segnment) but does not receive a usable ARG val ue during
processing, it SHOULD | og a nessage to facilitate troubl eshooti ng.

The ingress PE router MJST foll ow the processing steps outlined bel ow
when handling SRv6 Service SID advertisenents:

1. If AL=0 is signaled via the Inclusive Milticast Ethernet Tag
route, then the egress PE either does not support ESI Filtering
or does not require an ESI Filtering ARG for the specific SID.

In this case, the SRv6 Service SIDis forned using only the

LCC. FUNC portion, and all bits after LBL + LNL + FL MJUST be set
to zero for encoding on the data path. Additionally, the router
MUST ignore the SID value and its SID structure advertised in the
correspondi ng Ethernet A-D per ES route.

2. If a non-zero AL is signaled via the Inclusive Milticast Ethernet
Tag route, then the matching Ethernet A-D per ES route for the
Et hernet Segment is located and the presence of an SRv6 SID
advertisenent with the End. DT2M behavi or is verifi ed.

a. |If the presence of such a SRv6 SIDis not verified, or if the



AL is zero in the Ethernet A-D per ES route, then no usable
ARG val ue is available. The SRv6 Service SID MIUST be forned
as described in (1) above.

b. If the AL values in the Ethernet A-D per ES route and
Inclusive Miulticast Ethernet Tag route are both non-zero but
not equal, then no usable ARG value is available. This
i nconsistency in signaling fromthe egress PE indicates a
configuration error. To prevent potential |ooping, BUM
traffic MJUST NOT be forwarded for such routes fromthe
specific Ethernet Segrment. |nplenentations SHOULD | og an
error nessage for troubl eshooting this condition.

c. |If the AL values in the Ethernet A-D per ES route and
Inclusive Miulticast Ethernet Tag route are both non-zero and
equal, then the ARG value fromthe Ethernet A-D per ES route
is considered valid. This ARG val ue MJST be encoded within
the SRv6 SID (LOC. FUNC) at the ARG offset as specified in the
SID structure (i.e., LBL + LNL + FL) in the Inclusive
Mul ticast Ethernet Tag route. Al bits beyond LBL + LNL + FL
+ AL MUST be set to zero.

Using the procedures above with the exanples in Figures 1 and 3, the
SRv6 Service SID encoding for the data plane without an ESI Filtering
ARG is as foll ows:

I nclusive Milticast Ethernet Tag route:
SID: 2001: db8: 1: f bd1: :
Structure: LBL: 32, LNL: 16, FL: 16, AL: O
SRv6 Service SID Encoded for Datapath: 2001: db8:1:fbd1::

Figure 5: SRv6 Service SID Encoding for Data Plane Wthout ARG
Using the procedures above with the exanples in Figures 2 and 4, the
SRv6 Service SID encoding for the data plane along with an ESI
Filtering ARG is as foll ows:

Et hernet A-D per ES route:
SID: ::aaaa:0:0:0
Structure: LBL: 32, LNL: 16, FL: 16, AL: 16
Inclusive Milticast Ethernet Tag route:
SI D: 2001: db8: 1: f bd1l::
Structure: LBL: 32, LNL: 16, FL: 16, AL: 16
SRv6 Service SID Encoded for Datapath: 2001: db8:1:fbdl: aaaa: :
Figure 6: SRv6 Service SID Encoding for Data Plane with ARG

Figure 7 provides another exanple that illustrates the signaling and
processing of multiple bridge dormains in a depl oynent design.
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Et hernet A-D per ES route for ESI-1:
SID: ::aaaa:0:0:0
Structure: LBL: 32, LNL: 16, FL: 16, AL: 16

Inclusive Miulticast Ethernet Tag route from BD1:
SI D: 2001: db8: 1: f bdl: f bdl
Structure: LBL: 32, LNL: 16, FL: 32, AL: 16

Inclusive Miulticast Ethernet Tag route from BD2:
SID: 2001: db8: 1: f bd2:
Structure: LBL: 32, LNL: 16, FL: 16, AL: 16

SRv6 Service SID for datapath fromingress PE1 to egress PE2 on BD1:
2001: db8: 1: f bd1: f bd1l: aaaa:

SRv6 Service SID for datapath fromingress PE1 to egress PE2 on BD2:
2001: db8: 1: f bd2: aaaa:

Figure 7: Exanple with Multiple Bridge Domai ns
Backward Conmpatibility

Exi sting inplementations that rely on the bitw se | ogical-OR
operation, as specified in Section 6.3 of [RFC9252], function
correctly only when the SID structures of the two EVPN route types
are identical

Backward compatibility with inplenentations perform ng the bitw se
| ogi cal -OR operation is maintai ned when the Inclusive Milticast

Et hernet Tag route and its correspondi ng Et hernet A-D per ES route
advertise SIDs with the sane SID structure, as outlined in Sections
3.1 and 3. 2.

However, when the SID structures of the two route types are not
identical, the bitw se |ogical-OR operation specified in [ RFC9252]
cannot be applied. Instead, the alternative nethod specified in
Section 3.3 MJST be used to correctly derive the SRv6 Service SID in
such cases

I ANA Consi derations
Thi s docunment has no | ANA acti ons.

Security Considerations
Thi s docunment provides a nore detailed specification related to the
signaling and processing of SRv6 SID advertisenments for SRv6 Endpoi nt
Behaviors with arguments. As such, it does not introduce any new
security considerations over and above those al ready covered by
[ RFC9252] .
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