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Abst r act

Thi s docunent di scusses the usage and applicability of BGP Link State
(BGP-LS) Shortest Path First (SPF) extensions in data center networks
utilizing Cos or Fat Tree topol ogies. The docunent is intended to
provide sinplified guidance for the depl oyment of BGP-LS SPF

ext ensi ons.
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Thi s docunent is not an Internet Standards Track specification; it is
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I nt roducti on

Thi s docunent conpl ements [ RFC9815] by discussing the applicability
of the BGP Link State (BGP-LS) Shortest Path First (SPF) technol ogy
in a sinple and fairly common depl oynent scenari o, which is described
in Section 3.

Section 4 describes the reasons for BGP nodifications for such
depl oynent s.

Section 5 covers the BGP SPF protocol enhancenents to BGP to neet
these requirenents and their applicability to data center [d os]
net wor ks.

Recommended Readi ng

Thi s docunent assunes know edge of existing data center networks and
data center network topologies [Cos]. This docunent al so assunes
know edge of data center routing protocols such as BGP [ RFC4271],
BGP- LS SPF [ RFC9815], and OSPF [ RFC2328] [ RFC5340] as well as data
center QOperations, Adm nistration, and Mui ntenance (QAM protocols
i ke the Link Layer Discovery Protocol (LLDP) [RFC4957] and

Bi di rectional Forwarding Detection (BFD) [ RFC5880].

Conmon Depl oynment Scenari o

Wthin a data center, servers are comonly interconnected using the
Clos topology [Clos]. The Cos topology is fully non-blocking, and
the topology is realized using Equal -Cost Miltipath (ECMP). 1In a
mul ti-stage C os topol ogy, the m ni num nunber of parallel paths in
each tier is determned by the width of the stage as shown in

Fi gure 1.
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Figure 1: Illustration of the Basic O os

* Tier 1 is conprised of Nodes 1, 2, 3, and 4

* Tier 2 is conprised of Nodes 5, 6, 7, and 8

* Tier 3 is conprised of Nodes 9, 10, 11, and 12
Justification for the BGP- SPF Extension

To sinplify Layer 3 (L3) routing and operations, nmany data centers
use BGP as a routing protocol to create both an underlay and an
overlay network for their C os topol ogies [RFC7938]. However, BGP is
a path-vector routing protocol. Since it does not create a fabric
topol ogy, it uses hop-by-hop External BGP (EBGP) peering to
facilitate hop-by-hop routing to create the underlay network and to
resol ve any overlay next hops. The hop-by-hop BGP peering paradi gm
i nposes several restrictions within a Clos. It prohibits the

depl oynent of route reflectors / route controllers as the EBGP
sessions are congruent with the data path. The BGP best-path
algorithmis prefix based, and it prevents announcenents of prefixes
to other BGP speakers until the best-path decision process has been
performed for the prefix at each internediate hop. These
restrictions significantly delay the overall convergence of the
underl ay network within a C os network.

The BGP SPF nodifications allow BGP to overcone these |imtations.
Furthernore, using the BGP-LS Network Layer Reachability Information
(NLRI') format allows the BGP SPF data to be advertised for nodes,
links, and prefixes in the BGP routing domain [ RFC9552] and used for
SPF comput ati ons [ RFC9815].

Addi tional notivation for deploying BG-SPF is included in [ RFC9815].
BGP- SPF Applicability to O os Networks

Wth the BGP- SPF extensions [RFCO9815], the BGP best-path computation
and route conputation are replaced with |link-state algorithnms such as
those used by OSPF [ RFC2328], both to determ ne whether a BGP-LS- SPF
NLRI has changed and needs to be readvertised and to conpute the BGP
routes. These nodifications will significantly inprove convergence
of the underlay while affording the operational benefits of a single
routing protocol [RFC7938].

Data center controllers typically require visibility to the BGP
topol ogy to conpute traffic-engi neered paths. These controllers

| earn the topol ogy and other relevant information via the BGP-LS
address famly [RFC9552], which is totally independent of the
underl ay address famlies (usually IPv4/IPv6 unicast). Furthernore,
in usual BGP underlays, all the BGP routers will need to advertise
their BGP-LS information i ndependently. Wth the BGP- SPF extensions,
controllers can learn the topol ogy using the sanme BGP advertisenents
used to conpute the underlay routes. Furthernore, these data center
controllers can avail the convergence advantages of the BGP- SPF

ext ensi ons. The placenent of controllers can be outside of the



forwarding path or within the forwarding path.

Al ternatively, as each and every router in the BGP-SPF domain wll
have a conpl ete view of the topol ogy, the operator can also choose to
configure BGP sessions in the hop-by-hop peering nodel described in

[ RFC7938] along with BFD [ RFC5880]. In doing so, while the hop-by-
hop peering nodel |acks the inherent benefits of the controller-based
nodel , BGP updat es need not be serialized by the BGP best-path
algorithmin either of these nodels. This helps overall network
conver gence

5.1. Usage of BGP-LS- SPF SAFI

Section 5.1 of [RFC9815] defines a new BGP-LS-SPF SAFI for
announcenent of the BGP-SPF |link-state. The NLRI format and its
associ ated attributes follow the format of BGP-LS for node, link, and
prefix announcenents. \Whether the peering nodel within a d os

foll ows hop-by-hop peering as described in [RFC7938] or any
control | er-based or route-reflector peering, an operator can exchange
BGP- LS- SPF SAFI routes over the BGP peering by sinply configuring
BGP- LS- SPF SAFI between the necessary BGP speakers.

The BGP-LS- SPF SAFI can al so coexist with BGP | P Uni cast SAFI

[ RFC4760], which coul d exchange overl apping I P routes. One use case
for this is where BGP-LS-SPF routes are used for the underlay and BGP
I P Unicast routes for VPNs are advertised in the overlay as described
in [RFC4364]. The routes received by these SAFls are eval uated,
stored, and announced i ndependently according to the rul es of

[ RFC4760]. The tiebreaking of route installation is a matter of the
| ocal policies and preferences of the network operator.

Finally, as the BGP-SPF peering is done follow ng the procedures
described in [RFC4271], all the existing transport security

mechani sns i ncluding those in [ RFC5925] are avail able for the BGP-LS-
SPF SAFI

5.1.1. Relationship to O her BGP AFlI/SAFI Tupl es

Normal |y, the BGP-LS-SPF AFI/SAFI is used solely to conpute the
underlay and is given precedence over other AFI/SAFIs in route
processing. Oher BGP SAFls, e.g., |IPv6/1Pv6 unicast VPN, woul d use
the BGP- SPF conput ed routes for next-hop resolution

5.2. Peering Models

As previously stated, BGP-SPF can be depl oyed using the existing
peering nodel where there is a single-hop BGP session on each and
every link in the data center fabric [RFC7938]. This provides for
both the advertisement of routes and the determ nation of |ink and
nei ghboring router availability. Wth BGP-SPF, the underlay will
converge faster due to changes to the decision process that wll

all ow NLRI changes to be advertised faster after detecting a change

5.2.1. Sparse Peering Mde

Al ternately, BFD [ RFC5880] can be used to swiftly determ ne the
availability of links, and the BGP peering nodel can be significantly
sparser than the data center fabric. BGP-SPF sessions only need to
be established with enough peers to provide a biconnected graph. |If
Internal BGP (IBGP) is used, then the BGP routers at tier N-1 will

act as route-reflectors for the routers at tier N

The obvi ous usage of sparse peering is to avoid parallel BGP sessions
on links between the same two routers in the data center fabric.
However, this use case is not very useful since parallel L3 links
between the sanme two BGP routers are rare in Cos or Fat Tree



topol ogies. Additionally, when there are nultiple links, they are
of ten aggregated using Link Aggregation G oups (LAGs) at the link
| ayer [I|EEE. 802.1AX] rather than at the IP layer. Two nore
interesting scenarios are described bel ow.

In current data center topologies, there is often a very dense nesh
of links between levels, e.g., |leaf and spine, providing 32-way

pat hs, 64-way paths, or nore ECVMPs. |n these topologies, it is
desirabl e not to have a BGP session on every link, and techni ques
such as the one described in Section 5.2.2 can be used to establish
sessions on sone subset of northbound links. For exanple, in a

Spi ne/ Leaf topol ogy, each | eaf router would only peer with a subset
of the spines dependent on the floodi ng redundancy required to be
reasonably certain that every node within the BGP-SPF routing domain
has the conpl ete topol ogy.

Alternately, controller-based data center topol ogies are envisi oned
where BGP speakers within the data center only establish BGP sessions
with two or nore controllers. |In these topol ogies, fabric nodes
below the first tier, as shown in Figure 1 of [RFC7938], will
establish BG nulti-hop sessions with the controllers. For the

mul ti-hop sessions, deternmining the route to the controllers wthout
dependi ng on BGP woul d need to be through some other neans, which is
beyond the scope of this document. However, the BGP discovery
mechani sms described in Section 5.5 would be one possibility.

5.2.2. Biconnected Graph Heuristic

Wth a biconnected graph heuristic, discovery of BGP SPF peers is
assuned, e.g., as described in Section 5.5. In this context,

"bi connected" refers to the fact that there nmust be an adverti sed
Link NLRI for both BGP SPF peers associated with the Iink before the
link can be used in the BGP SPF route calculation. Additionally, it
is assuned that the direction of the peering can be ascertained. In
the context of a data center fabric, the direction is either

nort hbound (toward the spine), southbound (toward the Top-of-Rack
(ToR) routers), or east-west (sanme level in the hierarchy). The
determ nation of the direction is beyond the scope of this docunent.
However, it would be reasonable to assune a techni que where the ToR
routers can be identified and the nunber of hops to the ToR is used
to determine the direction

In this heuristic, BGP speakers allow passive session establishnent

for southbound BGP sessions. For northbound sessions, BGP speakers

will attenpt to maintain two northbound BGP sessions with different

routers. For east-west sessions, passive BGP session establishnent

is allowed. However, a BGP speaker will never actively establish an
east-west BGP session unless it cannot establish two northbound BGP
sessi ons.

BGP SPF sparse peering deploynents not using this heuristic are
possi bl e but are not described herein and are consi dered out of
scope.

5.3. BGP Spine/ Leaf Topol ogy Policy
One of the advantages of using BGP-SPF as the underlay protocol is

that BGP policy can be applied at any level. For exanple, depending
on the topology, it may be possible to aggregate or filter prefix

adverti senents using the existing BG policy. In Spine/leaf
topologies, it is not necessary to advertise a BGP-LS Prefix NLR
received by | eaf nodes fromthe spine back to other spine nodes. |If

a conmon Aut ononmpbus System (AS) is used for the spine nodes, this can
easily be acconplished with EBGP and a sinple policy to filter
advertisenents fromthe |leaves to the spine if the first ASin the AS
path is the spine AS.



In the figure below, the |eaves would not advertise any NLRIs with AS
64512 as the first ASin the AS path.
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Figure 2: Spine/Leaf Topol ogy Policy
.4. BGP Peer Discovery Considerations

The basic functionality of peer discovery is to discover the address
of a single-hop peer in the case where the peer address is not
preconfigured. This is being acconplished today by using |IPv6 Router
Advertisements (RAs) [ RFC4861] and assuming that a BGP session is
desired with any di scovered peer. Beyond the basic functionality, it
may be useful to have the following information relating to the BGP
sessi on:

* The AS and BCGP Identifier of a potential peer.

* Supported security capabilities, and for cryptographic
aut hentication, the security capabilities and possibly a key chain
[ RFC8177] for use.

* A Session Policy ldentifier, which is a group nunber or nane used
to associ ate compn session paraneters with the peer. For
exanple, in a data center, BGP sessions with a ToR router could
have different paranmeters than BGP sessions between | eaf and spine
nodes.

In a data center fabric, it is often useful to know whether a peer is
sout hbound (towards the servers) or northbound (towards the spine or
super-spine), e.g., see Section 5.2.2. One nechanism without
specifying all the details, might be for the ToR routers to be
identified when installed and for the other routers in the fabric to
determne their | evel based on the distance fromthe cl osest ToR
router.

If there are nultiple links between BGP speakers or the |inks between
BGP speakers are unnunbered, it is also useful to be able to
establish multi-hop sessions using the | oopback addresses. This wll
often require the discovery protocol to install one or nore routes
toward the potential peer |oopback addresses prior to BGP session

est abl i shrent .

Finally, a sinple BGP discovery protocol may be used to establish a
mul ti-hop session with one or nore controllers by advertising
connectivity to one or nore controllers.



5

5.

5

5.

8.

5. BGP Peer Discovery
5.1. BGP IPv6 Sinplified Peering

To conserve | Pv4 address space and sinplify operations, BGP-SPF
routers in Clos / Fat Tree depl oynents can use | Pv6 addresses as the
peer address. For |Pv4 address famlies, |IPv6 peering as specified
in [ RFC8950] can be deployed to avoid configuring | Pv4 addresses on
router interfaces. Wen this is done, dynam ¢ di scovery mechani sns,
as described in Section 5.5, can be used to learn the global or Iink-
| ocal |1 Pv6 peer addresses, and |Pv4 addresses need not be configured
on these interfaces. |If IPv6 link-local peering is used, then
configuration of I1Pv6 gl obal addresses is also not required

[ RFC7404]. The Link Local/Renpte Identifiers of the peering
interfaces nust be used in the Link NLRI as described in

Section 5.2.2 of [RFC9815].

5.2. BGP-LS-SPF Topology Visibility for Managenent

Irrespective of whether or not BGP-SPF is used for route cal cul ation,
the BGP-LS-SPF route advertisements can be used to periodically
construct the Cos / Fat Tree topology. This is especially useful in
depl oynents where an Interior Gateway Protocol (I1GP) is not used and
the base BGP-LS routes [RFCO552] are not available. The resultant
topol ogy visibility can then be used for troubl eshooting and

consi stency checking. This would normally be done on a centra
controller or other managenent tool that could also be used for
fabric data path verification. The precise algorithnms and
heuristics, as well as the conplete set of managenent applicati ons,
is beyond the scope of this docunent.

5.3. Data Center Interconnect (DCl) Applicability

Since BGP-SPF is to be used for the routing underlay and Data Center

I nterconnect (DCl) gateway boxes typically have direct or very sinple
connectivity, BGP external sessions would typically not include the
BGP- LS- SPF SAFI

Non-Clos / Fat Tree Topol ogy Applicability

The BGP- SPF ext ensions [ RFC9815] can be used in other topol ogies and
avail the inherent convergence inprovenents. Additionally, sparse
peering techniques may be utilized as described in Section 5. 2.
However, determining whether to establish a BGP session is nore

conmpl ex, and the heuristic described in Section 5.2.2 cannot be used.
In such topol ogi es, other techniques such as those described in

[ RFC9667] may be enpl oyed. One potential deployment woul d be the
underl ay for a Service Provider (SP) backbone where usage of a single
protocol, i.e., BGP, is desired.

Non- Transit Node Capability

In certain scenarios, a BGP node wi shes to participate in the BGP- SPF
topol ogy but never be used for transit traffic. These include
situations where a server wants to nake application services
available to clients honed at subnets throughout the BGP- SPF donain
but does not ever want to be used as a router (i.e., carry transit
traffic). Another specific instance is where a controller is
resident on a server and direct connectivity to the controller is
required throughout the entire domain. This can readily be
acconpl i shed using the BGP-LS-SPF Node NLRI Attribute SPF Status TLV
as described in [ RFC9815].

BGP Policy Applicability
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Exi sting BGP policy such as prefix filtering may be used in
conjunction with the BG-LS-SPF SAFI. Wen BGP policy is used with
the BGP-LS- SPF SAFI, BGP speakers in the BGP-LS- SPF routing domain
will not all have the sane set of NLRIs and will conpute a different
BGP local routing table. Consequently, care must be taken to assure
that routing is consistent and that routes to unreachabl e
destinations or routing | oops do not ensue. However, this is no
different than if classical BGP routing using the IPv4 and | Pv6
address fam lies were used.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent introduces no new security considerations above and
beyond those already specified in [ RFC4271] and [ RFC9815].
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